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Alert Rules W Leam more
Alert rules define which cenditions trigger specific alerts.

You can edit the conditions for default alert rules to better suit your environment. or create custom alert rules that use yeur own conditions for triggering alerts.

= Create custom rule || # Edit rule || ¥ Remove custom rule

Name Conditions

Appliance battery expired storagegrid_appliance_component failure{type="REC_EXPIRED_BATTERY"}
Q
The battery in the appliance’s storage controller has expired. Major > 0
. Appliance battery failed storagegrid_appliance_component failure{lype="REC_FAILED_BATTERY"}
The battery in the appliance’s storage controller has failed. Major > 0

Appliance battery has insufficient learned capacity
)| The battery in the appliance’s storage controller has insufficient
learned capacity.

storagegrid_appliance_component_failure{type="REC_BATTERY_WARN"}
Major > 0

ZPpiance taltey nearexpiiation storagegrid_appliance_component.failure{type="REC_BATTERY_NEAR_EXPIRATION'}

.' | The battery in the appliance’s storage controller is nearing

expiration. Majaricd
Appliance battery removed storagegrid_appliance_component_failure{type="REC_REMOVED_BATTERY"}
" | The battery in the appliance’s storage controller is missing Major > 0
Appliance battery too hot storagegrid_appliance_component_failure{lype="REC_BATTERY_OVERTEMP"}
| The battery in the appli ’s storage ller is overheated. Major >0
Appliance cache backup device failed storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_FAILED"}
T A persistent cache backup device has failed. Major >0
Appliance cache backup device insufficient capacity storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY'}
There is insufficient cache backup device capacity. Major > 0
Appliance cache backup device write-protected storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED'}
~ | Acache hackup device is write-protected. Major > 0
Appli cache Y size mi storagegrid_appliance_component_failure{type="REC_CACHE_MEM_SIZE_MISMATCH'}
" | The two controllers in the appliance have different cache sizes. Major > 0
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Type

Default

Default |

Default

Defauit

Default

Default |

Default |

Defauit

Default

Default

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled
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Duration 3] minutes v
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Edit Rule - Low installed node memory

Enabled

Unigue Name

Description

Recommendead Actions {optional)

Conditions ©

Minor

Major

Critical

Low installed node memory

The amount of installed memory on a node is low.

o

Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value
for the major alert to determine the default minimum reguirement for a StorageGRID node.

See the insinuctions for your platiorm:

« Viware instaliation
» Red Hat Enterprize Linux or CentOS instaliation
= Ubuntu or Debian instaliation

node_memory_MemTotal_bytes < 240883808008

node_memory MemTotal bytes <= 12800050004

Enter the amount of time a condition must continuously remain in effect before an alert is triggered.

Duration

2 minutes v
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RTFERMERZMRIARS. FLATERENVBFEFIRERATERBNMAUtoSupportiifFtl, B2
, BRI BAIER R —1 B FEp AR S5 28,

IR EAIStorageGRIDEEE S ZNEET A, NEBET S REREHN. AutoSupportfifEEl. SNMPRERHFT

BHIURFEEERENNEELIXS. IREFEETLRATA. WAMEETRIIEN&EEM. B30 T4

EEETR? %

p
136 8F * ER * > * BFEREFIRE *

AT B R B F BR A IR B T o

Email Setup

You can configure the email server for alert notifications, define filters to limit the number of notifications, and enter email addresses for alert recipients.

Use these settings to define the email server used for alert notifications. These settings are not used for alarm notifications and AutoSupport. See
Managing alerts and alarms in the instructions fer monitoring and troubleshooting StorageGRID.

Enable Email Notifications @

2. &S AR FEM @A B IR E LIS T ER EEEIRA D I E RS ER L@ B F B,

R EREBFEE (SMTP) ARS5E:, FHERE (TLS) , HBFERAFHUEAmELRERD,

3. EEBFHRE (SMTP) BRS84S, 4N StorageGRID i8] SMTP FRSZ2FAERE o

YN3R SMTP ARSZHBFEZMNIUIE, NATERARF 2MEL,

FE

HRFFARSS 28

Port

BFR& (AN

=iy (A1)

BN ...
SMTP fRZ232REEEZ (FQDN) 3¢ IP ik,

BFih8 SMTP fRSEZ2809i% 0. #F 1 E 65535 Zi8)s

INR SMTP RSZBFEZ NI, RRAEHITEMHIIERNAF &,

YNR SMTP IRSZBFBZHIIE, BRNBTHITEMHIRIERE,

11


https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html
https://docs.netapp.com/zh-cn/storagegrid-118/primer/what-admin-node-is.html

Email (SMTP) Server

Mail Server @ 10.224.1.250
Port & 25
Username (optional) & smipuser
Password (optional) @& | swseses

4. TR FEREMAEER S, WARGARE MR ABYEBFERA L,
a. WF * REEARBFERMMIL * , BIEE—NEMAVEFEb Al BEERBMAIA G Attit,
fBl0: storagegrid-alerts@example.com
b. FERHEANEDH, RENEFERHFIRE L S BRI BFERARIA SN B FHp Attt
RIS BT 4 LURIIE Ao

Email Addresses

Sender Email Address & storagegrid-alerts@example.com
Recipient 1 @ recipientt@example.com x
Recipient2 @ recipient2 @example.com + X

S MNREL SMTP FRE#[HITERE, FEEAFTHWESZSE (TLS) , FEFHWELRSE (TLS) Bk~
HETLS .

a. 1f * CAIEH * FERH, RIEATFIE SMTP ARSS2:HRIREY CA IEF.
ERILUGABRERIAHMISEILFEEF, BEER © MR * FEEX .

BRARE— XS, HREERESMRENRIERHIANE (CA) BIER, EXHNEE PEM 4K
E%E’J’é/l\ CAIEBXMF, HEIEBEIRFHE,

b. YNRSMTPEE FHRFARSS SRR B FHP R ARME P IRIEBLHITE MW, HEPRXE P IRIE
FEEE,

C. £ * BEFURIEP * FERH, 1Efit PEM RIZBNZE P IHEBIUKLIXE SMTP BRS5 88,
ERILUGABERIHMMEI T, SEERE © XK * FiEEX .

d. 72 * THEHR * FERP, WAKRNE PEM HBHNEFiHEBNERAZER.
ERAILKABTERIFFREMEEIE F e, &R « XN * FhEEX .

() nREBEERTEELE, BEENZERUERILTR.
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Transport Layer Security (TLS)

Require TLS @&

CA Cerificate @

Send Client Cedificate @

Client Cedificate @

Private Key @

-----BEGIN CERTIFICATE-----
1234567898abcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMHOPQRSTUNIWKYZ1234567898
-----END CERTIFICATE-----

Erowse

-—---BEGIN CERTIFICATE----—-
1234567898abcdefghijklmnopgrstuvixyz
ABCDEFGHIJKLMNOPQRSTUVIWXYZ1234567898
-----END CERTIFICATE-----

Browse

-----BEGIN PRIVATE KEY-----
1234567898sbcdefghijklmnopgrstuvwxyz
ABCDEFGHIJKLMNOPQRSTUVIKYZ1234567290
-----BEGIN PRIVATE KEY-----

Browse

6. IETmiERE N, ERNSBEFHFBMNER™EMER, FIFFEERIANERHE.

severity

RE, EX, &

FE, X#

=&

Description

AEEHRAMUNERE, TBHTEFMN, RASLIEBEFHHE.

HHTERAMVNNEEHXBREN, RASRXEFHER. F=

HAREERAZIZE,

RETHREHRMUBTERMGN, FRLEBFEHFEN. A

REHEBRERAZE BN
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Filters

Severity @ ® Minor, major, critical Maijor, critical Critical only

7. EEFNIREFERER, FRITUTSE:
a. R * ZENHEFEF * o

LR ER—RWIAER, ERERIEMIRE T
b. 10 EFIA BFEBAUIE ABURAERE, HIABUWEINIXBF Bt

@ RELDFARBEIBFERM, HEMKLT * BFEFERNRK - ik, BRELRIR
BEHE,

C. EREFEMEMEET RH LXK B FER AIIEFAE I R BERE,

@ EMREREAY, SO NERISMEET R UIRIEEE, X5 iKAutoSupportf R4
BHNEAERBENRE. FAEEETRES KX B FErH,

8. W REF
RENABFEHAERRELENRE, BOIERE * RE o
PR RTF B FER IR E.

ZiREFHEENPEENER

FCE SMTP BB FibfFRSS 28/, EMAERE, RARMEENWAALIZBFIHFEN, FRIFSRANKES
AL, BB R ERE"

BFEH B EEUATER:
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NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Modes, or you can add new Storage Modes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Jobh storagegrid
Service Idr
DC1-52-227
Node DC1-52-227
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Joh storagegrid
Service Idr
O,
Sent from: DC1-ADM1-225
Callout Description

1.

L2, ERICERBTERDIRFIER.

LIRAVIR R o

NERZIWNBIERIRE

BXERNENEDEFRFAGEE, SEREMNTRMER, ERTEY, RLERAN
B9 UTC BYia] AR R &M E L FARSS BY 2 Ao

RFBAEET RBIENR,

AT EHRFHTT
AT LT A BRI RIS SR BB FHEIBR], StorageGRID S RXER—BRIP X Z MERFHITHH,

BX StorageGRID WN{a7E FE FERAHERN X Z N ERHAITHHBTH, BESRN TR
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1h
SMERBNNERTRRZER. WREMRLRD
BMARNER, WSAEREEBFERF @A

WTFRHETREFNFEER, WMREERENTENE
BE—1, MM HEmEERLEE,

EURfLAZEIRAY, StorageGRID %% 2 9%, AB
BRiEEH, MNRELHREMEA THMREZZR, T
StorageGRID S1EVIIGBFA XA ERit1T724H,

MNRfEA B —PEIRLIR, StorageGRID BFZEF 10
P, ARBRZEMEN, ENSIREFREEHE
R (HETREEMNER) , BMELFCREXEER
HwE2anitt,

MRIMFESTEZERBEEP—NERSHER,
NESHRERNT R EERHIMLERE, FEX
EHTE A

StorageGRID S4t4: g 7 K &IX—/REBFHIHFER,
BHIFEZEIREABICHR AR ZBIRMNEES N 1L,

T ER BB F AR A BT EHR

- TR 2 ERNEIRATE08 : 01 %,

Nl
* ER A ZARERM R LML, (NEE—E

o

* TR EMAERA, TR 2 LRANMAZHR B

o BRRRKIEMMEN—BITER—,

© WA ERA, FHEREIRE, TEMTEER

HfH, RAINTEERKEZ—FE,

- TE 1 ENEIRATE 08 00 ik, FEXRIEE

(GRS

fERIEE
fel@ o

- 81 02 RIXEHLREFR PN ER LA,

- TE 1 ENERATE 08 . 00 fitk, @HITE 08

;02 kix.

- TR 2 ENEIRATEO08 1 05 fitk, 2 NEA

RBiE8: 15 (10 2HE) KX, HIPRKREX
PTIRo

- BENTR 1ARRERA IR RIEEN,
- BENTR 2 MAERA, ERREE @

p31

- BRRERTR 2HERA, BHERNFTHR DD

W FIEDIRTS

- MERRERMAT R 2 NERA . FRRIEER

Ex, FEALERY TR 1 PHATEEIRTS.

-3 8 HATR 1 MALERA . IWIPFRIXE

o

- ik A RREREFE . Ht@AET3A 158,

38 22H, 3A29B%mE%iE,

NRARR T * BFERHERANY * Bk, HEETLERZNAEREFHHERA, BRBUT SRR

o

Feazai
s IRBEREEIIMIEETREE "TIFH) Web A28,
* [&IHA "EIEE IR Y rootiA IR,

p
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1. IFgE,
a. JEHE * Bk * > > BFHRFIRE ¢
b. IGJEEEFHBHF (SMTP) BRSE[REBRTIEHR.
C. WIEERE AU AIEE T B AV FpHFithit,
2. KOEHORARTHIESS, FRREBFHMEFRAIRFINIR A,
3. JEEHY R TR B IR R HAIAK B A A LAY EE T B4R R4 PR L
4. WEBETRNEEXH, AEBRRRAZ.

RARSZFE UERBEFRE R A HE HIMRERERERE, 140, prometheus.log XHHTEEZEIEIEERN

Ars32REY Al gE = BN ER 1R

20 "WE B SXHFMRSIIE"

BT IRER]
&, S UECERE DRI RIEE#RER,

Feazai
s B FERE RN EIRSE "STHFH Web 358
* [&IBE "EEZEIR Y rootiA IR,

KTFUAES

TR NN, BPEREENTRUNE—IRE MBS ERAN, SREFRMERLEHHENER

%MIJ‘JZFEE ZARFN & H P @
WMREB B SNMP I8, N Silences =25 1E SNMP [FERHFHEH],

@ TERERREIRMNES, FSFHID. MREFHFNRER, WelgeT A NEBERE, HEEMHE

IESER KR IE N LE,

() eTFSRUSRIRUORS. FiTEERILnERELE

p
TEF SR> S ",

thBIE 27 Silences T1E,

EHEA
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Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

Alert Rule Description Severity Time Remaining Nodes

No results found.

2. JEFE A
B R B SR AR EA I IEAE

Create Silence
Alert Rule v
Description (optional)
Duration Minutes -

Severity Minor only Minor, major Minor, major, critical

Modes StorageGRID Deployment
Data Center 1
DC1-ADMA
DC1-GA1
DC1-31
DC1-52
DC1-53

3. EETIHALUTER:

FEL Description

ERAM BB E RV ZTR ERTLOERERROASEEXERMN, BIEER
MU BEZRBENiLt,

c R IREBERINEETIEE R ERFIE TIRMNIEEE, 15EE * PR

BRI * o
Description WA LOERRERRAR I o FI40, B ILERRARIB Y.
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FEL Description

Duration FENBREFENNE, Uawh, NEHRNEN, EEIRESEIN 5 DFHE 1
, 825K (5%) .

COERL AN REIRAMNERIKAE, MRENERANESSS, WEHE
IESERRBIRIEZ AT, ERIETANNEEERE, B2, NREREHE
ENEREEMARN, WrstHRECERAKEER, FW, " RSLEHE
BEXH " Bk " FEIKEEREXH " ER TS HIXE .

severity RGN ERm BT ESFHE. MREEET B —MEAER, WFE
A EAEH,
TR THRLBUIFHFRNAT B IHMLET R I URIEENE, 2NEREEN

TR ERVERAMNEFIE RN, MREFENME, WRKERT=R #EFE
IERMFIE T Re IFERIER, MIFERSMNER TR LRI R,

ER BREMTRERES I RIS NS, MRBEEARES I TRIZ D
bR IR ERAN, MpHeZE S,

4 R RE
o MNREBEFHITHIZ AUECAHERERI, AT LA EHHTRAE MR,

1IN Description
YmiAERRAR EECER > BHE

a.
b. M\FErh, EERBERENFFEINILE N AR EZE,

C. J&4F * 4wiE * o

B , FIRESE, EETEERRZ I Ro
e EEREF

o

BUHFRER a JEECER BT
b. NFrh, EEERFREFRIIRE X LAY R,
C. e * MR * o
d. %4 * HE * BIAEMFRILER RS

COER Y OIME, ERARLEEIREY, RERREEN (RIERE— 1R
ZIE) o WRIMMAUMER, NWAIXETFHBAE SNMP &R AN Bt
LiRTIEPIRERE L7 PHRVETEL

HXERE
* "B2E SNMP {{IE"

19


https://docs.netapp.com/zh-cn/storagegrid-118/monitor/configuring-snmp-agent.html
https://docs.netapp.com/zh-cn/storagegrid-118/monitor/configuring-snmp-agent.html
https://docs.netapp.com/zh-cn/storagegrid-118/monitor/configuring-snmp-agent.html
https://docs.netapp.com/zh-cn/storagegrid-118/monitor/configuring-snmp-agent.html
https://docs.netapp.com/zh-cn/storagegrid-118/monitor/configuring-snmp-agent.html
https://docs.netapp.com/zh-cn/storagegrid-118/monitor/configuring-snmp-agent.html
https://docs.netapp.com/zh-cn/storagegrid-118/monitor/configuring-snmp-agent.html
https://docs.netapp.com/zh-cn/storagegrid-118/monitor/configuring-snmp-agent.html
https://docs.netapp.com/zh-cn/storagegrid-118/monitor/configuring-snmp-agent.html

RS B

HRINFRE © 2024 NetApp, Inc.o (REFFENRF. REEIR, REMRFABESLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp HARBIBFMITEVRGEEELER, HE2HMAREFL, EEBRE XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.

20


http://www.netapp.com/TM

	管理警报 : StorageGRID 11.8
	目录
	管理警报
	管理警报：概述
	查看警报规则
	创建自定义警报规则
	编辑警报规则
	禁用警报规则
	删除自定义警报规则
	管理警报通知


