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StorageGRID dashboard ctions ~ |

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.02 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247TB
Total objects in the grid @ Metadata allowed space usage breakdown @ e
3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in
the grid
Metadata space 2
Sitename % P + Usedspace = Allowed space %
usage
Data Center 3 0% 2.71MB 19.32 GB
W
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© OIS HEHIER

@ £/ API SRR TTHATRIIES API 1R 1E 0 SERNE(E, 1BEE, FEHEIRMENE, FHmIFREC
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1. MGrid Managerti@ldR, IEZFEEBELR, JAFIEEAPI documents*s

FabricPool and 53 setup wizard

Documentation center

AP| documentation

What's new

About

2. BERETH APl fiTI2(E, 57 StorageGRID BIE AP| TumE Lk * HELH API XX *,
THAPIIIEEN, BABITEHMN. StorageGRID FAH xRt RBERILIERE APl ARZS,

3. EIRFTRAVIRIE,
FRFF AP| $&1ERY, Ee]LABEIRIARY HTTP #24E, 1% GET, PUT, UPDATE # DELETE,

4. %E$FE HTTP BRI EHIFERIFMES, BEHS URL , EABEHALNESHITIR, ERECRH (MR
FE) LUKATRERIMERL,
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groups Operations on groups o

GET /grid/groups Lists Grid Administrator Groups &

Parameters Try it out

Name Description

type

string filter by group type
(query)

Available values : local, federated

v |

limit

integer maximum number of results

query)

o Defauit value - 25

marker

string marker-style pagination offset (value is Group's URN)

(query)

marker - marker-style pagination offset (value

includeMarker

boolean if set, the marker element is also returned
(query)

v
order
string pagination order (desc requires marker)
(query)

Available values : asc, desc

Responses Response content type | application/json v I

Code Description

200
successfully retrieved

Example Value Model

"responseTime": 2621 03-29T14:22:19.6732",
"status™: "

"apiversis

"deprecated”:

"data”: [

"displayName”: “"Developers”,

VAV S S S

- ABELLEREESHTEAMSE, FINANBR ID. A, RIXLE[E, ErIEFEANEM AP IERH#TT
A I8, LEREXFRERRIESR.

HEREREEIURIERIEN, NRE, EAILUEE * BS * KTHRES I FRIOER,
prirs = i I

RUEFIFENEMSH, WREFEEIBENRIEN,

prizt K

EEMN A UABEIBERES .




P& EIE APl 121

IR ER API Kol IR EALREI LI T ER o
() isEREAAE AP I REIRIE

* KPP BT EEEMEEF KSR, BIECIEIKA MNRL EKF NEFHEERE.

. %’;?ﬁ: AFFHEMERERRR)FHREE XMNBRIZTTRRNER(EEISIMERMNT RERINSHEER)RVE

* alertsFRIER: WEBRRIEIRMITIRME,
* BiREWE EREMZEWEIRIERTHRHE),
© EIRAN . HERANRITIRCE,
* BiREE . BIRGFSRE
© ER WEIRITIRM,
* audi: HIHFNEFEZECERCE,
* auth: HITAFRRIESHIIEARIE,
MR EIR APl ZIFARAIAHSHEMIRIEA R, BEER. BESHRIDERNISONEXHIRERF BZE

Tﬂ(Eﬂ\ POST /api/v3/authorize) o ﬂﬂ%ﬁﬂFEﬁE%Lﬂ%fﬁLﬁE, NRE— N EeShE, ttShE
WHIIE G4 APL iERIIAT AR ( "Authorization : bearer token" ) » $HE7E16/\BEEHR,

@ R StorageGRID RARHT ERER, NWAMRITARNS BHITEHIIUE, BEESR"W0
RERTREAER. 'J"'JT’_APIEPL?‘_J%{N:AE"O

BEXEREMNIIER2MNER. BER PLEEERIFERRIE"

* client-certificates: FTECEZEFIHIEBAMRIE, LUEFEAIMBEIET AL St kA StorageGRID,

* config: SMEREERAPIR mAITARFARZSAERBVIREIE, &R LTI ZhRA SRR ERE API B iR
KRMEZRRA, FHEFTUZERBEFAR API ki,

* *DEactive-Features *: FIFEEFIsEBEARNTHEERNIRIE,

* DNS-SERVERS: 5T 2 EERIIMEBDNSARSS 281012 1E,
* RengBFAES: N EFHELEE SRR HRITIRIE,

* endpoint-domain-names: 5!t #1584 S3im 33 & HIIR 1,

* AUMIYRES: XL B4RAS AL B SR o

TR ¥ RREIEERR).

*TRERTRD TREREMER).

*RILR T RIBEOERR).

* *GRE-NETWORKS: %HiF1¥EAGrid Network ListdJ121E,

* GRIDZE: MREDEIRIRIE,

* 4 AT EEAHMISEIE G A R MIMEBLDAPAR S 23 10 ZREX & MM E IR A 4A RV 1E,
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* BR: BFEEIMNBERUKRFaIED BXERAN P E SRR,

* MILM: BXEBEHRAREIE(LM )RR,

* *in-Progress—Procedures *: Z HaIEEH{THHEIFIER

* license: ATIEMEHFHStorageGRID HFAJIEAYIEE,

* logs: ATWENTHBEXHAVEE

* metrics: XfStorageGRID #5i7AV#R(E, BIEEE B8RSR E M —RITEIRRSEEIEIRE

1, MIREIE API A Prometheus R %IET EENRIREIRER. BX1E Prometheus THHIE R, 15

21 Prometheus i,

@ EEREETT private HEXEAEEH, XTI RERTE StorageGRID FRAZ 1A £
Bk, BABITEH,

* TRFEAGER WTRIFAERRITIZE

* PREBITRR: WTREBITRARITIRE,

* NONE-storage-state: 3T REMEIRESHITHIIRE,

* ntp-server: 5t EFTIMEBRILEES BTN (NTP)BRSS 23 8Y1R(E,

* R AR RITEIBRITHIRES

* B MERIELRE AR

- MEE: BT THMERGENRE,

* Kig: ATFEENCIEXIENERTE,

* s3-object-lock: MWEFSIMRBITEIRENITIRE

* server-certificates: A TEBMEFGrid ManagerfREZ 23 IUEBHIIE(E,

* SNMP: 3f ZHaISNMPECE T THVR(E.

* storage-7K El: 7Efi&TI s7KEM,

* Traffic Classes: RE ) KHRIEAVIRIE,

* REIEEF RN WAREEF MWK &N THVR(F.

* AP ATEEMNEEGrid Manager AP BYig(E,

P EI2 API KTA1S5)
AR EIE AP fERARASIEHI RS FF TR LR,
Flan. tiERURLIEEAPIRRZ4,

https://hostname or ip address/api/v4/authorize

NRFAMBBVELS IRARAERFRE . MWAPINEZMRASRZERME, MRS _are compender_5|RIRA#HITT E
B2, NMAPIRURERMAZ A ERIE, FEMEEERNHE RSB,

AT RBISER T SRR B CRRIZE BT API hRZS#H 1T 281,
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AP| HUEECEERY IRhRZ Hhlzs

5IRMRARE 2.1 2.2
5IRRAREE 2.1 3.0

B R L%t StorageGRIDIEEY. (N BBARFIRAENAPI, B2, THKE StorageGRID RISTIHAEARZSES,
AT LLAIE = D— StorageGRID IhAERRASAIIBRR API o

@ BRI BB 2R 1FMRRAS, 155 I Swagger APIX AR EY*config*ER 43 "MAEEIE API" BXIF4(E
B . EEMEAPIEFIRUERRIRAE. ENERMIRhRASAZ1F,

EERRIEREEIUATARIRENEFA:

* MENZAR3k A9 "depression: true"
* JSON MR/IEX & & "depressioned” © true
* NMS.log FERII— M EFANES. Fli0:

Received call to deprecated v2 API at POST "/api/v2/authorize"

8 7E SRR A SZ HEHRLE API hRZS
fEFH GET /versions IREIZZIFAPIEERRATIRIAPHERK, iR FSwagger APIXIEEY*config*Ef4d

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.750z2",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

FEEIERA API hirZs

eI LR pathBHEEEAPIRRE (/api/va4)SATRR (Api-Version: 4) . SNREIHREXFEME, MWARKE
REERREE,
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curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

P LIS RIERMIE ( CSRF)

Ea] LB A CSRF S hHI%R{FEH Cookie B 9I0IE, #EBNBAHLE StorageGRID X
EIERIE (CSRF) Kif. MEEERNEF- EEScBMEALtZ2IMEE; Hith
AP| & Pima] LUEREE RN E S B ALEIhEE,

MRREE TR LA M EMIESRIER (FIRFER HTTP REAR) , ML ERBERAFH cookie & H
MELEERETRERE BHE,

StorageGRID FIi@iZ A CSRF $hE#EEENMSIE CSRF K. BHAE, 1 E Cookie INA NN S EFRATF
EEVIBIE XSRS T,

EZALLINEE. 1BI%E csrfToken BHUIKEN true SMWIERRE. BRIAMEN false,
curl -X POST --header "Content-Type: application/json" --header "Accept:
application/Jjson" -d "{
\"username\": \"MyUserName\",
\"password\": \"MyPassword\",
\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

MR Atrue. MHAGridCsrfToken Cookie={FEHMNEIRENMIEEIELZFER AccountCsrfToken
CookiexfEAMHEIRENEREIE- EER

!ZD%Y_T_ Cookie , MIBEJLUMERARZIRSHFIEIER (POST, PUT, patch, delete) #MAAEIEUTIRZ

* o X-Csrf-Token trk. #RkBYEIRE NCSRFLhEcookieBI{E,
s WFIESRPRHBIEXHIFHS . AcsrfToken RERIDHIEKRIEXSEH.

BXREMTOFMIFMEES, BHSINEA APl Xi.

@ % &8 T CRFL R CookieRYiFRIE S E(AI 7T LA ISONIER IEXERERIMRIFRIKEICRF I T
935 R5RHSEHE"Contene-Type: application/json"#T3k,

MREATRRER, EER AP
MRBRATRERER, 15 APl (Active Directory )

WMREE BREHERAERER (SS0) " illl%,dtﬁﬁﬁ Active Directory fE/9 SSO 12t
2R, MAI—RS] AP IERH#ITIEEER 18, DRETMRERE APl i E1E

16



APl BB SR IUIE <L o

NRBHETEREAER, BERE AP
WNERE(FEF Active Directory {E8 SSO BB IHIERF, MLATFIRBEER,

FFea 2z mi
* [SHEETF StorageGRID FHF4HBBXS B FH SSO AR B FZE,
s NREFRFAFPEIE AP, EEEFRFMHKS D,

XFIAES
BRI HIIELHE, ATLUERUTRAIZ—:

* . storagegrid-ssoauth.py PythonfilZs, {iiFStorageGRID ZEXMHBE R (. /rpms 3FRed Hat

Enterprise Linux. ./debs i&BFUbuntugDebian. 1 ./vsphere iE@HBFVMware),
* cURL IEKRVR GBI TIER.

MRPITIRETDE, WESHTIERRIEEREN, ERIESEIUTHIR. A valid

SubjectConfirmation was not found on this Responseo

(D 7l cCURL TIER TR RIPER R &M E S B

WMREFEANRBURLIEE NEHER . WAgESEBEILLTHEIR: Unsupported SAML version.
B
1. R T A RZ — RIS D I0IE SR
° ffM storagegrid-ssoauth.py PythonfilZx, #EH1E 2,
° A curl IFK. HEDSE 3,
2. NREFFMA storagegrid-ssoauth.py A, GHIZAZELEPython iR 2R HITTTHIZS,

HIRTRES, MAUTSHE:

° SSO A%, N ADFS 8% ADFS .

° SSO FF#&

° 224t StorageGRID FY1g]

° StorageGRID Ayttt

° BifnfEFEE APl FFEFIKF ID .

17



python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
R R P R s e S e At S RS SR S R

s T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

IR HT StorageGRID ##BINSh, WME, ERJIESHEBTEMIBER, RMUFERFER SSO BIEH
API B9 A=

3. WNREMER curl BXR, BEEAUTERESE
a. FEAERMFNTE,
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'
export SAMLDOMAIN='my-domain'
export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ FiH RN EIBAPI. 1EERO{ENN TENANTACCOUNTID,

b. BIZFIWE R FMNILIEURL, [RIZHEIR EEPOSTIERAIXE] /api/v3/authorize-saml. FMIILRZH
PR E thJSONZRED

WREIERTHEZSE SHIIFURLAIPOSTIER TENANTACCOUNTID, Z5RIEE#E) python -m
json.tool MIFRISONZRE,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json

"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

HERBIRER B4 F—1 URL RIZAE R URL , BFEFEISMNY JSON DR,
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. fRTF SAMLRequest MMMRZAIREY. LABIEELEm<SHER.
export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

d. M AD FS SREXEIEE FimiaK ID F95EZE URL ,

— MG ERER LN R URL IERER KR,

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

tErBR SR P iRIEXK ID -

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. REFEMNFHEFIHER ID .
export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"
f. RIEHTELXE E—MmNPRR BRI,

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



20

AD FS iR[E] 302 EEM, HEMEFHEREMEER o

o

@ WNRA SSO RABAT ZERRSMRIE (MFA) , MERPEAHERECEE-NENE
B HEMEE.

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. fR7F MSISAuth MR cookies

export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="

h. {EEB%I8E POST H8Y Cookie ¥ GET iR & 1FFIIEEME,

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

MNARKEELE AD FS RIEER, MERREEHINMEA, MIMMIESS SAMLResponse FRIEE—ME
LHIFERH,



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

. R1E SAMLResponse ERREFE A

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

- (FFEREM sAMLResponse. Bli#EStorageGRID/api/saml-response & StorageGRID &{45%
IELRERVIEK.

BT RelayState. BFERAEFKFIDRINREEEREIWEEIEAPL, 150,
curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \

--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E34% B 1 3IE < héo
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"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. ¥ S S IIEShE B 1F A MYTOKEN,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

EIMIECT LA A MYTOKEN M FEMIER. A TFRERSSORERAPIEI Ao

MRBRATRERER, 15EH AP

MREEEESFF (Single Sign-On, SSO) , MATM—ZRF AP IERKFITIRIFIER , AREFHMIEE
12 API HTHFEIE API,
WNERE(FE A Active Directory {E8 SSO B{1RIHIERF, NLATFiXBEER

EXFIES

MREE, EAUMABLRNESEHTIE TR, LUEsStorageGRID APl, (&, WA LM StorageGRID fif
ZBREUFH (SLO) , XEEBMH StorageGRID £ h,

HIE

1. BEMBZFHIER. 1) cookie "sso=true "{£i£Z|SLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[BLETH URL :

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2. {R775F5 URL .

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. MEE URL AXEK L& SLO FHEEMIE] StorageGRID

curl --include "SLOGOUT REQUEST"

iR[E] 302 PR, LEETERERER T4 AP .

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MikR StorageGRID HAEH SR,

fiBs StorageGRID AEH SN TEARNSAER SSO 8. R FKIRM cookie "sso=true ". MAF
MStorageGRIDHEH. MARFIMSSORZ.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNVIETAFIEEEHE,

HTTP/1.1 204 No Content

MERERTERERESR, 15FER APl (Azure )

NRER "CEEHEHELSESR (SSO) " fEH Azure E/9 SSO 1#EFERFAY, &rILL
FERRRNREIRIASFRECT WIR EIE APl SfE A B1E APl BMH B IEShE,

MNMREAT Azure E2E R, 155 RE API
WMNRIEFERR Azure /9 SSO B4R 2R, ML TFIREREA
FFea 2z Bl
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* [EXEE T StorageGRID AFAREXS AR SSO BFEpHF it FIET,
* MRZIHEEFAEBIE AP, EEREHEFHKF ID,

KXFIAES
ERIBNIDIEhE, A AGER AT R GIRZs

o storagegrid-ssoauth-azure.py Python fizx

o Storagegrid-ssoauth-azure.js *ﬁ,'.ﬁ“.jsﬂfﬂzk

XA BRI F StorageGRIDZZE X ERH (. /rpms ¥ FRed Hat Enterprise Linux. . /debs &H
FUbuntuzkDebian. # ./vsphere EAFVMware),

ERERBCHSAzureMIAPIERL. 155 storagegrid-ssoauth-azure.py B4, Python &S ERER
StorageGRID &AM MER (B IREX SAMLRequest , ARBIREUEINSH) , BFHESIEAR Node.js filZs
5 Azure 2B LIHI1T SSO #21F,

AILUERA—ZR5 APl iEK#1T SSO 1##1E, BXHFMHAEE, puppeteer Node.js IR FIEFR Azure SSO 1%
Ho

WMREFEANRURLEE DEHEAR . WARESEEILLTHEIR: Unsupported SAML version.

T
1. REMBHNKEIXR, WTFR:
a. &% Node.js (3EEM "https://nodejs.org/en/download/") o

b. ZEEFFER Node.js 3R ( puppeteer # jsdom ) :
npm install -g <module>
2. 3% Python BIZs{Ei%44 Python fRRRE8 LUTIT IS,
SRfE, Python BIZ<3E AR AY Node.js FilZs LA1T Azure SSO 32 H,

3. WA, WMAUTSHNE (FEASHEEXLERE) .
° BTFERE Azure B9 SSO EBFHF 4L
° StorageGRID Ak
o Biflafi P EIE API TR KF ID
4. HIERET, WAL, HEWRENEREESR Azure 121 MFA #24%,

c:\Users\user\Document s\ azure_ssorpy  storagegrid-szure-ssoauth.py --sso-email-address user@my -dosain.com

--5E-addres T --tenant -account-id- B

Enter
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https://nodejs.org/en/download/

@ LERIZS{ERE MFA 2R Microsoft Authenticator SERGEY, & R]REFR BB AR A AT - FEL{th 7
LRIMFA (130, BINTESCASH B R ULEIBI D).

AR T StorageGRID #iX<H, IE, ERILGSEATEMIERK, LMFERFER SSO BIER
APl 197530

MRBATREAER, 1AEA APl ( PingFederate )

NRER "CEEHEHELRESR (SS0O) "WREEA PingFederate {E7 SSO 11812+
, MATX—ZF AP iEKEITIERE R A8, LURE IS EIE API SiFEP EI1E AP
BB R IEIESHE,
MRBRATERER, BERE API
WMRIEMEF PingFederate 19 SSO SR HI2RF, ML TiREEER
FIaZ Bl

* {&5NE/EF StorageGRID FIFAMEXS B SSO BR AMEE,

s NREBHEFEFEIE AP, SEEFHRSKA D,

XFIAES
ERIMBNINIELHE, A AERUTRAIZ—:

* o storagegrid-ssoauth.py PythonfflZs. {iiFStorageGRID ZEXHBRP (. /rpms XFFRed Hat
Enterprise Linux. ./debs i&FFUbuntugiDebian. # ./vsphere &HFVMware),

* cURL IERBYRAEI TIER.

MRPITRETDIE, WEHTIERRIEREN, ERESEIUTHIR: A valid

SubjectConfirmation was not found on this Responseo
(D) mfl cURL THEAF AR BREF 2 MR A E B,
WMREFEANRURLEE DEHEAR . WAESEEILLTHEIR: Unsupported SAML versione
TE
1. ERUTAEZ— LR S P ISR
° M storagegrid-ssoauth.py Pythonfild, BEFIE 2,

° {ER curl 15K, HESE 3,
2. NRBFH storagegrid-ssoauth.py i >|%H£|]ZM"’z:i%éﬁPythonﬁ@ﬁ%ﬁ#iﬁﬁﬂfﬂﬁio

HIETRES, MAUTSHNE:

° 8SO Fi%. &AL "pingfederate"BYEfAIZ & (Pingfederate. pingfedate®),
° SSO AR &

25



o 223t StorageGRID MIiE, IttFEEFRATF PingFederate » &R LUSH B = aia N1EEI{E,
° StorageGRID A9t
o EijnfA P EIE API FIFEFKF ID o

python3 storagegrid-ssoauth.py
sso_method: pingfederate

saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
e o e s

StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cacftb25e7

MR T StorageGRID 21X $h, ME, ErJLUESEATEMIBER, RUFERFER SSO BEA
APl 95 o

3. MNREBRFH curl 15K, BERAUTRESE
a. FIRERIENTE,

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ FEifn] WA EIEAPIL. 15ER0{EN TENANTACCOUNTID,

b. BIZIWE R BNIRIEURL., [RIRHIR EEPOSTIERAIXE] /api/v3/authorize-saml. FMIARZH
P& E t1JSONZRRD,

REIERT— POST iEK, AT TENANTACCOBTID 2% BHI8F URL » ERIGEEE
python -m json.tool LAfIB& JSON 4%,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

TR BIBER 8245 —1 URL fRIERYE R URL , {BFEHEEISMNY JSON iR,
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. {R%F ShMLRequest MIARIFIREN. IUBTEELSH S HIER.

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. SHMmNF cookie , HIFMANHITEIE :

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. 3 "pf.adapterld” &, HXIMAEZHITEIE:

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. S "href" B (BPRERIAT/) , HWIERRITEER:

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

g i "act" {E:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping"

h. %% Cookie KEIE:



curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. R1E SAMLResponse ERREFEE

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

- (FFBEREMN sAMLResponse. Bli#StorageGRID/api/saml-response & StorageGRID &{735%
IELRERYIEK,

BT RelayState. BEAHEFKFIDHMREEE R IIMEEIEAPI. BEFEAHO,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MRz E34% B I 3IE < hEo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B i B9 IRIE S S F R MYTOKEN,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

EIAE R LAER MYTOREN M FHMIER. KT REASSORERAAPIFIS .

MERERTRERESR, BT API

NREEARSER (Single Sign-On, SSO) , MMM —ZRTI AP iERFITIOFIER , A BEFHMIBE
12 API SFHP BIE API

WNRIEER PingFederate 14 SSO B4R MEIERE, ML TREEER

KXFIAES
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MREE, EAILIMALH R EHETEEHE. LUFHStorageGRID APl, 3%, &taLAM StorageGRID fi
RESUEHE (SLO) , XEEEMH StorageGRID £h,

PIE

1. BEERZEZEHEIER. B8 cookie "sso=true "£iEZISLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[BLETH URL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. R1FE5 URL -

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. MEE URL AXEK L& SLO HEEMIE] StorageGRID

curl --include "SLOGOUT REQUEST"

iR[E] 302 PR, LEETERIERER T4 AP EH.

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256
Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MIp& StorageGRID &EHSHE,

fHiF& StorageGRID AH SN TEARSAER SSO 18E. IR KIRM cookie "sso=true ". MAFE
MStorageGRIDHEH. MASFMSSORE,
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

% 204 No Content MNIETEARPIEEEH,

HTTP/1.1 204 No Content

{5 APl {ZFThEE

EA LUMERAMIREIE APl 5222 StorageGRID REFHMIFELETHRE, (FRAENINEED,
REENERADECHRIT S ZINEEMEXES IR R,

XFIAES

ERNINEERRAVFEFELEYIR] StorageGRID REFRBVFELEINEE, FREMNINEERENLE root AR EAE * root
IHIEAR * FYEIRLA R A P RIS AR ThRERYME— T3 7%,

BT RRILHEENEREE, BEEUTER:

_Company A B—XIRSB1RHERE, BIeIZHEPtkFIEAE StorageGRID AFAMNEFEREAE. AT FRIPHAFPIR
HNEE, ARBHERERECHALEBBEKR, GEXKIZAEEHMERBFKS,,

_Company A AJLUB I EFMEEIE API FEVEAIIER SRS Bir. B2 FRMEERSETR * 8
PRFEFIRZEZES * IhEE (UIFDAPI) , A8 ARUMBREREESAF (84 root HFHETFERS * root iHEIAY
PR * HRYARF) #BAREEERFAF KA EY root AP RIE

S

1. JFRI AR B2 API BY Swagger X1, iEEN ERMEEIE API,
2. R EERIEER =

3. BEHENTEF root ZIBEINGE, BRI FEARMA APl ZIXIEX:

{ "grid": {"changeTenantRootPassword": true} }

BEXRTENE, ENEARZENERKRER. ARPRETPAEE R B EPREE EENR. £RAZIHE
PP IRZEZBBRIAPHERERG R, H B 40358 LE"

ERTAUEEFRA/IIEE

AINMERT, ERILERMRERE AP ENEEFEANIIE. B2, MRBHIEEFHEEFHANTEE, N
FILUER * BUETHRE * ThREE S

@ TEERTAE activateFeature*IhaE, WMREREFRILINGE, BIR, BRKTTEEMAE
EREMEFRINEE BXRRERMERIIIIEE, BOIEBRRRARS .
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p
1. IFIB AR EIE API B9 Swagger XA,

2. $EZFIhEER o

3. BEEMAEFMTEINEE, BN TR EX RIXE API
{ "grid": null }

HIERTERE, BIEECAER root BEITHREFENRIFR B IIREER R E/AUE. TE, " EFEFRES " E1E
NRBERERARET, WRAFAS * RIGEIR * 5 * B REDS * EENR, WEHEER
REZRDRYER] API FEREBIG AL,

LA ERAE all AN, MREMMEEER, MXLERRISEARS,
U PUT RAPBIRISE SN, HI, BEMAEBHAS oot BEDREFHHREBERHIA
() e wRE PUT X

{ "grid": { "alarmAcknowledgment": true } }

1=HI% StorageGRID HY37]
1= HIStorageGRID i8] A

EEI LB g S S NBM AP H AN A DA R KT HIE R LAiiR) StorageGRID EAK
RBPAURITHEES, EHEALUERERERER (SS0) , IBREFIRIERMEN
BTN

EHI AR E 2R AIA1R)

AT LB M S B A RS S NI 338 B A S A1 B P SR AT LU A AR ES TR SR I A 2 AP

o

B "BpEE" #1TIRE "4A" #l "users" REER. HEA AP HERABRENEIRS REStorageGRID, 1R
£ F Active Directory , OpenLDAP =, Oracle Directory Server , M BJABRE B2 ELS,

() wnRB@mEMLDAP S RS, ARARALH,

TR LB D ECABRIKRHES AP AT LUBITIE(ESS "R 814, flW, SRR — M EPRAFEE
BEE ILM RN, MAE— M EFRIRFRAIURITHERES. BRORELBTF— AT 8RR RS,

EHASAREN DR, RRAhNEA REEERENDE. (I TAEIE EIRR RS BIRAPIRIET
(ERTERERRITE IR,

BRERER
StorageGRID A% FHEALRLIEMFICIES 20 (SAML2.0) TRERNERER (SSO) . fR&iE "ELEH

[EFSSO", FiE ARSI INES HIREEFHITE M, AEAEHRNIEEIEE. AP EIES.
W& EIEAPISFE - BIEAPl, 2P /28 RFStorageGRID,
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EREC BRI

2L REMEIFIIZ LU TE StorageGRID RE M BEFEALEZILIZIE, T3 StorageGRID RFHIME
HIME ERMNEBRIARMN, BEEFEREREEE, B "EXZiEEE" RIEFE,

BT RER B

MEFRNE N T REE— N RITH e EE. BREFEASSHU "admin"SHEREILT R, HEE
TVMADEEES SERE REroot A, SR LURIEFREHITIURIE "Eci T 2izhl 8 25" M FE Mo

B EREEIE

fEALLIRIEP B B StorageGRID FEEZRFRIE, ME, ¥ BRN4IPIIEZERIDAE
B THMENHERMNUEEFRERITE, HPEEMEHEIMEE, NETRITH
S LAK StorageGRID RZERINNZZRA,
FHAZ B

- I ERTREIMIE SR "SI Web %52

- BT root PIEANR,

- BEB YFIE B REEE,

KFIES
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Test Connection X
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Sandbox mode

Sandbox mode is currently enabled. Use this mode to configure relying party trusts and to confirm that single sign-on (SS0O) and
single logout (SLO) are correctly configured for the StorageGRID system.

1. Use Active Directory Federation Services (AD FS) to create relying party trusts for StorageGRID. Create one trust for each
Admin Mode, using the relying party identifier(s) shown below.

G. Go to your identity provider's sign-on page: https:ﬁad201En.saml.sgwsfadfsflsfidpinitiatedsignun.htnD

3. From this page, sign in to each StorageGRID relying party trust. If the SSO operation is successful, StorageGRID displays
a page with a success message. Otherwise, an error message is displayed.

When you have confirmed SS0O for each of the relying party trusts and you are ready to enforce the use of S50 for StorageGRID,
change the SS0 Status to Enabled, and click Save.
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Sandbox mode is currently enabled. Use this mode to configure service provider (SP) connections and to confirm that single sign-on (S50) and
single logout (SLO) are correctly configured for the StorageGRID system

1. Use Ping Federate to create SP connections for StorageGRID. Create one SP connection for each Admin Node, using the relying party

identifier(s) shown below.

2. Test SS0 and SLO by selecting the link for 2ach Admin Node:
e https./f fidp/startSS0 ping?PartnerSpld=5G-0C1-ADM1-106-69

e https/f fidp/startS50 ping?PartnerSpld=5G-0C2-ADM1-106-73

3. StorageGRID displays a success or error message for each test

When you have confirmed S50 for each SP connection and you are ready to enforce the use of S50 for StorageGRID, change the 550 Status to
Enabled, and select Save.
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B(BRDKR). B2, FIFIEMREFEIBRINKRAZERCIREFHED R, FER. AERTEMNEES my-

bucket MMIE1EIMNME2. EREES— 1 ARBE

Grid 1-Tenant A
my-bucket
Cross-grid replication:
Enabled

Add objects

@ No change

T

<+

Grid 2-Tenant A
my-bucket
Cross-grid replication:
Disabled

Objects added

Add objects

XX [

WRATEN WIS _ENE—FEIERBRENEES. WRNEE—EFZES NN REESES— Mg, EE
. NERATEMIEES my-bucket WA,

Grid 1-Tenant A
my-bucket
Cross-grid replication:
Enabled

Add objects

Objects added

T

e

Grid 2-Tenant A
my-bucket
Cross-grid replication:
Enabled

Objects added

Add objects
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* R EfARESEESBAEFFESR. EO— MRS HIIKEH HIT

KAHPE, P HIfRRIE IR,
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@ StorageGRID A% #F x-amz-replication-status fpdhs

2. StorageGRIDfEREMMRAVEMILMERREEN R, MEEEEMEMNR—F, Fla0. WE1 L9
KARBERTFENR N EGRIAHXARE. MEHIZIME2H I RANERI AT se R A2+ 1A MIZRID#H T
. HE=FSM.
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* S3FFimA HMERIER,
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* WEESBRAAEREARE. KEERIH.
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° SXBIRAIDBIGetObjectiZKIGHLNT 404 No Object Found
° EBEBMMAIDAIGetObjectizKIG B IhFHIR EIIF RIS R Ao

LUSIEFPIRMNE R T EBMREHIMEE D ERTRIFRITRES. StorageGRID EHiE & IEMIBRIE K E H 2 B AR,
WTFR:

* WIRMFREREEIRANID. NI RIRARE MRS R AMER. ER. StorageGRID A=ERIBEhRZNID
BIMIBRIER. ELER =M BIRFRIFRE—X KRS,
* INRMIBRIEKRA B EhRZNID. NStorageGRID FILURE N ZiE 73 EREC & BE AR & Hl B9 75 TUE R EHIMIERRIC
° INREFEFIMEFATIZEIA) WSBMERRSANEREFE D BRHAERZIBREFED R, Khrk, &3
KER W AT ERAR PR
° PIFEEAEFIMPFATIS. MRFFRRSERMEIREFED R, ERARERZ B FHED KR, Kirt. &
RPIAS ERFRBI IS R A =TE BARRIAE L MIFR.

TixEH, S, BERFRRCIRENR 'EERAENRER" BEhASIDENREFME D ERBIMFFERTZM
BIrFED RPN R, W AREEMRZAIDBYEFME D ERBBIFRERRE 2R AMERERFME D RPN R,

Source bucket Destination bucket
Replicate delete markers:
Yes
Delete request with ®
version ID —P No change

Delete request without | Object appears to be
version ID deleted

@ HD;%E@S@%HH'J PREMIR ZBMRREED . IRCIRMENAY "S34ar AHECE" TR M _ERYTEiE
7o

LIEELIEFOES

EREMBRERIENRZEIEFINRE. ErTUNEMTRHATNE. ERARRINDERINENEEMEEREM
. ENFMEDERERAEMNBER ZAISZE. ERILURIN. ZEREiIBRAFIE D REMRSEERIINEIRE,

B ENWRFITNE. A UERIREED RN RAITFEHRSSE ({#HStorageGRIDIEE BV IR S 28 im0
)o £ x-amz-server-side-encryption IBRIRKHIEE AES256, HE I FEARSZRHMNE"S

@ EREE A IFEASSE-C (KRR P IRMBERAHITIRSH[WIMNE)e HNREIEREK.

EWTEEDERERAIIAMNE. BEEAPUtBucketEncryptionid kKH1&E SSEAlgorithm BEIEE N AES256, 1F
ERERAMBERATR EARFERNEMENR x-anz-server-side-encryption IERIFEH, BS W "3
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EEAMREINE, 1B FENRINZ LTS E N*AES-256*, MISRINZER TS RIEFEDERRINMEBN
F RN R ARERHITINZBHIERTR x-amz-server-side-encryption IBRIFH, 1BES N "ILE MLEFIxT
RIEIM",

SSERZFFAES-128, SNRfEM*AES-128"EBURMAIR SR T FFEXN RINE X, MAES-128
@ BENERTARIEFNINR. k. EFNNREERBTRRIAD REERINEIRE(
SNRATA)o

EREW R EX RFITINZRRY. StorageGRID =LA TN :

1. €/ x-amz-server-side-encryption SIRFE. WH"MNH 1R,
2. MRAEFEMEIRK. BEREES BRRIANZLE(REERE).

3. MBKRMEBFMDENLE. BFEAMSEENINELEWRERSE),

4. MBEREFEMSEEIRE. BRI REITNE,

EHRE IR S FIFIR RIFITINZRES. StorageGRID &% LU FIREE N X LERL N :

1. FRSEMRERNNE. BRIFZRERAES-128101%,

2. R BFHREKNMEHERAES-128. 1EFEHBIFEMES ERINFIANNEILEGIRBERE).
3. MR EMFEDEEEMELE. EFEHAERNMISEENEILEREERE).

4. MRAEEMSEEIRE. B ERNREITINE,

Az #PutObjectTaging.#1DeleteObjectTaging

BE7T BEMEE 5859 R RARZHFPutObject Tbaging#lDeleteObject Tbagingrequests.

IR S3F k& HPutObjectTagingai DeleteObjectTagingRequest. 501 Not Implemented iR[El, JHEH
Put (Delete) ObjectTagging is not available for buckets that have cross-grid
replication configureds

DERRNESRIHH
S53 BRI RSN RAXRAKNER TR R, HUREFES— MK, RS RARKIRAN
1% & (configuration>*System*>*Storage options *JGEE7ERMMIIE _LEA. Fla0. BIZFEMNEHNRAXIRK

NI GB. M B ARSI R A XIRA/NA50 MBo SNRFERMME_EMNHE2 GBHR. MiZM KK S F N GB
Xk, EXEZENM N GBKIREHZIBRME. BIEIZMBEIRAXIRA/N50 MBHZHIL,

B E MR E HIFH CloudMirrorE

FraEE R MRELERRY. BEE ZEIIMEMZ AFREZ 4 "EMiEEH]" #1 "StorageGRID
CloudMirror EHlIARS"
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PEMFR S & CloudMirror E4IRSS

ill]ﬂ’fﬁ%ﬁ% NARERALUBIRE—WE EHNEFEDEA  NAERF B LUBIE A StorageGRID 3 S3B 1R
HIERFICTREIEI TR, EZHIFREECRIEINR, FI90, RgEfE
FH CloudMirror EF I RGBSR A
N, ENTHRAUFERE NN AREREREMNM
S3 BRI EHMN R, THREER
StorageGRID ,

BEENRE% BSRAIDHRFRFERAZIERZIETN  RIBRD BN BETD RERSIZFIRES. &
Etamii? o ZBFARE(FER):

. R« BT MM RED AN, T

b BRBEXF M EFN— BRI,
C MBEOKRN—ASERETERESSE. 1 * MRGTRIFEME D EHIT T MRz, N

) TIERELSER PN WIBRIER =R —MHFRARIE. ER
L I 7N N\ MR N \E iy -
gﬂéi}gfﬁé BirEEDERPRINR. A plcdiaby iy

* IR NFED BIIARFIThRAIZ . W
BIFFREIRFEMRFREFHN R TTAZME
PR RIBR N KR o

B, FILAMFRERD PRI KRR

o

BIEMIREXSER

NREBREHEFPIERESEMEFINREIIE. ATLER | StorageGRID R&%: 2 8] 812 A& EX
BiEE,

SNEIFTR. BIEMAREXSEREIER N LS R, ERIUE— RS LRINEE. HES— M8 LemiE
o IERILIME—MR& 5,

Grid 1 Grid 2

Upload
verification file

l ,

Download
verification file

Add connection — -
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ANINERE

£/ StorageGRID ZAFNE—RL LHITU TR,

p

1. ME—Rig LN EEET SERIINIEEES,
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WAEEX S D1E
a. & *configuration*>*System*>*Grid Federation,

b. ERERBMUBRTHIFAE S TIHE,
C. E*AVFRVIEF ETIR L. FEFEF R R ITIR,
d. EEHIBRAPR*

A TIE
a. EE A
b. FEAFFA AR MR TIFAE S TIHE,
C. 7R PUARERER AT~ b, MR SEIRH,
d. EEHIBRARPR*

3. BRWIAEERNES, AFiEEF Remove,

° ?E%EJLXHH'J[%JHZWFE\ N&REIZPIFAERSRE. HER—FATNHEE,
Zo
MRS MEADERIDERATEMNRER. NZERHER.
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Remove permission to use grid federation X
connection

Are you sure you want to prevent Tenant A from performing account sync and cross-
grid replication using grid federation connection Grid 1-Grid 2?

» Removing this permission does not delete any items that have already been
copied to the other grid.

» After removing this permission for the tenant on this grid, go to the other grid
and remove the permission for the corresponding tenant account,

e. Connection '5427cbf8-0dd0-4b83-a2c8-25223ccd9cch’ s used by bucket 'my-cgr-bucket’
for cross-grid replication, so it can't be removed. From Tenant Manager, remove the coss-
grid configuration from the tenant bucket and retry.

A\, Using Force remove removes the tenant's permission to use the grid federation
connection even if tenant buckets still have cross-grid replication enabled. When the
permission is removed, data in these buckets can no longer be copied between the grids.

Canicel Force remove Remove

ERTLARAT AR E—121E:

(B ) BERFEFEESANEANS I OREAES, B2 "EEENRE" AR, BEEX
L6230 B LU {6 AR AR I AR

* SREIMFFANPR. BB T—T
4. HEF—AWRHEEXLESE, DUBIBRS — 1M LFE—HEF R,
SE UM BRAN PR
BERE. SR LERFIMERIEF R MR S EZANIR. BIGEE, 2R ERBEMRERIEELt,
TESRBIMPRIE P RIBRZ BT, AR —ROER T ETEMIFFAIR MR TEMESEI:

* YIRESRBIMIPRERMREXSER R, WA EESFTFERES—MREIXNR(EMBEREREH)F4H
SREH, AT HIEXLEHRFNREIABIIMFEDER. EELFRIE A X E th AR B R.

* WFR-ERMREK S ERIIRE. EAZREFEED RPHEANREFZERZ B FED Ko
p
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17 *configuration*>*System*>*Grid Federationo
EEFREEB MU ERHIFAE R 0H.
AR . EEE PR EIERH,
EE HBRAN PR

EEWANEERHNES, SAFIEE Force remove*,
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R ER—REIER. WP T EBERMNREKSER,

7 RERE. REAS—AWRAEEXESE. LERHEIMRS — 1 M& LE—FEF KA IR, Fla0. ST
Httig EEEXESE, UMLE#EFNRELEERD Ko

SFIAG . & IR TR HER
ERIREREN S MM G ER. K e fZMEREE HIEXEE RN IRETHIERR.
MAREX EER B RN EIR

BRI RER R KPS X BRI S Y B IR B EI R,

ERTEAE R ITERREER 5, ENEIZER R RERIASREE conn (i, BXIRAE, HEL "
BRSBTS

Grid Federation connection failureZ4

E) A
B A PR EX S E R R EiRo
FAER

B EIR TR Z B B AR BX & A F A

BINAYIR(E
1. EER T MEHNNIEXETUE LAISE, WIAFBEIIERTIR, FEN "EEMERKEEE"
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BINAYIR(E
BB IHE X HERIEBAIRER "EEMNRE S ERE",

IRAEMMREX S ERAT S
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URIEMINREX S IEREET, INREFEMEREHURE, WEFBIIUTESER  "Ffailed to create a candidate
configuration file on one or more Nides"(FTo:ATE— 18 Z N1 R L B RIERCE XX HF)o

FAER

IRAEMIMREX SIEERT. StorageGRID SRIHAE — T WBRHNFIEEET R LREFRIEEE X . MRTERILL
XHREFEFRBEEET RGN, ATENMEETREN). WSER—FESERS.

BINAYIR(E

1. MAFRIEEZIMED, EENT R
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BERMEIR.

2. ¥RERIHEATE R MR EX & EE "SIENE B S EE" URIARZHER BEE,
3. MFEFRVEMMEAH. EFFEF
4. HREITERENEFKS,
S EEMABMURNFAEEIE
6. I E M T
Tenants = test
test
Tenant ID: 00402213 8117 4859 6503 l_D Quota -
Protocol: s3 utilization:
Object count: 0 Logical space 0 bytes
used:
Quota: -

o S

Actions

o Tenant account could not be cloned to the other grid.
Reasan: Internal server error, The server encountered an error and could not complete your request. Try again. If the problem persists, contact support. Internal
Server Error

Retry account clone

NRFREFR. WAEF KA IER T E R S — R,

EBMEEHERMER

NEEDEP ETRRE—THEIR
E) A

BYiB] "EE MRS EE" (AR "EEAVFIVEA WNTEE), SEREEEFAE R E LAY EREIR Y F
HIMEEIR, FIun:
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Grid1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000
Remote hostname (other grid): 10.96.130.76
Connection status: @& Connected
‘ Edit ‘ Test connection
Permitted tenants Certificates
Seail] O\ Displaying one result
Tenant
Lasterror @ =
name
2022-12-22 16:19:20 MST
Cross-grid replication has encountered an error. Failed to send cross-grid replication request from source
% S bucket 'my-bucket’ to destination bucket 'my-bucket’. Error code; DestinationRequestError. Detail:
enan

InvalidBucketState. Confirm that the source and destination buckets have object versioning enabled and $3
Object Lock disabled. (logiD 13916508109026943924)
Check for errors

FAER

NFEITMBESER. "R HEIRVIEREFNBIEEHIE S — MR A EREMEIR(NRE). 15!
TRLTJ:/A&‘EE’JE"‘H%E%U%EE, ELH'?EHIJ_JHbZQEEI’J%EBEO
7 PrIgE S HIMBIR. REMT:
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* REEIREMED R

EERILE BAn gD Ko

© BInFiED ERE B E MK EHEIE.

© BIRFED ERE EFhRA TR

* BfEHEDRERR KA EMEIE. EREERUBMRAIZH,

BINAYIR(E
R ERERTIFHIEBRER, BIRBUT I BRIRE:
1. ERHENXAS

2. PATIERBEINAYIRIE, B0, SIREBFHED R EEEMRAEH LOATEMRER]. ENIFEHED ERER
B RhR A Hlo

3. MERANEFERFAAF K
4. FEEBREIR
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Blan. tEs ST X300 $RMFTE CGRRE Bi#1Tgreps. FHfEHaudy-explast T &,

# awk -vdate=$ (date -d "30 minutes ago" '+%Y-%m-%dT$H:%M:%S') '$1$2 >= date {
print }' audit.log | grep CGRR | audit-explain
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RREEIR. ANTEEFNR. BI=NEIZRAT "replicate objectt2E. FE=MEIRA T "replicate delete marker
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CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFO3AT774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-0"
version:QjRBNDIzODAtNjJQ3MyOxMUVELTg2QjEtODIBMjAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
object" bucket:bucketl23 object:"audit-3"
version:QjRDOTRCOUMENJQ3MyO0xMUVELTkzMOYtOTgIMTAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AERFI93A774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-1"
version:NUQOOEYxMDAtN]jQ3NCOxXMUVELTg2NJMtOTYSNZzAWQkI3NEM4 error:general
error

CGRR Cross-Grid Replication Request tenant:50736445269627437748
connection:447896B6-6F9C-4FB2-95EA-AEBFO3AT774E9 operation:"replicate
delete marker" bucket:bucketl23 object:"audit-5"
version:NUQ1ODUwQkUELNjQ3NCOXMUVELTgINTItRDkwNzAWQkI3NEM4 error:general

error
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Global

Certificates

Grid CA Client Load balancer endpoints Tenants Other

external certificate authority.

View and manage the certificates that secure HTTPS connections between StorageGRID and external clients, such as 53 or Swift, and external servers, such as a key management server (KMS).

The StorageGRID certificate authority (“grid CA") generates and signs two global certificates during installation. The management interface certificate on Admin Nodes secures the management
interface. The S3 and Swift AP| certificate on Storage and Gateway Nodes secures client access. You should replace each default certificate with your own custom certificate signed by an

Name Description Type @ Expiration date @ =
Secures the connection between client web browsers and the Grid
Management interface certificate Manager, Tenant Manager, Grid Management API, and Tenant Custom Jun 4th, 2022
Management APL
Secures the connections between 53 and Swift clients and Storage
s Nodes or between clients and the deprecated CLB service on Gateway
S3 and Swift API certificate Custom Jun4th, 2022

Nodes. You can optionally use this certificate for a load balancer

endpoint as well.
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management —--days 720

ERREEEEEIE APl BERIHFIRNARE IEH.
4. EEHEHNEB.

EEREREPEET RN RITIC,

125



5. M#p< Shell HiE5H, $ exit
6. HIABEEIEH:
a. ipa) IS EIELR.
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d. &#ZE Y IERIFAER * IR TREMMBEENX S3 # Swift API IEBAITTEIER PEM .
* RS FEOEP * URFEIEBX 4.
BEIEBXERNTHAUE, AT BEFREXH .pem.
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BERRIMITE,

BEEN "EEREUR" M "EE B EXRSFIER"

NHFRIFEASRERSF[IEBRWMPET, SRS [IEBENG RN, KL EHR LRERN
FRRER SR, RIBEE, GLUEBTRE * K& * > T2t * > " IEH * HEZ PRt
T+ EEEE P ImIEBRYEIR B EIRE R SanE BRI AR 8,

©

@ g%@ﬁm%’fﬁfiﬁfﬁ%ﬁﬁ (KMS) RPRIIRENSET S LR, BN EXNEER
B "Lk KMS B IRIER"
Friaz i
* AH root AR,
c EEEAERIIME SIS "0 Web Y52,
* EEERFPIHIES:
© IIREEET AN IP kIR E
° MR EECE StorageGRID BIFZIER. MAILERACA. BFFIHIEPMEAZARICEEEZIER,

132



c BEREBECHIER. BNt BN HRE TIEBHE AEHA.
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b. *URL* : MANEET RENHRE IP #ik, $8E HTTPS MmO 9091 .
ffla0: nttps://admin-node.example.com: 9091

C. B *TLS EFImSKINIE * # * £ CAIEH * o
d. ETLS/SSLEMIIE#4EET. SHIFHANL: +
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https://FODN or Admin Node IP:port/?accountId=20-digit-
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° FODN or Admin Node IP @Se2MREIHZHEET RVIPHIIL
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FREMER

RERPRIRBAFITIRE A K BEEEFAANAR. FEEASSIHREHR. DB, Falks URIKR
SEEMEE MR E

YRiETE K
TR LURBHE P KA UE ERB R, FHEECEn e P AR,

NREF B ERAMREBKSER IR, S UMNEEPRE-NRRERFFAEE. B2,
X EE P — PR E R ESE AR E R R F— 1Mk, MNRBEEFFAEEENEZ
EMREHEIRED . BER MR LEITHRERRNRE. 20 "EEMNREREEERIFER
FaZ Al
* ERERERIIMREIER "SR Web 28"
* 1EHAE "rooti AR FREGHE ik P AR
p
T3EF P~

174


https://docs.netapp.com/zh-cn/storagegrid-118/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/index.html

Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.
To view more recent values, select the tenant name.

Export to CSY Search tenants by name or 10 Q Displaying 5 results

Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ 2 Objectcount € %  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 4 0
Tenant 02 85.00 GB 8506 100.00GB 500 41 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 < [0
Tenant 04 475.00TB 95% 500.00 TB 50,000 —):I |_D
Tenant 05 5.00 GB 500 4 0

- REIBREREF KA
ERERER IR E, IDEREF

CEFERP. R LRITU T E—IRE:

o PPN EIRIE, SAGEE Actions*>*Edit*,
 EEFHFEMUBTIFAEENE, ARFEFEEdt
- (AIE) BB T FEERIE:

o % ZF *

o * Al @b *

° * TFfEECER *

vivie Rl o5

- BRI P I B9ABR,

* IRMEERER * FEIKRS * WHEHPRALLRS, WHEA S3 pREBENRSKFLEIF. FamErR%
EEREIRER. FlW, MREFERN S3 FEDREE T CloudMirror £, ML RIIEN RFMETE
FEDRD, EXEWNRNEIREAELIBECEENRRBIIMNG S3 FiEnRP, 1520 "E1E S3 |
FiKFBFaiRSS"

° ;EiE&*ﬁﬁﬁ HoNE R IREURER KA Z2ERECHNBNREZERANMISEEREENS K
o

MRERB SRR

s BEZ2AAES. HRPERRABCHENR,. BRXRAZRESMDR, ARATREFERINKEESS
BLEM B 1R,
* BEREXREF. BEANStorageGRID R4EAHSSO, AR UIERNMISEIRREEEN T IR,

° IRIEFEEF IR RIFS3 Select tXfR, B5E "EEHEF KA S3 Select’s
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TR
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View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

To view more recent values, select the tenant name.

i-"" O\ Displaying 5 results
Name @ 2 Llogicalspaceused € 2=  Quotautilization @ = Quota @ % Objectcount @ =  Signin/Copy URL @
Tenant 01 2.00GB 10%  20.00GB 100 <1 0
Tenant 02 85.00 GB 85%  100.00GB 500 4+ 0
Tenant 03 500.00 TB 50%  1.00PB 10,000 <+ [0
Tenant 04 475.00TB 95% 500.00TB 50,000 —):| |_D
Tenant 05 5.00 GB 500 4+ 0

2. EFFAFIKP . ERILURITIATE—81E:
°© ERTAF M ERAE, SAFERE Actions*>*ELkrootZiE*,
EFEANRZMUARTFAEENE, AFERE Actions*>*E{root& 5",
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() mExomPkEERTARS. NEEREEY,

MAE IR SEFEERE
WNER7EStorageGRID XA 0N B m =T AL iR, P EEEMNEEREEETR—FER.

g One or more endpoints have experienced an error and might not be functioning properly. Go to the Endpoints page to view
the error details. The |ast error occurred 2 hours ago.

ﬁF%FﬂuEﬂ"ﬁﬁ"ﬁﬁﬁéﬁﬁﬁﬁW%ﬁ%ETU,#ﬁi%&ﬁi%ﬁwﬂo“EF Az
DS RE M SR EISNE, HETEERENNE, oats € EifEdE 7 XRET,

Platform services endpoints

A platform services endpoint stores the information StorageGRID needs to use an external resource as a target for a platform service (CloudMirror
replication, notifications, or search integration). You must configure an endpoint for each platform service you plan to use.

0 One or more endpoints have experienced an error. Select the endpoint for more details about the error. Meanwhile, the platform service request will be retried automatically.

5 endpoints Create endpoint

Display name @ + Lasterror @ * Type ® +~ URI® = URN® <

my-endpoint-2 0 2 hours ago Search http://10.96.104.30:9200 urn:sgws:es::mydomain/sveloso/_doc
my-endpoint-3 0 3 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::examplel
my-endpoint-5 12 days ago Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2::example3
my-endpoint-4 Notifications http://10.96.104.202:8080/ arn:aws:sns:us-west-2:example2
my-endpaoint-1 53 Bucket http://10.96.104.167:10443 urn:sgws:s3::bucketl

@ *ERE—THEIR Y VPR LEEIREETRERERESHEEEE ID . MRBERSIRAZRA
LAGEFRIE ID 7F bycast.log PEHRE X IR E Zi¥4H(E E.

S5HRIEARSS 28E XAV

NREERE "FRAE AEMETRETaRSHERZE. INRAERS R AVFRE StorageGRID FHES. M
AR R EHIR. BRAXERE, BREMRIERSSHNRE. UBRASELES FERSEXETER.

HERDREHIR

MRAIRTRAREEAREREIR. HRAEESPHNEERBEETERES. BrILURE " KR " TEHNES
BXIGERNEZFAER.
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DC1 (Site) &

MNetwork Storage Objects iLM Platform services Load balancer

1 hour 1 day 1 week 1 month Custom

Pending Requests

== Pending reguests
Request Completion Rate @
1.00 ops
.75 ops
Oolops
0.250ps 4
Dops

E 13:55 14200 1405 1410 14:15 14220 14:25

== Replication completions == Requests committed

Request Failure Rate @

QLi0ops
205ops
Q-ops -

13:50 1355 1400 14405 1410 1415 14:20 1425

Replication failures
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Bl HA 4
a. BEIEMBIHALA, IHEF CIBHALR"
b. W FHMNFAEE "SR, BEEUTFR.

FEL Description
HAZ & TR EHALH R E— R IR E o
[AlERfEA (FTiE) tEHALR B[R] R

C. XF*Add interfaces*T I, EFREFEILHABPERNT RIZO.
ERFINREMITHITHIF, HERMANERIFUE IR,
BRILEFE— I HE IR BRENS I RER—MED,
d WFHWERORER TR, BHEHAANEZEOMERSEHED.
BT A B AR5 R B E,
FIRFNE—TMEOZEEO, EROBENED, FRERERE,
NRHALEE SN EO. MERORKESRE. WEMIP (VIPIDRE R ERIRFEES — 1 &
EO. MRZIBOLERE, VIPHIPREBET—1&MED, KIEHE, BREERE. VIPH
UBE BRI R] A& ELARIED,

e. WFHANPHUC TR, HEEUTFR.

FEE Description
Subnet CIDR FHACIDRETENVIPFMthh&#8212; FIRAIFIAYIPv4 it
FFMEKE(0-32),

MLEHINERBEIR BRI TN, FI90: 192.16.0.0/226

WX IPHIE (AT 35E) IR AT iA1r]StorageGRID FYS3 IPHE 5 StorageGRID VIPit
WARTER—FM_E. &5 A\StorageGRID VIPZHIR X Pk,
AKX 1P #IMEATGITF VIP FRAR,

REHAIPHEE NHARRRENZEOE/ DEA—VIPHIE, RZBWAN+VIP
ik, FRAEVIPHIEER AL FVIPFM A,

BNEDLE—THAUENIPV4A, EHATLUEEEA IPv4 7 IPV6 i
k.

f. 3 QIBHAL", AREE TRREISSIZER S,
0. RGBT TR TR,
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StorageGRID fERMAH FHREETAIKNAEFTHNIEARH. AHTEHIRAREMRESSMFET RN
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TR UERFEMXEET = EAYStorageGRID fa #2855 AT LUEIERFIINB(EE=7) A E T8, &
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FaRin s, BERIINIAE TR, HRF I HETESEEN £, FRHEXEEENRANIEHAEE,

195



elfEb T
p

1. EIEAEHTHEERIRS, JFiEE Create endpoint*,
2. WFMARSFAEE T E, BESUTFER.

FE

Name

Port

Description

i R B HEAR P R

EFHEFﬁEkZFﬁIEI’J StorageGRID imH. X FEEIEIE—

\\\\\ It FEZEAIA /910433, 1EIWEJLMHIJ)\P_FH$1§%E’J%ﬁmﬁﬁmo
ZID%EHUASOJZM& MREM XTI = EilBinm. FAAXEROS
EEETS EMEZEN,

SER CAAHEREMMSIREERNEO, 1520
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W I9*S3*o
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AR XFEMERATLSIIZEMNIER T 5StorageGRID #&f5, BF
BIGX o

3 WFEBFEPERN PR, BEPERN. PERIUEHIINAIGE R ERIPHIE S E 1Pt L8 O

TRl o

R
£/ (BA)

HA BRI IP

4. WTFHEPIARILSRE. 3
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FEL Description
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FVFIETETEF REEERF K A REER L mRIBRIE D R

FELEZETEFE P EEE KA EAER LR RIGRE DR, FrEHEMEF R ER
iR o

5. ¥tF*attach certificer* 518, ERUTIERZ—:

FEL Description

EEIEFEIN) fERIEETR] EECAZRIARSBIES. IEHT ABBNANIE
HICAEL,

FRIEF ERIEMAIERBEERIER, SN "RENHTERRER" BX

BMARBTHIFAGER.

A StorageGRID S3MSwiftiE  {NHEE LEHER B E X RASHIStorageGRID £FIEHY. 7
B FAIEED, &80 "ELE S3 #l Swift AP IER" TREFAER.

6. e LUREIS3IRE R S
7. g R R NEE S RS R,

() ABSESFRMERTERERL 15 HHA EuBTHEHA,

ERMA L HTERIRR

p

1. EEANARR, B ERAHTERER PEZEEA,
2. iR NFEE D R PR,

fERSMER T B F 28
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1. EEAMBAETER. BEREUTFR.
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FHECHEDIR P UNBRANBFREENESEECHNEMR. RER. LETUERE

B "BEAESSO" EAFErIStorageGRID #&%i,

198


https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html

R SNRIES...

AIFSIIERE AP AU R IR S3IEFRTRABAPIER AT EN REE, BSR "
BB BY S3 Select”s

BE. BENRRABEREFEEAESIE A imMEER A& FEasttae,
REFENABAILLIEE, ARMNERTREEEF

ERMMBEXEER 8P AT LASE AR AR BX S iR
priEdliny a0

* B LRI E K P B9FR B P A F01 A P ML (_ssource grid _)5e
P E3%EEZE P Y 5 —MI%(_dDestination grid _).

* RIFIEF TSP EREN 7 R 2 B E AR E .
BHBN "EEMREKER A VPRI

5. NRER T ERMBEESIEE", 1HER— T AR MK S IEE,
6. 1R#EStorageGRID ZAREEAR. EXFHF K BrootifF B R "SHEE", "BELEF(SSO)'HMEE,

il ITUCIRIE ...
MRKERENEKE HETE U Hiroot A P S0 & RIE A R EERRE.
MRBATBMNEKE a. WE—IMEEKREA. UEXNTEF BHrootih AR,

b. (RIE)ETE LAZsHtroot I 7 51 8 REIH A R EEANE.

MRENBATBNHKEMNERE EFE—NEKRBEA. UEXNTEF BBrootiflai R, KB AMHAF ]
R(SSO) ME R

7. NRFLE M T Aroot A EIR LR ZRIDFINEH PR, 1HEEBaheIErootF P S35 E A%,

R RIME—R P ZErootA /. IRIEFIET, NREMAREERER. BEREFRE
B ERECE R AR,

8. SI% * k4L ¥,

0. WFREDRIE. ATEEREFHNNREES R, BN, BEFCRRESFMEIBRNEFUEE T
HETE,

MENTEEE T SIRAE, WEl L BFBNNBTLBASIHEIE, IRFTY
It S3RRIEFERSIHEKHMESE, BEF IRTNAS BN, A5, BREPE
5 "BIREHS & TR

a. MA\SS AIEFEREANFHEIRIIATR. fldl: s3-bucketo

199


https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html
https://docs.netapp.com/zh-cn/storagegrid-118/tenant/creating-s3-bucket.html

RIS BE. TAERIF RS T,

b. b TF 5y B KIS
ERRIAXE (us-east-1). FRIFEHERRERILMIRIEEE D BRAIXIIHIEN Ko

C. MNREBHF S MUK TIRAFEELFED RS, HEERE BB RRAER
d. gl A MEFEE D R HERE THEED B

F4T(H6F): THE
FETHBESBD. EIUTH— IR NG LURERINEENASRIFAES.
B
1. NRIEZF T *BrhelEroot AR S3IARZE R, IEHITIU T —INsL R (E:
o EETEIARIBALUTE . csv BRTAFKPRIR. IHIRERIDM R ZE RN,
* EEEHIEIN() SR BRI DRI P2 5A S $) BT MR
2. R THEEE UTH . cxt BEAHTESRER. P, F#EDEMrootA P IRENNX K,
3. BIERREFIREME,
@ FEEBRNFIRERZA. ENXALE. XAWIES. BRKATAH, BHERFLE
BEREFEELZEMUE. AALEERIHATF MStorageGRID RFIRENENIE,
4. NREIMRT. FEPLEIREUFRIAEE TR EFIZEH.
S. R DU B ILMA NIFN SRS 5 3R

E55(H6F): EESIHILMANFILMEEEE

SEEMBREE(ILM)MNIZHIStorageGRID RAFFAIEXNRIIKE. 1 FEEMMNEITH. StorageGRID
HHILMERBE S A E N REER N EHIEIE, HERERELEEDEE— IR ZIER.

p
1. EENHE HRENER.

2. NRBARBRTFHEFP HEED RN RAINFEIRAE. BRI R, F20 62 ILM #0)" F0
"ILMBEEE . MR,

3 B HEBERLESBH T RHEFERNITONRIES
4. ERHEEELIERE T BT —HEMMT 4o
S. JEF A LI EIMEE

Few(ew). BERE

p
1. EEHE.
2. BTFEESBHNFMAER. XLEFMESNAT TEEISITFiHZ At feFENHMEE, N, ik

200
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HRRYERNIROAESRE, NEEORTUEETFRH,
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2. A LEE—MEOEA RN, FEODENED, BRIELELE,
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StorageGRID ,
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BEETREGENRS HA BHRBERSIRS, BER TR > " TR_TR o

gNR * BR * ETREE * HA A * 9% 8, NTREDERSYILH HAH, ARFEERER HA AFTHRB
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FURAIR, TEETRERIERD HALR, kTHRIHFR
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BIEEFIRARERNEO, HE FabricPool &

DC1-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer

Mode information @

Mame: DCl-ADM1
Type: Primary Admin Node
10 ce00d9cs-8a79-4742-bdef-c9c658db5315
Connection state & Connected
Software version 11.6.0 (builg 20211207.1804.614b<17)
| HA groups: Admin clients (Active)

FabricPool clients (Backup)

IP addresses: 172.16.1.225 - ethD (Grid Network)
10.224.1.225 - ¢thl (Admin Metwork)

4T.4T7.0.2, 47.47.1.225 - eth2 (Client Network)

Show additional IP addresses v

Tasks

ELEROREHRER R EFAER?
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Active-Backup HA
GW 1 (Backup)

HA Group 1 VIPs
_Lb GW 2 (Primary)
_I—) GW 3 (Primary)

GW 4 (Backup)

HA Group 2 VIPs

DNS Round Robin

I—P GW 1IP

DNS
Entry

|—> GW2IP

GW = Gateway Node
VIP = Virtual IP address

Active-Active HA

I—; HA Group 1 VIP

DNS
Entry

|—> HA Group 2 VIP

| > .'— GW 1 (Primary in HA 1)

(Backup in HA 2)

» GW 2 (Primary in HA 2)
——- (BackupinHA 1)

204




TREETEFFARED HARERNMLE,

Configuration

e

FEpFED HA . ? StorageGRID EIE, FTIMBAFIX
© RIRPEIE TS,

DNS #1& c IEEREEHE,
* THEEN.

F5h - Exh HA * REDHEZN HAAR,
* OJfE HA A ET BENEREEHE,
© PR ERE,

AoEmnl A

A LIECES I A (High Availability , HA) 48,
HE R TR
Fria i

* EHBERAE RN EIRIR "5 Web 588"

* {388 "rootif A R",

R =

* =P HARRRE—ITTHRATER
So BPMHAAELE—ITNRATFE
AR,

* BIEEBRERIE, XATEIURATER
HIT o

* 227 StorageGRID ZIMCEREH -

* EERF LB TIRRKE,

cEEEEZ,
EETF StorageGRID Z4MNREREH
 FERPLENETRRRE,

iR ST REM XTI R LRSS

* MNRETRITE HA AR VLAN #20, MESIE VLAN =20, 550 "BdE VLAN #[%

* JIREIRIX HA ARy REARED, NEeELIENO:

° Red Hat Enterprise Linux (RET =2 fi): "SIET B EXXH"

> * Ubuntu 8¢ Debian (ZETHZHI) *:
° *Linux (ZEWZRE) *:

° *VMware (ZETSEGE)

tIEEr Atd

"RIET SR E X"
"Linux : BT R INRR4rskifRiEd"
* . "VMware : [T SN 4REE 5 E)EO"

SIS AMAN, EALER— IS MEOHRNARINFNEHITAR, A, EF—1TEZ1 VIP i

Ht53 Bosa iz,

BROMARERMAT RBEETRESTE HAAPREO, — HAAREMERLET RER—MEO; 8

B, E—TRIEMEOBELUERM HA AR ER.

eSS
p

205


https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/rhel/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/ubuntu/creating-node-configuration-files.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/linux-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html
https://docs.netapp.com/zh-cn/storagegrid-118/maintain/vmware-adding-trunk-or-access-interfaces-to-node.html

13 &~ > W% > SRR
2. R
W\ HA HEVIFAER
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1. 39 HA RIRH— N —ZF7R.
2. &, WA HA BHEERA .
3. R 4,

[ HA AN

TR
1 &R S MEOLURINEILE HA 48,

ERVINFEMITHITHIF, WEMANERFUE TR,

Add interfaces to the HA group
Select one or more interfaces for this HA group. You can select only one interface for each node.
Q Total interface

MNode = Interface @ = Site @ = IPv4 subnet =2 Mode type @ =
DC1-ADM1-104-96 ethD @ pC1 10.96.104.0/22 Primary Admin Node
DC1-ADM1-104-96 eth2 @ DC1 Primary Admin Node
DC2-ADM1-104-103 ethD @ bc2 10.96.104.0/22 Admin Node
DC2-ADM1-104-103 eth @ DC2 Admin Node

0 interfaces selected

(D slEVLANEOR, BERRS 5 5%, ERENSTERD,

PERRE R AN
© WIMEMEE—M RO,
° BREN—ITRER—TED,

IR HAARTEETRRS (BEMNREERNEAEESR) B HARE, BOEFEETRENE
Ho

° WNR HA HFATFT S3 5 Swift FFIRHREFHTT HA RIP, FEREET S, MXTRIAME LAED,
c NREFAFEREN R EED, WEET—FEREIR. RASIRER, MRREMRERE, N
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BB R _ERIRET AR RIE T RIEHMBVERSS. B0, EHMXTRIEZNEET RIRSRHEHAR
P. ERF. ENEETRITERITEEET /A LURERNEEFIE,

© IRTFEFZEO. WBERAHEHEEE, TRRTERTESZER.

Site @ = Node name @ =

Mt I memtee | i | M'ﬂ.'.”_

You have already selected
an interface on this node.
Select a different node or
remove the other selection.

A1

Crata o ermmieT L P LT el

© MRFEMRONFREHMNXS H—MEEROAR. WETEFZZED.
* NREEEBROGHFHFSIPHILE, WFREEFZED,
2. IR ARG
HE LRI
NRHALE S Z MO, WEILMEB N EEO. MERSHEERB RO, MREROLEKRE. VIPH
WRBEAANESMAREZED. MRZEOLEHRE, VIPHIPKRBEETRANT—ITRSMNELZED, Kit

e

B
1. MR SERIRE 51T U E R OMEASEHED.

FIRFHNE-—MEAREEO, FEOZEDEO, FRIELERE,

Determine the priority order

Determine the primary interface and the backup (failover) interfaces for this HA group. Drag and drop rows or select the
arrows.

Priority order @ Node Interface @ Node type @

1 (Primary interface) DC1-ADM1-104-96 eth2 Primary Admin Node

DCZ-ADM1-104-103 eth2 Admin Node

SNR HA AR EX PR ERSEAIARNR, MWAFUEFEEET R EN—MEOFENETE
Mo FLEEPIREREMEEETRRIT.

2. IR ARG
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W IP ik

S8
1. 7 * FW CIDR * FE™, L. CIDR RTIEIETE VIP FW— IPv4 it SERFITAFREE (0-32)

2.

MR BEIS B EMENAL FIE0: 192.16.0.0/226

() e 32 (a1, W VIP ML HRRIERMEHIIER VIP Rk,

Enter details for the HA group

Subnet CIDR @

Specify the subnet in CIDR notation. The optional gateway IP and all VIPs must be in this subnet.

Bud arddrace falleussd B occtach asrnd-dha ciibinat lonoih
Pvd address followed by a slash and the subnet length (O

Gateway IP address (optional) @
Optionally specify the IP address of the gateway, which must be in the subnet. If the subnet address length is 32, the gateway IP

address is automatically set to the subnet IP.

Virtual IP address @

Specify at least 1 and no more than 10 virtual IPs for the HA group. All virtual IPs must be in the same subnet. If the subnet length is

32, only one VIP is allowed, which is automatically set to the subnet/gateway IP.

Add another IP address

HE, NRMEM S3, Swift, BERWEFA BT IHEMEMFMIGEIXLE VIP ik, JEHEN * X 1P ik *
o MIRHHUEMIRTE VIP FMH,

FR M EER AP EERLLMXIGEER 1P ik,

- AHAARBESNZEOE DA —PNVIPHINE, RZBANTVIPHILE, FrB VIPHIIEER AL FVIPFRIA.

F BFr B VIPHIILER G EshiE O _EFIBY A FIEEIRES

DAEDRME— IPv4 Hilit, EWAILEEEEM IPv4 7 IPv6 Hitik,

oSy

WERR ¢ GBI HALH * FhEsE * 5ThL o
LRI EIZE HAH, EIMERLUERBEERIEM IP toit,

[E5RT B

NRBEAULL HA BBITHETE, 15CIE— M T &8 = LR E ik D A RS G M E R R R RIE S,
BEEN "EEENHTERRER"
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‘mAEE R A

ERILRES A A (High Availability , HA) fALAECKE BRI , FAMNSMIERED, ERMERIR
RIS EFTREHA 1P ik,

Fan, MREBMFFSMERHT RIEBIRETE PIEERAXBKNTR, WABEFEERIE HA 4,

p
1EF BRE * > WL > SRR

"SR ALA " TERRFAEIER HA A,

2. P EYRIEIIHALE X R HY S IRAE,
3. RIEREMHRBTHITUTERIEZ—:
o WERR * 4R4E * > * YRIEEIA P ohk * DURINSLMIRR VIP ik,

° JERR * 121F * > * {RiE HA A * A EFAM BRI RIEEA , AINSMBRED, TR LRINF I RNEL
fHipg VIP Hbhk,

4. INRIFIRT * RIBEIN IP oL~
a. FEH HA HRYEEIN 1P bk,
b. %E#F * R1F * o
C. J%E#E * 5ERL * o
5 WIRERT *mIEHAA
a. (\]i%) EFAMBRIFHETER .
b. (BN )& EPRIBER Z AR LURINSMIBRE O,
@ R HA éﬂ#%{#ia;m%%ﬁ%%ﬂ’gﬁrﬂwg, MR IER FEET R EN—MEOEREE
Mo FLsfimidiZ RaEMEBET SeT
C. (ALEWERNTIAE BUEHAA R E O MEAEHEONRERITT.
d. WA LAEHEIA IP ik,
e EER7E*, REEE TR o

B
EEL—RBB— RS IETRE (HA) 4,

NRHALHE R A T ERIHR. WEERPRZHASL, EZMEFHAL. IR E MERIZARNE
eI P28 in = SRR,

ABILEZE P imRlT, BERRR HA A2 EREARFMAY S3 5 Swit RPN AERF. EMETEFIRUE
FREMth 1P b TR, BN, REMRENZORENTR HA HBYEHN (P intsy 1P ik,

p
1 &FRE > ML > S AAH
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2. EREEMFRNE MHABN A H T ERIER T, MRIIE T EA AT e
a. ¥ Z|*configuration*>*Network*>* £ & T & 28 Iif 12,
b. 35 i = 3 B B9 2 A
C. 3ERR * 121E * > * RERSHEERR *,
d. B ERTLMIFRHAL,
e EEREFEEN .
3. NRKRFIBAHTHERER. HEPERPRINESTHALA N NS IRAE,
4. #EF*Actions*>*Remove HA group*s

S. BRILEBHIER * MbR HA A * LUIFRIAZRER,
EERFIE HA BEGHEMIER. SRTAEARE E2ER—MRERIRIIERE.

BN T

ARTEEEER

5] LAGE R £ 2 T L BB SR B S3FNSwiftE P imBY B NI R TAEfA #o
raR i HTE?

LY E P RN FAFERF MStorageGRID RFRFIICREIER . StorageGRID B A H TS EIRFNMCEI(E
#H, HHTEHBIEZSMEET RZESH LENREH. RAREMRESRENEERE,

StorageGRID T H T RIRSFSZEEFMBEEET RMFIENXTRLE, FHREHSE 7 BAHTE. exXILEER
AR, REFRKHSEETREILLMNT2ER,

REPIAERAIFET RN, S TR ENARTESRRSIMIIET. BINIRE, AHTESRERSS
REZIEREHAE CPU e A ESNEET =,

BARIVEA StorageGRID MHTHBMESRTH R, BETERLEREHRUTH,
(D BxEE, ERREH Netapp HFRERSH TR 4626 1 StorageGRID £= AL RHET
5",
BES DN TR
{ER—MBBIETEE, StorageGRID RAHFIE MEABN BRI NESAA AR THRRSHT R 6,

— MR REESHIMET S, FERNES— M EETAN—IMNXT S, TEEERNIRSIZE. B
TREZETEM(VMNT R, ERERENAHTET [EE R BRI, B EINEERZRE,

FraRHHTERIRR?

AT ESREREX T ENNELEF RN BRFERARIGRIE S 03 T &8RS BT AR AP 7
W(HTTPSEHTTP), Umsif ] LAE X & F iinde 8 (S3akSwift). 4BEART LA 507 EkPE LEAYFE A FIR (AT i),

BeIROHTERIRR, BEFEE> WL > A3 T #1885 FabricPool MIS3IREMS. BAXAA:
* "RREHHTESRRR"
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* "{FAFabricPool 2 &M &"
- M PEY=E ]
WFERENE—NEE. NETERESNIROIRIAN10433. EERILIEENT 15165535 2 B HERI R fE
BrYsNERIR O, WNRFEAROAS0TN443. Nk B NEM KT m EE R M H FA2ERS. XEREOFEEET R L
B, MBEXNZNmaERARE—EO. NARATNIHERIEE AR EEI,

RAVFHMWERSERNED. BN "WEECOSE",

M DICERFIN

FEARZHERT. BFPHNAZFMStorageGRID ZBHEZN FERERIEZ 2 (Transport Layer Security

. TLS)INZR, ZIFERFRATLSIZEMIE R FiEESStorageGRID « BARENXEM. LHEEEFIFES,
7IStorageGRID £ & F 28k S FEM R NS, NIEFEHTTPS*,

A T EEsin U PR EREI

MNREIFHTTPSHERN A H T E2RIm R IME NN, NHTHREZ SR, EOIRARTERRa. S UE
AT =/ ME AR AER—

* EEZRIEBEN). IEFR T UEAQKESERNERIANAL(CASMLEIEBIANE(CA)ZR. &EME
B ERAAHEENCARSSHFIERREIPFERERE. SEMNIERARRE. HCAZRRIERA UL TFitibie
. XEBTERIHAE,

FEIEAHTERIHR 2. ERSBERENLA T XX 4!
° BREXARSIIEBX Mo
° BEXIRSEIER T ABAXHS.
° (AR BB RIEMAIEBIHAHAIRIIERBRICAEL,
* EREERIER.

* (£ £/5StorageGRID S3MISwiftiEH, EAFE EEHEMUIERNBE XA, A7 8EN T H T HEE
I RIEEEIGIER. HS W "ECE S3 Al Swift APIIES"

REBAE?
BRI, EHIRNE ST SwiftE P in N A28 B T R)in = BIFT A 158 MIPHit,
IEFAY*Subject DN*(RI 3R #R) %k B 4B & & F sl FATE %5 A T StorageGRID HY5E£REEZ. 40!

Subject DN:
/C=Country/ST=State/O=Company, Inc./CN=s3.storagegrid.example.com

RIEFE. IIEFRE ERBRTRERETHH T ERRSHFAAEEET RN XT R E2RESS. Fi0
: *.storagegrid.example.com {FE"@BARFRT adml.storagegrid. example.com
gnl.storagegrid.example.como
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MR R ERASIEIMTERINVIERK, MIEBELTAZTIES— M ERARIFFE "S3n~Ez" EEE
B, SEEEErT2T. Fu:

Alternative Name: DNS:*.s3.storagegrid.example.com

() npEsEmERg. BEE HBESER0ELE,
EEUTHR S HRNEBIENL—DNSHH.
IR AN EIR AT

@ WMRAFRIFSINAIERFMStorageGRID ZBIEZRIEREIHA. Nz BZF el e &N AR
ia]StorageGRID,

ERIEBEIERRIA., 58 L FRIESLE:
* BFAREEAESIERRA BRI RIRMNER, FIa0S3FSwift API*EHRAY* 11 2T &8l ~IE B EIER
M2 BIRSFEREIER.

* 1B RFFStorageGRID MS3N ARFRVIEBIRAR D . INREBMRNLITA T HEH T E R in<AIES.
AR B £R1T S FRTZ 7 (e AV FRUE o

* FREARERHICAIER, MREAHCAZZMGER. el LIRSt ERENE EIHFAYIE S,
* MREEEMBE LR StorageGRID IEP. HEIZIEBENG S, NARENEIEPSEZ 51FohE
2 StorageGRID F1S3N AIERFHABEP,
WERBFEEM

WEIHERTN. &R LUK R B Finin A BT E2sin = pYIPHitt, NRisSEAHEREN. WEF RN AERN
TEER AVFRIIPHIAE S E X A Fe 2 FRE R (FQDN)BS A BE iR % in mo e EREthIPHI i FQDNAE
UMY FARE R Fo A VT IE] e /=

TR LS A MEESERT:

* 2R(RFUN): BFRRNARERFAUEREMMNXT R EET RPN, EAMNS EERIHAZBRIERIP
(VIP)#b3 B HEZ BIFQDNIRlIR R FRIFFRERGEIRRBIAIARIE. SNEERLLRE,

* * HALHRIEEPNP *o B P umiy AR m 0 U A HAH R R IP L (BABRZBIFQDN)o

* TREO. FFIRGIEREET AEORIPHE(S4ENFQDN),

* TREE, RIEEEFENTREE, FTRIRLSIEREMNEET RRIPHLL (SN AIFQDN)FERM KT
RBYIPHEAE(SAB N BIFQDN),

PR EESE

AP IpEE—I AN T 2T, A A FIEEIMLEStorageGRID 8 ik P =] LA A fa i i es i m ok i 2 5
%o WAL AIFFIBEF HRENER(FVA). ERILUAES N ERIEERITEHMELENEF YR,
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1. EEERNMBTESRRR. TR
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You can select a different binding mode or change IP addresses for the current binding mode.

Edit binding mode

Binding mode:  Global

o This endpoint uses the Global binding mode. Unless there are one or more overriding endpoints for the same port, clients can access this
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DC2-SGA-010-096-106-021 (Storage Node) & X

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type: Storage Node

ID: f0890e03-4c72-401f-ae92-245511a38e51

Connection state: o Connected

Storage used: Object data ™ @
Object metadata 5% @

Software version: 11.6.0 (build 20210915.1941 afce2d3)

|P addresses: 10.96.106.21 - eth0 {Grid Network)

Hide additional IP addresses A

Interface = IPaddress =
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1

Alerts

Alert name 2 Severity @ = Time triggered 5 Current values

ILM placement unachievable (3

© major 2 hoursago @
A placement instruction in an ILM rule cannot be achieved for certain objects.

fcE VLAN #0
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VLAN E[TFEEmM
s AT L@ I VLAN ID HE—1 3 Z 0T R EEFERIEOREIEZE VLAN ##0,

* RIE A LR AR AR E 4z,

« AMZEOUZEMIENE (eth0) , BFPEML (eth2) , AU EIMSENEABIMMPHEO (5
i ens256 ) o
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B imML&iEOR{ER—VLANBIARIE O,

* IR VLAN ZEO0RTEET ~RE, HPeESNREESNEAEESAXIRE, BNEREETRE
EgE-Jm S

* SN VLAN #ZO0AF S3 5 Swift EFIFRE, HEFEETRFIMX TR EAEO,
* MRFERNMPLED, BFERNUTARSTHFEAEGEE:

° *VMware (RETSE) *: "VMware : [T SR NF4ksgipaizEO"

° RHEL (RET R 2 Al "CIET REE 4"

° *Ubuntu 8¢ Debian (RFETTRZAN) *: "SIETRECEXH"

° RHEL. UbuntuZ{Debian (L& R/E): "Linux @ [@7T R NIA 48R4 0] "

B3 VLAN 0
FHIAZ Fi
* ERERAERIIMREIER "S2I5HY Web %G 28"
* 138 "rootiff[RIFE",
* BEMSKPEREPSZOFIFEEEZE VM 5% Linux T8, ERERSZEONZFR.
* EHEERERN VLANB ID 6
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FabricPool SR2, A VLAN 200 &84 5 B2,
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TRIHT MRS NER EFAEEET RMMNX TR AEO. EEMKEeth)EOFERERED. Eit
FEBRER,

p
1 EE— RS PERIE VLAN EERIRARED,

Bgn, EeTEeHREEE VLAN EZEIMNX T RMEET RBNEFIHEMLE (eth2) %O,

Parent interfaces
Select one or more parent interfaces for this VLAN interface. You can only select one parent interface on each node for each VLAN interface.
site @ 2 Nodename @ 2  |Interface @ 2  Description @ 2  Nodetype @ = Attached VLANs @
Data Center 2 DC2-ADM1 etho Grid Network Non-primary Admin
Data Center 2 DC2-ADM1 eth2 Client Network Non-primary Admin
Data Center 1 DC1-G1 eth0 Grid Network Gateway
Data Center 1 DC1-G1 eth2 Client Network Gateway
Data Center 1 DC1-ADML1 eth0 Grid Network Primary Admin .
2 interfaces are selected. Previous

2. IR ARG

HiNgE
p
1. BEREHHITEAEN.
° YNRFEEL VLAN ID sEIaER , IBEEFTNEINARRY * A VLAN IF4ER * o
© NRFBEEREN, BHEFTUETRERRY * FE RO * g0EF * £—1
© MMRFBEMIFFRIED, BEFHIRE Jo
2. EmEFERE
3. EFF 5 N, ﬁ%?ﬁlﬂiﬁﬁj "SR " TE LR, HET R RO ®RPHIE (0
RP>CREOTR *>*HE*) o

448 VLAN 0

/WA VLAN #2008, sJLAS# TR ERL:
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* EZ VLAN ID SRR
* ANINTHMIERAIE O,

Bla0, NRETRIEPXEBET =, WATEEEEM VLAN ZOFMIBRRIEO,
BARUTEI:

* YNERTE HA LAAfEA VLAN 0O, MFTEEXR VLAN ID 6

* YNERAIEOE HA AR ER, MARBEMIBRIZREO,

5140, fRig VLAN 200 ZE#ZIT5 = A B _ERVRIROMNRHAAR I R AEAVLAN 20080, 315 =BfE
Feth2#z 0. MBI LAMIBR T mBAREEABED. BFREMFT RABEANKEN

TE

1. 3R BB * > * LR * > * VLAN #20 *

2. ERERBIVLANZEOM NN EIEE, A, EF B2 E* > RwiE".
3. A LASEHT VLAN ID SR . SAfS, &5 * 4kst

INSRTE HA LHPfER VLAN , MIFESEEEHT VLAN ID 6

4. (ADE)ERSERREN S AR LUR IR IZ O SRR ERRIZED. AME, EF - 44,
o. BREEHHITEMEN.
6. HEFRTFE

ER VLAN #20
& 0] LAMRIBR—N 2 2 VLAN 0,

gN3R VLAN O HAIIETE HA ARER, NEEFEMBR. BF5EM HA BHRIER VLAN #20, ARTERH
AFRo

BREEPImARREERPE, BEERITUTREZ—:

* TEMIBRIE VLAN 2O 28I, i5R HA E7RIN— 89 VLAN #0,
* BIERFR(ERALL VLAN ZO/ET HA 4B,

* NREMIERH VLAN 2O ZE107ERNEO, 154818 HA H. KEMFRE VLAN ZFOBE R FTRTIRME,
FHMERORILBE, ABMN HAADRERIBEO. &E, WERZT =LA VLAN 0,

TE

1. 3%8F * BRE * > * W4 * > * VLAN &0 %,

2. ERERBFHENVLANZON NS EE, ARG, T3~ 2E > #ikk -
%+ 2 * P SRR,

b
EEMFRE VLAN ZOMBERFR. VLAN #EORA L2 Er— MR BN R INER,
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EEREDLERE: MR

NGRS HE (QoS) ARSS, ERILAGIEME 7 RRIRKIR A iz R E SR BRI
e, XEREEEFREM SRS,

MENLRBNATMXT SFEET S8 StorageGRID fAHTFHRRS LNKR. BREREHLKE, ¥
ME B B T E 88 o

TLECKE M
BOREDKERBEIES —THSITEEMN, BFRRS U T 1RSI ELEFEXHINERE!

* FEDER
* Subnet

* A
* AHTERIER

StorageGRID ZRIEMN B BIRE S REHPERMMNILERARE. SENREBEVEMANCTENERIRE
FIZ RSN, Kk, ERILUKBEMNRICERREE R ZIMFIE R E.

PR
B AT LOR LAR BRAISEE AN E SRAR R

© SMERITE

* HEER

- R

REVER AT HRBHLE, NRARANAHES M ARTEHRL, NRRAEEREIEENERRSIE

o

C) TR LI SRS SR IRBIR S RS fREIS MERNHEE. B2, StorageGRID A EERIBY FREX
MERNHTRE. REHHEREAIREINIFRRRE EHINIERHMIERER M,

MNFREHEMIERNEERE], BREUCIRERNRRE NS5, StorageGRID REERFIHIT—NEE,
Fitt, $ZRILEC2RRA BRI ITRAMKBIRIBILE, HIERSANTRAIITANEEREGHERHIREEIEMAR
ISERLECRES. MTFAAEEMIRGIEE, FFRIRERILR 250 2, MW FBIERTEREIRGIRIEK,
EFIHERSULE] 503 MERLERERIEHIER,

EMREESED, EUEERERRHWIERIKE S ETERH S EFRHEARY R E RS,

fEFRASE SLA RURE 7 KR8

TR RE D KRB E RERBIFMIBRIPESERARLERS RN (SLA) , XEDMREHRTEXS
8, SERIPMMENAERER.
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UTFRAERT —1 SLABI=1NRE. ErRILSIRRED KRB LUSEIME D SLA ERIIEEBIT.

REBEHE Capacity HIRRIP AVFHIREEEE D%
& A3 1 PB 724 3 &l ILM 0 25 KiEXK / # =4 3%
5GB/ # (40 Gbps
) W
R {%ﬁﬁ% 250 TB 77 2 &4 ILM #1 ) 10 K MEXK 54 %%
1
1.25 GB/# (10
Gbps ) %
3] AV 100 TB 7Z7fiE 2 && ILM #LN 5KiEK /b 5AS
1 GB/ # (8 Gbps
) WEE

BIERE D KRR

NRBRITEMERE. ErILEIERED KKK, WAILUERRDER. SBRIENRE
. CIDR. faZT#asin Rt REINERE. S LIRIEFS, HAIFKREEIEK
RN RIEIGE RHo
FriaZ mi
* ERERERIIMSEIESE 2119 Web %
* {388 "rootif A R",
* BB IR E LAYl T2 et in o
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B
1 RERE > WK > MEDE
2. TR
3. NN BIFARBER (Alik), AEEE*CONTINUE

a0, wRLREDKREEERD R RERS,

4. FEERIMNHIEE U TFAGER, NEBER— IS NEEMRN, Ee/RMERRESBNEDRE—
PNITECRIN, SZEfE * 44

FEL Description

Type ERSHMNERTR LRERRERE, REXBEGEEFMEIR. FHEIKRIEN
X, CIDR. fAHTERRE=MEL
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TLEc(E

[ EItE

Description

WIS LB ILECHY(E,

* FEDER: MA—THZNEEDERBFR.

* b RIEENIRIAR: MNBFLEE—ASEIMHN— I HZ N ENRER,
ENFRARNEBCHBIE. E0ERIBMIFLER EEHITNA. ERFH
ZREFERSHEEHITIA, ENRARITASZIFPCRE (Perlz@ A ENIRIZER)
BIENFE,

* cidr: BICIDREFTRZERAN— 1 Z N S5EFMITERIPV4AFI,

* AEHTERIES ERIREERER, XEE2EE LEE XA H T8RS i
BREH TR

« P HPEERIANZEHID, MNRIERAEEIHFRZEAID Fla. E
Zipin)). WEfERFRFIRIEED ERRFRERCRIEERF,

INREMLESNIRIE X BEBFMILERE—BRNFEMESRE_FI5 RE, Hk
P REALEEEE T, FHERIIEEEE,

a0, WNREBRUCHKIRN B Fr— M A FaRin a2 MNIFrEinS, 1BEE
EHRM A H T 28R R, ARIEE Inverse Match*,

NFEESITLEFEEVE—MERALESRNVRE, BEISTECIRSMH
BiEK AR R,

S. (RIME)IESZFARMIPRSEI, AREERUTIFMERURIN— IS MRS, LUZHIREN AR RE,
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ERYR
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%F" W A F AN AR LS R 2 RVPRGISERL, g0, & ARG B aiERE

AR BE LR ERRIEFIR S H RH RIS MEKRNTFE. B

7&. StorageGRID FEEREIFIPRFIXFMHLE N T, FAREHRN. M
KROFRATH. HR. NREEEAESMERNTE. WREHEKARA
H. BEFRRHTRESMIEZRMET £ IMVERERER M,

FWFHETERS], StorageGRID 2NAS5IZERIRHIRE RITERYERER, i,
WMRERBEN RS — N ARRE, WERAERER SRS, BME
FESAETREHRINEMIRRLARENREM It StorageGRID #ZLA TR
3= hE T Ba PR 1 B " B " TAC :

* IRy 1P sk (/32 $53)

* HYIMNTERE S EL TR

* DERENRIAR

- P

* IR

* E¥EHARY CIDR DLEZIR (3 /32)
* RMECTE

XEE=BEHERTSR FFimEEUEK(GETEHEAD)ZH 5 NiEK (Put. POST
¢ DELETE),

IRIBEEEFNRA. WERERRHIANE. Fli0. BN10FHEEMIB/AL. LA
il ’iltti‘)u)”JIEEEE’Jlﬂfﬁméﬁﬂm MiB/Fh

AR RIBERMILE, rTHRARLUE ZH#HEI(FIGIB)s+#H(Fli0GB), &

BERRURE, BFERNREESREG LANAR TR, AREERAFER
IT*s

R NRIERY R (L,

fFlan. MREBFSLAREIZEA0 Gh/AH BRG], FHLIRMTEREHIEIRE]: GET /#15k/940 Gb/Ab. TPut /
POST / DELETE /340 Gb/#}

6. EIR * hsE |
|ﬂw#*§ RED LRI, FA L—F HRAREHBREZEHRITENR, MEREHEER, EFREF4E

O

I7E. S3FSwiftE i
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"BEEML

MEET" WIESREEE

MERRIERE D RREHEITRIE,

oML T FHRRY R E PR,
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Eo] UM E D KRR L E A B FRekn)difmid , siECIE, JmigsiibRItSREEEIEM
R =5 PR o
FreaZ /i

s BEERERIINREIERR "SI Web U

* {&H8A "rootif|B]FLE",
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1 E&FRE > "MK > REHNE ",

HEBPR BRI E K RBE TUE . HAERTHIHIE R,
2. ERIRMERBIFAE S NERERE. FEN SIRMED EHER" WARS,.

BExRE

a. JEARREEIT I B IEAE,

b. 3%&#F*Actions*>*Edit*,
M= S TE

a. EFRIEE M,

b. &R HREE R IR Edit 15,

3. WFHNKRIEZIMPE, AERRIEREZIRHIAEER , SAFEEFE"CONTINUOD,

4. JFFAIICEKIN S I8, aEFERINMN Sk mET A MNUEY*Type*F*Match Value*, $R/51%E#F*Continue*,
5. WFIRBEREISE, AILUEERRM. dmiBsMIBRRSI, 7A/Fi%EFE CONTINUOD,

6. EEFMENRE, AT REFHST

"ﬁh‘%%ﬁﬁﬁlﬂ’]@ﬂ&’lﬂ&ﬁﬁ, MEREMERFRIERED LRBHITRIE, EAIUBEREERHAWIER
B IETEIRHI L FRER R A 2 R
ERIRE 5 K ERER

ERILIMEF TN BB ERURE D KRS ISHERMFRERRE. RARMRREBETENER
B REE,

FFea 2 Hi
* BREAERIIMNEEIESS "S2IFH) Web 'Y
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p
1R EE > >* RE DL,
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IR E R RES RN TIE. HPMERBERFYL,
2. ERBRFRPIFME S NEMFRRE,

e

a. ARSI I B IEAE,

b. JE4E * $&1F * > * bR * .
RERFAMEEE

a. EFRIEEM,

b. %R HREEE IR *Remove*1Z5H,

3. Wi B HIN MR,
I SRBEIF AR BRo

ERILEBE B RED KRS TUH P RHIVERZ R nEMERE,
Tk Bl

* BB EAERIINEEIESR "2 Web 3%
* S4B "rootif A PREFE P IK P AR

XFIAES

NFEEMMERED KRS, BRI UEERHTERIRSAIET. UHEIZRBEESHYRFINEFIRE. E
AR EIERT IE BN EHE R B F BN RE,

EMfERBNREDXRBIKERS], WWEEts, FEEERUERBNEERTBREBE,

p
1T ®FRE > "ML > REHNE*,

LB R R E KRS TUE. RHFTI LI AR,

2. R EERHISIRIRE D K EIEZ R,
3. 3EIF*Metrics *IEINF,

LB R B E s KRB ER ., XEERA B RS EE SRS ILECRY R ERTIEIT.
NHEESZLUTER.
CIFRERK: HERMSFIE HH T AR NIRRT HEE, WEINSIEREFEIBERVIERT

KUK 81 E IESCEERINER A ESCERIEAR /N Sent&EFI B IERAIMMNAT K AR BN SR & & [ESCEIERY
TERBYPE R IESCERHE AN
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@ BRTERE. EERXETHFRERE, HTERERETRAINRIBENR. KFRBRITHTE
AJRES L ERiR SHIERE,

© PRV R WERM T S5 RERLECRIERAE P imEEIFEIR(HTTPRESRES>= 400)RIRBURZ,

° FEIRREFEAE(THIR) . HER RS SRS ICACRI A TR KA T I 45 4R A (8lo

© REEHEERE: WERMESMEMETERLIERNILREILENHERE, BWEINEIEEEBIERA
TERIFK AR B & IE AR A IE SCEIE RN Sent&IEPRE IERAIMMNAT K AR B R 8 & TEX
HHERVIER AR IE SCEHE RN

4 BHRBETIHEE LS. JEEZERERS LREBHED.

S. FEIFIEIRANE F 5 HY* Grafana DDashboard *LUEE R EER . BR7T *Metrics *IEH RN NER.Z
45, BIERIUEERBINFEIER:

° Write Request Rate by object size: 5IttZRERILEHIME/EE/MIPRIFERIVEER, EPNETHE ENEME
TEVHNERE, 2E0ERERIRESWEMAEN. IREFESBRPETIESIER. NSRS
0o

° BIWRA/N D RNREUERER . 5ILERIEILACAGETEHEADIERAVER, BB ENEMLET
BUNER, BFEIEPERNERSWEMNEL. NREFEIRPFEETIEZIER. WaTgESikE0,

6. IE, WATLM * 255 * HHEiFRXLER,
a EELF > TAR*> 185",
b. M* Grafana & 531+ 33 B 77 KEER,
C. MITIEZE L AR S PIRERR,

d FXARETER LATEE—TREEN. ERERTHANBEMEE. CEETERPIH RN
RIzBS{al ER AP BYIEREK

MENERBBEIH ID #HITIFIR. REIDBERENLRK TNE LY H,
7. SHER A E R REIRERIMR UKL FRIRERE,
SHHEWH TLS EEMNED

StorageGRID 24X IF—AHERNEZREEY, BTFiEERmESTE ( Transport Layer
Security , TLS) HFEZIATFE MBS FMEMBINBR S,

FIEHY TLS ks
StorageGRID Z#F##H TLS 1.2 1 TLS 1.3 FHiZZI AT B P EA M FZEMIINEBE RS,
NTHRES—RIINBRARDE, RINEFRTOSINBAKLESFER TLS B, HHIRATFZIFE S3 3

Swift FFIEN BEF P ERANEEYIR. BERREMEAE, 1B# N configuration*>*Security*>*Security
settings, FAIEEF*TLSHISSH policies*s

@ 7EStorageGRID H. TARREMNhRZS. FiE. FHPARMBEAMMACE AETLSEE AT, R
SIS EERFEER, BERKAREMN NetApp TEFREK
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AMAIECE HTTP iEE T BES MM StorageGRID RZEHIERE, 1RIE HTTP SEIE2EThiEE
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* ZEFEIER
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I
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LRI, BUEFROER 1 (DC1) BIMXT KRR iREETIY0 7% E DC1 BIFMHET _F0 DC2 /Y
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1. 3%&#F*support*>*other *>*Link cost *,

Link Cost

Updated: 2023-02-15 18:08:28 MST
Site Names  (1-30f3) g
Site ID Site Name Actions
10 Data Center 1 7 4
20 Data Center 2 4
30 Data Center 3 7
Show| 50 v |Records Per Page | Refresh |
Link Costs

Link Destination
Link Source 10 20 30 Actions
0 5 % | o)
Apply Changes m

2. 15 * SRR - TEE— AR, SARTE  SERE - THA—IT 07 100 ZAHRAE,
NEFSBIFAER. NEEBRGEERE,
BECEEX, EEE O EE ¢

3. ¥Ei% * RAEH .
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StorageGRIDEHE A FAutoSupport:

StorageGRID AutoSupport

45 StorageGRIDF ), BEXLEStorageGRIDAY. ZHAB R FAFREARS, EEILL "B 2k
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MRk B FStorageGRID AutoSupport. MR EIEREBIREBET—FEE, IEEESiER
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Active 1Q B—R2ET=EFHIE, FA NetApp BRENFUNMEDAMARXES, HFEXLITE, Tk
Lik, MCHIESH BRI BIEERBREZRBHETRA, MTRERRSITRAHRSRSTA

o

INREENetApp ZHFuh= EEMActive IQE SR THEE. MZE FAAutoSupport,
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AutoSupportiFEHEENER

AutoSupportB B8 & LI FXMLIHFFH(E B,
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AutoSupport. XML
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AutoSupport/F5| S+
ttAutoSupportf B 15+
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AutoSupport £ &+
fZIXURI
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AutoSupportiil & X4 Z+
4 R At jE]+
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AutoSupportfi#[E4a A/ \+
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Technical Support
Chassis serial number: 031517000693
& NetApp My Support ('

. . US/Canada 888.463.8277
Support Resources Diagnostics AutoSupport Other Contacts

AutoSupport operations AutoSupport status: Enabled @

Enable/Disable AutoSupport Features
AutoSupport proactively monitors the health of your storage array and automatically sends support data ("dispatches”) to the

support team.

Configure AutoSupport Delivery Method
Connect to the support team via HTTPS, HTTP or Mail (SMTP) server delivery methods.

Schedule AutoSupport Dispatches
AutoSupport dispatches are sent daily at 03:06 PM UTC and weekly at 07:39 AM UTC on Thursday.

Send AutoSupport Dispatch
Automatically sends the support team a dispatch to troubleshoot system issues without waiting for periodic dispatches.

View AutoSupport Log
The AutoSupport log provides information about status, dispatch history, and errors encountered during delivery of
AutoSupport dispatches.

Enable AutoSupport Maintenance Window
Enable AutoSupport Maintenance window to allow maintenance activities to be performed on the storage array without
generating support cases.

Disable AutoSupport Maintenance Window

Disable AutoSupport Maintenance window to allow the storage array to generate support cases on component failures and
other destructive actions.
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Configure AutoSupport Delivery Method 4

Select AutoSupport dispatch delivery method...

® HTTPS
HTTP
Email

HTTPS delivery settings Show destination address

Connect to support team...
Directly @

F via Proxy server @ |

Host address 0

‘ tunnel-host l

Port number 0
‘ 10225 \

My proxy server requires authentication

via Proxy auto-configuration script (PAC) Q

Save Test Configuration Cancel
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TCEREFRITE R BURERF. 7 11%%0*EIT;Zﬁ%ﬁ.ﬁ“qﬂﬁﬁﬁﬁﬁiﬂﬁﬁ%%J:E’JEﬁﬂ%iIEﬂﬂﬁHEFS(T%%UE (2
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TB)o

TCEHERYSSFR TR == 18]
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MRIFRDEF TIHGetObjectiBEREREFHIME; FHIa0. M50 GBELEXRIREX10 MBEYEEEMER T,
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-y DC1-51 -y DC1-51
-4y DC1-52 |_1$_|-‘ DC1-52
-y DC1-53 -y DC1-53
-4y DC1-54 fi-dh DC1-54
- DCT1-GW1 - DC1-GWA
-4 Data Center 2 -4 Data Center 2

BEE, BEHEMEERANBIET S &%,
FeEEZE P imihin
ERENFSHIRRE A1

EETNTABIHEZEERS (Audit Management System AMS) AR5 11)5)?7%?*31‘25’9%
%$#E§ﬂTLL$H%;WﬂmEUY#¢,ﬁK#AT EERNEIES N EET R
EFIO EE*%;E%%QEHF%jj/\ /\?O

() XINFSHZHERM. BERRIARHIL,

BihREZAE. ERUREFEFPIHENNFSEEZEZNHEANR, &, SR ERIMIARFZASRSEE"

StorageGRID A= EABEWIAKD EERHEZEEEANBSXHZAERXEHRE, HEZ—HERSH
HEBA, EE| AMS AR5 s ARa Rz PURSHIAN E#TIERAL, BXFAESR, B2 "EEHZAE

FiaZ Al
* {83848 pPasswords. txt EAroot/adminZr3HI {4,
* 1% Configuration. txt XFFEMRERFEFRM),
* BHIZEPIRIETERERA NFS fR4s 3 (NFSv3) o

KFIES
Xt StorageGRID HEFREMPHERFZHENES M EET RRITIIRESE
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T8
1. R ETEENR:
a. MALIT&<: ssh admin@primary Admin Node IP
b. BNRFIHES Passwords . txt X
C. AU Ta<tI#EIroot: su -
d. AP FIERIZERS Passwords. txt X

HUrootAP BMMERGE. RTFFEMEN $ to 4o
2. WA ERRS RSN IEREIETHRERIE. BN ... storagegrid-status
WMREAARS ARIIA"EEEIT"H"BIIE". BARN. ARBHE,

3. REFERLTT. ¥ *o Ctrl+*,
4. BN NFS ECELA#ERF. WA ... config nfs.rb

add-audit-share add-ip-to-share validate-config

enable-disable-share remove-ip-from-share refresh-config

help
exit

5 FMNEZEFEF . add-audit-share
a. BIRREY, MABEREPIRNEZEZIPHIEEEIPHISERE: client IP address
b. HIMRRET, 2 *HA "o

6. MRAFZNEZEFPHIFRIEZER. ERMEMAFPMNIPHILL: add-ip-to-share
a. MNEZHZENRS: audit share number
b. HIUR RS, WANFRE BN EZLZIPHIULSIPHUSERE: client IP address
C. HIIRREY, & * AN * o

LB 27~ NFS ECESERRER

d. WERGRHEEZEENEME N HEZE P
7. (FN) WIEEHECE.

a. MALITFAZ: validate-config

E
el
)
o)
[
|_H
il
3

BRI EH BRX RS

b. HIMRTES, & * Ao

276



LB 2R NFS BLE S FER.

C. XFINFSECESLAER: exit
8. MERTHMEHMIL S BAHEZEE,
° Y02 StorageGRID HERENER, BRET—To
° YN StorageGRID B CIFEHMME SN EET S, FREFEEAXLEHEZHER:
L REERISNEET R
A BIANLUF®H?: ssh admin@grid node IP
B. AP FIEMED Passwords . txt X
C. WA T <R Eroot: su -
D. SNFFIHAIZRS Passwords . txt X
i. B8 FRSBRHEIWMEERET RRREFRHEER,
iii. XHFNIEFELZ S Shell ERENEREET . BN ... exit
9. M#n<$ShellFiEHH: exit
NFS EZE P RIEE IP bR G W R E ZRIHRIRIR, B REH NFS Bz P iRkY IP kRN E)
HEPRMEZE P IHERTHEZEZNHBNER, HEEIRERINE HZE P iR P ik kRiiRizE P

o
¥ NFS BHiZE P imAINE EiZt

NFS Bi#ZE FimfiRIEE IP MRS MEZHZRFENIR, @R NFS HiZEFin
1 1P MR INEI RS, SRR SR RS T A R

"NI]}

() uNFSHZRERR. BERREATHE

FroaZ #i
* 1838 passwords. txt EHroot/admintk A Z3HISH-
* &8 configuration. txt XHEFFERERHFEFRME),
HIZE P IRIEEER NFS itz 3 (NFSv3)
TB
BRIFEETSA:
a. WALITF#<: ssh admin@primary Admin Node IP
b. BT HIEAES Passwords . txt XM
C. WA Ta<tI#EIroot: su -
d. MAPFIHAIZ Passwords . txt X

Lroot AR B ERE. IRAFTEMER S to #
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2.

10.

278

[BEINFSECESLAEF: config nfs.rb

add-audit-share add-ip-to-share validate-config

enable-disable-share remove—-ip-from-share refresh-config
help

exit

. BN ... add-ip-to-share

IR EREEET R EEAN NFS ERHETIR, ERHZEFIHAN: /var/local/log

MNEZEZNRS: audit share number

HIEREY . WABEZE IR EZEZ P IPHIESERE client IP address

LY, BfRE P R ARINEEZEE R,

- HIMRTRES, RNt

LB 27 NFS BCE SERER

HRARMEEZHEZFRNE N EREFHRES LRPE,
(AT IIEEVACE . validate-config

IR EH B RXERS.
a. HIFERET, & AN *o
IR £ NFS BCESERRERF

XHFINFSECESLAHTZRF: exit
YR StorageGRID ZEEE MR, BREF—F,

BN, WNR StorageGRID HBEIFHMILANEET R, WALRESEEEBAXLHZHER:

a. IEERILSHNEET S
i BN F®%: ssh admin@grid node IP
i. FAPFIEHIZER Passwords . txt X
iil. 3 NLA T ap<L S lroot: su -
V. SNPFILRIZERS Passwords. txt X
b. B8 PRSP BAGNEETREEHZHEE,



C. XHIIZIEL2Shel BREITIZEET R exit
1. MEn<ShellFiEH: exit
30IE NFS BIZERk

FCERZHEZHARINNFS FixE A, BrUEREREREEEHRIEXEXHES
A MEEZHEZETIE,

() xNFSHRRERR. BERREATHE

p

1. ERRE AMS BRSNEBTRNEF R IP #iiIEERE (XEFBRANERE) . M ... ping
IP address

KIEARSS SRR BN, FETIERE.
2. ERERTEARRERAGNGSEHBERRIBEHE, FlI0. Linuxas LR (—TTEN):
mount -t nfs -o hard,intr Admin Node IP address:/var/local/log myAudit

EREE AMS IRSHVEET R IP it IR BEZRSENTIEXHERM, HH AR UEE P mERERER
BB, myaudit EE—PESH),

3. WIFXEXHEBERAIMEZLEZIAE, WA ... 1s myAudit /*

Hep: myaudit REZHENEHR. NEDTH—TEEXM

MERZIEZHRIER NFS HIZE P iR

NFS BEZEPIHERERER IP RSN EREZIHRINER. &n] U@ HFRINE Eiz
FFUmAY 1P stk SR BR I 2 o
PR, =P

* f&38A passwords. txt EBroot/adminti 58935,

* f&38A configuration. txt XH(EMENRHEHIEM).

S‘E:FJH:Eﬂz

TERBRAVFR R R ZNRE— 1 IPHL,
p
1. BRI FEETS:

a. MAUTF#%: ssh admin@primary Admin Node IP
b. HNFRFIHEEY Passwords . txt XM

C. AL T etk Hroot: su -

d. BMANPFILRIZER Passwords. txt X
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HUrootAP BIERE. RTFFRHEMEN $ to 4o

2. BEINFSECELFA2R. config nfs.rb

| add-audit-share | add-ip-to-share validate-config |

| enable-disable-share | remove-ip-from-share refresh-config

|
help |
exit |

3. MERZHEZHMPRIPHILL: remove-ip-from-share
HEBPR BmAkS5 28 EECERBEZHZNRSTIR, BHRHEZEFILHA: /var/local/log
4. MANSHEZHEENNIEF . audit share number
LB R AR ERAER IP #iIRRES 5K,
S. B NS ZMIBRAY IP it 3t N AIEF
RS EREZER, FETBAVERALL IP MUtREAEZE P iRH TR,
6. HIURTES, & BN "o
LB 27~ NFS BCE SERERF

7. RAINFSECELARRF: exit

8. YNRIEHY StorageGRID FENSHEPLILREE, MEAMES EEESEETR, BREFTEERAXLE
HZHEE!

a. mIEF RIS MEANEETR:
i N TF®%: ssh admin@grid node IP
ii. 3NFBYIHAIZEED Passwords . txt X1
iil. SN arS IS lroot: su -
V. SNFFIHAIZERD Passwords . txt XfF
b. B8 FPRFBABITHMEET AR EHFZHER,
C. XAIZIERLShelBFRITIZEET A exit

9. Mes<ShelliEsH: exit
FE NFS BHIZE IR IP bk

INRFBEEN NFS BHIZZFFURHY (P ik, FRMIUTIE,
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p

1. @A NFS BEZEZ R0 P ik,
2. MIFRERSS 1P Hitit,

BXER

* "} NFS BiZE P im N2 i ="
* "MEZHZFRMIER NFS BHizEF "

EEAETR

Bt S3 API AR =

AT LA T SRR B N E1EEIE R Amazon Web Services (AWS ) Z¢a[&d S3 API
&% % StorageGRID 2FANERIEMAR S,

O

MART RIHFEFA. BERKMRAFRER, @I S3 AP R M T 25 chEI5MR3
BEEFERAER ILM ZFEEFIE, ErREHEZINEE,

Cloud Tiering—Simple Storage Service (S3)EIMMEFH, NREHFIEEFERAEFLIETRYI
EPR. "BERIBE=EFHEL .

ItE5h. fEEN MStorageGRID 11.75E R R A RERNILMARBR R HIFRIIE T = MIEREFAETEYT
BT R LR RBIEFE R ROAR. BFSR ERILMANFIILMEEE"

FCE S3 API FUIEIEIRE

NREfEMA S3 HMOEETIET R, NHFEE S3API BEEIRE, FEEXEREY
Al, BATITESHNERIEEFERGHITERS, Fik, ARC-Service FRIFEEERRS.

O

Faz Al

MART R EFA. BERKMRAEFRER. @I S3 AP R MIIET 25 thEI5MER3
BEFHEARER ILM ZEEHFIRA, ErRHES 6.

Cloud Tiering—Simple Storage Service (S3)EIMMEFH., WNREHFIEEFERAEFILIETRYI
EHR. "BERIBI=EFHL .

ItLobh. fEE R M StorageGRID 1.7 E R hRZASH BV EEHILMSEEE P RIBR)FIE T . MIBRTERETEYT
BT A AR BIEE E BRI LR, FEN ERILMANIFIILMEEEE",

* WEERE RIS EIES "0 Web 528"

* BEIE "HEINRINR"

* BEEEMIEEFHEAS LRIREFED R
c WEESBRTAT—IMNAIETR. HtIET RSB N AEFRTREERE.
° D ERBENERN MU EEFENAIX I,
° MNEFED RECEPEFRAITH,
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s EEENEROE, HERAPBAIVNTFSHZET 45GB (4, 831, 838, 208 FT) . WNR{HEA S3

ERSMNERIINETFAE R SE, HBTUL(ERY S3 AP IERKERK,

p
T38F > XF > TH > Wk~

2.
3.

282

PR AT R Y > *AREY > * BT o
EECEE > E

Overview Alarms Reports | Configuration '||

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (33) ~|

Cloud Tiering (53) Account

Bucket Mame name
Region Virginia or Pacific Morthwest (us-east-1) LI
Endpoint hitps:10.10.10.123:8082 M Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssases

Storage Class Standard (Default) LI

Apply Changes .

- MERERTHIIRPIER * =HE - B8EFHERS (S3) *o

() RemszEixmE, BERELTR,

RE=DE (83) KA, AT RRBEET R ERRIXE S3 NERIMNEIEEFERS
HTE ENAZHFEREEARAS BRN. TENAT JEFEESINFR.

o *HBEC * 1 ANTEERR ¢ fEF AWS* BYEI A, RIS TR iE D BRI IIILED,

o * e * 0 * [ AWS* . ¥F Amazon Web Services (AWS) , F%EE * EH AWS* ., ARG, R4E
KRB " BB M " X " BB * wR Y EFES URL . Bl0:

https://bucket.region.amazonaws.com

XTFIEAWS BiR, WAREFMEDBRNASRN URL, BEKOS, F40:



https://system.com:1080

c IR B MWL . BIABR TATERRS. MRIMPIIEFERFHINEAE. WA LUERIEEEE
A BARIMED IR B R RV R SSLIEBAM EAN R IIE. d12RStorageGRID RAHIS—1 L2 B
AIEFERE. AERREE 7 ARSRIEH. WA BURFHER IS FEE,

o *IFMER L EECANE (BUN) C EREMEE. NAZTERCIRIINSIERE * BFER Y. * TR
D * AT R RERAS, FRMERTSE. ﬂﬂ%ﬁh'}ﬂ&lfﬁ%%ﬁkm StorageGRID RHERISF—EHI, M0
REBTAGKLHANNRIMER TR, W * FiE3E * BIEHEBRAL LEN ZTREIZRH
EI—]EBIJjgyyo

6. %R * WAEEK * o
ASBEWIHEEMEBISEFIFEEN AT StorageGRID 2%, WAIEERE. T:A2BEXETR.

EER S3 API RUiEEIRE

RIIET RECE @Y S3 AP ERFSMBIEEFRRAR, MREZRLELN, &AL
B EIRE,

2 PA

* ERERBEREIMAL SIS SN Web 4

* EEHE IR

XFIAES

YNSREEEL Cloud Tiering (S3) A, MHTHHRAF AREENFEDERERE/ GipRNR, SEkaTH
T RAFEDRENBIFTE TR,

p

138 * 285>~ TR * > * RgHih*,

2. 5% TR >, ARR* > Bin,
S EFErERE > E
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Overview Alarms Reports

| Configuration ‘\

Wain Alarms

Configuration: ARC (98-127) - Target

Updated: 2015-09-24 15:48:22 PDT

Target Type Cloud Tiering - Simple Storage Service (53) LI
Cloud Tiering ($3) Account

Bucket Mame name

Region Virginia or Pacific Morthwest (us-east-1) LI
Endpoint https:410.10.10.123:8082 ™ Use AWS
Endpoint Authentication r

Access Key ABCD123EFG45AB

Secret Access Key ssssee

Storage Class Standard (Default) LI

4. IRIEREEIIKFER.

Apply Changes .

SNREBOATFAEE, NN RBIRFSHFMEEL—ERFE. BN, AENRNHEFEEFERET,

() wHEsBREH. REMBAERANSE, TETR,

. W MAE

&4 Cloud Tiering Service X7

&I LUEE B 2R Cloud Tiering ARSS FVIRSRITH) AR T X038

Uﬂ*éﬁﬁ%%»bﬁ’]b’-ﬁﬁg )
Faazai

BRAFEREREIPEEIERSS "STHHY Web %S

* BERE "HEIHENR"
* B E AT R

KXFUIAES

S3 API ]

I 4F Cloud Tiering BRSSREERN * BEREAIRE *, AJUBRBMEIIET _B.

p

T3 XF > TR > * W~
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2. JEFE, A”TR _*>*s ARR,
S FE B> X",

Overview Alarms Reports | Configuration ‘-1

Main Alarms
Configuration: ARC (98-127) - ARC
Updated: 2015-08-24 17:18:29 FOT
ARC State | Online LI
Cloud Tiering Service State | Read-Write Enabled ;I

4. B8FE * mRERRSRE * o
o. W * NAEN * .

EE S3 AP| EHIZMEMEHREITER

Apply Changes *

NRNIETI B S3 AP EREIRFERS, WA UEEFERIEITEL, itHReTA

TiEFR ARVF (7?11%351[‘5) E £i8
a2 Al

* ERERBREIMALEIRE S Web %
* BEHRE HEIREAUR
SR
1MERR - > TR > PG .
2 #ERR T JIETE > %o ARR > IEE s
3 ERE > X

Overview Alarms Reports | Configuration \I

Wain Alarms

5 Configuration: ARC (98-127) - Store

Updated: 2015-09-29 17:54:42 PDT

Reset Store Failure Count -

4. 38F - EEFHRIEITE
o. W * NHEN *

Apply Changes .
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FESERMEEENT,

BXRM Cloud Tiering - S3 T I =TFi#EM

NREHFEEER =0 E- B REMHEIRSS (S3) RN REIED EEIS3FED R, NN
BRRIZBETEFMEL. SFERRME T —MAIT B/, AR StorageGRID R4H
BIFRBFIETI <o

Faazal
* BRERERIIMNREIELS "2 Web 528"
* BERE "HEIBER"
* MER W RIFFETE N Cloud Tiering BBER S3 ZE 57 ELH.

() EBMKMEZE, FHALCH Netapp BARE, TRHEBEMELRE.

KXFIES
MNILM BERE, cEENSEFEBEMN, BE, RAFMENE S StorageGRID AAFMEET REAIET R
, BEREFENES—1IMNE S3 FED Ko

TERXIRM Cloud Tiering - S3 TR EI=EEMZFl, HINAcLIE S3 FHEDER, A/G7E StorageGRID HEI|E =
FiEt, AR, EoIUSIE— Y ILM 5RE8, HIERTFEM# Cloud Tiering S EXRFPXTREY ILM MM RATE
Cloud Storage Pool F#ZfEMERIXI REIZEFE ILM 1T,

UK RIFEERAPAEANEY, X LeT R ABI AT AP 47EStorageGRID . MIREHHIFBT
()  =5E0 MANEREAFRRERREEESMIE, BERRENERTITETS, B
BEKLIEE, NRBEHITITS, NATORIHN, RGN,

p
1. IR fF i,

NETFERERIRN S3 FHOR, UHRAENESHEaFENEENEUE.

2. IEEMILMERBE P B BEEFREER R D RPHIAERRN REERILMIAN,
3. wefg bR,

4. ERMERNANG, BREMLEERXVHINEFMEM,

O. {RIFSEFERTALM,

6. IR AV RS,

7. BRI ABUEHTERER

OB R AT ILM &S, WRIFEMA Cloud Tiering BLER S3 17 E&F55h%I A Cloud Storage
Pool BEcE R S3 7. M LHNFTATEIAZ M, BNRBEESHFE G, XLERKRIEM Cloud
Tiering 53 EX P B

HXER
“EH LM BIER"
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T TSM B I B G

&R LU YIRS T S EZE A9 LA Tivoli Storage Manager (TSM) RS2 HNBEIE, 1ZARSE80]
IRHEZiEIEN, BTRENRMEEENCRIIMEYN SRR A 0EFEIRS, SR EE,

It T =AY ARC ARS5 7528 TSM ARS583RY Fim, f£F Tivoli Storage Manager 1953t E R TR SR
&8s

MART R EFA. BERKMRAFRER. @I S3 AP XN R M T Ri5thEI5MR3
BEFERARER ILM FEHFEA, ErRHES 6.

@ Cloud Tiering—Simple Storage Service (S3)EMEFH. MNREHFIEEFBEELIEMAY)T
EPR. "BERIBI=EFHEL .

ItEobh. fEE R M StorageGRID 1.7 E R hRZASH BV ESHILMSEEE P RIBR IS T . MIBRTERETEYT
BT R B REES SRR AR, BEER ERILMILNFILMEEES",

TSM EIE

TSM FRiEl4EXERLEMIE T TSM's FHMIHIRIEN TIERIE, AT TSM RSN BHRETIEEM
M, tbZEFM MR F StorageGRID R4HY ILM HKRE&IETT, FHEMIMFTE StorageGRID RANERK, BIFTRK
AFE, FHEBAAHFIETREER, TAED RN REIBELEES TSM RS28E, KR TSM EdERAF
REBFIN, FEREXREIBEMEE TSM RS 23 EIENE T

AT RN REIZE] TSM RSS8E/5, TSM ARS2FGER TSM EERNMALURMVENREMN, FIg0, 15
IRNBIEESENHINSR (AIERBHMBIERENIRINAR) TUSNAREFSE (WALTRARENEERS)
AElo

FEES TSM HhialfFayiEsE

EF IR T = AEFE S Tivoli Storage Manager (TSM)HR a4 #1TIBE. EHAMLE B 2T
Bo
FeaZ B
s IS EREREIMREIERE "STHHAY Web 525"
s IREWE "FEIH IR
XFIES
AEREXEISEZH], AT TLES Tivoli Storage Manager #1Ti8{5, EItb, It ARC-Service &b FEEE
IR
PIE
1R3> THE > MEEH .
2. R ARTS >, ARR*>* BiR*,
3 EREE > E ",
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6.

288

Overview Alarms Reports | Configuration |"|

Kain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

Mode Mame ARC-USER

User Name arc-user

Password seasse

Management Class sg-mgmitclass

Mumber of Sessions 2

Maximum Fetrieve Sessions 1

Maximum Store Sessions 1

Apply Changes *

M * BAREE * FHIFIRS, %% * Tivoli Storage Manager (TSM) *,
F+F * Tivoli Storage Manager State* , IFEHE * Bl * LABALEM TSM HRial4 RS 288 H1THRR,

FHABRT, Tivoli Storage Manager IKSIRE N, XEKE)IMTI REEBM TSM HiE/4IRS /IR
PUE 5 €58

HELTMER:
o * RSS2 IP HEMNE * : IEEATULL ART BRSH TSM HRialfhARSS 2317 IP ol L REHZ . FAIN
IP #1319 127.0.0.1 -
° *BRS5ERImO ¢ ¢ $ERELL ARE RS RIEZEIN TSM HRialffAiRSS 88 LMIROS, BAIAER 1500 6
CFWRB L HEEIRTRIER. EBIRRNTE TSM iEIHIRS 2 MR (arc - user) o

c* AR ¢ IEENAREFTOLRSATFERE TSM RSBHAF R, BARPIRT SISENEIARAR
% (arc-user) KEERF,

° * D L IEERATERE TSM RS BN AEF RS R,

o * EEE . BEERNRIREE StorageGRID RARYARISE BRI TSM FiElHARSS 28 ERE X
EE EEXNBFERANIAEES.
* RIEE L HERE TSM FRElIHARSS 28 L E AT AT REVE IR SRE, AT REENAEMEH
REZUE—IRIE, FARIIBRLVERE (DFED) o

BT EE RN S M TR T S8 MAXNUMMP (R AEHSH) SEMEMER. (E
register Sn ¥, WMRKIGEEMEE, NFEAR MAXNUMMP BIAMER 1, )



Lok, EFERITE TSM ARSS 2889 MaxSessions EENANZEL S5 HIZNAEFRZIEENRIEHIERD
#F, TSM IRs528 LAY MaxSessions ZRIAES 25

*RANRZIEY | EENBANARERERINARS N TSM REHIRS ST A UBRITRRIZENEAS

B, EARZHBERT, ESNEATBRRERATFERIEN. IRFEHRZE—MHEHIREIEEHTT

FHNNER, BREE—IFTIIEHNE.
*BRAFERIEN ¢ | EEFESNARFFOMRSFTAE TSM RiEfHARSS S5 TIIIRIFRERARFH R

RIEH.

IHENIZE N 1, BERAIREFERASHERERITRRERIN BILEIREANSRIERAMERIEH
17*4%0

7. MAE .

IS TSM FREIHFIEM AT R

&R LU BL B 3T m I IE R LZERES Tivoli Server Manager (TSM) BYY3RT
SBYM4RE,
FreG 2 i

s BB FEREFRDIMREIESE "I Web 35

* MERE FEIRIRINIR

KFIAES

BE, I RA TSM FiElfHARSSBITHANH R ZIERZIRE N TSM ARS8 % A T3 T oV H RS
Ho —HEHEESES LN, MERKTRDBIELNE, B2, NIRENTIETREIRNERFHET RN
AT RURIFRNETT, WALBIREANRRIIEHIKENSHAEBHRERMAL TSM Ar55281E6E. X
¥, FrARDSEEEIUENATOR, NREA, XERNBHIRZE— MBI LUATEFHE.
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*ERE*>*E",
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5.

Overview Alarms

Reports

| Configuration |"|

Kain Alarms

Configuration: ARC (DC1-ARC1-98-165) - Target

Updated: 2015-09-28 09:55:38 PDT

Target Type Tivoli Storage Manager (TSM) |
Tivali Storage Manager State Online LI
Target (TSM) Account

Server IP or Hostname 10.10.10.123

Server Port 1500

MNode Name ARC-USER

User Name arc-user

Password [ ITTT ]

Management Class
Mumber of Sessions
Maximum Retrieve Sessions

Maximum Store Sessions

PR BN o

ECE TSM BYYIHIRZSH 12428

SRS AEEE TSM CRIEFEIRSS 38, TURTLUB ST BV ASTE RS R B B
Al EEA RIS SEREN R, BB B XSRS
I8
Faaz el
* BREAERIIMREIERS "S2158Y Web 528"

* BERE "HEIHER"

TR
TR * 28 > TR * > g«
2. % IR _*>*. ARR*>*FfE,

3.
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Apply Changes *



Overview Alarms Reports | Configuration ‘H‘

Main Alarms

5 Configuration: ARC (DC1-ARC1-98-165) - Store

Updated: 2015-08-22 17:10:12 PDT

Store State | online LI
Archive Store Disabled on Startup -
Reset Store Failure Count r

Apply Changes .

4. IRIEFEEMUATIRE:
© FHERES: BAMRRKSIREN:
* B AT RE R TAEREFMERIREFER RN REE,
* B IET R AR AT REFMERN N REELIER ) IEEFE RS

© BHIRZRFHNEME. KRG, ERMESNEAREFEFEAMPSRIFIRIRTS. BTRHARBABERIETFE
RomEiE. SEMAREERARTEEZRNAN, WINEIFEEER.

° Reset Store Failure Count : EEFMEMIEITEER. LIEMAIHEF B ARVF (TFEH0E) Z4Rko
S ER * NAEN .

BXES
"f£ TSM fRS R EI R ENEEAETR"

£ TSM RS EXE R ENERFET R

L TSM #dBZED TSM AR 23 SR AN RF &R A E IJ@%N, TSM fRSEZ 280518
HUFT S, ATLUEE Eoh%1E TSM BRSS 28 B 6o X FiE)
Frea > Bl

© EREERE ST AR SIERE SN Web JI4

s IBEBWE "HEIHRNR"

XFIAES

£ TSM RSB BFLEZHASGE, |IET R RBRSEZ 2EHE] TSM IRSBHIMNKEE. TERERES
ATSMERSS 2B EEIIN L. MREEXMER, FAER.

PELIENV AREFRIFARSS M TSM RS BLRIERNE

AT BALELE ARC-Service ] TSM RSZ2BBAXEZAE, EA]LUEIFETIRB * ARC/ * AR, MMmEH *
T70E * BN LHR(EP B EBBITIHLETE TSM ARSS B3R AILEIRAT & HE R,

p
TG > 255> TR * > * g
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2. %F D AR >, ARR > FfE,
S FE EE*> X",

Owerview Alamns | Reports I Configuration 'I,

Main Adarms

5__ Configuration: ARC (DC1-ARC1-98-165) - Store

Uipdeted: 2015-05-07 123507 POT

Stora State | Offline |
Archive Store Disabled on Startup C
Reset Store Faillure Count [

4. )ly*ﬁﬁ'%'{klb\ EE&% Offlineo
S. ##E * B E 2RI EFE .
6. EHF * MAER "
gNR TSM REHARIRE, BERABTRIZENRE
NRBEAR TSM REIHARSHERFIEFE, MWEl LT _# TR, EENRITRER,

g
13T > XF > TR > * WgHh * .
2. D AMTR _>*. ARR* > BIR
S EFErERE > E
4. BRAVRSIEHEN NS SIERPTHHH L SIELHEE.
O BRAFHIIEHENNO.

()  wmREESENRE, WERSRAZHSSRENY 0, FRORERSIE
6. 3%Et% * MAEN * .
BT AR E

EAIUEE IS T RN RIGE, FIRDIRENBENESE, HEEENXKERIERRY
3&'1511-3?&0

FFeaz Bl
s IS ERAEREIMREIERE "SI 1H00 Web 315
* BEHE "FEIARNE".

p
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13T > XF > TR > * W~
2. JEER * IRTIR > Y ARC/ IR Y
S EFEERE > E

Overview Alarms ) Reports i Configuration |

B_ i} Configuration: ARC (DC1-ARC1-88-165) - Retrieve

Updstad: 20150507 12:24:45 POT

Retreve Stale iDnrma
Reset Request Failure Count |
Reset Verification Failure Count []

Appty Changes I

4. IRIEFREBUATIRE:
c FRERE Y RAMKRSIREN:
* Bl AR R AT AT NI RIS SRR REUE.
* AL RIS SR A A TR R R R,

° %Eiﬁ*?&ﬂﬁi‘l‘%&: PRI EEER BEIBERKM IR, WIRTMATAFER ARRF  (IERKK) &

o BRIGIFRMITE: EHRIEFIEEEN RN REGEMNIOIIR I8, HRIER] BT 5K
ARRV (BRIELRM) ZiR,

5. iR * MAEN "o

RRE IS

ERAILNIET REESTIREAZRBANENHLESR], HEEENKRKERRERIVEIE

EAC

Fria 8

* ERERE R SRS "S5 Web 488"
© EEHRE IR

S

1 3$% 9 0> TR > * WA .

2 #ERE T JITAR > . ARRT > EH

3 BB > E

4. RIEFZ2EBIUATIRE:

o * BENGEHKBOTER * | EFITPIEENGERRMHIHESR. MRFAIBTER RIRF (NEE
il - KB EiRo
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o * BEEHIEEHRMITE | ERNTAIEE HISERIKWAIITEER. HIR(ERTAT/ARR RORF  (Hiuh
Bl - KK Bk

o * BANEER * 1 EFRUTAELEHPSIRNR S B diETRAANEER. EIEFERIFRERTER
Ko

BRANEEHE. AILUMARCIRSHEERENREIE. UEEHE|StorageGRID RFFHRIEMME. B
MEMRZUEFTHREHZILARCRS. It - RS HRi%

© ZRAMIAER]: P EEERI L ESUNEUEED R B2 R R IEE I (BFEHTTPRRNAETIER).
FE R R EREREREFIRS.

ZHHILESIE. FTLUERNREBEBEFZILLARCARS LUK EILMAN., {BT:% MARCERS BRI REUE
LIE #FStorageGRID RV EMNIE, Itk ARC ARSS A write - only o

o. WEFE * MAE
NAETRIREBEXER

B9 ARQL #1 ARLRL BIEZZ BEXER, ATHEAET R NIEEFERSEREY
KEIENREME,

* ARQL : FHRTHKE, MIFEEFERSPRRNKREEN IR E (U AER)
* ARRL : FIERIER, VT R NAREFERFAREZNREEPIFNTIE (R AR

XEBMENAHERENRTIREFERASRNRENERAR. #EECARC/* "R > "R > FE*, )
MIBERBHIKENEURTATFRRIERNSIERLCHERE R,

EpiTelE, BEIFETRINKREELR, UREESLREMATIKENE, A, 79 ARQL # ARLRL
SIBBENER, UWERLAREEITRRRMELAER, BENNHAE "EEERIZRRA)

£ FX Tivoli Storage Manager

AT RECEMIR(F

&8 StorageGRID RASK IR TR/EN—MIEREE, EZUE, WRETREAMZF
fi, FEIBELRILIAIR,

RN RE. RAZRIENStorageGRIDASIE X BIE 2 E e FHAER(ILM)MN. RKEIAEHZIFELFENL

B, 8EIIETR, IET RS TSM IRSB[OIFF K, TSM TP inEET StorageGRID MR EIRERE
AT R L, EMEAET RQETEEIN RBUESEWREINEZFREE TSM RS2, [IETRAIERHN
FIERTFE TSM RSB EFNREE, BASRITHRES, B2, MRVIEERFE, IET AU
E—1ESHME TSM RSB[R Z DRI

AT RN RBUERTFE] TSM RS588/5, TSM RSBFERAHREMRAR / RERBEREENREIE. &
TEXXERERE, FEHSIETRRERS. UMER, IETREREHNREELATRAEME, HE
DAL ] RYIETIRIA1P), FRAEYIAET R E MR

StorageGRID RZERY ILM M5 TSM AkS3 280 E s AHR / (REB R Z BB ERE, SMWNRFILIRILETT; B
B, TR TR StorageGRID £4eET, ERIUNEDE— TSM EIEE, IHEEXRKSWHREE—I
ZiEE] TSM fR5528, BB AERNERRDELARBINRER, ERILUF TSM RS SFECE NIFH REER
BERETRENEFE NS, HEREFENAAENIBHRERE, F, MRASEEEDHINE (BRRES,
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TREERATNVHEES) NAESNARSNARFHE (WATRBARENEERS) RE.

JIRT RAI LU SHBIEIIE R TSM ARS5285E0; EARFELT AN TSM ksS85, TSM IRSSFAIUSHME P in
ié, BRIIEE TSM RS BIANNESERATUHANH. TSM AALERES I T R A RRIARSS 88 5 E AL

AR EMAIETREENSANE— TSM kS8, B, REHFAETRE TSM RS[BEANRENHIES

B, ARNERLEE. S8MNAIETRRAEFRENERNKRBIENRIAEN, BNAERZ NI REEENS
NE— TSM fR$328. ERE—MERT, WTFHRBEENIRILTREIDR, XRPEIFHSLEERILE (TSM

ARS328) o

AT S RERTSMB D EFEEEIEHSM)A S,

FERESLE

A TSM IRSBHIA/NFNEHITECER, WA —ERERBERXMALE, UES)T
BT RECEER,

EfEE TSM RS SFHIMRH N EHITERER, NEERUTREE:
* BTFIRTRERNRREEFE TSM IRSBZAFIRENR, R TSM BUEEHITANEE, MR
EXES NI RBFENREIGIA.

* IRTRERGTER BN RERES NEHSHEMEI BN RS RVIER, Eit, TiemEmRaSahn
Bi, TSM BRSSBEMMECE—MHEEFMEL, BTHEFMEIET RRFRIEIE.

* WATECE TSM fREBEREE, LUERETEHN - WERYE, 1IETRAEZIFETOEN TSM REHRE, TRE
REEPFERA L TEIZE remin=0 # rever=0 (XRTFEEMNITIET KL RESHRFS, HFELZEHR
BOX) . B2, remin # rever BIXLE(E 2 AT IER,

ISR R TECE, WUEREIE TR A (BN, MM EHEE A NXTSTGPOOL ) . FeERHE
HAECE NEEMRIAS. HENFEXFE N ME NEBIRED. EE it AR A MAICOPYSTGPOOL), EXN
TR TS SERIEAREE QIR , 59 TSM ERSSSAIE B = Mt RRE b2 AT R
ARy R A,
SERRJART IR E

R EIRER, ARTRILAERIE!T,. 7 StorageGRID RIUKFEXRIRFE] TSM 314
TRZHE, TITeR TSM BRSSSENLEMNEE, HEEIRT RS TSM ARSS 28317
iS5,

7T/ TSM fRSB28LUES StorageGRID Z2FAHHYIET mEMAK, BREZFESE LT IBM X414

* " (IBM Bimig @Ik nhiE R REMA P ERE) "
* " ( IBM g & RKahizFRzSE) "

LRHHY TSM ARSS 28

EA LRI T R SHBVSILER TSM IRSHREMT—IE. MRBLEHL TSM RSS2
, 1EIRHR TSM S ARV PRTE R R %<,
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() TS TSMIRS BRI,

BLE TSM fR5588
AT BRI IR TSMERIE LR AR TSMARSS 28 YR B35 PR
TR BRR s S BRI T

* 1f TSM BRS3 28 EE X MEEFHEMMEEEFEL NRFE)
* AT RIRTFRVERIERE X 2/ TSM EIRRAVIREE, HEMT = AL R

XLERBBESE; EIIFREBNTSMXE. WAREREERTHERENTEMEEmMNIRE, NERELEN
JFHERF—EE TSM Server X5 TSM EIE R HEPE4FE AR A,

EX TSM B H R EFE1

JFET SRR ENEEFEL. ERABAIRINET, BACEREFHEULIERBBE
iR,

KXTFULES

3HF TSM BRS328, fEMAZMTE Tivoli Storage Manager HTE X Him 7 Al 1708, ENXHEME, QIE—
MNEEEFEEH DA, NREH TSM IRS[BEREE - 1765, WABER T,

BRMFTETSMIRS 2B LM S NP R, AR REeIZHHEE L. (EMSEPEIR—EHEENEL—
IzheEs. TEX MBRSSBEIELIR MRS R EIIREHERAIRRIR, ARNEMBENIRER, ) RIBIERAVENRE
MEEER, XESBRNFAESAIRIBAMAE. BXFAES, BSN TSM Xi.

UT—HRBREA T Ihdi2, HEE, RIEHEEKR, EHMLSARSBEMAE. BXEEFAESEMNNRA, 18
&0 TSM X1,

() EoREREBRERIRSS. HEMdsmadmc TEHITHTFH,

B
1. QIR T,

define library tapelibrary libtype=scsi

HA tapelibrary @ AMHEEENERZRUKRKIE Llibtype AIREREMEH ELEME,
2. EX MRS 2RI FERYBE 2o

define path servername tapelibrary srctype=server desttype=library device=1ib-
devicename

° servername il SMARSS 2B TR
° tapelibrary &7 X B9k FE R R

° ]ib-devicename ekt ERISERATR
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3. AREETE X IRThERo
define drive tapelibrary drivename
° drivename ;e B NGNS EHI AR
° tapelibrary @IETE X BIHLH FER TR

RIEEREHECE, EHRKTELE—1EZ M IREgE. (B, R TSM RS [/EEE—tF@Ea
A, M EERBEEENR RN, NERERFENSMRAEX —TREES. )

4. E X MBRS5 22 B1ETE X RUIRBhERATRE 120

define path servername drivename srctype=server desttype=drive
library=tapelibrary device=drive-dname

° drive-dname EIREhasVI&EZ A TR

° tapelibrary &€ XBEHEER IR
ERRIMIIN N EE XNENIRERES IR PR drivename M drive-dname BT IRENZR,
S. NIRTHERTE M I& &K,

define devclass DeviceClassName devtype=lto library=tapelibrary
format=tapetype

° DeviceClassName BIRE&ZEHIZFR

° lto miEtETIARSS 2R HVIRRNRR KA

° tapelibrary RIEE X MHEHESZ M

° tapetype esHZEEL; Flglultrium3
6. iFHEHS RINEIERE 2,

checkin libvolume tapelibrary
tapelibrary &€ X BT FE R TR,
7. B XML TFE D,

define stgpool SGWSTapePool DeviceClassName description=description
collocate=filespace maxscratch=XX

° SGWSTapePool E)AIET REVHHFMEMN R, ERLINHHEEFMENEREAET (RBEZAVMER
TSM BRS3 88 FUHABVEEZNE) o

° DeviceClassName sehbts RIS EIEZT,

° description efFEMNREER . FJLUERETSMIRSE2: EE/R query stgpool a3 ffla0: "
I SRR

° collocate=filespace 18E TSMARS 2N E—XHZEIFHIXRE NE M.
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° XX BU Tz —:
* MR ETHNTHEEERE (MRTIETRER—ER%ENNARER) -
* 53BC4A StorageGRID AAERAMHHEHRE (EHFMHEENBERT) -
8. 7L TSM fRs388 b, QURHAETFEM. 1 TSM IRSBHNEEEHIAH, WA

define stgpool SGWSDiskPool disk description=description
maxsize=maximum file size nextstgpool=SGWSTapePool highmig=percent high
lowmig=percent low

° SGWSDiskPool E)AMTI RRVHE AR M, TR UINMEFMEHEREAET (REZBIRMER
TSM FRERRVIEELYTE) o

° description efFEMNREER . AJLUFERETSMIRSE2: EE/R query stgpool a3 a0, "
IR REVMEER TE A

° maximum file size BHIFATFIHA/NNNRERS NS, MAREFEMEE LT, BIUKE

maximum file size E10 GB,

° nextstgpool=SGWSTapePool M FM#EMS|FHNVIETI mE X HFi#E M,

° percent high REMBEMFIGRERNE T EEHMITAIE, BIIKE percent high ZE/0.
DAL B sagdEErs
° percent low REFILTBRNMHEMIE, BIUEE percent low RENOLUBRIERR M,
9. £ TSM BRS58: £, BIB— IS MEESHRBHE D RLHE .

define volume SGWSDiskPool volume name formatsize=size

° SGWSDiskPool B MEZFR,

° volume name BBGFIEENTEEREFEBIMW. /var/local/arc/stage6.dsm). LUEE NEEEHM
AR, UENEREHHT &S,

° size RHABREHIA/N. LIMBAEIL,

fflgn, BOIE—NMEEE, EHEAMNABTER—METE, BERTENEEN 200 GB BFHFA/IMER
&79200, 000,

B2, AJRFEEESIMRIAKNNEES, EN TSM RSS20 U MEEMPNENEE NEIE. fia
» SNREEHEA/NA 250 GB , 1BEIR 25 MRS, S TMENANR10GB (10000) o

TSM RSB =EBRFPAMBEMADECTE, HRFAIEFE—RIEZETM (T 200 GB MEE,
FE=NZH) o
EXIARBEFEMT R

BEBZANETET R R/RFNEIEEX —MER TSM EIEELAVHEREE, AREMR—TTR
LAfE A It 35 SR B

@ W%R Tivoli Storage Manager (TSM) HIET SMEFIRZSEHE, AT SH#HIERRER)
WAE. RIRBEE TSM IRSEE, UEARTRNEFHAR S / BiEKk AT H,
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ETSM IREZ#B EAMTRUERFIET S (IEFIUETR) B, HIEIEIMT Rts<SHIsE
MAXNUMMP S#RIEET ol TFENRENESRNE, ERRNHEEEE T oS INT ST IX
sheskVEhE, ATSMBRSS 28 EAIMAXNUMMPIEERV B E MM ZE /D5 R T S R*ARC>* B>l &*>*
F>BAEFESIEHISENEER, EEEN0H1. AANANT AR T REFERIE.

79 TSM BRE 231K E R MaxSessions EATFIEHIFFE R R imN EERF A [E TSM IRZBFHTANRARIEH. &
TSM _E35ERY MaxSessions EA4AE /D SEMEEIRSZP A AT RISEN *ARC* > *Bif*>*EEE *>* F
* > EW - NEAR, IETRSRNAS M EEARZE—IRIE, HBIIMIELE (<5) M8k

PECA)AIRET S TSMT SEAEEXIHFE tsm-domaine o tsm-domain EEERR 2 1T E" 18 5K AUE AR
&, EBEBEANBNEH. FHi5)IR4BIR&E AStorageGRIDR I TESEM (SGWSDiskPool) o

(D) EoRERERURERE TSM RS, 3R dsmade TARAISEMER,

B H BRI ERES

i@f‘\?ﬁﬁUE—ﬁ\iﬁ%Eﬁ, PARRHEEUE, UEE TSM iRSSFURFMNITIET R RIXRIE
Eo

pA
1. BRI SRR,

copy domain standard tsm-domain
2. MR ERMBEEEE. BRAUTREZ—:
define policyset tsm-domain standard
define mgmtclass tsm-domain standard default
default EEPENFINEES,
3. BIE— P EIARBIMENHNFE L, E—1TFRA:

define copygroup tsm-domain standard default type=archive
destination=SGWSDiskPool retinit=event retmin=0 retver=0

default B)IETRAEIAEIER, AIE retinit, retmin, M retver EEFUILETLUR BRI T =
R fERNERETH

@ B/ E retinit to retinit=create, IE{FIRE ... retinit=create FHIEYARSTI Al
BRNA. BAREESEATMTSMIRSSEFHIBRRS.

4. BEBEEDERARIAE,
assign defmgmtclass tsm-domain standard default
S. RBIERBRERIGE FER.

activate policyset tsm-domain standard
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ZB&EE Nactivatean LB IIBY" TE I BIAA "E S,
6. EM— TR TSM ARS8 LIRBERHRES. £ TSM RSB L, WA (E—1TL)

register node arc-user arc-password passexp=0 domain=tsm-domain
MAXNUMMP=number-of-sessions

arc-user #l arc-password ST R EEXHNEFIHT R A MFAERLHERE, #FH MAXNUMMP B9{EI&
BRANIET AEESIETRE I EIRTIZR =2,

@ %%ti}\‘%?ﬁ"l:, AMTRIEB— T EFFARFAAERNNVEERF ID, AALKTTREXE

BRI 2 3 StorageGRID

BRI K EH3E:TT5 3 StorageGRID #4:, [EAYEA StorageGRID 2L HITH Fig
=

TG REBUEES2StorageGRID R4S, BEAAIEE. SEEAEHIEIBIEAER, BREER

TEBIFAS T, HERATPRENFIEE, BEREFAFIEBIRENER TESIESRERE
StorageGRID &4iH, HHR StorageGRID RLTAENS IEHM BT IERIEIE,

i\ StorageGRID ZFMAE

ERAREFIETZE StorageGRID 24281, 15#IA StorageGRID 24 A G M EFHAEMMBENHEERE,

gNRStorageGRID A BE—MNIET R HEHEFIBXNRNBEIARFEELFEGIMNET). FHRERIFET
RHTFERE RBHNAEBRENTTHN ETZHES,

EREITHHIRETP, BEETTIBHNNREEREX S, FIHEMENHERE. BXI5IT StorageGRID
AGHERENFMEE, FEN "EEEMET =" UK "EiEStorageGRID",

Mt BB EIERT ILM ERBS

StorageGRID A48 ILM SRESAIHEE QUERVRIALR, BIATFAERIRIE UIRXLRIARIRER 8, ILM SR8
—48 ILM FNAARY, XEERRN TR I0fAITHIE RS SR AR AN eI e & BY (B] B HERS B IR SR &R

RIETBHRIENERS NURTRHIENER, ERIEFENIBIEIEE XS B E1RIEFIERLN ILM AR
[ERYHE— ILM AN, B30, NRAELIREERENENERS IR P ESHNEBIEREMERTR, WERIESR
EARERAETFME L EBHRIECIZ TR ENEIA.

NRFILAME—X 73 BE B AIENET H B R FREFHONREUE, WA LUEE T AT e %iErHN,

ﬁl}%,‘@ﬂuﬁﬁ%ﬁ%&?&%#z—ﬁjﬁiﬁlzﬁiﬁﬁéﬁ;ﬂ, M =AT AE A SR E X ER T EE S EHER ILM 71
LIPS

T REIETS 2R, BEWRE T ## StorageGRID REERY ILM SREE R ELUNEIN B F ISR, HEBEX ILM
RBHT 7 BFH#IT TR, FEW A ILM EEWTR

@ NRARIEFIEE ILM SREELRERE , WAIBESSEILEAMERNHIEERER. EHUE ILM SR8 ZH)
, BFAEEMNZEREPIMMBIFIE LR, MRIZRBIETEIET.
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RIS R ERIRD

StorageGRID R4 E NN REFECRIEHS RN, FHEITELNEN REIEM THIRN T REI AR At
BREIERIF, BIEBIEER.

BR. ¥IRRAEEPHNRBEFAEEHRIETS. LBREMAERSRE. HEETRHERT. &%
7EStorageGRID Z4ek & FEBY R E In FERAIXFL,

THAEMIRSBARATREIMNITH,. = StorageGRID RAHFTER, EXNFEMCENRIIERIMLIER
ERIE, Xegex TR BREAAISRINEFENILRIENR, THERILUAERR #REMEIERR, FW,
SEETNTRIEROREN, ATHEHAMTENAERSMEAHIUNFET RETRERR , EEEREM
BB ZE1ER, Mm@,

R AHAIAEE, NWETLLA StorageGRID R FHITHSMIRIEF &Y, LUIBRNREBENTHETE
TR0

ITIRBR AP ENNFAEIRIETS, AR StorageGRID RAT TR MBI EMIMIEIT, THEUE
BY, EHEBANRIFFLEREIFN. AT, F4EniEStorageGRID A LBRASEIZMEMLE,

TR T SR TE R

WIRIER ZiT I R BUEEE, URREFIRNEIRRYE ILM REERERE.

HRIBIEES

BERTEZOEBITHIEE SR, BHREIBRE AL, BARURZRSERRREAE AT E,

YNIRATRE. BN IEESMSRERREITEBIEEE. B2, NRTEEESENHRAAT, RBERYEIEHEXE
M EEBD rERER RGN, PRI EAESHEF,

BIERIETS
HERFIE T SRS R A i BV B 1 e P AR AT R) L,

NREERRBRZRFEBFURED LRERBEIEN, WAJLULES TRIIRNSIHE S RSEMREAER, 7
RIERE X RS,

fapiay Description
E7F ILM iTHMERI R KRB E 13T > 85> TR * > * Mg~

2. % *; deployment *>* BHiR *>* FFE
3. 7£ "ILM Activity" ZpH R, BIEAUTEMEE RHNHREE:
c *FHEFEF -2 (XQUZ) *: FF ILM IFHEHHR 2

o *EEERF - B (XQZ) ¢ FEBIRFImEE (FlmE
N) #1T ILM ITERI N R B 5

4. NBRANEPE—BEHETHNREERET 100, 000 1, BRHITR
RENER, LURZ StorageGRID &4 LR EH,
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I Description

BN ASGNEERTE IR ILM REEF EIBRRIENRIAREFRBRAIEEFERS (MHEHD
), FEEEMINEERANTE, URREISHIERGREBHNE

)
o

il

* AT R > ARC/* FiE T WMRMMER T FESRE (ARVF) * BEBER, NERIEEFER
SAIREEREIRE, NEBMIAMFHERAHFRRL ERAVERRE,

£/ ILM EIEN R

fEH ILM BIEWNR

ILMZEBE V(S B A B ERE IR (ILM)#R N $5 7~ StorageGRID IR €132 F0 93 & X R EIE &I 24
AR N {a< HA B IR X L Bl 2
FF XA

I MISEREILMAL AN SRBE R 2 F AL, AT FRIEER, StorageGRID RFRIFRINGH, WRERIFHE
RUNFTAEHERE, AR, BUTHERENEEST, DENEFERRRENNR.

RERLU TR BBRIT LA T 8 1E:

* TH#EStorageGRID ILM. &$E "ILMIAIFEN REVEN L EEIRIEIT

© TREOMECE "FAEL", "mAFtEL, LM A

© THHEERE Q2. RIS ILMER" R URIP— PSP i8R ERI R EURE.

. é%fgiﬁﬁii "EASIHRINEEENR", BETWRIFESIFHED RPN RTTIEE R BN
TREZER.
ETHREZER, BEEEUTIM:

* "{I4M. StorageGRID 11.8."

* "f4M: StorageGRIDARYE B4 dr AHAEIEHERL11.8."
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ILM FIX+ % & 5 E HB
ILM S0{EI7E 3 RV EE AN R RSB T

T f& StorageGRID dAIEMREGERNES MM ERER ILM BIEXR, BBFEKITE
BERBVRHR,
* Ingest: HS3TSwiftE ink AFEFEILER LG RIRFEIStorageGRIDAZRY . FHIEHMITINE;

2 StorageGRIDMEE F imix[O]"INGEST SHE"EERY. METTR. 1RHE ILM BXRMIEES N, EHNREE
SIUZRINA ILM 5L (APHE) SR IRRBEIAHERENAE LM (R REFNREE.

*CBIAREIE Y . B ILM B IHBEPISENNREIAINEMAEES, StorageGRID BJEIEXN R B FHHLER
REK,

° ILMBE$EFIT(L . StorageGRIDZFFEIIMEFEEMBPHINRIIER, HEELRIRIARSHSILME
Ko MRFEARKE, BFHMAENINREIZA, StorageGRID SIRIEFZCIE, MERSIEENEIZ

° [FEIIE: StorageGRIDIFLEHMITHEAWIELMSEWREIBMNTEY, tNRLMBP, StorageGRID &
BoifE#E Ha] ILM BRI ECIE— N R BN B RAIRREB N R AR, 1580 "HIEHR
SERLME

* * JFRMIBF * . M StorageGRID Z2ZHMBRFIEEIAE, MREERER, 7] LURIER P imbIMbRiE Kb
&R, WATLLET ILM RIBRITREE S3 1F6E59 R dn B EA R HB MM PR KR,

@ MRFEDRTEBASISHEMENNRA T EEFERS. HECEEREHILBHHER
K. MEERFFRXLEN R,

ZESET ILM AN RIBN LB HRPREITHE .
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Client application saves
object to StorageGRID.

Synchronous placement Dual commit — The method that is
ILM applied later used depends on

@ @ wor how ILM is
WA configured.

= ILM scan Background verification
E — 5‘ Is the object @ Is the object’s
7] placed correctly? data correct?
o
% No
= A 4
= ILM action
8 Make new copy. MOVE: copy.

Delete copy. Repair copy.

] - . Deletion is triggered by ILM or S3 bucket

Rsspplication deletes object. lifecycle. (Objects in buckets with 53 Object

Lock enabled must have met retention date
and cannot be under legal hold.)

Is
synchronous
removal

ossible?

> Objects are marked as deleted and copies
are queued for removal.

background *

gueues are idle.

Mo, or

ILM action
Object copies are remaved.

|
o
=
2
L
()]

v

All object copies removed.
Space is reclaimed.

LIEESPIES

ANFGET

FRIZILMANET, ERILFEE U T =TTz —RFEIPHR . WERIZ. TR,
RIEERYERE, StorageGRID ZRIZIGRRIAHIGXHSRH, UEHGEHTT ILM iTfh, HEERRTHEHIL
BIgIZRIALURE ILM EX,
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IFGETUAAZ E

WHREEERTANRS ILM AN TERZZENER, ZRNER=MENETHRE—MED,

Client application saves

object to StorageGRID
Dual commit Balanced Strict
h 4
Interim object copies Can day 0 copies be Can day O copies be "]EEE:}
stored. made immediately? made immediately? failed
00 ~—{
“Ingest
successful”
Object queued for ILM Copies created to satisfy
evaluation. ILM. @_@_

ILM evaluation l p
Ingest
successful”
Copies created to satisfy
ILM. i
Any interim copies that are
not needed are deleted.
m -
[C1 StorageGRID responds to the client.

StorageGRID completes the
actions that were prompted by
the client save operation.

XEE3Z

PERENERRZEDS. StorageGRIDE I EITER M A ERIFMHET R LOIZIGR N REIE. HFEEFmE
[B"INGEST SHE"HE. MEFHAFSR ILM iT(l, HEMNKERBHEIZEERGEEIR. MRTEENER
RIEILENLRILMERER. MR REFE —LEiYiE A eI R BR R

EUTERRT, BERREED:

* WEARERAZER LM AN, FEFRHEHENERZENTEEZERAR, EATIRRE. S RM&EETEH
ITERIMNY IR, BNEIEAIMIFFRA A ILMERBI MR EI A, BAME:

° PR LR EBIURISR, UFHLE ILM FRE.
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PR S RERILRIE,
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Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is
applied if the object's metadata matches the criteria in the filter.

Time period1l FromDay O Z | store for v 365 - days X

Store objects by = replicating v 2 ¢ copiesat DataCenterl X , DataCenter2 X " X

and store objectsby ~ erasure coding v  using 6+3ECschemeatallsites »#° X

N

L\_l_.f'
Add other type or location
Time period2  From Day 365 2 | store forever w b4
Store objects by = replicating v 2 s copiesat DataCenter3 X = g* : 2 "j.;

Add other type or location

F—THERS L F-EEWT:

* BTRERMEREFOEREER N ERIIXNREE,
* BITEAPME HETOUL R 86+ 3T MIFRRIR A,

B-ANHRERS (2 —EENEANEIEHK ARG XL,

AMNWEX —AREREH, BIRREDE—TREESNE 0 XFFE, FEEXHNERZEIZEZMR,
RAMERSRHKAFS:, HE—BERSIETBREEANREIE L,

MRSt EREIRE, BNAT—HERNATHRERR. WIPEEIEMIINREIDE, FRRERFTEE

AR,

ILMFL I ANFTT A

BN THRTERIRSREMNPIRAIEARENRED, HERTEET IRNRISHIBEENARER
B ILM MBI LAERR AT AT

* * 8 * . StorageGRID ZHFEH NG ILM MNPEERFIEREIZ; WNRTEEIE, NEIRIRIEIZHF

RRINRESEF iR, EAENERT, FEE ILM N PEEREIZ.
© R IRBUER ILM RN RIETERVFR A BIA, A RENRTREILA R F i,

* *Dual Commit *: StorageGRID ZIZEIGIZN REVIGEIBIZAHGAINERROGZF i, WMRATEE, FEIE

ILM #EN Fh$E E IR 2o

BXER
* "ANFPETT

* "INFPGETREI R TR A PR

354



—EUEMILMAL N SN AE B (R A LARZ M £ R (R 4P

ILM #0545
Flgn. ILMFU BT LIEE UL TARA:

* NATETHEPARNNR
* AIRENRERNEFRIE. HREETBRISFHEERFNGER o

* BXENBIARREA" KA. XEMEStorageGRIDA= BTN, 8k, StorageGRID R X LRt
R, BIIEFImWBRIEREFED ERE o B HAZIEART G MR A Lk,

*© ERENATUAITINEITR: HPARBXNRREFERIStorageGRID [FIEN AWML RMEES. FRIEFIEILAD
IR R ERIEI S,

Bla0, R, A FEMNRETLEIHBLS 2, N StorageGRID E1Eibks 1 FFH#ET = L SIERMEEE]
A, —Bifm 2 AJA, StorageGRID siafEi%ib = AIFAIEREIZS,
HXER
* oA EE"
*"HARTEEM"

HIRBIRILMAN 5 S
ﬁﬂu d ILM AN SR REEREET BRI E. ZRIZILMAN. 1EEAeIZILMAN

T_l'o
(D) mEErmEseREs LM, SERBRITIRIE 5 X RIS T,

FiaZ Al
s R ERERIIMREIEEE "STIFH Web N
* BERE REIHIERE"
* NREIRELANERHRHPIEFKS EETER "R KPR & SRS B9 1D,

* NRFLEMNIZ ERFEEEITHIEREN R WAIIRFEIERNSIBRA LRGP EEH. SNERESE
JISwift/S A3 LR 1m) B 8] BB o

s BERETYEANEAEEL. B0 RIESEEL,

o« ERSNSE LI,

* MNREFEEQNE—ET S3 WRBTEHEMAN, EBFHE "S3 WRITERHIERK",
s BB LIME LU TSA: "7 StorageGRID 11.8."%

355


https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://docs.netapp.com/zh-cn/storagegrid-118/s3/consistency-controls.html#how-consistency-controls-and-ILM-rules-interact
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=cb6294c0-e9cf-4d04-9d73-b0b901025b2f
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=cb6294c0-e9cf-4d04-9d73-b0b901025b2f
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=cb6294c0-e9cf-4d04-9d73-b0b901025b2f
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=cb6294c0-e9cf-4d04-9d73-b0b901025b2f
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=cb6294c0-e9cf-4d04-9d73-b0b901025b2f
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=cb6294c0-e9cf-4d04-9d73-b0b901025b2f
https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=cb6294c0-e9cf-4d04-9d73-b0b901025b2f

KXTFULES
B ILM FRNIBE

* 75E & StorageGRID RFRIIRIMIFHERCE.
*© ZIRE IR LR AT R B (2 FISIFRRES) U PR RIS N M REVEIA LK,

. E/QEEEEU StorageGRID AARIN AIZFFEABNRITHIEERE, ILM MNIRTEXSRBITTERIE Rz

* IBE B EIERS W R B AR E (I E.
* MEEEARMPED (9%, MRINERR)
p
18~ ILM > > J0I *
2. @ E . "B1TENFAER) NEIZRILMARNES.

B1P(H3D):. WAFARER

I e ILMAN E S M NFAER P B, G LA AN 2R REER . HA
MNTE X izt 2z
N H AN E X fhikesE Al ikad,

KFULES
RIEIFEXRET "ILMFLN", StorageGRID 3 RIT#HES AN AR #H1TLLAR. MR RITHIESFRA ik
Z20LEC, StorageGRID FEAMUBEN R, ERILULIT—MRNWUANATFARENSR, BalLUEEREAIHkS
, FII—1 S MEAKA D ERBIR, SNEEESRIRIERS, FIINREIA/NEAR TR,
p

1.7 * BIF * RPN A E— BT,

2. 3¢, WAJLUE * @R © FERHP AN — MR R o

@Rz BRI B B BYEKIhEE, IABRREIRALEALN,

3. 5E, WAEILUAE—IEZ MERLANAY S3 8¢ Swift AR KA, MRV AFREHEFFLERTR ,

BRI FERE,

NREEL 2 BrootifIEN R, WKAEFKAIIR. WIEEMFIRPERAF, MEMAEF ID SHEASD
ID fENES 3 IREFAF o

356


https://netapp.hosted.panopto.com/Panopto/Pages/Viewer.aspx?id=cb6294c0-e9cf-4d04-9d73-b0b901025b2f

4. 5, HEEUANIERR S3 5 EREL Swift BEs.
WRIREFET " EF75all balles*(FAIA). MFLNE 7 5=all S3 balles*3,Swift containers,

5. JFSIFEF. ENEFZ LA B F B 5 AR AT 6 S3T7E 2 B PRV B X Rt s,
NREEFZ, BENPNSEREREEF IEHFIE "CZILMAN RS E25",

@ EHFIREER T RBR T RAIZHIN S ERPISIM R, BN "FiE 7 ERiE
{E. PutBucketVersioning" 1 "FHH S3 WRBIEEETNR",

G R] LAfE A L SE BUE S R it F S BT X RAR A FOR D AR AT IR RVEFERR. B2 0 "=l 4 ¢ S3hit
X R ILM FLFI AR

6. (AN )EF R ISR Ih ik es LS E H Mtk a8.

MREAREESHKIGE. NIMNERHS all objects that match the Basic Filters. B X B4R HiEIFMAES. 15
S0 177 ILM MUPERER TS F [5E 2 oiuRE a2 ME],

7R ARG o "E2W(EXNHEMNE)" BRIEILMANE S

£ ILM RN R fER R kRS

B ERIEINEE, SR LSRR EN RIVTHHREN A TREXN R ILM BN, SHNigE SR ihikhs
, ERILUARZILERTHIERE, EEEETHIEETHEE, THENRE, LM AWREAFTHESS
2Rt 2RILECAYIT R

TRETRTEAUESAHmESRPEENTHERE, AIRTESMTHRERENERER UKL TSEE.

TTARAE TS TTHIRE
£ B ] ) £\ X R BB R0 B
= SEE: R ESCERTILMEI I MO RRS, 5]
- IEE AR e B A B I W R A BHIHN b s
. FA"Ingesg"BfiBIE4k k8. & Inged Time (BEHEY
BAELFT 18])8 B HA T S T R A A BT El, IR
C e MEWNRRE L ERNERIFEH,
- FRHZE

357


https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html
https://docs.netapp.com/zh-cn/storagegrid-118/s3/operations-on-buckets.html

pavE &S

=R

ERi518]BS 8]

I EPRHI(XPRS3)

R A

358

SIS
=
* FEF
FBE
 FEE
* FFKH
* RUFFK
F ERR
 EEFH

* A

‘R

* 2H

' BARRET
2R

F FESZE

=
F FETF

=
* FETF
CNF
CNFRETF
KT
CAFHETF

TCEIRE
Mi— S3 T Swift W REZFFH B HI D ARNE.

Flan,. Eelge R B UERHNNR - txt UM
test-object/o

EREER (RERHEER) MRENEMEH.

VAR NREFTEXE EA R E" R
=R Imikes. WMANSIEFED ERSWIft B R B A LR
V3ie]Bd Bl E o

Bl S3 FEDERBIXIN, R * ILM * > * X * EX
EREIX I,

* 7E:. *{E us-east-1 G ILECTE us-east-1 XiFEIE
B3 ERFPEI R AR R IERE X B 73 BB R T R
B2 "BREXE (A&, ¥ S3) "%

HRBIAo

AMREBRIEE AT 1 MB IR, FEF/)VF200
KBRS REEFLUM ARG, LOE R EIRIEE/ N \E T4
T4mEIHY F ERPRF=E BT $Ho



pavE &S XFRIEEN TCEHE(E

BRPT#iE 825 S2EN, HA*User metadata"E%, *Metadata"2
- ERR B
. =F FE0. TEER P TTHIERNMNR color=blue. i&fE
, € color W F*HAFPTHIBERT*, equals WFER
* exists . M blue ¥F*Metadata"s
: ﬁ%?g ~, Az 1,
. 1R CBRPTHBIEIMAX D ANE; BRTdRE
- fEa RHKNE,
* EEARA
- RETF
* REE
© REUFFL
I RIFIC(IXPRS3) 85 $EX, Hd*Object tag name* 2, *Object tag
e value* 218,
« EF FlE0. THERNRIFIC AR Inage=True. BIEE
. oxist Image X F*Object tag name*, equals WFTH
exIsts . 0 True ¥ F*ObjecthFigfE*,
* FkA
RS 3 WRIFERMAMNRIFIEEXR D ANE, &
= AT A3 IR X R E X Y7 T A N IX LT,
* EEARA
- RETF
* REE
* RLAFFk

EES T HIERENE

EXERIDIERT, ErILIEE SRR THIREN S TidEE. fla, WRFBZBMMITER)TTF10 MB
£100 MBZIEIMIX R, NIR%EE*Object Size* TTHIBL R HIEEH M T IR E.

* B TBIEERTEEATHSFT 10 MB BIXN R,
* BTAOTHIRERTIEENTHFT 100 MB BIM R,

Filtergroup1  Objects with all of following metadata will be evaluated by this rule: X
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Filter group 1 Objects with all of following metadata will be evaluated by this rule: > 4

User metadata v camera_type equals v Brand A

Add another advanced filter

or Filtergroup2  Objects with all of following metadata will be evaluated by this rule: X
User metadata v camera_type equals v Brand B h 4
and  Object size v less than or equal to W 10 + MB w >

Add another advanced filter

£24, H£3F: EXHEUE
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Time period 1 FromDay 0 ¢ | store for v 365 ¢ days X
Store objects by  replicating v 1 C  copiesat Sitel X £ X
and store objects by = replicating A 1 o copiesat  Site2 X /‘ X

Add other type or location

Time period 2 From Day 365 C | store forever w X

Storeobjectsby  erasurecoding v using 2+1 EC scheme at Site 3 V4

Add other type or location
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° FELEFRMBREAN. StorageGRID R E R RIS,
° LERRMSIREIXS SR E 4015 K SR

()  Esn ERERELRR,

Retention diagram Replicated copy Erasure-coded (EC) copy

Rule analysis: * StorageGRID site-loss protection will apply for the duration of this rule,
* Objects processed by this rule will be deleted after Day 4015,

Reference time: Ingest time
Day 0 Day 365 Day 4015

Day - 365
i 1 replicated copy - Site 1

1 replicated copy - Site 2

Doy 365 - 4015 -
EC 643 - Sites1,2,3

Duration 365 days 3650 days
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Proposed policy name

Example ILM policy

Reason for change

Example

Manage rules

1. Select the rules you want to add to the policy.
2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Select rules
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1 : EC for test-tenant-1 Tenant is test-tenant-1
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Single policy

Rule 1
Tenant 1, 2; Bucket 0

Rule 2
Bucket 1

Rule 3
Tenant 3

Rule 0 (default)
No filter
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Policy 1 Policy 2 Policy 3 Default policy
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' 2 copies | | 2 copies
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Active Policy
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) All objects belonging to
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3. 1RERAEN D BR(E:
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EERFRICHUEREINEER. BEES M. REEMAMNNAEENRIIRAE, RIEFEHTE
PR LUIAIRERBSIZTTHAE BN Ro

10. MNRMEBBCEREE, BEXSEFREN yes*, RGFEF Activate Policies*s

© ® N o g

376



HXER
"5 6 . ECK ILM ZRER"

ILMEEBE T )

ILMRBSIRINT Bl (2 T AR Ay B AME R A BN,

R RBALMERBRBYIERR N

HRBIN R T SRR AR S TR

TEMLRBIR, EESMTNDRFOBATRIEM * A ILM 5685 * o IRBEEIE= N, WTAR:

* B—FMN < wNEIZS, BN bucket-A* B, {VIEAT bucket-a FHIR
* FETERMM *EC WR >1 MB*, &%= all biF but filters on objects XF 1 MB ,
c FEEANA * WAOEIE, BmPNEIERO Y. EREEEAHLRS, WARERAIESFSEREL,

RINREESS. MINE T RIGFT S ERBIRN.

Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

o
Object = VersionID 2 Rule matched @ = Previous match € % Actions
bucket-a/bucket-a object.pdf Two copies, two years for bucket-a X
bucket-b/test object greater than 1 MB.pdf EC objects > 1 MB *
bucket-b/test object less than 1 MB.pdf Two copies, two data centers X

LRI

* bucket-a/bucket-a object.pdf BIEFILAE—FIN. LRSI PRIS RFITIFIE bucket -ao

* bucket-b/test object greater than 1 MB.pdf fiIF bucket-b. FEILSFE—FZHMNARILA,
MmEdEd s _FANERLE, ZMUESHATF 1 MB B RHAITIHE,

* bucket-b/test object less than 1 MB.pdf SaIFMFINAEYIHEZSAILAS. EEEREAAFEN
WE. ZMUAEEEFTHELS.

wfI2: FEHNLMEEEE B 3 AN E T HE
IR BIR R T RIS IR E R HET AN A E RS R

LRI, EEED * JER * R, WIREATERASR series=x-men AP THIENXNR, EEEUT=1
Ly :

* H— TN PNGS*B T imE S RHE AR . pngo
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* BTN X-men*(EFAFHEFAMFIESFHITR series=x-men AP TR,
* &fa—FFN*two copes two data centres *2ZAIAFN, EULAS 71 AN ARILEBERIFT R,
S
1. AIMNUHRERIRG, 5T8F * &
2. 75 WR * FEH, MNIRWRE S3 FEDER / }MREFA Swift Bes / WRBAWR, ARIER ~ &M~

LB BRIAE R, FHET Havok.png WRES* PNGS*FENILED,

Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @

Object = VersionID = Rule matched @ = Previous match @ = Actions

photos/Havok.png PNGs b e

{B2. Havok.png &N 7 Mid*X-men*{ NI,

3. EffriaEER , EXMNUERHE,
a. I FER K FIRINILMERBR & O,
b. %&+F * YmiE * LUIRIERR,
C. & X-men FNFHEEHEIFIZRTAZR.
d. & REF
4. FEE RN
RS IREENEHNRBEMTEEIANINNER, HERHIRINER, FIRGIP. MUTEYER

Havok.png B, MERIFIZIHACLECX-menTTHHEN. E—PREFIETRT 5 E—MMEIAFHIXN R LA
BIPNGHEN,

Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @

Object = VersionIlD 4 Rule matched @ % Previous match @ 2 Actions

photos/Havok.png H-men PNGs x

I3 EINILMEEEEBY S RN
IERBIRR T AR IASRES, B8 1E SRBE R BIRLIN LAR R SRR Ao
EUMRAIR, EEED BT * R/& IERBEATEREANNR series=x-men AP T#E. BE. EEA

RPN SRBE B HINTIMER Beast . jpg WRo EMNRSIINMMNTE, MAZS X-men FTTEIEMNITLES,
meEEHE N EHHEFR .
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Simulation results

Use this table to confirm the results of applying this policy to the selected objects.
Clearall | @

Object % VersionID % Rule matched @ % Previous match @ % Actions

photos/Beast.jpg Two copies two data centers X

SORMIAI R 5 SRBE R TRHRARN AR ILES, MBFHEE RIS MNH EIEEMAHEIR,

p

1 STA AR AR INERBR XHENE, 7ERBRBIFAE S NE L, &R REE . ARREFTENESMANE
R efRTRERFAEE"

2. EEMNBEF K, , SEBYEFFHIERM.
Fg0. RIgX-menFLNIEY TR N /9"x-men01". TARZE"x-men",

3. BFRRILTEIR. FIRIN PR E ELLAIN :
° YNRANE FREEAI—ERD . ERILATEFEMN. eI LAMRBERMIFRAIN. SRS H##1T4R4E.
° NRMN 2 EHEREEEI—ER Y, NI G RN, SR RERAE M FR SN ERBE R BIRLN,
4. BRHITIEL

;:Elttﬂ_'\%q:'\ BEIFEHIX-menflNIPESILAC Beast . jpg BFHIXNR series=x-men AFTTEIE. 0N

Simulation results

Use this table to confirm the results of applying this policy to the selected objects.

Clearall | @

Object = VersionID = Rule matched @ = Previous match @ = Actions
photos/Beast.jpg X-men X
EIRILMFEBEIRIE
EEILEBILMRBIRIZIFAGER . RIERICHMIERTIC,
FHaZ Al

* BRERERIIMSEIRES "SZ1FH Web 3%
* BHE "FRRRTIAEAR

BAILMREAFEIFAER
EEEMICHFEAES:
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1. 3% ILM >*Policy tags*s

2. NERHIEZFRBEMZ T, LA B RIEARC 45 B TUmE.
3. HIFMAEENE L. EEEHEMERNLRHEIER.

4. BT IR RIERER R,
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FRIC RV A W A TR EEREN S HEFMED RBRBIMCI M HEAE
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2. FF LM * > * WRITEHIEE * -
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| WEREATFo
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° WFEHNHREZR, AN EIFRELFIFEEUE,
o MFETIERRIENTRED, AETHREBNYRIEFEUE,
° MFREFMEMFHMREIAR, WHROMUE, SIEIMNIEFEMED RN RE—IRIRR.

° WFREFRNRMZIAMR, B9 EFRFFHEERNNIXRDETIR. FFEE 100 MALEXRE
TR, RE/RET 100 MR,
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System Metadata

Object 1D A12ESEFF-B13F-4905-9E9E-453T3FEETDAS
Mame testobject

Container source

Account 1-1582139188

Size 524 MB

Creation Time 2020-02-19 12:15:59 PST

Modifisd Time 2020-02-19 12:15:59 PST

Replicated Copies

Node Disk Path

99-97 ivarftocallrangedb/2/p/06/ 0B 0nMEHS TFEnQQ)ICV2E
99-99 fvarflocalirangedb/1/p/12/0A/00nMBHS [ TFEoW28ICXG%
Raw Metadata

“TYPE": “CTHI",
“CHND": "Al1ZE96FF-B13F-49@5-09E0E-45373F0ETOAE™,
"HAME™; “testobject”,
"CBIDT: "exSB2IDEVECTCIRSlE",
"PHND " : "FEABAES]-538A-11EA-IFCD-31FFEDCIB050"
"PPTH™: "source”,
"META": {

"BASE": {

“"PAWS": =27,

6. MINMREHEEERNUE, HEZERNEIZAKEE

SIRBAT Audit %5, NMEESEEZAEHEEETT "ORLM Object Rules” j4

@ Bo ORLMEMZ/EE_IL,UJ,ME{ IEXILMIEEERIRENELZERE. BRI E?&Sﬁ‘
SHENERS EHIILMERZERENER, EUnEc#TiHE. BXFMEE, 55
n"EEFHZEE"

HEER
* "{EFHS3 REST API"

* "FASwift REST API"

{ERILMZRBEFIILMEL

EEFRERNEN. ErEFEEREHMRBIENS REEREXBILMAN, EaIUE
BILMIEITHRIAE RITIERE,
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3. & #E * MR > o

EEILMANFAER

EFFILMANIFAEE. SFEMNAREEMMEIRA. FHITUTEE:
138 * ILM * > * J10) *

2. ZFEETEHIFRE RN ER. =G

2 copies 2 data centers

Compliant: No
Ingest behavior: Strict
Reference time: Noncurrent time
| Clone | ‘ Edit | | Remave
Rule detail Used in policies

Time period and placements

Retention diagram Placement instructions

Sort placements by Time period Replicated copy Erasure-coded (EC) copy

Rule analysis: = Objects processed by this rule will not be deleted by ILM.

Reference time: Noncurrent time  Ingest behavior: Strict
Day 0

Day 0 - forever
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Duration Forever
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122U
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2. FEHhETEAFMNN NS IEE, ARIEE Clone, &, WAILLEFMNEZFR, AEMINIEHAEERE
FRi%&$E*Clone,
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T ILM * > * FU *
2. WIAZMBRAIR N R R RS ER,

3. MNREMERAIRMNAKIEERAF, HEEFZIMHEE Actions*>*Remove*, AT LUK 2N H EIET IER
PREFMN,

4. R 2 HIAEMBRILMAR N,
EEILMIEIR

ERILIEBILMBEIR. HISIRATIRBIN KRIREMITMEER, Er] LISITXEaiR LARE R 1E6E. PATIZTE
BRESARERTAALTEZR EHNER, BERIENAREFNOAEIASEEREREE .

TR
1. EFEMEER> ILM %

() aFTUEENERR. BRILMER-ETERTR,

2. SEIFILMIETR _ERYHEAT.

eI LUAAEIR S @ UEEBILMED R LR IRV REER,

Overview Performance Storage ILM Nodes
ILM queue (Objects) @ 5 Month v " ILM evaluation rate (objects/second) @ B Month v Y
12 i2
08 08
06 No data 06 No data
03 03
o 0
MNov27 Nov2g MNov 27 Nov28
Tobescanned @ Tobe deleted Scans

ILM information @

ILM scan period forecast 0 seconds

£/ S3 WRBUE
5/ S3 WK EEHK

ERAMIBEIRER. ErILIStorageGRID 2B ASIHRBIE. H IS MAYILMEEE.
PUEE BRI RE S3TFE D ER P BI M RTEIE E R BN A= W FR e B =.
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t42 S3 WRBE?

StorageGRID S3 SR BIEINRER — T RIFIFIEARSZE , HHEHTF Amazon Simple Storage Service (Amazon
S3) Y S3 MRPUE,

SNEIFF, SNRJ StorageGRID REBAT £/ S3 WRMUEIRE, W S3HAKFAILUERERASNAEA S3 3
KMENBER TRIREMEDER. MREEDERBATSIHRME. WEEBRNTEMEDERRASIZS. H=B51E
FRItbIhEE,

%}%ﬁﬁ%ﬁﬁﬁ%% TSIWRBE. S3FF RN BIER A LUER N IREFEIZEFE D REVERN KR IEEREIR

5 BAT SSHRHMEN DL A LUEFEABRINRERAMEREIIR. RINRENER T HRNEIEHED K
XK. XEWRLKEHCHRBIRE,

StorageGRID with S3 Object Lock setting enabled

StorageGRID S3 tenant

Bucket without Bucket with Bucket with 53 Object Lock
53 Object Lock S3 Object Lock and default retention
Obix_ects Wit!] New objects without
53 client p ) Objects without e retention settings
application retention settings
A
Objects without Objects with
retention settings retention settings
REBERN

1S%tc;,rjargcié;RlD SR MELNRESFFRITREBIRN. AN R ARERSIBIRP. XEENEZ FAmazon S3
MR I\o
* EEMMRIT:
© TEREIRBELERIZ AT TEMERIEN R,
° WREVREELEBEARTLUEM. BREER D,
° TEREIZBEAZ AT, AR RVREE LB,
* ERERAT:
° BERHNIRIYA P A LUIEBERPERSBIT AR EIIRERBIRE.
° XL PRI LA R B B LE B #AZ RO BRIS SRhRZSo
o XEER P RAILUEM. R SMIBRA REVRE L LE B HA.
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MNRREVREBIRE

NRELIREFMEIRINBATSIWRBE. NAFAILUERSIE P inN AIZF ARINEIZEFED BRNE TR
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503: Service Unavailable

Unable to update compliance settings because the settings can't be
consistently applied on enough storage services. Contact your grid
administrator for assistance.
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Reference time @

Ingest time v

Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object's metadata matches
the criteria in the filter.

Time period 1 FromDay O S store  forever W
Store objects by replicating ~ 1 C | copiesat Site 1 > I S 4
and store objects by~ replicating W 1 C | copiesat | Site 2 | M X

Add other type or location

Add another time period

Retention diagram Replicated copy

Rule analysis: ® StorapeGRID site-loss protection will apply for the duration of this rule.
® Dbjects processed by this rule will not be deleted by ILM.

Reference time: Ingest time

Day 0
Day 0 - for =
SRS Lreplicated copy - Site-l
1 replicated copy - Site 2
Duration Forever
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Time period and placements + Sort by start date

If you want a rule to apply only to specific objects, select Previous and add advanced filters. When objects are evaluated, the rule is applied if the object’s
metadata matches the criteria in the filter.

Time period 1 FromDay 0 Z  store  forever w

Storeobjectsby = erasurecoding v | using 6+3ECschemeatSites1,2,3 p*

Add other type or location

Add another time period
Retention diagram Erasure-coded (EC) copy

Rule analysis: ® StorageGRID site-loss protection will apply for the duration of this rule.
* Objects processed by this rule will not be deleted by ILM,

Reference time: Ingest time

Day0D

Day 0 - forever .
EC 6+3-Sites 1,2,3

Duration Forever

ILM Z5B&R41 1
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* WREANWNRSGE—NLMANALE, BEARBBEBIAILMAN, HPEIAR N EIERO. UEEGR
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Proposed policy name

Object Storage Policy

Reason for change

example 1

Manage rules

L Select the rules you want to add to the poficy.

2. Determine the order in which the rules will be evaluated by dragging and dropping the rows. The default rule will be automatically placed at the end of the policy and cannot be moved.

Rule order Rule name Filters

+ ! Tenant is Finance
1 . 53 Bucket finance-records @

Bucket name is finance-records

Default Two Copies Two Data Centers
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Filter group 1

Objects with all of following metadata will be evaluated by this rule: X

Object size greater than v 1 < MB v X
and Key ends with v Jpg 4
or Filtergroup2  Objects with all of following metadata will be evaluated by this rule: X
Object size greater than v 1 < MB v X
and Key ends with L .png e
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Rule order Rule name Filters

1 : EC image files= 1 MB Object size is greater than 1 MB
2 : 2 copies for small images Object size is less than orequal to 200 KB
Default Default rule
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Rule name

Older Object Versions: Two Copies Two Years

Description (optional)
Older versions only

Basic filters (optional)

Specify which tenant accounts and buckets this rule applies to.
Tenant accounts @ Select tenant accounts
Bucket name @ matches all v

' Apply this rule to older object versions only (in 53 buckets with versioning enabled)?| @

No @ Yes
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S3 RASITRAY ILM SRESOT e E13E LA ILM #RM
* NENHRIEARIE GER) AT RHIEEREAZ B, RERE,

@ RESPI S B IF S FIES A" N, AEBETRNAT RN RRAAN, BN, "JEH
EILENEI SRS v oy UM R 3= TIPS NS

* EHITEUREMAR, SIB=NERBIA. HE=TUERPHNESNLR EFE—TEIA. KEFNRRARE
AMREE 10 &,

RPMETRBIREEES, EHR BN TAARITEIRN R

* E— MBI AIERI M RARA, MBIRLFRRIRAIBIT 2 25, ) ILM RBERAMI (3FL50
HRASHFTE BIAERR MBIRIIR) -

* SENSRRAFESE - MANTE, a0 RREAEFE10FN. ILMEREZFIN— T HIBRTICEAXNR
BYRThRAS. FERIBI RhRA"IELRT" TRHITILMITERS, IbAFRIARARE 5 B —F AN ITED,
b RS EMEIAR B, a1 R 2 ENR D EIAE BEE2E,

5 0 BT RENTAR ILM MNFISRES
ERI LA N SR E R & Tmit 28 M AR BV N T AR LN RRFERESEF O E,

TS, ETFERNEAETRESENER, FHEFERMBELIMERENR. HttWR, SEkKEHM
HEAKFPBRFIENR, PIUTFMHEEEREER O SEESIET .

@ T ILM AN SRER N AR B, ECE ILM MUY EE S, TRUEMRIEZAT. B HEHITR
P DHIAERR SRR, UMLERBEER.

BXES
* "INFGETT

* "SUEILMAN : FEEMPATA"
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ILM R0 1 R 6 @ FEARENBURIE B EREHER O

BRG] ILM RNER R BNITARRIE, ERXEIREN EU-west-3 X1 (B3R) BIIBRT, ETFERMW
HPRFE S3 PERIMRKITAZFEERESIETR .

LEINEFEREF B S3 mEREXIHISE N EU-west-3 (B3R) HEATR WK

MR E X
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S

gt

e i

S B8]

WE

MFRATA

ThlE
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MELRFTFEU-wH-3

a1 (B2
FRHANURIEEREIEFONLZ 2
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EHOR. FR1 (BR)FKARERINERIBVEIZ

i BIRAEHANNERLMNNKEMNE, NRTEEEREERC

FREXNRIR PRI, WENERK.
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Strict ingest to guarantee Paris data center

Compliant: Yes . Ingest behavior: Strict
Used in active policy: No Reference time: Ingest time

Used in proposed policy: No

| Clone | Edit | | Remave
Filters
# "~
This rule applies if:
* Tenant is Paris tenant
And itonly applies if objects have this metadata:
* | ocation constraint is eu-west-3
b v
Time period and placements
Retention diagram Placement instructions
Sort placements by Time period Replicated copy
Rule analysis: * StorageGRID site-loss protection will not apply from Day 0 - Forever.

# Objects processed by this rule will not ba deleted by ILM

| Reference time: Ingesttime Ingest behavior: Strict
Day0

Day 0 - fi
R 2 replicated copies - Site 1

Duration Forever

ILM #0275 5 : FEEMITRAFN

LR ILM BNERFEHAIT AN E— NN FLERE RN REBERE ILM 0K, FFES LN AR
FREXNRNR PN EIA——NEXRERERLC, —MEERBUEFTO. MRTAILEFHEMRN. ImbIBIAGEFETE
EfAIAAIE.,

LEFINE R F B FEAEANERKENERTR MR

MR RE X ThlE
eVl v 2R

it Ihm1 (BR)MILR2 (XEH)
IR i 2 MBI 2 MR
SE B8] B8]

WE 7% 0 X, FRNERRIAKARBERMEIEFL
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AR TE X THE

MFRATH T WRATAE, SULANIECRIN KRG IRIE N AR E R PRHITIRE.
BN, SEFEAAIAAESIZIREIZ.

ILM 3RB&RBI 5 . ERHNTA
T ILM RESEER N BB RNEHNTT AR,
ERARMAREFNITARY ILM REEPTRERIELLT ILM REN:

* (VEERBUEFOEMERE T PARIS fHF B S3 FEDERXIEIZRE N EU-west-3 (PARIS ) BIXR, NR
PARIS %&*EEP’B\Z:EJEH ) )U'J?E‘;fﬁ)\o
* BArEEMNR (BEETEREFEAERARASEXKENNR) FHEEEZESHET OMBREIEF L. W
REHREHRBRERHEER. BEEMTAMELZIRI A,
BINRAIRISET, EHERIN TGRSR

* BT PARIS P B S3 FE7 B KIS E A EU-west-3 BRI RIGIZE— M INLE, HEFMHEE PARIS
HEFD. AFE—THNERBIIEAN, REXENGKERSFEEEESERO. MREBREETS
DHEFET RART A MANHEREE K.

* BEMNRFLEMEEMNR. BFEEFPARISTHF BRRES3EFMH I ERXINIGENEU-WEI-3HINR. &

PHEN—RRITRFESDREFC. B2, BTFEFANERFEHAN, Eit, MR—IHIEROR
A, NEEEATBUEREFR MG EIZ.,

6 BRILMEEES
IRFEERBERRIFIAMFLE R WA SR HECEFEIILMARES,
EERERE 2 AT, BT R ILM BB AIGETF0 StorageGRID RFHIEIAIEEE,

TGP, T RPHRMT — 1 FiStorageGRID bR, FELM—MHIERIILMEERS. LUETEH LS L7716
e, BSEHEATAVESIERES. BE % "CIERE ZE. ERIHITIRIE RN 2R AUE" TR

@ U ILM A1 SRERIN AR Bl EBRE ILM MUY EE S, TRUEMRIEZAT. B HEHITR
P UHIAER SRR, UMLERBEER.

BCRILMERBR YRR |4 AE

AUEHTRY ILM SRB8EY, StorageGRID RLIRVMERERIRERE IR EIRM, LHEEMREEPIREHBAERRIF
ZMENRB LB,

AUEHTEY ILM SRE&ET, StorageGRID RfEMEXREEMENR, SEINANKRMMBNNNR. EEUEHHY
ILM 5RE&Z 51, IEEENINE EH XN KRB RD I RN E S A ERIER, LM EHRRERN, &
PIAE N R E A RER S B IR 2RI,

ERHERFVILMREAZZMINE EF N KRNI EE SRR FHNROKRE. ErTLITUTRE CIZAE"

ANRIET [E] TEisees B9 ILMARN", 40, Ingt time _is on or after _<date and time> _, X#FHTIN REH FELE
E HEAFNEY A2 Z IR AT R,
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FIRE=EBYRIMD StorageGRID 14AERY ILM SRERE AR G14E
* ARV MR EC & SN A T I RV I ZRED T R

@ StorageGRIDIA NS MUMIZRIZECE X (2 ME—RY. EEAMEEXHIFAZEEERY
ZmED s o

* BN RAARNEIARE; fli, BRESFMN KRR AL T U RRIBEIN R,

* FUENRNEI RS R TRNMUE; §N, RABXNRKRBARBHEFE, HEBHEITREREK
MIZA2UE A5 T

M) 6 FREGSESD ILM S8 TNk s BB IR
TG, SERD ILM SRR ANILS StorageGRID RZI&IHHY, FERFA ILM #M,

Active policy Policy history
Policy name: Data Protection for Two Sites (2 rules)
Reason for change : Data protection for two sites (using 2 rules)
Start date: 2022-10-11 10:37:11 MDT
Policy rules Retention diagram
Rule order Rule name Filters @
1 One-Site Erasure Coding for Tenant A Tenantis Tenant A
Default Two-Site Replication for Other Tenants

TEUE ILM ZREE, BFEF AW RE— DGR BT 2+1 Af4R3E1TRP, MEFREEMEBF RN
BT W AEFER DGR Z BHITRIP.

M1 R A BB SRR

MR E X ThlE

WUE Y AP A BSR4 IR PRYRET

Vel v P A

2y Uy

HwE IR 12+ 12 4REI M EBOR EIR A
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M 2 1 NEMESHTRIEREH

MR E X TEE

AR 2 R 1& AT H AR P XN uE = S

Vel v BB

it IhR 1N 2

WE ‘}éiazy 0Z|Foreverf N ERIBIA: —PRIAAFIER1. —PEIAMTF
InR 2.

ILMERRR AN BI6: FE=Pibm ERIPEIE
FEUHTAEIP. == StorageGRID ZLMIILMEERE 1R R S HH HRE&,

ERITT BUGAINFIA = /E. MREEREREIBRT MM MEED: MRSHNEEHMNESAE =T REE RS
FREFET RBEOAEMENRR). AR, BESEE TR OHBILMANFA—MIRILMEEE, SEERIFFAE=
N R B

RUELLHT ILM RB&E, BFHEF ARNRBE=MLR EET 2+1 AUMEBFIRF, MBEFEMBER (UK
BFHEF ARNBRIHER) NSRBI =1EIFEFTE= TR EFEIRF.

M1 FEP A= iE R YRR

A E X THE

B i AP A B9 =04 SHRPRYRAD

Nl v HF A

gt FRE3 MR (BRI, hR2MIEm3)
WE MEOXREIXKZ. TEFIE3 P IARPIT2+1 44w
M 2 . WEMEAHTZIERER

MR E X ThlE

WLE Y ERTHEMEAH=LRER

Nl v feedid

=gt IhRl. BRI RS
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BE MDay 0Z|ForeverfI =P EFIEIZS: — PRI FIES1. —PDEIARMTF
hm2. — P EIRMIFIE=S.

BUEILMERRE. f5la0e

AUEFTILMERBEES . RIBERFHAV S EF AN AR E A, MENRAIREIBEHEFHUE. HETESZ NI
BN REBFHBINREIA,

@ ILM SREEPRHEIR A RER SEAERE EXRFAIMENISIE. ERVEREZA, BFAEEHR
IAREE, LA SRBISIRTERIE T,

BUEHH) ILM SB&ET, StorageGRID REAERERFIANR, SIEIAEHKAMMENOT
(D & ERssn LM S8, EEEHIEE S RAUMED RAKE S LFROETE
o, ETERISIETNER, BRIANRIET RS RIS AR,
BIRRISIE S R L TUH R R AR

EARAINHRESNILMERES R, BT HEA AR RIEEL R 1 EER2+1 LMD HITRIF. EHHILMERRS
. BFHEAANMRIGEILSR1. 283 EERA2+1 2R #ITRIP,

BUEFTEY ILM KBRS, BHRITULT ILM 121E:

* P ARARFNRFEFD AR NMERER R, HARN—1MEERER K. AR X=THRERPNE—1E7EF
EEARIBIER Lo

* BFHEF ANIAEXNSKKEHRTT ILM B RFERITG. BTFILMKRERE < ERMRIAIM R ECE S 4.
Fit= el Z2HAURRE R BRARBED KB =Mt R.

@ b1 ERNIB2+HFBRAREE®A. StorageGRIDIANEMEUMILRIDECE X 4R EME—
8. EEAMEEXHRAIESERUMMmIIH Lo

EfRESREZURNTRERNARBR

LRI, EHRESIRIILMREES. BT HEMEF HIN K@i R 1 2B EFE AR N E IR AR EIR
P. FEFRIILMERRE . B FEMEFPHNSEERILR1. 2M3NEHE IR =S HIRIA#HTTRIP,

BUEFTEY ILM KBRS, BHITULT ILM 21E:

© P ALSMNYERIFEFEIMNFITRES. StorageGRID REIBR=1EIAR. HESMHEREREFE—EIZ.

* BT XEHMBRNIENKIBEETR LM Bidi2h BT b, AT R2 ENIENREIE
MAFBEFILMAN K EHIER. EittStorageGRID REE N L H3BIE— MR EIZS,

AL ERBE Y M RERI R

ACELERAIRBILMERER /S, Itk StorageGRIDAR SRV AR ERI R EIRM, P ARVILA W RSB
EMFREIEF R, HEER3AEMEPNIENREBFNERELR. FEEASTEBRININEEIR.

408



BT ILM SRS EER, FRHRBANENEKRAESEN B EEIERSHIER. B ITMEHTEE
TR ERPRG, ERRRERIERKT,

N7 G ACEFILMRBRE W ZREEA, &R R A a e B AR 2 A XN RUERIMN PR " IngTime

advanced"fig8. R"Inged Time (BEIBYIE])"IREAN AT HFTHRESEMBIAKAE. LBFRILENELZ
RERNVERNZ R,

() 0%%E M EBFNEEERARRENROVBERE, BHARAL.

THIT 0 S3 WRBIERIFES ILM 5REE
EEX ILM SREELUBRBAT S3 MRBMEMZFME D ERFH R RERIFFREZKE,
EA TR LRI fER S3 FiE7ER,  ILM FIA ILM SRESEEE <o

@ YNRETESAIRY StorageGRID hRAFHERTREGMIEINEE, MR UUERILRAIREHEER
BT RBEEMIEEER TR IME EFE D Ko

@ T ILM A1 SRER ARG, ECE ILM MUY EE S, TRUEMRIEZ AT, B HHITR
W U AERSDIRTE TR, ULEREER.

HXER
* "M S3 WRUMEEIEWR"
s "BIEE ILM FERR"

S3 WRBE R 73 R X R

EURfBI%, #79 Bank of ABC #Y S3 M IKF EEAEA EIERCIET —NEAT S3 WRBMENEFHEIE, A
FEEEERNRITIER.

FEDERTENX ~HHE

Nl k= i ABC iR1T

Bucket Name RITIER
FhEoER X1, us-east-1 (ZRIN)

AINFRITIER D BERE N N RN RIRAIGEA LU TE retain-until-date Ml legal hold &E,

AFTHRIZE THE
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BN REAEEEHSHIRRZAS retain-until-date B, LLIZERILL
1, BFReeEL.
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until-date BiAFE,
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* 5 6+3 MR L=
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Bucket Name KIEE. BNEARTRBESIHNRINEEEE A MMEINEE) D ER.
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RS, TEMAIFHFISENRE, FRHEBAT S3 WRMENFMEIERMER: M 0 REIXA, FiET
RERERIUREA, HER Ingest (FASZRYEL,
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REEMLE, BERHEMNEIXHE. STMMEHEFARNZLERET.

* StorageGRID 24HFEZ N T AEHANTEAHEE, StorageGRID 1552 0] LIEFEE VMware Bl L, Linux
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