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Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure.

Pending Nodes

Search Q
Name 11 IPv4 Address I1 State It Recoverable I
® 104-217-51 10.96.104. 217 Unknown v
Passphrase
Provisioning Passphrase | sssss

Start Recovery

o FE"MEMET R"RPREREHRE,

@ EMEIIREITH, ERILISE T Reset FRHMHIRE, HIEER—TIEE, ERNRE
Bz, NRBRTRHERTS.

Reset Recovery

Resetting the recovery procedure leaves the deployed grid node in an indeterminate state. To retry
a recovery after resetting the procedure, you must restore the node to a pre-installed state:

» For WVMware nodes, delete the deployed WM and then redeploy it.
» For StorageGRID appliance nodes, run "sgareinstall” on the node.
» For Linux nodes, run "storagegrid node force-recovery node-name” on the Linux host.

MRBEEEIREERAME, WATETRMERTMLERS, WTHAR:

Do you want to reset recovery?

° VMware: BBRESZREMNET R AlE, SEEEFEMEHNEN, BEMBE LT R.

° Linux: 7£ Linux EN EETUA TS UERNBOI TR storagegrid node force-recovery

node—-name

6. AEFRETRRI"ERFHI BN, BE "EREgHEMEALEES (FoPE)



Recovery

Select the failed grid nede to recover, enter your provisicning passphrase, and then click Start Recovery to begin the recovery procedure.

Recovering Grid Node

Name Start Time Progress Stage
de2-s3 2016-09-12 16:12:40 PDT h W Y Waiting For Manual Steps

BHEHFAEHRRIA L StorageGRID ZiE% (Fihd )

B NF s TR NA, UEREHERENERESE, HEMBRIIUERZERIZEE
B, F—NHIAEFHELH EFHIBNLH StorageGRID FiEENE, EZMHAEHRL
FREREHMNE, NRFEE, F|JE Cassandra, ARBIIIRS,
FFa2Z Bl
s BELANEAENEEFTIRWBIEFEE TR T EH,
1&1T “sn-remount-volumes' IZS AT 8B B FiR B E fth & £ M IENEEE.
c RENEFEE#ETAEREEGEEHTH, HELEEETAEATE, (TE Grid Manager B, & 4P >
% > =, )
c MBREEEETHTH B, (7 Grid Manager H1, &4 > £E > B, )
s BE "EETEET RRARRSEMENEE",

(D mRs AR, E5RARZEHR, REET snrecovery-postinstall.sh' s,

XFUIES
EEL IR, BRITUTERES:
* BRIEMENFHET =
* I&17 “sn-remount-volumes' A A B EH IE RIS ULV EES, TITLHIAR, ESRMITUTRE:
o REMHFSNMFHEEUERE XFS BE.
° 1T XFS XH—HMHERE,
© MRXHRGE—H, WHEFEEEENEMBINILR StorageGRID ZF#ES.
© MREFESEERERIL, WEREHEES, & LLNEANEHERITE.
© BEMARHH AR R,
* J&1T “sn-recovery-postinstall.sh’fiizs, ZITIEHIZAE, ESHITULTERE,
EMEHAE], 1E/07Ei51T “sn-recovery-postinstall.sh’ LIEFHR R (L 2 E BN Z(EETTIR
@ HRITEIEZ BT EF B EE T = 7 “sn-recovery-postinstall.sh’SE Z BIE B EIEET

ARSERZHBHMNRS K EHEIR, HSE StorageGRID 1&& T RIREAEIFER, BEHE
EEHARTE,



o EFIEINL “sn-remount-volumes' I TS A EH S L M XA BT AEHES,

@ WMREFEANEMRES, WiZE LWREHIESREERR. EXMHITEMIIZIMMIE S
HEMAERREMNREIE, B ILM NS BB N FEHEZ PN REIZ,

c NRFBE, ETH = LEE Cassandra HiEE,

° EEET R EBIRS.

p
1. ERFNEMENFHET A

a. MALUTF#%: ssh admin@grid node IP
b. 8\ "Passwords.txt' S {51 H A ZZED,

C. B NLATas R E! root: su -

d. I\ "Passwords.txt' X5 H YD,

I root HHEREY, RN s BA 4o

2. BITE— MU EMERE A EREAIFES,

(D NRFIEFMEEEENN, FERINL, NENRFIEFESELIIKEE, el MBI itd
BHIZITE A U BRIV A RIEHFES,

a. iIz{TH#IAS: sn-remount-volumes
AR RER B EU B 74 BEE B S RN EEE LiB1T.
b. fiZiz1TEY, BEERHHEIZTMAET.

@ R LIARIEREEA tail - LA HEXHBIRZA (/var/local/log/sn-remount-
volumes.log’) » BEXHEELLm<STEEIFANER,

root@SG:~ # sn-remount-volumes
The configured LDR noid is 12632740

====== Device /dev/sdb ======

Mount and unmount device /dev/sdb and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sdb:

Mount device /dev/sdb to /tmp/sdb-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12632740, volume number 0 in the volID file
Attempting to remount /dev/sdb

Device /dev/sdb remounted successfully



====== Device /dev/sdc ======

Mount and unmount device /dev/sdc and checking file system
consistency:

Error: File system consistency check retry failed on device /dev/sdc.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two

copies of object data, you will temporarily have only a single copy.
StorageGRID will attempt to restore data redundancy by making
additional replicated copies or EC fragments, according to the rules
in

the active ILM policies.

Don't continue to the next step if you believe that the data
remaining on

this volume can't be rebuilt from elsewhere in the grid (for example,
if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sdd ======

Mount and unmount device /dev/sdd and checking file system
consistency:

Failed to mount device /dev/sdd

This device could be an uninitialized disk or has corrupted
superblock.

File system check might take a long time. Do you want to continue? (y
or n) [y/N]? vy

Error: File system consistency check retry failed on device /dev/sdd.
You can see the diagnosis information in the /var/local/log/sn-

remount-volumes.log.

This volume could be new or damaged. If you run sn-recovery-
postinstall.sh,

this volume and any data on this volume will be deleted. If you only
had two

copies of object data, you will temporarily have only a single copy.
StorageGRID will attempt to restore data redundancy by making



additional replicated copies or EC fragments, according to the rules
in

the active ILM policies.

Don't continue to the next step if you believe that the data
remaining on

this volume can't be rebuilt from elsewhere in the grid (for example,
if

your ILM policy uses a rule that makes only one copy or if volumes
have

failed on multiple nodes). Instead, contact support to determine how
to

recover your data.

====== Device /dev/sde ======

Mount and unmount device /dev/sde and checking file system
consistency:

The device is consistent.

Check rangedb structure on device /dev/sde:

Mount device /dev/sde to /tmp/sde-654321 with rangedb mount options
This device has all rangedb directories.

Found LDR node id 12000078, volume number 9 in the volID file
Error: This volume does not belong to this node. Fix the attached

volume and re-run this script.

FErflats, —NMEEEEMINEREN, =M EFEEHHE.
" /dev/sdb BT XFS XHFRAG—HIEKNE, AEAEAMNEEN, FHLERINERES. B
REFEHNIRE ENBUER T URE,
" /dev/sdc RilEiE XFS XHRLG—HIENE, FANFHEESHHNRERIT.

" /dev/sdd TAER, RAEERVBHIHEERNERRESRIT. SHATEEBEFEEN, €
HREREBEEITXFRE—HMENE,

" MREFEEEEREFEE, BXRTEZE No BAFTERENEE LNXHRS.

* MREFHEEEEIEHLE, BEHETREE Y, ErUERXGRFRENSEREREIRITFIFR
B, 45RIRTZTE Ivar/local/log/sn-remount-volumes.log” B &4,

* /dev/sde BT XFS XHRAA—HMNE, HEEEERNELN,; 2, vollD XHHH LDR
TE ID SbFEET =R ID (TMEPERAY configured LDR noid) AL, LEHERTRIMMERT
B EET =

3. BRI H AR,

(D MREFEERBET XFS XUHERFA—RUEKNER T AES, BFHAEERETNHERER. &
AT T BRTEIX %S 51T “sn-recovery-postinstall.sh™ BIZSHI & X

a. ELRRERESEMIANMAEENFRE. IRRILEME, BEMETRIZS



b. EEFEEEHIREINER. MRLIERETFHEETE TIEHET RIER.

EZRBIFR, /dev/sde WRIHEEMUTHIRHER:

Error: This volume does not belong to this node. Fix the attached

volume and re-run this script.

@ MRIBREEEER TS — M FHET R, BRARAZR. WMRIE1T "sn-recovery-
postinstall.sh'filds, FEERFHEMERL, XATESSBEIERL.

o MBTEEHEAEELE, BITREEH, HETATWIE.
() CoREEAERTEERNTAEELS.

TRERIGERIENS ID, XZIE1T repair-data’ A MR EIBERESNAFRNEAN (F—MN
1) o

et

d. BENEMFAIE T AERHMNIEEE, BXIBIT sn-remount-volumes filZs, LUMIAFRE I EFEEHNTE
EEIEERIES,

MRTEEN BB RATER, NSET—5, WEUILS FOFTERIRNS
(D &g, IREERIARGERE, WERRT— IR (REXREE) 28, 68

FI\ _/|\E|Jz'§o

SNSRI E NS P AU Rt B BB ERIREBUE, IBDIET ‘sn-recovery-
(D postinstallsh iz (fltn, WP ILM EBEERINER— M BIANAN, HESTAL
RBRENEE) o BHRERA SR ARE TSR,

S,

4. 51T sn-recovery-postinstall.sh B&: ‘sn-recovery-postinstall.sh

IERIASFR AU T EERN AR ERBEREFES; NRFE, AT~ LER Cassandra #iERE
; AEFET R LBRRS,

BERUTILR:
° HAA]RER BT\ A BEETT.
° —RgR, FEMIZANIETTHAE], B70F SSH =i
° SSH REAFIERNIRTSET, 15704% Ctrl+Co
° WIRREMLPIHLIE SSH R1F, HAKERESIETT, BEAIUMRENEREEHERE.,
° NREFETRER RSM RSS, WEEHEEITRIRSH, HARERER 5 2. 85 RSMIRSERX
BEpEY, FtSHE 5 DHBIER,

(D)  RSMEBSHETEE ADC BENEMESA L,



—U& StorageGRID 1k E2F{ER Reaper kA0 Cassandra 188, —BEHEXHFAERSB5h

, BEM=Bohi#H T, B R4 L F1eE] reaper's("Cassandra repair's 1R

BEIETMEERMAEIRHER, BB BIE RIS S

©

5. iBT “sn-recovery-postinstall.sh* I ZBY, 54T Grid Manager RIS Tl

"W S "TUE LAY HER A ER TR T “sn-recovery-postinstall.sh’ Bl ASBY SRR

Recovery

Select the failed grid node to recover, enter your provisioning passphrase, and then click Start Recovery to begin the recovery procedure

Pending Nodes

Name Il IPv4 Address T state 11 Recoverable i

No results found.

Recovering Grid Node

Start Time Progress Stage

Name
DC1-83 2016-08-02 14:03:35 PDT . N N N Recovering Cassandra

6. £ sn-recovery-postinstall.sh HIABHT R EHIRSEE, Eol BN RIGELRR D HHAEILEY
FEIEES
ZZS 80 1E B S EERA Grid Manager HiXRiE1E,

c EARBHIBRT, EBRIZ"ER Grid Manager i [EITREIE" s &FZ "y LAER Grid Manager,

o EEIBERT, HINESAZRARNIERT, HEHEMNESRT SIATHREENE D FRIA
T EBY, MR FEh R Rm N REE ERZ repair-data " l4s, MNREA—MIERER, 1BEE

N No
WRIEFHER Grid Manager HIRRIITE (FohiEFEXMNREIE) BIEIZA n:

@ * I8FE(ER Grid Manager iR R EUE,
&R LUER Grid Manager %3z FahiR R ELAY#HE,

TREERE, HARBTMIE!T, HETMENSYIENESS R, EEXESEE, REFBERMSH<

7o

E X REIEIRRE StorageGRID 2% (RSIXGHESHFE)

MEIRKEFET RNFWEESRE, EAUMERFET R L EHENERBEH B4R

RIS R
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TR 2R MERF?
RATRE I SRS TPy 0 TS MR SR

* MRBIE 4P > BER > “BRERNT R, 1BER "Grid Manager FHVEIMETTH" RN REHE.

) ?é%%ik?’f*éﬁ?)ﬁ* > EME > " BEMENT =PI, BFRIBUTTRER repair-data’ <R E 3T R K

MBMENEHET SESNE L FEEZENYS S, WNKAER repair-data’ filZs,
@ EEHIEMADER, BERRIRATMER, WAL, &M@ "Grid Manager RS 372
fEF “repair-data’ I Z2<iE R 3 R E3E
FFa 2> B
R RAE T SRS B IR A > BMSATE R aEE (O,

RFUIES
AILMEMEET Rl FE SRR REE, mREMER ILM N ERENENREIARAT A,
BEERUTEI

. %E%’I% ILM VBB N (NEFE— I EFIEID, HRZEAEFETHISENEEE L, WL EREZX

* MEMRRHE—FIRBIAL T =EFMEMF, N StorageGRID MR = F iR R A H S MERUERIR
B, EHRITIERFZAT, BERARARFLUREE X1 EETIH—J,BWFD?I‘E%%P@E’J%EHJJO

X7 “repair-data’ i} s

BRFENREIE, 151517 repair-data’ iz, AR BMERNRHERNTE, H5 ILM BiBEcS (R, UH
AR ILM FR0,

TR TER ERIEUE SRR RED (EC) #UE*, LT % repair-data FIAMIAREED, BABATERERR
SFIHIBEE B IEFRRIEHIE. IRFEXRERMEREIE, NHIUEITRAR S,

@ BX repair-data HIEIFAEE, BMNEEEDSMHFSITMAN repair-data —--
helpo

@ TFE’%UEHH]ZISE#FH RAERFKIRAHMER. W0BAIEE, BERA "Grid Manager FEIERETIZ

0
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EEHIEE
REFEZEERMNRERNEET R LNELES, AR eLUATMESHEIE:

repair-data start-replicated-node-repair
repair-data start-replicated-volume-repair
Ee] LAE A thep < IRERE HIEIERVE S -

repair-data show-replicated-repair-status

I3 (EC) ¥R
REFEEEERMTRERNEET R LNRES, BRI <L A AT MERIRRIHIEIE:

repair-data start-ec-node-repair
repair-data start-ec-volume-repair
1B LAGEA LA T ep < BRERZU MRS ERAVIE S -

repair-data show-ec-repair-status

(D AREFET RN, ATUFREERREILNEE. B2, MRT AT BEREERRD
HIE, WEETRIEE. BEREMETNRAARTM.

EC {EEIFU S HRBABHMHEI. THAREEHER, BETRNEEREEIR
() % NRREARBOEFETERTNE, EC EEELELY, EC EEELRRE, ToE
WRIEREN, NGRS

EREFETRIENS

1. ERIEAEETS:
a. MINLAF8<: ssh admin@primary Admin Node IP
b. 38\ "Passwords.txt' X5 H YD,
C. BINLU T eI E] root: su -
d. %\ "Passwords.txt X5 HEIZ,

I root BEREY, IBRFHEM s BHA 4o

2. {EM /etc/hosts XHEHREXRREMRENEZET RNENR. BEEEMBRFAETRNTIR, BRAL
THZA: ‘“cat /etc/hostse

MRFAIBEHIEEE, NEELE

NRFAIEEFHEEEHHIKE, BEEEIM TR, RIBEERSEAEHHIE. UM (EC) HiFximE, KR'E
HIEE . *UM4RET (EC) iz S YR BRI TR (Fo
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NRRABEHNEHIHEE, FHE (NERLEELIHEIEE 2HE

()  FERR NSNS RIET repair-data BIE, BIRESIEA, BRRARAZE,

BEHIEE

MREMNRE S EHINEEE, 15ER repair-data start-replicated-node-repair 85<, H®H4A “--nodes'i%
I, HA --nodes @ENB (RARBI) , UBEENFHET =

Lt 88 &7 SG-DC-SN3 MTFiET S LS HIEUE:

repair-data start-replicated-node-repair --nodes SG-DC-SN3

HWRHIEMERT, WIR StorageGRID RATEEME RN REIE, WML WREKX
@ Like BIMAREHFMT R LAIESHAER, ENBERRNREURZSFIUME, 15
S "AERREERRBIMR"

UMD (EC) #4iE

MR E UMD EEE, A repair-data start-ec-node-repair 85 H31EE --nodes %1, Hb
--nodes’ BFWNB (RARBFR) , UBEENEMED =

ttan 1B E B SG-DC-SN3 BT TS = _EYIZBRYRIDEIE
repair-data start-ec-node-repair --nodes SG-DC-SN3

I2EREl—ME—B repair ID, ATFARIBL ‘repair_data'#®fE. EALL repair ID'FIERER “repair_data®
BENHENER. MESETRE, FREEFAMEMRR,

HELEFMET RBNE, AJLUTHEEERRRmESE. BEREMET R RBETM.

RERLEE LA EHEE LR

MRNE D BHIEE, BEERTNNE, RIECESHEAERIEIE. LRRE (EC) BUEEIME, FIRRE
HIEE *UM4RET (EC) iz SimE rYIR BRI TR (Fo

NRFABEELIMKLE, B E NRFAEEHIKNIE, NEEHE.

M+70868IANE ID. 730, 0000 BF—%, 000F @HT73\E. EAIMEE—IME. —RIIEHZ AT
FHIFRE,

PRSI TR—FETR L. IRFELERZSNMEET RIS, BRARAZ .
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BEHIEIE

MREHMNEEESEEHIRIEIE, 1BFA start-replicated-volume-repair BN —-nodes i
TERAMRTI M (HEF --nodes @iZTREVIERREENR) o AEHRNM —--volumes 3 —-volume- range
I, SNLA R BIRRR.

BNE: iR EHMNEBIEEREIEZ 7 SG-DC-SN3 MfFET = LA%E 0002:
repair-data start-replicated-volume-repair --nodes SG-DC-SN3 --volumes 0002
HEE: LB EHINEIEERREIRZ 7 SG-DC-SN3 7ZET s LSBE "0003 2 0009 WHIFIES !

repair-data start-replicated-volume-repair --nodes SG-DC-SN3 --volume-range
0003,0008

ENERERTID. B EFMEIEIRIRE]E I SG-DC-SN3 By Storage Node 894 0001, 0005
M ooos:

repair-data start-replicated-volume-repair --nodes SG-DC-SN3 --volumes
0001,0005,0008

U QUIENEEY, W StorageGRID RAEAEM BRI RIIE, MAME HREX
(D) 2R BrRo0EESALTRARETR. WIREREATRRE, UREELR
EAR BB AT AT E

2UMfIES (EC) 244
MNREHINIE B SLUMEIEEE, 1BFER start-ec-volume-repair ¥ HES - -nodes EMFRIFIAT

= (HF --nodes BZTWRMBEENE) o AFARNM --volumes B --volume-range &M, FALLITFR
f5IFR o

BANE I SBAMARIDEIRIEIREE 79 SG-DC-SN3 M7Zf#ETi = "0007" LY

repair-data start-ec-volume-repair --nodes SG-DC-SN3 --volumes 0007

LHIEE: ASIFLAMEBEIRME 2S5 SG-DC-SN3 M7 = ESEEH 0004 F 0006 HIFFES:

repair-data start-ec-volume-repair --nodes SG-DC-SN3 --volume-range 0004,0006

IFESNZNE < eI EIEIRREIR 7 SG-DC-SN3 HEF#ETI = EAY% 000A. 000C Al
000E:

repair-data start-ec-volume-repair --nodes SG-DC-SN3 --volumes 000A,000C,000E

Lt repair-data BIERHREI—PMAFARIRLE repair data ??TET’FE'JUE_ repair IDo AL repair
ID AJERERZ repair data IREREEMLE R, MELRETME, F=REIHEHMKIR,

() SmurmiEs e, TR ESREREBNE. EERERETRTRER.
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miEEE
IRIBERTEA EHMIE . EIRED (EC) BB HRE, LNIREEFLIRS.
TR A BUSIIEAE T B RIFAL PR, HEBRTE 'Grid Manager' RSERBERIEILHIFHEIER,
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BEHIEIE
* BIRRIEEEHIEEMMEITREBE D, B show-replicated-repair-status xR 7 NZ! repair-data &5
2L,

repair-data show-replicated-repair-status

* BHRATHERESERNK:

a. EFTR > EEBENFEHETS > ILM.

b. EF"WL"BAHPHEM. BEFTRE, *FF - FIE BHIET 0 ™R,
© EEFMAM RN EEERE:

a. 1%&#¥ Nodes,

b. & REZH > ILM,

C. FATIRIE ILM FAFIE £, EE HEER (WA BUNE, ZBERHENEFHNRHA
REEHEN ILM BAIBYIERSE,

d. 7 ILM PAFIER Sy, BERUTRENM:
* A - it SERFTE N REITE ILM 1AV Y El,
TERBHRERIEER LM NATFREXNR.

* ZREE HNRIANEENRNEFBIES XN KRESRIENSH. SRENKREEEHE
F—TEIRBEANSR, TIERH ILM REIEELZHTEREIR. BREHETRERNEES
MPEIFERET, MEIHEERSEM. MRMEBEEIT, WELLESKE LM EE.

MREBEREFRK, HENMNREERIESEXIEM, + HEEEEFET RS MEREHERN
, XEBMHIFEER. IRZNEENXMEFLIEN, HEBTMTEAME, NWIEERkE
FEMo

e. Z{&, 79 storagegrid_iim_scan_period_estimated_minutes [l
“storagegrid_ilm_repairs_attempted $23% Prometheus Zifl,

4D (EC) i
B RRm SRR EH B ATRERMBEMIER, BHRITATRME:

1. HEERRIDEUREEIRE:
° 1% Support > Tools > Metrics LIEE SpIfFI T SEA BB MSTR B Ot RS, &

Grafana 284 Hi%# EC Overview, &%& Grid EC Job Estimated Time to Completion #1 Grid
EC Job Percentage Completed X &R,

o FALLTSRIERIFE repair-data IR{ERVIRE
repair-data show-ec-repair-status --repair-id repair ID
° (EFLLER LRI TP E E(E

repair-data show-ec-repair-status

15



Wit T FrE ARI A ST EFEIETTRMEERER, B4 repair IDo
2. NRIEHEMEERIER, BEEMR --repair-id ERNEXEE.
LR S ERAEE ID 6949309319275667690 HiXKMHTTRIEE :
repair-data start-ec-node-repair --repair-id 6949309319275667690
LR {EREE ID 6949309319275667690 X KM EEE

repair-data start-ec-volume-repair --repair-id 6949309319275667690

ikE StorageGRID FiET m ALK FIOBEFHEIRE

& Storage Node IRFAIKNzsfE, WAINLEIE Storage Node FIFIFR RS T IRE NN
, HRRE/XENB) Storage Node RSB 238, ERIAER FEB FEANIRES,
FiG 2 /i
c BBEMER "SZEE Web NI 28" BRI EERS.
c BEMEEETR, HIEMEBRTM.
il
1 EFTar > FEDR > £5,
2. R EFHRE THIFIFRIRE N RIS, 1R F LS
3. %% Save,
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