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{5/ API

£/ StorageGRID M EIE API

SR LUMERAMREIRE REST API A 2E Grid Manager FAF RERBITRASIEES,
N, EeIRe/REER API KRB EE EIRMEIEZ LA (FITNEF) -
Tk =R
WIE EIEAPIATHRH A T INAR IR
* /grid: FEMXPETF Grid Manager FBF, HETES AR,

* /org: B RFEFHEFKFARNZAMEELS LDAP ANAF. BXIFAER, BESW EHEFKS

* /private: HIAMXPRTF Grid Manager B, HETFRENANIR. FAB API IEFER, BARBITE
%1, StorageGRID fABiF Rt = Z2EIEKREY API hrZs,

& APl iEXR

MR EIE API 5/ Swagger 7R APl FF &, Swagger It 7 — 1 "EMBAF RE, AFFEXARNEFLZAR
£ API 7 StorageGRID A1 17SLEH21E,

Swagger AR REAE APl 12 1EIRHTEAIFA(E R,
FaZ i
s CBER "SI Web 28" BREINKREIER,
s 1BF "HFEIHIERR"
@ fEF API ST MITTITRYE AP 12 {EER B SEAHR(E, FEABHEIZMOIE. EMMHMIPRECEL
B E AR

g
1. M Grid Manager #r@iFh, EREFEBENR, FAFi%EE APl documentation,
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Qroups Operations on groups v

GET

Parameters

Name

type
string

guery)

limit

integer

guery)

marker
string

1 . ”
W /grid/groups Lists Grid Administrator Groups o

Description

filter by group type
Available values : local, federated

w

maximum number of resuils

Default value : 25

marker-style pagination offset (value is Group's URN)

inCludeMarker
baclesn if set, the marker element 5 also returmned
bl ~
order
string pagination order (desc requires marker)
et Avaiiabie values  asc, desc
w
Responses Response content type [ application/json - ]
Code Description
200

successiully retrieved

Example Vialue = Modesl

L

“responseTime 83-29T14:22:19. 67327,
“status®: =
“apiversion

“displaynasc™: "Developers®,
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StorageGRID FHIMIEEIE APl 121E
RIS EEAPIG B] IR IFHLAEI LT E 57,
(D oIRREEAL AP A EIRLE

* accounts: BIRFEHFIKFRVIRIE, BIECIENIKPMICRLTEKS NEFMEERBER.
* alert-history: ¥ BEfBRNERHITIRIE
* alert-receivers: MWERBHIZWEE (BTFHIHE) AVIRME,
* alert-rules: TEIRANIAVIZIE,
* alert-silences: T EHRFRIAAVIZIE,
* alerts: XEIRAVIZE,
* audit: 5 HFANEFEZICERIRIE,
* auth: TP RIESHIIENRIE,
MR EIEAPIZ A SHENIIEAR, EEER, BESHIRIEERNISONEXFRHEAFBMELD (

BD POST /api/v3/authorize) o WIRAFMINEIERIIE, MREILZEShE, LSRN MIESEAPI
JEREVARL IR ("Authorization: Bearer token") » < REIE1E16/\BY /53 HR,

@ gNR7 StorageGRID ZALGEAT ERER, WATRITARENT BREITHHIIE, ESH"
MREATERER, WE AP R#HITHHIIE "

BEXEREMNIIEREMNER, BER"PLEEERIBERRIE"

* client-certificates: ECER P IRIEPIVIRIE, UEFERIINELEIET AL eMife) StorageGRID,

* config: 5% Grid Management AP| kiR ARHEXAVIR1E, & 0] LIS L P A RS AR iZ iR 4s 2 355
89 Grid Management APl WX E ks, WAL APl IEFBIRZA,

* deactivated-features: EE AL FRABNTHRERIRIE,

* dns-servers: FIHFEAEECERISMER DNS ARS5 280911,

* drive-details: $H3H45EFMEIGEE SHIKENES EAVIRIE,

* endpoint-domain-names: FATF5IHFEN S3 i~ E HVIE(E.

* erasure-coding: TZUMRIFSEZE SXHBVIR(E,

* expansion: I BiZ(E (IiER) .

* expansion-nodes: ¥ B LAVRIE (TR%K) o

* expansion-sites: ¥ BI®(E (=R o

* grid-networks: 5I|HFNE ARSI T RAVIRIE,

* grid-passwords: FIIEEIDEIRIVIRIE,

* groups: AT EIEAMMIEEIRRAURMIMNG LDAP AR SBHICREA S WIS EIERARIRIE
* identity-source: FEEMBS N EHFoIRFELSHMAFE 28R E.



*ilm: WMESEMBHER (LM) BIEIF,

* in-progress-procedures: &R HFIEEHITHHEIPTER,
* license: ¥ZEMEH StorageGRID FAIERIIZIE,

* logs: WEMTHHEXHRIRE, v

* 845 XTI StorageGRID 1EFRAVIE(E, BIETEE Y8 = VEIRstrE A E—ER BSEEARSEEsinE
B, MIEEIE API £ Prometheus R GIE T BFAGIHREIER. BXHMiE Prometheus TWHER, 1§
2% Prometheus Mk,

@ ZhEs private BUFEARUE N BREA, XLEHEFRRIRETER[A] StorageGRID hZAsZ (8%
ET, BARBITEA,

* node-details: TisIF4H{E R _EHIIRIE,

* node-health: ¥R EERIRSHIERE,

* node-storage-state: i1 RIFEIRSHIIRIE

* ntp-servers: FTF5|HEEMIMEBMLRTEIININ (NTP) ARSS 28RV 1E,

* objects: JTRMI RITEIEATIRIE,

* recovery: MESTZHVIEIE,

* recovery-package: TH/IME BHIIE/E,

* regions: ATEEMEIEXEMEE

* s3-object-lock: ¥I%/F S3 Object Lock i& B ITAVIEE,

* server-certificate: FIFEEBHMEF Grid Manager RS 23 IEBHVIE(E,

* snmp: a7 SNMP ECE _EAYIZ1E,

* storage-watermarks: 7Efi&T sIKE,

* traffic-classes: & 77 HHIRAVIRIE,

* untrusted-client-network: X RZ{SENEF kLS ECERVIR(E.

* AP ATEEMEE Grid Manager AP H92{%,

StorageGRID FHIMEEIE API hiRZs1TH]

P EIE API (ERARASIEHIR SR A+ 4Ro
B0, MR URL 35T API BIRRZ 4o

https://hostname or ip address/api/v4/authorize

HHTSIRRE_FRE_AIERES, API ERASEHEE, S T5IEMA_FRE_BENE, APIBRRRES
Rigtg, RAENEREE NG RIGE T,

LAURRBISER T SEIARYEFR A B RS BUR T API higZso



AP| TEEHAY IRhRZ Hhlzs

5|RkRARE 2.1 2.2
SIRlRARRS 2.1 3.0

BHRRE StorageGRID #4ES, BRARMRAH APl, B2, HEFALKE StorageGRID BIFIHEEIRZSEY, &
ERFI LLAIE) = D— StorageGRID IhEERRZSHIIH API hRZ<o

@ BRI REE X 500RE, BXIFMER, FS U Swagger API XXHEHY "MigEIE API" BY config
3. 1EFE APl B IREMAERRIIRAGE, MIERMRIBRARZF.

SHRIER BT U T ARARIENEFA:

* Mg ARk 9 "Deprecated: true”
* JSON MR/ IE X 8#E "deprecated: true
* ERFHAZEERME nms.log. FI30:

Received call to deprecated v2 API at POST "/api/v2/authorize"

HaxE S RThR 4SS FrRYAPIRRZS

£/ GET /versions APl iERANREISZIFH APl EERRABFIR, IIERITF Swagger APl XH4HY config
b

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.750z2",
"status": "success",
"apiVersion": "4.0",
"data": [
2,
3,
4

NIEKRIETE APl hrZs

Ee] LUEREESE(/api/va) FARK(Api-Version: 4) IETE APl hRZAS, SNREMIEEXFHMNME, MRk
EEBEREZE.



curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

fAlk StorageGRID FEYESILIEK (IS (CSRF)

SR LB fFA CSRF £ hER1E5RFH Cookie NS HI0IE, MMESBIBALEE XS
StorageGRID BYEEuLRIEK{AIE (CSRF) K. Grid Manager #1 Tenant Manager = B 5
BRLLR2INEE; Hith APl ER IR LUAEREZEE RV EAItINEE.

AL Efuh = (FISNGER HTTP &R POST) BIERMKEE, AJUERABEERAFH Cookie & HFLE
BHXKo

StorageGRID @3 f#H CSRF < hEREEBNIKME CSRF Wik, BREGE, $5E Cookie WARMNMSFEIRLTIF
E POST [EXBHHINALLEL,

EERILLINEE, 1IBESDWIEEAENS csrfToken SEISEN “true. BRIAMEN falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true
}" "https://example.com/api/v3/authorize"

WR A true, NERKENIEIZE GridCsrfToken cookie MIE RE Grid Manager, FERMEIEISE

AccountCsrfToken cookie LAERE| Tenant Manager,

YR TE1E Cookie, MATLUENRARLIARZ (POST. PUT. PATCH. DELETE) MIFREIEREUHAEIEUTAHS
z—:

* The Xx-Csrf-Token #rk, #rkBIEIRE N CSRF £HE cookie BB,
* WFIESRBRIBIEXMEHS: —1 "csrfToken' REREAVIE R IEXES

BXAEMTANIFEESE, BSINEL APl Xid.

(D RET CSRF £h& cookie FUIEKIERE IFIERIHALEE JSON &K IEXHYIE KRS IT"Content-Type:
application/json"f5k, 1EAFH¥ CSRF IERIENIMRIF

NRBR7TRE—ER, 151EA API



MREBHE—FR, i5fFH StorageGRID API (Active Directory)

MNMRERFA "BEEEEHBEHEREF(SSO)" H Active Directory FA{E SSO 1e#tiZR, M
WA E—ZRY API iER, UFKECHNISEIRE AP S{EFP BIE APl B S 9 1IESRE,

MREATRERESR, BERE API
YR IEEMA Active Directory {4 SSO B 2R, NLiEA LU TR,
FriaZ i
* {&50iEE T StorageGRID AP EMEXE A SSO BF 2%,
s NRFBHEFEFEE AP, NEBHEHEFAMKS D,

KFULES
AILMER T RAIZ — RIS D IRIE LR

* % storagegrid-ssoauth.py Python filZsfiiF StorageGRID ZEXHBRH (RHEL /(. /rpms,
. /debs i&FF Ubuntu 3 Debian, VMware & . /vsphere) o

* curl IHRBYRAFI TIER.

WRAITKIE, curl TIERAIEEREN, BAIgESBEILTHEIR: A valid SubjectConfirmation
was not found on this Responseo

(D)l cnl IEREFRRPEREERLAFEE,

WNREBER URL 4whSin)e, MATEEREBEIFEIR: Unsupported SAML versione

g
1 BT A EZ —BIREN S B IIEShE:
° fff storagegrid-ssoauth.py Python 7S, 3¥%ZE5E 2 &,
° fEH curl iHK, HEFRE 3,
2. NREREFA “storagegrid-ssoauth.py il A, iEIGHIAZ#ELS Python fERRESHIBITHIZA,

HIRRES, BN TSHREE:

° 8SO Aif. %N ADFS g adfs,

° SSO AF&

o 223t StorageGRID Y1

° StorageGRID A9t

° fFKF ID QIRBLEEFAEEAPI)
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
R R P R s e S e At S RS SR S R

s T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

StorageGRID NS hEERIHPIRM, EMETUESEBTFEMIBER, FAFERMFER SSO WIEBRTE
APl B9A =,

3. MNREMEMA curl IEXK, BEAUTER,
a. FEAERMBNTE,
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'
export SAMLDOMAIN='my-domain'
export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Eifia) Grid Management API, &M 0 /E/9 TENANTACCOUNTIDo

b. EEEZKEZLZNEMHIIE URL, & /api/v3/authorize-saml' k& 1 POST i&E3K, F MR ipRE 1t
JSON #wt5,

W RBIZERT 5% TENANTACCOUNTID BN EE R B{HI0IE URL By POST 1BXK, LEREEES
“python -m json.tool’ LAMIBR JSON 4&h3.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

R FIRIEN B24F42E URL RIBER URL, BREIEMINNRY JSON Fi3/E.



"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. MM H{RIF SAMLRequest, UEERLEHSHFER,

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

d. M AD FS FSREXEIEE P imiaK ID AI5EZ URL,

—MERZER L — TR URL BRERRE,

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

MR BL4EE F imiEK ID:

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. MMM H{RTFE P imiaK Do

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

. BERERERXD E— 1 IaRZAIR 2R 1F,

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FSIR[E302EE M, RkREEZHMES,

@ NRIEH SSO RAEBAT ZRARZMEIE (MFA), RERXANBFHESEBEE_EN
B EMEE.

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. MR {R7ZE MSISAuth Cookieo

export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="

h. {EFAXE S %IE POST BY Cookie & GET iR A ZIIIEE(IB.

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

MRATKIEEE AD FS R1EER, UHUEFHEER, MM EXTERBREFETES
SAMLResponse,



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. MBREFERHIRTE SAMLResponse:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EF1RTEM sAMLResponse, & StorageGRID/api/saml-response iaKLER StorageGRID &
RIIES R,

FF RelayState, BEERAHEFIKS, ID, HEWMREZEFRE Grid Management API, EfER 0.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E34% B 1 3IE < héo



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. ¥ S S IIEShE B 1F A MYTOKEN,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

WTE, BRI "MYTOKEN BT EMIEK, FMUFERMER SSO WIER FER AP BIA T

MREBAE—ER, MEH API

MREERESAESR (SS0), MHKTAE—ZRTI AP IERLUTHEMBEIR AP SiTHFR S APl SRS
Active Directory FBfE SSO B{nHi2R, NIEALITRAE

*FIAES
MRFE, EaILlE MARRE SUFETUEFHRIRY StorageGRID AP, 3%, Ea]LIM StorageGRID fill
RESETH (SLO), XBEEBMH StorageGRID AF < H,
iz
1. BERBEEZHFHEIER, 188 cookie "sso=true" {£iB%4 SLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

[El7F$H URL:
{

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"
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2. {R77515 URL,

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. MEH URL £X B KL% SLO HEEME(E StorageGRID.

curl --include "SLOGOUT REQUEST"

iz[E] 302 MRz, BEMUENER TR AP BEH,

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MikR StorageGRID HAEH SR,

fB% StorageGRID AFH SN I IEARXS&E SSO WIEA AR, INRFKIZMH cookie "sso=true", M
FAF %M StorageGRID x5, MA=M SSO K&,

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content MNFTREAFPIE X,

HTTP/1.1 204 No Content

MREEHAESER, &£ StorageGRID APl (Entra ID)

MRE"EEREHEARERER(SSO)"H¥ Entra ID AYE SSO #HZRF, MAILUERRT
ISR AR B3 AP 2iFE 7 E12 API BB S HIRIEL .

WMREAT EntralD 2R &R, 155 RE API
WRIE(EF Entra ID /£ SSO S04, MERAULTIREA
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Faazai
* GHEBE T StorageGRID FAF4AREX S PR SSO BB FHBH iRz,
* NREBIFNEFEIE AP, NEEZFHBEHEFHKS 1D,
XFIES
B LUE R LA RGBS IREY S AR IIE S hE
* The storagegrid-ssoauth-azure.py Python iz
* The storagegrid-ssoauth-azure.js Node.js filZs

XA ELTF StorageGRID ZEXHBERH (RHEL A3 (. /rpms, Ubuntu 3¢ Debian /3 . /debs
, VMware /J . /vsphere) o

EFMAH Entra ID REB A API &£, 188 storagegrid-ssoauth-azure.py 48, Python fAsEHi%
6] StorageGRID &R MER (ELFKEN SAMLRequest, FARFREIENSHE) , FIEMA Node.js BiiZ<5 Entra
ID ZELU#IT SSO #2:1F.

SSO BERILUER—RT| AP IERHIT, BXFMHRE SR, Puppeteer Node.js iR FFHNEY Entra ID SSO
=)

WNREBR URL 4wh3in)d, NATE=BEIFEIR: Unsupported SAML versione
S
1. REFRFERARII, 0T

a. &% Node.js (3EE M "https://nodejs.org/en/download/") o

b. ZEEFRZER Node.js 3R (puppeteer # jsdom) :
npm install -g <module>
2. %% Python BIZS{E33#45 Python FERR SR LUSITHIZS,
SRfE, Python BlZI%IAAERAY Node.js IZA<EH 1T Entra ID SSO R H,

3. HIMETH, WMAUTESHNE GFERSHEN)
° BTFERE Entra ID 89 SSO BT HR 4k
° StorageGRID A9k
° #HPIKF ID GNREIA/IREFEIE API)
4. HIRTEY, BRAEN, HESFEWEIEREM Entra ID 21 MFA 1%

s\azure_ssodpy storagegrid-szure-ssoauth.py sso-email-address userimy -dosain.com
--ftenant -account-id- B

Enter - the-us
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@ ZHZA{RI& MFA 218 Microsoft Authenticator e, & AIREE S MZAS LAZ F E fth s
A9 MFA (15 WEMNTEREE PR EIRIRED) o

StorageGRID #ZX < hEEtihiRftt. EMAEAILRLEATEMIBER, RMUFERMER SSO WIFR TE
FA API 853,

MREEARE—F R, 15(EH StorageGRID API (PingFederate)

MBREF"CEEHERE SEF(SSO)" FHEMH PingFederate {8 SSO Tﬂi—t&}"‘, T 4
TERH—FRY APl 153K, LDIREFMREIE API il P EIE AP BB RIS,
MEEATREAER, BERE AP
NER{Z(EF PingFederate £ SSO B {117, NIEM L TRAA
FiG 2 /i

* &50EE T StorageGRID AP EMEXEHEF B SSO AR &M=,

* MRBHEFEFLEE AP, WEEHEHEF K, 1D,

KXTFULES
AILUER T RAIZ — RIS IR

* % storagegrid-ssoauth.py Python filZsfiiF StorageGRID ZEXHB R+ (RHEL 5I(./rpms,
. /debs i&FTF Ubuntu Z{ Debian, VMware & . /vsphere) o

* curl IBRBVRGI TIER.

WRARITKIE, curl TERPIEERER, BAIgESBEILTHEIR: A valid SubjectConfirmation
was not found on this Responseo

O =l cnl IEnEFRRPEBEELEAFEE.

WREBER URL 4whSin)d, MATEEEBEIFEIR: Unsupported SAML versione

s
1. EBBEUT A EZ— LIRS D IIEL RS
° ffM storagegrid-ssoauth.py Python fiZds, 3% ZE5$ 2 &,
° &£ curl IEK. EEIFE 3,
2. YNREREFA “storagegrid-ssoauth.py filA, EIGHIAZ#ELS Python fERRESHIBITHIZA,

HIRRES, BMALUTSHAE:

° 8SO A, ErILUN"pingfederate"BIfEfAIZE{A (PINGFEDERATE. pingfederate ) o
° SSO AF &
° 224t StorageGRID f9iE, It FEEARAT PingFederate, &R LG HBE s NEAE,
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° StorageGRID AYiik
° PP ID NREIHREFAEEAPD .

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
$kdkckkkdkckkkkckkk ks ke hhk kb k ok khhkkhbkkkhkkkhkkkk gk ks kkkkkkkk kb ki kkkkkkE

$kdkckkkdkckkkkckkkkhkkkhkkhhkkhkkkhkkkhkkhhkkhhkkkhkkkhkkkkkkkk kg kkkk
StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cactb25e7

StorageGRID XS EEHIH PR, EIMEALUESEBETEMIBER, RMUFERMER SSO IR TE
B APl AT

3. YNREEA curl IEKR, EFEAUTERR
a. FEAERAFENER,
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Zip518) Grid Management API, i&f£M 0 E/9 TENANTACCOUNTID,

b. ZEIZINEEZMEHNINIE URL, & /apilv3/authorize-saml' & 1 POST 153K, F MRz 3ol bR E fth
JSON #ghg,

LRI E R T ¥ TENANTACCOUNTID MIE R B30I URL BY POST 3K, £RGEEE! python -m
json.tool LAfMFR JSON Zwh3,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

R BIRPER 2445 URL RIZRIE R URL, {BFEFEMIINEY JSON 4Hi3/E.
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. MR H{RTE SAMLRequest, LUBEIEGLEHSHER,

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. SN F] cookie, FHEIRMHN

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. Si"pf.adapterld"B, FH[EIZEMWLZ:

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. S "hrefE (MFREZFAL ) , HEIZMAR:

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

9. St action"&:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping"

h. ¥4Cookie5&EiE—fe &ki%:



curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. ME2EFERH{RTE SAMLResponse:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EF1RTEM SAMLResponse, &H StorageGRID/api/saml-response igKELER StorageGRID &
REIELHE,

3FF RelayState, BEFERMEFIKF ID, HEWMREZRE Grid Management API, & 0.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MRz E34% B I 3IE < hEo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B i B9 IRIE S S F R MYTOKEN,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

WME, ALV "MYTOKEN BT EHMIER, FMMUTFERER SSO MIER FER AP B9

MREBRRE—EZR, WFHE API

MREBARERER (SSO), MHAEH—RT AP IERLUFHMIEEE API TP EIE AP, IIRE[ER
PingFederate E/9 SSO 12w, MIEMLA TR

KTFUAES
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MRFE, EaILUEE MAR R SUFEEFHERIRY StorageGRID APl, 5%, ER]LIM StorageGRID
fil & 2 2UESH (SLO), XFREBMHY StorageGRID AEH L hE,
S

1. BEERBERIVEHEIER, 1B cookie "sso=true" {Zi#44 SLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

iR[EFHE URL:

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. {R775F5 URL,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"

3. EEH URL 23X B KL% SLO HEEM(E] StorageGRID,

curl --include "SLOGOUT REQUEST"

RO 302 FaRz, BERUERER TR API BEH.

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MiF& StorageGRID A& SR,

B StorageGRID EEH ST EARS&E SSO WIEANERE. fNRFKIRM cookie "sso=true", NI
FIF¥EM StorageGRID X, MASEM SSO K&
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

A 204 No Content MNFTAFIEFH.

HTTP/1.1 204 No Content

&£/ API {=F StorageGRID If&E
SRl LUER MR EIE AP| 5t 212 StorageGRID R4EGHRIRELETHEE, SREINIIEES,
TERERIA D EHRITS ZT8EEXBES IR,

KXTFULES

BEERINEERSE, ErILFELEAR] StorageGRID RAHFRIRLETHEE, ERINEERFELE root BRFZHETAESR
Root access WIRAVEIE R AR AP ERIZIhRERIME—T 7%,

BT RRICTIRERISRAMY, BERUTER:

A RBIR—HKIRSIRME, BILIBRBFKARKIBRH StorageGRID ZAANFHEE. N THRIFEFPIRIR
£, ARBHREMRERTESERP GXIELERPERBA KA,

A RTBIRI LB ERMRERE AP RRYEAINRERS KLU BT, BIT2FERMREER (U AP)
AY*SERRFEF root ZERSTHEE, A ARIMREESRARF (8% root AFMETAE RIFRNRWANAF) TE
BRI KA BY root FAF ZES,

T

1. AWM EE APl BY Swagger X#%, 1BEIA "#F Grid Management API",

2. {E"=HThEE IR

3. B{EAEIINEE (5180 Change tenant root password) , EIEUWI FFRME APl RiEIEX:

{ "grid": {"changeTenantRootPassword": true} }

BRERE, FREAENHEFRERINE. AP RAEFPAREESR Change tenant root password EIERE
, ERIZIAELFEF root AP ZEIGHY APl iEREBG R H £7R"403 Forbidden"s

SBisUa SIS ARITHEE

FINBERT, EeJLIEA Grid Management AP EFTECEEEANINEE, B2, WRERBIEEEHAIINEER
BEITECE, EALUE A activateFeatures IhREAS 5,

@ activateFeatures INEETT ZEFE T, MREAEEAILINGE, HEE, B KAKEZENHE
FREMEFERINEENEE), EAMBERE AT IFUME TR ELIINEE,
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T

1. JFRI AR B2 API BY Swagger X4,

2. RE "= FAThEE " IH =

3. EEMAUEFTETIRE, IBIIEXAIEEI API, WTRFAR:

{ "grid": null }

iERERE, BEEEREINEE, SIEEXFAF root ZRETHEE, *BEXFEF root B BIEMRIMER T
EFRAFPREH, FASHENIEF root ZRZEY AP EREPRETI, BiteBF AE *Root i) R T E L
FHF root ZH*EIENR,

AIENRHESH _al_BERNREERRE. NREMNAEFERRESHNIIEERER, Wk
L PUT IEKABEFRIEEEN]. I, EE:FEE"EFEF root AP HE B ThEEH A=
storageAdmin EIEMNPR, BE&AEL PUT iEK:

{ "grid": {"storageAdmin": true} }
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