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BRAESEIREE, BT S DERTL:

* Authorization

* Connection

* Content-Length

* Content-MD5

®* Content-Type

* Date

* Expect

° Host

* x—amz-date
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"CompleteMultipartUpload"
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StorageGRID Z#FIiERIFRE EASHANT., UKL URI E85K:
* uploadId

* x—amz-checksum-sha256
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StorageGRID Z#HEXLETERKIEX XML HRig:
* ChecksumSHA256
®* CompleteMultipartUpload
* ETag
* Part
* PartNumber
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https://docs.aws.amazon.com/AmazonS3/latest/API/API_CreateMultipartUpload.html

* x—amz-server-side-encryption-customer-algorithm
* x-amz-server-side-encryption-customer-key
* x—amz-server-side-encryption-customer-key-MD5
* x—amz-tagging
* x—amz-object-lock-mode
* x—amz-object-lock-retain-until-date
* x—amz-object-lock-legal-hold
* x—amz-meta-<metadata-name>
TBERIEX
P

StorageGRID X#4
"CreateMultipartUpload"

"DeleteBucket"”

URI S EIERIRK
StorageGRID Z#FILiERIFAEERAS ST ERNR.

StorageGRID X714
"${post_edited_translations.segment}"

"DeleteBucketCors"

URI 0S8 MIERKIRkL
StorageGRID X #fILiERBFTE B S HHIR LN,

BRIEX
p

StorageGRID X4
"${post_edited_translations.segment}"
"DeleteBucketEncryption"

URI EHSHRMBERIRL

StorageGRID X #FILIERFAE BB S SR LAR.
BERIEX

T

StorageGRID X4
"${post_edited_translations.segment}"


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketEncryption.html

"DeleteBucketLifecycle™

URI 1S EAIERITK

StorageGRID X #FILIERFAE BB S SR AR,
BERIEX

7

StorageGRID X1
* "${post_edited_translations.segment}"

* "GIE S3 A an/AHAECE"

"DeleteBucketPolicy"

URI EHSHRMBERIRL

StorageGRID X #IttiERAVFAEE A S ST LRAR.
BRIEX

p

StorageGRID X4
"${post_edited_translations.segment}"
"DeleteBucketReplication™

URI 0S8 HMERKIRkL
StorageGRID X #ILiERBFTE B S HFIT NS

BRIEX
p

StorageGRID X714
"${post_edited_translations.segment}"
"DeleteBucketTagging"

URI EFSHRMIBERIRk

StorageGRID X5t iERAFAEE A S LA LAR,
BERIEX

o

StorageGRID X4
"${post_edited_translations.segment}"


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketLifecycle.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteBucketTagging.html

"B R

URI S HAERIRkL
StorageGRID Z#FILIERBIFTE EASHMIRK, UMRIHINIEKIRk:

* x—amz-bypass—-governance-retention

BRIEX
p

StorageGRID X4
"R _ERYIRE"
"DeleteObjects"

URI B2 EAIERITK
StorageGRID Z#FILIEKRIIFRE BASHAITL, MURLMNIERIR.:

* x-—amz-bypass-governance-retention

ERIEX
StorageGRID 323#¥5: 58T Amazon S3 REST API & X HIFREIERIEX S,

StorageGRID X4

"SR _ERVIRIE"

"DeleteObjectTagging”

StorageGRID Z#FIiERIFAEERAS ST ERNR.

BRIEX
p

StorageGRID X1

"SR _ERYIRIE"

"GetBucketAcl"

URI Z@SHAIERIRK

StorageGRID Z#FItiERFAEERASHATERNR.
BKRIEX

I

StorageGRID X4
"${post_edited_translations.segment}"


https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjects.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_DeleteObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketAcl.html

"GetBucketCors"

URI S HAIFRITK
StorageGRID X #FILIERFAE BB S SR AR,

BERIEX
x

StorageGRID X4
"${post_edited_translations.segment}"
"GetBucketEncryption"

URI S EAIERIRK
StorageGRID Z#FItiERIFAEEAS ST EARNE.

BERIEX
7z

StorageGRID X#4
"${post_edited_translations.segment}"
"GetBucketLifecycleConfiguration"

URI TS ENIERIT X
StorageGRID Z#FIiERIFAEERASHHAITERNR.

BRIEX
x

StorageGRID X1
* "${post_edited_translations.segment}"

* "G S3 £ FHAEE"
"GetBucketLocation"

URI 0S8 MIERKIRkL
StorageGRID Z#fILiERBFTE B S HFIR LN

BRIEX
p

StorageGRID X4
"${post_edited_translations.segment}"

10


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLifecycleConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketLocation.html

"GetBucketNotificationConfiguration"

URI S HAIFRITK
StorageGRID X #FILIERFAE BB S SR AR,

BERIEX
x

StorageGRID X4
"${post_edited_translations.segment}"

"GetBucketPolicy"

URI S EAIERIRK
StorageGRID Z#FItiERIFAEEAS ST EARNE.

BERIEX
7z

StorageGRID X#4
"${post_edited_translations.segment}"
"GetBucketReplication"

URI TS ENIERIT X
StorageGRID Z#FIiERIFAEERASHHAITERNR.

BRIEX
x

StorageGRID X#4
"${post_edited_translations.segment}"
"GetBucketTagging"

URI S EAIERIRK

StorageGRID X#FIiERIFIE EAS ST ARNS.
TERIEX

I

StorageGRID 14
"${post_edited_translations.segment}"

11


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketNotificationConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketTagging.html

"GetBucketVersioning"

URI ZiHSHMERITK

StorageGRID Z#FItiERAIFIE EAS SR EAAR,
BERIEX

7

StorageGRID X4
"${post_edited_translations.segment}"

"IRENAT R
URI EWSHHAIERITL
StorageGRID Z#FILIERFAE BEHASEHFIRSL URI TS5, URLTEIMNY URI ZigSEK:
* x-amz-checksum-mode
* partNumber
* response-cache-control
* response-content-disposition
* response-content-encoding

* response-content-language

response-content-type

* response-expires
XEEEIMYIERATK :

* Range

x—amz-server-side-encryption-customer-algorithm

X—amz-server-side-encryption-customer-key
* x-amz-server-side-encryption-customer-key-MD5
* If-Match
* If-Modified-Since
* If-None-Match
* If-Unmodified-Since
BERIEX
P

StorageGRID X714
"SRENR"

12


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObject.html

"GetObjectAcl"

URI S HAIFRITK
StorageGRID X #FILIERFAE BB S SR AR,

BERIEX
x

StorageGRID X4
"ITR _ERYIRE"
"GetObjectLegalHold"

URI TS HMIBERIRk
StorageGRID 5t iERBIFAEEASHAITLAR,

BRIEX
p

StorageGRID 14
"{#FH S3 RESTAPI EitE S3 MR IUE"
"GetObjectLockConfiguration"

URI S HAIERITK
StorageGRID X #FILIERFAE EHS SR LAR.

BRIEX
x

StorageGRID X4
"] S3 REST API & S3 MR BiE"
"GetObjectRetention"

URI EESHAERIRK

StorageGRID 5t iERBIFAEE A S LA LAR,
BRIEX

x

StorageGRID 14
" S3 REST API it & S3 WRBiE"

13


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectAcl.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectRetention.html

"GetObjectTagging"

URI S HAIFRITK

StorageGRID X #FILIERFAE BB S SR AR,
BERIEX

¥

StorageGRID X4
"WTR _ERVIRLE"

"HeadBucket"

URI TS EABERITkK

StorageGRID Z#FitbiERBIFTE EAS LR RSB
ERIEX

¥

StorageGRID X4
"${post_edited_translations.segment}"

"HeadObject"

URI EHSHMBERIRL
StorageGRID #5UIbiERBIFAE BASHAIT., UALTHINARS:

* x—amz-checksum-mode
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x—amz-server-side-encryption-customer-key-MD5
¢ If-Match
* If-Modified-Since
* If-None-Match
* If-Unmodified-Since
* Range
BERIEX
o

StorageGRID X4
"HeadObject"

14


https://docs.aws.amazon.com/AmazonS3/latest/API/API_GetObjectTagging.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadBucket.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_HeadObject.html

"ListBuckets"

URI ESHAERIRk

StorageGRID X #FILIERFAE BB S SR AR,
BRIEX

¥

StorageGRID X1
ARSS _ER9IZ1E » ListBuckets

"ListMultipartUploads"
URI EHSEAIERIRK
StorageGRID X #FILIEKRMFAE BEASHANTA S8, URTHMSE:
* encoding-type
* key-marker
* max-uploads
* prefix
* upload-id-marker
BXRIEX
"

StorageGRID X714
"ListMultipartUploads"

"ListObjects"
URI EHSEHIERIRK
StorageGRID X #FILIEKRIFRE BEASHIRA S8, URATHNS:
* delimiter
* encoding-type
* marker
* max-keys
* prefix
JEKIEX
I

StorageGRID X4
"${post_edited_translations.segment}"

15


https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListBuckets.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListMultipartUploads.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjects.html

"ListObjectsV2"
URI S HAIFRITK
StorageGRID Z#FILIERFAE BRASHMINE 88, UKRUTHINSE:
* continuation-token
* delimiter
* encoding-type
* fetch-owner
* max-keys
* prefix
* start-after
JBEKRIEX
7o

StorageGRID X4
"${post_edited_translations.segment}"

"ListObjectVersions"
URI B2 EAIERITK
StorageGRID Z#FILIERFAE BERASHAINL 88, UNRUTHINSEk:
* delimiter
* encoding-type
* key-marker
* max—-keys
* prefix
* version-id-marker

BERIEX
x

StorageGRID X4
"${post_edited_translations.segment}"

"ListParts"

URI EESHAIERITK
StorageGRID #lbiERBIFAE BASHAIT A 28, URLTHINSHA:

®* max-parts

16


https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectsV2.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListObjectVersions.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_ListParts.html

* part-number-marker

* uploadId

BRIEX
x

StorageGRID X4
"ListMultipartUploads"

"PutBucketCors"

URI EHSHANIFTRATL

StorageGRID Z#FILIERFAE B H S SR AR,

BERIEX

StorageGRID Z#F3L4#EES Amazon S3 REST API E X FIFREIERIEX B,

StorageGRID X4
"${post_edited_translations.segment}"

"PutBucketEncryption™

URI ZaS BRIk
StorageGRID Z#FIiERIFAEERAS ST ERNR.

JERIENX XML 1712

StorageGRID Z#FXLETEKIEN XML tRig:
* ApplyServerSideEncryptionByDefault
* Rule
* ServerSideEncryptionConfiguration

* SSEAlgorithm

StorageGRID X4
"${post_edited_translations.segment}"
"PutBucketLifecycleConfiguration™

URI EHSEAIEKIRK
StorageGRID Z#FItiERIFAEEAS ST ERNE.

JERIES XML #RiE
StorageGRID Z#FXLETERKIEN XML HRig:

* And

* Days

17


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketCors.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketEncryption.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketLifecycleConfiguration.html

* Expiration

* ExpiredObjectDeleteMarker
* Filter

* ID

* Key

* LifecycleConfiguration

* NewerNoncurrentVersions

®* NoncurrentDays

* NoncurrentVersionExpiration
* Prefix

°* Rule

* Status

* Tag

* Value

StorageGRID X4
» "${post_edited_translations.segment}"

* "BIE S3 4 anAHAACE"

"PutBucketNotificationConfiguration"
URI i8S ERARK
StorageGRID %5 ILIERBIFAEEAS BT ERAR.

JERIEX XML 172
StorageGRID Z#FXLEERIEN XML #Rig:

¢ Event

* Filter

°* FilterRule

° Id

* Name

®* NotificationConfiguration
®* Prefix

* S3Key

° Suffix

* Topic

* TopicConfiguration

18


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketNotificationConfiguration.html

®* Value

StorageGRID X4
"${post_edited_translations.segment}"

"PutBucketPolicy"

URI S EAIERIT K

StorageGRID % ILIERBIFAEEAS ST LRS-

ERIEX

BXZISONEXFEIFMESR, BES N FAFMEXAE R

"PutBucketReplication"

URI E1 & AIERIRK
StorageGRID Z#FILIEKRMFTE 1E A S AT AAR,
JERIENX XML 1712

* Bucket

* Destination

® Prefix

®* ReplicationConfiguration

* Rule

* Status

®* StorageClass

StorageGRID X4

"${post_edited_translations.segment}"

"PutBucketTagging"

URI ERSHAIERAT.

StorageGRID #FIbIEKAVFRE 1E S AT AAR,

JBEKIEX

StorageGRID 33352 ##Et Amazon S3 REST APl EXKIFTEIERIEX S,

StorageGRID X4
"${post_edited_translations.segment}"

19


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketPolicy.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketReplication.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketTagging.html

"PutBucketVersioning"
URI S HAIFRITK
StorageGRID Z#FItiERAIFIE EAS SR EAAR,
BERIEXESE
StorageGRID Z#FUU NEKEXSE:
®* VersioningConfiguration

®* Status

StorageGRID X4
"${post_edited_translations.segment}"

"REMNR"

URI EESHAERIRK
StorageGRID FlbiERBIFAE BASHAIT., UALTHINARS:

* Cache-Control
* Content-Disposition
* Content-Encoding
* Content-Language
* Expires
* x—amz-checksum-sha256
* x—amz-server-side-encryption
* x—amz-storage-class
* x—amz-server-side-encryption-customer-algorithm
* x—amz-server-side-encryption-customer-key
* x-—amz-server-side-encryption-customer-key-MD5
* x—amz-tagging
* x—amz-object-lock-mode
* x-—amz-object-lock-retain-until-date
* x—amz-object-lock-legal-hold
* x—amz-meta-<metadata-name>
BRIEX
* R FHEIEHE
StorageGRID X4
"HEXNR"

20


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutBucketVersioning.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObject.html

"PutObjectLegalHold"

URI S HAIFRITK
StorageGRID X #FILIERFAE BB S SR AR,

TERIENX
StorageGRID Z#F3L1#EES Amazon S3 REST API E X HIFREIERIEX B,

StorageGRID X4
"{FF S3 REST API F2& S3 MR HiE"
"PutObjectLockConfiguration™

URI TS HMIBERIRk
StorageGRID 5t iERBIFAEEASHAITLAR,

EREX
StorageGRID 323#¥5:58F Amazon S3 REST API & X HIFR A 1ERIEX S,

StorageGRID 14
"f§f S3 REST API i & S3 M ZRBiE"
"PutObjectRetention™

URI ESHAERITkL
StorageGRID Z#fILiERBIFAE EASHARK, MURIEHINARSK:

* x-—amz-bypass-governance-retention
TERIEX
StorageGRID 323#¥5:58Y Amazon S3 REST API & X MIFR A1 RIEX S,
StorageGRID X4
"{FF S3 REST API F2& S3 M &R BiE"
"PutObjectTagging™
URI EHSEHHIERRL
StorageGRID Z#FItiERIFAEEAS ST ERNE.
ERIEX
StorageGRID Z#F3L4#EES Amazon S3 REST API E X HIFREIERIEX B,

StorageGRID X#4
"SR _EBIIR(E"

21


https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLegalHold.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectLockConfiguration.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectRetention.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_PutObjectTagging.html

"RestoreObject"

URI S HAIFRITK
StorageGRID X #FILIERFAE BB S SR AR,

BERIEX

BXZFHNEXFENFMRER, EEN "RestoreObject’s
"SelectObjectContent”

URI B2 EAIERITK

StorageGRID X #FILIERFAE BB S HAR AR
BERIEX

BXZIRNEXFENFAES, EEILUTRE:

i

>

* "{£F3 S3 Select"
+ "SelectObjectContent"
"UploadPart"

URI 0S8 MERIRkL
StorageGRID Z#fILERFAE EASHMIR KL URI S, DUKRUTEHIING URI EESEK:

* partNumber

* uploadId
XLERRIMNIE SRR |

* x—amz-checksum-sha256
* x—amz-server-side-encryption-customer-algorithm
* x-amz-server-side-encryption-customer-key

* x—amz-server-side-encryption-customer-key-MD5

BEREX
© B IR

StorageGRID 14
"UploadPart"

"UploadPartCopy"

URI EHSHRMIBERIRk
StorageGRID % #5ILIERBIFAE BEASLHNT A URI WS, URLITEIN URI EBSE

* partNumber

22


https://docs.aws.amazon.com/AmazonS3/latest/API/API_RestoreObject.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_SelectObjectContent.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPart.html
https://docs.aws.amazon.com/AmazonS3/latest/API/API_UploadPartCopy.html

* uploadId
XEERTIMYIFRAT K :

®* X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-modified-since

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* Xx—amz-copy-source-range

* x—amz-server-side-encryption-customer-algorithm

* x—amz-server-side-encryption-customer-key

* x-—amz-server-side-encryption-customer-key-MD5

* x—amz-copy-source-server-side-encryption-customer-algorithm

* Xx-—amz-copy-source-server-side-encryption-customer-key

* x—amz-copy-source-server-side-encryption-customer-key-MD5
BERIEX
I

StorageGRID X1
"UploadPartCopy"

i StorageGRID S3 REST API i &

Ea] LAfEEA Amazon Web Services a8 1THRE (AWS CLI) MiA 5 RAEREZRHWIEES
A LIEE R,
Feazgi

s BB M "aws.amazon.com/cli" FEFH %% AWS CLl,

BN, EEEeIRNEIYESRRER BN, EREEERINEFET R IP i UL EERANIROS,
BESH"BTEP mEEZR P MmO

s 75 "QIZT SI ALK,
c MEERIBEFLH "EeEIRRIER"

BARESBIFMER, BBN EEEFHEE .

T
1. BE AWS CLI & & LUERE7E StorageGRID R4 OIEAINK :
a. WMABRERRN:. aws configure

b. I N8 AYK - AT TRIZE SR 1D,
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e. IFMAEFERANRIABEEIL, iR Enter HIEE JSON,

- BIETFHER,

LR BHRIZ IS B39 esin RECE (ER IP ik 10.96.101.17 FEwO 10443,
aws s3api --endpoint-url https://10.96.101.17:10443
--no-verify-ssl create-bucket --bucket testbucket

NRALTHENEFMER, MREITFEBIVAIE, N TRFEIFR:

"Location": "/testbucket"

HERR,

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
put-object --bucket testbucket --key s3.pdf --body C:\s3-
test\upload\s3.pdf

MR EEXMR, MER[E Etag, XEWNREIBISEE,

FIHFEBARB URIANRE L%,
aws s3api --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
list-objects --bucket testbucket
- BRI R
aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-object --bucket testbucket --key s3.pdf
T BRTF R

aws s3apil --endpoint-url https://10.96.101.17:10443 --no-verify-ssl
delete-bucket --bucket testbucket
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* FRE: PRI EMERIRITEIE, TNERIGEM,
* Strong-global: RIEFTBEILR EAMEEFImERNEEIE—H14. BLE Quorum BXE, ERAUTITA:

c HNREBA=AIHEZIERE, AR REKNIEREE. WLRMETER RS ERR.
° MR—PILRKE], LT S3 RIERASKIN:

= DeleteBucketEncryption

= PutBucketBranch

= PutBucketEncryption

= PutBucketVersioning

= PutObjectLegalHold
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= PutObjectLockConfiguration
= PutObjectRetention

MEEE, EaLL "BEE StorageGRID fh#iE X LUSEME S/ —E1E"

* Strong-site: WRITHFEZIZMD LB R EHEMTI R, RIEGESRAMEREFHERNEEFE T,

* Read-after-new-write: AW REMEER—HME, HANKEHREHEL BT RHESTAMNKRE
RIPRIE BINEARZHIER TR,

* BA ANERNNRERMRHERA L, WTF S3 FiEw, MREFEER (B, WFaERRIE
WHEEENEER, HEXNTAREENERN HEAD 3 GET #21F) . R3#F S3 FabricPool Z i,
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* EEAERR—EEERNR.
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BME—=H. BFXMH—HMUERENLRREZS I RTEIERIDE, FEWNRE iR LRSI EETD
AR A, NelgesUEI K= 500 Internal Server 81

PRAFERELMTF Amazon S3 FV—EUERIE, BNWAILUETR—EUEIRE N IR "KL HEAD 1 GET #2:(F
HIXLEFRIR, S HEAD B GET $&(FER"AIA"—2EHY, StorageGRID {URMHEA -t EFRZLUIEM—
HMERNBDAEHKRMAVEE, FREAFERUES TR THRIERIZ,

187 APl 1R1ERY—EME
ZNEN APHEEIRE—EE, DITNZIRE—REE, HFEAATERIKPIEE -, WRFE
GetObject 1R 1FH—E %1% & 79" Strong-site",

GET /bucket/object HTTP/1.1

Date: date

Authorization: authorization name
Host: host

Consistency-Control: strong-site

()  EexPUObjectFIGetObjectBFERIARII—IKIE,

& EbuckettI—=14%

BIGEFMERN—EE, e LU StorageGRID "PUT Bucket —#1£" &R, &, TN EIER 'S
BRI — "

FIREFEX—EER, FEEUA TR
* REFERN—EIERE T MEFERP RN REEFERECERITH S3 RIEFMEAN—EIY. ERFnEiE
R 5 BI2(E.
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I\?J:-‘EI NEFfERE A S3 Object Lock BY, ERILIERNEFERBAMIMRE, HEEMAMRERAMIINMREL

FIMREBIRR
* EEAERT:
c AR ERBELLERIAZ A, AR R,
° WRIFRBE L HEARTLIERK, B 6485,
° TEAENZBEAZ AT, TIEMIBRXTRBY retain-until-date,
* IEREENT:

° B 's3:BypassGovernanceRetention ?X R F B] LA “x-amz-bypass-governance-retention: true’
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PutObjectLockConfiguration

% PutObjectLockConfiguration IER A FEABAT S3 MERPMNEFEMEIBIREFMERXEIARBIERNFMEOARE
Hio &R AT LURBRARTECE I BRIAR R I B,

B RARAIZWRE ZERRY, MNRKIEFE x-amz-object-lock-mode " #Ml *x-amz-object-lock-
retain-until-date, MNAZIAFREIRN. WRKIETE x-amz-object-lock-retain-until-date,
MEARA R EAPR R I E R B &L B HA.

INRTE BRIV RIRAFIELL T BIARBHAR, MM SRARASEY retain-until-date (RIFAZE, FREMAFHIEAINMRE
HARREHITH,

& TAH “s3:PutBucketObjectLockConfiguration PR, & E account root, 7 BESERLILLIZIE,

ATE PUT 35K FEE "Content-MD5' & K43k,

BERRH
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PUT /bucket?object-lock HTTP/1.1

Accept-Encoding: identity

Content-Length: 308

Host: host

Content-MD5: request header

User-Agent: s3sign/1.0.0 requests/2.24.0 python/3.8.2
X-Amz-Date: date

X-Amz-Content-SHA256: authorization-string
Authorization: authorization-string

<ObjectLockConfiguration>
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

SN{AT R RE R A TR YRR IA (R R Y 1]
BEMERSENEFEREA S3 Object Lock HEBIINMRBIEAMRBHER, BEAUTE—TA:

* HHFEIESRPEEEMER, BEN'SE S3 FER"
* &1 GetObjectLockConfiguration 15K,

GetObjectLockConfiguration

% GetObjectLockConfiguration IER AT EHER S ENEFHEREA S3 WRIUE, MREER, BEEESNH
ZAFERECE T AUAMRBENARE .

B RARASENTFEREEY, WIRKISE x-amz-object-lock-mode, MWNAEIARBIER . WMRKIEE -
amz-object-lock-retain-until-date, NIEEAZIAREEARFITEREELEBHA,

LB R s3:GetBucketObjectLockConfiguration RS EMPIRAF, A 8ESERILIR(E,

BRI
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GET /bucket?object-lock HTTP/1.1

Host: host

Accept-Encoding: identity

User-Agent: aws-cli/1.18.106 Python/3.8.2 Linux/4.4.0-18362-Microsoft
botocore/1.17.29

x—amz-date: date

x—amz-content-sha256: authorization-string

Authorization: authorization-string

G vean ]

HTTP/1.1 200 OK

x—amz-id-2:

1VmcB70XXJRKRHIFiVgl151/T24gRfpwpuZrEG11Bb9ImOMARAe 980xSpX1knabAOLTVBYJpSIX
k=

x—amz-request-id: B34E94CACB2CEF6D

Date: Fri, 04 Sep 2020 22:47:09 GMT

Transfer-Encoding: chunked

Server: AmazonS3

<?xml version="1.0" encoding="UTF-8"7?>
<ObjectLockConfiguration xmlns="http://s3.amazonaws.com/doc/2006-03-01/">
<ObjectLockEnabled>Enabled</ObjectLockEnabled>
<Rule>
<DefaultRetention>
<Mode>COMPLIANCE</Mode>
<Years>6</Years>
</DefaultRetention>
</Rule>
</ObjectLockConfiguration>

e EN RIREIRE
JBFET S3 Object Lock FFfEIRAI LB E ABFHAAEA S3 Object Lock (REBIZENMRIAS
NREANRBIRE A S3 RESTAPI 15, WNENRBIREFBSFHERHNEARINRRIRE,
AILAS T HRIEEMUTRE:

* Retention mode: COMPLIANCE 3 GOVERNANCE,

* Retain-until-date: 5EXRhRASAIIH StorageGRID R %<5 B ER,

c EAEMRIT, MRFRBEBLILAHERR, WAILKRENR, BERENEHITESMF. REE&HLLER
HAR] LARER, {BARBEZBFEEMIER.

° £ GOVERNANCE =T, BEBEHFHNEREF I ST retain-until-date 188, 1T LATEREEHALE
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RZAMFRSRhRAS, i TERTLUE. D EZEEUH retain-until-dates

CRRRLE . WHRMANAERAEIIULANBNEZNR. HId, ERIEFENSEEIERULNBXIINR
HITARRG, ARAESAEIAN, EEERBRZIEZ—EF

WREFRFERESREBEEANERBBIEBIRAT R, NRWRRFQRTEZEFLERS, ERAGTERR
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BB RRARNFFERISIEE S3 MRPUEILE, FAE "HMEWNR". "CopyObject" 5
"CreateMultipartUpload" 3§,

A LA LRI
* x-amz-object-lock-mode, AJLLE COMPLIANCE 3 GOVERNANCE (XA XA/NE) .

@ WRIERE x-amz-object-lock-mode, MIEMHMIEE x-amz-object-lock-retain-
until-dateo

* x—amz-object-lock-retain-until-date

° retain-until-date {EMATRALL T, 2020-08-10T21:46:00%. AIFER/NEFD, B{URE 3 i/ 31
(FBERZF) . FARFFERAEMISO 8601 1&Xo

° REBILEHHABITERRK

* x-—amz-object-lock-legal-hold

MPEREREEAR (KOKNE) , MFREWE T ERRERES. NREREREEXA, WAETE
BRE, TEHMEEHSSE 400 Bad Request (InvalidArgument) $51%.

MREAUTERBERIRK, BERLUTIRS]:

* ANRTE PutObject IEKRFIFIEES x-amz-object-lock-* BRIk, MMATIRM content-MDS IBERER
3k, ¥F CopyObject 5% CreateMultipartUpload, F~EZE content-MD5,

* WRFEFRAKE A S3 Object Lock B7F7E “x-amz-object-lock-*"3&3R4R3k, MJiR[E] 400 Bad Request
(InvalidRequest) $&i%.

* PutObject 15K Z#5{# M "x-amz-storage-class: REDUCED_REDUNDANCY E[ILEZ AWS 174, B2, Y
WMRWIBWEBAT S3 WRUENFMERET, StorageGRID RHIELRHITIUR ZIREL.

* [54:8Y GET 3§ HeadObject NRASMmA G B FEFRk x-amz-object-lock-mode. x-amz-object-lock-
retain-until-date M x-amz-object-lock-legal-hold (MREBEEHHIERAZEAF AN
"s3:Get" 1XR) o

& AT LAfEEA “s3:object-lock-remaining-retention-days" SRB& & 4 R PRI R R BN R K AR R ZHARR,
WA B RAVR B IZE
MREEEMUANRMANEREFENFREIRE, AJURITUTHRFRIFIRE:

®* PutObjectLegalHold

NRIFBVEEFRLEEN ON, MZNREWE T EERERS. MRIEEFLEEN OFF, MERREE RS,
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put-object-copy.html

®* PutObjectRetention
° AR LI COMPLIANCE 3 GOVERNANCE (K9 K/NE) o

° retain-until-date BAAERBLL TR, 2020-08-10T21:46:00Z, SIFER/NERFY, B{URE 3 i/ 3K
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° NRWRRAEEMER retain-until-date, M REEEINTE, FHENIEIERBE,
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A "s3:BypassGovernanceRetention’ tX RV F A] AL E AR IEE XN REVETH R B IR B, EfA
DELETE & PutObjectRetention &{EERANE S “x-amz-bypass-governance-retention:true 15 R ix3k, XL
PRI AT UM 0 E:
* #1717 DeleteObject I DeleteObjects 12 1FLATEX RhRASHIRBHALE R 2 5115 E B,
RFEEFREGRENHIRTEMIR. BRKAEERSE
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PutObjectRetention 21,

# R IFIEEI LM COMPLIANCE 255 GOVERNANCE,
* }117 PutObjectRetention IEfELUE N, R/ D SR MIBR IS R AR BI R Z EARR,

BEXER
* "{#F S3 Object Lock BIEITR"

* "f§F3 S3 Object Lock {REIFR"
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T fi# StorageGRID 89 S3 o EHAACE
&R LLeI3E S3 A mARRECE, LUTHI{AIEY M StorageGRID R G MIFREFE X Ro
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raREmAHEkE

FerAHEERNATHE S3 FMERPINRIN—HMN, S MHNEIEERRIMAIITR AR X LI R A S
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@ Bucket &5 EHAECE AI B FE/2 A S3 Object Lock #J Bucket, {B|HARFEZ Bucket Az #F
Bucket £ ERRECE,

StorageGRID AU T FERIGERERE dERAECE

» DeleteBucketLifecycle
» GetBucketLifecycleConfiguration

» PutBucketLifecycleConfiguration

SR EmAMEKE

SIEEGAHRENE—S 2RSS — IS MINAY JSON X5, FIa0, 1tk JSON XHEHEFE="30, w0
TR

1. #3001 OEBFIECETZE categoryl/H "key2 (B tag2 BIF R, % "Expiration BE38E 5 fiikes ILED
X RETF 2020 &£ 8 A 22 HF®EIHA,

2. N2 EAFILEHIZ category2/BIFTR, % “Expiration SE3eE S5 ifiE2s LACAI X SIGTEIB NS 100
Kt HA,

@ HEEXRBBIMN SR RS EE X, MRYAEEEIERBEMN XL, NELENR
BIRERTEN A an B HAEC &[5 32 B M E R SR IER.
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"Rules": [

{

"ID": "rulel",
"Filter": {
"And": |
"Prefix": "categoryl/",
"Tags": [
{
"Key": "key2",
"Value": "tag2"
}
]
}
by
"Expiration": {
"Date": "2020-08-22T00:00:002"
by
"Status": "Enabled"
by
{
"ID": "rule2",
"Filter": {

"Prefix": "category2/"
b
"Expiration": {
"Days": 100
b
"Status": "Enabled"

"ID": "rule3",

"Filter": {
"Prefix": "category3/"

by

"NoncurrentVersionExpiration": {
"NoncurrentDays": 50

bo

"Status": "Enabled"
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6 & A HARC B L A T 1A
BlERESEAEREXHE, EaLl@id &t PutBucketLifecycleConfiguration 1&5RIGEL N A EITF %1,
EEERIG RGP ERE R ER B T2 7 testbucket HTFERPIIITR,

aws s3apl —--endpoint-url <StorageGRID endpoint> put-bucket-lifecycle-
configuration
--bucket testbucket --lifecycle-configuration file://bktjson.json

ErEmARICER T EMRIINATFFEMER, 154 GetBucketLifecycleConfiguration 3K, f40:

aws s3api —--endpoint-url <StorageGRID endpoint> get-bucket-lifecycle-
configuration
--bucket testbucket

RRIhBYARN =5 H RN By Ean A HRECE.

BirfFER L ARIHHESTERA TR

EA] LIE7E & PutObject. HeadObject B GetObject i53KAY, £ ap AR E PRI EAMNI ST ERATIHFE
R, ARMNEA, NimKEEE— Expiration’ S, ZSEIETRIT KA S HE U LA 7 -2 BRI

(D HTEEREGEISES LM, EIt expiry-date’ BRRYZ X RIGHWMIPRAYSEFRHER. BXiF
AER, BENNEHENRRE

{540, 1tk PutObject 5K TF 2020 & 6 A 22 HAH, FHRMRMN “testbucket &R Ho

aws s3apli --endpoint-url <StorageGRID endpoint> put-object
--bucket testbucket --key obj2test2 --body bktjson.json

FETIMARAE R AT RIGTE 100 KfF (2020 &£ 10 B 1 H) TR, HEES54EaEAMAEENFMN 2 LA,

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:49 GMT\", rule-
id=\"rule2\"",
"ETag": "\"9762f8a803bc34f5340579d4446076£7\""

f51%0, 1tk HeadObject iEK A F3REX testbucket FF R PIEFEIXT RAYTTEIE,
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aws s3apli --endpoint-url <StorageGRID endpoint> head-object
--bucket testbucket --key obj2test?2

BRINMRN BLE REVTTEAE, HIETARIFE 100 RiEdHE, BSHN 2 [T,

"AcceptRanges": "bytes",

*"Expiration": "expiry-date=\"Thu, 01 Oct 2020 09:07:48 GMT\", rule-
id=\"rule2\"",

"LastModified": "2020-06-23T09:07:48+00:00",

"ContentLength": 921,

"ETag": "\"9762f8a803bc34£5340579d4446076£7\""

"ContentType": "binary/octet-stream",

"Metadata": {}

(D) HFRETEAEHNEER, x-anz-expiration MEATAUEATYIMRANTR.

£/ StorageGRID 325 S3 REST API By X
732565 StorageGRID EC&fEARY S3 REST API BY, OB L TR

HMREEXREY HEAD Y

MREHNAIEFERNENRELRFTE TEAFENREMFENREZE L, NWRER"IA"—EE" i,
NREHINAIZFTE PUT - MIBEZ AR ERIT HEAD #21F, NNEEA"AA"—E%.

AN, 3R HEAD #BIERIHREINR, SR—iR LM IHZNMEET R AR ARTEHATZiE R, &8
BESINEIRE 500 AERARSS 2854 1Ro

A LAER"PUT Bucket —EUA"ERAB N EFHEBIKE FTA"—EE, WA UERE AP BRIERIERIRKFiE
E—Ei%,

R BAIRIN
RIEECREIBFMERAYETE], SR U TEXNREZMAIEL,

7£ StorageGRID 11.4 T E RhrASH 2= B

* BIRBHERENREBNAINNFR. X5281 AWS MEARISNENRERNL. MEFERIENE
Ml AEME—RYRISR, 190 imageo

* MNREHIEMELAI AWS B, ERARKPERMEYME—F, BERABERBMIFAXNRERIIE
2o M2, EARLRI:

mybucket/mydir/f8e3-image3132. jpg
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KRB

mybucket/f8e3-image3132. jpg

£ StorageGRID 11.4 3 F S hiv A+ oI 7= (TR
FPRERFINFRELMMLUBE EEREL K. EAZHBFRT, BaIUAXNREZIRHFINNFRHERRBYE.,

—MMiISME S3 TR TR BINELMIFFIE N R. AT RARERED LB GBI RER20
, BER/LTINKRENBRASTNEITES, GIGNBHEA. Fid, Rig S3 ZEFIHEEENEAN
2,000 X%, T ILM SFEREDARRBRE=XEMRFIENR. HT RAREHRDT
MEERYRZ M, ERILUERUTRAMA®: /mybucket /mydir/yyyymmddhhmmss-
random UUID.jpg
"SEEIRE BN
MRBRAT"ATEEFENRNEEEN", S3 X imNAERFNEEHNITIEEREFTIEEHR GetObject 1
E. XEECENEERIENZEMT, EJ9 StorageGRID B MMARES I RA BEIHRIFTIEKRIFT. MIEE
%E’\Jﬂﬂ‘%%ﬂ?d\ﬁ*?%m GetObject 1ZERERILEET; 5180, M 50 GB EZEXTRIEEN 10 MB SEEIZERK

INRMEBNRIFECEE, NEFIHEKAIEEREBT,

() nemEEENR, HEEFRUARFAAERTER, SN AR EEeTeta,

%1% Amazon S3 REST API

StorageGRID # S3 REST API 2512 {EFIPRH

StorageGRID £&%4:£# 7 Simple Storage Service APl (API ks 2006-03-01) , Z#FK
ZEIRE, BE—LEH], &/ S3 RESTAPI BEF N AEFEN, BB THRITHAT,

StorageGRID AL FFEIMTEFTVERMBZHENIBENR,

SRGRGSES

StorageGRID #J S3 REST API SEHE{N A HTTP BERS=.

StorageGRID RFNZIFE1EST HEAEIIRSLIVE R HTTP HEARS=. B EARYBTEIERS o] UM /A iT &
BtiEl (GMT) RIEE, LAIUBXRXFEE@EBERNE (UTC) IBE (WMIAEE +0000) . WIRTE
BRPEE ‘x-amz-date'i7k, ERESE Date iIERIRKPIEENERE. A AWS Signature Version 4 BY,
BFAXIFRERL, At x-amz-date iRk A AEIMIEE L RMIIERP,

BRAEKRIRk

StorageGRID &4tz #%FH "Amazon Simple Storage Service AP| Reference: & I1iEKATK"E X @B IERAR
%, BE—MI5
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VB SCHE
=21 Se2 X AWS Signature Version 2
¥ AWS Signature Version 4, {BLLTFIE BRI
* YWIBTE x-amz-content-sha256 PIRMSEFR A ERICFERT,

ZEBRIESMAHITION, FMENIZIRKIRMHT B UNSIGNED-
PAYLOAD —1f, HEIRM x-amz-content-sha256 #7k{E, Mi%
{BBERIHTT aws-chunked RIVEHES (190 STREAMING-AWS4-
HMAC-SHA256-PAYLOAD) , DB Z A 2 HREIEHITR
Eo

18 AR Ak

StorageGRID &4i523F Simple Storage Service APl Reference T XBIFRA & MIAN Rk, BE—MsN,

ie) R A Sk SCHE
x-amz-id-2 P ED:E

StorageGRID S3 REST API 1A 38 iEK

StorageGRID &4 15E A S3 APl X3 R#HITE B IIEHRIFE R,
S3 API A FRIE S3 API RIS R 2 FISE MR 4,

233 BHIIFHIERSFEREHNHRZ D REHAEHEHTER,

StorageGRID RAXZIFFMS RIS 4. HTTP Authorization FRAAIERE NS,

{&H8 HTTP Authorization 173k

HTTP "Authorization' #x3<HFfE S3 API 121EfEMA, FHEMBERAITFNERIERERIN. Authorization' irkEE
IHERBITE D IEFIENFIEERER,

AILEREAS SRS MIIEEERINE URL, XIRAX URL #1THER, AIRATFRTFMWEERRNIGITAR
R, HEFER URL AR THENEARFZRFAFRNALEIHRER, MMEEEBNE=FRHNEZRNZ
PRI R

StorageGRID 3 FHIARSZ1R(E
StorageGRID &% 2 #5ARSS LRI TR(E,
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1B1E S
ListBuckets BEfEAFA Amazon S3 REST API 1T AL, IBEENR, BARRBITE

o
(5caiss &4 GET Service)

RENEE(ERBER StorageGRID "SKEFEERER" BRESIFEKFAERNEFHEEU
KREKFRBENSNEERNSEFEREE, XBXEEN / BERMEEX
TS (?x-ntap-sg-usage MIARZMITHIIR(E,

OPTIONS / = Fimy ATEFEE U MEET S ERY S3 x4 "OPTIONS /&K, M
TRt S3 BMHRIEER, UREEET AR A, ErUERILE
RFITISRE, SAVFINER T T 2SR B F 68T mAIBS X o

StorageGRID HHY S3 FFERIRIEN LR AE R

StorageGRID &% A8 S3 K, &% 2 #F 5,000 MFER.

FITMERZAEE 100,000 NMEER.

E ¥ 5,000 NMEER, MERPHNES N FET REGAEDE 64 GB RAM,

EFERR R ARPREIEE AWS US Standard X3RS, BRO#—PIGERTI/ DNS s BAE, LASHF S3 Bt

BEIEK,
BXEFAES, BERUTRA!

* "Amazon Simple Storage Service FAF15F: EEFECEN. FRHBIFEHRME"
* "BLE S3 immIHE"

ListObjects (GET Bucket) #1 ListObjectVersions (GET Bucket object versions) ##1Ez#¥ StorageGRID "—21/%
{E"o

BALURERSNENFERBEARZER TX ERIARNEINEH. BZ "JREX Bucket £RIFIEIATIE"

TRMIART StorageGRID YNfAISEIL S3 REST API TR 1R, BRITEMXEARIE, DK REHLER
IR E R
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° x-amz-server-side-encryption-customer-key-MD5. ISEMINZZEIAN MD5 EE,

(D CRHAINNBRREASWEFME. MRBERNEERSR, WSERENHINR. EEATFRE
HEBARIPNREIEZR, BEE EARSSHERNE" FERSET,

* MIREBFAH StorageGRID EIRAIE—H (SSE) MEMMK (&) #{TMH, BT CopyObject IR
RS LAR:

° x-—amz-server-side-encryption

@ ZIRM server-side-encryption BTL/EEH. B NAER x-amz-
metadata-directive: 'REPLACE'FIfEEBE#T server-side-encryption’ {ERIEIZ,

hiR s 1
NRIRFEREHITIRAIZS], WATLAGER “x-amz-copy-source ik E R RIVEHTRA . EEEHFINRAVH

ERRA, HIER versionld FRRENIEEBEHIBIRA, RN BIREMEEHIT T REES], NWE x-amz-
version-id MR AR kIR BIE B BIAR A, R EEBIFFEFIRZEIES], N  x-amz-version-id“iR[8] "null" {&,

£/ GetObject i5K M StorageGRID FH7ZEERILEITR
fEaI LUE R S3 GetObject iE3KRM S3 FFERIORITR,

GetObject A ZEPHIR

&R LAER “partNumber 15 RSN R LI DD RN RIVIFESF .  x-amz-mp-parts-count M 7T RIS R
REZVNESD

&R LA “partNumberiG BN 1, BRTRE/ZEHAWRMNEDB/AEZEH IR, R, x-amz-mp-parts-
count MARZ TN E X 3 BB Z B 3 W RIR[E,

FAF To#4E Ry UTF-8 £ 5F

StorageGRID e E X TTEIETRE XM UTF-8 £/, MNRBEZNHEESTEHTENNZESRT, WA
FPEXBTTHIEPEBE X UTF-8 FRMMREY GET i KA=IR[E "x-amz-missing-meta' ik,

SFEFRYIER IRk
SFEFATIERIRK
* x-amz-checksum-mode: 7€ ENABLED
‘Range’ RkAREZIFE - x-amz-checksum-mode™ —iCHF

GetObjecto, HEBEIBEBRPESE 'Range’ BBAT x-amz-checksum-mode’
BY, StorageGRID ARTEMNN HIREIRICH{E,
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FEFFRYIERARK

ARZFFLUTIERFL, R[E] XNot Implemented:

* x—amz-website-redirect-location

hR s

YNRAKIERE versionld' FRIF, MZRIEFREMRAUFEX PN RIEIARE. WMRIMREI=FIRZZH)

F#ARIE, NMI=RE]"Not Found"IRES, FIF x-amz-delete-marker MINARKIEEN trueo

EREFRENMEZERR (SSE-C) #ITARS [BIHMERIFRITX
MRV REACRENME—ZAME, BERAE =Rk,

x-amz-server-side-encryption-customer-algorithm: &7 AES256s
* x-amz-server-side-encryption-customer-key: }8EXN RAINNZEZ A,

* x-amz-server-side-encryption-customer-key-MD5: IEEXNRINZEZFHARY MD5 HEE,

@ CIRENMEZRIRLASBEME, MRELXNEER, WEXLENHRNR. EFERAEFPREDN
FIRRIP R REIEZ B, 15EE "${post_edited_translations.segment}" FIAYEEFI,

GetObject %f Cloud Storage Pool 3 &HI{TH

NRRREFMHEE "=iFEL" B, N GetObject IBKRAITHEUATHRIVRS. BXEZFAER, HER
"HeadObject",

@ RN REEERFELT, FEERNERN— PRSP RIS UEETRE L, NGetObjectiEHNKF
SEMMRIEREE, AEBNSFEBRREE.

MRAVIRE GetObject 91T

B & StorageGRID B KL ILM FHBIFIR, 5 200 OK
FREEEREE LR ERLUMEAINR
OREINRBIEIZS,

SFEAPHNR, BREREREATRRIRE 200 OK
QREIFRIVEIZ,
HREBFRARTRTRIRES 403 Forbidden, InvalidObjectState

5 "RestoreObject” IER XM RIFRE AT ERE.

EEMAATRTRRSERBITR 403 Forbidden, InvalidObjectState

%1% RestoreObject IER T
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FREVIRZS GetObject BI1TH
HRETERREFED 200 OK

MREMRAIBIAS,

CEEMPHNZSEH T ETR
MREEETZEHIIR, HE StorageGRID FABIRIFHD NZ 173, StorageGRID Filid 3 X REIER S
AP ITRIEFRAEZNRECREENPERETH, EREERT, HSXNRHNELERSEBRRARTRTRRE
IR FLEZRS MR RES, GetObject B K AIAESFEIRHIIR(E] 200 OKo
EXEERT:
* GetObject 15K AJgE=IR[El—LEL401E, BEFREREFSFLE.
* [34% GetObject 15 KAIgE=IR([E] 403 Forbiddens
GetObject MEMEE
WMREEEFER " WSEE"HENEEEBR T EMEES", N S3 FFmAILLIER %A H GetObject 1F3KFKIE

IE R EFPRTS. M EE StorageGRID $FERY “x-ntap-sg-cgr-replication-status R #rsk, ZARKEFRHE
UTFHEF—ME:

Grid EHIRE
e * COMPLETED: £,
* PENDING: M&i#EREHl,
* FAILURE: E#IKK, HIKAMHKIE, AP OIfRLIEE IR,

B REPLICA: ZXWREMBREMIEE S,

@ StorageGRID R3Z#F "x-amz-replication-status' {3k,

£/ S3 HeadObject i53K M StorageGRID FHFT R ZETTEIE

] LAfERA S3 HeadObject IS K MM RILRITHIE, MABEREIMNERAEE, MRWRFME
EFiEtA, MATLAER HeadObject SRHAE M RAVLERS.

HeadObject M1 ZEF D TR

&R LUER “partNumber 15 RS0 R LI o 57 RS RV E B DB TEiB. " x-amz-mp-parts-count g5
ZIRTHREZDNED

ERI LA “partNumber' i BEHN 1, BRETHR/ZEDIWRMNEDER/AEZE I WR; BZ, x-amz-mp-parts-
count MRZTT RN EH 3T 73 EX S Z E A M KRIR[E,
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FF TTEEHRY UTF-8 = 1F

StorageGRID FM#HTEf#REA P E X TTHEFE X B UTF-8 Fiffo WTFEBREXTHIERE S X UTF-8 F
FFRURBY HEAD 153K, SIRBRIMERSFAAHTENNFRF, WAZRE x-amz-missing-meta’ Tk,

SZHRFRITERITK
FFLLTIERIRK

* x—amz-checksum-mode

The partNumber B Range 17 kA ZHFS x-amz-checksum-mode —#CFF HeadObject, HIEIEF
F7T x-amz-checksum-mode BUIEKRHAEEXLLESEES, StorageGRID A2TEMMN HIREIRIGHIE,
REZFFRIERIRL
UTRIERIRKAZZHF, FHiR[E xNot Implemented:

* x—amz-website-redirect-location

R

WNRFKIETE versionId FHEIR, MZRIERRBURAMEFEEX PHRIRIARAE. NRIRH ZHFRASMH
FRtRIE, MEIRE["Not Found"RE, HR "x-amz-delete-marker MINFRKIEEN “trueo
FERRFIRMENINZZEA (SSE-C) #H1TARS [/ ImMEEANIERITL
MR RERECRENE—FHEMNE, BERAMBEX =Tk,

* x-amz-server-side-encryption-customer-algorithm: }§XE AES256,
* x-amz-server-side-encryption-customer-key: FSE XN RNMBZR,
* x-amz-server-side-encryption-customer-key-MD5: IEEXMNRMZEZIAN MD5 fHE,

@ CIRMENNEZFIRLE W EE. OREBXRMEBER, WERENHHTR, EEREFRMEN
FERRIP R REIEZ /I, 15EE "${post_edited_translations.segment}" FIAYEEEI,

Cloud Storage Pool 315 HeadObject MRz
MR REGEE "=EEA" A, WREL MRSk :

* x—amz-storage-class: GLACIER

®* X—amz-restore
MR AR KR M B X REohEI mFfEM. ALEMEFIRE R RRES URE R FIREHE .

THREVIRES %t HeadObject KN

BEH StorageGRID BEKLET ILM FHERNKR, 8 200 ok (REREHFFHIMMNATK. )
TR REE PR ERALUMERNR
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M RAPRE
CEENFRINS, BEREREIRAIRRIRS

WREFMAR TR, BN EBEDEFE—
PRI

ﬁ%aiﬁ?ﬁ%*a*ﬁ%ﬁ’ﬂﬁ%\f\, HEWE ERFEE

EEMRAREREERBINR
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3} HeadObject FYMEN
200 OK

x-amz-storage-class: GLACIER

x—amz-restore: ongoing-request="false",
expiry-date="Sat, 23 July 20 2030

00:00:00 GMT"

EXRNREFIRARTRERESZH], expiry-date Y
EREENERE BN E, HiRaTIeEAR
% StorageGRID RZHIIEH,

200 OK

x—-amz-storage-class: GLACIER

x—amz-restore: ongoing-request="false",
expiry-date="Sat, 23 July 20 2030

00:00:00 GMT"

‘expiry-date’

BEIRE AR RE NI BT (E,

AR MRMEEWNRIAFRTA (i, EETRE
X)) , MAGEH "RestoreObject” 5K, UEM=
FEMERRIA, ARAEMINIRRETR,

200 OK
x—amz-storage-class: GLACIER
200 OK
x—-amz-storage-class: GLACIER

x—amz-restore: ongoing-request="true"



I RBVIRTES % HeadObject KN
WRETERRIEEFEMN 200 OK

x—amz-storage-class: GLACIER

x—amz-restore: ongoing-request="false",
expiry-date="Sat, 23 July 20 2018
00:00:00 GMT"

‘expiry-date’
R CEEEP RN RARHREERAIEER
R

CIFEMPHNZE D H IR

NRELEETZEHAIWR, HE StorageGRID AR RIFD NZ 17 E,, StorageGRID R8I X RAVER 5
H BRI TRERBEZNRECFEOPEE A, EREERT, SNRHNELETDEZBEARTRERES
AT RIFELEER S m R IEREY, HeadObject 15K A gERFRIRMIR([E] x-amz-restore: ongoing-

request="false",

HeadObject FEEMIE S H
IR EAEER IS H B AR A T MR ES, I S3 B LIS & HeadObject iERKi

MM REFIRES. MLz EHE StorageGRID $FEH “x-ntap-sg-cgr-replication-status' MRk, ZirkIEEE
UTEZ—:

Grid EHERE
i * COMPLETED: £#ImiTh,
* PENDING: W& HFXEH,
* FAILURE: E#IKN, HIKAMLHIE, AR GIHRRILEIR,

Lo REPLICA: ZXREMEMIEE S,

@ StorageGRID &3 #F "x-amz-replication-status #xko

£/ S3 PutObject IFRFEXWRANNE StorageGRID HFHITFHEH
&R LIEERE S3 PutObject 15K R AN E Z &R,
BRRAZE

MARPZEPIHER (BIIRNZFFIHEEE—ZRAEN) FLSHRE A RNHITHRR, "SR TGS E
BURTF StorageGRID RZAIBITERLATEIER, MARE S3 B infaBd FI51R1F,
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TR

EA)R PutObject ##{ERIERK_HFE KA 5 GiB (5,368,709,120 F¥3) , WREHFNKRATF 5GiB, EXH "2
=180 1

BR PutObject 1&ERIRA_F#§ A/N\R 5TiB (5,497,558,138,880 F1) o

INRIEM StorageGRID 11.6 HERhRAFAL, NMEZIH EEET 5 GiB FIXNKREY, itk S3
@ PUT Object size too large Ek. INREFH LT StorageGRID 11.7 3 11.8, MELBERTFA=
itk ER. BR, NT5 AWS S3 FLERFF—H, KREhRAB StorageGRID BAXZFF LEXTF
5 GiB I3 %.
RFEIRA N

Amazon S3 &~ PUT iEKIrkP P EXMTTEIEA/NESIS 2 KB, StorageGRID ¥ F P so#3ER S
24 KiBo AAFEXMTEHIENA/IET T ES M ENERN UTF-8 RIEBFETEH 2Kt =,

AP TTEIBHE UTF-8 25
NRBRTTAFPEXTHIENREHEFESE CRIEXH) UTF-81{H, N StorageGRID {TAKRE Xo

StorageGRID AT ARTR A P E X THIEN R R ETESHNE XUTF-8F R/, FHXBUTF-8FRIHAR
FASCIIESR:

* PutObject. CopyObject. GetObject 1 HeadObject IEKTERF EXNTHIEE S XM UTF-8 FRIBYE
o

 NEBRZNRBENBEBREESFAAITEINESF, StorageGRID F%iR[E] "x-amz-missing-meta #53ko
FIFRATIC PR
AU LR RNEERNGE, Mol LUEERMEIIEX R, StorageGRID #1 Amazon S3 #XZ1FE X

REZ 10 MRid. SHREENIFENTNEEH—IIREHE, FCENKERZAA 128 4 Unicode FT,
FRERZE R 256 1 Unicode . BIMNEXHDANE,

POESZIEL

7 StorageGRID /1, FREMREBFERFIEEKF AR, SERIFFEEKFAHIERBFIZNN R,
SFFHIERIRK

LA TIERARL

* Cache-Control
* Content-Disposition

* Content-Encoding
HI&H aws-chunked }8FE Content-Encoding BY, StorageGRID RIGUELLTIE :

° StorageGRID A=IRIBED REIEBIUIE chunk-signatureo
° StorageGRID ARARIEIT RIGIEE S “x-amz-decoded-content-length 12 A&,
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®* Content-Language
* Content-Length

* Content-MD5

®* Content-Type

* Expires

* Transfer-Encoding

WMRFEBIERA "aws-chunked BRAHER, NZHDRIERHRID,
* x—amz-checksum-sha256
* x-amz-meta-, /RIREBEAFENXTEIBENRIF-EX,

NP EX TR E B-EXE, BERUTEIER:
x—amz-meta-name: value

NRER A A E X RIRZRS B EBAE ILM MNpISE 818, MABEER creation-time {EIER IR E!
BB R TTEERI R MR, 40

x—amz-meta-creation-time: 1443399726

‘creation-time® BYEIEANB 1970 &£ 1 A 1 BLEB#E,

@ ILM RN BERER £ * A P E X RYCI BT B 05 B Bl A & S ™ AR IRENE T, € ILM
LB R B£8R
* x—amz-tagging
* S3 WRBEIFKITK
° x—amz-object-lock-mode
° x—amz-object-lock-retain-until-date
° x—amz-object-lock-legal-hold
MREEEXEFANBERTREIEK, WEEREFEERIIAMRBIZERITERRIRAERH retain-
until-date, 1H5# "#F S3 RESTAPI FiE S3 WRHE"S
* SSE iERRk:
° x—amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5

° x—amz-server-side-encryption-customer-key
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° x—amz-server-side-encryption-customer-algorithm

BEI [ARSS S MNERIERATK]

FRFFHNERIRK
RSB RIRK

* If-Match

‘If-Match header' @RILUESH, BREER,

* If-None-Match

‘If-None-Match header' =AILUESM, BREER,

x—-amz-acl
* x—amz-sdk-checksum-algorithm

x—amz-trailer

xXx—amz-website-redirect-location

The x-amz-website-redirect-location #53kiR[E] XNot Implementeds

FHESIRIN

% #F "x-amz-storage-class RT3k, I “x-amz-storage-class X MIES M StorageGRID FF T R EIERY
A, MAKEIMTFIETE StorageGRID RAFHIMRAVKABIAEE (B ILM HBE)

R SFWITRICERY ILM FRNERR" A5 UL ED, N “x-amz-storage-class 73k FE3%o

LUITFERIETF x-amz-storage-class:.

* STANDARD (BRiA)

° Dual commit: 15 ILM #N7 Ingest Behavior 8% T Dual commit 3%, N—BFWR, =t
BZNERNE N EISHS LB HMEFET S (Dual commit) o #fd ILM B, StorageGRID HfE iXLE
RGN RIAR S HEMUPNMERB. MRFHE, WAREEERRUECIEMNNREIZ, H
BB MPRAIGET RIS,

o M7 IR ILM MNIEE T EHER, FH StorageGRID JoiA I BNAE AN H$8 E HIFRB Bl 4
, StorageGRID &1EREH Storage Node L4 IGATEIZS,

1R StorageGRID AJLAIZEIEIZE ILM N (BIFHME) HIEEMIFAEXNREIZS, N x-amz-storage-
class trk T o

* REDUCED REDUNDANCY
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° WIRA: MR ILM FNFVZRWATAIETE T RITIETL, StorageGRID RTEIZUI RS2 2N REARIZA
(BER) »

o Ef: MR ILM MINIEEFENEI, REERKLEUENERIN FISENFRE S|4, StorageGRID
F2OEBENMEISEIZAR, MR StorageGRID AIUHITREITHE, MIHARLTN. USRI ILM
MueiEBEANEHIF A, RiFEA REDUCED REDUNDANCY &I, fEXMERT, £EA
"REDUCED_REDUNDANCY ml38 % & AR EURERS L B3t 01| R AN BRE MY 3 R Bl 28,

RENEEMB R TR "REDUCED_REDUNDANCY %, "REDUCED_REDUNDANCY &1 iNiEEGd
EHPRRBBERON, 5190, MREPEIERYEFEE LM iIHMGELREZRIAERENEED =L, WA
BER BRI,

FEEANEREARE - ERRIESERERIRKAZRONL, MRENMTRIABE—TEHE
@ A, WEFETRAERENLIMERFIRE, ZHREFER. AALFHIPIRET, EESEH
B SR A X R B3 1A R

#5%E "REDUCED_REDUNDANCY {NZZ I E IEW N RIS G NEI A E. SMREER ILM REITER, EFR
SRR RBBIEE, BAZISEEEUBRIRRIURESZME7E StorageGRID R4tH,

MRBRHRFREEAT S3 HKBEOEHEEER, N REDUCED_REDUNDANCY SIS
() wmss, NRBRWRENBRANEEE, Ni% REDUCED_REDUNDANCY ATTEIEEIsH
1R, StorageGRID AL HITIIRRIRE, UARHESMMEK,

RS SRR AN B A R AT L
&) UE R L iR RSB RS 28RN X X R#F TN, SSE #1 SSE-C &N H o

* SSE: MNRE(FHH StorageGRID BIEMME—ZHAMBEXR, BEFEALLTRL,

° x—amz-server-side-encryption

% "x-amz-server-side-encryption' #5k R B E7E PutObject 5 KRBT, £MESEEMN FENRINEILE"
38 M PutObject MRz 2 &,

* SSE-C: MIREFEATIRENSZEN—FPMENR, BEAMEX=15%.
° x-amz-server-side-encryption-customer-algorithm: &7 AES256s
° x-amz-server-side-encryption-customer-key: EEMTRIINNEZH,

° x-amz-server-side-encryption-customer-key-MD5. FEEFMRINZZFA MD5 #EHE,

@ ERMENNEBZRLEIWEFE MREXNERR, WEZRENHINR. EEAEFRHEN
BIRRIPHRIIBEZR], 1BEE "EARSHRNE WESETL

()  mEr%MEA SSE 5 SSE-C M5, WHEAREAEEBAIMEENEIEE.

R s

MRNFEBBRTHREES, NSABEENTRREBERME—D versionIde It versionld h&i@id
“x-amz-version-id" M Rz FR Sk 7E MmN FRiR [E]

NRIRAIEHIEEERL, MMRARARL null versionId Ff#E, IR null lRABEE, NRKHES.
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Authorization fRkMEZHHE
£/ "Authorization FRkXERH#ITE D ILIUEEY, StorageGRID 5 AWS 7ZLA N A EBFIAE:
* StorageGRID REK¥F "host 7k €1 &7E "CanonicalHeaders™ H,

* StorageGRID REEF "Content-Type & 7E “CanonicalHeaders #,
* StorageGRID AEXRF “x-amz-*" ¥Rk B E1E "CanonicalHeaders™ /3,

@ ER—RRERAEMCE, YALRTE "CanonicalHeaders FELEX ARk, UMRE(1FEIEIE; B2
IR HERRXEEATL, StorageGRID A=iR[EIHEIR.

BXBFMAER, HER "B ERITE: TRIXRPERAE (AWS Signature Version 4) "

HXEER
s “EA ILM BIEXWR"

* "Amazon Simple Storage Service API Reference: PutObject"

£/ S3 RestoreObject i53K7E StorageGRID FiXEXTR

EaI LUE B S3 RestoreObject 1B R REFEERFHEMFHITR,

ZHFRYIERIEEY

StorageGRID X3z #F RestoreObject iIERKKEFEIN R, EAZHRF SELECT EBHER, select ERIR[E
"XNotImplementedo

hR A= 61

(FIiE) $87E versionId LURRRAUFMER PN RIIFERD. MRKIEE “versionld, MERIMRAEY
ERATARZS

RestoreObject E R FEMIT R _EHITH

ﬁl]%ﬁ%e#ﬁ%?‘ "STEfEA R, MRENRIVIRE, RestoreObject EBRABUTITH. BXEZFAGE,
1HE M "HeadObject",

@ YR IFRTZFMETE Cloud Storage Pool 1, HFEZMEZHN— 1M HZN B A BEETRE L, WEE
1B1d & 4 RestoreObject IERRIRREIT R, R, FILUER GetObject iEKEZNTRA MR A,

I RIVIRTS RestoreObject FJ1T /9

THREEBN StorageGRID {Ef#>kH 403 Forbidden, InvalidObjectState
ILM 7, HELRERAERF0E
pulas

SFERPINR, BERERE 200 ok FE#HITERMEN.
A RAVIRTS
AR ENRERAREACTIRESZAT, BLEENH expiry-dateo
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MRS RestoreObject B91T /9
HREFEIRARACRRS 202 Accepted RIFREXHIEENKREEH RN IO REIRNEREI =
FiEt, TEULHREILERAY, WRFEREFRAIERATIRS.

(A1) {EA Tier ERTERBELRRIEWFEE S KITEZHETE
B (" Expedited. Standard '3 ‘Bulk) o WIRKIEE Tier, NIfE
H "Standard' /.

BERT: NRWNREBEHF S3 Glacier Deep Archive B =17t 55 5
Azure Blob i, NIT/EER Expedited BIERIZN R, FiREILLTF
fHI® 403 Forbidden, InvalidTier: Retrieval option is
not supported by this storage classo

[EEMARARTRIREIERERITR 409 Conflict, RestoreAlreadyInProgress

WREFTEEREBFEM 200 OK

AR NRMREMEIERERS, WALUBIERMEEHAL
RestoreObject IEKREXE expiry-date Days. & HEIHEMFIE
KBYB)HITEH#To

£/ S3 SelectObjectContent i53KidJ§ StorageGRID HHIFT RE1E
&R LAEEA S3 SelectObjectContent 15 KABHEEI £ SQL iEATHE S3 IWRAINA.
BXEMAEE, 152 M "Amazon Simple Storage Service API Reference: SelectObjectContent”s
FreaZ Al
* PP A%A S3 Select 1R,
* BHEZ PRI RES "s3:GetObject IR,
* BTN RBIRAUTELZ—:
° CSV. RILURRIFERNESEE] GZIP 5 BZIP2 F5H,
° Parquet, Parquet M RIVELMER:
* S3 Select {XZHFEF GZIP 3¢ Snappy HI5IESE. S3 Select A2 Parquet R 2T RESE.
* S3 Select 32 #F Parquet Hith. & HIEIERIEE S CSV 5 JSON,
* RAKEGEITAKRNA 512 MB,
* M ERTE R RIS E R EUEREL,
* REEfEF INTERVAL. JSON. LIST. TIME 8% UUID iZ353£8!,
* R SQL RIXXJmAKEH 256 KB,
* MANRERPNEFRERNEAKERN 1 MiB.
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CSViEKIEZETA!

POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSVv>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSV>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

Parquet i&EKiE ARG
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

SQLERA!

HEERIREUNE. 2010 FAO. 2015 FEITAOUAREEAOSEHENT MBS, XERIEMATIERRR
el

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EEENXERET LT, "SUB-EST2020 ALL.csv' 81 FFfR:
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI R (CSV)

b
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aws s3api select-object-content --endpoint-url https://10.224.7.44:10443
—--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

H X H89E1 /14T “changes.csv W1 FFR:

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska, 710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLI R (Parquet)

aws s3api select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064£f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}' --output-serialization
'{"Csv": {}}' changes.csv

X4 changes.csv BRI/ LITE0 RFAR:

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246

ZER HERIR(E
StorageGRID 7 1FHY 57 ER FE1EE
KT S StorageGRID WAz #5557 E& H1E121E,
UTERHEMFEEIEH TFE 229 LER1F:
* RREBiT 1,000 MHAZE S EERNENFER, RAZFEEED ListMultipartUploads E1H45R AJgESIR
B RTEEEE,
* StorageGRID s&@FHITIEARAF DR EEZESE AWS K/ REHl, S3 B impASUE E A TN
°© ZERY HERIENEBDUTNT 5 MiB (5,242,880 F54) 15 GiB (5,368,709,120 %) Zidl,
° Tfg—EFRRILUINF 5 MiB (5,242,880 F1) o

o —MRRi, DEAKNMRAIEER. B0, F 100 GiB MR, M 5GiB HWAEA/N. BTSN EE
WA E—RIN R, FIERRABTERA/NAIRELD StorageGRID FTHEF #Ho

° XF/F 5 GiB R, BEEEAIEZED L%,

* EZERIWRBENE, ILM 2XEESNEHHFHITIEEG; R ILM #NIEER Balanced 3 Strict "Z7 )\ 370"
, MIEZE D EETRESTNENTNRFITIEE, EBRIZ T BX S AR RIS ERIRE

° WNIR7E S3 ZED LEIREFERT ILM, WHZERD EESTMET, WREVFELERD AR E SaIH
ILM B3R, ERRERBENSDMIHAEFS ILM BTG, HEREBEERNME,

o EIHEENIBHR ILM B, StorageGRID SIRIEZBHAIA/NMIEIT REIARNHITIHE, XEEKRE TR
FERGR UFHEEATAENNR ILM ERMME, F0, NRMNIEEFFE 10 GB E AN RE
fi&7E DC1, MFIER/NNITRTEMETE DC2, M 10 FR DR LEFIEN 1 GB ZHES NBIIYEMETE
DC2, BR, YMEBMWRIHE ILM BY, XNRIFFEIIEEIET5hEl DC1,
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* FRE %80 L1 EERSZ#F StorageGRID "—Z41&E",
c YERADPEREEARBAXRE, "WROEIHEE (1 GB) "NEH.

* O UIRIBRER "IRSSRIENE" SRR LEESFER. EfA SSE (#H StorageGRID BIEMZE AT
RSS2 IHMNE) , IF{XTE CreateMultipartUpload 15K EE x-amz-server-side-encryption JERAR
ko EfEM SSE-C (EAFFIRMINBAHITIRSERIHIME) , 1B7E CreateMultipartUpload EXR UKL E
[5%% UploadPart {5 KR EMRER = MNIZERIFERIT Ko

* WIRIRENE B ATFERERY Before HBEBIZRIEE), NZHD LENMNRBESTHE "D FERE" B, MAE

R EBTSER.
121F
AbortMultipartUpload
CompleteMultipartUpload

CreateMultipartUpload

(SeETEs R A Initiate Multipart Upload)
ListMultipartUploads

ListParts

UploadPart

UploadPartCopy

Kt

BEEHFFE Amazon S3 REST API 17555, MNEEN, BXH
1TiEH,

1&2% "CompleteMultipartUpload"

1525 "CreateMultipartUpload"

&2 "ListMultipartUploads"

E{FEATE Amazon S3 REST APl {T A5, MNEEX, BARAE
1TiB%0,

15817 "UploadPart"

&5 "UploadPartCopy"

StorageGRID S3 REST API W{a52m Z 245 L%

3% CompleteMultipartUpload & {Fi&@id

R SeR LR RIER A RSE RN RV ZER D E1%,

@ StorageGRID %1% CompleteMultipartUpload B “partNumber 53R S HF IR IEES:

BHo ZBHETLIMERIEFIR,

IR

MRPEFFIRIER (GINARNEFIREEE—ZHRAEN) B SRAIRM AENHTRR, "SRAIAK TRV E
BEYURTF StorageGRID RAANTHLATEIFEK, MAe S3 B InAEIBTFIRIRIE,

STFFRYIERARK
SRIATIERRK:

* x—amz-checksum-sha256
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* x—amz-storage-class

WNERITERRY ILM FRMEE T "WHR AL o FEEELED", M x-amz-storage-class kRN
StorageGRID BN REIEEE,

* STANDARD
(BIAE) 3 ILM MNEAIRERIETEY, 30 FEAETOIRE IR IRISRIZARY, feEMIRITEWIR(E.
* REDUCED REDUNDANCY

3 ILM N EERANRIED, 3¢S FENEBOIREIGIZIRESRIZARY, f5ERRIIZWIZIE.

BB HKBREIEAT S3 HKIUEHOMEIRES, M REDUCED_REDUNDANCY 3%
() wkwzes. MEBEAREAIBIRSEE, 1% REDUCED_REDUNDANCY 0
JEEIH#%. StorageGRID BIALHITIRIR, UHERBZEIEER,

@ ?él%%%ﬁﬁtf?ﬂ%& 16 RATER, NIZRERRITICNIREDD, HMREPRFRFIEHEXE

@ IR[EIRY "ETag B EEIEN MD5 #1, MeEBEZEH IR "ETag Y Amazon S3 API 52

Mo
FRFFRIERARK
FFFARIERITRL

* If-Match

‘If-Match header® RERILUERRY, EREEA.

* If-None-Match

‘If-None-Match header' =ERILIEZH, BREIER.

* x—amz-sdk-checksum-algorithm

* x—amz-trailer
hR A=
IR ESER Z 887 L1E. NRAFERBR T RAIZE, WESERZEH D EEEEIENRRES.

MRNEFEBBRTHREES, NSABEENNRREEERE—D versionlde It versionld h&i@id
“x-amz-version-id" M Nz FR Sk 7E MmN FHiR ],

NRARAITHIEEERL, MMRARAREL null versionId F#E, MR null lRABEE, MWRKHES.
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S EFERBBRAITRIE, STREHD ERIBASIZNRE, BEER—NREEH RN
@ ZE0 LR, HRNEFERERRAEHE, ATUBMEED L%, ARER—WRE
LERBMMTRIE— 1 Z80 L5, EIFREFMERL, RETRNSED LRk,

S5, B THRIERENRK
MRNTEIRSEE T REZH D LEEMER, MNEMEXRIKKNERZOENIRERK, S8 7 LB,

P AT LOEE BN R TTEIESAT I R AR R K I E B S0E M. AR RIUERREXINEE, WBREITIBE
NEE

BB "HETFaRSHE"

StorageGRID F#J S3 CreateMultipartUpload i& KRk F13%EIN

CreateMultipartUpload (LARGFRA Initiate Multipart Upload) 12{EAMNRBoNZERD L%
, FHR[E] EfZ 1D,

X #F “x-amz-storage-class RT3k, 7 “x-amz-storage-class {2 MIES M StorageGRID R R EIERY
B, MASEMEGTE StorageGRID R RIVK AR AEE (B ILM HE)

MR S5FWITRITERY ILM FLNIEER Strict "2i \ %", NI “x-amz-storage-class ¥Rk T4
UTERHATF x-amz-storage-class:

* STANDARD (BRiA)

° WERR: MR ILM NIEENELRZITRWOET, N—ERBNR, RIIZENKNE_1EIE, 7
RESRFEMEETR (WERR) o 14 ILM B, StorageGRID #EX LA IR BIZAZE R EM
MERRERAE. NRTRE, WaleFBREREMUECIEMINREIZA, HERREFEMFFIKIRE
Bl

o M7 IR ILM MNIEE T EHER, FH StorageGRID JoiA 37 BNAE AN F 48 E HIFR B Bl 4
, StorageGRID &7EREH Storage Node L4 IGATEIZS,

1R StorageGRID AJLAIZEIEIZE ILM N (BIFHE) HIEEMIFAEXNREIZS, N x-amz-storage-
class trk T o

* REDUCED REDUNDANCY

° FWIRAZ: WIR ILM MNFIEEIIRIZIE, StorageGRID STEIEWTRESSIEBENMEINEIZA (BIRXT) .

o g WIR ILM MNIEEFENEI, REERALEILBVERINPIEENFIERIZRY, StorageGRID
A R2eEENMREREIZA, 9NR StorageGRID AILUHITRIZRE, MEARKLTE . HS5ITRITER ILM
NI E HIBIAAT, RiFEHA REDUCED _REDUNDANCY &I, EXMiERT, #H
"REDUCED_REDUNDANCY " m] 3 % 8 /X IR BURE~ o4 ZE 1 G 2 AN M BRER MY 3T R B AN

FEIEEMER A "REDUCED_REDUNDANCY 3%, "REDUCED_REDUNDANCY &IE/NiRE
RPN RUIEERROINL. FId0, WMRBETBIRSRAFET ILM IFHEREZRIRESENFET R L, WA
RER ER IR,
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EERARERARE - EFBIAZEEE KA EZRHINE, WREINRIAE—EFIE
@ A, WEFETRAERENLIERFIRE, ZHREFER. AARFHIPIRET, EE2EH
B S 2 & R B3 1) PR

#5% "REDUCED_REDUNDANCY {NZZIE XIZW N RS EIZNEI AL, SMREER ILM REETER, EF
SR RHBIAE, BARSSBEEURERNITREFHETE StorageGRID £4tH,

MREBRNRIFWEIBET S3 WRENFMEIEF, NiZ REDUCED_REDUNDANCY £
@ WA, MNREBBHRIBANIBREMEER, NiZ REDUCED REDUNDANCY ETUS R B
1R, StorageGRID FIRLHITIIRIRE, AR HESMMEER,

STHBIERITK
SEFLLTIERIRK:

®* Content-Type

* x-amz-checksum-algorithm
Hai, 1X5%#F "x-amz-checksum-algorithm'#J SHA256 &,

* x-amz-meta-, [FIREBERFEXTHIERNRAR-EX
FNRAPEXNTTHIEEE R R-EXNE, BEAUTEMRR:

x—-amz-meta- name : "value®

NRERF A A EXBISIREEET AR ILM NS ERSE), MBHER creation-time {EAIER IR I
BEY Bl T ERI R TR, BN

x—amz-meta-creation-time: 1443399726

‘creation-time® BYEITENE 1970 £ 1 B 1 HLRH#EL.
@ MRERXNRANZEA T BREMENEER, WA creation-time FRIMNABFENX
BT EE. RHREIHEIR.
* S3 Object Lock iERARk:

° x—-amz-object-lock-mode
° x—amz-object-lock-retain-until-date

° x-—amz-object-lock-legal-hold

NRELBEXEARKINER TRALEER, WERFMEBIMINREBIRERITEXNRARZ retain-until-date.
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"{#F S3 RESTAPI fit & S3 MR BE"
* SSE IEKATK:
° x-amz-server-side-encryption
° x—-amz-server-side-encryption-customer-key-MD5

° x—amz-server-side-encryption-customer-key

° x-—amz-server-side-encryption-customer-algorithm
(IR 25 SN MO B RAT 3K

() %% StorageGRID 238 UTF-8 SRS, BN HETL'

ARSS BRI BRHYIERATA
TR LUER U MIERIFBE RS 2R Im 1 X 77 BRI R 1TINE . SSE M SSE-C 3EWE Ko

* SSE. WMREFFHA StorageGRID EIEFM—Z AT RFHITINE, 1BTE CreateMultipartUpload 15K fE
LTk, RAEE(EM UploadPart 53K HEE ATk,

° x-—amz-server-side-encryption

* SSE-C: MNREHBFEREIREFMEIENHE —RIANMEXNR, IHTE CreateMultipartUpload 15K (UNRES
PG4 UploadPart iE3RP) ERAMEX =Mk,

° x-amz-server-side-encryption-customer-algorithm: }§%E AES256,
° x-amz-server-side-encryption-customer-key:. ISEF N RANINZEEZEER,

° x-amz-server-side-encryption-customer-key-MD5. FEEFMRINZZFA MD5 HEHE,

@ ERENMEZBRRERZRFME. IRFRAMEZRR, WEERENHNNR. EERTFIEM
BRI RBIEZ R, FEE ARG SHERNE" FERE.

A RFHNERITFL
AZFFLUTIERIRK
* x-—amz-website-redirect-location
The x-amz-website-redirect-location #r3kiR[E] XNot Implementeds

hi s 1

ZE9 LERRMAVIREAR, BTFELEE. 7 B, EESS. AR EENESOMTR LEE, T
CompleteMultipartUpload 12/ERTRESIEXN R (WIRER, ESHITHRZASITS) o

StorageGRID FfJ S3 ListMultipartUploads 121EF1sZ 35S %K

ListMultipartUploads 1#&{E5| 7 IETE# TRV D E: E1%
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SEFFUUTIBERSE:
* encoding-type
* key-marker
* max-uploads
* prefix
* upload-id-marker
* Host
* Date

* Authorization

hR sl

ZEH EEREMAIREAR, BTRohLEE. FIH R, LS9, AE LENSBOMTR EE. RiT
CompleteMultipartUpload 1&{ERPIE BN R (WRER, EHTRASIESED

StorageGRID 7 S3 UploadPart &{EZIFM A ZIFHIERIR K
UploadPart 1#2{EBFEN R EEFR EE—1M D,

FRHIERIRK
SR TIERIRL:
* x—amz-checksum-sha256

* Content-Length

* Content-MD5

AR S5 2R IRANER AR RAIT K

R A CreateMultipartUpload iEKIEE T SSE-C 1%, NMIEKMESF UploadPart 15K EE LT iEKRIRK

x-amz-server-side-encryption-customer-algorithm: &7 AES256s

* x-amz-server-side-encryption-customer-key: SETE CreateMultipartUpload i&KAigtAY4EE
NEZER,

* x-amz-server-side-encryption-customer-key-MD5: FEEETE CreateMultipartUpload &Ktz

Ha94E[E MD5 .

@ EIRENMEZRLARAWE . MRERRNZZE, WRERENHXNR, EERATFREN
FEARIP R REIEZ B, IEEEF "${post_edited_translations.segment}" FREEEI,

YR 7E CreateMultipartUpload i KHEBIEIIEE T SHA-256 LG, NIEKMIEE UploadPart iI5KFEES LT
TERARK

* x-amz-checksum-sha256. I5ELLEFHEHRY SHA-256 #EEF,
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FZHFHITERIRK
AZFF AT IERIRK:

* x—amz-sdk-checksum-algorithm

* x—amz-trailer

gz 4z
D LR RIMpIRIEAR, BTFEILE. JIH EE. EEHD. A EENHOMTR L% 1T
CompleteMultipartUpload $#{ERPEBIEN R (WIRER, ES#HITRZASIESD) .

8 S3 UploadPartCopy 12{E7E StorageGRID F1_EEWRI—ERS

% UploadPartCopy ##{EEI MILE MR EBIEHRIENEHRRER LEEXNRN—EF 5.
% UploadPartCopy 1&{EfEFFfE Amazon S3 REST API {TAXH, MEFK, BARFBITEH.
IEiERIZENFIS N StorageGRID R4iH “x-amz-copy-source-range 8 7€ FIAT R LR
FHRUTIERITK:

* x—amz-copy-source-if-match
* x—amz-copy-source-if-none-match
* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

AR S5 2R im NN ZE AOIE KAT K
R A CreateMultipartUpload 1EK18E T SSE-C MN%E, MIEHRIES UploadPartCopy iR EE I TIEK
Rk

* x-amz-server-side-encryption-customer-algorithm:. }§%E AES256,

* x-amz-server-side-encryption-customer-key: SETE CreateMultipartUpload i&KAi2#tAY4EE
NEZELA,
* x-amz-server-side-encryption-customer-key-MD5: FEEMLTE CreateMultipartUpload iK1

HAa94E[E MD5 .

NREAEFIRMIER (SSE-C) MERMR, MM UploadPartCopy IEKHFEE U T=MR3k, LUER
R EIARE RN R

x-amz-copy-source-server-side-encryption-customer-algorithm: 7€ AES256,

* x-amz-copy-source-server-side-encryption-customer-key: 187 QIIERXN REHZHAINZRZ
Ao

* x-amz-copy-source-server-side-encryption-customer-key-MD5: ETE BRI RATIEHAY
MD5 HE,

80



@ CIRENNERIRLE A EE. REBXRMEBER, WERENHHR, EERTFRMEN
FERRIP R REIEZ /I, 15EE "${post_edited_translations.segment}" FIAYEEEI,

hi s 42 1

ZEo EERBEMAIREAR, BTRohfE. FIH R, &9, A% EENEoMTm . T
CompleteMultipartUpload 2{EBTIGEIEMR (MNRER, EHITHRAEEHD

StorageGRID S3 REST API iz

StorageGRID &4 iFFRrEERAMNFRE S3 REST API $81RMAN, Lth4h, StorageGRID 52

BEAINT JLA B E X MR o

%3509 S3 API £EiRKT

E2x HTTP X%
AccessDenied 403 Z1EiA1R]
BadDigest 400 Bad Request
BucketAlreadyExists 409 Az
BucketNotEmpty 409 Az
IncompleteBody 400 Bad Request
InternalError 500 NEBARSS 23 5E 1R
InvalidAccessKeyld 403 2 1HiA0A]
InvalidArgument 400 Bad Request
InvalidBucketName 400 Bad Request
InvalidBucketState 409 3z
InvalidDigest 400 Bad Request
InvalidEncryptionAlgorithmError 400 Bad Request
InvalidPart 400 Bad Request

InvalidPartOrder 400 Bad Request
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E2R i

InvalidRange

InvalidRequest

InvalidStorageClass

InvalidTag

InvalidURI

KeyToolLong

MalformedXML

MetadataToolLarge

MethodNotAllowed

MissingContentLength

MissingRequestBodyError

MissingSecurityHeader

NoSuchBucket

NoSuchKey

NoSuchUpload

NotImplemented

NoSuchBucketPolicy

ObjectLockConfigurationNotFoundError

PreconditionFailed

RequestTimeTooSkewed

ServiceUnavailable

82

HTTP K&

416 Requested Range Not Satisfiable

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

400 Bad Request

405 757E R IF

411 Length Required

400 Bad Request

400 Bad Request

404 RIxE|

404 KIxE|

404 RILE

501 R3EIM

404 KRILE|

404 KIxE|

412 gl &R

403 ZE1Ei7(A]

503 AR5 AR



ey
SignatureDoesNotMatch

TooManyBuckets

UserKeyMustBeSpecified

StorageGRID HE X f#&izHE

B
XBucketLifecycleNotAllowed

XBucketPolicyParseException

XComplianceConflict

XComplianceReducedRedundancyForbidd

en

XMaxBucketPolicyLengthExceeded

XMissinglnternalRequestHeader

XNoSuchBucketCompliance

XNotAcceptable

XNotlmplemented

StorageGRID HE Xi21E

HTTP K&
403 22 1Ei719]

400 Bad Request

400 Bad Request

e R AR

IBIR EMFER P AR EREFERESE
HAECE

ToE AR UL AE MR 2% JSON,
MTFIBREMMEIRE, 1RIFRIEL,

IBAR S MFRER PR ARVFRRRTTR

EHVRBSEB H AR AT ER R KE.

ERZDARERIERBITR Ko

1EEBTRERARS BIBhR &M,

LEIERBE—PHZ N TERER accept
#r3ko

EHRHBNIBEREET 7 RKIBIIHEE.

StorageGRID 37 15 HE X FFERIRIE
StorageGRID &4t 40%I S3 REST APl B E X121

TRYIHT StorageGRID 2B E X2k,

B4E
"$REX Bucket —EI4"

o] @ A

iR [N B 45 RE AR Y — B

HTTP RS
400 Bad Request

400 Bad Request

403 ZE1Ei717)

400 Bad Request

400 Bad Request

400 Bad Request

404 RE|

406 TEES

501 RS
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1BR(F AR A

"PUT Bucket —E1%" RENRATREFERI—E,

"$XEX Bucket R R [E]" RERE NFREEEREAER DRI EIER.

"PUT Bucket L 2i41a)Bd a])" AYFEE AR RS EFERN LR IAR BT E B,

"BpRTF AR T AR B AN B B MRk S5 EFER X BB TTHURBAIARE XML,

"SREX Bucket FeEIEBAECE" R E| S EF R XX TR BRI ECE XML,

"PUT Bucket JTEEEAACE" e E FREX R T EEEAARSS

"SRENTFfEE AR ST ERNRSEEE URSKF KBNS MEERNEER.
"BFA EREAMIREN EFAERZ LR BEEEIERASHMERMEER.
CreateBucket"

"B F. GET Bucket compliance" BFAERZH. REIHgINNEIHRRAFHEBERINEIMIRE,

"BEFF: PUT Bucket &#I1%" EFRERZE AIFRESIE RRFRESFERINSIIMIRE,

£ GET Bucket —E1%i53R#Z StorageGRID FHITZ(EFE—2IELK T
T RENEER—EIER, ALUAE N AR EFEmN—3t.
ARIN—HHEIRERNFRIEFBIENRNE EE—H1%.

B MAAR s3:GetBucketConsistency 1R, EZEW root AP, 7 BESTALLIRIE,

BRI

GET /bucket?x-ntap-sg-consistency HTTP/1.1
Date: date

Authorization: authorization string

Host: host

M

EMMN XML, “<Consistency> REILL FEZ—:
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—HE IR

all PRET RIEMEWEEE, SNIER[RM.

strong-global RIEFFB LR EFrE R FimERINE EIR—1%,.

strong-site RIS RRNFTE B P IRERNE EE—E1t,

5 NEILENREX (RAINME) AN REBES R, HAANKREREHEL -

. RS AMEMNSIERIFRIL BNEARSHRERTER.

Gl):: NIRRT REFIREREL M. XTF S3 FERE, (NRIEEEER
(N, HFEREMERNEEENEER, BN TFAREENEN
HEAD 3 GET 1#21F) . A~3#F S3 FabricPool 71,

MRz 1

HTTP/1.1 200 OK

Date: Fri, 18 Sep 2020 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/11.5.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<Consistency xmlns="http://s3.storagegrid.com/doc/2015-02-01/">read-after-
new-write</Consistency>

s
— g

£ PUT Bucket —E!f153K7E StorageGRID H15E — 144 5!
WBIIPUT Bucket—3415K, BILEE BN AT FERMITRRIERN—FE,
AN —HMIRENRIEREIEN RN E EiE—31%.

Faz Al
T AR s3:PutBucketConsistency I RSIK P IRFAFIR, 7 BeTealtigiF,

BN

The x-ntap-sg-consistency B¥MMEBE U THEA—ME:
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—HE IR

all PRET RIEMEWEEE, SNIER[RM.

strong-global RIEFFB LR EFrE R FimERINE EIR—1%,.

strong-site RIS RRNFTE B P IRERNE EE—E1t,

5 NEILENREX (RAINME) AN REBES R, HAANKREREHEL -

. RS AMEMNSIERIFRIL BNEARSHRERTER.

Gl):: NIRRT REFIREREL M. XTF S3 FERE, (NRIEEEER
(N, HFEREMERNEEENEER, BN TFAREENEN
HEAD 3 GET 1#21F) . A~3#F S3 FabricPool 71,

AR AR, BNIZER"MEERH—EE. MRERTEEELRE, BRAUEGERNBREFEF KT
Ho BE, BEFFHMIEES D AP BRI, EAREFER, EEHERENIRE L.

BRI

PUT /bucket?x-ntap-sg-consistency=strong-global HTTP/1.1
Date: date

Authorization: authorization string

Host: host

e
—

f£F8 GET Bucket _EXiA18])8Y[E15 K102 StorageGRID HAY7EfEHE_L Rk 8BS [EPRZS

B IRENFEX _ERRIEENER, ERUBERE AR NMFEXERIER LX)
IR ®

B EH s3:GetBucketLastAccessTime 1R, =& account root, 7 BESTRLILIEIE,

BRI

GET /bucket?x-ntap-sg-lastaccesstime HTTP/1.1
Date: date

Authorization: authorization string

Host: host
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MRz 1
R AR REREFMERXE B X7 6 {8 B,

HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 01:02:18 GMT
Connection: CLOSE

Server: StorageGRID/10.3.0
x—amz-request-id: 12345
Content-Length: 127

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>
<LastAccessTime xmlns="http://s3.storagegrid.com/doc/2015-02-01/">enabled
</LastAccessTime>

£ PUT Bucket L Ri5ir]BS[8)iEK7E StorageGRID H /2 FAFNIZE R _ERif 0] BB 5

PUT Bucket X1 RIBSEIE K 2T EAN BN ZERE AR LXiniR e B, ZALE
%iﬁ []Et el EFF RS ERE, HEZMMA 10.3.0 AESMACIZENPIEFERAEIAL

BRI, BRTEEEMEREM s3:PutBucketLastAccessTime R, HEZWKAEBF,

M StorageGRID higZs 10.3 FF4&, EOANBER TR MEERZR _LRIFRBYENEH. NRE
BEARFEMZAR StorageGRID SIEMZFMER, HEFLELEFMIEIAITH, NLRAHRERS

@ MREFEE LA R e EE . ERILIEEA PUT Bucket last access time JEREMIE S 12
ssrhEfEmrIEE EEB B EZR LG R e EH. B2 B B2 _ERihe) e 8
%ﬁ“o

MR EERZRT LR EIER, WG FEER EARERBUTTA:
* GetObject. GetObjectAcl. GetObjectTagging 1 HeadObject 15 KA EH _ERiAIRIAYEl, FHRIFFRIMNE
= EAGARRERE (ILM) FERAFIH,

. CJopyObject # PutObjectTagging X E#H Tt EIBEVIE K U =B/ _LRiAABYEl, ZIREAFIME ILM FFEEHRA
5l

o

* NRFRFERER T X LRI EIANERT, N CopyObject IERA A B IRFMERMAY LRI E, B
EHRMNRARANNEREFERB ILM 7TEPAT IR, B2, XFHEHR, CopyObject iEKIGL T H LRIARIET
Bo XRHEAKEAME ILM FEEPATIHR,

* CompleteMultipartUpload 153K E# _ERiARIEYE, BESEMAIRERIME ILM iEERAF,

BERRH
RIS R ERRY LB R B i,
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PUT /bucket?x-ntap-sg-lastaccesstime=enabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

R AR REFEX R LRI R B E,

PUT /bucket?x-ntap-sg-lastaccesstime=disabled HTTP/1.1
Date: date

Authorization: authorization string

Host: host

f§£F3 StorageGRID FfJ DELETE Bucket JTHUE @ ML E 15 R ZAEEERRS
ﬂﬂﬁ%ﬁﬁ%ﬁr‘ziﬁ%ﬁ%ﬂﬁﬂ%iﬁﬁ% FEIMBRECE XML EZHENMEERAVIERERR

ZJo

BRRRLIRE, BRTEEEER s3:DeleteBucketMetadataNotification ¥R, HEZEWFRBF.
BERRAI

IR B R 2 AFEEX S RERRS.

DELETE /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

f£F3 GET Bucket jTt#iE B A E 15K 1T StorageGRID FEIEIEZREMN

B RENFERITHSEEENEEISK, ALURATEREER M ERNERENNEE
XML,

BB AR s3:GetBucketMetadataNotification IR, (&M root AP, A BETERLLIRIE,

BRI
HEIEKRILER RN "bucket AR TR B E,
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GET /bucket?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string
Host: host

i

RN EX BEEFEX AT SEE MR E. BTiiEENicE, ErUMENAEREFEX LUEITIEREM. 1
MW, EARTFEREMENRERANRS, UNKENRTHIEERXEWPLERR.

<MetadataNotificationConfiguration>
<Rule>

<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es: region:account-
ID :domain/ mydomain/myindex/mytype </Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

SN THIEBNEESE— 1 HZ N, S0 FNEEEMBRR UK StorageGRID & IX IR ITEIER
Btr. MM StorageGRID ifs A URN $EE B1Fo

BT e R AR WA
MetadataNotificationConfi - F§ F#5E e iR AM I3 KM BRI N A 2345 s

guration 186

BE—1HZ Rule 7THKo

A RRETTEIEN AINEHEE RS PN REANNET =2
231510,

BEESRAIMNEHRIEL,

B & 1F MetadataNotificationConfiguration 7t
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E2L i

EIE:

Bt

URN

MRz 1
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e A I R
M BYIE—FRIR T o B

B &7 Rule TTEH,

KSAUZR EBR"N'EBERA" NTFERANAN, & =
KEVE(THR(Eo

&1 Rule Tt&EH,

TLECHIZRAIN REMNFEN, HafiElaixslise &
B B9,

BELEFIBENR, FEETHIZK.
BATE Rule TR,

M BB ERIRIC.

il

&7 Rule Tt&H,

RIEWRTHIBBWBITAN URN, HAZEBUTES =2
B9 StorageGRID 5 A#J URN:

* es AR E =TIt

* URN AR ETEIRN RS [ FIRBLEE, B

/9 domain-name/myindex/mytypeo

i e E A BT E P B2 AP H1TECE. &1
KABLUTHER:

* arn:aws:es: region:account-
ID :domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

AITEIRECE XML 2RI B iR n, SNEEIFEEK
HHIT 404 5%,

Urn B1&1E Destination 7Tt&ZH,



‘<MetadataNotificationConfiguration></MetadataNotificationConfiguration>"
EZEEEHN XML

BTN EEREESERENIERIEN. ZFIRFIF, HRTHERRIERIRN
‘current’ B Elasticsearch ZTW5IFIBA 2017 B9EE, ZRSIMLRTEETERZN
‘records” HY aws IEAR,

HTTP/1.1 200 OK

Date: Thu, 20 Jul 2017 18:24:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/11.0.0
x—amz-request-id: 3832973499
Content-Length: 264

Content-Type: application/xml

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix>2017</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-
1:3333333:domain/records/current/2017</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

BXER
“EREA KA

f£F3 PUT Bucket JTHUEEMNACE 15KTE StorageGRID /5 A RE/MARS

PUT Bucket TTEIERBAECE IER AITFEN BN ZEREBEREMRS. EIBEREXTR
HpyTHIEENEE XML I8ER TR A E 2 B ERRS BN R

EERRIRE, BN E B s3:PutBucketMetadataNotification XfE, ZHEEWKFIERF,
EK

BERUFTEBREXFEETHERNEE, SMtSEENEEeF —MHZ TN, SMNEEENAR
MR, UK StorageGRID N & IEM RITEFERI B 7o

A URIER RBIRFIZT ISR, H180, EATLUGEERIZ /inages XN RTHIERXE—1Bir, Hig
BHFIZ /videos IR EEES—MEHR.

BAESRMZNEETN, RRIEKHEIEL, fla, FRITFESHMNEIRA test BIMNRET— MM LUK H 3470
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2N test2 I RAE ZMNVECE,

WIER StorageGRID ixm=H) URN 157 Bif. IR TTEIEBANEERN, maMAEE, SUERFEERK, H
iR[E] 400 Bad Requesto FEIRHE R/ Unable to save the metadata notification (search)
policy. The specified endpoint URN does not exist: URN.

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>rule-status</Status>
<Prefix>key-prefix</Prefix>
<Destination>
<Urn>arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Rule-2</ID>

</Rule>

</MetadataNotificationConfiguration>

BRWR T THIEEMECE XML PRt

B R) IR WA

MetadataNotificationConfi i F45E s EAN Y3 R A BARBIFI N B9 B 234 =
guration 18

BE—13%Z Rule 7TtH,

A RETTHEIEN AINEHEE RS PN ROMNNET =2
2510,

BAESRAMNEHRIEL,

B2 1F MetadataNotificationConfiguration JtZ&

ID FU B ME—FRIRRT o S
&7 Rule T4,

RS REAUREBR"H'ERZA", WTF2AEMMN, & 2
KEVEEII21E,
B&71F Rule oA,
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E2L i AR A WA
EIIE TLECHIZRRIN REMNEN, HaiElRXxEEE &
B B9,
BENECFENR, FEETHIZK.
B &7 Rule T&EH,
Bt MW BB SEIRIC. =
B &7 Rule T&EH,
URN RENRTEIER BTN URN. B EEUTEE =2

Y StorageGRID s URN:

* es I E=NITE,

* URN AR RETTEIERIZR S IFNRELEE, B

7/ domain-name/myindex/mytypeo

im e EARTEF IR T E P B8 AP H1TECE. E
KA TR

®* arn:aws:es:region:account-
ID:domain/mydomain/myindex/mytype

*urn:mysite:es:::mydomain/myindex/myty
pe

BAFERRECE XML ZAECERR, SUEERKK
FHI 404 iR

Urn €251 Destination 7Tt&H,

BRI
R ERFEREREREN. ELREIP, FrIENKRENRITHRER LEEIHER BT,



PUT /testl?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn>urn:sgws:es:::sgws-notifications/testl/all</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>

FEURAIR, TECRIZR /images BIITREIN RITHIBR LEE—NBER, MEERIZ /videos FIITRAITR
TCEIER RIXEIE 1B 1R

PUT /graphics?x-ntap-sg-metadata-notification HTTP/1.1
Date: date

Authorization: authorization string

Host: host

<MetadataNotificationConfiguration>
<Rule>
<ID>Images-rule</ID>
<Status>Enabled</Status>
<Prefix>/images</Prefix>
<Destination>
<Urn>arn:aws:es:us-east-1:3333333:domain/es-
domain/graphics/imagetype</Urn>
</Destination>
</Rule>
<Rule>
<ID>Videos-rule</ID>
<Status>Enabled</Status>
<Prefix>/videos</Prefix>
<Destination>
<Urn>arn:aws:es:us-west-1:22222222:domain/es-
domain/graphics/videotype</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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1RREMARSS ERBY JSON

NEFEREREREMRSE, 8RR, EMRAMBENRTHIEIATICH, EBRER JSON MHEHIFHLIX

BB R

WREIBRTERAN test NEFEFEREPLEEGH scws/Tagging. txt BIFTRETEIEEA LAY JSON =41,
test fFE@ABBREIES], FELt versionId fREHAT,

"bucket": "test",

"key": "SGWS/Tagging.txt",
"versionId": "",

"accountId": "86928401983529626822",
"size": 38,

"md5": "3d6c7634a85436eee06d43415012855",

"region":"us-east-1",

"metadata": {
"age": "25"

by

"tags": {
"color": "yellow"

}

TTEERAI R B BRI RITEE
BRYIE T BARREMN AEE BinikRR JSON XHEFEENEFER.
XHEBMEEFMERRI. WREBMARAE ID (WREFE) -

Eit) T SE=R 1A A A

FEBIOMRERS FEDER FiERE R

FERIINRER %A IR EEA B

FREBINRER versionID HRIRA, EBTFhRENEEG
HIRTR

FEBINRER X1 Bucket X1, 9l us-east-1

R TTEURE KN HEKN (UFTREA) , X
HTTP & ima] il

RS TR md5 HRIEH
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i =R AR A

BRPT#iE TCEE key:value Xi%ﬂ'\]ﬁﬁﬁﬁa)jﬁiﬁg, ERBEE
;\

Frid & key:value PHREXBFIBENRIE, LU
BEXTRART

S FAREMA P T, StorageGRID & HEAFIEFENFRIED S3 B @AIEHLS

@ Elasticsearch, EECE Elasticsearch XL F R R ER N HEAS T, 15¥ZHR Elasticsearch i3t
BE# TS FERBRETANBRET HEANR =0, EECEBERERRS 2, HVIAERS| LBBSFERM
5o ANXMEGEBIRS|G, BT EERS|IPRIEXEIFERRE,

MXERS
“EAMEF K/
f£F3 GET Storage Usage i5K12Z StorageGRID F ik~ FI =B @ FMEER B R

GET Storage Usage 15 R 5IFEK A FEHANSEFE#EEULSKP XBENE N FEEIN D
FhE=E,

AILUBE RSB x-ntap-sg-usage Eif)BEBVERhR ListBuckets 15K RIRENK - M H1Z (&S FRE R AV TE(E
£, FEREEERBERSAZLIER PUT 1 DELETE IERHD AR, RIEERNLIEER, ERESERE
LA Z BT RERE —LEIER, LEHRERAMHKRENB R T

FNBRT, StorageGRID ZiXFEABEE—HMNREREE. NRLEXRIEEFE—H1E, StorageGRID
SR BRI R —H MR RERER.

ERRUIIRE, EHFEEA s3:ListAllMyBuckets 1R, & ZWFRAF,

BRI

GET /?x-ntap-sg-usage HTTP/1.1
Date: date

Authorization: authorization string
Host: host

alvean

WRFIERT —MKF, ZIKPERNMEERPEEENNR 12 MFTHRE. ST EERESH IR
ANFTHREIE.
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HTTP/1.1 200 OK

Date: Sat, 29 Nov 2015 00:49:05 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.2.0
x—amz-request-id: 727237123
Content-Length: 427

Content-Type: application/xml

<?xml version="1.0" encoding="UTF-8"?>

<UsageResult xmlns="http://s3.storagegrid.com/doc/2015-02-01">
<CalculationTime>2014-11-19T05:30:11.000000Z</CalculationTime>
<ObjectCount>4</0ObjectCount>

<DataBytes>12</DataBytes>

<Buckets>

<Bucket>

<Name>bucketl</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

<Bucket>

<Name>bucket2</Name>

<ObjectCount>2</ObjectCount>

<DataBytes>6</DataBytes>

</Bucket>

</Buckets>

</UsageResult>

bR s3]
iﬂi%ﬁ’\]’@’l\ﬂ%ﬁﬁztﬁﬁllgrﬁ)\ﬂﬂﬁiqﬂE’\J "ObjectCount #1 "DataBytes™ B, MIFFIRiZA=1T A "ObjectCount &

32&0

EESEE
—EE

|IBAREMER B FRBEERIES
|HhR StorageGRID &4 EFREFM#EFIEK

&R aEEE(F M StorageGRID S3 REST AP| REIRFEA IRk & M IEThAE SR AV TZ R,

SHMTHEEE R A
LUHIEY StorageGRID ki ZAKFig iRy StorageGRID & 14 IHEEE WA, FHEMH S3 Object Lock FrEXft,

MBEZRIBET2REAMMIEE, N StorageGRID 11.6 FEHATLRE S3 WRMUTIEE. EREBLIER
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fﬁgﬂul&ﬂ’ﬂ%ﬁﬁﬁ%ﬁ; BE, RIBEFE, ErILUFER StorageGRID S3 REST API BEIREAIMEMNIHEM 4T
i

* “{$F3 S3 RESTAPI & S3 WRiE"
s “EH ILM BIEWFR"
"NetApp FIiRE: 0{AI7E StorageGRID 11.5 FER AR F A IFHERF"

EFANEIMEIENR:
* "BFH - PUT Bucket i5RECASS IR SRR 14"

SGCompliance XML 7tEBFH. LUET, ErLlIE StorageGRID BEXITTREETE PUT Bucket i53KHY
A& XML IERIEXH, LB Compliant {1,

* "©@% A - GET Bucket compliance"

GET Bucket &#l4iEREFA. B2, EolURSERILIERFHE LN E BRRAFHBEENE
MMIgE,

* "B&EH - PUT Bucket §3114"

PUT Bucket GMIMIEREFA. B2, EAIUASERILERFELNINE IRREMEFERIISIMEIRE.
pan, ERILRIA T’szﬁﬁﬁEﬂz/iﬁﬁmﬂtuikkﬁﬁmﬁﬂo

StorageGRID HE5A#J SGCompliance JT&

SGCompliance XML JtEZBEFH. AT, &BILITE CreateBucket iEKRYE[%E XML iEK1E
XHEEI StorageGRID BENXTTE, HUSIESHMEMER,

LIRTHY StorageGRID hrasH1Z1HHY StorageGRID &#VIETHAEE W, FHE# S3 Object Lock
FrEfX. BXEZFAES, BEIUTARA:

* "5 S3 REST API it & S3 W& HiE"
* "NetApp %1iREE: #0E7E StorageGRID 11.5 HEIE R FEATEERE"

TR FBELIEBRAT SMIERHFMER. NRIEZIXER CreateBucket IERECRIBTNEMEFMER, R
ELATFHEIRES

The Compliance feature is deprecated.
Contact your StorageGRID administrator if you need to create new Compliant
buckets.

StorageGRID FEF A GET Bucket compliance 353K

GET Bucket EMMEIEREFA. B=E, EAJUAESMERIERKMEE SR1x LG B
BFERENIEMIEIRE.,
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LAFIHY StorageGRID ki A3 it EI’J StorageGRID &M IHEEEHMEFR, HE#H S3 Object Lock
FrEfX. BXEZFAEE, BEIUTREA:

@ * "{$F3 S3 RESTAPI & S3 WRBiE"
* "NetApp #1iREE: H0AI7E StorageGRID 11.5 HEI2| R FEATZEHE"

BRI E, BUTMER s3:GetBucketCompliance R, =& 2K EAF,

BRI
HRENER AT IEHER 7 "mybucket WZ BRI SIIMIZE,

GET /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization string

Host: host

M T 51

FEMBR. XML 1, “<SGCompliance> FlIth T F#ERINEREMIEIRE, IRFIMN B REFERIISIIMIRE,
HPZ P HERBRE—F (525,600 7% , MNRBEHANMNBEEFGEITE. KEEBEIIKEGERE. 81
MRFGE—F/T BEMFR.

HTTP/1.1 200 OK

Date: date

Connection: connection
Server: StorageGRID/11.1.0
x—amz-request-id: request ID
Content-Length: Iength
Content-Type: application/xml

<SGCompliance>
<RetentionPeriodMinutes>525600</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
=% o) AR
RetentionPeriodMinutes ANEIEFERHN RAEREBEKE, UDHNRM. RBIBMIREAN

BN pag
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E2L i AR A

LegalHold * True: IEFMERURIATEIEFRERT. ERFERREZA, L&
BIFRILEFER RN SR, BMEEREHED,

* IR EEFER ARG T EEAERTS. HEERPHNRAILE
HARBEAZIHARS MR-

AutoDelete * True: ULFMERTRIXNSIGERREHRZIHAN BoMIER, PRIFFER
L:_F = /ilt_Fél:l’{kn_.\o

© $R: SRZBHTIEN, F2a0RRLEFEERPHONSR, NIRFE
PIBRXLEX R, M FEIMERE

FEIRMER
NREFERAKCIZANEGI, MIMLZEY HTTP AKZEAEIH 404 Not Found, S3 FHIRAAEJ

XNoSuchBucketComplianceo

StorageGRID F1EZFHJ PUT Bucket compliance 153K

PUT Bucket BB REFA. BR, ErIUSSERALIEKFKENINE IEIH&A%M%"—ﬁ%ﬁ
HEMIEIRE. a0, SRR FERE T ARRERSEERERE

LAFIEY StorageGRID k<12 tHY StorageGRID & II4EIHEEE AT, HEM S3 Object Lock
FrEXfL. BEXEZIFMER, BERUTHREA:

* & S3 REST API B2 & S3 MR HliE"
"NetApp &1IRE: S0{AI7E StorageGRID 11.5 HEIR|HhRFE S (EE"
EAEAR s3:PutBucketCompliance AR R F &5, 7 BESTRLtbIE(E,
& PUT Bucket &FIMIEREY, SHAASMEIEENS N FERIEE—ME.
ERRHI

HERBIERIERR 7 "mybucket IR ERNEMIEIRE, EUMRGIF, “mybucket FEIXNRITEIRT M RIKEL
@Iﬂ%ﬁ@ﬁ%’ﬂﬁﬁ (1,051,200 Z54) , MAR—F. WEEHLKBEEERE. 8THNRBERFEEEEM
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PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Date: date

Authorization: authorization name

Host: host

Content-Length: 152

<SGCompliance>
<RetentionPeriodMinutes>1051200</RetentionPeriodMinutes>
<LegalHold>false</LegalHold>
<AutoDelete>true</AutoDelete>

</SGCompliance>
AR A A
RetentionPeriodMinutes AINELEZEERINRORBHKE, USHNE, REBHAMIREAN
WASBY F a1 R,
EERR N RetentionPeriodMinutes 15 E BN, HITEESTHAT
GFEMEIRBENE, KEFEHEENEREHE, EFeeERi%E, REE
EINZE,
LegalHold * True: WEF#EBHFIMTEEEERS. EHRFERFEEZH, Tt
BRI Z RPN R, BMEEARBIE,
* IR WEEFSFIRLTEEFENRTE. WEEFPINRAUE
H{RZHAZ HB A B
AutoDelete * True: ICEFERPHNRGEERZHAZIEABS BoifiPR, FBRIFEER

RTFEEFERTS,

* IR SREBHZIEN, FE0RREFEERPHINR. NIRFE
MIBRXLER R, M FEIERE T

BAMIRERN—IE

HI&fEA PUT Bucket &M IEKEH S3 FEMMIISHIMIRER, StorageGRID ZiXEMEEHMEME@ITE
B, BRMIAER T, StorageGRID f£A Strong-global —ZU4RFIEFAA IR OIL S8 S FER T EIERIFR
BT R AEENENEMMERENT EiR— .

MREF— MR OISR FN S NMEET RARA B, StorageGRID J&iASLI] Strong-global —2(4,
MRy HTTP RZESRAE A 503 Service Unavailable.

NREUTENEMN, MASPEXRMREES, MHRRRRIEHFIFENEERS. NIRMREEITEAEETHER
REEBHNEFET R, RAZFFIESIESEETRH Strong-site —EEREIHXKKATIER,

@ BRIE AR REXEM, HELETHERLAIAGEEER, SNT/52E Strong-site —
HIEFATF PUT bucket 23114,
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L —E14PE{EE Strong-site BY, StorageGRID fRIFEHEHNEMMIZE IR E P IHIERAEEG
T, XEKE, EFrEMAMEET S EZEI, StorageGRID R REE I ILIZHEBER Z N —
HEIRE, REFA—HAIREISHEIMITRITH. fW, IREFFHERE T EEFRENRE, HREIRITRIE
H—31%, WEERUEINEIMEIZE BIXHAERRYE) EERLERER OERSEER, Eit, HRBH
ZIHARY, AR T A RERBIRENTROTEWAF I AutoDelete (MNRERBA) MiIBR.

EogF{EFE Strong-site —21%, IEEFH & PUT Bucket &F4IERHAE S consistency-Control HTTP
ERFk, WTFAR:

PUT /mybucket/?x-ntap-sg-compliance HTTP/1.1
Consistency-Control: strong-site

RN

* NRFEXKRCZEASH, WiWLZE HTTP RSB/ 404 Not Founds
* WNRIERFH RetentionPeriodMinutes /NFEME@IHEIREHL, N vrTe KREMRFZH 400 Bad

Requesto

HXEE
"BFH: PUT Bucket igRIE LA EFE"

BRI RS

StorageGRID A&/ AWS SRESSRIZHIAT S3 F M RAVIIA]

StorageGRID & Amazon Web Services (AWS) FREKES, A1F S3 AR EHIFHXLTE
&M R TZERFI X RAVIAIE), StorageGRID Z4552I T S3 REST API REEIESHIF
. S3API HiRISREELL JSON w5,

1517 SR BS AT IR
StorageGRID Z#F =R e

* 1FfiEMRERES, 1#H GetBucketPolicy. PutBucketPolicy #1 DeleteBucketPolicy S3 API 12 {EZi i~ E1E28 T}
P EIE AP HTEE, FHERKREEMINEIEER, BT REENIEFIFERAIE &K R E Ak~ A
HEP N EFEEREREP RG], FERREGERTF— 1 EMER, rgERTFE1M4E,

* HRER, ERAAFEERSEINEPEEAPIEE, ARBEMIMEKPPRAE, FteiMREE N RIFZAIE
ZIKPRBRNREAR R, ARBMNERT—1E, BAEERTSIEER.

* RIESEE, (R AssumeRole IBRI—E85. REFBIVERTATNRIE, [EABMAEIEHEEHR
EFAURME |, #— 7 R RS R
() 4 sHmissEszEntEReER.

StorageGRID fFEHHI A 5RE&ETE Amazon EXMHEIEZR. BTREPHES—RTIREED, SMETE
BEUTFTE:
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* iB4) ID (Sid) (\|3%)

* &

* &4+ A\ /NotPrincipal

» Resource/NotResource
* $&1E/NotAction

* & (AE)

RIS AR U TEMMELIEENIR: 125 <Effect> LASRIF/AELE <Principal> 7 <Condition> & B3

<Resource> H11T <Action>,

B RBEITREI A TR ERIIRE:

Element g
Sid Sid sTtEEAEN, Sid XAEXM AR ER, ©H StorageGRID &4i7F

fi#f, BRTERER

2l fEF Effect TTRMAE RS RITHIELISERIRIE. MIMEMRSFFH Action
TEXBFINRERT (SHEL) FHERETR LAVRIE.

Z#E A/NotPrincipal ERILIAYFRARP. AMKF RS ERRARITRERIE, WMRBERFR
B85 S3 &R, WdEdisE it (*) FAXERAFER AR FIA
BRT, RAKFARABETIIZIKF HERRIR.

QA EBEFERERPIETE Principal TT&H, WFASR, SN
BIZA 2623 Principal 75,

Resource/NotResource Resource JTTEIMRZERAIN R, &R LIER Amazon FRZFE (ARN)
RATRZIR, WA FSRIEL W12 6EEA N R AR,

121E/NotAction Action 1 Effect TTE N RAIENERL 2D, HHBERZFRT, SWHET
HIEE I ZFRAVHIRINIR, BRIEEEIIDEANR, TNIHEEHIEL,
B AT LUFE B B B4 R B = H A SRS T HINR,

&M Condition JTTRR AR, FAFRIFIEMERRAT LKA TE (R8N A 3R EK

£ Action TR, EEILUERIBECRT (*) I8EFIBIRIESIRIENFE, 140, Lt Action 5 s3:GetObject
. s3:PutObject # s3:DeleteObject FAXFRILAL,

s3:*0Object

g’ﬁﬁﬁ:?th EEILMEREBERT () M (?) . S (*) LR 0 MHEZER, @5 (?) LEEESEN T
7£ Principal 7t&®, BRTIREERIARSS, FAZIFEERRT, ERIHREFTEMNABLENE, §i0, FEfier (¢
) I&EA Principal {Ho
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"Principal":"*"

"Principal™: {"AWS":"*"}

EUUTREIG, ZEAERANSI Effect. Principal. Action #1 Resource 7t&. WWRHIETR 7T — N BMFMEE
REIER), ZIBA)ER Effect "Allow" #F Principal (Bl admin 2B federated-group/admin # finance A
federated-group/finance) X& N mybucket HITEERMIT Action s3:ListBucket BIRPR, LAKIFiZ
FREBNBIFRE X R MIT Action s3:GetObject FINR,

"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS" . [

"arn:aws:iam::27233906934684427525: federated-group/admin",
"arn:aws:iam::27233906934684427525: federated-group/finance"
]
by
"Action": [
"s3:ListBucket",
"s3:GetObject"
I
"Resource": |
"arn:aws:s3:::mybucket",
"arn:aws:s3:::mybucket/*"

TFHECERBRAIA/NIRE A 20,480 F17, LASREEAIAR/ RSN 5,120 F5,

SRESHY—EUE

AIMBERT, ENARBABNENERTRAHE—EM, SARBRTE -, BTREET, BXAIES
BNGM 15 DENAREEM. FAIABERT, ENFEXREFHEHEAEREESE .

RIERE, B UEFERREEERN—BERIE fIi, ErIaesmEEih~RErHAIE T LA iR sRBg 1T
B

EXMERT, EALITE PutBucketPolicy 7E3KAI&E "Consistency-Control #53k, 8] LA PUT Bucket —
BMIER, HEERERTE NN, ATHRREE, EXAIESTEII 8 A L.
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@ MR —BERBENTEREMRERIGIER, BSOETREFFEREIKERENERR
B, BN, KB EFMERIEREIFERENENIRE,

FARRIEREE?

RIEREEZ—MIEERRS, ©ENRGASE GBI AR, FlNEAAAEBENEN, SIEREIERIF
WREYFE, HETERTHMNR, AXSAIEEEE ZHINR,

ERBSIEDSER ARN

7E5RB&EBEA®, ARN AT Principal #1 Resource 7T,
* FRIIEEIERE S3 FJR ARN:

arn:aws:s3:::bucket-name

arn:aws:s3:::bucket-name/object key
* FRLLEEEEMRARARN (BFRMA)

arn:aws:iam::account id:root
arn:aws:iam::account id:user/user name
arn:aws:iam::account id:group/group name
arn:aws:iam::account id:federated-user/user name

arn:aws:iam::account id:federated-group/group name

HFEE0:

* BRI UERES () E BT RLENRBANZSIHZ P Fo

* AILAENRBHISENERRFRINAER JSON UTF-8 3£ JSON \u 3 X F5#1THRID, FZiFa 0 thdm
{EN

"RFC 2141 URN i&3&"

PutBucketPolicy #&1EAY HTTP 15K IEX A fEA charset=UTF-8 4w,

ERBPIEERR
ERERIEDF, ERILIER Resource TTHRIEE AFHIELHRMFERETR,

s SN RERIBEDEFEE— Resource ToR, ERIEH, FIFHITH Resource’ &®in, EFEH
*NotResource #{ TR,

* 5 S3 HIR ARN HEE AR, f40:

"Resource": "arn:aws:s3:::mybucket/*"
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* BEAUENRBACARKBESE, Fl0:

"Resource": "arn:aws:s3:::mybucket/home/${aws:username}/*"

" FTRER U A Q)RR SR I R T BT B

ERBEPIEEEE
£ Principal TTEIMRAREIEQD R IFAELIFRIRFRRNAF . HAIFEFKF

* FEERERPHNE N REGAMNIAE S Principal TtR. ARBEHPIRIKEGREER Principal 7t&, ENA
WIRAR A F 1K,
* ERBEH, FAHTE" "Principal"®s, 3#& B"NotPrincipal"&R R,

* WER ID B ARN F5EETIKF IS4

"Principal": { "AWS": "account id"}
"Principal”: { "AWS": "identity arn" }

IR BIERTEFIKF 1D 27233906934684427525, HAGIEIKFARE RAMKF PRVFIERAF .

"Principal”: { "AWS": "27233906934684427525" }

* EWRILMIEEKFIRER:

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:root" }

* BRILHEERENKSAP ("Alex")

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
user/Alex" }

* BRI LUIEERENEXE4 ("Managers")

"Principal": { "AWS": "arn:aws:iam::27233906934684427525:federated-
group/Managers" }

* BRILMEEER E1A:

"Principal": "*"
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* ERIEMAE, BeLUEREBR UUID MARERA:

arn:aws:iam::27233906934684427525:user-uuid/de305d54-75b4-431b-adb2-

eb6b9%9e546013

40, fRig Alex BFFELR, AP R "Alex #MHIER. WNRHFRHY Alex IIANBLRHKIE THEE "Alex KR B
, WA AIRES TR PUAR T RGP BIR,

* EAMER LUEE T SIR R AER SRR M NEER A/ B P B

ERBEPIEENIR

TEREEH, Action TTEATARIFAELW FRAIIIR. T LUATEREPIEE —HNR, XLEAPRETER"Action”
5"NotAction" (FATFHER) RR. XLETHEFNES—MERSTENFER S3 REST API #&(F,

XEERARTIH T N T AEXKAIPR MR R A T34 R AV FR.

Amazon S3 II7EXT PutBucketReplication #1 DeleteBucketReplication 1&1F5{F
() s3:PutReplicationConfiguration %R, StorageGRID 45 ME(EERIRIZMINE, X5HRIA

Amazon S3 FSEERM.

() 48 PUT BEWEER, BRITHR.

& A FRERRIAN R

R

s3:. CreateBucket

s3:DeleteBucket

s3:DeleteBucketMetadataNotification

s3:DeleteBucketPolicy

s3:DeleteReplicationConfiguration

s3:GetBucketAcl

s3:GetBucketCompliance

S3 REST API i&1E

CreateBucket

DeleteBucket

PR FfERR T SRR A EC &
DeleteBucketPolicy

DeleteBucketReplication

GetBucketAcl

GET Bucket compliance (EZH)

BHEX
StorageGRID

=
=

AR (NEAERRRT
fER.

i

2, PUTH
DELETE BYE 4R

f0
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R

s3:GetBucketConsistency

s3:GetBucketCORS

s3:GetEncryptionConfiguration

s3:GetBucketLastAccessTime

s3:GetBucketLocation

s3:GetBucketMetadataNotification

s3:GetBucketNotification

s3:GetBucketObjectLockConfiguration

s3:GetBucketPolicy

s3:GetBucketTagging

s3:GetBucketVersioning

s3:GetLifecycleConfiguration

s3:GetReplicationConfiguration

s3:ListAlIMyBuckets

s3:ListBucket

s3:ListBucketMultipartUploads

s3:ListBucketVersions
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S3 REST API 1#{E BEX
StorageGRID

FREX Bucket —31% I~
GetBucketCors
GetBucketEncryption
FREX Bucket _Exif a)ada] I~
GetBucketLocation
FREX Bucket TeEiE BRI ECE =
GetBucketNotificationConfiguration
GetObjectLockConfiguration
GetBucketPolicy
GetBucketTagging
GetBucketVersioning
GetBucketLifecycleConfiguration
GetBucketReplication
« ListBuckets =, AT GET
© SRENTERAERRIE Storage Usage
AR TEHERRR
£,

* ListObjects
» HeadBucket
* RestoreObject

* ListMultipartUploads
» RestoreObject

GET 7Ffi#tihr 2



R

s3:PutBucketCompliance

s3:PutBucketConsistency

s3:PutBucketCORS

s3:PutEncryptionConfiguration

s3:PutBucketLastAccessTime

s3:PutBucketMetadataNotification

s3:PutBucketNotification

s3:PutBucketObjectLockConfiguration

s3: PutBucketPolicy

s3: PutBucketTagging

s3:PutBucketVersioning

s3:PutLifecycleConfiguration

s3:PutReplicationConfiguration

ERTHRINR

PR

s3:AbortMultipartUpload

S3 REST API 121E BEX
StorageGRID
PUT Bucket compliance (E#H) =
PUT Bucket —31% =
* DeleteBucketCorst
» PutBucketCors
* DeleteBucketEncryption
» PutBucketEncryption
PUT Bucket _Exi1a]BYd] =
PUT Bucket JT¥UE R E I~
PutBucketNotificationConfiguration
* CreateBucket #5 "x-amz-bucket-
object-lock-enabled: true iERixk (1
= s3:CreateBucket 1X[E)
» PutObjectLockConfiguration
PutBucketPolicy
* DeleteBucketTaggingt
» PutBucketTagging
PutBucketVersioning
 DeleteBucketLifecyclet
 PutBucketLifecycleConfiguration
PutBucketReplication =, PUTH
DELETE RIS IR
S3 REST API 121E BHEX
StorageGRID

* AbortMultipartUpload
* RestoreObject
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R

s3:BypassGovernanceRetention

s3:DeleteObject

s3:DeleteObjectTagging

s3:DeleteObjectVersionTagging

s3:DeleteObjectVersion

s3:GetObject

s3:GetObjectAcl

s3:GetObjectLegalHold

s3:GetObjectRetention

s3:GetObjectTagging

s3:GetObjectVersionTagging

s3:GetObjectVersion

s3:ListMultipartUploadParts
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S3 REST API 1&1F

* HFRIT R
DeleteObjects
PutObjectRetention

illZSOES
DeleteObjects

RestoreObject

DeleteObjectTagging
DeleteObjectTagging (MR B4 ERZS)
DeleteObject (XRAVIFERRZS)

* REHR
» HeadObiject

RestoreObject
SelectObjectContent

GetObjectAcl

GetObjectLegalHold
GetObjectRetention
GetObjectTagging

GetObjectTagging (XFRAVEFTEARES)
GetObject (FFREVHFERRAR)

ListParts, RestoreObject

BHEX
StorageGRID



PR S3 REST API 1#{E BEX
StorageGRID

s3:PutObject * MEXR
* CopyObject

RestoreObject

CreateMultipartUpload

* CompleteMultipartUpload
UploadPart
UploadPartCopy

s3:PutObjectLegalHold PutObjectLegalHold
s3:PutObjectRetention PutObjectRetention
s3:PutObjectTagging PutObjectTagging
s3:PutObjectVersionTagging PutObjectTagging (M &RAVIFERRZS)

s3:PutOverwriteObject * MEMNR =

CopyObject

PutObjectTagging

DeleteObjectTagging
» CompleteMultipartUpload

s3:RestoreObject RestoreObject

£/ PutOverwriteObject 1X[R

s3:PutOverwriteObject A RZR F FEIiRHEFM U RIVIEEFNBEX StorageGRID X [E. N RIIZEHER
Fime S UBEMNRIEIE. AP EXHTTHIER S3 JWRIFIC.

AR PRAYRT BEIR B BI4E
* Allow: EFIHAILUEZENR, XEHRIAIRE.
s {54 BPIRLTEBENR, I8RBR"ELL"EY, PutOverwriteObject fX R TIERIZINTF:
° MREFR—BEPHRIMENR:
* BABENRIVEIE. AP EXWTTEHIEE S3 MR IFIE.
* IETEHITREA S NREERREUE, HiREIEIR,

* YNRBAT S3 heAizhl, MIELIGERIBALE PutObjectTagging B DeleteObjectTagging 1 EIEEK
R MEIEHFIARZASEY TagSet,

° IRHAZIMENR, HAPRTEL,

1M



© HUIARAEFERN, MRS AP IRERERER,

IR LHT S3 HISAYES, B PutOverwriteObject RIRIZEIER, MBS BT AEENR
()  o9R. RPEXETAREARITD, 15, MR IEEF RSN ERE (RE > 22
BB > MENXR) , MIZIKEEEE PutOverwriteObject W RRIIS &
FESRBERIEE A 1
SN T ERANER, R EEERARENARN,
SEEARETHTIHE. Condiion TETUBES IR, SIEHTLEESSMREN. FEREAUT
I

Condition: {
condition type: {
condition key: condition values

LU RABIF, IpAddress 14fEMA Sourcelp &%,

"Condition": {
"IpAddress": {
"aws:SourceIp": "54.240.143.0/24"
by
SFNFRHEER

FHEEAFRDEIT:

=

* FIFER
* BT

* BRE
* P b3k

- SMERE

RN e AR
StringEquals RIEFRLE (KOKXNE) BRSFAHSREHITHR.
StringNotEquals RR5ETEELENFHHRERETHER (K2KNE) .

StringEqualsignoreCase RIEFRLERRESFHREHATHER (BBRANE) .
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FHEEA

StringNotEqualslgnoreCase

StringLike

StringNotLike

NumericEquals

NumericNotEquals

NumericGreaterThan

NumericGreaterThanEquals

NumericLessThan

NumericLessThanEquals

Bool

IpAddress

NotlpAddress

H}

IfExists

SRR

AR A
RIEDELER RS FHREHTHR (BBANE)

RIEFRLE (KOAXNE) BRSFHBEHTIER. AAUas M2

BECTTo

RETELE (KOANE) BRSFAREHTIHR. JUEE M2

BECTTo

IRIERS T ILECR 3 S A TTLEIR.

RRSETEELRRHREHRTTIER.

RREET" AT LRV HERTTIER.

RRSET"ATREFT"LERREHRTTIER,

BRSET /T LRV SERTITIER.

BRESETNTFHFT LR HRERTIER.

BRS5E T truesifalse" LA R /RIEHITLH R,

BRSSP #hitsy IP #hibSEEIH#ITH R,

RIESE LR ERS IP Hilksy IP sl SEEFITE .

OEYRIER L TXPREFEFRFRE,

MNEMERSFESER (Null FA4RIN) , UREZFHRESFFE.

INRFMHRAFE, MiR[E TRUE,
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iR

aws:Sourcelp

aws:username

s3:delimiter

s3:ExistingObjectTag/<tag
-key>

s3:max-keys

114

BE
P =BT

RIRIS1%D

s3:ListBucket LAK

s3:ListBucketVersions %
PR

s3:DeleteObjectTagging

s3:DeleteObjectVersionTa
gging

s3:GetObject
s3:GetObjectAcl
3:GetObjectTagging
s3:GetObjectVersion
s3:GetObjectVersionAcl

s3:GetObjectVersionTagg
ing

s3:PutObjectAcl
s3:PutObjectTagging
s3:PutObjectVersionAcl

s3:PutObjectVersionTaggi
ng

s3:ListBucket LAK

s3:ListBucketVersions X
PR

o] A I

RE5RIXBERD P #iib#ITEC L, ATAFEERE
ESE (o

AR R S IERBELEE T RMMXT RN
MEIIESRARS LX), XI5 HEERRRSS Lk
B9 IP ik 1TEE IR

Note: SIREME=75IFEPANEITE R, XRK5%

A E %2R IP tAE#HITEEER, 1R “X-Forwarded-
For trk &G H2E, RAEBTMETT EHE,

¥E5RXBKRNEHANBFARHETIER. JBTHF
TEMR BT R IR 1o

$§ 5ListObjectsZ ListObjectVersionsig R P15 E RIS
PRARFSEUHTTLLIR,

RERNEWNREBHFENIRCEME.

¥ 5 ListObjects f ListObjectVersions &R FFEE Y
max-keys SEHITLLER,



IR

s3:0bject-lock-mode

s3:0object-lock-mode

s3:object-lock-remaining-
retention-days

s3:object-lock-remaining-
retention-days

s3:prefix

s3:RequestObjectTag/<ta
g-key>

s3:x-amz-server-side-
encryption-customer-
algorithm

ERBEPIEELZE

121F
s3:PutObject

s3:PutObjectRetention

s3:PutObject

s3:PutObjectRetention

s3:ListBucket LAK

s3:ListBucketVersions %
PR

s3:PutObject
s3:PutObjectTagging

s3:PutObjectVersionTaggi
ng

s3:PutObject

e A I

5 M PutObject. CopyObject F
CreateMultipartUpload 15K BYIER LB
object-lock-mode #H{TELER,

5 PutObjectRetention ERPM XML IEXERHH
‘object-lock-mode" #1TELEL,

5 “x-amz-object-lock-retain-until-date & Rix 3k h$E
EE’J'EM?_ EREERIARE AT B/ retain-until-date 3
1TEEER, RERXEEMN T U T AR AFEEA:

* MEWR
» CopyObject
* CreateMultipartUpload

5 PutObjectRetention IFR IR R B & LE H AR
1THEER, LHRGREL T AFEERER.

8 5ListObjectsZ ListObjectVersionsig Kk 15 EBIEI]
BBBHITLER,

AWRIEREFEFICH, BREERERNTCEN{E,

5 PutObject. CopyObject. CreateMultipartUpload
« UploadPart. UploadPartCopy #
CompleteMultipartUpload 153K MiEKRARL B
‘sse- customer-algorithm‘:ﬁ ‘copy-source-sse-
customer-algorithm® #4TEL 55

A LUER RPN EEEE?ETFHE’J%B%EUO &R AT "Resource’ TtEPFEHERKTE, WrlLUTE
"Condition’ JtEPHIF TR LR P ER KL

FULRAIH,

"Resource":

"arn:aws:s3::

T'=£ "${aws:username} ;& Resource JTTEH—

B4 :

:bucket-name/home/${aws:username}/*"
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FIbRAIS, T2 ${aws:username) BEFIRPEAHEMN—EBS

"Condition": {
"StringLike": {

"s3:prefix": "${aws:username}/*"

by
TE IFEE S

{aws:Sourcelp} &M Sourcelp BIENIRENT S,
${aws:username} ERARRBREARHNTE,
${s3:prefix) ERBE TIRSHAIZRIFNIRENEE,
${s3:max-keys} EASETARSH max-keys BIENIRENTE,
${*} BH%FR. ERAFHEAFE * F5.
${?} BHFR. ERFREANFE ? F/o
${$} BHFR. BRERBEFELN $ F5.
HiE B2 AL IR SRR

B, REEATLRTFHLZEMEGMREIRSIREEGIRANRIR, FIMNBEKF Y root BF, StorageGRID S3
REST API SCIIFE SRR UEHAIB]I R IR BIMEAR T Amazon, {B7ESRBEIT(ERAEIEFE™ 1%,

HREE AR HRERIEHY Amazon 1T/ StorageGRID 1779
1648 B 23t root K BYERIMN  7E6EH BRHEFIHNIT, B root HF #EME
R K {REFRA S3 ZEHE RS
1RERIRPR
EL B I EF/ANERNE A BRE=EFHRIT ElE
AIFIEW A AR B ERNIE  F0ER oy R E B, BFrE S3 17iBiRRE

1R VERIR PR TE SRER 78 1 BYIR [O]
405 Method Not Allowed 512
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ERERIEPR

SIFIMNERIK P root XA A
EARER

FVFFRE ARATERB 12(F

B4EPTE AMFREREIR

FRBAEFERNRP A

RIRETFTERY S3 1FETH

ESuyeriSiutd:|

R TIFREEK, (B84
ERKF) BMEXNRNR,

SRESEE
fFfiEts

FhiEtE

FhEtE

AT

H

FhEtE

FhiEtE

—RENZRIEE (WORM) fRiF

Amazon {759

B, BFfE S3 FiEmE
RERINPRTE SRS A 1FBYIR [E]
405 Method Not Allowed $£1%

B, BFfE S3 FiEmE
1RVERIABRXT IMEBEK 7 root FB
P& @A FiR[E] 405
Method Not Allowed $&i%

BHFHEHIHNIT, 18 root AF
WA REFRA S3 7R
RIFRIIR

TR EE

B

TR EE

B WRAGEEKFFIE
, TERFHERRE. tEE
kA B ERAN R ACL 2T
R BT R,

StorageGRID 1759
ElE

I

G

B
I
B

B WREAFMERBFIEEK
P18, FHERREER,

TR —RE NZREE (WORM) B LURIFEIE. AP E XA RITHIEN S3 MRIFIS. ERILIES
B WORM FER U IR TN KA LEBEIMFMERNS. ERLMERNGEZ—

BWRBERARIES, Gl

* M Grid Manager 1, #E'EEE* > €2 > RE2IRE > WEMNER, AEEFHLEEFIRER EEE,

* AL S3 5!

° A S3 TRB&ZNIN PutOverwriteObject DENY %1%,
° [A] S3 HRE&ZNNN DeleteObject DENY 21E,
° [A) S3 HREZHFRIN PutObject ALLOW 21,

®
®

BRA: HEEN (KBE)

R

7£ S3 SRE&FKE DeleteObject iR E /9 DENY AZFALE ILM 7E7F7E"30 RIS ZE|ZA<"FAL BT HIER

BMENV AT FrAXEMNFREE, ENEREMLEHLXEN (FERERA) o ENIHERILN
IFEREER (BSHRBERB) o
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/mybucket/important.doc
PUT#1 ---> OK
P2 —emmo== > OK

B B: IFemEs (Bilk)

/mybucket/important.doc
PUT#1 —-—-————- > PUT#2 ---X (denied)

BEXER
* "StorageGRID ILM LN a0A EIEITR"

 "TFERR SRR

* "R ERRERGI"

* "RlRIESREE"

* “EA ILM BIEXR"
* “EREFKP

StorageGRID S3 REST APl &£1E 5 &R
ER LI TR FI#93E StorageGRID RiEHRK,

T REARTFNREENRIERE

FURBIF, SIBFRFEAENRIFM bucket! HERITR. FREHMIRIEEHSEIRNIEL, BRTHET
StorageGRID BY#21E (fFIgNfEA "s3:PutOverwriteObject” #XPR) - A AssumeRole API B, BJLALL JSON X
TR IR EIE RS,

"Statement": [
{
"Action": "s3:GetObject",
"Effect": "Allow",
"Resource": "arn:aws:s3:::bucketl/*"

StorageGRID S3 REST API 721§ KB 15
FERAETHRFINEERIDE StorageGRID iR] 5RE&,
FHEX KB E E SRS M N B M TEME X A9 IRIAN PR, &R LUEE IR T B2 —F R S3 PutBucketPolicy API EZ&
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TFHBDCERRS

* "THPEIESS
s {FERLLEHSHI AWS CLI (BB "${post_edited_translations.segment}") :

> aws s3apil put-bucket-policy --bucket examplebucket --policy
file://policy.json

T AT AN EFER TR

FRBIR, RSN (BEERE) JIHE#ERPHINSR, HNEFERPHFAIENRNIT GetObject #1F,
FREEMIRIERBHES, BT, REEARTEEINER, BNRKARERIN, KBEABNE NEFER,

"Statement": |
{
"Sid": "AllowEveryoneReadOnlyAccess",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:GetObject", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"]

T A= IKRFREIFRE ASTRIERE, RFH— K PRFTE ARG REER

LRI, —MEEKF PRSP ABRAFTEIREFER, M5 —MEEKP RSN ARRIFIIHTFE
BHMEFERFLL shared/ W RBRIZFF LI KRIMIT GetObject ##1F.

@ 7£ StorageGRID 1, HIFFTEEK, (BEERKF) SIENNRIAFERFIEEIRKPFIE. 7
fER SRS E A T XEN R,
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"Statement": |

{

"Effect": "Allow",

"Principal": {

"AWS": "95390887230002558202"
by

"Action": "s3:*",

"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

]

by
{

"Effect": "Allow",

"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:GetObject",

"Resource": "arn:aws:s3:::examplebucket/shared/*"

by

{
"Effect": "Allow",
"Principal": {

"AWS": "31181711887329436680"
by

"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::examplebucket",
"Condition": {

"StringLike": {
"s3:prefix": "shared/*"

T AT AREFERHITRIEAR, HAFEEA#ITTEIHR

FURGIR, RFSTA (BEERRR) FILEMERHNEFERPRFIAXNRHIT GetObject #21F, MINRIF
1EEMK P BTz "Marketing' (I P BB 215 R PR,

120



"Statement": |

{

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/Marketing"
by
"Action": "s3:*",
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"
]
by
{
"Effect": "Allow",
"Principal": "*",
"Action": ["s3:ListBucket","s3:GetObject"],
"Resource": |
"arn:aws:s3:::examplebucket",
"arn:aws:s3:::examplebucket/*"

Tl MREFHE IPSEREAR, WATFS N ANFERHITIZIAE N5
IR, SFEERERNPIEASRILUTLEMER, HNEFERTRFMENSRRTEANRIEE, mREX

LERREIETER IPSEE (54.240.143.0 & 54.240.143.255, 54.240.143.188 f4M) o FREHMIRIEGIRIES
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"Statement": |
{
"Sid": "AllowEveryoneReadWriteAccessIfInSourcelIpRange",
"Effect": "Allow",
"Principal": "*",
"Action": [ "s3:*Object", "s3:ListBucket" ],
"Resource":
["arn:aws:s3:::examplebucket", "arn:aws:s3:::examplebucket/*"],
"Condition": {
"IpAddress": {"aws:SourcelIp": "54.240.143.0/24"},
"NotIpAddress": {"aws:SourcelIp": "54.240.143.188"}

Tl AVFERERIER S AP I SihREFEX

FEILTRAIG, RIFBESAF Alex 2418 "examplebucket 2B R EMN R, FREEMAR, BiF root, #HE
WREAMIE LI BEIRIE. (BIFER, "root MEKIRIELEXS Put/Get/DeleteBucketPolicy BITX R,
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"Statement": |

{

"Effect": "Allow",

"Principal":

{

"AWS": "arn:aws:iam::95390887230002558202

b

"Action": [
1153:*u

1,

"Resource": |
"arn:aws:s3

"arn:aws:s3

:::examplebucket",
:::examplebucket/*"

"Effect": "Deny",
"NotPrincipal": {

"AWS": "arn
Yo
"Action": [
"83:*"
1
"Resource": |
"arn:aws:s3

"arn:aws:s3

raws:iam::95390887230002558202

:::examplebucket",
:::examplebucket/*"

~f5: PutOverwriteObject 1R

:federated-user/Alex"

:federated-user/Alex"

ZItRBI%, Deny PutOverwriteObject 1 DeleteObject B9 Effect HafR:2 B AR B ESHMIPFN RAEIE. B
P EXBITTEREM S3 IR IRIS.
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"Statement": |

{

"Effect": "Deny",
"Principal": "*",
"Action": [

"s3:PutOverwriteObject",
"s3:DeleteObject",
"s3:DeleteObjectVersion”

1,

"Resource": "arn:aws:s3:::wormbucket/*"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202: federated-
group/SomeGroup"
by
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::wormbucket"
by
{
"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::95390887230002558202:federated-
group/SomeGroup"
b
"Action": "s3:*",
"Resource": "arn:aws:s3:::wormbucket/*"

StorageGRID S3 REST API £H55B& 1]
ERATHBRGIHLENE StorageGRID /7] SR,

¢A RRRIE TE SRESMIMNEIRVARY A R PR. SREEHI&H "Principal' 7ok, RATERIN. AR Tenant
Manager 3% AP #{TEZE,

5l /A Tenant Manager i& &40 508
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* 7C S3 ipIEIMIR : BAAED, HEAFRBIAF TAGRIR S3 HiR, FRAEERFMERRIEIETIRRNR, 1R %E
FIRD, BIAMBERTRA root AR A BEVIR] S3 HiRo

* QRIGIEANR . LEAAPRIAA X S3 HIFEE RIRIIEMNIR. HIg0, LAPRIAR A UTIHNRFARNNR
iR, TTEIRMIARE, EFIED R, RIRARIEM JSON FREFEREXSRER, GBI EREBLLFR

o

* TEWERR: APNAFAEER S3 HR (BIEEFHER) Bx2inafiiR, SRR, XAERRK
BRTELIHIPARIEAY JSON FRFH, ERERIBILF RS,

* Ransomware Mitigation: Itt/RBIZREER TP WA EMER. ARNARAURITELEE, BF
BEME B AN RIRAIEHIRIFER TR AMBEN R

RE"EEAFER NRAE - RS AP T B S I AR, B EEMEEMERE TIRIREI AR EEN
BF, AERBNER TMERZERZMIIE (MFA)

* BEX: AFBAPFREEEXSERIEERINR,

T RITESTRIRIRIFR A AR
TR EIS, BRAFFERRIRERIIEL, TN ARIFANFIEN ST EIEEF KA BENFEFER,

"Statement": [

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

T TR RBRIIRIFR R A

IR, BRIFFAETRERBSPRIfIEL, [NANFIERRER S3 FIRAHR RIRHRINIR. FIa0, tHFrIA
FRILAF ISR AR REHRE.  TTEHEFARIC,
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"Statement": |

{

"Sid": "AllowGroupReadOnlyAccess",
"Effect": "Allow",
"Action": [

"s3:ListAl1MyBuckets",
"s3:ListBucket",
"s3:ListBucketVersions",
"s3:GetObject",
"s3:GetObjectTagging",
"s3:GetObjectVersion",
"s3:GetObjectVersionTagging"
1,

"Resource": "arn:aws:s3:::*"

T ARV R TE R TR AER TR RY Sk

TEURBIR, AR R AITFEISEFERPIILMARERSEXSEX (BHRFR) . 5EE, THREXLE
XHFFREFRTARY, W& EE AR iER SRR RN R,
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"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::department-bucket",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",

"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::department-bucket/S${aws:username}/*"

StorageGRID &H1Z HEFEERRY S3 1&F

H1%HE H StorageGRID RS EMHAFEEXSAEX AR, &
SIRENEIZHE, MRINA XFEXMNRIEERIFAEE.

L% HERIRERRI TR AR IR(E

» CreateBucket

* DeleteBucket

* DeleteBucketTagging

* DeleteObjects

» GetBucketTagging

* HeadBucket

« ListObjects

* ListObjectVersions

* PUT Bucket compliance
» PutBucketTagging

* PutBucketVersioning

] LAEEZE
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it H SR IRERRI N RIGME
* CompleteMultipartUpload
» CopyObject
* BIBRIT R
* FRENR
* HeadObject
* MEWR
» RestoreObject
+ SelectObject

* UploadPart (2§ ILM #1045 A3 S el AR R BN BY )
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