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MRERATR—ER, 18R API

NREBHE—FR, 15{FH StorageGRID API (Active
Directory)

MNMRERBR "BEEEHBEHAEREF(SSO)" H Active Directory FA{E SSO 1eftiZR, M
W EE—ZRY API iER, UFKECHNISEIRE APl S{FEFP BIE APl B B9 IIESRE,

MRBATERER, BEERE API
YR E(F A Active Directory {E8 SSO B{1RIHIERF, NIER LA TR,
FHaZ i
* &50EE T StorageGRID AP AMEXEHEFE SSO AR &BMER,
* NRBHEFEFEE AP, NEBEHEHEFKS 1D,

KXTFULES
B LAER LA TR Bl 2 —IREXR S D IRIE < hE

* % storagegrid-ssoauth.py Python filZsfiiF StorageGRID ZEXHB R+ (RHEL /(. /rpms,
. /debs i&FTF Ubuntu 3 Debian, VMware A . /vsphere) o

* curl IBERBVRGI TIER.

WMRAITKIE, curl TIERAIEERER, EAIRESBEILTHEIR: A valid SubjectConfirmation
was not found on this Responseo

() w6l o THERERAARPEREGEEMAS EE,

WREIEE URL RS0, NoJge=BE$EIR: Unsupported SAML versiono
3
1. EmBEUTHEZ—LIRERS D ISR
° fff storagegrid-ssoauth.py Python fiZds, 3% ZE5E 2 &,
° A curl 15K, H#EIDE 3,
2. INREB{EFA storagegrid-ssoauth.py BilA, 1ERHIA(EELE Python RS HIBITHIZS,

HIETRES, ERMAUTSEHAE:

° 8SO A, HiIN ADFS B adfs,
° SSO AF#&

° 2% StorageGRID BYig

° StorageGRID EYihiik


https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html

° AP ID (NREBHREFEZE AP

python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
e e T

s T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

StorageGRID AN LR I iR, EIAEAT LGB TEMIBER, FUTFERER SSO NERTE
F APl 89753,

3. MREEA ourl R, HEAU T
a. FEAERAFNER,
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'
export SAMLDOMAIN='my-domain'
export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Eifjia) Grid Management API, i&fM 0 /E/9 TENANTACCOUNTIDo

b. EEEZIKEZLBMNEMHIIE URL, & /api/v3/authorize-saml' &k 1 POST i&3K, F MR iflpRE 1t
JSON 4&f3,

W REIZERT 3% "TENANTACCOUNTID FNEE R B{HI0IE URL By POST 1BXK, EREEES
“python -m json.tool” EUIRR JSON Z&H5,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

TR AIRPER 82454 URL 4REZRIER URL, {BREIFEMIINAY JSON ZHi3/E.



"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. MM H{RIF SAMLRequest, UEERLEHSHFER,

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

d. M AD FS FSREXEIEE P imiaK ID AI5EZ URL,

—MERZER L — TR URL BRERRE,

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

MR BL4EE F imiEK ID:

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. MMM H{RTFE P imiaK Do

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

. BERERERXD E— 1 IaRZAIR 2R 1F,

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FSIR[E302EE M, RkREEZHMES,

@ NRIEH SSO RAEBAT ZRARZMEIE (MFA), RERXANBFHESEBEE_EN
B HEEE.

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. MR {R7ZE MSISAuth Cookieo

export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="

h. {EFAXE S %IE POST BY Cookie & GET iR A ZIIIEE(IB.

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

MRATKIEEE AD FS R1EER, UHUEFHEER, MM EXTERBREFETES
SAMLResponse,



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. MBREFERHIRTE SAMLResponse:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EF1RTEM sAMLResponse, & StorageGRID/api/saml-response iaKLER StorageGRID &
RIIES R,

FF RelayState, BEERAHEFIKS, ID, HEWMREZEFRE Grid Management API, EfER 0.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E34% B 1 3IE < héo



"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. ¥ S S IIEShE B 1F A MYTOKEN,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

WTE, BRI "MYTOKEN BT EMIEK, FMUFERMER SSO WIER FER AP BIA T

MNREBHE—ER, NFHE API

NREBRAELAESR (SS0), MHHEH—FRT AP ERLGTHEMEEIE AP SFHF EIE AP, IIRER
Active Directory FBfE SSO B{niiiZR, NIEMALITHAE

*FUES
MRFE, ErJLUETMELE S FHIEEHFIE L StorageGRID AP, Z¢&, &RJLIM StorageGRID fitt
KRB (SLO), XFEEEMAY StorageGRID FEH S HE,
pZ
1. BERBEEZREHIEKR, 15 cookie "sso=true" £iE45 SLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[BlFH URL:
{

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%$3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"



2. {R77515 URL,

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. MEH URL £X B KL% SLO HEEME(E StorageGRID.

curl --include "SLOGOUT REQUEST"

iz[E] 302 MRz, BEMUENER TR AP BEH,

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MikR StorageGRID HAEH SR,

B StorageGRID EAEH ST EARS&E SSO WIEANERE. FNRFKIRMA cookie "sso=true", NI
FAF %M StorageGRID X3, MA=M SSO K&,

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content MNFTREAFPIE X,

HTTP/1.1 204 No Content

MNREERERER, 15 StorageGRID APl (Entra ID)

MRE"EEEHEARSER(SSO)"H¥ Entra ID AE SSO ##H#ZRF, MAILERRD
TBINASTREN IR B 32 AP BifE 7 E1E APl BBV S (HIRIEL .

MEZBAT EntralD £E2E %, 5EFE| API
YNRIEER Entra ID /)9 SSO S44244t7s, MEMALLI TN
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Faazai
* GHEBE T StorageGRID FAF4AREX S PR SSO BB FHBH iRz,
* NREBIFNEFEIE AP, NEEZFHBEHEFHKS 1D,
XFIES
B LUE R LA RGBS IREY S AR IIE S hE
* The storagegrid-ssoauth-azure.py Python iz
* The storagegrid-ssoauth-azure.js Node.js filZs

XA ELTF StorageGRID ZEXHBERH (RHEL A3 (. /rpms, Ubuntu 3¢ Debian /3 . /debs
, VMware /J . /vsphere) o

EFMAH Entra ID REB A API &£, 188 storagegrid-ssoauth-azure.py 48, Python fAsEHi%
6] StorageGRID &R MER (ELFKEN SAMLRequest, FARFREIENSHE) , FIEMA Node.js BiiZ<5 Entra
ID ZELU#IT SSO #2:1F.

SSO BERILUER—RT| AP IERHIT, BXFMHRE SR, Puppeteer Node.js iR FFHNEY Entra ID SSO
=)

WNREBR URL 4wh3in)d, NATE=BEIFEIR: Unsupported SAML versione
S
1. REFRFERARII, 0T

a. &% Node.js (3EE M "https://nodejs.org/en/download/") o

b. ZEEFRZER Node.js 3R (puppeteer # jsdom) :
npm install -g <module>
2. %% Python BIZS{E33#45 Python FERR SR LUSITHIZS,
SRfE, Python BlZI%IAAERAY Node.js IZA<EH 1T Entra ID SSO R H,

3. HIMETH, WMAUTESHNE GFERSHEN)
° BTFERE Entra ID 89 SSO BT HR 4k
° StorageGRID A9k
° #HPIKFA ID GNREIA/IREFEIE API)
4. HIRTEY, BRAEN, HESFEWEIEREM Entra ID 121 MFA 1%

s\azure_ssodpy storagegrid-szure-ssoauth.py sso-email-address userimy -dosain.com
--ftenant -account-id- B

Enter - the-us



https://nodejs.org/en/download/

@ ZA AR MFA 2R Microsoft Authenticator SERGEY, & R]REFR BB A AT H-FEL{th 7
LR MFA  (FlENE NTEREERUREIBIARED) -

StorageGRID <RI iR, EIAEATLUFLHBTEMIBNK, FUTERMER SSO HER TE
FA API 897530

NREEHRE—ER, 151 StorageGRID API
(PingFederate)

MNRAEF"EIEEHBERAEREF(SSO)"HER PingFederate fE7 SSO 121112 F, M4
MELE—ZRTGAPIEK, LUREIWREIE APl SfE - B2 APl B SR KIS HE,
MNMRERTERER, BERE API
WNRE(FEH PingFederate {3 SSO B2 trs, MEMLLTIREA
Fiaz gl

* &HEETF StorageGRID FBFAEMNBXSEFH SSO BFR &1,

s MNRE[HRAFEIE AP, NEEHEHEPHK, 1D,

KXFUIES
AILMER U T RAIZ — RIS D IRIE LR

* % storagegrid-ssoauth.py Python BlZsfiiF StorageGRID ZEXHERH (RHEL /(. /rpms,
. /debs i&FF Ubuntu 3 Debian, VMware & . /vsphere) o

* curl IERBRFITIER.
MERHITKIZ, curl TIERAIRESHER, EoJgEBEILITHIR: A valid SubjectConfirmation
was not found on this Responseo
() = el TIERER AR HEGEH B EE.

WMNREIEER) URL fwi3inlE, NelgE=BEIFEIR. Unsupported SAML versions

B
1. BT AZZ— LR B IS hE :
° fff storagegrid-ssoauth.py Python 7S, 3% ZE5E 2 &,
° M curl IR, EIEIFE 3,
2. NRE(FEA “storagegrid-ssoauth.py BIZ, 1§IGHIZAEELE Python FERRZRHITTTHIZA.

HIGRRES, BN TSHEE:

° SSO Fik. MBI LN "pingfederate"fI{EfAIZE (K (PINGFEDERATE. pingfederate ) o
° SSO HF &
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o 223t StorageGRID MIiE, IttFEEFRATF PingFederate, &I LG H B st N fE{A{E,
° StorageGRID A9t
° PP, ID REHREFAEEAPD o

python3 storagegrid-ssoauth.py
sso_method: pingfederate

saml_user: my-sso-username
saml_domain:

sg address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
e =

e o e s *
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacftb25e7

StorageGRID <RI iRt EIAEALUFLHBTEMIBR, FUTERMER SSO HER TE
FA API 897530

3. ﬁﬂ%gﬁﬁﬁ curl ﬁ%;ﬁ: i%{%ﬁa LX—Fij.*%O

10

a. ERRERFIBHNEE.

export SAMLUSER='my-sso-username'

export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Eifia) Grid Management API, &M 0 /E/9 TENANTACCOUNTIDo

b. ZEZFINEEZMENISE URL, &M@ /apilv3/authorize-saml' & POST 153K, H MBIz Aol ps E fth
JSON 4&#5,

W RBIZERT 3 TENANTACCOUNTID MZE R B4 I8IE URL B9 POST 153K, &REEEE] python -m
json.tool LAfHIFR JSON #wh5,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

IR BIBIER B4E45E URL fRIZAIE R URL, BREFEMINGY JSON ZHi3/E.



"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. MR H{RTE SAMLRequest, LUBEIEGLEHSHER,

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. SN F] cookie, FHEIRMHN

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. Si"pf.adapterld"B, FH[EIZEMWLZ:

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. S "hrefE (MFREZFAL ) , HEIZMAR:

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

9. St action"&:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping"

h. ¥4Cookie5&EiE—fe &ki%:

11



curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. ME2EFERH{RTE SAMLResponse:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EF1RTEM SAMLResponse, &H StorageGRID/api/saml-response igKELER StorageGRID &
REIELHE,

3FF RelayState, BEFERMEFIKF ID, HEWMREZRE Grid Management API, & 0.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MRz E34% B I 3IE < hEo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. ¥R RS HIIELS S EH MYTOKEN,
export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"
IMIE, EEILUE "MYTOKEN' BT EfhiERK, RMUFTEREEM SSO MIIER TER API BY 5T
MREBRARE—ER, NWEHE API

MREBARERER (SSO), MHAEH—RT AP IERLUFHMIEEE API TP EIE AP, SNIRE[ER
PingFederate E/9 SSO 12w, MIEMLA TR

KXFIAES

12



MRFE, EaILUEE MAR R SUFEEFHERIRY StorageGRID APl, 5%, ER]LIM StorageGRID
fil & 2 2UESH (SLO), XFREBMHY StorageGRID AEH L hE,
S

1. BEERBERIVEHEIER, 1B cookie "sso=true" {Zi#44 SLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

iR[EFHE URL:

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. {R775F5 URL,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"

3. EEH URL 23X B KL% SLO HEEM(E] StorageGRID,

curl --include "SLOGOUT REQUEST"

RO 302 FaRz, BERUERER TR API BEH.

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MiF& StorageGRID A& SR,

B StorageGRID EEH ST EARS&E SSO WIEANERE. FNRFKIRM cookie "sso=true", NI
FIF¥EM StorageGRID X3, MASEM SSO K&
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

A 204 No Content MNFTAFIEFH.

HTTP/1.1 204 No Content
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