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StorageGRID fA ST EIEFIA XN RINEM T IR(E, MM ERITIRMHERINERH.

@ RN EBRRELZWEF M. MRERNERH, WEERENAIHNR,

()  MRXKMER SSE 5 SSE-C M, MR EATEIEBERMBEANERE,

53 SSE
Z(EFH StorageGRID EIEMNM—ZAX I RHAITINE, BHFEAUTIERIRK:
x—amz-server-side-encryption
U X R1§1Es2#F SSE 1EKATK:
* RERR"
* "CopyObject"
* "CreateMultipartUpload"

{E/H SSE-C
EFERESENE—BAMBNR, BEH=MERITL:


https://docs.netapp.com/zh-cn/storagegrid-120/s3/initiate-multipart-upload.html

BRI AR A

x-amz-server-side BEMERZE. KEHBAN AES256,

—encryption-customer

—algorithm

x-amz-server-side IBERBATFINESBEENRINEZH. BRNELIN 256 fiI
-encryption-customer-key , base64 4gh3,

x—amz-server-side 1848 RFC 1321 18 ENMZEZ5A MD5 HE, AFHENZEHER T

-encryption-customer-key 1R, MDS5 {EEMENIIE base64 FRIZHY 128 i,
-MD5

TR IEIEZHF SSE-C iERIRk:
* REN R
* "HeadObject"
* HENR
+ "CopyObject"
* "CreateMultipartUpload"
* "UploadPart"
* "UploadPartCopy"

EREFRMIVETA (SSE-C) BIARSZRImINEIETEIM
TEER SSE-C 281, WEBUTEREG:

* IS TERhttps,

@ {8 SSE-C BY, StorageGRID &31E42i@id http X HAEMIER, HFLELERE, BREE
SMET hitp RIEMEMRIZEAMABHE. BEFZEH, HIREFEHITRIR
* MRZHRRY ETag FE3 REERR MD5,

. g%iﬁ%ﬁﬂu%‘%@%ﬁE'JRG‘%E’\JHQE%O StorageGRID RMFHEMEZER. EAREREAS I HRIEHIMEBE
Ao

* MREHEFEREBRRETES, WS IHNRRAEHNEBSHINEER. EERERERATEIMRRE
HIINZE & Ao

* BT EAEFFREENERN, RtEESNER P nEEEAEMERPER, fINERLR,
@ EREPIMEBRZRELCZWEF M. MRERNERSH, WSERENEHNR,

* MR AFHERECE 7 EMEREHISL CloudMirror £, MFTEFN SSE-C WR. BAIRIFRKK.

BXES
"Amazon S3 FIF{ER . EARFRMENER (SSE-C) #HITARSSRIRME"
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£/ S3 CopyObject iE3R7E StorageGRID FAlIEZE R EZx

&R LAfEER S3 CopyObject iEKEIERBEEMETE S3 AR RIVEIZ, CopyObject 1R1ESfk
R1T GetObject #1 PutObject 1H[E.

S

RREFIIER (BN EFRAR—EAEN) KLU RRRE RN TRR, "SR T EHRE
EURT StorageGRID RAMBITEAATIER, MRE S3 &P AR TR,

FSENIN

B4R PutObject I2/EMIRA_HE A/\R 5 GiB (5,368,709,120 F11) . MREMWRAT 5GiB, EXH"Z
EZReE _E1E",

B8R PutObject ##EMIERA_ZHF_ K/ A 5 TiB (5,497,558,138,880 FTI) o

WREM StorageGRID 11.6 HERRAEFAL, MEZRIH LFET 5 GiB X RE, Rtk S3

@ PUT Object size too large Bk, MNREF LT StorageGRID 11.7 & 11.8, MELERTFA=
R 2R, BR, NT5 AWS S3 tERIF—, RFKIRAH StorageGRID FALHR LEKXTF
5 GiB XK.

BPTEIERH UTF-8 4T
MEEREAPENTHIENBERNETES RIENM) UTF-8 &, M StorageGRID 1THREN.

StorageGRIDA BN FIE AP E X TTEUER R HEF R EMEXHUTF-8F /. ¥ XHUTF-8F TN
FASCIIFFF:

* NRAREXNTTHIEEEE XM UTF-8 F/F, MEKEIN.

* NRPZHBENEREESAEIFTEINESR, StorageGRID A=iR[0] “x-amz-missing-meta #x3k,

SZFFHVIANRARR
SR U TIERIFK:

* Content-Type

® X—amz-copy-source

* x—amz-copy-source-if-match

* x—amz-copy-source-if-none-match

* x—amz-copy-source-if-unmodified-since

* x—amz-copy-source-if-modified-since

* x-amz-meta-, GEREEAFEXTHIENZIR-EX

* x-amz-metadata-directive: BRINMERN copy, BILEEFIXIRIMEXITEIE,
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ERILUIERE "REPLACE R E RN R BHRINA TR, HEMMNRTEHE,

x—-amz-storage-class

x-amz-tagging-directive: BAINMEAN copy, BILEBEBIXNRIMEAEIRIC.

A LIHETE "REPLACE EE G RIS BEMAITIS, HEMIRIC.

* S3 Object Lock iERAxk:

o

o

o

x—amz-object-lock-mode
x—amz-object-lock-retain-until-date
x—amz-object-lock-legal-hold

MRELEXEGELNBERTAHIER, WEREFEEBFIAMRBZIREFRITEXNRIRAIEFH retain-
until-date, iEZ % "FF S3 RESTAPI BR& S3 WRHBIE"

* SSE &EKARk:

o

o

X—amz-copy-source-server-side-encryption-customer-algorithm
X—amz-copy-source-server-side-encryption-customer-key
X—amz-copy-source-server-side-encryption-customer-key-MD5
x—amz-server-side-encryption
x—amz-server-side-encryption-customer-key-MD5
x—amz-server-side-encryption-customer-key

Xx—amz-server-side-encryption-customer-algorithm

BB ARSI MEZRIERITK]

A FFBIIERITK
R FFUTIERIF:

10

Cache-Control

Content-Disposition

Content-Encoding

Content-Language

Expires

If-

If-

Match

If-Match header' ERJLUIEZH, BFREER,

None-Match
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‘If-None-Match header’ ERILUIEZH, BREIER.

* x—amz-checksum-algorithm

SHIMREY, MERENREERKLHM, N StorageGRID A2 ZREFMEEFZFH MR, TILEBEETEIA
EXRRIBERFEHE x-amz-checksum-algorithm, WITHIFER,

* x—amz-website-redirect-location

TFHBSETN

¥ “x-amz-storage-class 1FKARk, WRILAERY ILM FRNEEF Dual commit 5% Balanced "# N\ iED", NI&§
0 StorageGRID SIiEII R BN AEH,

* STANDARD

(RBRAINME) & ILM AN ARERAIEIRY, B FAETEIREISI IR BIZSET, H5EXRERITHEWIRF,
* REDUCED REDUNDANCY

Y ILM AN EEARNERIED, 58 FANEELREICIRIRIEIZANEY, 5 BIRIEWIR(F,

MBEBHHRFREIEAT S3 HKBHEH/EHEEER, 1% REDUCED_REDUNDANCY i
() wkweE. NRBEN/ENERAAFER, 1% REDUCED_REDUNDANCY #HUS
EEISHIR. StorageGRID BIALHITRIZIEN, MHRARSMEER.

¥ x-amz-copy-source FiF CopyObiject

gN2R “x-amz-copy-source ik RIS E KR ERINZAS BATEERNEARE, WS RNKEENEIES
INEE

WMNRBEMBFRCE, H B x-amz-metadata-directive FRkFEEAN "REPLACE, NEFERIERFPIRMEMITT
BIREEFHNRITEIE. TUERT, StorageGRID AF2EZEHHFAN R, XERIEEGR:

* G BERER CopyObject WMIBW RHATTAMME, BABEEEIMEXNRFMHMNE . WREM x-anz-

server-side-encryption #73k8{ ‘x-amz-server-side-encryption-customer-algorithm’
tn3k, StorageGRID BE4IERHIR(E] "XNotImplementedo

* AMEBLAH ILM MM PIEFER Ingest Behavior i&Tl, HIEEGEE ILM RZEMNITM ILM BY, E3xEHhfd
AR RNE R TEAEL,

XELRE, J0R ILM AR PSS TRNT R, ML TR RRERN (fl0, RAHE
ROUBEFRATR) , FRREMER. BRORRGRBELFME, BTN TRBNRENL,
AR5 a3 im N2 BYIERAR L
IR E RS BRI, WIREHIERITAIAT N R REEMBEURESHMBEBTHR,
* MRMEREFIRHENOTEH(SSE-CMBRRR, WAFE CopyObject ERFEELUT =Mk, WUEATL
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REAEEFIMR:
° x-amz-copy-source-server-side-encryption-customer-algorithm: 87 AES256,

° x—amz-copy-source-server-side-encryption-customer-key. 157 BRI R ESHR AV A0

BT
° x-amz-copy-source-server-side-encryption-customer-key-MD5. IEREBIEEITRATIEH
89 MD5 fEE,

* IREBFEACRHENEENE—FBAMZETNR @EIF) , BEEUT=MRK:

° x-amz-server-side-encryption-customer-algorithm: 87 AES256,
° x-amz-server-side-encryption-customer-key: ABEIRFNRISEFBINNZEZTH,

° x-amz-server-side-encryption-customer-key-MD5. FEEFINEZEIEA MD5 HHE,

@ TRHAINNBRREL ST NRERNEBESR, WSERENHINR. EERTFR
HEVRARIPFNRBUBEZ A, BEE "EARSSHERNE" FEEE

* YNRB(FFHH StorageGRID EIEMME—EH (SSE) MEIRMR (BlZds) #1TM0%, 1B57E CopyObject 153K
e ARk

° x-amz-server-side-encryption

@ ZXRB server-side-encryption BTEEM. BRAER “x-amz-
metadata-directive: 'REPLACE'GIfERBH "server-side-encryption {ERYEIZS,

AR AT
NRRFER B HIThRASIZR, WETLAER “x-amz-copy-source ik EHIFT Rk A, EESFIM RV

EhRds, fER versionld FRFEEXIEEEEHIOMRA, R BIFEFEFGHT ThRASIES], NTE x-amz-
version-id' Ma ARk AR B4 BRI hRZS, WNRE(F B inFER@evhRA<IZH], N "x-amz-version-id iR[E] "null" {E,

£ GetObject i5 KM StorageGRID FHI1ZEIRICETR
BB LUEA S3 GetObject 15K M S3 FERKR RN R,

GetObject M1 ZEF TR

&R LUER “partNumber 5 R SEIC R LI R RS RBVFEEL . "x-amz-mp-parts-count R T RIS RS
REZDNERD

ERI LA “partNumber i BEHN 1, BRETHR/ZEDIWRMNEDER/AEZE I WR; BZ, x-amz-mp-parts-
count MMRZTT RN EH 3T 77 EX S Z E A M KRIR[E,

AP tEERY UTF-8 F195

StorageGRID R e E X TTEETE X UTF-8 £/, MNRBEMHEESATEHTENNZERT, WA
FPEXBTHIEPEBE X UTF-8 FRMMREY GET iIEKA=IR[E "x-amz-missing-meta“ ik,
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SEEIIE DTS
ST ERIRK:
* x—amz-checksum-mode: ¥8E ENABLED
‘Range’ kA EZHS x-amz-checksum-mode’ —iERHTF

GetObjecto. HEEIFKHFEE ‘Range’ HBAT x-amz-checksum-mode’
BY, StorageGRID ARTEMAHIR[EIRIGHE,

R ZFFIIERAT.
AEZFLUTIERIRSL, JR[E] XNotImplemented:

* x—amz-website-redirect-location

RS ]

WRKIETE versionId FHEIR, NIZIREERBIRE U EFEEX PN ROEFIRA. R REIHFiiRAEM
F#Arid, MIREI"Not Found™IKES, H¥F “x-amz-delete-marker MAMARKISEN trueo

FEAEFPIRENINZEZETA (SSE-C) #HITIRSZ 23RN EIERIR K
NRFRERERBOE—RBMNE, BEAPIE =Rk,

* x-amz-server-side-encryption-customer-algorithm: ¥§%E AES256,

* x-amz-server-side-encryption-customer-key: I RIINZZE Ao

* x-amz-server-side-encryption-customer-key-MD5. IEEXNRINEZFHR MD5 HEE,

@ TIRENMARZ LI EE. WRERMEZH, WERERHHR, EERATFREHEN
BERRIPREIEZ AT, 1EEF "${post_edited_translations.segment}" R FEE,

GetObject ¥t Cloud Storage Pool &R BI1TH

MBXREFMEE "=FEM" B, N GetObject IFRIITHEURTFHRIVKES. BEXELFAESR, BFEN
"HeadObject",

@ MRMNRFEERFMEMLT, FEZNRE—THS T EIEABFETMNEL, NGetObjectimkF
SHMPIBICRIIE, ARBNOEEIRRIE.

I RAVIRTES GetObject K917

BE&\ StorageGRID Bk Z2d ILM iHEMRR, 8 200 oK
EEERREEOPRERLURERIITR
KRR RIEZ,
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I RBVIRTES GetObject BI1TH
SIFEAPHRR, BRRERERERRIVRES 200 OK

O REIFT RIS S,
FHREFIEAN RTINS 403 Forbidden, InvalidObjectState
£ "RestoreObject” IERFFH RIF R F o[ 10 TRIRE,

[EEMA R FIRESEFERI AR 403 Forbidden, InvalidObjectState

%1% RestoreObject 15K 520

WRETEXRRE=EFHEAN 200 OK
REIFRIEIZS,

SEENFRNZE D DR R
NRE LT ZED IR, & StorageGRID BAEMRIFDNZNIER, StorageGRID F@EI M 3 RAIERS
HBRHITRIFRBEZNRESFEEPERETH, AREFERT, ARNRPNELEHD ERRATTRETRE
B RAVFELER S i RIEREY, GetObject IERAJAER R IRMIR[E] 200 OKo
EXEFERT:

* GetObject IEXRAIAE IR [E—LE#HE, BELRIEPRFL,

* J34& GetObject 15 KBIGERIR([E] 403 Forbiddens

GetObject FIEMEEHl
MREEEFER" WRBE"HENFERBRE T "EMEES", N S3 FFIHAILIET A GetObject i5KKL

R REFPRTS, ML E3E StorageGRID $5FEH “x-ntap-sg-cgr-replication-status' MRSk, ZARkIG KA
UTEA—ME:

Grid EHIRE
& * COMPLETED: EHImIf,
* PENDING: M&iEREH,
* FAILURE: S#IKK, HIKAMERE, AP SRR EIR.

Bt REPLICA: ZX R E MIEMEE Hlo

@ StorageGRID R3z#F "x-amz-replication-status'fko.
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£ S3 HeadObject 15K M StorageGRID FHIM RO ZEITEHE

&R LAER S3 HeadObject iIE R MM RIWERTTEE, MAFTRENREET, MWRWREFHE
EnfEiEtA, MAILAER HeadObject SRHAE XN RAVTERTS

HeadObject F1% 57 3R

SR LUER “partNumber iES RS8R LA D D B RV E SR 2D HITTEE. "x-amz-mp-parts-count FRRZTT
RETIHEREZ VNS

&R LUK “partNumber 18BN 1, ERTRR/ZHANRNIEDER/AEZEAWR; BE, x-amz-mp-parts-
count MMRZTTERAN ¢33 77 EX S Z E R MM RIR[E,

AP TH3EFA) UTF-8 47

StorageGRID FMEMTELARRR A E X TTEUEFE X B UTF-8 Fffe WTFERPEXTHIERE S UTF-8 F
FTRURBY HEAD 153K, SIRBIIMHERSAAITEINFSRF, WAZIRE x-amz-missing-meta’ 1Tk,

S FFHIEKIRK
S TIERIRK:
* x-amz-checksum-mode
The partNumber B##] Range #FLAZIFS5 x-amz-checksum-mode —#2FF HeadObject, HIETEF
FAT x-amz-checksum-mode RVIERPEEXLSEET, StorageGRID FAETEMAN HiR BRI (E,
A2 FERVIERARK
UTRIERIREARZLHF, FHiR[E xNot Implemented:

* x—amz-website-redirect-location

AR AT

WRFKIETE versionId FHRIR, MIZRIERBRERAUEEX PN RWEIRE. NRITRE a2
BRINIE, M=IRE]"Not Found™KE, H¥E “x-amz-delete-marker MMFRKIREN “trueo

FERZEFRMENINZEZA (SSE-C) #1TARSS s imMZRIFRATK
RWREREREE—ZAME, BEAAEX=Mrk,

* x-amz-server-side-encryption-customer-algorithm: ¥§%E AES256,
* x-amz-server-side-encryption-customer-key: I8N RINMNEZE .

* x-amz-server-side-encryption-customer-key-MD5. IEEMNRINZZIA MD5 #HE,
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O

CIRENNEZRLRASWEME. MRERNEZH,
FERRIP R REIEZ /I, 15EE "${post_edited_translations.segment}" FIAYEEEI,

MEERENBNR. EERATFRMN

Cloud Storage Pool %[ HeadObject ML

NRMREFMEE "=FfEn" B, WRELFmMNAR:
* x—amz-storage-class: GLACIER

®* x—amz-restore

MNARKIR A XN RBEIEFMEN. ALEMRREI R AT EIRS URE R BPRSHIE S

IFRAVIRES
BE# A\ StorageGRID B FRE ILM EEHHNR, 3
EEERREEOPRERLURERIITR

SEEHNPHNSR, BEREREIRATRRIRS

WREIFMARACTRES, BN LBEDEFE—
PRl

;i%!E',E%?ﬁ&ﬂUT\EHﬁ?E’\J%%% FEME LR FEER]
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% HeadObject AINEL
200 OK (FiREHFFRIDNIRK, )

200 OK

x—amz-storage-class: GLACIER
X—amz-restore:
expiry-date="Sat,
00:00:00 GMT"

ongoing-request="false",
23 July 20 2030

ERREBEAFRTREFIRS ZHI, expiry-date Y
BEREENRRENEBITNAIE, BRI ER
%2 StorageGRID RFRVITH,

200 OK

x—amz-storage-class: GLACIER

x—amz-restore: ongoing-request="false",
expiry-date="Sat, 23 July 20 2030

00:00:00 GMT"

‘expiry-date’

BEIR B AR RE N BEZRIET (8],

AR MRME LRIARATA (N, #FEDTRE
Kil) , MHTUAH "RestoreObject” 15K, UEMZ
FEBIRIREZ, AT BERIHIO R R,

200 OK

x—-amz-storage-class: GLACIER
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FREVIRZS % HeadObject RNz
EEMATRBERSERENTR 200 OK

x-amz-storage-class: GLACIER

x—amz-restore: ongoing-request="true"

WNREFTERFRE =FE 200 OK
x-amz-storage-class: GLACIER

x—amz-restore: ongoing-request="false",
expiry-date="Sat, 23 July 20 2018
00:00:00 GMT"

‘expiry-date’
RS EEEP RN RARHREZI R AR

CFEMPHNZSEH T ETR

WMRELETZED IR, & StorageGRID B ABIFRIFDNZNDEL, StorageGRID RiEid X 3 KBRS
ROEBEHITRERBE ZNRECFEMPEE M. ERELERT, SNRNELTSEFRATTRERE
FIRIFELEEE D HRIERES, HeadObject 153K AIgER R IRMIR[O] x-amz-restore: ongoing-

request="false"o

HeadObject 1M S Hl

MNREEEER MREBE HFEAFEERBA T EMEES", U S3 FF A LIEIE A HeadObject i5RRLE
IR REFPRE. ML E23E StorageGRID $FEH “x-ntap-sg-cgr-replication-status N ARk, ZAnkIEER
UTFEZ—:

Grid EHIRE
TR * COMPLETED: EHImIf,
* PENDING: M&i#EKEHl,
* FAILURE: E#IKM, HIKAMSIE, AP BIBRRIEEIR,

B5 REPLICA: ZXREMEMEEH,

@ StorageGRID R #F "x-amz-replication-status #xk
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£/ S3 PutObject i5 KGR A NEI StorageGRID FHITF(EF
O LAEA S3 PutObject iR RN EITE(ER.

IR

ARIFFPIHER (BIIRNZEFIHEE—ZASN) FL SR A RNHTRR, "SR TGS E
EURT StorageGRID ZSARISERLGTEIRNK, MARZ S3 B im (B FF 51 Fo

XFRA

B8R PutObject 1#ERVERRA_HHE K/ A 5 GiB (5,368,709,120 F11) . WMREMMZRAKTF 5GiB, EHRA "%
R 12"

#% PutObject I21EMIRA_S1% A/\J 5TiB (5,497,558,138,880 FT9)

WMRIEM StorageGRID 11.6 HE R AALR, MEZH LZHEE 5 GiB BIXMRES, Rtk S3
@ PUT Object size too large Ek. INREFH LT StorageGRID 11.7 & 11.8, MELIERTFA=
itk Ek. BR, NT5 AWS S3 FLERFF—, KREhRAH StorageGRID BAXZHF LERXTF
5 GiB I3 K.
FP TEE R/

Amazon S3 F&E PUT 15RIRLH P EXBTTEIEX/NESIA 2 KB, StorageGRID & B F 7o #kiER S/
24 KiB, AP E X BB A/NES T ES N RMERN UTF-8 RIBF R FRE =,

B PciiEFH UTF-8 4T
MEEREAPENTHIENBERNETES RENM) UTF-8 &, M StorageGRID 1THRE N

StorageGRID AT ARTR A P E X TTHIEN R R ETE SN XUTF-8F R/, EXHUTF-8FRIHN
FIASCIIES:

* PutObject. CopyObject. GetObject 1 HeadObject IFRTERAF E X HTTIBRE 2 X UTF-8 FRIBIAK
o

* WIRERGRENFRER ST AHTEINFTF, StorageGRID FA=iR[E] “x-amz-missing-meta 1Tk,
M RIRIC R
TR L EE RS ERINRE, WALGERMEIIBE IR, StorageGRID 1 Amazon S3 #Z#:FE1 7

REZ 10 MRid. SHRREKMITEXNTNEEH—MIIFER, IMCENKERZAA 128 1 Unicode F7F,
IS ERZ A A 256 1 Unicode Ff&F, BMEXRHDANE,

M RFFER
£ StorageGRID 1, FRENREBEFERPIEERKFPAE, SERIFFEEKFAIERAF IZBNNR,
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S FFRIIBERITK
SRIUATIERRK:

* Cache-Control
* Content-Disposition

* Content-Encoding
HIEH aws-chunked 8T Content-Encoding BY, StorageGRID RIGUELLTIE :

° StorageGRID ARARIEDREWEILIE chunk-signatureo
° StorageGRID AERIEIT RIGIEE S “x-amz-decoded-content-length 12 {HHI(E,
* Content-Language
* Content-Length
* Content-MD5
* Content-Type
* Expires

* Transfer-Encoding
SNRFEIEHER “aws-chunked BRAHER, NI RIERHRID.

* x—amz-checksum-sha?256

* x-amz-meta-, EERESHEPENTHIENZIR-EX,
AP EXHTHIEIEE R M-EXET, BERUTEIEI:

xX—amz-meta-name: value

NRERF AP EXBISIRBEET AR ILM NS ERTE], MAFER creation-time {EAIZR IR !
BBy TTEERI R MR, 4N

x—amz-meta-creation-time: 1443399726
‘creation-time® BYEITERNB 1970 &£ 1 B 1 BLERBI#E,
@ ILM $L0 AR BERBHE A P E XU 2B E RN S E B B M F A s AR REUET, €I ILM

MBS R B3R,

* x-amz-tagging

* S3 WRBUEIFRITHK
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° x—amz-object-lock-mode
° x—amz-object-lock-retain-until-date

° x—amz-object-lock-legal-hold

MRELEXEGENBERTALIER, WEREFEEBHIAMRBIZERITEXN RIRAIENFH retain-
until-date, 1EZ# "FH S3 RESTAPI B2&E S3 WRHIE"

* SSE iERARk:
° x—-amz-server-side-encryption
° x—amz-server-side-encryption-customer-key-MD5
° x-amz-server-side-encryption-customer-key

° x—-amz-server-side-encryption-customer-algorithm

ESH RS2SR RIERITK]

A FFBIIERITK
R FFUTIERIF:

* If-Match

‘If-Match header' =ERILUESH, BREEA.

* If-None-Match

‘If-None-Match header' =A]LUESH, BFREER,

* x—amz-acl
* x—amz-sdk-checksum-algorithm
* x—amz-trailer

* x—amz-website-redirect-location

The x-amz-website-redirect-location #53kiR[E] XNot Implementeds

TSI

% #F “x-amz-storage-class RT3k, I “x-amz-storage-class 12X MIES M StorageGRID R 3T R EIERY
FR, MASEMEGTE StorageGRID R RIVK AR ASEE (B ILM HE)

WNRSFWITRITERY ILM FLNIEE A" ™A Z UL, NI “x-amz-storage-class 3k T o

UT™ERTBF x-amz-storage-class.
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* STANDARD (B£iA)

° Dual commit: #1E ILM #N 79 Ingest Behavior $§E T Dual commit &, N—BFKR, sl
BiIZWNRNE DB AH D LB Hth7ZET = (Dual commit) o ¥4 ILM B, StorageGRID HixEXLE
SR B AR E HEMNPIMEIRA, MRAHE, NWAEFEETARMUELIERNMNREID, H
Brl g EMPR¥IA IR IS,

o M7 IR ILM MNIEE LR, FH StorageGRID JoiA 37 BNAE N F$8 E HIFR B Bl 4
, StorageGRID &1ER[EH Storage Node 4RI EIZS,

1R StorageGRID ATLAIZEIGIEE ILM N (BIFHE) HIEEMFAEXNREIZS, N x-amz-storage-

class #r3k T3

°* REDUCED REDUNDANCY

° WIFRA: MR ILM FMNFTIZWATAIETE T RITIETL, StorageGRID ST RES I 2 NRERIZA

(B1RR) o

° T G0R ILM MNISE FENED, REERFTAILANERMN PISERFIEEIZARY, StorageGRID

A =eEENMEESRIAS, R StorageGRID AJLUHITRAITHE, MIARKTER. HS5WRITER ILM

MNelEBENEHRIAR, RIFER REDUCED REDUNDANCY &M, 7EXFMERT, £FH
"REDUCED_REDUNDANCY " 8] 38# 52 /9 & ZAR EURE R L Z 3t 01 R AN M BR RS MY X R B 2R,

FEWIEEME R A "REDUCED_REDUNDANCY 3%, "REDUCED_REDUNDANCY &IE/NiRE
RN RUIEERROINIL. FId0, MRBETBIRRAFET ILM IFHEREZ IR ESENFET R L, WA

RERERIIE,

FEEANEREARE - ERRI A ERERIRKAZRONL, MRENMTRIABT—TEHE
@ A, WEEFETRAERENLIMERFIRE, ZHREFER. EALFHIPIRET, EESEH

B R A X IZ X R BV RIAER,

15 'REDUCED_REDUNDANCY XM E R IZWI RESSIBIVEIZA L, HXRBAED) ILM REEITEE, EF

SEMTRBBIALE, BARZSBEIEURRRITREFETE StorageGRID £4tH,

MBTHHKBREIEAT S3 HKUEHOEIER, N REDUCED_REDUNDANCY SEITH
() wmms, NRBRWRENBRANEEE, Ni% REDUCED_REDUNDANCY TTHIEEIH

iR, StorageGRID FIFLHITIURRIRE, UARABESIMEER,

ARSS a3 im N2 BYIERAR L
TR UMER I FIERATOEIT ARSS BRI X R TINE . SSE M SSE-C 3HIME /o

* SSE: NREFFAH StorageGRID BIEMME—ZHAMBEXNR, BEAU TR,

° x—amz-server-side-encryption

¥ "x-amz-server-side-encryption' #ik R B E7E PutObject &5 KAAY, £MAESEEM FEHNRINFILE"

& M PutObject MRz 2 B8,
* SSE-C: MNREFRERENEENHE —ZHAMBNR, BEAMEX=Mrko.

° x-amz-server-side-encryption-customer-algorithm:. }§%E AES256,

° x-amz-server-side-encryption-customer-key:. ISEF N RANINZEEZER,
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° x-amz-server-side-encryption-customer-key-MD5. FEEFIMRINZZFA MD5 HE,

@ RPN BRRELSWEFME. MRERNEESR, WESERENHINR. EEATFREN
BIARIPXNRBUBZ A, BEE "EARSSERNE EESE.

()  WRXRMER SSE 5 SSE-C M, MBI EAEIEBERMMEANERE,

AR

WMRNEFERBR ThHREES, W AhEEFEENNRIREEEME—D versionId. It "versionld BT
“x-amz-version-id g R4Sk TE M Az iR [E],

NRARAITHIRIER, WIRARAIG L null versionid 7i#, WR null \RANBFE, WEHEE,

Authorization 173kHIEZHE
£/ " Authorization' tx3k 3B R FHITHPILIUERY, StorageGRID 5 AWS A T HEBAARRE:

* StorageGRID AE XK “host kB &7E “CanonicalHeaders'#,
* StorageGRID REE¥ "Content-Type B & 7E "CanonicalHeaders #,
* StorageGRID REKE “x-amz-*" 15k B &7E “CanonicalHeaders #,

@ ERN—RRREMCE, I1ALRTE "CanonicalHeaders P EIEX LTk, UBRENEEIRIE; EE,
MR HPRX LT3k, StorageGRID A&iR[EIEEIR,

BXEFAEE, BESA "EIUTSKNERITE: TRIMXRPERHAE (AWS Signature Version 4) "o

HXEER
s EMA ILM BIEWR"

* "Amazon Simple Storage Service AP| Reference: PutObject"

/8 S3 RestoreObject i53K7E StorageGRID HiX[RITR
&a] LUE R S3 RestoreObject 1B R REZEERFHEMFHITR,
S RIEkEE

StorageGRID {X3z2#F RestoreObject iITKFEFEI R, EARZHEF SELECT  EEHZER, select EKIR[E
"XNotImplementedo

AR )

(FIE) 87 versionld' MIERIRASUEFERFNREGEMZ. SNRKIEE versionid, MEFREXRE
ERATARZS
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RestoreObject T =1FEMN R _ERIITA
MR REFMEE "=FEM" h, MIRERNRAVRT, RestoreObject HBREBLUTITH. BEXEZEFMEER,
B2 "HeadObject"s

@ WNRIFRIFHETE Cloud Storage Pool A1, HEZWNEW— MR Z N RIS WEET TR L, WELHE
B3 % i RestoreObject iIERFERN R, ik, BILUFER GetObject i REIZINRAME A,

WRIRE RestoreObject F91T /9

FTHREEBN StorageGRID Ef#ZkH 403 Forbidden, InvalidObjectState
ILM 3, SHE RN RAERFE

puley
SEEBPINSR, BREKRERE 200 ok AEHITEMEN.
A RAVIRTS
AR ENRERARTRERRSZA, BLEENH expiry-dateo
MR EBERNFAIRTRS 202 Accepted ZIFRIEXPIEENRBIGH RAVAIICREIRNEREI S

i, TEUCHRIBIZSRET, WEFREIE AT RAPRT,
(A1) fEA Tier BRTEKBELRIFUFES KISEA6ET

X ('Expedited. Standard 3 ‘Bulk) o WIRXKIEE Tier, MIfE
A "Standard’ B,

BERT: NRWNREHEHF S3 Glacier Deep Archive B =17 fi#th 55
Azure Blob i, NIF/EER Expedited BIERIZN R, FiREILLT

$HIR 403 Forbidden, InvalidTier:. Retrieval option is
not supported by this storage classo

[EEMA MRS EREIATR 409 Conflict, RestoreAlreadyInProgress

WREFTEERE=FE 200 OK
AR MRWNREMERARTRE, WaLLEIERMEEHNASN

RestoreObject 15 KK EMH expiry-date Days, & BEAMENTIF
KB [E)#H1T EH#o

£/ S3 SelectObjectContent i53Kid 8 StorageGRID A
KR

& LAIfERE S3 SelectObjectContent i5KIRHEEI AT SQL iIEATHiE S3 IRV A,
BXFMER, 152 "Amazon Simple Storage Service AP| Reference: SelectObjectContent",

FraZ Bl
s FAP kP BH S3 Select 1R,
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* BHRHEZ PRI REE "s3:GetObject IR,
* BTN RBIRAU TR Z—:
° CSV, AJLURRIFEREELEE] GZIP 8 BZIP2 7F14H,
° Parquet, Parquet WM RIJELMER:
* S3 Select {NZ1FEF GZIP 3 Snappy HI5IESE, S3 Select £32#F Parquet IRV E IR EZE
* S3 Select A% #F Parquet i, AURRIHMEINIERE S CSV  JSON,
* RAKEGEITAKRNA 512 MB,
* M ERTE RN R RIS E R EUEREL,
* REEfEF INTERVAL. JSON. LIST. TIME 8¢ UUID iZ353£8Y,
* 819 sQL RIEREAKEN 256 KB,
* MASERPNEFRERNEAKERN 1 MiB.

CSViEXRIEETRA!
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns="http://s3.amazonaws.com/doc/2006-03-
01/">
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<CSV>
<AllowQuotedRecordDelimiter>boolean</AllowQuotedRecordDelimiter>
<Comments>#</Comments>
<FieldDelimiter>\t</FieldDelimiter>
<FileHeaderInfo>USE</FileHeaderInfo>
<QuoteCharacter>"'</QuoteCharacter>
<QuoteEscapeCharacter>\\</QuoteEscapeCharacter>
<RecordDelimiter>\n</RecordDelimiter>
</CSV>
</InputSerialization>
<OutputSerialization>
<CSVv>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CS8V>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

Parquet i5KiE /AR
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POST /{Key+}?select&select-type=2 HTTP/1.1
Host: Bucket.s3.abc-company.com
x—amz-expected-bucket-owner: ExpectedBucketOwner
<?xml version="1.0" encoding="UTF-8"7?>
<SelectObjectContentRequest xmlns=http://s3.amazonaws.com/doc/2006-03-01/>
<Expression>string</Expression>
<ExpressionType>string</ExpressionType>
<RequestProgress>
<Enabled>boolean</Enabled>
</RequestProgress>
<InputSerialization>
<CompressionType>GZIP</CompressionType>
<PARQUET>
</PARQUET>
</InputSerialization>
<QOutputSerialization>
<CSV>
<FieldDelimiter>string</FieldDelimiter>
<QuoteCharacter>string</QuoteCharacter>
<QuoteEscapeCharacter>string</QuoteEscapeCharacter>
<QuoteFields>string</QuoteFields>
<RecordDelimiter>string</RecordDelimiter>
</CSsv>
</OutputSerialization>
<ScanRange>
<End>long</End>
<Start>long</Start>
</ScanRange>
</SelectObjectContentRequest>

SQLE#RAl

LHEERIREUMNF. 2010 FAO. 2015 FfEITAQUAEEAAOSEHRENTME D, XEFRIEMENERRR
BE&o

SELECT STNAME, CENSUS2010POP, POPESTIMATE2015, CAST((POPESTIMATE2015 -
CENSUS2010POP) AS DECIMAL) / CENSUS2010POP * 100.0 FROM S30Object WHERE
NAME = STNAME

EE WX HERATLIT, "SUB-EST2020 ALL.csv' ¥l FARR:
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SUMLEV, STATE, COUNTY,, PLACE, COUSUB, CONCIT, PRIMGEO FLAG, FUNCSTAT, NAME , STNAME,
CENSUS2010POP,

ESTIMATESBASE2010, POPESTIMATE2010, POPESTIMATEZ2011, POPESTIMATE2012, POPESTIM
ATE2013, POPESTIMATE2014,

POPESTIMATE2015, POPESTIMATE2016, POPESTIMATE2017, POPESTIMATE2018, POPESTIMAT
E2019, POPESTIMATE042020,

POPESTIMATE2020

040,01,000,00000,00000,00000,0,A,Alabama,Alabama, 4779736,4780118,4785514, 4
799642,4816632,4831586,
4843737,4854803,4866824,4877989,4891628,4907965,4920706,4921532
162,01,000,00124,00000,00000,0,A, Abbeville
city,Alabama,2688,2705,2699,2694,2645,2629,2610,2602,
2587,2578,2565,2555,2555, 2553

162,01,000,00460,00000,00000,0,A,Adamsville

city,Alabama, 4522,4487,4481,4474,4453,4430,4399,4371,
4335,4304,4285,4254,4224,4211

162,01,000,00484,00000,00000,0,A,Addison

town,Alabama, 758,754,751,750,745,744,742,734,734,728,

725,723,719, 717

AWS-CLI fEF15 (CSV)

aws s3apil select-object-content --endpoint-url https://10.224.7.44:10443
--no-verify-ssl --bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-
EST2020 ALL.csv --expression-type SQL --input-serialization '{"CSV":

{"FileHeaderInfo": "USE", "Comments": "#", "QuoteEscapeCharacter": "\"",
"RecordDelimiter": "\n", "FieldDelimiter": ",", "QuoteCharacter": "\"",
"AllowQuotedRecordDelimiter": false}, "CompressionType": "NONE"}' --output
-serialization '{"CSV": {"QuoteFields": "ASNEEDED",
"QuoteEscapeCharacter": "#", "RecordDelimiter": "\n", "FieldDelimiter":
",", "QuoteCharacter": "\""}}' --expression "SELECT STNAME, CENSUS2010POP,

POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30Object WHERE NAME = STNAME" changes.csv

WX HBIFTIL1T “changes.csv W1 NFAR:

Alabama, 4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas, 2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246



AWS-CLI £ (Parquet)

aws s3apil select-object-content -endpoint-url https://10.224.7.44:10443
--bucket 619c0755-9e38-42e0-a614-05064f74126d --key SUB-

EST2020 ALL.parquet --expression "SELECT STNAME, CENSUS2010POP,
POPESTIMATE2015, CAST ((POPESTIMATE2015 - CENSUS2010POP) AS DECIMAL) /
CENSUS2010POP * 100.0 FROM S30bject WHERE NAME = STNAME" --expression-type
'SQL' --input-serialization '{"Parquet":{}}"'
'{"Csv": {}}' changes.csv

--output-serialization

iS4 changes.csv BRI LITEI FFAR:

Alabama,4779736,4854803,1.5705260708959658022953568983726297854
Alaska,710231,738430,3.9703983633493891424057806544631253775
Arizona, 6392017,6832810,6.8959922978928247531256565807005832431
Arkansas,2915918,2979732,2.1884703204959810255295244928012378949
California, 37253956,38904296,4.4299724839960620557988526104449148971
Colorado,5029196,5454328,8.4532796097030221132761578590295546246
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