FFiafER Grid Manager
StorageGRID software

NetApp
July 23, 2026

This PDF was generated from https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-
requirements.html on July 23, 2026. Always check docs.netapp.com for the latest.



H=x

FFeafER Grid Manager

StorageGRID Y Web %I 238 E K

ERE| StorageGRID Grid Manager
EE—NEET R EERE Grid Manager
${post_edited_translations.segment}

M StorageGRID Grid Manager A5 $H

BENER StorageGRID Grid Manager ZH3

& E StorageGRID FHIIEER

¥ StorageGRID #FRIIEE R

£/ AP
£/ StorageGRID WM& EIE API
StorageGRID FREIMIIEEIE API 121E
StorageGRID FHIMIIEEIE API RrZs1E 5l
BALE StorageGRID FREYESLELIEK{HIE (CSRF)
MREBRATRE—ER, BEA AP
£/ API {£F StorageGRID Ih&E

© OO O OO A A WW A 2~ A A

N = —a
D ND N O



Fia{ER Grid Manager

StorageGRID #Y Web 33l 528 B3k
TR A7 R 2 S 1 B P48 01 B

Web 3 SENRRRA
Google Chrome 138
Microsoft Edge 138
Mozilla Firefox 140

:l_J'IIIJ”’_ EDiﬁ%%Ei&Egﬁrgo

N E B&
=IK 1024
= 1280

&R % StorageGRID Grid Manager

BRI OB ER 21500 Web X 52580t = hig NBIET 22 REE R (FQDN) 7
IP it ih R AR E IR B R 1o

S StorageGRID 2 EIE—1F Admin TRMERHEMIEE Admin TR, A LUERESR Admin TR E
B Grid Manager REIE StorageGRID £%. BE, FLAPIRIERBEME Admin T RH1T,

EREE HA 4
MREETRESESTAMN (HA) A, WA HA BRI 1P HnksiRES ZI I 1P it Ay IREE &

TEE, MARTEEBETREAENERE, UEESE Grid Manager B, RILUEEEET R EAEE, BRIE
FEETRATR, 1520 "EEsAAEA"

{8 SSO

R "${post_edited_translations.segment}", BERT BT RE,

EFE—NEETS ELERE Grid Manager
FHaZ Al
* BB ERER.
* IQIETE(ER "S2HFRY Web 3158


https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/managing-high-availability-groups.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html

* Cookie BETE&RY Web 525 E A,

» ${post_edited_translations.segment}

* &5 Grid Manager B9 URL:
https://FODN or Admin Node IP/
TR AT REER. =HY 1P #hibsEIE T R HA ARYEEIN IP bk,
${post_edited_translations.segment}

https://FQODN or Admin Node IP:port/

@ SSO £ PR Grid Manager Im_EARAIFH, HERIRO 443,

B

1. BERZHFHY Web JI%

${post_edited_translations.segment}

MRAZRTEWIREER, BEANGENEERASLTEIER, BEH "EEL2IER

${post_edited_translations.segment}

> WD

ETHNEFREINATE2EEN StorageGRID EEEE SE R (SSO).

KEEFASSO
a. ${post_edited_translations.segment}

b. JEIE BT

${post_edited_translations.segment}
o ${post_edited_translations.segment}
L EEERY ERILUE KA "FEPRE 0,
ii. 7E4B4RRY SSO B RITTE LHMNTAE SSO &1k,

f5gn, NSk StorageGRID IETEfER SSO, HEELRIE AR MR EIEENE KA

A. X\ 0 (Grid Manager BT ID) , S0% Grid Manager 2 REREMKASIRE, NHiEHF
Grid Manager,
B. i ER

C. ${post_edited_translations.segment}

BRE, RSRBER Grid Manager (WD, HFEEMNER, BTHREHTHERES, B2

"${post_edited_translations.segment}",


https://docs.netapp.com/zh-cn/storagegrid-120/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/using-storagegrid-security-certificates.html
https://docs.netapp.com/zh-cn/storagegrid-120/monitor/viewing-dashboard.html

${post_edited_translations.segment}

${post_edited_translations.segment}

KfEFSSO

p

1. e 2RATtt A= R, MAEMEED RNT2REB K IP ik, RIBFECEROS,
2. ${post_edited_translations.segment}

3 BB,

${post_edited_translations.segment}

${post_edited_translations.segment}

p

1. ${post_edited_translations.segment}

2. NREHSSORIECTH, BEMRAEHNEE.

M StorageGRID Grid Manager F7+ 4

5 Grid Manager 5, IUEHEUBRASIENBEF I A58 StorageGRID R4,
IRIE N 28 Cookie 1IRE, KA NI AIRERFELRE RS,

p

1. ${post_edited_translations.segment}

Change password

User preferences

Sign out

2. JEEHRE

JEIIT 0] R IR
${post_edited_translations.segme ${post_edited_translations.segment}
nt}

LR B R SRR E R OUE,

AR MREERTEMEEDTR, WBIUEHES TR



JZET o] A I

EEH SSO EEMNETEHNNEEETAPEL, ¥ ER StorageGRID &
RTUHE., Grid Manager E{E/NEXIA{EF!7E Recent Accounts THiI%!
&h, H Account ID FEEETRH 0,

AR NMRBAT SSO, HEAZMERINTHFEIREE, MR "M
FHP P A ESE" B "${post_edited_translations.segment}"s

BENERY StorageGRID Grid Manager 3
WNRIEZE Grid Manager B9AMA P, Mol LIERE SHEE,

FaZ Al
B 2R Web J'%525" EREIMEEIERE,

KFULES

ﬁD%"TLXE%AFHF'Eﬁ % StorageGRID, ERBATERER (SSO), MIE7E Grid Manager FEERD,
B IESMER S 1 IRP B LR, {5140 Active Directory Bf OpenLDAP,

TE
1. M ERES I, mEEHNER > BEiEE,
2. ${post_edited_translations.segment}
3. BN,
EHEBHAELVEE 8 MNFR, REFEE 32 MFR. BIEBXAKNE,
4. BEFRNIEB,
5. % Save,

Z5E StorageGRID #FA[IEE &

&R LIFERYEE StorageGRID R2FRVIFRIIEEE, HIMINEHNEREEE S,

ez Al
B "SZiFH Web J'%525" BEREIMEEIERE,

KXTFULES

gNZRItk StorageGRID RZEBVARHIFEIIEH AR, (NFRR EBIETTIRURSFEEFENPRSERA Y FEIE
g, BMFRTIFIIHEXEENSE.


https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/signing-out-of-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/how-sso-works.html

Health status @

o

License

1

License

TR
1. B HITUTREZ—1AE)" W EIE A :
o WEEEHEPT > REE > AN
° EERIERNBERRS RS, ERVFANPRS BRE FaE 5,

SBEEIFAHEHIREE, HEEF 22T,

2. EEYUFIFNENREFEAER
° StorageGRID %% ID, 2tk StorageGRID REMNME—ITIRS
° FEIEFSIS
° WENEREE, KATH*ITH
° MIEHIFRIFER 2
° ZIFNEFREE
° WRIEZAR AR, KAFAIERTR N/A,
© IR BEHA
e B AR M R RN AHIRENEY, SNREEREBFANE A EEKHEITZ RS &E, MitkBEAE

BEE T HE, BEEFILE, 1F2%)" &3 StorageGRID FHIEEE", XA LUER Active IQ BEEF RS
EEE=): N

© WANEXAXHHAR

577 StorageGRID iFA[IEE 2
BN TTEIF RIS IR £ T B FEES EE#f StorageGRID RFERIIFAIEE B. 180, NRE
R E T EMNEREEE, WHAIMEFRIFAIEER,

Fraz i
* BE—NBEFENEX 4 ER AR StorageGRID #4445,
188 "SEEIRIRINR",


updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
updating-storagegrid-license-information.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html

* BHEEZEEEE.

pZ
1. &P > REE > AN,
2. {E"EHFRLE"ERSY, %% Browse,
3. HEIFEZFFANFRIES (. txt) o

T AHEX 4 BIIEH B7Ro

4. WMANELEZRE,
5. 1% Save,

553 API

£/ StorageGRID W& E1E API

SR LUIE R MR EIE REST APl fIA R Grid Manager AP RERHAITRALAEIEES,
9, EAIEEREF AP REsHUIR(EHERMEIEZ LA (BIWAF) o

]>I

TR Z R
& B EEAPI IR L F TR R IR :
* /grid: IHIEXPRTF Grid Manager AP, HETFEERANE,

* /org: B RFEFHEFIKFRNZAHEELS LDAP BANAF. BXIFAER, BSW EHEFKS

* /private: IAIAMXPRTF Grid Manager B, HETFRENANIR. FAB API IEFER, BARBITE
%1, StorageGRID fAB iH Rt = Z2EEIEKEY API ks,

& API &K

MR EIE API {5 Swagger 7R APl FF &, Swagger It 7 —"EMBAF RE, AFFEXARNEFLZAR
£/ API 7 StorageGRID A1 17SEEH21E,

Swagger AR REAE AP 12 {EIR TS BRI,
FaZ Al
s IBEFER "STEH Web 5N 28" BERIIMREIELS,
s 88/ "FEIHRR"
@ £/ API S BTHATHIE R API 12/EER B SEETE(E, ARRERIRMONE. FHIMPREEEK
RS E IR

$IE
1. M Grid Manager 5@/, EFEBNEINR, FA/51%#F APl documentation,


https://docs.netapp.com/zh-cn/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/tenant/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/admin-group-permissions.html

Search by page title Q © ~

FabricPool and 53 setup wizard

Documentation center

AP| documentation

What's new

About

2. B{FRATAE API $11T#21E, BT StorageGRID Management API T1iE bi%$% #ZIFAHF APl XY,
FLAE API INBEFN, BASBITEH], StorageGRID T At ZEIERAY API ARZs,

3. EERFIRHIRIE,
RFF API #21FEY, BILAEFRIFARY HTTP #21F, 5140 GET. PUT. UPDATE #1 DELETE,

4. E&RF HTTP BELUBFBRIFAER, SfFKS URL. ERALNFHEIESHNFIR. BREXTE (1R
FE) UK FIBERIMERL



© © ® N o

Qroups Operations on groups v

GET

Parameters

Name

type
string

guery)

limit

integer

guery)

marker
string

1 . ”
W /grid/groups Lists Grid Administrator Groups o

Description

filter by group type
Available values : local, federated

w

maximum number of resuils

Default value : 25

marker-style pagination offset (value is Group's URN)

inCludeMarker
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* grid-networks: 5! F1E XIS ML TIRAVIRIE,

* grid-passwords: M8ZI3EIEIVIE(E,

* groups: FATEEAMMISEIERAEUKRMIMNG LDAP ARSS 210 FREX & WIS E1E R HARF
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* recovery-package: TH/IME BHIIE(E,

* regions: ATEEMOIEXIFHAVEE,

* s3-object-lock: }f£/F S3 Object Lock i BHITHNEE,

* server-certificate: B TEEFMEH Grid Manager RSB 23EHBHIIE(E,

* snmp: ZE] SNMP ECE _EAYIZ1E,

* storage-watermarks: 7Zi&T S7KEN,

* traffic-classes: ME 7 KHEIEAIIRIE,

* untrusted-client-network: I RZEENE P HMWLSEEIRIE.

* AP . ATEEMNEIE Grid Manager AP BIiE{E,

StorageGRID FHIMIEEIE APl RRZASIZH
M EIE API ERRAEIZHIR Z R BT H Ko

fBgn, EIER URL $8%E API BYhRZS 4,

https://hostname or ip address/api/v4/authorize

HHTSIEMA_FFHRE_BEREY, APIBEMASIFEE, SHTS5IBRES_RE_ERE, APIBRIRAES
REtg, RAENELEERNIHRREHEE.
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AP| TEEHAY IRhRZ Hhlzs

5|RkRARE 2.1 2.2
SIRlRARRS 2.1 3.0

BHRRE StorageGRID #4ES, BRARMRAH APl, B2, HEFALKE StorageGRID BIFIHEEIRZSEY, &
ERFI LLAIE) = D— StorageGRID IhEERRZSHIIH API hRZ<o

@ BRI REE X 500RE, BXIFMER, FS U Swagger API XXHEHY "MigEIE API" BY config
3. 1EFE APl B IREMAERRIIRAGE, MIERMRIBRARZF.

SHRIER BT U T ARARIENEFA:

* Mg ARk 9 "Deprecated: true”
* JSON MR/ IE X 8#E "deprecated: true
* ERFHAZEERME nms.log. FI30:

Received call to deprecated v2 API at POST "/api/v2/authorize"

HATE SRR ASSZHFBYAPIRRZS

£/ GET /versions APl 1ERANLR[EISZHFRY APl EERRAMIFIR, IiERAIF Swagger APl SXHEHY config
B3

GET https://{{IP-Address}}/api/versions
{
"responseTime": "2023-06-27T22:13:50.750z",
"status": "success",
"apiVersion": "4.0",
"data": |
2,
3,
4

FIERIEE API iz

O] LAERRRIZSE(/api/v4) SifRk(api-Version: 4) 3ETE APl ks, WNREHEMXHEME, MRk
E=BERRZE.
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curl https://[IP-Address]/api/v4/grid/accounts

curl -H "Api-Version: 4" https://[IP-Address]/api/grid/accounts

fAlk StorageGRID YIS ILIEK IS (CSRF)

EoI L@ A CSRF S hER1E5aEA Cookie IR AIRIE, MMESENRA LEF XY
StorageGRID BYE5iL=iEK{A1E (CSRF) X, Grid Manager #1 Tenant Manager = BT
BRItZ£I08E; Hith APl BRI LLEREEEEE RN EALIIEE.

AL B fuh = (BISNGER HTTP R& POST) MIEKRMIEE, AJUERBEERAFH Cookie & HEFLE
BHXKo

StorageGRID i@idf# CSRF < hEREEBNIKME CSRF i, BRARGE, $5E Cookie WARMNMSHFEIRLTIF
E POST [EXBHIIN AL,

EERILINEE, 1IBESDIWIEEAENS csrfToken SEISEN “true. BAIAMEN falseo

curl -X POST --header "Content-Type: application/json" --header "Accept:
application/json" -d "{

\"username\": \"MyUserName\",

\"password\": \"MyPassword\",

\"cookie\": true,

\"csrfToken\": true

}" "https://example.com/api/v3/authorize"

WMRH true, NEAMEHIEIRE GridCsrfToken cookie LERE Grid Manager, FH{ERMENEIRE

AccountCsrfToken cookie LLEFE] Tenant Manager,

WRTE1E Cookie, MATLUENRARLZIAZ (POST. PUT. PATCH. DELETE) WFREIEREUHAEIEUTAHRE
z—:

* The X-Csrf-Token #13k, IRKHIEIRE N CSRF < cookie BI{E,
* WTFESRPREEEXNER: —1 csrfToken' RBRIGHIFEKIENX S,

BXEMTHMIFEES, BSIEL APl X,

(D IRET CSRF & cookie BUIERIFFEIHME(IHAEE JSON &K IEXHIIE R HIH 1T Content-Type:
application/json"fxk, 1EA%H3T CSRF EHRIENIMRIF

MRBATE—ER, 1EFEH API
MREERE—5%, J5f#MA StorageGRID API (Active Directory)

MRERBR "BEEEEHBEHAEREF(SSO)" H Active Directory F{E SSO 1eftiZR, M
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WAR H—RE AP ER, LURERARUR IR API SUHEF 12 AP BRSNS

MREATERER, HEREI AP
AR E(FF Active Directory {E SSO B 1R HtiERF, NIER LA Ti%E,
FHaZ
* {&&N1E/EF StorageGRID FHF4ARVEXS R SSO AR KM%,
* NRFBHEFEFEE AP, NEBEERFKS 1D,

KXFIAES
BILAER LU TR B2 —SRERS D IRIE < hE

* iZ storagegrid-ssoauth.py Python BIZsfiiF StorageGRID ZEXHE R+ (RHEL (. /rpms,
. /debs i&FTF Ubuntu 3f Debian, VMware A . /vsphere) o
* curl IERBRBITIER,

WMRHITKIE, curl TIERPIEESEBE,. EAIgERFEILITHIR: A valid SubjectConfirmation
was not found on this Responseo

() mfl ol THERRAARPERESEEMAS EE,

WNREBR URL 4h3in)d, MIATE=BEIFEIR: Unsupported SAML versione

3
1. ERIUAT A EZ — LR S D IEShE
° {8 storagegrid-ssoauth.py Python filZ, ¥ ZE%E 2 &,
° M curl 15K, FEIDE 3,
2. INREEA “storagegrid-ssoauth.py A, HRHIZAEEL Python R FHIZITHIZ,

HIETREY, BMAUTSHAE:

° SSO A%, HIN ADFS 5 adfs,

° SSO AR &

° &% StorageGRID BYig

° StorageGRID RYiiiik

° PR ID (MREBIFEFEFEE AP o

13



python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
R R P R s e S e At S RS SR S R

s T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

StorageGRID NS hEERIHPIRM, EMETUESEBTFEMIBER, FAFERMFER SSO WIEBRTE
APl B9A =,

3. MNREMEMA curl IEXK, BEAUTER,
a. FEAERMBNTE,
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'
export SAMLDOMAIN='my-domain'
export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ Eifia) Grid Management API, &M 0 /E/9 TENANTACCOUNTIDo

b. EEEZKEZLZNEMHIIE URL, & /api/v3/authorize-saml' k& 1 POST i&E3K, F MR ipRE 1t
JSON 4wt5,

W RBIZERT 3% TENANTACCOUNTID BN EE R B{9I0IE URL By POST 1BXK, LEREEES
“python -m json.tool’ LAMIBR JSON 4&h3.

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
json.tool

R FIRIEN B24F42E URL RIBER URL, BREIEMINNRY JSON Fi3/E.
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"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. MM H{RIF SAMLRequest, UEERLEHSHFER,

export SAMLREQUEST='fZHLbsIWEEV$2FJTuv7/...sS1%2BfQ33cvifwA%3D"'

d. M AD FS FSREXEIEE P imiaK ID AI5EZ URL,

—MERZER L — TR URL BRERRE,

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

MR BL4EE F imiEK ID:

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-i1d=00000000-0000-0000-ee02-0080000000de" >

e. MMM H{RTFE P imiaK Do

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

. BERERERXD E— 1 IaRZAIR 2R 1F,

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSERW@S$SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FSIR[E302EE M, RkREEZHMES,

@ NRIEH SSO RAEBAT ZRARZMEIE (MFA), RERXANBFHESEBEE_EN
B EMEE.

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. MR {R7ZE MSISAuth Cookieo

export MSISAuth='AAEAADAVsHpXk6ApV...pmPOaEiNtJvWY="

h. {EFAXE S %IE POST BY Cookie & GET iR A ZIIIEE(IB.

curl "https://S$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request-
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

MRATKIEEE AD FS R1EER, UHUEFHEER, MM EXTERBREFETES
SAMLResponse,



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. MBREFERHIRTE SAMLResponse:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EF1RTEM sAMLResponse, & StorageGRID/api/saml-response iaKLER StorageGRID &
RIIES R,

FF RelayState, BEERAHEFIKS, ID, HEWMREZEFRE Grid Management API, EfER 0.
curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \

--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E34% B 1 3IE < héo
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"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. ¥R RSB IIEL S EA MYTOKEN,
export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

IAE, ERILOR "MYTOKEN BT HEAMIEK, FHUTERER SSO BB TER API B30

MREEAE—ER, MEHE API

MREBBERERER (SS0), Mwigt—&RS APIEKRLUEHEMISEIE API A EIE AP, MR
Active Directory FAfE SSO Sp1RHiZERF, MIEHALTAA
X FIbES
WMREFE, ErILU@Eid MARRE SUFEEFHRIRY StorageGRID AP, 3%, &8]LIM StorageGRID fill
KEUEH (SLO), XEEBMAY StorageGRID FEH S HE.
B

1. BEMBEEZREHIER, 1B cookie "sso=true" £iB%5 SLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[EEFE URL:

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"

18



2. {R77515 URL,

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. MEH URL £X B KL% SLO HEEME(E StorageGRID.

curl --include "SLOGOUT REQUEST"

iz[E] 302 MRz, BEMUENER TR AP BEH,

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MikR StorageGRID HAEH SR,

ffB% StorageGRID EH LI TEANS:&%E SSO WIEAER. SNRFKIEM "cookie "sso=true”, NI
FIF¥EM StorageGRID X, MA=EM SSO K&,

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

A204 No Content MNFTREAFPIE X,

HTTP/1.1 204 No Content

MREEASLES, iAfEMA StorageGRID API (Entra ID)

NSRS BT H S 2 S B 52 (SSO)'H4 Entra ID FBE SSO 12425, A LUEMEF
THIRIZASTREN IS AR E 1R AP SiiE A B IR APl BB S 30IE < héo

MREZAT EntralD BLER, EERE AP
HNRIEMER Entra ID 1E7 SSO SRR, NS LT
FaZ Al
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* EHBE T StorageGRID AFAREXS AR SSO B F Rt A Z,
* MNREFREFEE AP, WEEFERF K, Do

XFUItES

B LUER U TR B AIREN S D IIE SR
* The storagegrid-ssoauth-azure.py Python fZ<

* The storagegrid-ssoauth-azure.js Node.js iz

XA ERI T StorageGRID ZEXHEBRH (RHEL A (. /rpms, Ubuntu Z¢ Debian /3 . /debs
, VMware A . /vsphere) o

EfFMAH Entra ID 85 BRI APl &£5%, 182 storagegrid-ssoauth-azure.py 4, Python BAsEHi%
[ StorageGRID & HFMER (E?E%%EY SAMLRequest, FAGIREURNSHE) , HiER Node.js fiiZs5 Entra
D RE LIT SSO 1#&1E.

SSO BIERATLAER—ZRYI AP iERNTT, EXFMHAFEE, Puppeteer Node.js IR FHNEY Entra ID SSO
#Oo

WNREBER URL 4whSin)d, MATEEEBEIFEIR: Unsupported SAML versione

1. REFMFBHKREIIN, OTF:
a. &% Node.js (3FEEM "https://nodejs.org/en/download/") o
b. LIEFTEM Node.js IR (puppeteer # jsdom) :

npm install -g <module>
2. %% Python BIZS{E33#45 Python FEFRSELUSITHIZS,
PRI, Python BZ<I%IAAERNAY Node.js BIZAEH 1T Entra ID SSO R E,

3. WIIRRTE, WMAUTESHNE (FEASHREN)
° F&ERE Entra ID B9 SSO B FHBfFithit
° StorageGRID Ayttt
° FHPIKF ID (ANREI/REFEIE API)
4. HIIERAY, EWMAEE, FESFEWREIEKEE Entra ID 1214 MFA 1%,

sarpy  storagegrid-azure-ssoauth.py --sso-email-address user@my -dosain.com
coount-id @

19-04T21:30:48.8072" , "status"':-"'
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https://nodejs.org/en/download/

@ ZA AR MFA 2R Microsoft Authenticator SERGEY, & R]REFR BB A AT H-FEL{th 7
LR MFA  (FlENE NTEREERUREIBIARED) -

StorageGRID <RI iR, EIAEATLUFLHBTEMIBNK, FUTERMER SSO HER TE
FA API 897530

MREBEERE—E%, J&#A StorageGRID API (PingFederate)

MRAF"EREHEHAREREF(SSO)"HER PingFederate {9 SSO 1Rt 12F, Tuws
TERE—ZRYAPIIEXK, LUREMNISEIE API A B2 APl BB IIESh.
MRBATERER, BERE API
WNRE(FEA PingFederate {3 SSO B{nigfitrs, MERLLTREA
FFeaZ Hi

* f&FNE&EF StorageGRID AP AMELS AP SSO AR ZAFMZ,

s NRE [ EFEF EIE AP, NEEENEHEFK, 1D,

XFIAES
AILMER U T RAIZ — RIS D IRIE SR

* % storagegrid-ssoauth.py Python iZ<{iF StorageGRID ZEXHBERH (RHEL A(. /rpms,
. /debs i&FF Ubuntu 3{ Debian, VMware /J . /vsphere) o

* curl IERBRBITIER.
WMRHBITKIZ, curl TERAIGEREBEY, EAIExBEILITHIR: A valid SubjectConfirmation
was not found on this Responseo
() &6 el TIERER AR BEGEH B EE.

NREIEER) URL fri3inlE, NelgE=BEIFEIR. Unsupported SAML versions

B
1. ERUTAZEZ — LR S A IEShE
° {ff storagegrid-ssoauth.py Python filZx, #%ZE%E 2 &,
° £/ curl 1IEK. EIEIFE 3,
2. INRE{EFF “storagegrid-ssoauth.py BilZ, 1HFHIA(EELE Python ERR2EHITITHIZS,

HIRRES, BRANUTSHEE:

° SSO Fi%. ErILUE N "pingfederate"BIfE{AZ{A (PINGFEDERATE. pingfederate &) o
° SSO FHF A&
° 2% StorageGRID B9, ttFEERATF PingFederate, &8 LUSH BT siia NE{E,
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° StorageGRID AYiik
° PP ID NREIHREFAEEAPD .

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg_address: storagegrid.example.com

tenant_account_id: 12345

Enter the user's SAML password:
$kdkckkkdkckkkkckkk ks ke hhk kb k ok khhkkhbkkkhkkkhkkkk gk ks kkkkkkkk kb ki kkkkkkE

$kdkckkkdkckkkkckkkkhkkkhkkhhkkhkkkhkkkhkkhhkkhhkkkhkkkhkkkkkkkk kg kkkk
StorageGRID Auth Token: 56eb@7bf-21f6-40b7-afob-5c6cactb25e7

StorageGRID XS EEHIH PR, EIMEALUESEBETEMIBER, RMUFERMER SSO IR TE
B APl AT

3. YNREEA curl IEKR, EFEAUTERR
a. FEAERAFENER,
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ Zip518) Grid Management API, i&f£M 0 E/9 TENANTACCOUNTID,

b. ZEIZINEEZMEHNINIE URL, & /apilv3/authorize-saml' & 1 POST 153K, F MRz 3ol bR E fth
JSON #ghg,

LRI 2R T ¥ TENANTACCOUNTID WIE R B30I URL BY POST 3K, £RiG(5:&EE! python -m
json.tool LAfHFR JSON Zwh3,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json"™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

R BIRPER 2445 URL RIZRIE R URL, {BFEFEMIINEY JSON 4Hi3/E.
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"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

C. MR H{RTE SAMLRequest, LUBEIEGLEHSHER,

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

d. SN F] cookie, FHEIRMHN

RESPONSE=S$ (curl -c - "SSAMLREQUEST")

echo "SRESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. Si"pf.adapterld"B, FH[EIZEMWLZ:

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. S "hrefE (MFREZFAL ) , HEIZMAR:

export BASEURL='https://my-pf-baseurl’

echo "SRESPONSE" | grep 'form method="POST"'

9. St action"&:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping"

h. ¥4Cookie5&EiE—fe &ki%:

23



curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. ME2EFERH{RTE SAMLResponse:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- {EF1RTEM SAMLResponse, &H StorageGRID/api/saml-response igKELER StorageGRID &
REIELHE,

3FF RelayState, BEFERMEFIKF ID, HEWMREZRE Grid Management API, & 0.

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MRz E34% B I 3IE < hEo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B i B9 IRIE S S F R MYTOKEN,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

WE, ERILUE "MYTOKEN BTFEMIER, RIUTFTERMER SSO MIBR TEEA AP K975 .

MRERARE—ER, WEH API

MREBHAERER (SS0), MwidikH—&RY APHERLUTHEMEEIE AP A EIE AP, WMREFEH
PingFederate E/9 SSO Z{A12w, MIEMALA TR

KXTFULES
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MRFE, EaILUEE MAR R SUFEEFHERIRY StorageGRID APl, 5%, ER]LIM StorageGRID
fil & 2 2UESH (SLO), XFREBMHY StorageGRID AEH L hE,
S

1. BEERBERIVEHEIER, 1B cookie "sso=true" {Zi#44 SLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

iR[EFHE URL:

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.8392",

"status": "success"

2. {R775F5 URL,

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%$3D"

3. EEH URL 23X B KL% SLO HEEM(E] StorageGRID,

curl --include "SLOGOUT REQUEST"

RO 302 FaRz, BERUERER TR API BEH.

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha?256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. MiF& StorageGRID A& SR,

B StorageGRID EEH ST EARS&E SSO WIEANERE. fNRFKIRM cookie "sso=true", NI
FIF¥EM StorageGRID X, MASEM SSO K&
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curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json™ \

-H "Authorization: Bearer SMYTOKEN" \

--include

A 204 No Content MNFTAFIEFH.

HTTP/1.1 204 No Content

f§£F3 API 1= StorageGRID If&E

Ea LUMERAMIREIE APl 52212 StorageGRID R MIFELETHEE, (FRAEINIHEES,
TE AR A S BRI T 5 1% T EENE X AVESS BIR PR,

KFUILES

BT EAThEER S, SR LIFELEISIE) StorageGRID R4HHIFELEINEE, FRAINEERFALE root BFPEET AR
Root access MR EIE R AR P ERIZIhRERIM—T %,

BT RRILTIRERISSAMY, BERUTER:

A RBEIR—RIRSBRME, BILIZEFIKFKERE StorageGRID ZGNEFHEE, N T RIFAFANRNE
£, ARBFREWHERERTESEKS, EXETEREMEEEFIKS,

A AT R LB AR ERE AP FRERINERSR LI BT, BdT2ERMREER (U AP)
B9 SECRAEF root BESTHRE, A REIMREESGAR (84 root BRFMBETAE RIFENRWAEANAR) L&
B EEEF KA B root AR &,

S

1. AWM EE APl BY Swagger X#%, 1EE17 " Grid Management API",

2. HE"=HIIEE" .

3. BEARININAEE (5140 Change tenant root password) , IEIRINTFFARE APl RKIXIEX :

{ "grid": {"changeTenantRootPassword": true} }

BRERG, FRAENEFIRZEINEE. AR REHRAHEETR Change tenant root password EIENRE
, EAZEIXERIEF root P ZEILH APl 5 REBE R FH E7:"403 Forbidden"s

ERTAUEEFRA/IIEE

INBRT, EeJLIEA Grid Management AP EFTECEEEAINEE, BE, WMRERBIEEFEHAIINEER
BIYCE, Eu]LUEA activateFeatures THEEAR 5,

@ activateFeatures HEETT ZEFEUE. WMRERAEEFHILLINEE, FIE, BB KAKEZERTZE
EAEMEZEEERNEES ], BRMBARE R IFUME F A EKAIINEE,
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S

1. IFIB AR EIE API B9 Swagger XA,

2. R EI= AR IR R

3. EEMBUEFTEINRE, BRIEXARXEI API, S0TFFR:

{ "grid": null }

iERTRGE, BSERSCEFREIIEE, BIEEXRFAF, root ZIEIHEE, *BXFEF root R BIENEMEE T
EARPRED, FAERAERFMAF, root ZHEEY AP IEREDIERTN, FiilRE@RAF AHE *Root AR *T*FE X
TP root ZEL*EIENR,

AIENRA=SH _al_BEANTIREEMNEE. NREMNREHERRSHIIEERER, Wi
TE PUT iEKRFBAIBIEEEN]. N, BEEFBCE EXMEF root FAF B "ThREH KL=

storageAdmin BEIEMNPR, BLEL PUT iE3K:

{ "grid": {"storageAdmin": true} }
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