1= %% StorageGRID BYiA18]
StorageGRID software

NetApp
July 23, 2026

This PDF was generated from https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-
storagegrid-access.html on July 23, 2026. Always check docs.netapp.com for the latest.



H=x

1=43F StorageGRID i8]
=%l StorageGRID ifia]
=3t Grid Manager B9iA18)
BRESER
B E R EEE
BRT RTS8 %G
74 StorageGRID B E 225
£ StorageGRID HENT RiTHI B EE
plElidEs
THLUFMER
A
SERRE ISR

¥4 StorageGRID EIET =Y SSH 40 %43

miRltkmS
THIAFMES
B4 SSH i5RZ A
7f StorageGRID FR{EAFHEXE
79 Grid Manager ECE BBt &
525 B REY
RRSWEKE
BCE OpenlLDAP AR 2:HIIERS
&1 StorageGRID M EIERA
SIREEERA
EENMRIEEERA
S
fRRE
StorageGRID FHYEIRLANR
${post_edited_translations.segment}

Root i]d]
EXFEF root 3
ILM
i
${post_edited_translations.segment}
FEtnEf
WRITEIEE K
HtWASECE
FESEEER
islaliya

7f StorageGRID FEERF

o OO O O 01 01 A W W W N =2 2~ A A A A A

e e - I N (O G G W
Ar AW W -2 =~ ~ O O

_
A b

-
(@)

-
a1 O

I R U G
N N OO O OO OO



SISt
${post_edited_translations.segment}
SANBKERFP
${post_edited_translations.segment}
fRIBRFR
FERERER (SSO)
T fi# StorageGRID SSO
StorageGRID SSO HMERFMFEEIN
ifIAEX S P AJ LAE R E| StorageGRID
7f StorageGRID FfigE SSO
£ AD FS &1y StorageGRID gl {EHiHEE
7£ Entra ID /1 StorageGRID gl FAEFE
£ PingFederate H1/y StorageGRID I3RS IR IEE
7£ StorageGRID H1Z2F SSO
B2 AMEHEA StorageGRID BIETI S/ SSO

17
18
19

19
20

20
20
22
23
24
31
35
37
41
42



1= %% StorageGRID B9i10]

17l StorageGRID (7]

Eay LB I HSNAN B R H S NE D AR RIS ] LUK IR) StorageGRID LA
P LURITHLEES, LA IBAERER (SSO). SRR P IHIERME RIS,
=% Grid Manager FYi7 0]

EoI LB MEBMREXSIRESNANRF, @ EIRE A4 A P RHE IR LAAR Grid Manager F1
REIE AP,

A" MBS I LUNRIZE groups"M"AF"HIRE, HFATFAFERAAENERER StorageGRID, HNRfE
F3 Active Directory. OpenLDAP & Oracle Directory Server, MB]LIACE B DS,

()  mRmEAEEt AP 3 RS, BRREALSE,

TR LhEd A ENMADEA R IR N RRBES AR A URITHEES, FM, EagfRE— AT
FREBEIE ILM RN, MB—NMEAFRAFEBHRITHERES. BRYAE VBT —IMAF 8RR RS,

}E, EIUBARENRE. RIFATPHNAF RETHIREMINEE, 1T A7E Grid Manager 5 Grid
Management API AR T{ERIEE A B TR AT 1E,

BERERER
StorageGRID RAAX I ERALT LM SHFICIES 2.0 (SAML 2.0) tERE S EF (SS0), EEEEHEA SSO"

2ZfE, FFERP BT INE B HIREIEFIEMDINIE, SRS 8Eih1a] Grid Manager. Tenant Manager. W
MREIE AP FHFEIE APl AR TSR StorageGRID,

BB ERRIAEIE

WEREMEIFTIZUUN T StorageGRID ME BEHFEEECEZ . T# StorageGRID ZRFAHIMIEIAIMER
MMEBZENR P EEERL, B LURIEESE S EEIE",

BT RIEH e &Y
GRS 5 AEE — AR AT, BB SSH Lladmin'SHBREHA, WET VMR
BYERERE oot R, RERE, EALUENTAEH AT HRE MR,

B4 StorageGRID ff &%

fER LI FZE X StorageGRID ELEZ RS, ME. ¥V EBMEPIEIFTENREEIE, TH
MEBEMITEEIZTILIEIE, MEEEHPES StorageGRID REHIMIEIRIME .
AT iz B BN EZ A,

ez Al
* B "2 Web H%E2E" EREIMREIERE.


using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
using-identity-federation.html
managing-admin-groups.html
managing-users.html
managing-users.html
managing-users.html
managing-users.html
managing-users.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
admin-group-permissions.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
how-sso-works.html
changing-provisioning-passphrase.html
changing-provisioning-passphrase.html
changing-provisioning-passphrase.html
changing-provisioning-passphrase.html
changing-provisioning-passphrase.html
changing-provisioning-passphrase.html
changing-provisioning-passphrase.html
changing-provisioning-passphrase.html
changing-provisioning-passphrase.html
changing-provisioning-passphrase.html
changing-provisioning-passphrase.html
changing-provisioning-passphrase.html
changing-provisioning-passphrase.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
change-node-console-password.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html

 ${post_edited_translations.segment}

* EEHRIRISEBEEE,

KXFUES

WS REMAEIFTERF UK "${post_edited_translations.segment})" #HEBEEZRE, EEERBERE
Passwords.txt XHHFIH, BEZSHICREEZREHBEREELTESNUE,

Bt
. ${post_edited_translations.segment}
. ${post_edited_translations.segment}

1

2

3. ${post_edited_translations.segment}

4. BNFTRVERDIIE, BREEANEEEL 8 MEFREE 32 M FR. BERIBERAANE,

() rEEzmEsEREReUE, XERE. TRISPRERIEN,

o. EFINIERN, RRIEF Save*,

${post_edited_translations.segment}

0 Provisioning passphrase successfully changed. Go to the Recovery Package to download a new Recovery Package.

6. ${post_edited_translations.segment}

7. NV ECE BRI REIE LA T E A IR E B,

() =xmEZBE, YA TEFOREE. WEOXHERIFEER EEENTRRS,

1t StorageGRID LT Rz 82T

MERPNETTRBF—ITREFSEE, BTERIZTR. MABELT, TN
HE—ME—NEE, EALUSS T BEESNMNE—ZE, UAlEEeTTRINEE
BERAERERENE. BEFEEREES,.

Fria B

* BB SZIHH Web K2 BREIRIGEES,

* 155 "4 root HIEAIR"

* BE YIRS EBEE,

XFIAES

TR UERT REH S EBEE SSH Ll"admin"BMEREIT R, Z0Ed VMAEERISEZERE root A
o ERIUER U TETZ — BT R IEH 8 & g:

s]

© BRRRENEBEN ARSI TR
* BE—TEREBHBHENATRETR


https://docs.netapp.com/zh-cn/storagegrid-120/maintain/downloading-recovery-package.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html

* EEM—EBHRBENAT - ITHEITTR

B TEETTIME B RYEFT "Passwords.txt X{4H, ZFREFITEXHRY" Password" 51,

@ BATFTHRZENBER SSH &ARY "SSH 1R Z " ST RIZH BB o . hEEFZER SSH

lEkA R
RLtEE S
SB

1R ERE > HRE] > A EE.
2 wERTAEHATE T, ERHTER
THRIFMEE

ZfEE&%“ﬁE?’E%‘Jé%?EEZﬁG, B FHIEFMER, MREATRNZEERIIZRK, EaIUERIES A FRE
3o

p

1. I NHRBVECE 2055,

2. R T HME R4

3. BIMEBXH (.zip) EFEFIRM I %2, IRADFNUE,

(D saRpmEaxs, ENEESTHFM StorageGRID REHIMIBNEH A,
4. 3%&#F Continue,

R

1. BEEEC AR ENRTT .
° Bl StorageGRID =BEIAFIAT R ECHHIBENIZH 8 ZH3.

° Custom: EIRMHITHIBED,



=k
1. 3%&#% Continue,
BEX
1 ®FE TRz —:
© 2RIEHIEEE: WA T RN AERENES S EE,
© B—ITHIEED: PRSI R LEHEARRNEE,
2. NREF L BITH ST, BWMAERATRET RN,
3. FNRITIEFRE T *Unique console passwords*, iEHMIN—NEZ N mHIME—ZRH,

4. %1% Continue,

SER RIS ELR
. BIBATHEIER, MBETRELTIL StorageGRID FHABHT SEHI A%, AT Yes.
() iwEAeE, BRI,
StorageGRID & & & FHEBIFHIRE €,

LIS B/EZ TR, £ Download new recovery package H{REE €1,
TH * zip Xt

HINETLURIRINE, B31F Passwords.ixt X5, ZXHEEHT AEH 8% E,
BIMmE XY (.zip EFEIRIZE. IFERINUE,

a > W DN

(O FEmEzpmrEnEe,
ERTRIPIRES Y, ENEBSTATM StorageGRID RARIEIBENNEHHME,

6. I ERELIEREE TEFNMEBHEIET NS,

7. 3%&3% Continue,
StorageGRID B & mAVE,

NRAEFIIZPHINER, HEFIFIHREEXZBHTREE. AAKENELTEERNZBRERT
REFRXZIE, MRIBERNELETN[UNAREREZN, WRHIL Retry 324,
8. MR—IHE N RHNEBEHRKRK:
a. BERPTIHAIHEIRES.
b. R[],
C. I EIR"



()  EtiEsammER kIR S S R A5,

0. YHAEFISTKBERREMY, %HF Finish,
10. BHAETRNTRIZRIEEEGE, BRETENE—MES.

SE24 StorageGRID EIETI S SSH iR %245

ENEET R SSH ipREREZBMMEPE T T R —RER SSH iRk, TEE
T REAXLE SSH ZiEd R 2 MNTEE B A IIEHR T <o

M SSH Z$ALL "admin’ B ERTI =, U root RSB REIMMWSYIEEITH & %R,
FaaZ Al

* B "SZHEFR Web H'%G2E" EREIMNEEIERE.

* 18R "HIPEL root AIRIAIR",

* EELRRIKEREE,

KXTFUES

BT R AOHT RIS S A TR E SR Passwords.txt ST, BRSAFIFELSIAEA"
LN

BT T RZENEERN SSH ZAFRMA SSH FEE L, XEFBABEIHREFHITEN.

ARt A S
g
1. BB EE* > IHREH > MIgEE,
2. £ Change SSH keys T, i%&#¥ Make a change,

THERMMESR

;%EE& SSH iRIEAZ AT, B THIARMER, MREMTROBRABLIRANY, ERILUERLXAHrE

p

1. I NN ECE D E,

2. R T EE R

3. BMEEXH (.zip) EFFIR M L2, IRASANME.

(D  waEspmEexe, BNEEsTRTM StrageGRID RETHRIUKIENNZHAIZ,

4. %% Continue,
S. HIRHIAFHEERY, NREEERTITIBER SSH HRZER, 1BIERE B


https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html

(D iwEAeE, BTEIE,

4 SSH IR
LB SSH IFABBIRRFT IR, BEROESMBRANHIME L. AE, EEITHLENHH,

p
1. EHFERMNMESR, XEFE/LDHTE,

X
2. S%Tﬁﬁ%ﬁ'rfﬁ’éﬂﬁ‘i%ﬂ%, SR THAME R ARMMERXH( zip R EER TN R2. ARAD I

3. THZEME:

a. ¥J7F ".zip" X15
b. HIIAERILUAFIRIAR, BIEEEH SSH iA0Z AR "Passwords. txt 15
C. BHMMEEXH (.zip EFFIFR ML, AIEABIMNE,

(O FEmEzpmmEnte,

HIRIPME XY, ARNEEERTATM StorageGRID RFEIREVEIBIIINZZE AN ZRT.
4 FHEI TR ENEAEN, XAIEFR/LDHEIE,
MREXTFRETRNER, WEREBRINEE

NREEMIIZPHINEIR, BMIBESRYIHREENEZRNT RHE, RAGBEMNTEAREERHEE
PN R EERIZIRE, NRIBERFNELETRMALEENEH, WSHI Retry %5,

MRS T RHEZRAENRRM:

a. EERPTIHAHEIRHER,
b. R[],
C. W EI
ERNEREAEREARRIAERKBI T = ERY SSH 1A% R,

5. BNFIBET AR SSH AR, EHIkR ETFHMNE— M REE,
6. (\[i£) 3%E#F Maintenance > System > Recovery package M FEH IR E 8 EMEIZS,

£ StorageGRID H{EA S EXE
FERSMHKEI UERMSEANAR, A FTRARERRAENERER StorageGRID,

77 Grid Manager B2 & S84

WNRIEFEEIE Active Directory. Microsoft Entra ID. OpenLDAP =% Oracle Directory Server FH MR HEIE



EIRAMABF, NelLYE Grid Manager AL E BB S,
FriaZ di
* BB "STIEH Web HHE2E" BERIIMKEESS.
* B "FFEIRIRINPR"
* {&IETEER Active Directory. Microsoft Entra ID. OpenLDAP 5 Oracle Directory Server {EA S {127
Fo
()  nRmDEAESIL LDAP VS RS, BBREAZ,

* WREITRIEER OpenLDAP, MIAZAAZE OpenLDAP ARS8, &S5 FLE OpenlLDAP AR 2£MIIER,

* MNREHRBRE—ER (SS0), MBS "ESEZRMNERFMEEEIN",

* MNREIHREREZREL S (TLS) 5 LDAP fRSE2(3#1TBE, NS MRHEFETEFER TLS1.25 1.3, &
B[ T TLS EEZIFZE",

KXFUIES

MREMEMZES (30 Active Directory. Microsoft Entra ID. OpenLDAP B Oracle Directory Server) § A%
>, WA LIRS BRI E Z DR, BRIUSANUTRENA:

c BIEGRA, BEAAFMER A LURIED A 1ZANEENEERE Grid Manager HHITES,
s NMERBCHE M RENEFRNAFRBRYE, APEPREF ] URIEER- EERP 2L ZANNIRE S
FFEF EERHNITES. 1BBRCEHEF KPR EREF KT RIEE,
WMANRE
S
1. B E~ > IHR)iTH > B8 E,
2. EF RREMEES
3. 7 LDAP IRSZH£BIE Sy, ERERERY LDAP ARSIEEY,

LDAP service type

Select the type of LDAP service you want to configure.

Active Directory Entra ID OpenLDAP Other

R E At LUEZE E R Oracle Directory Server B LDAP AR5325891E,

4. NREEF T HM*, BETS LDAP B D HPHNFE, S, BRET—P,

° AFE—RR: 8% LDAP HFRME—IRMRATTHEMRT. LEMF T Active Directory BY
sAMAccountName "l OpenLDAP HY “uid. YAREFACZE Oracle Directory Server, BRI uido

° AF UUID: 8% LDAP AFKAM—IRIRFTIEMER IR, LEMEMT Active Directory B9


https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/supported-ciphers-for-outgoing-tls-connections.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
creating-tenant-account.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html
../tenant/index.html

objectGUID M OpenLDAP HY “entryUUID., SNERZEFAZE Oracle Directory Server, BN
nsuniqueido B MHAFPHIEEBMESIE 16 FTHFFTEMIMN 32 i+ #FIHF, HPEFF
R,

o (AME—RFR: B LDAP AM—IRRFFHEMERFR. LEMFMTF Active Directory BY
sAMAccountName "Ml OpenLDAP BY “cn. YIREFAIE Oracle Directory Server, iHHIA cno

° 2 UUID: B1% LDAP ARVKAM—IRIRFTFREER R, LtEMEMT Active Directory HY
objectGUID M OpenLDAP HY “entryUUID., YNERZEAZE Oracle Directory Server, BN
nsuniqueido B MANIEERBMELIRE 16 FHHRF BN 32 (U+EFIKRT, HPEFRE
2R,

S. X FFrHE LDAP RSB HKE!, 5 "ECE LDAP ARS23"28 0 P NFTEERY LDAP fRE 23 FIMEZERZER
° FHA: LDAP fRZ 23T REHE (FQDN) 3¢ IP bk,
° i ATFIERER LDAP RS 2:MEH O,

@ STARTTLS BYERIAI®O /9 389, LDAPS BYERiAIRO/T 636, BE, REMAIEEEIER
, AR LERE MR,

° P& BiEEE LDAP ARS5ERRIA A BRI DR MR (DN) RISTEER R,
XtF Active Directory, ERJLUETE FERERZMEA R EHRMF.
EENRAPYUIRBTIHANAEF LURIBREILL T B IERIR

* sAMAccountName 3§ uid

* objectGUID, entryUUID, B nsuniqueid
" cn

* memberOf & isMemberOf

* Active Directory: objectSid. primaryGroupID. userAccountControl F
‘userPrincipalName

* EntralD: accountEnabled # ‘userPrincipalName

© B 5P S B,
() meuETHED, NWBRELRE BHTER

° Group Base DN: EIEZEM LDAP FHBIRI D IHZ R (DN) B5EEEE1R, 7E Active Directory R~fjll (
MTF) 1, HA9PRFRE%FE 2 DN (DC=storagegrid, DC=example,DC=com) BIFfE A5 5] I {EE%
&4,

() aAw—aiErERFRNERES DN AR —H,
- FFEE DN: BIEZAS Y LDAP FIHIVITIRS (DN) HSBHE,
() mrw— g ErEE R R DN AR —h,

c BEAFBBI (k) | MRTEBIHERI, StorageGRID MERRZEINAF 1R,



BIUR M HERP B8R, FEANNER StorageGRID TESRSBKFEE, SINEIATFRRER,
WAL TERZ—:
* UserPrincipalName 13 (AD #1 EntraID) : [USERNAME]@example.com

* FTREFRZMIER, (AD 1 EntralD) : example\ [USERNAME]

" PHORER . oN= [USERNAME ], CN=Users, DC=example, DC=com
BREREFES [USERNAME],

6. EfFMEREM (TLS) &5, ERE— I L2IRE,

° {5/ STARTTLS: f#f STARTTLS 1##F5 LDAP RS 2:MUIB(S, X2 Active Directory. OpenLDAP
SR EMIEIRAYHERFIEIR, {8 Microsoft Entra ID A3 #F %R,

° {#FH LDAPS: LDAPS (LDAP over SSL) EINfER TLS #2315 LDAP PRE2809EE. EAA
Microsoft Entra ID ¥ 7%,

o AMEF TLS: StorageGRID £4i5 LDAP fR55 28 Z BN RE R A Z R Microsoft Entra ID A%
FF LRI,

@ WRIZRY Active Directory ARS3 25585 H11T LDAP &£, MARZHER*AEH TLS i%
M, ATER STARTTLS 3% LDAPS,
7. SNRESFT STARTTLS 5 LDAPS, 5% BT RIFEZIER.
° Use operating system CA certificate: {FRIRIERH L LEAIEIARIE CA IEFRFIFER.
 FHBENX CAILH: FHABEEXZEIER,
MRIERINRE, BB EXNZRIEBEFRIFMILE CAIEBXAHER,

MNERHRFEE

WNFREER, YRFNiREE, REATEERELE,. StorageGRID Wi LDAP RSB 2HEZISE NS ER
FaEX NRERH) .
gl
1w MR
2. NRKIBUHPERF 8
° MRFEFIGEEM, NKER"Test connection successful" GUIRZEIZRIN) HE. % Save REA

B,
?D% EFRETY, BERTERLMAEE"HE. EF Close*s AT, MRMEMIEEHBRNIRE
Zo

S MRERMTHERF BB, FRANERNEKSAFPHNAR2MNEE,
50, FRANEECHNBRIMNER. B7PERFITESEMEHRFN, @,



Test Connection X

To test the connection and the bind username format, enter the username and password of a federated user. For example, enter your own
federated username and password. The test values are not saved.

Test username

myusername

........... ®

Cancel Test Connection

° NRIFEIZIZGEE, NSRBI "Test connection successful" CNEERERTH) EE. TR Save R1FED

B,
c NREFLE. BEBFABBANXBARMEBLTY, WEERERER. BHAFEREHEH
ML

sg il 5 BN IRED
StorageGRID RAEHMSABERSHKABNAF. MRERREBRBHAFNR, ATLUEBEHRES,

p
1. BE"SHEKE"TIE.
2. FEEUEURAT RIS RS 880

EZSEAIREFE—RAYE, AFRUATERIFER,

() ORMSGFERSHAANAPNLIEE, Naks SHBARS R TR,

RASMEKS

TR LIRSk AR RAMBRNS NG, FABMIXS/E, StorageGRID 5&RZERKRABHITER.
BR, BEEEMFARERRRSE, UERRAIUEMENBASMNEKS.

KFIAES
TERSMERREZA, NAETUTEI:

* KERAPRBELEER,
* YR ERNEKESRAFPREESIEIHZAIRE X StorageGRID RZAMIARINIRE, BEERIEIHERILE

EFo
* StorageGRID AA5 SRZEBIAZHITRAT , WAZHMEKREDBIIKP ZHER,

* MRBRER (SSO) RENEBR' W WERN, WERASNEKS EEERKER, ONARERER
TE LR SSO RERENBRA", ARTREASMEG, BB RRAERER"

10



p
1. R SRS TUH.
2. BUHER* B RS NG EITEIE,

FlE OpenLDAP fRSZ22M015RE
NREIE OpenlLDAP RSESBATFHHELE, MHFTE OpenlDAP fRSS2: AL BISEIRE,

¥tF A& Active Directory 3¢ Microsoft Entra ID Y5 147&, StorageGRID A= BznhfELEITIMEBEE
(D mevmr s3 i, BIELE S3 3518, BHRZAANER S3 BHRMATEAHREZE

[o}

Memberofflrefint& /2

[Z/2F memberof 1 refint Efl/E. BXIFHAER, ESM "OpenLDAP X1%: Version 2.4 Administrator’s
Guide" AR R ML R R ZE M 4P B,

Z5l
WIERISEMNRS | XBFEE LT OpenLDAP E1%:

* 0lcDbIndex: objectClass eqg
®* 0lcDbIndex: uid eq,pres, sub
* olcDbIndex: cn eq,pres,sub

* olcDbIndex: entryUUID eq
tesh, ERERAFRENPRINFRERARS|, USEREEERE.

BB "OpenL.DAP X14: Version 2.4 Administrator’'s Guide" 1 % K [A£A Rk B B & 4RI E B

18 StorageGRID FHIEIE A

e R ERAREE— IR ZNEERAFPNZENE, ARPXAIETENEH, 74
BEFR1E Xt StorageGRID RZiHYi A4 R,

FaZ Al
* B "SZREFR Web H%G2E" EREIMREIESE,
* BB "RBEIRRIRR"
* MREHHSNEKEH, WERTEEBEESNEKS, HARKSHEFETERENSHIREF.

BIEEIERA

EIE R A RIS EMLE P 8] LUAIE) Grid Manager #1 Grid Management API FRRYBRLETHREFN 2 1E,

11


http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
http://www.openldap.org/doc/admin24/index.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html

At EF

p
1. ®&FECE > ipiniEs] > BERA,
2. pEERelEEE A"

prie 24 eyt
eI LI A LA S S NBR S 2,

* IREBBNR D ECLaZ4ABF, 15824 MA,
* QIEEXSALUMBESNAF

AR

T

1. AR,

2. MNAMERBIR, EALUHEERIBREEH#HITEN. a0, "Maintenance Users"5"ILM

Administrators”,

3. BRNZANE—RIR, BUSTEEMZET.

4. %&4% Continue,

BX&4H

R

1. R AH

2. MANESANNANEIR, SEENSHRFETRNENRTEER,
° ¥¢F Active Directory #1 Microsoft Entra ID, i&fEA sAMAccountName,
° ¥F OpenLDAP, 51 CN GBAR) -
o 3P FHfh LDAP, 15 LDAP fRSE2800E HE—Z R,

3. %% Continue.

EIERANR

TR

1. XFpRER, ERAPHAF ST A LUTE Grid Manager #1 Grid Management APl R EXGE B ITiR
£, HBEMNBRERETHIREMINEE.
°FEE (FIA) - BRPAUERIREHNITHEENR A FEVIRE,
o Qi AP REEEFIREMINGE, M1 ETE Grid Manager 5% Grid Management AP| i TERI X
FRITEENRE, AMRIKAF U ERE S NERE,

@ MRAFPETZME, BEFRARENRE, WizAFPBMNAEEERENIEREER
BRI R,

12



2. RSN "EERANR",
BTN NMADEEDL—TIR; BN, BT ZAEAFRBITAER StorageGRID,
3. MNREZQIEAMA, HRF A, NREBCIRERSAH, HEFQBAFH T

ANAR ((XRAsHLE)

p
1. Bk, AUEAEE— NS DA,

MREHEARSIRAHA,, WaILERRMNIAFRNER TRES. ST RP TTE DRI A Rz A
Fo. BXIFEESR, B3 "EEAF

2. QIR EFAE H TR

EENmEEERA
EANEENEANEMES. ERAREHID,

* EEEBENELRER, FEE"A THE LHRR.
* BEEEREANFBIRAEREREA, FERYRFEREIFAEENH.

£ ${post_edited_translations.segment} J¥4A(=ZETE
EEHAFAERE  a EPZANSIRE, TERPIEFHRR,

b. W R(F > EEHAFRRES.

HEREREM (R a ERZANSIEE. a. ERABMUETFAEE,
PRAEE) b. PEEIRE" > WIRABTR. b. SEEBIRENT /.
C. WNFETo C. BNFETo
d. %&$% Save changes, d. i%#} Save changes,
EEIAIAIERNN & ERIZANSIEE. a. EFRABRMURTFAER
" b. JEFRIE* > EEEHAIFME S b. (d]i%) FXARHIAIET.
c. (Flik) BEABIIARIET, c. (RIi%) EFFAR "EIERHNR
A () ESEM CEERANE
"o d. j%#® Save changes,
e. 3%#%¥ Save changes,
=kl

p
1. EHPIZAREEAE,

13



2. R > EFE,
3. ERERIERS.

iz

HEMRGHMIERIZAR, TUMRPRERS, HBRSZAEXKIPIEIRIR. BEFEEASMNATRRERMERRAR
, BREMIFRAF

p

1. A" TIEF, EPERRNENMENEIRIE,
2. BEERRE > MR,

3. R MIERAE

StorageGRID FEYEIEHNIE

AEIBEERAPARN, ERLLUEE— IS MURRIEH IS Grid Manager 45 EEERY
el AR, BAURESTMAPDREA— TS TMIEEERA, UHEIZRAP A UHRT
HIESS

AR MEPEEL—IER;, BN, BFZANBAFPRELEERE Grid Manager 3 Grid Management
APIl,

AINERT, BFEDEE—IMMUIRIVARERIA A ERR LUAITIA TS

* BRIIMEEIESS

© BEITHIER

*BETRIE

 ${post_edited_translations.segment}

* BNECHER ((XRASHAR)

* EEREEMNAF A LRUNELER
${post_edited_translations.segment}
MNFFRENR, ARV HRRIVISERE TR SR UEREHNITIRE, BRREEFRXIGENINEE. W
KR—TAPEBTZME, BEFEA—IMAEARIKENRIR, WIZAFRXNAEEERIZREMINEERESR Ri%iAR
U PRo

UTEBNET eESmEEER AN IUDERINIR. ERREEHIERIIIEEEFEE Root access 1X[R.

Root i[7]
WA PRI XS P AR B IR THAEAY A R] o

14



BERFEF root 15

LEAY RIR A FE - DU L A9 BRI TAVIG R R , AAVFEIT KR LB AR A 943t root A3 BYE RS,

[BR S3 ZAT NIRRT, WARMATER S3 B, A UNRKAF TEEE ERERD XD,

() =ETFHEA B oot BT TEAYHITIR, RSB HF I AR,

ILM
EEARPREZMHXT AT ILM BRI iARIA R -

* FE

* KB

* REBIREE

* FhEH

* FELRF!

* HX

* WRITHRIEERK

()  BPAARE EREEE IR SRS,

4370
AP A 4P AR REfE X EEE T -

* BoE > ihiaiEHl:
° S EHL
* FEE > MK
° S3HAIEE
P> {155
° =H
N
° WREEMNSE
° e
MR > RYE
- MmEL
° BRHEER
* ZFF>TA:

=+
JTa0N

${post_edited_translations.segment}

15



© LR > AR
° DNS AR5523
° AL
° NTP fR552%
P > R4
° FRIIE
* FEE > L
° S3HSIHE
c BBE > Re:
° JEH
* FEE > %
° BH1%# syslog ARSS 28

${post_edited_translations.segment}

LA PR A VR IR AT EIEERED, ARAAEE IR fEEIRFH. BB ERAN,
EnEH

LA PRI T LA TR BRI RIAR R |

» ${post_edited_translations.segment}
* FRAMSEIE APl BY Metrics 2853 BE X Prometheus 151718
* B&$6H5M Grid Manager IX&RIREH

MR THIRETK
HARPRAZ 3T ILM > SHRTTEIEEH TUEAIA AR,

HittgicE
HARPRAR (35 I T Y0 R AR BE B e TR 5 1A R

° ILM:
° TFELRS!
* BCE > R4
* ScFF > HA:
° FERRAA

FiEcEEER
AT PRER A

16



* 3@id Grid Manager 5 8)1Zi#1& & LB E 25! SANtricity System Manager.

* BENSTE X LR ERYIG B AV B IRIR B 2R TR & TIPS HEBR TN 4IPS,
ishalli
LA PR 7835 -

* IpREPTIE, ERIEEPEE. REMMEREF kA
* EENERED LR
* EEESMHEFPFAGESNMREERSRRRFR

£ StorageGRID HEIEHF

BRIUEERMBFMEXSRAF . EEAURIZAMABRFFESELIMEIEA, LA

EX L P el LA iR)HFLE Grid Manager Ih8E,

Fraz Al
* IEEER "S2FRY Web 525" B REINEEIESS,
* 8B "REIRRIRR"

BIE A

BAURE—ITRZIEMAR, AREES AR DEE— 1S Al AR RESIRARILOGERY Grid

Manager #1 Grid Management API ZhgE,
TREeIEAMAR . EARIMNISREERSHFMA,
& E IR EE— 18 /9 root" MIFE X A o fETEMIBR root FAF.

() mmEBTE—%R (SS0), WAHEAEEERE StorageGRID,

AR F

TR
1. &R ERE > ipiRiEs > EEGEAF,
2. JEBIZRF

${post_edited_translations.segment}
B
1. ${post_edited_translations.segment}
2. (ENI%) NSRRI FEAAIR Grid Manager 8% Grid Management API, &i%#% Yes.

3. %#E Continue,

17


https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html

DECEIAH
p

1. ${post_edited_translations.segment}
NREERGIEA, W UAEREFANERTREFZBF. G R A TE L IE A ANEEH,
MRAFBTZME, WRIRZERRN, 152N "EREEGA" THRIFERER.
2. S BIR AP HhEE T
${post_edited_translations.segment}

TR UEENE AR MBRSAFNEAEE, BaLEAtAR, UEZAFRNEE. BEsAEEK A
519, XA LURBYFELEF A 3518) Grid Manager #1 Grid Management API,

BREEREBEAAR . BERIINISHIRREERGAF
* AREEMAESHNKSAFANEARER, FEE BFA TE L%,

» ${post_edited_translations.segment}

${post_edited _translations.segment}

@ ${post_edited_translations.segment}

11 ${post_edited_translations.segment} J¥4=ZETE

${post_edited_trans a. ${post_edited_translations.segment} FEFRHEEEFPBZ T,

lations.segment} b. ${post_edited_translations.segment}

REESE (YR a. ${post_edited_translations.segment} a. EFEEAFPZUERIEHAEE,
SRF) b. SEIRRIE > HIEL R, b. SERIBENT £ o

C. BINFT BT, C. BINFTRFFo

d. i%#% Save changes. d. %#%¥ Save changes.
B ${post_edited_translations.segment} EEARZUETEAER.

StorageGRID i/i7]

o o
T o

${post_edited_translations.segment}
4% Access EIF,

d. ${post_edited_translations.segment}  d. %% Save changes.

3% Access EIN =,

${post_edited_translations.segment}

o
o

e. 3%#% Save changes,

18



1= ${post_edited_translations.segment}

${post_edited_trans a.
b.

C.

lations.segment}

${post_edited_trans
lations.segment}

3]

SANEKGHAF

c 9o

${post_edited_translations.segment}
${post_edited_translations.segment}
PR TR,
${post_edited_translations.segment}
Vi = SEoy ey T

${post_edited_translations.segment}
${post_edited_translations.segment}
${post_edited_translations.segment}

${post_edited_translations.segment}

EFR*Edit groups* USSR [E Y EF
¢H,

1%£#% Save changes,

${post_edited_translations.segment}

TR

1. B EE > HEEE > EEERAF.
2. ${post_edited_translations.segment}

3 MAN— TS MEXSHEFR UUID AF R

MNFZNERE, BEMITHERINE UUID AR R,

4 BN

MRS TR AR "FREARK, BRITUTIER:

a. ${post_edited_translations.segment}

b. ${post_edited_translations.segment}

${post_edited_translations.segment}

${post_edited_translations.segment}

${post_edited_translations.segment}

p

1. ${post_edited_translations.segment}

2. ${post_edited_translations.segment}

3. ERERIAFP RS,

V)

T 9o

o

HAME B IE

- EERAPBURTEAEER.
- RS AR,
${post_edited_translations.segment}

- EEREEE

EEAFPBUERFHAES
${post_edited_translations.segment}

${post_edited_translations.segment}

PEAF*Edit groups* LUEER R EIRYEE
¢H,

#£#% Save changes,

19



HipRA A

${post_edited_translations.segment}
() EFEMR root A

p

1. ${post_edited_translations.segment}
2. FEFR0E > MR,

3. ${post_edited_translations.segment}

FRERER (SSO)
T fi# StorageGRID SSO

BRRRER(SSO)E, REEFRAALRLEHNSSOERIENEZRHITRNNE LT
, AR EHRIMISEIEZS. M EIESE. WMREEAPISHF EIEAP, XMARTES
= StorageGRID,

StorageGRID AL HHERTEMEIRICIES 2.0 (SAML 2.0) fRENBESER (SSO),.
EERESER (SSO) ZHi, EEEBA SSO K StorageGRID & R $E I MEI = FIgZIM,
B SSO &R

[BH SSO #& R StorageGRID f[5, AASKEEEREIALRH SSO TE UKIEEREE.

p
1. 1£ Web X ¥5 28I NE(T StorageGRID BIET M2 RENF S IP i,

ItBT38 8 7R StorageGRID &R T1E,
° MNEXBEE—RIELLNEEE EiFRIZ URL, RASRRERAMS 1D,

° YNRELETIFIELYE Grid Manager Bf Tenant Manager, RASIRREEFRRIEAIM A SN, 1D,

AP KPR URL (BD, E2RERIHEZD IP ik, SR
@ /?accountId=20-digit-account-id) BY, F=E/ StorageGRID BFRIH, HK
, RAARIBIFEEERRNALR SSO BFRIHE, BAILITELLR F/H SSO FiEE R,

2. {EnEEIARMS BRI B EIEE

° Bipi7) Grid Manager, 5% Account ID FERE=, A 0 {fEAIKF ID, HEEFERIKAFIRPER

B$i%$% Grid Manager,

° BiEEFEEEE, BRI 20 (IEAKA ID, HFRBMEFE—NMEF IREERERIECAIKFS
=H)

3. IR

20



StorageGRID ¥ & EEREIZELNH SSO BERME., fl:
4. fEREM SSO FIRER-
NRIEHISSOEIEIER:
a. B{312Hi2F (IdP) /@ StorageGRID 121 B2 I8N o

b. StorageGRID 33 & {43 o

C. MIRMNBR, HEEETASE StorageGRID iHAAPRAVELXS4H, MERKERE Grid Manager 3
Tenant Manager, EABUATEEZEIKS,

@ MRTEMRRSKF, RELEZRE T RS StorageGRID iR RINVEXSHNIERAF
, BABARTER.

S. MREEBBHINIRE, el LLUEFIAREMEET R, iAE Grid Manager 3 Tenant Manager.

BEFEHBAN SSO Ko

[2F SSO BEsH

73 StorageGRID 2/ SSO f&, FHEHNIREMFABREATEERNABTHIEHLE,
TR

1. TR RENA LAV EE T,

2. JEFEHRH

ILEEIE B~ StorageGRID BRMHE. sIOMKFA*THIYIREEH, 81 *Grid Manager A BIRFR, LU
G 3K o] LU Rt in) X L A - SR

TRLETHEAEMISSHERENEHZLENRL. NMREEESMHNRZIEER
StorageGRID, M7 5 MPREFEEERIEFIEH.

MREBERE...... AREIRE...... TEERE......

— AN HZNEIEY S W Grid ERIEET = LR Grid Manager FrEEIET = ER Grid Manager
Manager
AR WRER Entra ID BF
SSO, MEIREFRE /.73 BhETia) A BE
MR EET mHEH,

— P HREMEETR ENEAEE HAEETL R EREF EIE FrEEET = LRVEP B2
25

W& EIER M B Grid Manager XM EIERR, ST IUEHER
BRI TH SSO,

21



StorageGRID SSO HEXRF;FEEI
779 StorageGRID 2AEABE REF (SSO) ZHi, BEEEKRMFIEEIL,

${post_edited_translations.segment}
${post_edited_translations.segment}
* Active Directory BX& S5 IIEARSS (AD FS)

 ${post_edited_translations.segment}

* PingFederate

M5y StorageGRID RAECEFMNIXS, FARZREEE SSO BniRMiEr. BTHMEXSHI LDAP RS
KEURTE T IR LASEHERY SSO AL,

BEAlEAILDAPIRS A SSO SR M2 FRIZEDT
Active Directory * Active Directory
* Entra ID

» PingFederate

Entra ID Entra ID

AD FS &3k
f&o] LU LN E—hRZSEY AD FS:

* Windows Server 2022 AD FS
e Windows Server 2019 AD FS
* Windows Server 2016 AD FS

@ Windows Server 2016 R "KB3201845 E#T"HE mhR 4.

HER
* RmELTE (TLS)1.28 1.3
* Microsoft .NET Framework, hiz4s 3.5.1 SXEShi4s
Entra ID 25
YNREEMA Entra ID {E79 SSO K&, HBERAFKNAR EEBMAER sAMAccountName EARIZE, X

StorageGRID 5 LDAP RS3287FFiEIEES, mlRESBMEBE RN, EEATFARER, HIULRS LDAP RS
BEAYEE,

ARSSEIEHER

ZHANBER T, StorageGRID ZENEET 2 LEABSEEOEPRFIFMEEIEE. AP EESE. MREE
AP| FIfE &2 API B9iA18), &7 StorageGRID ELEE#AEE (ADFS) « AN EFER (Entra D) =%

22


https://support.microsoft.com/en-us/help/3201845/cumulative-update-for-windows-10-version-1607-and-windows-server-2016
https://support.microsoft.com/en-us/help/3201845/cumulative-update-for-windows-10-version-1607-and-windows-server-2016
https://support.microsoft.com/en-us/help/3201845/cumulative-update-for-windows-10-version-1607-and-windows-server-2016
https://support.microsoft.com/en-us/help/3201845/cumulative-update-for-windows-10-version-1607-and-windows-server-2016
https://support.microsoft.com/en-us/help/3201845/cumulative-update-for-windows-10-version-1607-and-windows-server-2016

ARSIRMHEEER (PingFederate) BY, FFEHAIRSEFIEHIEN StorageGRID iERHIZ R IEP,

MRETLE ENEEFRELEBEXOER", WENZRITIRE. REBEXRSZIHIERN, ERATHRE
BIET R, HEFLUTEFE StorageGRID K S 15E. A NAIZRFEL SP EEFER.

FRNERMAEE. DURBRRFR SPEEBEREET AWBARSSIES. MRTAN
() g, UaEm— 0BRSS, TERIMENTAZE, EARERIME
BEFEHAEE. CUHERFR SPIEE,

BRI LLUBE B R =8 shell #4552 /var/local/mgmt-api’ BRFEIFAEED SRS SIEH. BE
XARSZFBIUEPRAAN custom-server.crto TRMIEIARSZEFIEPE N server.crto
HmOEXK

B EEF (SSO) 2R Grid Manager 5 Tenant Manager i ERAI A, MR ELEAPERESERHITEN
IS, MIAFAERABRIA HTTPS O (443), BEIA "= HI9MERA A SR8

HINBXS B P A L E R % StorageGRID

TERBSESER (SS0) Zhi, NI AELE— 1S HAFRIUEFE] Grid Manager LA
RAEEIIIAEE A B9 Tenant Managero
FroaZ Al
* WEMER "2 Web 23" BREIMIE SRR,
* B8 "HEIRIRIRER",
* BERES MR,
R
1. MREFENEEFKF, BRINEEEAEA EEFERE NS HIR.
Eg;%%;%}j}lﬂa)ﬁ %""E%iqﬂﬁﬂﬁﬂ’ﬂéfﬁﬁﬁ%& Grid Manager EF'EP%E’\J/%T%?JF?\En%O BFH
ELD STEBER, BRIEMI1EE Grid Manager &1 RHIHF
a. ¥RISMHEF KB Tenant Manager,
b. HEF-HREIR* > BNEEE.
. WIAREP BRI NRKE EIRIE,
d IRZ, FRINMBEZATRHEFKFERBEH, BREIEE, AGEEE Save,
2. WINBXE AP AT LUATR] Grid Manager:
a. £ Grid Manager #, %#% Configuration > Access control > Admin groups.
b. iEHfRE M Active Directory B RENEL—NEXEH, HEBANESET Root iHRIR,
c. JE%H,
d. WIAEALUEABESEPHBE R EFHERT Grid Manager.
3. NREFEMBMEFH,, EHIARE Root RN RIEEE AP A UER:

23


configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
configuring-custom-server-certificate-for-grid-manager-tenant-manager.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/controlling-access-through-firewalls.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/web-browser-requirements.html

EMREERT, EEHEP

RS, AREEREIRE > HFiE.

EHRANFAE R AR L, % Continue,

d. iNRiEPEAE NS MR ERIE, BIUEEPREREFHEFRTS

T o

3]

BT 2 /R AE P DUE

e WIFREPKF, EFRBER, AR root R BHEREIFAFK,.
f EHEFEESED, TFHEEE > 4,
9. BHfR>RE Grid Manager WE/D— M EBAEHE AILFEF 2827 Root AR,
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