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StorageGRID dashboard F—

~  You have 4 notifications: 1 @ 3 A

Overview Performance Storage ILM Nodes
Health status @ Data space usage breakdown @ Lt
2.11 MB (0%) of 3.09 TB used overall
License
1 Sitename & Data storage usage + Usedspace S Total space %
Data Center 2 0% 682.53 KB 926.62 GB
Data Center 3 0% 646.12 KB 926.62 GB
License
Data Center 1 0% T79.21 KB 1.247B
Total objects in the grid @ Metadata allowed space usage breakdown @ e

3.62 MB (0%) of 25.76 GB used in Data Center 1
0 Data Center 1 has the highest metadata space usage and it determines the metadata space available in

the grid

. Metadata space 2]
Sitename o + Used space 3 Allowed space
usage
Data Center 3 0% 271MB 19.32 GB
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StorageGRID dashboard

Clone active dashboard
~  You have 4 notifications: 1 @ 3 A ’ "
Manage dashboards

Overview Performance Storage ILM Nodes
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Configure dashboard
Crawrview ' Purformance . SEorage . L ' Hodea . + Add tab
Tab name
Overview

Select cards |

5 M L M L XL
Health status @ Data space usage breakdown @ iy
3.50 ME [0%) of 3.09 TB used overall
License
1 Sitename § Data storage usage o Usedspace 2% Total space &
Data Center 1 0% LTIMB 1.247TH
Data Center 2 0% 521.11 KB 526.62 GB
Hgemn Data Center 3 0% 790,71 KB 926,62 GB
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Nodes

View the list and status of sites and grid nodes.

garch Q Total node count: 12
A
Name 2 Type = Objectdataused @ 2+  Object metadataused @ % CPUusage @ =
StorageGRID Webscale Deployment Grid 0% 0%
A DC1 Site 0% 0%
€ bcrapmL Primary Admin Node 6%
@ oci-ArRC1 Archive Node 1%
Ay DC1-GL Gateway Node 3%
DC1-51 Storage Node 0% 0% 6%
DC1-52 Storage Node 0% 0% 8%
DC1-S3 Storage Node 0% 0% 4%

EERSERR
MRENTREMEEAEE, WA TE—BEREERETREMEL

Bl B R IR ERETEN
@ RIER - R0 FEVELEE, "AEEN IR FEREEINA
121E

BFRAERRA, TREFEES TR RS
,.J\9|‘9€I7ﬂo f’i']fll], TR EMRSEIREEELE, fld, BrRFEEMRMEFLNRSHE
é‘é%;‘l; BER B RHIEE BN R AN MBI R E.

AR EREEXERERE, TRARETA
TESTRBEEREATERML, HUE R, EXLERT, P __[L,(uﬂﬁﬂi%mkuo
;E‘mﬁjﬁ L?/Eﬁb’{km’\o


monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts

EfR i) R TREITN
o RiERE - BIEMXH] AE RSB EAER LT <o
HFFHAREA, T RAREREDRE, MR—PHSPERETEDRS, "EEED
ZH' lﬁ#LﬁLlME'HEET’Eo
BN, TRETRELNRSEEEXF. TR
FESHERMHREFETHLR. —IHENE
?E‘mjﬁbk? Eﬁj:”kn_.\o

RIEBERE, XETRRELETEIAIE
£k

MRV REWRETFERE, WEREFTIREER, ERSET"REE BN BEETRIEDNER, HEFZ
o

LRERR
MRTREEENER, WSAETRINEZLERUATERZ—:

®FE§: FTEE(FLE StorageGRID T REARSS [EFIRERIF BB . EMILEIARRIRA R, MNREEK
SRR, FIRERSEIRS PEIMBIESR.

(1) &k GHEPNSIRERSETESRAEN RSB R, BROZAEEREIRHBRERBERE, LU
REEBERARSMLE StorageGRID T S ARSHIIE Fiz1To

/\\ Minor: REERIETT, EEERERR, MRULIETT, ARSTMARNIGITEN. ERZBEHFER
RETHERNEMER, UBRENFZSHETENRE,

BERG. BRHTRIVFAES

BEEETRERFETHNEE, BEERFRIPBAANERFNHR. EALRAKRZM. BRAVEREHITER
(5190, %A gat UREEHFIEMXTIR) o

EFENE. R TRNER:
* EFRME R RIAEEEE StorageGRID RG2S E,
" SR MR DR LR R LT RV E B T R E,
C ERE—NMEETRUBEEZTRNEFAER.
&% StorageGRID Overview &I+~
"BR"ENRIREE XS T RNERER. EXERIREMZT SBEAER,
B ETRFE T SRR ETR,


monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts
monitoring-system-health.html#view-current-and-resolved-alerts

TRIES

"HRE R RERBATIE T EXET RIERER.

NYC-ADM1 (Primary Admin Node) &

Overview Hardware Network Storage Load balancer Tasks

Node information @

Display name: NYC-ADM1

System name: DC1-ADM1

Type: Primary Admin Node

| 3adblaaB8-9c7a-4901-8074-47054aalbaeb
Connection state: & Connected

Software version: 11.7.0

|P addresses: 10.96.105.85 - eth( (Grid Network)

Show additional IP addresses v
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Alerts

Alertname & Severity @ 2 Time triggered % Current values
Low installed node memory [£
o Critical 11 hoursago @ Total RAM size: 8.37 GB
The amount of installed memory on a node is low.
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @
4% 100%
30%
75%
25%
20% 50%
15%
J 25%
10% \/ [\ﬂ N
5% 0%
14:00 14:10 14:20 14:30 14:40 1450 14:00 14:10 14:20 14:30 14:40 14:50
= Utilization (%) = Used (%)

B R RARBEEIENRE, HEFEREER LA — 1M, ERLUERERA 1 /08 1R 1 E= 1 AR
ARAER. EERILIKEBENXIEMR, LUEE El,Hﬂﬂ]ETIETJ,BIo

BEE CPUMAXNAFEARNFAER, BRMTREEETER L.

Memaory Usage 2]

T00.00%
2020-05-20 14:08:00
75.00% = ged (%) 44.70%
Used: 11.30 GB
S0:00% = Cached: 6.55 GB
= Buffers: 14256 MB
25 00% = Freg: 7.28 GB
= Total Memory: 25.28 GB
0%
1350 1400 1410 14:20 1430 1440
== {|5ed (%)
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° hic: 8% FRIYIE 10, 25 5 100 GbE Oz —, XLkim
ML (eth0) FIFF ML (eth2) o
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DC2-5GA-010-096-106-021 (Storage Node) &

Overview Hardware Network Storage Objects ILM Tasks

Node information @

Mame: DC2-5GA-010-096-106-021

Type Storage Node

10 f0890e03-4c72-401f 2e92-245511a38e51

Connection state: 9 Connected

Storage used: Object data % ™
Object metadata 500 @

Software version 11.6.0 (build 20210915.1941 afce2da)

IP addresses: 10.96.106.21 - eth( {Grid Network)
Hide additional IP addresses »
Interface & IP address =
eth0 (Grid Network) 10.96.106.21
eth0 (Grid Network) fe80::2a0:98ff:fe64:6582
hic2 10.96.106.21
hic4 10.96.106.21
mtc2 169.254.0.1
Alerts
Alert name % Severity e = Time triggered & Current values
ILM placement unachievable (£
© Major Zhoursago @

A placement instruction in an ILM rule cannot be achieved for certain objects.
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DC3-S3 (Storage Node) & X
Overview Hardware Network Storage Objects ILM Tasks
1 hour 1day 1 week 1 month Custom
CPU utilization @ Memory usage @

35% 100%

30%
75%

25%

20% 50%

15% 1 L
25%

[N S e

5% 0%

14:00 14:10 14:20 14:30 14:40 14:50 14100 14:10 14:20 14:30 14:40 14:50
= Utilization (%) - Used (%)

b. M TFRMUBFRENAHR, ERESRENE SN, ZHIBRM. FHISH P it LIRS NMAMH
HRESFER.

() Rews Gt BVC 1P MHEEE) SEATRERIENLE,

FHERBVAMLURYT BR (MRENZLREN—7) ERERERTANRIRERERSR,

11
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StorageGRID Appliance

Appliance model: @

Storage controller name: @

Storage controller A management 7 @

Storage controller Bmanagement IF; @

Storage controller WWID: @

Storage appliance chassis serfal number: @

Storage controller firmware version: @

Storage controller SANtricity 05 version: @

Storage contraller MVSRAM version: @

SGe0ED
StorapgeGRID-LabT9-5G6080-T-134

10.2

102
6d039eal0001T35000000006507HTEL
721524500068

08.53.0.09

11.50.3R2

N220X-B53234-DGL

Storage hardware: @ Naminal 1B
Storage controller failed drive count @ L] ils
Storage controller &; [7] Nominal ]l.
Storage controller B: @ MWominal 1th
Storage contraller power supply A: @ Nominal ils
Storage contraller power supply 8: 7] Mominal ils
Storage data drive type: @ NL-SAS HDD
Storape data drive size: @ 4.00TB
Storage AAID mode: @ DDP16
Storage connectivity: [~ ] Mominal
Overall power supply: @ Degraded ils
Compute centroller BMC i7: @ 102
Compute controller serial numbear: @ T21917500060
Compute hardware: @ Needs Attention ils
Compute controller CPU temperature: @ MNominal ils
Computa controller chassis temperature: @ Waminal ths
Compute controller power supply & @ Failed il
Compute controller power supply B: @ Nominal ils
Storage shelves
::Ietlizr:a*;ls Shra =  chelfip @ Shelf status @ = [OMstatus @ = ::::: sg;ply =  Drawerstatus @ = Fan stafus
721524500063 a5 Mominal Mih Maminal Mominal Mominal
Appliance RFPRIFEL 0] R

RERS

T HIZR R AR

FifizhlZs AEE IP

FigEHlsE B EE IP

fFfifsHlas WwWID

FERENEFTIS

SANtricity OS A ERHItt StorageGRID I&&HIE S,
It StorageGRID i&#&7E SANtricity IERFAHFERIIZ R,

ZiEIEHI2E A FEIREO 1 89 IP itk ERTLAERLL 1P 1418
SANTtricity I2{ER G LR RTZ )T,

FhgicHles B LERmO 1 89 1P ik, A LIEERILL IP i5ia)
SANtricity 2{ERF: LUIRIRTEAEIR) T,

Rig RS2 B ETHI2E Bo
SANtricity 2R Z P B RVEFAEEH BB 2 IKATIR T

REHNERTIS,



Appliance RAHHFEL
FiEIEHI23 E RS

;iﬁ%%ﬁ%ﬂ%% SANtricity #1ERFhR

ZfE15428 NVSRAM kRZs

FiEhE M

2R R I T 2811 2K
T HlEs A

fFfi#izHl2E B

i mIZR IR A

iz Hl2REEIRB

FiESEIRRnZR LR

FEEUREIRThEE A /)N

7% RAID &=
FiEEE

EKFE R

e A I

% &Ry HI 28 _ERYE AR,

TEfEITH28 A BY SANtricity IRIERFRRZS,

FHEITHIZZAY NVSRAM R, EH SANTtricity System Manager R

XfF SG6060 Hl SG6160, FNRM MEFIRZIEITFE NVSRAM hRZASA
ILEC, NIRRIEHIES A BIRRES, JRIERIEE A R&RAKRETT, ME
TR B BIRRES,

ZHEITHI 2R R B AIRS, W1 SANtricity System Manager IR&E7F
BRENEEFEIRE, StorageGRID RS AIRE HHE,

2 ?*J: EﬁﬁT T_ T_ EATF IR SRR EMER,

FRIMRESHIENZEHE,

BT HIZE A IR,

FiEIEHIER B BIRTS. RERESKBEFMHEEHEE B,
BT HIZR EIRARRES

T HIZRRY IR B RTS.

;x%':lﬂﬂ’ﬂ[ub%%*i {5140 HDD (FEEEIREHER) BK SSD (EIKzNeR

— MR TN EERIB LA
T SG6160, EEBREFIKNZEAIR/,

AR WTFEAVERENTR, BA 8T ERNBIERRZE R
BRI EhEs A/ NI BE R SR T =0

NIEECER RAID &,
FHEEERTS,

12%’5&;5 EE/}_E,J&A_.\O

13
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Appliance RAHHFEL
T RITHIEE BMC IP

HREHIZEFYS

THEREM

HEZHI2E CPU RE

HHRIEHIZSEAERE

=+

TFEGIER R FRT!
HE RS

HEEZR ID

HEERIRTS

IOM RZ&

RS
HEIRTS
MEIRTS
IXzhastmiE

R Thas

AR A

IHEERZRPEIR SRR (BMC) IHORY IP ik, &aI AL

IP E#E BMC 350, LUSIEMZHng & BN,
HFEREANFTEE BMC HigEEEET.

HREHIZERNFTIS,

HEERISERAEPRS. NTFRAERRITBEEGNEFERANIERES

, FRETIFE,
SHEHISE CPU MIREPIRES.

1‘|’§?1$'J%§ E,J /mlr_)lj(n_.\o

e AR

FREEREENFYIS,.

AR FIRR M.

* 99: TEfEITHIZRHLERER
* 0 BN RE
1. EIMBEE

AR TREEMUEAT SG6060 1 SG6160,
FRERHEIRES,

R BEPRNAELRR (IOM) BRES. IRXFET BE
&R

FEZRBEIRRVRBIAINTS,

FERPHMENRS. MREFAESHE, NFER.
FRERPIL AN B BERTS.

BRI PRIIREN 2R A S 5

BT SR AN R IR R Eh 2R 2.

%, MR



B ZRARPHT!
FIRIREHES A/

E1FIKnhEE

EFEEhEEAN

ERS

&) R
1FEZR R — NIRRT ZR I B AN
B BEE IR Th2R 2K
FiER

R/ NEFRMERIRN BE, FEFEREIEBIA/NERER,

ﬁ{i%ﬁ E’JEEE%IQ\O

a. WIAFTBEIRZEIY " Nominal",

NRRERZE " Nominal", FEE LRIFEAER,
XLEFGHENEZER. 58 RTEMEIRIKEEE,

EFRWE A EEES I MERIES.
"R E BRI HEANSRENRE,

E3EB] LUERS SANTtricity System Manager T fi# 8 %

1 hour 1 day 1 week 1 month Custom
Network traffic @
650 kb/s
600 kb/s
550 kb/s
500 Ko/s ' ' — =F
450 kb/s
10:10 10015 10:20 10:25 10:30 10235 10:40 10:45 10:50 10:55 11:00 11:05
== Received Sent
a. FEE"WEZO"S7
Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =

eth0 00:50:56:A7:66:75 10 Gigabit Full Off Up
ERTRURNSZEORPERETIRE, WEIRSE LR 10/25-GbE MK iR EREE NERER/ED
EaE LACP &=

KPTTEERIRER T 2B HER,

®

15




FERRIETR HMER B HIC FREAPIAR I P R A5 R
YEERIERE (hicl. hic2 [E (eth0, eth2)

« hic3. hic4)
Ba LACP 25 100
EE LACP 25 50
EE Fnhi&E % 25 25
28 LACP 10 40
EE LACP 10 20
EE FEnhiE D 10 10

BXECE 10/25-GbE ixARFAES, BSN "ELEMEHEE,
b. FEF"WEKERE"E.

BEMERRETESS MEREBMNZAENF MRS, UREMZRRMEHETETT.

Network communication
Receive
Interface @ 2 Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns @ = Frames @ =
etho 2.89GB 1l 19,421,503 1l 0 1k 24,032 1h 0 1l 0 1l
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ =2 Collisions @ = Carrier @ =
ethg 3.64GB ik 18,494,381 i, o 1l 0 il 0 1l o il

O R EFE R AR BTN REIEN N R T SIEMR B EANEFER O LERER, URAXBEIRE. SNX
KEFERNER.
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https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html
https://docs.netapp.com/us-en/storagegrid-appliances/installconfig/configuring-network-links.html

Storage Used - Object Data @

160.00%
T5.00%
2021-03-13 14:45:30
50.00%
= Used (%) 0.00%
Ty = Lised: 171.12kB
= Replicated data: 171.12 kB
i | = Erasure-coded data: 0B
0% &
14:30 14:49 14 = Totak 310.81 GB
== ||ged (%)
Storage Used - Object Metadata @
100.C0%
To00%
2020-08-04 14:58:00
50.00%
= Used {%): 0.00%
— = Used: 539.45 kB
? = Allowed: 1327TB
= Artual reserved: 3.00TB
0% -
14:50 15200 1510 15:20 15:30 1540
= |zed (%)

- A NREUEEES T EMNREFEN I BEESR,

MR SIKBISTE SANtricity IRFRS (ERRIIGEEMEEFIRNEERY) PEENEEEM
Y B RHEEEINIRRT (WWID) F8ILEE,

NTEYEERSEEHSHAXNERIEETRITEE, MEBISERN B JPhETRHNIMNE—ID (
BN sdc. sdd. sde &) 5&FRM &% 5 ERAVEITAD,
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
croot{8:1 =dal) MR 0.04% Obytes/= IKBfs
cwloc(8:2 sdal) Ml 0.6T% Obytes/s 50 K8/s
scc{8:16,5db) MR 0.03% Obytess 4 KB/=
sehd (8:32,5dc) MiA 0.00%: 0 bytes/s 32 bytes/s
sdheid:48 sdd) M 000k 0 bytes/s 82 bytes/s
Volumes
Mount peint @ = mevice @ = swas @ 2 sie @ = Avallabie @ = Write cache status @ =
! croot Oniline 21.00GB 147568 1l Unknown
fvarflocal cwlac Oriline 85.86 GB 840568 1l Unknown
Jvarflocal/rangedb /0 sdc Online 107,32 GB 1w7i7ce il Enabled
Ivaeflocalfrangedb/1 sdd Online 107.32 GB 107186E 1l Enabled
Ivar/localfrangedb/2 sde Online 107.32GB wr.iece al Enabled
Object stores
o8& = Size @ = Avalzble @ = Replicated data § = ECdata @ = Dhbject data () @ = Health @ =
Lalily 107.32 G8 9644 GE . 124 60 KB 1, o bytes 1l .00 Mo Errors
ool 107.32 GB 1wr1ece 1l D bytes gl 0 bytes . 0.00% Mo Errors
o002 107.32 GB w7.18Ge |l 0 bytes il O bytes 1l 0.00% Mo Errdes

BEEAXRREEENAMIMNXTRNER

TRIUEYHEXBEEETN REMXT RS IRZSRENRSEITRAUMFAE TR, ERIGENNERR
MER. MARILUEERE. FHEES. MERR. MEEO. Mgt URAZRAEmEdE,

TR
1 MBRIER, EF—MREEETNRTIRENXT Mo
2. JEEF A

"HAERRE T RESMOETTRIEERES, AT RRRM, KB ID AERKS. P iltylx
RS MMUEAYEORMR, MR
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° adllb ] adlli: BETEENKZIEOSEERENEZMOHE
° eth: MWL, SEMERET P IHEWL,

° hic: &% L8R 10. 25 3 100 GbE inO2Z—, XLimOn] IU4BE 1 —HCH %1% E StorageGRID &
ML (eth0) FIFFIHMLE (eth2) o

° mtc: i%&E EAYIE 1-GbE s Z—s —PHEZ mic FHOMNEE—IE, FREEMLEO (eth1), &
A LUEE At mtc O8] B FEHIETF OB AR A G IR A 3EE,

10-224-6-199-ADM1 (Primary Admin Node) & X

Overview Hardware Network Storage Load balancer Tasks SANtricity System Manager

Node information @

Name: 10-224-56-193-ADM1

Type: Primary Admin Node

o: 6fdc1890-cada-4493-acdd-T2ed317d95fb
Connection stata: Q Connected

Software version: 11.6.0 (build 20210925.1321 66ETeel)

P addresses: 172.16.6.199 - ethD (Grid Metwork)

10.224.6.19% - ethl (Admin Network)

47.47.7.241 - eth2 |Client Metwork)

Hide additional IF addresses A

A
Interface = IP address &

ethz (Client Network) AT.AT7.7.241

eth2 (Client Network) fd20:332:332:0:e42:a1ff:fe86:b5b0

eth2 (Client Network) feB0::e42:a1ff:fel86:b5b0

hicl AT.AT.7.241

hic2 A47.47.7.241

hic3 A47.47.7.241

"B R R EIRE D BT R R FTE AR E R,
3. R EM LIBEBRRXIRENIFAES.
a. &8 CPU FBEMAFER, UHE—KRISERA CPU MREFNAXNE DL, BER AR E)ER

, EEEERRER LHN— M, ERIERERA 1/, 1 X, 1 @k 1 NENEBEES. &
SERILIGE B E N AR, LS ARt iasEE,
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Overview Hardware Network Storage Load balancer Tasks
1 hour 1 day 1 week 1 month Custom
CPU utilization @ Memory usage @
12.5% 100%
10%
75%
7.50%
50%
5%
2.50% UUWU V UUU \M\N\N\I UWV U U\N\/U UUU Y
0% 0%
1720 17:30 17.40  17:50  18:00 1810 17:20 17:30 1740  17:50 1800 1810
== Utilization (%) == Used (%)

b. ATTREUBFIRENARR. KREBBESEM. F7IS. ERIBEGHFREURS MRS EE

[sYe}

~

StorageGRID Appliance

Appliance model: @ SG100

Storage controller failed drive count: @ 1] |||

Storage data drive type: @ 55D

Storage data drive size: @ 960.20 GB

Storage RAID mode: @ RAID1 [healthy]

Storage connectivity: @ Nominal

Overall power supply: @ Mominal |||

Compute controller EMCIP: @ 10.60.8.38

Compute controller serial number: g 372038000093

Compute hardware: @ Nominal ils

Compute controller CPU temperature: @ Mominal |||

Compute controller chassis temperature: @ Mominal | | '

Compute controller power supply A: @ Nominal ||l

Compute controller power supply B: @ MNominal |Il
Appliance RHPFER iR

KENS It StorageGRID &AL S,



Appliance RAHHFEL
FiEIEHI 23 PEIR 28 1T £k

FhEEUEIThEE LR

FHEEIREIREhEs A/
17 RAID &R,
BIKEEIR

1+EzH2s BMC IP

HREHEFYS
THRREH
IHRIEHIEE CPU RE

HREGIZETAERE

e A I

FRIMRESHIERNZEHE,

REPRIREhEEEE!, BI90 HDD (FEREIRENE8) ¢ SSD (ESIREhEs

o

— MR EDEREIBR R

iG%BY RAID &,

RE A BIRETIATS.

HEEHZRPEREERT2E (BMC) ImO/Y IP ik, EaIUGERAILL
IP ZE#£%| BMC 0, LUEIEFIZEnSEH

IEFEAZAFTEE BMC K& S ET.

HRIEHIZRNFTIS,

it BRI SRR RS,

RIS CPU MIREIIRTS,

SIS,

a. FIAFRBERAIY A Nominal',
MEREARF"Nominal", EEEYRIHEAZER.
4. EER MK A EESTNENES.
"ML E " ER AR B AN A R ENEE,

1 hour 1 day 1 week 1 month Custom
Network traffic @
650 kb/s
600 kb/s
550 kb/s
500 Ko/s =F
450 kb/s
10:10 1015 10:20 10:25 10:30 10:35 10:40 10:45 10:50 10:55
== Received Sent

21
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a. IFEE"WEEO"HI.

Network interfaces
Name @ =  Hardwareaddress @ = Speed @ Duplex @ =  Auto-negotiation @ =2 Link status @ =
eth0 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
ethl B4:A9:FC:71:68:36 Gigabit Full Off Up
eth2 0C:42:A1:86:B5:B0 100 Gigabit Full Off Up
hicl 0C:42:A1:86:B5:B0 25 Gigabit Full On Up
hic2 0C:42:A1:36:B5:B0 25 Gigabit Full On Up
hic3 0C:42:A1:36:B5:B0 25 Gigabit Full On Up
hic4 0C:42:A1:36:B5:B0 25 Gigabit Full On Up
mtcl B4:A9:FC:71:68:36 Gigabit Full On Up
mtc2 B4:A9:FC:T1:68:35 Gigabit Full On Up

ERTRUKRMEZEORT Speed 5IHHIE, HEIRE LRI 40/100-GbE ML S R E NfER
FEBh/EPIRIVEL LACP 1

() =RERmEERERT SIS,

FERRIE T BERL N HIC FIEARAAR/Z P iR 4% 3R
$EMIEE (hicl. hic2 [E (eth0, eth2)
. hic3. hic4)

== LACP 100 400

BEE LACP 100 200

EE FEhiEH 100 100

Ba LACP 40 160

BE LACP 40 80

EE FENIEH 40 40



b. IEEF"MEEE"E57o
BEWMFRRETEI ST NERBRNRENF IHNSEELS, UREMRRREEET.

Network communication
Receive
Interface @ =+ Data @ = Packets @ = Errors @ % Dropped @ = Frameoverruns € = Frames @ =
ethD 2.89GB 1l 19,421,503 s 0 1k 24,032 1k 0k 0 1k
Transmit
Interface @ = Data @ = Packets @ = Errors @ = Dropped @ 2 Collisions @ = Carrier @ =
etho 3.64GB ik 18,494,381 1, o 1k 0 il 0 1l o il

o I EFE LIEFR A XRSRE LHEIRENENER,

DO-REF-DC1-GW1 (Gateway Node) &5 X

Overview Hardware Network Storage Load balancer Tasks

Disk devices

Name @ = World Wide Name & = I/Oload @ = Readrate @ = Writerate €@ =2

croot(8:1,sdal) N/A 0.02% 0 bytes/s 3KB/s

cvloc{B:2,sda2) M /A 0.03% 0 bytes/s 6 KB/s
Volumes

Mount point @ = Device @ 2  Status @ = Size @ Available @ 2  Write cache status @ 2

L1

/ croot Online 21.00 GB 14.73GE 1l, Unknown

Jvar/local cvloc Online 85.86 GB 8463GB 1, Unknown

23



& & StorageGRID Network £ &

"WEEN R ER—TER, BERAETR. MR LRIFE A O ERIRARIXRY
M%/}ILEO

AR ERFAE TR, 8N E SN N R+,

B2 R TAEREIENE, HEFERIER LAN—MES. ERIUERERA 108 1R 1 F51 A/
AIAER. WRRILUREBENXIEME, LUEHSE B ESEE.

MFHR, MEZEORRHAEXS I TRYIENERONGES. MRBEREHRT ST RBRRAEHIRIE
IARAEAIIEEhAZ 4R S BUER R 1T K2R AT IF A (S B

DC1-S2 (Storage Node)

Overview Hardware Network Storage Objects ILM Tasks

1 hour Lday L week 1 month Custarm

metwork traffic @
E5Dkbis
E00 kbi's
550 kbi's
B0 kb/s
450 khis

1006 10:10 10:35 1020 1C:26 10:20 10:35 240 145 105 1658 11:60

== Received == Serg

Network interfaces

Name @ = Hardware address @ = speed @ puplex @ = Auto-negotiation @ = Lnkstatus @ =

ethil 00-50:56:AT:ER:1D 10 Gigabit Fall Off Up

Metwork communication

Receive
Intarface @ = Dats @ = Packets @ = Errors @ = Dropped @ = Frame cverruns @ = Frames @ =
sthi 3.04G8 1l 20403428 1l o ih 24,893 1l, | o ik
Transmit
Interface @ = pata @ = Parkets @ = Errors @ = Dropped 8 = Collisions @ = carrler @ =
ethil 365GE 1l 15,061,947 1, o il ol o 1l o 1k
BXES

24



WA A

#5F& StorageGRID Storage %I+
"FE R R T E6E R BN E M EE ST,
"EFEENRERTAE TR, 8N ibSMENE.

FhEERER

Rﬁﬁ:ﬁﬁ%*ﬁ)ﬁm BMIERMEBNRE, "FHEETREE RN REEN N R THER B P R EERE

@ AT RAREREIPES, FINEARSEFERRST, FLEEIRrAIBER A BaR AR IS A
PR EITZIN TREMERIINEE, FRHNDHUEERE.

DC1-S1 (Storage Node) & »
Overview Hardware MNetwork Storage Objects ILM Tasks
1 hour 1 day 1 week 1 month Custom
Storage used - object data @ Storage used - object metadata @

100% 100%

75% 75

50% 50%

25% 25%

0% 0%

1530 1540 1550 16:00 16:10 16:20 15:30 15:40 15:50 16:00 16:10 16:20

= Used (%) = Used (%)

HEigE. EMNREMER

MNFFETR, FEENFEETRLHERENENFAEE. HNTFEETR, NREERIEEHTEXENE
EERIER.

25




Disk devices
Hame @ = World Wide Hame @ = WOoload @ = Read rate @ = Writerate @ =
croot{8:1,5dal) MR 0045 0 bytes/s JKB/s
cwlocl 82 5dal) WA 0.67% Obytes/s 50 K8/s
sdc(8:16,5db) /A 0.03% Dbytes/'s 4 KB/s
sthd [8:32,5dc) N/ 0009 0 bytes/s 82 bytes/s
scheld 45 sdd) M 0004 0 bytes's 82 bytes/s
Volumes
Mount peint B = Device @ = status @ = sie @ % Avallable @ = Write cache status @ =
! craot Oriline 21.00GB 1475GB 1l Unknown
fvarflocal cwloc Online 85.86 GB 240568 1l Unknown
Mvarflocal/rangedb/0 sdc Online 107.32GB 10717 GE i, Enabled
Ivaeflocal/rangedb/1 sdd Online 107.32GB wrisce il Enabled
Mvarflocalfrangedb/2 sde Online 107.32G8B 10718 GE 1, Enabled
Object stores
cé = sSize @ = Auatlable @ = Replicated dats @ = ECdata @ = Dbjectdata {3) @ = Health @ =
oooe 107.32 GB a6.44GB 1l 12460 KB 1l obytes 1k 0.00% Mo Errors
00l 107.32G8 wrisce 1k obytes 1l 0 bytes 1l 0.00% Mo Errars
o002 107.32 GB 10718 GE |l O bytes 1l obytes 1l 0.00% Mo Errdrs
HXER

RTEEAR

& & StorageGRID Objects iEIF
"WRIETRIEH T B X "S3 BEFNEFEE" BEE,

BT EFHETR. ENERMBPNNEEIHRZER WR AT R, MFEFEDTR, "WR"ET-RERENRIHEUAR
BRI &#E*l@%l]l:“LlIEE’ﬁn Bo
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https://docs.netapp.com/zh-cn/storagegrid-120/s3/index.html
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https://docs.netapp.com/zh-cn/storagegrid-120/s3/index.html
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https://docs.netapp.com/zh-cn/storagegrid-120/s3/index.html
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DC1-S1 (Storage Node) 2

Overview Hardware Network Storage
1 hour 1day 1 week
53 ingest and retrieve 0
1B/s
0.750 B/s
0.500 B/s
0.250 B/s
0B/s
1200 1210 1220 1230 1240 1250
== |ngest rate Retrieve rate
Object counts
Total objects: @ 1,295
Lost objects: @ 0 |l'
53 buckets and Swift containers: @ 161

Metadata store queries

Average latency: @
Queries - successful: @
Queries - failed (timed outl: @

Queries - failed {consistency level unmet): @

Verification
Status: @ No errors
Percent complete: @ 47.14%

Average stat time: @
Objects verified: @ 1]

Object verification rate: @

Data verified: @ 0 bytes
Data verification rate: @ 0.00 bytes |
Missing objects: @ 0

Corrupt objects: @ [1]

Corrupt objects unidentified: @ 0
Quarantined objects: @ 0

10.00 milliseconds

14,587
0

1]

0.00 microseconds

0.00 objects | second

second

Objects

ILM Tasks

1 month

1B/s

0.800B/s

0.600B/s

0.400 B/s

0.200B/s

0B/s

1Z2:00

Custom

Swift ingest and retrieve 9

No data

1270 12:20 1230

12:40
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NetApp-SGA-108 (Storage Node)

Overnew Hardviare Hetvoork Slorage Objects LA Events Tasks SANtricty Sysiem Manager
Use SANtricity System Manager fo monilor 2nd manage the hardware components in Ihis slorage appliance. From SANtricity System Manager, you can review hardware diagnostic and
environmental information as well as issues relaled lo the drives.

Note: Many features and operafions vathin SANIncity Storage Manager do nol apply fo your StorageGRID appliance. To avoid issues. alvvays folliow the hardware installabon and
mainienance instructions for your applhiance model

Open SANtricity System Managar [ in a new browser tab

StorageGRID-NetApp- Preferences | Help = | admin | Log Out
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Disk devices
Hame € = World Wide Name 8@ = Woload €@ = Read rate @ writerste @ =
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Ivarflocalfrangedb/2 sde Online 107.32GB wr.iece al Enabled
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Network interfaces

Name @ = Hardware address @ = Speed @ Duplex @ = Auto-negotiation @ = Link status @ =

etho 00:50:56:A7:66:75 10 Gigabit Full Off Up
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Traffic Classification Policies

Traffic classification policies can be used to identify nedwork tfraffic for metrics reporting and opfional traffic limiting.

L-|- Create || P Edlti | % Remove | L,|_| Meﬁ'ica-!

Name Description 18]
ERP Traffic Conirol Manage ERP fraffic into the grid cd8afbcT-n8be-4208-D6f3-Teda79%e2c574
*  Fabric Pools Menitor Fabric Pools 223p0chb-6968-4646-b32d-7665bddcR94b

Displaying 2 trafiic classification policies.

a. EERETRSREKXEKNMEISTHER, BERRBANNSERE, AERE Metrics®
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Tenants

To view more recent values, select the tenant name.

Q

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date.

Displaying 5 results
Name @ 2 Logicalspaceused @ Quota utilization €@ = Quota @ % Objectcount @ =  Signin/Copy URL @
Tenant 01 2.00GB 10% 20.00GB 100 |_D
Tenant 02 85.00GB 85% 100.00GB 500 |_D
Tenant 03 500.00TB 50% 1.00PB 10,000 |_D
Tenant 04 475.00TB 95% 500.00TB 50,000 |_D
Tenant 05 5.00GB 500 0
3. (FI%) BEEFEBR/EH URL* FIRMBERIEE 3] BRIEFKF
4. R, WAEREREH URL SIRBES] URL sz [), S5 ERTEN URL
5. (F]ik) i%E#E Exportto CSV UEENSHBEESFAEHRPERER ".csv X1,
RARTETREITHSGRE " .csv XfHo
v XHEHRERNF A TRE:
|Tenant ID Display Name Space Used (Bytes} Quota utilization (%) Quota (Bytes) Object Count
112659822378459233654 Tenant 01 2000000000 10 20000000000 100 53
199658234112547853685 Tenant 02 85000000000 85 110000000 500 53
103521145586975586321 Tenant 03 60500000000 50 150000 10000 53
I?442513&598?56‘388.5532 Tenant 04 4750000000 95 140000000 50000 53
53&52158?54658‘35 65123 Tenant 05 5000000000 Infinity 500 53

BRI IE R FREN AR RFTHF . csv X5, WeIEBMEPERE,
6. PNRAKRFIBEMITR, BILUEFR(E >

IRKP B ESEREFERSEE, WEERPFRHEP K,

BEEREMER

ERIUEERERFPRNIFAER,

p

1. MFAP SEHEFE P 2o

IR B RE A RS B U,

“WER AR — TSNP, 5

20 "REREF KPP



https://docs.netapp.com/zh-cn/storagegrid-120/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/deleting-tenant-account.html
https://docs.netapp.com/zh-cn/storagegrid-120/admin/deleting-tenant-account.html

2.

52

Tenant 02

Tenant ID: 4103 1879 2208 5551 2180 1—|:| Quota utilization: 85%
Protocol: S3 Logical space used: 85.00 GB
Object count: 500 Quota: 100.00 GB
m | Edit | Actions. w

Space breakdown Allowed features

Bucket space consumption @

85.00 GB of 100.00 GB used

15.00 GB remaining |15%}.

0 25% 50% 75% 100%

bucket-0l @ bucket0z @ bucket03

Bucket details

Q Displaying 3 results
Name @ 3 Region @ 2% Spaceused @ % Objectcount @ %
bucket-01 40.00 GB 250
bucket-02 30.00 GB 200
bucket-03 15.00 GB 50

EE TEITmAAE P R,

FAESNENLESSRHBAFRERSS, SFEEPNRITR. BFERBER. ERNEETRIMET
K&,

BT RFAENRIEEA/NEERTEMEERHTHNZE D LT, AN EERT
@ ILM ERESBIERIMDIE=S(B), TRIERENEERE, XEABERRIAE. MEEZNTR
IRSHIRZME.

FrEiEBRAE AT R, EE TEEEER.

IERETRTHFRE S3 FER ST EIEFEE o

NRAMEFIRE T B, NERMRERNEHHER UKL ET (Fl, 85.00 GB of 100 GB
used) o MRKRKEEH, NEFRBLRED, HEXANESEERANTEE (FI40, 85.00 GB
used) o FEERTREMIRAEPHNETE DL, NMRBABIFHERTED 1% BELDBI 168, M
SESEE NGk b

ERILRBSATAERTCE L, UEEE I FHERNARERNEMETE. SRS RRER BTRER L,
UEBRRNEFERTE,




Bucket space consumption @
85.00 GB of 100.00 GB used

15.00 GB remaining (15%).

M bucket-01: 40.00 GB

0 25% 50% 5% 100%

bucket0l @ bucket0z @ bucket-03

ECEREARETREME LT, EREBR FAIRERBLHECE, I, StorageGRID ZEFAFFF
i LR RGN EEE, WNMREF BEHEE, NELHEWIER, B2, StorageGRID
EHERSEIIIMNAZE BRI LERNXR). MRMFXR, NEEHRTEEMERE
28, AReEEIEER EEHNR. EHEREITERREER 10 2HEE K E,

@ P VECEER B RR A B L% 2l StorageGRID MR EIBRE (BEKX/)) . BEE
AERARTATEEXENRIVBIARETHE @R BN=E,

@ TR UBA AP ESERRSEHRMAN, UHERF RS EEERERT. WREA, WY
HP EEREERHN 90% HIMAILER, BXIRAE, 2L "RESRAN"

4. ErFEAAET R, EEFERIFAREE"

tERFIH TR S3 ZiEff. ERTEREFHRNETEPNRBENSE, WETERR ILM BIEFMNRT
SIEFRENEE=IEL

5. (\Iik) %R Export to CSV UIEENSHEEE N ZEBIARFERED .csv X,
B S3FHF C.csv XN AW FFAR:

Tenant 1D Bucket Name Space Used (Bytes) Numberof Objects

64796966429038923647 bucket-01 88717711 14
64796966429038923647 bucket-02 21747507 11
64796966429038923647 bucket-03 15294070 3

TR R FREE AR RITH . csv X, BWAILIEBEMHPFERE.,

6. (AJik) EFAVFRITIEE R R IUEENEF BANNRMINEETIR, NMRFEELAXLERE, HEH"
BEFKP"

7. MNREF BB ERMRERSERE IR, W ANER RS R R T 8 X ERNFRER.
BEU T ARMREXER? "MN"EENREKENAIFE,"

BEENERE
MRAMEPIRETRED LR, BEEZEFAINSRE.

p
1. &R ERE > WE > REHNE.

LB & R "Traffic Classification Policies" CRE9EHIR) E, RPHIHTMEER,
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Gl’id fEderatlon [B Learn more about grid federation

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants
Upload verification file ‘ Actions ‘ Search O\ Displaying 1 connection
Connection name =5 Remote hostname @ = Connection status @ =
@ Grid1-Grid2 10.96.130.76 @ Connected
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Gr|d fEderatlon I8 Learn more about grid federation

You can use grid federation to clone tenant accounts and replicate their objects between two StorageGRID systems. Grid federation uses a trusted and
secure connection between Admin and Gateway Nodes in two discrete StorageGRID systems.

Connections Permitted tenants

Remove permission ‘ Clearerror »earch 0\ Displaying one result
Tenantname = Connection name % Connection status @ = Remote grid hostname e = Lasterror @ =
@ Tenant A Grid 1-Grid 2 @ Connected 10.96.130.76 Check for errors

EESEEE
(R BB P B A A 8.
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Grid 1-Grid 2

Local hostname (this grid): 10.96.130.64
Port: 23000

Remote hostname (other grid): 10.96.130.76
Connection status: o Connected

Edit Test connection

Permitted tenants Certificates
Remaove permission | | Clear error Search Q Bisplaying one result
Tenantname = Last error 9 =
© Tenant A Check for errors
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Grid A-Grid B

Local hostname (this grid): 10.96.106.230

Port: 23000

Remaote hostname (other grid): 10.96.104.230

Connection status: @& Connected

‘ Edit Test connection ‘ ‘ Remave ‘
Permitted tenants Certificates

Rotate certificates

Server Client

Download certificate Copy certificate PEM

Metadata @

Subject DN: [C=USs/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=10.96.106.230
Serial number: 30:81:B8:DD:AE:B2:56:0A

lssuer DN: /C=US/sT=California/L=Sunnyvale/0=NetApp Inc./OU=NetApp StorageGRID/CN=GPT

Issued on: 2022-10-04T02:21:18.0002

Expires on: 2024-10-03T19:05:13.0002

SHA-1 fingerprint: 92:TA:03:AF:6D:1C;94:;8C:33:24:08:84:F9:2B:01:23:7D:BE:F2.DF

SHA-256 fingerprint:  54:97:3E:77:EB:D3:6A:0F:8F:EE:72:83:00:39:86:02:32:A5:60:9D:6F:C0:A2:3C:76:DA:3F:4D:FF:64:5D:60
Alternative names: IP Address:10.96.106.230

Certificate PEM @

MIIGATCCBF2gAnIBAEIINIGA3a6yhgowDQYIKoZIhvcNAQENBQAWdZELMAKGATUE
BhMCWVVMxEzARBgNVBAgHCkNhbG1mb3 JuaWExEJAQBSNVBACHCVNIbmS SdmFsZTEU

e MR B e il Gy Sieay e A Z BRIV B SRR L mF S ARG Qs T RIS T e e i v e et Pt e

EEBEWIEE HITEIR
&O LAEF Grafana FEVESRINE EHINRIRE BB XME_LEMIEE HIZ1ER Prometheus 51,
P

1. EMREIER T, 1%EE*Support* > Tools > Metrics.

@ "EARTUE LIREMN TEERARZIFIAR G, XETAPHFELEIREME PN ETIALE
BER, TJgEsL2ETH, EEF "S B Prometheus 515" B9513&,

2. 7ETIEA) Grafana #8453, EFEMEEH]",
BXRIEAGRAA, B2 EEHET
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3 BEERTEEHFIMRNES, ESI "${post_edited_translations.segment}"s
${post_edited_translations.segment}

7T StorageGRID FEEZR

ERAGIRMT BT ERANER, AT, IHEFEER StorageGRID 1&{EHRIEI R AE
REM IR,

HERMNZFHTEANEN, FERENTERERIIMAER. MALHRET, FRITUTEE:

© iR B EIRERE Grid Manager FIYERIR L, HETZIRAVEESE,
* BRERETHREEREN TS > node > "% L,

R RIXB B, MiRREEREE SMTP IRSSBH AU AR T BB F R4t
* RIZIEEEE StorageGRID SNMP {18, RS LIXEREMEZEERNIN (SNMP) BH,

ERILISIR B E XIREE. RIS RRE, UKEERREE,
BTREZER:
* BFEEWM:
Tirp

*BFELERSES

Z % StorageGRID ZiR# N

EIRMUE X T bk "SEER" B9%MH. StorageGRID BFEF—HRRINEIRFMN, &L
[REFERSEDR, WAl URIZBE XEHRMM,

ERILBEERBERIABEXERMMETIR, UTHEMEASIERNFN, AEERSERTEAER.

a2 Al
* IEEER "SR Web 528" B REINEEIESS,
* &7 "EEEHRE Root IEIFR",
* BE, EEMEMM:

TIREEIR

p

1. 3%&$F*Alerts* > Rules,

B R B R B R AN TIE
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Alert Rules B Leam more

Alert rules define which conditions trigger specific alerts

+ Create custom rule |

Name

Appliance battery expired
The battery in the appliance’s storage controller has expired

Appliance battery failed
The battery in the appliance’s storage controller has failed.

Appliance battery has insufficient learned capacity

The battery in the appliance’s storage controller has insufficient
learned capacity.

Appliance battery near expiration

The battery in the appliance’s storage controller is nearing
expiration.

Appliance battery removed
The battery in the appliance’s storage controller is missing

Appliance battery too hot
The battery in the appliance’s storage controller is overheated

Appliance cache backup device failed
A persistent cache backup device has failed

Appliance cache backup device insufficient capacity
There is insufficient cache backup device capacity

Appliance cache backup device write-protected
A cache hackup device is write-protected

Appliance cache memory size mismatch
The two controllers in the appliance have different cache sizes.

2. BERERANERHHER:
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‘You can edit the conditions for default alert rules to better suit your environment, or create custom aleri rules that use your own conditions for triggering alerts

Conditions
storagegrid_appliance_component_failureftype="REC_EXPIRED_BATTERY"}
Major > 0

storagegnid_appliance_component failureflype="REC_FAILED BATTERY"}

Major =0

storagegrid_appliance_component_failure{type="REC_BATTERY_WARN'}
Major » 0

storagegrid_appliance_component_failureftype="REC_BATTERY_NEAR_EXPIRATION"}

Major >0

storagegrid_appliance_component_failure{type="REC_REMOVED BATTERY'}

Major > 0

storagegrid_appliance_component_failure{type="REC_BATTERY_OVERTEMP'}

Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE BACKUP_DEVICE_FAILED"}

Major >0
storagegrid_appliance_component_failureftype="REC_CACHE_BACKUP_DEVICE_INSUFFICIENT_CAPACITY"}
Major > 0
storagegrid_appliance_component_failure{type="REC_CACHE_BACKUP_DEVICE_WRITE_PROTECTED}
Major > 0

storagegrid_appliance_component_failure{type="REC_CACHE MEM_SIZE_MISMATCH

Major =0

A A I

EHRAMNBYE—Z IR, BEXERANATE, HX

Mo EHRANI M2 B Hp @A B £ &,

ELHIMEAER, EFRRESITERENFMS .

EXRo

/.\\:EEEQEGIEI% 'f—_l'o

Type

Default

Default

Default

Defauit

Default

Default

Default

Defauit

Default

Default

Status

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Enabled

Displaying 52 alert rules.
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BAREIRHBRMECIEERZ, URFRIREBERFAXMEL StorageGRID 3

LE

SVIBITRES ). ERNIZmEHARRRBITHRIEMER, URRENFZ
SEEMTENIRE,

AT HE B AR A L EZHRAY Prometheus RixR o BIMTEU T —PERZNTER



HIFRK (AR A
it EHRAMBYZEE
* BAIAC %éf‘?mTﬁE’Jﬁg?EﬂﬂUo TR LI AEOAE IR SRR INE AL
BUSRFANISEATIE, EERBRBAZ RN,

* BIA BEEREFEHIEFSMNERBASIRAN, RIEFE, EIURE
R R IR N RIGEINE.

* Custom: fERIZMVERAMN, EeILIZRA. fiEMMIEREEXERN,

b7 SaeEAERRERALERAN, RIFHMEEAERMUEIFNS, HitF=MRE

Eiko

7 StorageGRID 63 B E X ZRA N
BRI BB E X ZRMN, LUENX B AL ZRIE M,
FriaZ

s IBBFER "STEH Web B 28" BERIINK SRS,

* 188 "EEZIRE Root HIER",

* REK "2 M Prometheus 547"

* 1&T 2 "Prometheus TIEMIEE",

c HE, EEMEMM:

BEE X I2EE

XTFIAES
StorageGRID REIEEEX ER, MNRERELIEBTENERMN, EEMHUAT—AZAEN:

* ERERINERAMNNZ S, FHREREEEXEIRAMMBIRHE.

* MBRABRMUWENX T Z MM, BUNMEFGEARRNERAR. ARG, B8 MFENEIE,
* FAKREE XU EEEHEHEIRMNZEER,

* {XfEH Grid Management API 5|t Y3EHT,

* f£F Grid Management APl A FRATNEY, EFR" BRI MM AT ERE=MMIEX (RitAER) . BEEEFE

REGEIiR%, ERILENRREIRENSHTHEA true BIE.

fFgn, EMXFRIEIL node _memory MemTotal bytes < 24000000000, BT

‘node_memory_MemTotal_bytes >= 0’ HHARIXFTIAER (FAIE T REBREI—ME) . , FEER

F{EEAEIFHIEHBRNIT. REERTALFTEIVLELIER.
* BENRIKBEXEREELE, FRIFEERIEZERETMAREM A,

PIE
1. 3%E3E*Alerts* > Rules.
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2.

LA B R E RN BT
WG B B XF*,
I B R G B TE A" 3HEE,

Create Custom Rule

Enabled [«

Unigue Name

Description

Recommendad Aclions
(optional)

Conditions ©

Minar
Major

Crfical

Enter the amount of ime a condition must continuously remain in effect before an alert is triggered.

Duration 3] minutes v

3. B ERAEIRIE, AT LRI ESERBIERMM,

4.

64

MREZRAZIRMN, WASHBEEREIR, AL ZR,
WMAUTESR:



FE AR A

ME—Z 7R LN B HE—2 MR, EiRMUBIFERE SR TTEHL, WEEFHH
WA ER, ERIMUBZFRATLUE 1 B 64 DNFFZIE

] A I X IETE A ERIRAER, PR LR UEMN B a @A R REE
RHS ERAMUBERBTIANTF 1 T 128 MFRFZIEL,

BWUR(F (FIiE) ARRILERES ERENAIRIUR(F. A AR BMABRIURE
\ j(%*ﬁfﬁﬁﬁ%) o ERAMMBVEBIRIERILINTF 0 B 1,024 DNFERFZ
[BJo

o FEFRME D, N—PHSMER™EMLIHAN Prometheus FixTo
BEARAANAIEREN:
[metric] [operator] [value]
KIENAUBERKE, BEEARREFETN—1T. ELFE—ITRE
INRTIRRIH RAM £/\F 24,000,000,000 F15 (24 GB) , MitFRAXZMEER.
node memory MemTotal bytes < 24000000000

EEETAERNNIR Prometheus FAR, RIEFFBNENT ) H R EiEmMRERE APl BY"HEIR"E 2 #Y
R,

6. FEFERE TR, BAZRGERRAERZ AXNTIEERNNEIE, HikFE—DEE S,
BEFHTHENIZAMAER, BRAN 0o EINLLEPA IR R AL ER,
ERINBS [E)IEIPR /0550 Fho

7. 1%&4% Save,

MEEXRA], FHIEE X ERMNERE SRAN"FFo

7T StorageGRID H4RIBZ RN
TR U REEIRFN AT L &M, FFEEXEIRIN, EXRTUEHANZIR. #H
RFEIR s
FeaZEl
* MBEMFEH "SZEE Web J% 28" BEREIMNREESS.
* 88 "EIEZEIR Root IHAIMNPRE",

KTFUAES

RAERVAEIRANET, AJUAESORE. TEMXBERNFA RSN E HIEBEXERANEY, &7 LAY
BANER IR, R WIR(E
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@ ERERBERMNBSE /Do WNRECUELRE, WEELEXBIRIESTRZAT, PIRETERN

BB,

1. 3E3F¥*Alerts* > Rules,
B B R EIR AN DI E,

2. EERBHRENEIRMN R EEE,
3. e RAEAN*,

LR B R RAEA N " IHEE, RAIERT —PEROASRAN—ME—2TF, MAMEFREFRER
, TR,

Edit Rule - Low installed node memory

Enabled |«
Unigue Name Low installed node memory
Description The amount of installed memory on a node is low.
£
Recommended Actions {optional) Increase the amount of RAM available to the virtual machine or Linux host. Check the threshold value

for the major alert to determine the default minimum reguirement for a StorageGRID node.
See the instructions for your platform:

« Viware instaliation
» Red Hat Enterprize Linux or CentOS instaliation
= Ubuntu or Debian installation

Conditions ©

Miner
Iajor node_memory_MemTotal bytes < 242823080820

Critical node_memory_MemTotal bytes <= 12808080804

Enter the amount of time a condition must continuously remain in effect before an alert is friggered.

Duration 2 minutes Y

4. ERIERERAEIRE, UREHIEE ERRILERIN,
MREZAZERAMN, WASIHEERAR, BASMELER.

() ORZAUEZROTRAN, WARE/9H, FERAFBRTNEHER,
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@ —MRKE, FRVEARINERMN, NREHRMNKER, ErRIETERNEEERE,
BEiZin) P L RSB IRFTT Y.

o WFBEXERMN, BERIEFEEHMUTER.

() eErmEmilERIniLEs.,

FE& )RR IR

ME—Z R RNy ME— R R, ZERMMNBIMERE LR TUE L, BT
BRIER, ZIRMNEIZFRETLUE 1 2 64 DMERFZI8E).

)RR ITIEER SRR, 1% BEE LR mE M B FHp B B R E
REE, ZRMNAGERTUNTF 1 B 128 MEF 28

EIIRME (AI3E) & I EIRAY BRIV IIRIE, DA AT R BNEIR(E
\ j(?ﬁﬂﬁfﬁﬁﬁ%) o ZIRMNMAEIGRERI AT 0 B 1,024 NERFZ
E1

6. EXMHED, WAHEHF—PHZNEIR™EMLSIHI Prometheus FixTo

@ MREBREHFERMASIRANBNFHMERERRE, HERERRFHENHN =1~

Conditions @

Minor
Major node_memory_MemTotal_bytes < 24088086880
Critical node_memory_MemTotal_bytes <= 14000000028

]

@ NREHUFERBIFM, WERFTRIFRMZA, AJEFAILHMESL. TRRERUNBE
R, B RRERE,

HEARARANH X EERN:
[metric] [operator] [value]
RIAXAIUREERKE, BEAFPRETRERA—1T. ELRE—IRIER,
INET LM RAM 2/VF 24,000,000,000 5 (24 GB) , MtEFREXX=AAZIR,
node memory MemTotal bytes < 24000000000

7. IEHSEREFERT, MARHEMRLEIRZ AN TREEE M EIE, HiEEE R,
BEZHTAENIAMEER, BRI 0, 1EANLE LR FAMEZIR,
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ERIABY (BBl FR /9557 £ho
8. 1#%&#% Save,
NRERE T FIAZRAN, Default FERELEIIP, WREERATRIAKBEXEHRMN, Disabled
RERTRETIH,
7 StorageGRID 22 FHZRANI
ER] LA BIA T B E X EIRAN Y 2 B/ BIRE.

Freazal
* B "SZHFR Web H'%G2E" EREIMEEIERE.
* &8 "EEEREL Root 1AIRIFR",

RFUIES
BRAZRANE, FatBEREN, BRSBLRER,

@ —MRKE, FRBGERRINERN. MREHRMUNKRER, ErITEQNEEETRR, 52
ZIa) A LE KR ETT R

WIE
1. %E3F¥*Alerts* > Rules,

AT B R E R AN DI E

2. JEREZRANEANERANBYSEZE,
3. R YREEAN

BB R R R EE M " I EAE
4. B ERATERE, UHELRIEEEREAILERAN,
NREEATHRAN, WASHEEREN, BFIMEAER,
@ NRBZA S ERBEIRAN, WAAEFLOH, ZERAFTBETRNEDER.
o. 1k Save,

‘BEERERERE TR,

fti: StorageGRID H Y B E X ZiRF N
MR EBEREBEXIREMN, We] UG EMBR.

FaZ Al
* B "SZREFR Web H%5 2" EREIMEEIERE,
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* 5/ "EIREHRE Root IIRIAXPR",

p

1. %&#F*Alerts* > Rules.,
B B R E RN TIE,

2. EEFERIFRE B E X ERFN B2 ER,
BT EMIBRERIASRERRI o

3. EEFMIBR B E X,
MBS BRI TIEE,

4. G E PR EIRAL

EIRFABTETHEANETE 10 DFRER,

EIEEIREA
79 StorageGRID £iRi&E SNMP &4

INRZFLE StorageGRID A ZRAT &1X SNMP @, MHAEA StorageGRID SNMP
REBEHEE—MHZ N EM B .

EOI AERMSEER P EE > 51T > *SNMP RN M EIE AP BY SNMP in k8 BECE
StorageGRID SNMP {i#, SNMP {IEsz#F SNMP hiXEIFTE =1 Nhi o

Z7RENAIECE SNMP 18, 15280 /A SNMP 585"
BZE StorageGRID SNMP {I2/E, ATLURIAFFHSEL R B IRENER]:

* BB 2H SNMP RIEERIXRNERN, FREEERSNMHIN. BHATEMEERS StorageGRID FAET
REEM, GlUARR TSR, PIB="1ThkZ<BY SNMP 325565

* Inform RIAF b, BEEBIERSHIA. MR SNMP RIBE—ENBEREBEWEIRIA, EEEHLIE
Inform, BEIREIFIAZAEIRAEIR{E. SNMPv2c 1 SNMPv3 2 #F Inform,

EEATERARLARINNEEXERE, MRXEHNBATES. EiMHEIERN SNMP &8H, LANER
ECERRRN. BSHSHETIREA"

YNRIERY StorageGRID HEREZMEET R, NEEETRZEHRER. AutoSupport E1F] SNMP FEFAF1E
MBVENELR A, MREFEETRATA, BANRKREMEETNRIEN LR, 2R TAREETR? %

73 StorageGRID Z1ki% & BB FHB @]

NREREBERETIRE LEBEFHEER, WATRMHEEX SMTP iRSHENER. EiE
DI NE H@ AU A B BB BR 3tk

ez Al
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* B "SZHEFR Web H%E2E" EREIMREIESR.
* 8B "EIEEHRE Root IEXFR",

KTFUAES

E?%?EE?D%%?EB#&EKE%? AutoSupport &, 182, ERILUFERMERNE FHHIRS2SSLEER
o

MR StorageGRID HERIEZINEET =, WEEETAEZREM. AutoSupport EF1 SNMP [&HF1E
HEIELHA. IRFEETAATA, BIEHEMEET IR AR, BEEHE HTASEETSR? %

T
1. ¥%&#F*Alerts* > Email setup,

IEERE B B FHR IR B DU,
2. B AR TR SIRE, WEREFETEIRATIRENFER LXK SR EFH
LB BB FHR(SMTP)ARSS 88" "ERIERE(TLS)". "B FHpHF it " 2 igs8 5.
3. TEEBFHBF (SMTP) ARZ5288857, A StorageGRID 17 SMTP AR5 28FIERIE R,

NRIEH SMTP RS BFESZHIIE, N AFEIHRMEEAF ZFZE,

FE Enter

BB BRSS 28 SMTP BR5385095E £ REE R (FQDN) 5§ IP ik,

o] M| BT 508 SMTP fRSE28889i% 0. #4700 F 1 F 65535 Z 8o

BR& (A1) tg%@ﬂ’g SMTP RSB BEE S MWL, BEMAEHITEHRIEMNAR

289 (\Iik) WRIEH SMTP BREZBEEZHIIE, BWNBTFHITHHDIIENER
I

4. TR R FEBAFHALERSY, FNKR M ARE DU AR FER i,
a. WF R ABFERFIAL, BIEEBMBBFERf i, BFEHR@MAA AL,

f7l0: storagegrid-alerts@example.com
b. "R AN"EES, NENEBEFIBAYIRIE H INE IR MU B F AR B8N BB F BB {43k,
RIS EAE 4 LURINBE Ao
5 MNR5 SMTP RE#[BEFBEHWEL R (TLS), BEFHELTSM (TLS) #64i%#F Require TLS,
a. 1f CA Certificate FE&H, RIEATFIIE SMTP fRS5 28 H7HY CA IEHo

ERILUGABERIHRMEEI TR, SRR 5 kRS o
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IR HEESENPEIMAIERMANN (CA) BHEBHENHE, ZXHNES LUEPHEIRFEEZENE
1 PEM 4gi389 CA IEHXHF,

b. YNRITH SMTP EEFEPHARSBHBERBFIA L ARBEAIRIEBHITHMIIE, Bikh REFF G
I E3%EAE,

C. 1% Client Certificate FE&H, {RIEERIXF| SMTP ARS5888Y PEM fRiZE P imiEHo.
ERILUGABERIHRMEEI TR, SR R 5 kRS o

d. T EATPFERP, WAKRINE PEM HIZNEFIHIERERAER.

ERIMEAB SIS TE, SR R AR
() NREBEERTEELE, BESAZER S UERLTR.

6. 7E" LIRS ERSY, EENALR BFEHERMNERTELRS, FRIFREERNAN R,

EN E) R AR

B, EX. &3 HHEEHRMMNBTRE. EEWRERAN, FREBFHEFE,

X, FE LHBRERANNEFBRRBRMEN, FREBFHBEEM. A
REERRIEE.

XPR™E [AEEHRRERMNBIRBRFN, TEEBFIFEN. T

B ERERAEEN.

7. EEFNIREFEARER, FRITUTIRE:
a. FEFRIXMIH B FHR s
R ER—REIAER, BRBERIENIREFE M
b. BIEFRE B FERFU A ABKAERE, HERIABUREINXEBEF BB

@ NRFTLDFHARUEI R TR, SEMA T B FEPEMRKER, BRELHNIRE
HE.

C. ERITMEMEET R ALEMINEFEF, LUISIERBEFIE L REIEE,

@ M ERERET, ERNERESMNEERET R URIEERE. X5 AutoSupport 2+ &
A, BEBEFEEET RAIXMNEEBFER,

8. ﬁi*% saveo
XWX B FEHEARFRFENILE, HIEESave*,
EREFEFHHILE,
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EREFEHFENPESHES

FcE SMTP BB FibfFRSEs/E, MATIRNEMBEWHFALZEFEERM, FRIFERMNREFDG. 15
S EEHRE"

BFEHHENEE U TER:

NetApp StorageGRID

Low object data storage (6 alerts) @

The space available for storing object data is low. @

Recommended actions @

Perform an expansion procedure. You can add storage volumes (LUNs) to existing Storage Nodes, or you can add new Storage Nodes. See the instructions
for expanding a StorageGRID system.

DC1-51-226
Node DC1-51-226 @
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Job storagegrid
Service Idr
DC1-52-227
Node DC1-52-227
Site DC1 225-230
Severity Minor
Time triggered FriJun 28 14:43:27 UTC 2019
Job storagegrid
Service Idr
()
Sent from: DC1-ADM1-225 \../'
G Rl
1 EIRBR, FRICEIRAERN LG
2 M EHRATHER,
3 IEEHR BRI BUEE,
4 BXERNSNMEDEGNFAGE, EEZEMOT MR, ERTEME. LR

B9 UTC BYia] AR 2 82 imAg (Ll A1 AR 55 B9 % #Ro

o RFBAEETRBIENZ,
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Bk StorageGRID A7 BB FHER @A P 3T Z N EIRH#ITHHARRG], BBR TR

Th
ST ERENNERTABHERZMEER. WNRRE

BRAR PN RIFARNER, WRKEREBFHRAT
@A,

NFRHETR ENFEER, MRESN"EREL
REEE, NN & ENERLZIXEN,

B R ERET, StorageGRID %1 2 B kX
BHl. SNRTEULHAEIALA T EREMER
, StorageGRID =#FTEZERIINVIIAIER P,

MRMA T S— 1 ERZNELIR, StorageGRID 21E.
EINBHMZBIES 10 D%, FBNREFREEEHER
(RWERBRMLRTER) , BMFENZrERIRE,

MRFESTMAGHERZMBSmIER, BEF—
TIRERR, WA ZERTERRERITRLER
RER, AaRIEHEN.

StorageGRID #4:fg 7 K AIEXE—/XRBFHRH@E, B
B R AR SEHIER IS R AR RS IR A NI ER 2R

X EHR TR BRI TR R R

ANl
* ERARHNERI TR LA, RERE—FE

o

*TRIMEASTEA, TR 2EANMASE B, &%

SREMFEA, STMTEENN—F.

* BERARARR, HFERARIRE. TENMXBERE

B, FAXBERLE—FE,

- BIRAT08:007E TR 1 L&, ARKIEEE

o

- BIRATE08:01E T m2 Lt R, AEKIFEMAE

o

- 7£ 08:02, RA{ZKRIXEN, UIREXMPHERSE

I8

B AT 08:00 EP A 1 Lk, BEETE 08:02

KiXo

- BIRAT08:057E T R2 &R, B MEBARE

£08:15 (102#/F) KX, MM RYEHRS.

- TRI1BERTERA REBRIZEN.
- TR 2METERA RAREEZTE,
- TR2HERABHER, BTR 1H9ERA NS

FIERTS.

- TR 2 BAMAER A REEIEN, EATR

1 BRI T AR

- EIRAT 3 A8 HEHTR 1 fitk. RAEKFAE

A

- Bl ARBRTFE, HWBAKET 3 8 15

H. 3 A 22H. 3829 BFAHRIX.

INRARR TEBFEFEMAKER, HELETEZREIMAEIREBFEHER, BIRBLUAT T EFRL R,

ez Al
* B "SZREFR Web H%2E" BEREIMREIESR,
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&85 "EEERI Root THIRIIRE",
B
1. BIEERIRE,
a. &F*Alerts* > Email setupo
b. FIFERFHRH (SMTP) BRS231& BT EHf.
C. IBIIERE E AU NIEE B WAV E FHp it
2. FREEHNERARE IS8, FHHREB FHRERZIEFINIIRAR S,
3. EILIERY R FHRM B IR B FAIASK B A AR BB TR R4 RE L
4. WEBETRNBEEXMY, AEESRAZRER,
%ZES’Z%E_J;XT@EH BEHIESREMAERETE. FIi, EEREEARSS 23T, prometheus.log X
AlRER BREEIR.

BESH "WEBHEXHRGEE"

£ StorageGRID & EEiREX]
HE, EUEEFHARENIHEIEIREN,

Friaz Al
* B "SZHFR Web H'%G 25" EREIMEEIERE.
* &8 "EEEHREL Root 1ARIPR",

XFUIAES
TR LSRN, BPEREBENTRUAR— M RE N ERRRAERAN, SRS S SR

PR EEHRAMNBIFrE @A,
NRBAT SNMP I, NIFREAtEZHDHE] SNMP FERHATEAL

@ REFERMVEFZ R D MRFEEREFS, NWEELEXRIRFTMRZA, ErRIETAEN
BRI,

p

1. 3%&$F*Alerts* > Silences,

LB 2 7~"Silences"TiH,
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Silences

You can configure silences to temporarily suppress alert notifications. Each silence suppresses the notifications for an alert rule at one or more severities. You can
suppress an alert rule on the entire grid, a single site, or a single node.

# Edit || % Remove
Alert Rule Description Severity Time Remaining Nodes

No results found.

2. 1%$% Create,

LB B el B aa a3 HENE,
Create Silence

Alert Rule T
Description (optional)
Duration Minutes

Severity Minor only Minor, major Minor, major, critical

Modes StorageGRID Deployment
Data Center 1
DC1-ADMA
DC1-GA1
DC1-31
DC1-52
DC1-53

3. EERFHBWALUTER:

T (AR

LA BRI ERAMUZ M, ER LUEFREMBIAN B EXERMAN, EIEERM
MEZHA.
AR MREBEAIEEPIEENFAEFEZIRMNER, BEFFTEMN
m*s

A A A AL, FIERERRVHEIA, 9N, HERIEERRARYE Y.
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4. %1% Save,

FE
KB IE]

Pt

] A I
EREBNFHRGSEZKEE, Lo, NSRS FHROEREAM 5 2
21,825 X (56%F) 7%

AR BARROLEIRAMNHSBT BRI, MRZIRFNIEREL, WIERLEX
BIRETERZ AT, TR ENEEBERZ,. B2, MREREHFEENS
EEEMAR, 5140 Services appliance link down Z#i# Storage
appliance link down £, NAIgEEEFERYT EBERE.

R EREAPLL BRI E MRS, MRERUFMETER RN Z—E, WFZE
EAEEH,

BHRBRUIFIAN AT MPLET = ER] LUHDFIRNMS, B b RS
MR EERANSFAENN, NREFENHNE, NeFRERTAREER
MFFET R IRER—NER, NERNERTZMERBTR.

AR BREASTHANEREZS I TRASNER, IREB—REZ TR
ZPuER ERIEBRERAN, NWAmelZE sk

S. MNRETFHFITHZ BIECKEEERERR, B LA E#H1THRETMIFR.

JET
IRAEFRER

THIBRERER

BXER

"BRE SNMP {LIE"
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a. ¥ Alerts* > Silences,

b. MFRIEH, EERBRIFAIFRS XN AYRIEIEH,

C. &R IRIE",

d. BEdEIR. FIRETEL P EMHZRMATT Ro

e. 1%&#F Save,

a. 3%&#E*Alerts* > Silences.
b. MERPIEFEMWIPREVERZ BV R IEIETH,
C. 1%&# Remove,
d. FEFHE URIA SR BRI RS,
AR MEBEMLIERN &ZXBH (RIFRS— 1 EREAFTINE) . R

HAiARR T IIER, WETRERE/L2#A e RIXEBFHEFEL SNMP &8H,
HEH"EIR"TUH.



StorageGRID FHYZR
tt&Z5|H 2/R7E Grid Manager FRIBRIAE IR, BINAIREFERKIINERE S,
RERE, BISIZEEXERMN, ENENARREERES %,

FHLeBRINEIR{ER "Prometheus FEFR"

REER
RE EhEE

%8 B AT i RETE ISR B E S,

35 EB L T R TR SR B T,
R IERTE RIS T B R,
%8 B IG EE RIS BT B,

BN Rt R AT ISR RS

R I BT IS PR AT A

%8 BMC SBISHIR SEIFEEIEIE (BMC) HIBSE TR,
HTIEIE B R e ER SR NEIBER &A1,
REEEEREEN KBS E LIS,
REEEENRETETE BEEHEETETR.
REEEEHRETR BEENREET R

R & B P A/ RILER BRI MESISRE RRINEEA/N.
1% CMOS HitriklE HNEIGEE CMOS BtFEIRE.

REHRENSIERESS StorageGRID & & it BiEH 230V EE EBIARIEE.
RETEERIZE CPU BETS StorageGRID & &HitH 23+ CPU FYRE BB ARMRE{E,

RETRITHISREREEE 7 StorageGRID g & BB HI RPN EIRE K=,
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RETEERIZREIR B IR

REIT R aMERSEFL
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KMEN& & DAS IRohasik e

1% DAS IRohgsfE i IRBVIEE T T

s

%% DAS IXohEsiE (UZstam kT =i

%% DAS IKnpZREE

KME 12 25 XU R
KNEIS & Lh@E Rz
RENELTEE HBA iR P&
RENEFEFEDBRIFRE
G E B/ R EIRR
%% LACP iRk

M EIS &R P&

S EEAREIRRER

EEEHILE SANtricity IR1ER S
LYES

%% SSD mEES

IRETFEEHIEE A IR
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THRITHIZR PR EIR A BRI,
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DECLAFIB N R EFENEFETEESE,

storagegrid_storage_utilization_usable_space_bytes

HARMNREFMETEINEE, BIFFET R LFANKREFEN A BB 28T RS T,

storagegrid_tenant_usage_data_bytes

HAPFEXNRIZEKR .
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storagegrid_tenant_usage_object_count

P BIISRE,
storagegrid_tenant_usage_quota_bytes
AT HEANSHNEAZETEE, NRAKRMHECGIER, WAIA=ELR.
RERFRAEIEITH05IR
EIRENEERVIEIRSIR, 1B(ER Grid Management AP,

p

1. ${post_edited_translations.segment}
2. R EIEIRRIE,

3. 117 "GET /grid/metric-names 1&1E
4. THER

BEXH5 A

StorageGRID AEX

StorageGRID #RIEATFHRFH. BPEERMERFHIAT, ErkFEWERSEXH
FRERRAIRAF ], UhEHITSREARR.

BESAUTILE:

* "StorageGRID #{fHE"
s "EREMMIFAE"
* "XF bycast.log"

@ NEMBSEEREHFIFAGEMNESE, XEATRATRASFARNSHRBER IR, K E
REZBENNAER BEX A ERRAN 22 RS FIATEX LR BRITEE ZNo

WA EE

ZipRAE, ANWERSXHNAZGEE NS I TREASENENBEXHEETEH. oE,
PRI T A TUAEE MR T R RIRE &S

B

1 BMALLTF#%: ssh admin@grid node IP
2. 5\ “Passwords.txt X5 HAY D,

3. AL TSR] root: su -

4. %\ "Passwords.txt X 4551 H 59553,
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collecting-log-files-and-system-data.html

BRESHE syslog fRS588
KBEESFHE syslog ARSS 2RI LT ThEE:
* $ZULFRA Grid Manager #1 Tenant Manager 15K & S3 i5KMIFIR,
* Bt T ABREIFIRAY S3 15K, MARREEZBETIERG FEMAIIERERIT,
* FIRS TR HTTP BB RAEBIZAE.
* Bt T R B R IR E ) KRR LERYIER,

BRUEE, 55 "BERSEEMING syslog Ar588"
BEX 25!
StorageGRID BEXHFIEE S NENEF R BEUN B EfatnfliEizes <t A E M .

A E B R

audit ERRFIEITHIEIE R EER.

base-os-logs BERRERSKES, B StorageGRID B AR,

L) 2REERERE (R4a) .

cache-svc ZFRSAE (NERTRXTR) -

cassandra Cassandra ##EZE (S 24 Reaper 18E€ HE-

ec REREXMH ID #RMHAEXLFIT S EC AERERI VCS ER.

P& EHMNEAE, 81FAid(oycast.log) # servermanager Hi&o
grid.json SPETRHEZMNMEECEXH. Lk, “node.json EHFEF HEIT Ho
hagroups = A At EIR .

TR Gdu-server MIRERE,

Lambda fh&23 5 S3 Select KIEIEREXMEE,

leakd ¥ H leakd ARSZHIBE.

lumberjack.log W5 HEWERXIER.

fetm Grafana. Jaeger. T1ImSH28# Prometheus BIARS BE.
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JIEUE

miscd

mysq|

L

nginx

nginx-gw

NTP

RIZIFR

BRIFRY

HAth

perf

prometheus-data

e A I

Miscd 1E|E—'_|*D%EI-BE /t_.\o
MariaDB FKJ:EFEEE*D*E* E Tho
5 MLEEXBIEIZSF0 Dynip BRSHERAYE S

ﬁ‘l\ﬁkzlzﬁlg‘%*ﬂ M SREX SN BEE. EEIE Grid Manager 1 Tenant Manager

/)ILE E Chvo

* access.log:. Grid Manager #1 Tenant Manager 153K HEE Eo
° £ syslog SHAY, XLEHEMREIZRN ngmt o

- XEREHEHNEIAZ (Stime 15086011 Sremote addr $status
Sbytes sent Srequest length Srequest time
"SendpointId" "S$request" "$http host"
"Shttp user agent" "Shttp referer"

* cgr-access.log.gz: NIGEMEEHHEK,
° f£F syslog SHEY, XLEHBHFILN cgr:o

° XEHEEHENRE [$time i1s08601] $remote addr S$status
Sbytes sent Srequest length Srequest time
"SendpointId" "Supstream addr" "Srequest" "Shttp host"

endpoint-access.log.gz. S3 15K B HyIfr2sin mo
° {#F syslog SHAY, XLHEMFIZEN endpoint:o

e XLEAEHEHNEAZ (Stime 15086011 Sremote addr $status
Sbytes sent S$request length Srequest time
"SendpointId" "Supstream addr" "Srequest" "Shttp host"

* nginx-gw-dns-check.log: S5#iHJ DNS {0 EZRE X,
NTP BEEXHHBEE,
S5 REXBNBEE.

*ﬂ ﬂ*ﬁ'ﬂiujdq: 1) @}EHE% pido

‘/var/local/log" TABBEXHRIEEHMIMARF,

CPU. WML 1/0 BIMEEER

ZH1 Prometheus 1817 (IR BEWEE S Prometheus #1E) o
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JIEUE AR A

& S5MEEERERXAAE.

raft FEIRSPERR Raft £ HE.

ssh 5 SSH ECEMARSZEXBBAS.

snmp BT %% SNMP i@K1# SNMP RIRECE,
sockets-data BFREEIRNEREF IR,

system-commands.txt StorageGRID Faar<HfitH. EE2RSKER, HIMNENBEERBER.

synchronize-recovery- ’;2 #IPFEE ADC BRSHIFRE BT S IFET S 2B &R E S8 — 3 E4E
package o

StorageGRID 4+ H&
& O] AfERE StorageGRID BHE X a)dl# 1 THFEHERR.

@ NREEHERIXEIINB syslog RS FHELEZEEMWENT (W bycast.log
‘nms.log) , BEER'EEEREEE"

=l StorageGRID HE

XH& iER RIF
Ivar/local/log/bycast.log FZ StorageGRID tEHEBRS {4 FrETR
Ivar/local/log/bycast-err.log 2 ‘bycastlog WFE (FTEMN FrET =

ERROR #1 CRITICAL BUHE
) o CRITICAL HEHEBRIERSEH,

Ivarflocal/core/ BEEREFFEXLNSRNEAZO RETR
s ft. FIRERIRABIERTS RV,
BB AR BT

Note: iZX ¥
**Ivar/local/core/kexec_cmd i@ EF1ET
’ETRLE, HFARTRHEIR.

ZRAXEE
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X

/var/local/log/ssh-config-generation.log

/var/local/log/nginx/config-
generation.log

/var/local/log/nginx-gw/config-
generation.log

/var/local/log/update-cipher-
configurations.log

MR EXER B S

X

/var/local/log/update_grid_federation_co
nfig.log

NMS BE

X

/var/local/log/nms.log

/var/local/log/nms.errlog

iR

BE 540 SSH ECEMEHNNE SSH
ARSSEXRIAE.

BES%EM nginx EEEMEFMNNZ nginx
AR&ZMEXNBE,

B8 5% /Minginx-gwicE (FIEHHN
Hnginx-gwhRs) HEXBBE

Eé\’—ﬁ FCE TLS # SSH RE&HEXAIH

15N 0

iR

BES AR EERER nginx
nginx-gw BCEMEXMBE,

WA
* 3R B Grid Manager #1 Tenant
Manager B93&@H],

* H#IRS NMS IRSSIR(FIEXEIEM
a0, BFEEEANEEE.

c BEERFPHITNEEEEREEH
XML R48E B Ho

s A 58X RNBMERFEHEEN
BiRHE.

* @& Java WebfRE2EIZHE, i
M, TIEAEMEIRFIHTTPIRZS500

IO

T8 1Xo

* 855 AutoSupport X BE.

B & 5MySQLEIREEARBXNHEIRHE

ynnYel

BEENARS BT ETEIR (stderr) o &

MRSE—TBEX . FRIERS R
A&, BNXEXHEREAT,

EITF
BT R

[ =RE

EIEMMXTI R

AT R

EITF
FRET R

BETR
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X

/var/local/log/nms.requestlog

AR5 EERHE
XH3

/var/local/log/servermanager.log

/var/local/log/GridstatBackend.errlog

/var/local/log/gridstat.errlog

StorageGRID R HE

&

Ivar/local/log/acct.errlog

/var/local/log/adc.errlog

/var/local/log/ams.errlog

/var/local/log/cache-svc.log +
/var/local/log/cache-svc.errlog

/var/local/log/cassandra/system.log

/var/local/log/cassandra-reaper.log

/var/local/log/cassandra-reaper.errlog
/var/local/log/chunk.errlog

/var/local/log/cmn.errlog
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iR

&8 %M Management API ZIAER
StorageGRID ARSHIfZ HIEZIE R

iR

AR5 28 Lim1THY Server Manager [ FAT2

FRIBEX o

Server Manager GUI [FixN BAfEFHH
EXf,

Server Manager GUI BB E X5,

A

@’a‘*ﬁf‘ﬂ&ﬁzﬂﬁﬁ/ﬁam (stderr) 7o =

AHE‘ZE BEX . [‘?ﬂFHE‘ZHﬂL
AJ,, .:.L'JJX‘“‘SZ#F BAE

FFRssEE.

TTEIETZE (Cassandra $UEE) WIS
B, AIERINFEET e IRy
nodetool repair {EZ{ELERFEH,

Cassandra Reaper fREMIE R, 1ZIRS

3t Cassandra #EEFHIEIEHITE
=1

Cassandra Reaper fRZHVEEIRE Eo

AT
EETR

2z

AT
FRET R

FRET

FRrETR

¥
1517 ADC BRSHIFHETT =

e
0

1517 ADC FRSBIEFETI =

FETR

FETR

FETR

FHET R



X

/var/local/log/cms.errlog

/var/local/log/dds.errlog

/var/local/log/dmv.errlog

/var/local/log/dynip*

/var/local/log/grafana.log

/var/local/log/hagroups.log

/var/local/log/hagroups_events.log

/var/local/log/idnt.errlog

Ivar/local/log/jaeger.log

/var/local/log/kstn.errlog

/var/local/log/lambda*

/var/local/log/Idr.errlog

Ivar/local/log/miscd/*.log

iR

b B EX SR REFE T EMIBRRES
StorageGRID A4k &% L. EEEIA

RIS B

BE5 dynip REMEXWEE, ZRS
SRR RMEHES IP B E A D

=19

5 Grafana IRZXEHWBEZE, BT Grid

Manager FREYFEHRRI 1L,

SERAEAXEN AR,

ERERIRSERK, BHIa0M BACKUP |
MASTER B FAULT B9%%3,

:—‘li:ﬁﬁ FIRERUREERY jaeger ARSZFEXAIH

eN 0

1% S3 Select REZNBEE.

BEMISCAIRS (ERARSERITIFIZ
F) BWAE, eRET M0, BT
BN EEEMT R ERARS UK ERE
TR ENREE, fINEREMTR

EIETHIRRS BT,

EITF
FHETR

FHET R

FETR

FRETR

EETR

EETRMMNXT R

EETRMNXTR

11T ADC IRSZBIFMHET =

FRAETR

11T ADC IRSZBIFMHET =

BRI T =

OFFEEEHSMME
TRESKEE, BEER
"S3 Select BIET S
KT RBYEKRHES"S

FHET R

PRrETR
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X

/var/local/log/nginx/*.log

Ivar/local/log/nginx-gw/*.log

Ivar/local/log/nginx-gw/cgr-
access.log.gz

Ivar/local/log/nginx-gw/endpoint-
access.log.gz

/var/local/log/persistence*

/var/local/log/prometheus.log

/var/local/log/raft.log

/var/local/log/rms.errlog

/var/local/log/ssm.errlog

/var/local/log/update-s3vs-domains.log

/var/local/log/update-snmp-firewall.*

/var/local/log/update-sysl.log
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WHER

B8 nginx [REMHEE, ZBERHE
FItgARSS (5190 Prometheus 1 Dynip
) HEHIIEMNZSBENG], LUERE
%8 HTTPS APl 5E T =2 ERIARSS
BE.

BEEnginx-gwhRSHEXN—KEE,
AIEEIRAENEEY S S REE
DE,\JE ICAO

@,E 5EMEESIREMRXIIARA

IL;\O

@,/E\ﬁ E‘Z:F@I%EEEQEI]]«HﬁJ E ) 1/(HE
SiREME P IREIFMET =AY S3 RERN
kR

BERAMRSHNET, ZRSEER
Wi F FEREENRMRREIS .

HFFRETR, E8TRBHERSEE
#0 ade-exporter 181RARS B Eo

HFEETR, X883 Prometheus
Alert Manager fRZ8IBE,

E’z‘ RSM BRS3FAF Raft X B9 ZERYS

BEEFIRTHARS (RSM) IRSHIBEE
, ZBRS AT S3 Fabks.

Ba85 S3 EMERREENIEER
BXNES. HSHKHE S3 & ik A
RV,

& 57 SNMP BIRRIBAE A ISR O X
WEE.

BEE5XRYS syslog Bt BFAfEHE<
E’J E JTaxYe)

EITF
BT R

EETRMMNXT R

EETR. MXT R
&, BETRREXGERE,
{RTEES RIS E 5 HI B AR
R,

EETRMMNXT R
PRETR

FRET R

%ﬁ RSM ARSSHITFAETS
%ﬁ RSM ARSSBUTFAETS
[ =RE
BRI T =

AT R

FRET R



XH3 iR AT
Ivar/local/log/update-traffic-classes.log G& 50X Rt BEBNEXNA EIENNES S
=+=

15N O

Ivar/local/log/update-utcn.log BESKHTA LNARZEERTFPIHENSE FETR
BEXAXEE,
HXER

* "X7F bycast.log"
* "“&EF S3 REST AP!I"

StorageGRID FHEPEMLEIFHE
& A] LUE A BB N4 IR B S X inl d# T PR HERR.

X3 iR RIF
/var/local/log/install.l R RELIEFEIE, BEREEHNICR FrET R
0g

Ivar/local/log/expans 1£¥ RiZ{EHAEIIE. 5T BREHNIZR. EFET R
ion-progress.log

Ivar/local/log/pa- 711517 pa-move.sh il Z<BI Bll7E, FTEETR
move.log

Ivar/local/log/pa- 155517 "pa-move.sh' Bl 2By 8132, TEEYS

move-new_pa.log

Ivar/local/log/pa- 7EiE1T “pa-move.sh BT B2, TEETS
move-old_pa.log

/varflocalllog/gdu-  f GDU fRS5EIE. BE5FEETREENREMAIFIEREX BETR
server.log SEXEN

Ivar/local/log/send_a fEZRELEFLE, EE5TRS5FEBETANEBESAXNARL MRETR
dmin_hw.log =W

Ivarflocal/log/upgrad  7ER - FHRERIEICIE, BERGERBHMIZR. FRAET=

e.log

7 fi# StorageGRID bycast.log

%4 “Ivar/localllog/bycast.log @ StorageGRID M EMEHIR X H. T NMIZTS
REE— "bycast.log' X, ZXHFEEFFETZMIET REVES.
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e3> " /var/local/log/bycast-err.log’i& "bycast.log BYF&., EEE™EM ERROR # CRITICAL BIHE.

WEILIEREZEAENBR, HREHEZERLEEIING syslog fr5588. ECEIMR syslog ARS526T, IFARELAERY
MFEFRZICRIIAM BT, BSH "IcEHTEEMIMND syslog ARF525"

bycast.log FIXX 3£
Y “bycast.log'XHiXEl 1 GB BY, RRFMEXH, HBoFBBAEXX 4.

RENXHHEEDZ bycast.log.l, MXH#iFRA N bycast.logo =il bycast.log iAE| 1 6B B
» ‘bycast.log.l BHEGMAHEL N bycast.log.2.gz, bycast.log HEHRAN
"bycast.log.lo

HYRCHR IR "bycast.log' /9 21 X1, B “bycast.log' XHHIE 22 MRAEY, RMFR&IBAIX 4o

‘bycast-err.log" HIEIERHINEIXH,

(D MRATXHEESE, WA FREBREREEISANGXGNER—IE, BXHREREIE—UER
RESTH BTN,

WEILIEREZBAENBR, FHRHEZERAEEIING syslog ArS588. ECEIMR syslog ARSS2RET, IFARELAERY
MFEFRZIERIAM BT, BSH "ICEHTEEMIND syslog ARF525"

BXER
"W g B S A R YT EUE

bycast.log FHIHE

‘bycast.log’ HHVEEH aApE (BT HAHINIFIE) BN, ADE
BT RHRSEFAERIEITIIFR,

ADE HE/RfI:

May 15 14:07:11 um-sec-rgl-agn3 ADE: |[12455685 0357819531
SVMR EVHR 2019-05-05T27T17:10:29.784677| ERROR 0906 SVMR: Health
check on volume 3 has failed with reason 'TOUT'

ADEEEREESLUTER:
HEER w5 FRRE
BEID 12455685
ADE #72 ID 0357819531
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HER THIREYE

TRIRZFR SVMR

JHEARIRRF EVHR

UTCH 4R al 2019-05-05T27T17:10:29.784677 (YYYY-MM-DDTHH:MM:SS.uuuuuu)
= E2R5 BiZ

IR ERR = 0906

HE SVMR: % 3 BiZ{TIRRIGERY, REA"TOUT"

bycast.log FHYHEM™E S

‘bycast.log REHEBRSIE T ERERG.

40
* NOTICE — WidRHNEHERE. KZHAEESETEULT,
* WARNING — A& EIME R
* ERROR — R4 E IR, MR,
* CRITICAL — 2XE B BB, BEFELEEEEE, ENIEMMRIEBTER,
FEYEEIRICES bycast. log
R R ZEFEIREE bycast.log # 8 S &=,
TRINIET bycast.log PR WIFMFRIL, IERFHLBHHTIE XEURFIRGZ B _E T

IR aX
sucs THEiR
GERR ARH
BUH EBUH
ABRT Bt
2 sl:p]
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HIRE
INVL

NFND

VERS

CONF

KW

ICPL

FERX

SUNV

TRIIET bycast.log FHEHFHEIRAL,

WIS

001

002

003

004

005

006

007

008

009

010

011
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IR
EPERM

ENOENT

ESRCH

EINTR

EIO

ENXIO

E2BIG

ENOEXEC

EBADF

ECHILD

EAGAIN

&YX
P

RIKE

hR s

ficE

KW

ARSS AR

&Y

FAVFRITIIRE

FEEUXHHER

A I ERHEE

HhlfrBY R 4eE A

I/O%EI=

FFTEIbIg & Ethit

SRR K

Exect& i1z

BRI RS

TFiHE
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HIzRRS

012

013

014

015

016

017

018

019

020

021

022

023

024

025

026

027

028

029

030

031

032

HIRE
ENOMEM

EACCES

EFAULT

ENOTBLK

EBUSY

EEXIST

EXDEV

ENODEV

ENOTDIR

EISDIR

EINVAL

ENFILE

EMFILE

ENOTTY

ETXTBSY

EFBIG

ENOSPC

ESPIPE

EROFS

EMLINK

EPIPE

&X
AT

IPRAAEL

kIR

FERIRE

REHFIRIE

XHBEEFE

SRR

REXEFRIRE

=—TER

ST

XKt

IARNXHRZ

FEFTFH

AT

XK

No space left on device

IEETUE

REX RS

B

I

P
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HIzRRS

033

034

035

036

037

038

039

040

041

042

043

044

045

046

047

048

049

050

051

052

053
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HIRE
EDOM

ERANGE

EDEADLK

ENAMETOOLONG

ENOLCK

ENOSYS

ENOTEMPTY

ELOOP

ENOMSG

EIDRM

ECHRNG

EL2NSYNC

EL3HLT

EL3RST

ELNRNG

EUNATCH

ENOCSI

EL2HLT

EBADE

EBADR

&YX
HF S R

HAERTART

RERERIFTEH

XHFRRK

TR BIERIUE

Tk SR

BRFAE

BEIRZ SR

RBFRREENER

EMFFRIRIRAT

BiE SE L TEE
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054

055

056

057

058

059

060

061

062

063

064

065

066

067

068

069

070

071

072

073

074

HIRE
EXFULL

ENOANO

EBADRQC

EBADSLT

EBFONT

ENOSTR

ENODATA

ETIME

ENOSR

ENONET

ENOPKG

EREMOTE

ENOLINK

EADV

ESRMNT

ECOMM

EPROTO

EMULTIHOP

EDOTDOT

EBADMSG

BX
Exchange B%

FERA1R
ERABEILH

HRIETR

FASFR VIR
REREM

B P RHE
TS ERETHA
AR

MBS REMLS £
RZENTE
MR BITIZRY

R BRI

Srmount§giz

RIS HILBIEHEIR

PN EEIR

ERRAZBk

RFS 15 E 817

FEHIEHE
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075

076

077

078

079

080

081

082

083

084

085

086

087

088

089

090

091

092

093

094

095

108

HIRE
EOVERFLOW

ENOTUNIQ

EBADFD

EREMCHG

ELIBACC

ELIBBAD

ELIBSCN

ELIBMAX

ELIBEXEC

EILSEQ

ERESTART

ESTRPIPE

EUSERS

ENOTSOCK

EDESTADDRREQ

EMSGSIZE

EPROTOTYPE

ENOPROTOOPT

EPROTONOSUPPORT

ESOCKTNOSUPPORT

EOPNOTSUPP

&YX

EXNFEXBEIELRE AR

AIRTEMS E R ME—

NIRRT FEIRIRES

AR E B L

TR RHERE

HR BRI R EE

RRERISHERE

TEEERRNTHERE

IEENFTFT

EPIi‘F[E’J %&ﬂﬁﬁf"%ﬁﬂ*’ EjJ

Streams BiEHEIZ

BAFRI%

FERT LNERFTIRE
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EERFAIMINEREER
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ERFREAR
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096

097

098

099
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101

102

103

104

105

106

107

108

109

110

111

112

113

114

115

116

HIRE
EPFNOSUPPORT

EAFNOSUPPORT

EADDRINUSE

EADDRNOTAVAIL

ENETDOWN

ENETUNREACH

ENETRESET

ECONNABORTED

ECONNRESET

ENOBUFS

EISCONN

ENOTCONN

ESHUTDOWN

ETOOMANYREFS

ETIMEDOUT

ECONNREFUSED

EHOSTDOWN

EHOSTUNREACH

EALREADY

EINPROGRESS

&YX
REHIRS)

UGS E Sk i

it EEEA

ToE D ECIE R AL

MEBE XA

MEEAREA

MTEE, MEERP

RERBERLLE

NEREEEER
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EIRRIELE
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A EIEAAEEER

BRIFEEHITH

BREIETERITH

109



HIzRRS HIRE aX

17 EUCLEAN SMERFIE

118 ENOTNAM RE XENIX 858 KB H

119 ENAVAIL RETAN XENIX 52

120 EISNAM R RRH

121 EREMOTEIO iAE /0 /iR

122 EDQUOT BB HECE

123 ENOMEDIUM KIRFN R

124 EMEDIUMTYPE NRFEEIEEIR

125 ECANCELED IREEBUH

126 ENOKEY PR 2R el A

127 EKEYEXPIRED b bl 2

128 EKEYREVOKED ZHHE WP

129 EKEYREJECTED ZEANARSSIEL4

130 EOWNERDEAD MFEEERFD: FFEEERET
131 ENOTRECOVERABLE HFEENER: REFRTIME

A8 HEEIEMIMNE syslog ARSZ 28

StorageGRID SN ZA S HERSS 23

SMER syslog ARS5 282 StorageGRID 7MEBEIARSS 28, AT FERENMIBEWERAFIZE
Bo EASMEB syslog fRS 8 FI LRIV EBETT R ERNEREHEERMEIRES. XTF
StorageGRID, ik syslog JHEEHIEEIENFFS RFC 3164,

ALK IEEISMEBsyslogARS3 2R R BRI 15 BB B4

* AR ERRLETHEEMNFEZHENHEZAE
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* SREBREM, FIINERMFALRE root
* MRFBEALSHFRFILUHEEFHEZIRIRE, AR ERREHINAREFAE

{AIBSfEEFRSMER syslog ARSS 28

MREBEAREMIE. FHZMHIEM 83 N R G B REBAAEHEIZEUE, NI syslog ARSZ 2845518 o
m5MEB syslog ARSZ 2 LIXEIZER, ErTLL:

F BERMER RIS, AR BSNRE FHEEIHER.
CRDEET R ENRERE, RARKESEEMEMEIT WIS syslog RS, MABBIE
B,

@ HETRIXFIIMNE syslog ARSS288Y, AT 8,192 F RN AERTE S REWBT, LT
GYMB syslog AR5 25K RAYE TLFR Ko

@ ATEIMBRRZATRS BREMENRAUTREIIEMERET, 8N TS ERSHF 20
GB M&EZIEFEEMHE(localaudit.log) o

WAIEC B IMIR syslog ARSS 28
BT RRUNAIELEIMB syslog ARSS28, 1BEN "Il E HEEIEMIMN syslog RSS2
WNREITRIECEEA TLS 5% RELP/TLS WY, MM EE U TIER:

* Server CA certificates: FTI0IE PEM 4wh3895MEE syslog RSB 23— 1 HZ N ZEER CAIER, IR
HEL, BERIAME CAIEHR,
* BFIHIEH: AFLLPEM FREEEIMR syslog ARSS28#1TE D IIEMIE F ImiE o
* BPIRTATA: PEM RESMVE P imiEHFA%A,
WMRERARFIHIES, WEAAFERARTF G, NRBEMZBOFAR, WELTIRHE

() @B ERNTAEIERENRSMRSE, EAUNEHRRNED; NEERn, RS
RRMZOLG WRE) .

NNkt ohER syslog ARSS28HI AN

BE, EHMEANNEERTIFFIENELE, USH S3BENEENFEDEHREN, fli, ErlfeEEMIRE
%"‘ME1 000 % S3 #21F, =&EF) 2,000 MB M RIBENFIN R, ENIRIEMIEE #EE%EW&%“B syslog AR
=Ly VAW

ALRET -EERAAN, EIEEBEMEITIME syslog ARSS 28T ZAENS MRV R TR AR B ETH BRVEREFF
AR, UMRRERSFARMEESE (1) S31R1FR) &

EEEQNPEAET) S3 1BIFHK

le]%‘”E’Jﬂ%k/ﬁmd@ﬂ‘?%?&%ﬂ'ﬁ’]ﬁﬂig, MBI R/ NI A ET) S3 1R REERME AT, B¥
MMRELE, SOMELBEFINKA/N, AUERRAREITAEMER (WNRE) FIERE, ALY
Y £/ StorageGRID RN RIZFRY T BERMAE. 190, WMRMEBIA/NAAE] 2,000 MB/AHIEILE, BHFY
MRA/N 2 MB, NMEEIA/NAT L IEEF) 1,000 7% S3 #1F (2,000 MB/2 MB) o
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W F&HERIIME syslog IS SAMBBRAIRMT BUERET (RRBFBRED o 7
() EEwERENLERRN, CTESEILARTNNESUBEMEA sysiog HEEEL syslog 2
B, XA AR,

HiZATHEEATR

NIRRT PRSI SZHFY S3 #BIEZI, RBXT S3 TIFRHMIER, NELUERUTANGEIMND
syslog IRFBRHFBNIENFZASE, FRER " FZAI"RENRINME FrEXFFMIRENER", BEH#ER
BN"EIRERIN)

Audit Log Rate = 2 x S3 Operations Rate
Audit Log Average Size = 800 bytes

fpan, WMREBIMIEA/NAFE 1,000 1 S3 ##(F, MIMNE syslog ARS3BBHIA/ N SZH5EF) 2,000 1 syslog iH
B, HENAEBUS 1.6 MB RERER (BEFMHE) SHZAEHE.

MREWNTEAHBES THE, WA LHTEERGT. NTHEZAS, REENMINEER PUT (BT
GET) #2fFd& SRENEDLL, UKRUT S3 FRIFHIA/N (UFTHEM) (RPERN 4 PMFHESE
HRZAEFREN -

(%E] FE AR A

SACC S3 HPIKFA &I (BREET) RIXIERHVA PRI IK P R,
ERIERN=,

SBAC SIEAKF R (FERFIEE) FERFIAENEFPIKS 2R B
FIRBIEEMK A BHER R,

S3BK S3 FiE R S3 FEE & Ro

S3KY S3% A S3 HIRRIR, NEIEEFHEREZIR.

FiEfR LR ER e F R,

IEFATIER P SRR S3 1R1ER PUT 1REHNBE DL, HEFP 0<P<1 (FLL3F 100% PUT TIEfaZ, P=1,

3+F 100% GET L&, P=0) o

IEFAIER K kR S3 MR, S3 =EiE@FN S3 HPAZFMAVFIIARN. Ri& S3 kP B IKZ A my-s3-account
(13 1N=FET) , FHEFEEBEEKERNSRMR, U /my/application/bucket-12345 (28 NFET) , HEAWRAEFE

FREME, 0 5733a5d7-1069-41ef-8fbd-13247494c69¢ (36 NT5) o M K BYMEF 90 (13+13+28+36),

WREILFAE P K BYE, MelLUERUTANEEIME syslog RZ[BHFENIENHIZBETE, rileeR"H

ZRFNRERNBINE (FIEXIEIREN"ER", FHEIREN"HIRPRIN

Audit Log Rate = ((2 x P) + (1 - P)) x S3 Operations Rate
Audit Log Average Size = (570 + K) bytes

Flan, WNREHIMIE AN FEF) 1,000 I S3 ##(E, EHITEAEN 50% PUT, FHEER S3 kP ZFR. =&
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BB RBIRFIIH 90 NFTT, MIMEP syslog BRSSBRHIA/ N SZHEHY 1,500 1 syslog JHE, HEN
BEAZLIZY 1 MB/AVRYER RN (BEREME) SHZETHE.

FFRUARZRA B ERE A

NEGE SR AR BISEREBAFZASIGE FFAXIISEENER", BB, EELEN®
12 . BFEHIEBAEZASIE B NE S R RENTIIA O AAR R A, B2, TRATHERGE
R EELUERNERESRHNTIANAR, BIFTE, XuEaSNEE, BTN EREETY
INFERAE RO S,

FF AT

EHl: EZEIIIREN FE R ER" HIZEEHEE = 8 x S3 RIFER=K
BERmEY . BERARAIRE N R N ER" ERSFINKERRNAR
REEFHNEITARN

LZ2EHS S3RELX, BEFENASNHEETURERT, HFXERR, KERHEEARN.

NAEFESHEEAR

WRBRT PRSI0 S IREHREZI, BEEXT S3 TIERHENEER, NWaUBAUTAXEHEI
ZB syslog fRFZ R EEN BN AEFHEE:

Application Log Rate = 3.3 x S3 Operations Rate
Application Log Average Size = 350 bytes

Flb, g0, MRERIPEAR/NAEZTD 1,000 1 S3 #81F, MIME syslog ARSZBEHIARNN 2 3,300 Nz
FRREFAE, HaeBUEThyy 1.2 MB BERE (MNEFME) ZARERFHTEE.

MRENTEAHBES T, WaIHTEERNGEE. ¥TYARFAE, REBNIMEERHIERIPR
B (ERISHERHEID) « BT PUT BY S3RERVE DL (5 GET/HMAELL) LUIKRLLT S3 FEBITFHIAN (L
FOABM) (RPEAN 4 FRESEHITASFREMN) -

%z FE AR A

SACC S3 HHAKF R (BREIER) RIXERBA P EITE K & o
ERIERN=,

SBAC SIEAKF R (FERFIEE) FERFIAENEFIKS 2R B
FIRBIEEMK A BHERTIF,

S3BK S3 FiED R S3 FEE = Ro

S3KY S3% 1A S3 HIRBRI, FNEIEEFHEREZR.

FiEfR LR ER e TR,
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THFREE

ATEIS LU TEURRIPSE, WA MG AR FIZF)
* 25l
LT

NRERE B ITHHRRIF

& P R/RVERN PUT BY S31REMBE DL, EHR0o<P<1 (ALFTF 100% PUT T{EfZ, P=1, F 100%
GET IEfa%, P=0) ,

it K 3R~ S3 kP&, S3 EfiEEF S3 BRZFMBITFIIARN. Ri& S3 kP B IFLL S my-s3-account (13 PNF
T—‘) , FHEREERETEKEMNRIR, i /my/application/bucket-12345 (28 MNET) , HEAWNKREBBEEKEN
5%A, 0 5733a5d7-f069-41ef-8fbd-13247494c69¢c (36 NFET) - M K AYEN 90 (13+13+28+36) -

SNRATLAARE P M K BYE, WAUERUTANGEITIMNERS BSIRS B[O MNEEB BNV AR BEE,

Application Log Rate = ((1.1 x P) + (2.5 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (220 + K)) + ((1 - P) x (240 + (0.2 x
K))) Bytes

Ft, F40, MREBIMEA/NAEE 1,000 /R S3 121F, EBITIEHREN 50% B PUT, FHEEBY S3 KPS
MR FAERBITANRBIRFIIN 90 NFT, MIME syslog AR5 8ERIA/ NN 25810 1800 M AR BT,
FILIET 0.5 MB RO (BEEFME) NAREFBIE

SNRIEBIRFRRIDHITEIRRIP

1% P RREN PUT B S31RENBE DL, HEFR 0P <1 (ELXTF 100% PUT TEfE, P=1, ¥F 100%
GET I{Efa%, P=0) »

ik K&K S3 KA #&. S3 #iEA S3 ZIAZMBIFIIAR/. 1RIZ S3 K RIGL A my-s3-account (13 NF
) , FEBABEEKENZR, W /myapplication/bucket-12345 (28 MFT) , HEMNRABEEKEN
%50, 90 5733a5d7-f069-41ef-8fbd-13247494c69¢c (36 NF13) o M KHIEN 90 (13+13+28+36) o

SNRATLAMRE P A K BY(E, WA UERUT AN GRS ASRS [ETEBMENNAREFBEE,

Application Log Rate = ((3.2 x P) + (1.3 x (1 - P))) x S3 Operations Rate
Application Log Average Size = (P x (240 + (0.4 x K))) + ((1 - P) x (185 +
(0.9 x K))) Bytes

Ftt, Bia0, MREMERNAEFD 1,000 & S3 1&1E, EHITIERAEN 50% PUTs, FEEH S3 kA&,
EERBATREBEIN 90 NFET, MIEAIIME syslog ARSZ B/ AN ZFET 2,250 M BAREFASE, H
BWEEB LIS 0.6 MB BUERKZEW (BENEHE) NAEFRHE.

7 StorageGRID F i EHEEE
RIBFE, IEHEZES. hiRkUREZEENEEN(ME,
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Fig StorageGRID TR#E=EMEITHSMBE, MURERAFGENNEMS. HiHHENAER BEMBIEHR
NEZETE,

&, EALUECEIMNT syslog AR5 28 MR RFHIZIER. ERAIMNIRS B[ IRAREME D EZHEEBTIER
RYMERERZIR, MASMEEEZMIBENTRES. MREMBAARENSE. ERASHEEN S3 NARFNFEREM
BEIZEAE, NWIMNEB syslog ARSS 28457108 Ao
FIaZ Al

* BB "SZIFR Web H'%H2E" EREIMEEIERE.

* 188 "4EPEL root AIRIAIR",

* IREIRVECEINER syslog ARSS 28, WEBEBFEMR "ERAINER syslog RSSEFVERTFZI

* NREITRIGERA TLS 3¢ RELP/TLS thYECEIMEB syslog ARZ528, NIIAEFIRIIARSS2: CA MIZ P ERIEHIL
K& FimthRo

i

BINERIZH B R
AIABEZAERNUTEEERIREREREZE:

EteEsll AN E EZER

EX IE% "BRYTEIZHE"

=& IR " REFEERIZHR"
BE IE% "EEEITHES

& P imiREY IE% "B imIRE AL S
EFRmS AN IE% "BEF IS NEZHE
ILM E% "ILMERIHHE"

B IE ] iz "CGRR: ESRIEEHIER"

() aramiE, BRSIRETRINER,

B
1. ﬁ?ﬁ*@ﬂﬁ* ”,_ En_.\ EEEO
2. WFEANHEITEEER, MNTHRSIRPIEZE—EITRG:

L2l IR
e Sl B R B ERHEZE B KIER.
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8
™
X
S

HHIR RIEREHIRHER "(SUCS)RYER1ZH B
IES RERAEF S MHE S —X W PAR I HATIZZERIBE R
EIES EFA. R3S EEEZER B,

HERERANFMEEIER, BEEREESRIICRIVER. HI90, Normal 3B EFHE Error JHE.

@ NREAFE S3 NAREFHNFT P IRRBUR(ERFMICR, AILUEREZ A ImEIIRE B
AR, LURDEZASTIERNEESHE.

3. % Save,
EX HTTP i&Kink
AILUEREX BESER P ImEEME NEIZHERBER HTTP 153K ixk.

p
1. T EZIUIRR B, EXBEAETERFHIRENE NHIZHESH HTTP i5RIRk.

FRES () FRBER, URRESIMHZENER. FREXFEY (\Y) REXFES,
2. fNREE, %1% Add another header LU SIEE AR,

ULEERPHE] HTTP A75k8, BT ESTE HTRH FRTHEENER,
() U EPBEER S ESRENIERASITN XA, FREREHERIT.,
3. i%#F Save

FEEAEMNE

AINMERT, FHRMASREEERENNTR L. ENSERRRHARLMER, UMLLESAEZHNHEES
& INREBEINPREFHFIESMBAEFE, 15 £AINER syslog BRZ5 28,

MRBERNREFDS X, BHEEATASEENEANEEXH SR BEEFE.

fEFAYMNEB syslog ARSS 28
SR LOEIRACEIMEB syslog AR5 28, UEEZAE. NAEFHEMNR2SHEEFREIIMNEINIRILE.

()  WREFEERING syslog FR55E, WHRILLSBHIEE) ets A1,

MBS RPRHNREATABRE, TARRENER, NALUEA auditdestinations'#
SRR EMEREET, AT I 12 APIIITLE AP 255, BIin, MRBRHRRELS
RAFERARER syslog ARZS28, MATLAER AP,
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i syslog =8

HIRECEIMB syslog ARSZ28MS, HifH StorageGRID i4[8])9MEB syslog ARSZ2_FAERIE Eo

1

Z3

1.

5.
6.

7.

MAHTI 2RI SMERARSS st R e, R ECE MR syslog ARS8, &, MREZAIEEETIME syslog
ARs528, 1B PRIEIIMNR syslog ARS5 28

IEB$IE B RConfigure external syslog server@&,

T FEFE Enter syslog info 518, 157f Host FEXH 9B syslog ARSZB 23 NE RN T EREH BRI
IPv4 BY IPv6 ik,

HINIMER syslog ARS5 88 ERIBRIRO (I 1 2 65535 ZiBIVEEY) o FRINIROAN 514,
AT R EZERREEIIME syslog ARSSZRAIINN

BIER TLS 8¢ RELP/TLS, & EZARSZSRIEBA REERX LRI — ERIEBEITRIFMES
5MEB syslog S5 e8 2 BIRVERE. BXIFMER, BEN"EEZEIEH"

FRB hiSOEBER T ZIME syslog AR BHIHIFMECE, EHIUEERE—5IME syslog BRSS 2E A RIIED,

@ AR RTICRMN (RELP) /BT syslog TﬂJ‘i)_‘iE’\JIjJﬁE,*L}(?ELT?E%#?%EE’\JEJE%%O fiE
F8 RELP BB FBALETESM syslog BRSS 22 EHBEIRELHEITER.
%#¥ Continue,
SNRMEEET TLS 3 RELP/TLS, 15 LZMRSEE CAER. BEFRIEBMNEF HAH,
a. EEFEFRINERREZHT R
b. FAEIEHHEIAN M
C. T B

IEPHBAXHRFORER—MEREERITS, BRIEERNLE,

3%$E Continue,

BEERZHTRS

TR LURRE R IXEIMNR syslog ARSS2BHIE R

TR

&

1.

FHFEFHELR syslog AT, EFERIXEIMB syslog RZ23NEFHLEHHEZEER.
° RiXEIZHE: &K% StorageGRID EHFRSTEDD
° Send security events: ZXRTE2EMN, FIMNIHREENNARZAERHAF U root B{HEREY
° RIXNMAEFHEE: &% 'StorageGRID i B S AT HIEHBS, B1F:
* bycast-err.1log
* bycast.log

" jaeger.log
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" nms.log XNEETR)
" prometheus. log
" raft.log

" hagroups.log

o ZRiXipRIBE: EIMEBIEKEY HTTP AR HE&XE Grid Manager. Tenant Manager. BCEHIT1 Y

ERin R UK B ZERSNRIKEIER.

2. ERTHERBENBERXNE N EZES L EFEMNRE CHRER) .
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KRB EREEMRREN UEEUTBEEXNARREAE, WEERMMIITON,.
a. WFERRE", WF Passthrough*, SEFE—NNTF 0 2l 7 ZERTERREEE,

NRER—ME, WFMEERNATHRELREENERS. IREABREEBSETENE, WEXTETE
MREERER.

mEM (e A

Passthrough RIXF)IMB syslog NEFERBHAEESAHMIEREIT R LIERNTEIEE

* WFEZEE, FEMRN"info"
* WFREHFM, MEMHERTRLE Linux Z1THRER.

s WFNBRRFEAL, EERER info"f"notice" Z BJEFIARR, B&AEUR
FRIBEM 4. 580, 700 NTP BRSE23MACE HA H=4AH info"HIE,
MR E(ZLE SSM B RSM RS 44 H "notice"HI{Eo

* WFIHEBE, mEERN"nfo"

0 BR2BR: RETAER
1 ZEE . WIMIBPREITEN
2 mE: mEER

3 HIZEIREN

4 BE BEEXH

5 AR EREEENRR
6 Informational: SEMHEE
7 iR EAEER

b. 3+F Facilty, 3%#F Passthrough, ZiEFE—NTF 0 Fl 23 Z [E#9ILHEE,



MRER—ME, WeBATHRELEENER. IREABREEBS LR, NWEXFRIZMHIESR

RKEX.

TH
Passthrough

10

o] @ IR

RIXF|IMEB syslog NEFKIEBHAE SAMERET RNERNIREE:

* WFEZAE, KEFIIME syslog ARS5 28RV "local7"s
* WFREFEM, REEBRT R LR linux KITARERM.

* WFNAEFEE, RIXFISMNE syslog BRSSBHNABIEFHEREBUTIR

HEfE:

° pycast.log. user G{ daemon

° bycast-err.log:. user. daemon. local3 ¥ local4

° jaeger.log: local2

° nms. log: local3

° prometheus. log: local4
° raft.log: localb

° hagroups.log: local6

* XFipRIAE, &EEISMR syslog ARS5 28RV /9 "local0"s

kern (RIZHE)

AR (BP&ER)

R4

THER (RATFIFER)

auth (Z2/AECER)

syslog (F8 syslogd MEBERLATHEE)
lpr GTHTENH.F 5 4)

news (RIZEHTIEF RS

uucP

cron (BEH<FiFiEE)

22 (ReMENER)
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TR ] A I

11 FTP

12 NTP

13 logaudit (HE&HEZ)
14 logalert (HEZIR)
15 clock (RI$<FiP#HIZ)
16 local0

17 local1

18 local2

19 local3

20 local4

21 local5

22 local6

23 local7

3. %% Continue,

RIEMAHEE

EFFIEERINB syslog IRSS528 2 A0, NIFERMEHFBIFAE T RN E S RIXEISMD syslog ARS8, TEMING
HHERIXEIMEB syslog ARSS2RZ AT, (ERZEEAXLENIHIH BRI B E W EEMEZEA,

@ BINERIMNE syslog ARSS2RECE, HEIEMHIAIMNTE syslog ARSS 23U EIR B SR E T =AY
HHR, HERZHEEBRTHENIE,

p

1. NREFBLRIENHER, BAEHEINE syslog ARSS28E IEFECE H B 7] UMMM PR T3 R U
ZIER, BEFE PRI H TR

IZ BRI R ECE B R R
2. B/, B\EFREMNEHES EF) o

MHSEREAMERERE L, BEEEFELEWR NI, ENAHTHE, SEZE SRR RIXE AR
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BRERH,
3. WNRTE syslog ARSSBEBEFIETIIREIEREIR, BEEHBRER LEMHES
"W IMNB syslog AR5 TEE HIR" LAFE BY AR E A £51Ro
4. R, HIGED 1 EEME, BTAEThRERTNIN.
. EIEH syslog ArS328, LAFAE B S RFUHRR KA AIENIRNE S

@ YNRFEARYE UDP, BIOEENASWRERMIZN, UDP AR SHRE AR F ™ & RY
IR Mo

6. EFEMZIEH TR
SRR AR E % MsysloghR 528 TiH. ZKEERIETRERFsysloghRSE2RAiLE,

@ EEREEIMB syslog ARSZ2EM B TR 2T, StorageGRID FiZ{zs B AR RIXEFIIME syslog
AR5 28

EEHEUE
E.I-LX;E‘/EE@*ZEI:S\ fé%#lzal:g\ "StorageGRlD F.‘Zﬁﬁ%%%ﬁ%"*ﬂiﬁl\ﬁ] E/D\Eﬁﬁl_fiﬁo

-
2

StorageGRID BRINAAMTI S EHZEAR, HIGHRIXESEMET /var/local/log/localaudit.log’#,

£/ “/var/local/log/localaudit.log'BY, W& EIEIMIE - BIERHIZHEZB TR A XEI=EE
@ TE. A LUER “run-each-node --parallel "zgrep MGAU /var/local/log/localaudit.log | tail" 85 <
BRI REAERNFE,

NHEZE T MR syslog ARSZ 20T, ELEBRARIH,

B
1. P EEMUE > AT SMIMIARS 28,
2. EEE& H ILa\jt;::FbE,J H lp\{l% ) 1ﬁ ﬁ?ﬁ’fmﬁilﬁ

“{RAHET RIS syslog RS 38 B HIRHEITATIEBE,

JETT BRI
(AT S (BN EEE. ROEHASHAESFBSFLLXIEEN S, R,

EfMNEREEERENNT R ("STHR") L. &8 MFMTHaLEE
FREYEE1Z (S B1ZAE7E “/var/local/log/localaudit.log

AR StorageGRID 2 EHICIEMIPFAMBE, UEKR=E, HTHR
HBEEXMHXE 1 GB B, BRENEXH, HEI— MBS
. BENRIERSIA 21 M. HEEEEXHRE 22 PMhiRApt
) JI—Jﬂﬂ'J@E—IEIE’JEl,uS‘C#o BT R EFIIFMEL 20 GB FIHEHK
1B, BEXMNEEF#EEE, 1§ EHABFRMEERHTEEEE,
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JZET
EETR/AMT R

4R syslog ARSS 25

EIET S FIMER syslog BRSZ 28

3. ﬁ% Save,

IR ER—REEHR.

AR A
HIZHERZREET R EHEZAE, Re2EHASHNAREFES
FREEERENNT R E. FRERFEEUTXHF:

cBETR (ENRMEETR)
/var/local/audit/export/audit.log

* FfETm. /var/local/log/localaudit.log X BE AT
HiRK. THREESHESR, FINELESNHEMEIZ,

BHIZ(E B AIEZIIMB syslog BRSB2BHFREFESRMTI A L
(/var/local/log/localaudit.log) o RIZEBEEXBEVATFE
YNMAIBCESMEB syslog AR5 88, RBEETTREELEIMT syslog ARZS2EZ
&, A=BAILhED,

BHICHE A XIS EY S FEZAE
(/var/local/audit/export/audit.log) , ERIZEEKEZEISH
Z8 syslog ARFZ B HREFESMT R E
(/var/local/log/localaudit.log) o RIXHIEEEXBELRTFE
WEIECESMER syslog ARSZ28. RBEESTEREEE MNP syslog ARS8
&, A=RBAILRI,

4. FEFOK*LUHIA B E LB 1Z 15 BRIB 7.

MEERAEIEEZRN BRI, NERSRBEEIFUE,

fEREFER

H IL:\E}:'_‘EHHEQJ:%O ﬁﬁﬁ B— |__|$§':|3 E,J S3 rﬁgﬁi—l H lu\ﬁﬁ%&&kﬁj|§lo

1. & HEME > EREFER.
2. g R A3 B S SR,

3. MNRFIHMEFEERT2EEFEAR, i51%EE Change tenant and bucket, FA/5i%#F Create tenant
and bucket 5{ Select tenant and bucket,
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BIEFRF ANTFER
a. M NFRIEP 2.

b. i NFHHINFTAE A BT,
C. BNHTEITFAER R T,
d. EEeIRHBA

pri i Nk IRl 1
a. M\THIFIRFEEE, B,

b. M TFHIR Bk E— P iER.
C. EERFEHBA"

4. ﬁﬁ Save,

AEREFEEEREENEPNFMERT. BSHNREIFRALUTEI:

system-logs/{node hostname}/{absolute path to log file on node}--
{last modified time}.gz

f5en:

system-logs/DCl1-SN1/var/local/log/localaudit.log--2025-05-12 13:41:44.9gz

TEJEE SNMP A5 {os a

£ StorageGRID F {5/ SNMP Y415

MR E(FEAE P MEZEIEMIN (SNMP) ¥451% StorageGRID, AEZE StorageGRID M
B SNMP 32,

* "ECE& SNMP 1{IE"
* "B SNMP 18"

ThRE

& StorageGRID Ti = &#Biz{TiRH MIB B9 SNMP RIS <FiPFER. StorageGRID MIB & ZiRMIFRFEXE
Yo MIBRBERFHERER, HIMISNTEMNESHNES, S StorageGRID T miX%#F MIB-Il W REIF
&,

(D) omemmEmET S TE MIB XX, B2 515 MIB ST,

=¥, EFRET R LZH SNMP, Bi& SNMP fXI2BY, FFAE StorageGRID T &= EIFEEINEE,
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StorageGRID SNMP RIEXZ5Fr B = MNhRAsEY SNMP i, EAZEERMERIE MIB IARNE, HAREBEER
G RIFFFHE B B IR @ AN |
FErH

=4, FlmRER.

PaPA2E SNMP RIEBRIXRER], FREEERSHIA. FMHRATEMNEERARS StorageGRID FAERY
PR =1 hi2s8y SNMP 353235060
A

inform, BHEIWEFIASEEIEAEIXE,

Inform U TFFGEE, BEEZIERAHIA. R SNMP RIBE—ENBIREE WA, EEEHRAIE
SNMPv2c #1 SNMPv3 13 Inform,
EUTER FRAXEHIERNES

BRI B TR ANEET R K%,

* HEAFERE THRSMAIANEEXER. EIPFIERN SNMP @], SN LEF NER.

e

=i
activeCriticalAlert, B XA il & XLEPEHRVERYIZR, BHEN "EIREE,
SNMP hrassz 3%

FNEIRTIRIBERA™ EMERS RS EI =FhfEHEE > —: activeMinorAlert. activeMajorAlert #

A

ZEREHT 81 SNMP IR FRNENERIEE,
SNMPv1

Bif ik MIB &8
(GET #1

SNMPv2c
GETNEXT)

HiE MIB &1

SNMPv3
ik MIB &if
EFHEMIEIE HXFERS HXFRTEH )%?%F' ML 2R (USM)E
BH X BRPAEM FERHADEEN FERFAIESN
(TRAP #
INFORM)
BREMIIE S MEMEFRNIGABHTE SOMEHERNEGAEMTX S0 MEBE /e USM BF
HEENXHXFRTSH FEEX X FERTH
PR
* StorageGRID %##3iE MIB 18l AXEHEF A1),
* MRHRMFIET SRS ERNEE,
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* SNMPv3: StorageGRID REZFEHZIFIRI (TSM),
* SNMPv3: M—Z#8BHIIEHYE SHA (HMAC-SHA-96),
* SNMPv3: M—ZHFRIBRFAINMNE AES.

£ StorageGRID & SNMP {IE

& A LA StorageGRID SNMPHRIBECE A{ER % =F SNMPEIR RS 1T R IEMIBIAIRIA]
B,

FFeaZ /i
s BB "S2FR Web %2 BFREIMEEIES.
* %8 "root IHEAE"S

KTFUAES

StorageGRID SNMP {32371 SNMPv1. SNMPv2c #1 SNMPVv3, ERIURN— N Z MRS E AR, T
SNMPV3, (NZ#IFHAFLZ2EE (USM) B3 501E,

MM ERBIFRE T3 R EREA1ERIEY SNMP ECE.

IEEEAREE
%£—%, B StorageGRID SNMP RIEFHIZHEEAE S,

I
1. ®FEE* > 1517 > SNMPRIE,

IEEIE R~ SNMP RIETIH,

2. BEFFEMET = LEA SNMP {12, 1&51%E9 Enable SNMP £3%E4E,
3. EEASEERDHWANUTEE

FE IFitE:pus
RIELRA A%, StorageGRID RFAMEZEKRA, 7T SNMP JHEHR[ES
sysContact,

RAARRNBER— M EFH i, t{EERT StorageGRID &4t
PHFIETIR. *RAKRNRZARS 255 MF o

RHNIE A]i%, StorageGRID RLMIE, £ SNMP JHEHIR[EH
sysLocation,

RSB LUEA TR StorageGRID 2FMBEMERIE S, B4,
SR LUERIR R E i, Hh{EEA T StorageGRID RFFHMIFRE
TR *RAFMUE RZOUES 255 M F o
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FEE I
B SNMP KIE@H * W1ER%EH, StorageGRID SNMP LIBG &% B AEEHE 2
* PNRKIEF, N SNMP RIEXZ#FRIE MIB i8], BR&EEM
SNMP &4,
B RS RN SNEREAIIEDT, M StorageGRID SNMP I S7EIKREIZ IR EHKE

PEERIIDICH B B &E S IIEFE B

BANFAFRT S
WRFEH SNMPv1 2 SNMPv2c, iE5ER% Community strings 28493,

HEEAYSKEIH StorageGRID MIB B, E2AX—1MHEFRH, MNRBEKRFERFERES S ENEZ —ITE,
M SNMP IR BB RS L IXNN,

p
1 WP RIFHEX>, ERBMA—MXFRFE, UAREX IPv4 F IPve RIEEMIEHTTRIE MIB 317,

7tftR StorageGRID Z4tHv%= 2, B71EA "publicfENEEFIFER, MRFILFRET
> SNMP IR (ERA StorageGRID RFRIMTE ID {EABIEFRT R,

BIMMXFRERZUES 32 1MFF, HERSEEETIKFR.
2. 3#%$F*Add another community string* LURINE i FR/F R,

REAWTENFRFE,

SRR B pYith
EA"HthERE 2P AV " FERH B AR"EIN £ R A StorageGRID FEHEEFIEEENX — 1M Z 1N Bir. BH
SNMP IEHEFERTF S, StorageGRID SEMAZIRMNAENENXHNEIRLZEE . XFZZHFH MIB-I
LR (50, ifDown # coldStart) , W& &iEARAEE.

p
1. S FERINERIH X FE, ALARBAERT SNMPv1 3% SNMPv2 FE B RIBIBRA T X F R .

RIBFE, EUEEXNERAERNREREN ("BEX") #HXFRFE,
Default trap community RZ A& 32 NFRF, FEEETHEFR.

2. EAINFEM BRI, 15ELE Create,
3. WERRILRE M B ER R SNMP iz,
4. NFmEARZAES "6 B AR R &,

126



SNMPv1

SNERIEEE SNMPV1 fEJhRS, BEHEXETFTE,

X

HXFRTEH

SNMPv2c

o) EH IR

W2 SNMPV1 BIFERH

BT EUFERHE IPv4 35 IPv6 ittt 5E 2 FREHE (FQDN),
£/ 162, X:E SNMP [EffRtRERE, FRIFRMEREME,
£ UDP, XZ245HER) SNMP BB, FRIFEFREMER TCP,

ERRINREMEE (WREBIEE) , LM BN EEXH
EFIH.

BEXHXFHERLZIEE 32 MF/, HETEEETRK,

WNRIERFE SNMPv2c fEARRZS, 1BIEE XLEEFES,

X

HXFAFE

SNMPv3

>t

e AR

B a9t SR B TR 0@ R,

FF U raE R 8YIPvA SR IPveiitE S FQDN,

M 162, XZ SNMP [&RHEvIRER O, FRIFEIfEREME,
M UDP, XEATAER SNMP FERtHY, FRIEEHRERRER TCP,

ERRINEMEE (WREBEE) , LM BN EEXH
AFI B,

BEXHMXFRBERZAEE 32 MF/R, HETREEGETRK,

YNRIERE SNMPV3 fEJhRs, BEHEXETFTE,

U

F
[

EM

A E IR

BRIt E TG A T M EEA.

FAFHEURBEREYIPVASEIPV6ith it B FQDN,
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o] M| fEF 162, XZ& SNMP FartavtraEmO, FRIEEAE A EME,
Y £/ UDP, X2tRER SNMP [ERY, FBRIEEEEFERE TCP,
USM AR BRTEMHWIER USM R,

* SNRIESE Trap, MNEREENESIZ ID # USM BF.
* WR%EHE Inform, NXEBREBNESIZ ID B USM AR,
* NMREKXETAR:

i BIEEHRIZFEM B 1T,

ii. FFIOIE USM AP HEIBAF.

il 1R [E]" AR E BRI, MRPEFEREFHERM, A
[EEE YRR

v. R,

5. 1%#% Create,

Fabr BARE RIZH M EIR A,

ellfEdRwEubila

(A]3%) fEA"HAECE "S85 AV LIEUE R RISE — N St XLEZE SNMP RIER] LUZIRES
A StorageGRID thilt,

WMRAECERIE ML, MEAGIITHIESIFRE StorageGRID W4 LAY UDP %0 161,

S
1. 3%4% Create,
2' Eﬁ)\l’i?{%l@\o

FE. I
BEXRI Y LS ARIPV4AIR 2 IPV6,

FRANER T, SNMP £ IPv4,

il eI EFBUDPIEZ TCP,

ZMABERT, SNMP {8 UDP,
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FE AR A

StorageGRID W& RIBE A StorageGRID M4,
. Ifgﬂ% BEMEFP RS : SNMP RIBEOIIAFIE = WE LHNE
o
* PIAE LS

. SIERLE
© B PIERNS
AE NREEEFPIENEATARENEGE, FARTP RS
BAIEMIE, 535 SNMP RE2HEERR L,
iAW (A]3%) SNMP RIER (AR OS.

SNMP IERIERIA UDP K 161, BIEEILUGNERIFERNEO

Do

AE: 1R7F SNMP XIEBY, StorageGRID & B EhFTFFRIERR AE LY
REB#URO, EARFRERIIMRRS A EED A1 IH R X iR .
3. %% Create,

BRI ARG E RN EIRF,

BIZ USM FF

E%ﬁﬁﬁ SNMPV3, 1EfERAEMECER7BI USM AR ET-RE X BINER MIB Stz FaHF@EANR USM A

@ XF SNMPv3 trap Bt5, BINASTMEETREIE—1 USM AR, IRSMEETRERE
USM BBF, NSEEETRXAN, BNEERFAEREHZEBOER,

@ SNMPv3 inform BirA BB 512 ID WP, SNMPV3 trap BArAREEE #5512 ID BIAF.

WRIXER SNMPv1 8¢ SNMPv2c, MIXLESERER,

S
1. 3%3% Create,
2. AU TEE.
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FE AR A

BFR#& Itk USM A BYRE—R o
BARRRZAEs 32 MFN, AETREaTAFN. SIBAFRET
EERAF R,

Hi% MIB i519] gNSRER, AP NABX MIB BIRBARINR,

S ID NRIEAABERMBRPER, WAZBEFRNESIZE Do

BN 10 Bl 64 M7OEKIFRE (5 B 32 1NFT) , FHTHK. IR
EMaM B ARREER T informs By USM AR, WWERSEN. XTiE
TEFERH B AR IER AT traps B USM AR, RAIFERLLE,

AR WREEFE T RIE MIB IFEAR, WASEREFE, EAN
BHRi% MIB i5RIARAY USM AR TERBESIZE ID,

L2485 USM BFBYRE24%5!:

* authPriv: WAFERSMHIIEMEER (M%) #HTEE. BN
FETE B D IR TN AN ZRRD LA K b FA TN AN 226D

* authNoPriv: ItAF @ SHRIEHTERES, TERM (TNE
) o BT TE B IRIETNFIZS,

SR IIETHIY YRRIRE N SHA, XEM—RZFMI (HMAC-SHA-96) o

ZA A P& AT S 9 RIE R EERD.

BRAAMY X ZHRIESF authPriv A S8R, HIGRIREN AES, XMW —R%
FFRIRRFATDIN

Zhg {RTEEE$E authPriv BT R, AP A TRANEE,

3. 1%#% Create,
EeIEUSMAFRHRERMEIRF,
4. 5% SNMP RIEECESG, ®ERTF
HHISNMPHRIBECE TERNIRTS,

¥ StorageGRID SNMP {IE

%ﬂx_ll«li“"fﬁﬁ SNMP @/, BEFTEXFAFRSGRNEMBRAER I, USM B AIREHE
To
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s EEER "SZHEFHY Web NI 28" B R B EIEE,
* #74 "root IHIRAUE"S

XFIAES

BX SNMP RIETI LS MNFEIFEMEE, 15517 "BLE SNMP 12", BT ERSRIER Save, LIRS
& T MEN R B E A E A,

I
1. EF B E* > 1517 > SNMPRIE,

EEHE 877 SNMP RIETIE.
2. BRHEEMET = LR SNMP I8, 5B BA SNMP*E%EE, REEFHRES
WMREHBH SNMP I8, NERZEFAELFEIR SNMP EEEIRE,

3. (AIik) FHEASEERHTHHNER:
a. IRIEEE, EFRSEHAN T RAMUES
b. (AIi%) EHSERREAE SNMP IZBER*E1%ME, LTS StorageGRID SNMP XIEZ & & XFEBHAN
BRIHE S
BRI EIRERS, SNMP RIBEZIFRIE MIB ihinl, BERSR%kI1%E SNMP @40,
c. (mIik) EAEER BRAB MMM EIEME, MUIEH] StorageGRID SNMP LIR7EZ N EI LI A IEH
BRI THhISCE B R B R X B P IRIEFEM.
4. NRIEEA SNMPv1 5 SNMPv2c, MR ATEA X FF R 289 BEral A Rigt X,
S. BEMIEMHEAR, B "HAEE 85 kiR T B AR IEI £,
fEALLIEIE R E X StorageGRID FEHEZEREHEN— 1M HZ N Bir. BA SNMP REHIZEEZRRER
, StorageGRID R7Ef LA ZIRNEENEXNBIRAIZ @M, XWFZXFN MIB-II £ (130 ifDown 1
coldStart) , WEAIEVREBEH
BEXBAARABRWIEAEE, BB "CIEKEHENR
(AI3%) EFEMIBRERIABGRHAE X
WNRMIBRERIAPGBHER, A ELRFEAIANEMHBIMERBEXFARERH,

° BERNPER BRI, 1515 Create,
© BIRIEREM B, BERERIRIRE, AEEFERE
° ZRIBRFER BT, BRI RIRIRHE, AEEER
© BIRREN, BIENHEKISNRT
6. ZEMNIERMUL, BE"HMEEE" S0 ik IR R R,

EARIEIREIHEE— T Z M mIftthit", XEE SNMP RIER] LUEIRE IR StorageGRID ik,
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BEXBARBTHEAER, 520 "SI2 R,

© BANMAIEMbIE, HIEERIES
© BREAIEMIL, BERRIIRE, ARIER Edit
© BRIBRACIEMIL, IEERERIEH, AREE IR
° BRI TN, B ERERE
7. EEH USM AP, BEEMECERRD PikE USM AP IR+,

fEF IR PIE X BNXEIE MIB SHZURMERHFEAIR USM AR,
BXBARBNFAER, B2 "¢/ USM AR

° BRI USM AR, EEE eI
© BIWIE USM AR, SRR, AEEERIE

TEERIE USM AFPHAFR R, MRFEELARL R, NpAlbrxzARHelB— A .
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° Bl USM BF, EEEeER, AEEE R

@ WREHIFRAYE P HFisoEEmE iR, N mEFMPREF. TN, R7%F SNMP
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c BIRREN, BAENEKIBIRET
8. BH SNMP RIBECEfRR, EEREFS

58] StorageGRID MIB X1+

MIB XHEEE XMEHT RVt ERFEMIRS BERNEXNER. ERILUAEEX
StorageGRID X RMEBY MIB X, XEX 3 Tz IEE BT Ao

BX SNMP # MIB XHBNIFAER, BS M ERA SNMP iz’

ifia MIB {4

RIBTEMPEIRIR MIB X5,

HIE

1. B E* > 1517 > SNMPHRIE,

2. 7£ SNMP BT Lk, ERETFHMIXE:
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1&E 8] LU e)4EA] StorageGRID T2 ELLTFIER MIB X4 :

/usr/share/snmp/mibs

3. M MIB Xf4eh#2EX StorageGRID OID:
a. $RBY StorageGRID MIB iRHJ OID:
root@user-adml:~ # snmptranslate -On -IR storagegrid
R 01.3.6.1.4.1.789.28669 (28669 JALE StorageGRID A9 OID)
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unt STORAGEGR #,
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le ry BIRF5 STORAGEGR #%.
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activeAlertEnt =27 IRV NETAPP- 4 StorageGRID 4R, #&
ry STORAGEGR Z4R ID 4RfHlIZR51o
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activeAlertld JMIFTFERF RIR NETAPP- ZHRAY ID. NTEHRNENER
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ance =2 STORAGEGR E# =S4,
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activeAlertSev JMIFTFERF Rix NETAPP- ERNTEIZE,
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ID-MIB
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rtTime STORAGEGR
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& ELfth StorageGRID #%iE
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KTFUAES

2T PUT M GET ME8E, ERILERMIT(RIAEERFIR S3tester WAZRFIETT S3 a8, HARLERE,
1 B] LA F StorageGRID SMEBEIER (FIUN% P imi BIZ ARl @EE IMER LRI L) SKIT EMERE,
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* EASBEEHENMIEHXNRAIEEBITRKN.

* WAHFLEIZ I S ITIRE,
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SGET HiZEEH TIME BMRE. EERILEUT S3 RENEZEEFXE| TIME B4 : DELETE. GET
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AR EEET, BN RMIENER,
RARIEREMHSERBREERTSR, B REEEC S SIARMERNN S SIBNRTEs, 1R
£TH, StorageGRID RS EIaNE M HETE R GTEL o1 BAVEIA PSRN S HIE, FEWER
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Verification
Status: @ Mo errors ils
Percent complete: & 0.00%% |||
Average stat time: @ 0.00 microseconds ils
Objects verified: @ 0 il
Object verification rate: @ 0.00 objects | second ils
Data verified: @ 0 bytes th
Data verification rate: @ 0.00 bytes | second ||.
Missing objects: @ 0 il
Corrupt objects: @ 0 |II
Corrupt chjects unidentified: @ 0
Quarantined objects: @ 0 I|I

* BOERRREIERRIDE, BEREET R > ILM, AREERFREIIER D PrEM.

Erasure coding verification

Status: @ Idle lll
Mext scheduled: @ 2021-10-08 10:45:19 MDT
Fragments verified: @ 0 Ii|
Data verified: @ 0 bytes |1|
Corrupt copies: @ 0 il
Corrupt fragments: @ 0 ﬂ|
Missing fragments: @ 0 I||

ERREERIFANRS 7) LEREBINX S,

2. EEWNREFEMOETIFIAILER:
a. JEFLEP > WREFEMNE > (RLHEIER.

b. I MEIAIERR KRB AT, IMRERFLFE 100 MHESHREIEER, HEBMA FIEERRN
MRER, BRKRRARZFF.

136



‘ Delete

JobiD @

defined by your ILM policy, still exist on the volumes.

Active job Job history

Status =

Object existence check

Perform an object existence check if you suspect storage volumes have been damaged or are corrupt. You can veri

Q

Nodes (volumes) @

=

o~ Ty
I:’ Missing object copies detected\ @

l

15816859223101303015

12538643155010477372

5450044849774982476

3395284277055907678

Completed

Completed

Completed

Completed

DC2-51 (3 volumes)

DC1-53 (1 volume)

DC1-52 (1 volume)

DC1-51 (3 volumes)
DC1-52 (3 volumes)
DC1-53 (3 volumes)
and 7 more

o S S g e e el e e i i gy e e R e e e e T L et it e e

#E StorageGRID BHiZHE

BHIZH R0 LIS BN G E 47 7 #Z StorageGRID RFHVIFAIEIE,

LA TR AR (L 1 8.

HFIERRSIEITHAE, FiE StorageGRID BRESMBREMUTHIZHES

TR LUEREZE EX

* RGHEIZCHERIINEZRARETS . BT RRES. £RRESEDMRS ENRF
* WRFMEHIZEES StorageGRID FXRIEFHEMEEREX, SENKREENLR. HETREMNETR

AR AR B0 3E

* 4 S3 XPIRNAREFIEREIE. BRFRRENRE, KiEREFHRIFMENSHZHER.

* BEEEZCHERTIER AR 3 Management API B9iE3K,

SMEET R HEHRFEEXS XA, EREZEEEEMXMG (auditlog) MUMEILRBIESEHIZA
To MRS N RIEFEEIRT R LERBYEZE BREIZ

TR EEMNEET KRBV TR EZBESX .

AAIABERT, StorageGRID AJURKIXHEIZER, EHEAIUERBT:
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* MR EERNEF EIEREZAELE RS R EIFET S

WA ENEZEENENR, FREEZERRXIIIMNG syslog fRZ28. BCEIMB syslog BRSZ 20T, F4ksk
FERAEEEIZICRNAMAE,

" THRAEXEERSEENER"

BXEZEAEXMH. EHERN. FERREUNARTFAMEZEESNITANFAESE, B2H 'E5E5H
ZBE"

£ StorageGRID HENXHFIRSEUE
AT M ZR StorageGRID HEX UM AL EUE, SERERIE, HEHEAEARE AT,
Froa 2> B

© IEMER "HIEH Web 2L BRENTASIEY S EHMS S EE,

. 15 IR,

. EEFR B EEIE,

KXFUIES

A Grid Manager Wg&" B S X R FRIBS B ER A E R T R R GEEME ERE. SURRREBEH=F
12 tar.gz XHH, ERILUGH THEIAMITEN SR E LIRS F.

WEILIEREZBENBR, HREHEZERKEEIIMNG syslog ARS588. ECEIMR syslog ARSS28ET, IFARELAERY
MEFERZIERIAM BT, BSH "ICEHTEEMIMND syslog ARF525"

S
1. 3%4% Support > Tools > Log collection, FER— M ER,
2. ERERHHEWE B EXHFRIMET o
EEI LR T SRR, R AR HE, WafT AR EEATFRE N i ST SRR TR
%28,
3. 3% Continue,
4. EREE ST RS XHHRVEEER B EAFIETESEE,
NRIEIFRAKABT B EE M A B S FIE T RWERS, BEEEIERSTBARMEEFZEED
, WERXAMTEZHEET AWEUETH, MBEEA—MERKE, 1@@%5&4\5’];&?&%%%%53EI,.,\H&

o

o MEEWENRERE,
° IE_%\ZFHEF‘ S IAZRRERATHRERIRNNAREFFERTS. WENBSEIANARERBTHF

c HiZEE. BEEERAREITHEERNSEZEENES,
° M%EEEJT ﬁﬁa:[ﬂégﬂﬁtﬁljalu\o
° Prometheus ¥4 RERET R LRSI EIFF ST,
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* IRBIM" BEWESD KM ER, BIUERAEWE. THEIE. THESBEXHTIR/EHDBE
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o EFFTFEFLUTE tar.gz X5
° I ZIXE AutoSupport*i§ " tar.gz X R IELAT AR L F.

% tar.gz X EEXE BEREMIINFIEMNET RFE BEXH. AE0 targz XHEESEITW

BT RN— M EEXHFN.
AutoSupport BfYE /R USER_TRIGGERED SUPPORT BUNDLE.

11. 3%#% Finish,

(D #mFinish B, “targz XEREMIR. ESBETHRLEILE,

Frhfii’k StorageGRID AutoSupport £

AT B ARZHFRR StorageGRID RFMIAIRR, &R LAFohit L &%

.
FeaZ Al
* B ST Web 32" B REIMILEIEEE.
* mABRIAGRNPRFE MRS EEN R,
g
1. %EH*X#F* > TH > AutoSupport,
2. FEMRENETR L, SRR RIERAF %R AutoSupport*,

AutoSupport %X

StorageGRID £} AutoSupport &% E| NetApp Z#Fits, WRZIXMII, Results (&ER) ED+KLE

#Y Most Recent Result (Fif4558) 1 Last Successful Time (L RAEIHATE])

BEXREH. WMRHLIIE

7, Most Recent Result B4 E#/1"Failed", StorageGRID A2BXE1{ %1% AutoSupport £,
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3.1 DiE, BENSEFRIFT AutoSupport T1E LIS B RHE R,

Hesh, ERILUUEE 20 B SRS FEENRET NetApp 21515,

# & StorageGRID ZiFEHR
fRIRBIERY, USRI/ AZIFAR—FLEE StorageGRID 24V iFAisfRFIE R,

Faz Al
* MAER "SZHFRY Web H%G25" BEREIMREIERE.
* B8 "REIRRRR",

KXFULES

"FetR" T E 2 F &A1) Prometheus # Grafana AP . Prometheus @B FUWEIBTRI AR, Grafana
AT IER eI LB TR S

@ e TUE LIREMN T AR ARSI IFAGER, XETAEFHNREEHEENRATNE T LS
R, ARESAET K. BF "% Prometheus 815" Y51,

il
1. BRI AL ISR, %EF*Support* > Tools > Metrics.

EAb BT EAR U E YR -

Metrics

Access charts and metrics to help troubleshoot issues,

I (i)} The taas on this page are far use by technical support. Some features and menu items within these tools are intentionally non-functional,

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to guery the current values of metrics and to view charts of the values over time.
Access the Prometheus interface using the link below. You must be signed in to the Grid Manager.

https://

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain graphs of important metric values. Access the

ADED?

Account Service Overview [
Alertmanager [%

Appliance Hardware Status [}

Audit Overview (%

Bucket Cache [3

Cache Service (&

Cassandra Cluster Overview [3
Cassandra Network Qverview [3
Cassandra Node Qverview [4
Cassandra Table Cleanup [2

Chunk - Operations Overview [%
Chunk - Filesystem Latency Overview [2
Chunk - Filesystem Latency Details [2

Cross Grid Replication [3

Grafana dashboards using the links below. You must be signed in to the Grid Manager.

Cloud Storage Pool Overview [
Decommission [1

Erasure Coding - ADE[?
Erasure Coding - Overview &
Grid (2

M=

Identity Service Overview [
Ingests [2

Node [5

Node (Internal Use) [

Object Chunk Leak Overview [J
Object Serialization Mapping [
OSL - AsynclO 3

Platform Services Commits [

Platform Services Overview [

Platform Services Processing [3
Replicated Read Path Overview [%
53 - Node [%

53 Control [3

53 Overview [2

53 Select [7

Site [4

Support 3

SSD - Warranty [3

Traces (4

Traffic Classification Policy [
Usage Processing [

Virtual Memary (vmstat) [3
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Diagnostics

This page performs a set of diagnostic checks on the current state of the grid, Diagnostic statuses are independent of current alerts and might
not indicate operational issues with the grid. For example, a diagnostic check might show Caution status even if no alert has been triggered.

® A

Cautian  Attention

0 1

Run Diagnostics

/1 Node uptime
E) Alert silences

Appliance hardware component temperatures

@
@ Cassandra automatic restarts

2. BETRAXRBECHNESER, BRERITHNERME,
LR BB X EYRIERNFAER. HATIHT U NFAER:

RS WIERRYERIRE: EE. FEHES.

° Prometheus query: SIRATF M, MATFERIRSERN Prometheus FTiEH. (HIEFREIZHRERE
FA Prometheus iz )

° B{E: MRAATH, WASIEECERSEXRRAEXNEE GHEFMEI2EEHERRE, )

() eErExxemE.
© RASE: BREA StorageGRID RANREHSHENERAEN (RERERRERES) o FlT

fflsh, B/RT StorageGRID AAEHRENT RRIZAT CPU FIAR, FiET REHRT Attention 1
Caution H{8, FUIIZEIREBERSNIESR,
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@ CPU utilization

Checks the current CPU utilization on each node.
storagegrid_node_cpu_utilization_percentage is calculated using the following query:

100 * sum without (mode) (sum without (cpu) (irate(node_cpu_seconds_total{mode!='idle'}[5m])) / count without (cpu)
(node_cpu_seconds_total{mode!="'idle'}))

To view charts of CPU utilization and other per-node metrics, access the Node Grafana dashboard [%.

Status © Normal
Prometheus query storagegrid_node_cpu_utilization_percentage
View in Prometheus [

Thresholds \ Attention >= 75.00%
® Caution >= 95.00%

CPU utilization
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‘b@ & q;:;\ A A SR Y R R R

® DC1-ADM-010-060-040-205 @ DC1-G2-010-060-040-209

3. @k BEEESILIZHEXM Grafana B3R, i§1%3#¥ Grafana dashboard,
FIEFRE 2R BRI FE R,

I EHE B RAE XM Grafana IT6IER. 7ELRBIF, Node dashboard (FFEXRIR) E AT SRR EIH
CPU FIBZELUKIZ T mBIEM Grafana Bk,

()  &ETMM s > TA > 457 FEH Grafana 81433517 HHIHE) Grafana {UEIR,
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Context Switches
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Prometheus

0O Enable query history

= Load time: 347ms
I*surn by {instance} (sum by (instance, mode) (irate(node_cpu_seconds_total{mode!="idle"}[5m])) / count by (instance, mode) '/ Resaiution: 14s

Total time series: 13
Execute - insert metric at cursor - *
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metrics Cperations on metrics v

i Jgrid/metric-labels/{label}/values Lists the values for a metric label ﬁ
GET /grid/metric-names Lists all available metric names ﬂ
GET Jgrid/metric-query Performs an instant metric query at a single point in time ﬁ
GET /grid/metric-query-range Performs a metric guery over a range of time ﬂ
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