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Delivery paths for any workload
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OS & Docker

5G5812
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SGEiBIl-E:p:lLsiun = Primary workloads, data lake, analytics

A NetARp
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S SG110/1100 Series (Services appliances) S
“ NE‘tApp . ;:EIEBI appliance for Gateway Mode and Admin “ NetApp
. « Traffic Classifiers for tepant & bucket-based * Senall o mid size deployments
Ko N pstavs e mwnkaring and Qo =+ Also consider for admin node only (VM
replacement)
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Erasure-coding Minimum number Recommended Total Site loss Storage overhead
scheme (k+m) of deployed sites number of recommended protection?

Storage Nodes at number of

each site Storage Nodes
4432 3 3 9 Yes 50%
6+2 b 3 12 Yes 33%
8+2 5 3 15 Yes 25%
643 3 4 12 Yes 50%
9+3 A4 4 16 Yes 33%
2+1 3 3 9 Yes 50%
4+1 5 3 15 Yes 25%
6+1 7 3 21 Yes 17%
T+5 3 5 15 Yes T1%
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1. fEFGrid Managerfl}ZS3fHF . N B R FRFHIEES3IMNL
2. ENPRTIE £ ERAFFEIRSE, NREE. o] LUEFREMNR,

Create a tenant

Select permissions
Select the permosssons fior this lenant account
Alow platierm services @

Use owm identity source §

ilbow 53 Selegt @

3. REMFroot AR AT, HEMNREME LEATIMRKS. NiEZEREBrooti I RIS HKREE
P,

4. BELroot R BMER. AREENR: IENEEDK.
IR HL EIFE - E IR AR DUH,
o. P EESED. EEFHAVHRBAUCIEH THSIHREA. UHARME,
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Amazon OpenSearch (LL{Fi#f/JElasticsearch)fRZ1% &

RIS EP B AT LURIE B R #MIEE OpenSearchfRsS. BTN E R, WNREFEANIBElasticsearchi®
REMIRS. B8 R—T [FHAEPElasticsearchiE REMIRS -

@ I;EéijﬁlOpenSearchﬂE%\ BRI EEMAWSITHI S ERE. HIRZEH. HIEHRZEAFN
1. $ZEBAPAYIR BRI "AWS OpenSearchfSZ NI BLUFERERIM
° 55 4 HIHF . sgdemo
10 AiARIES . BUHIEEERE LT HED,
° 125 IhIREEE: EERECERF AR, SASIEEISONIEI-R LR LU T RGNS AR ZERE |
* BREERHNXAEIRAEE SHAWSHH AR EE(AM) IDFAF B,
* R ERBISCAR (1Pt B 0 A FIARIAWSIE S & A+ BRI AR (P,
* FTFFNISR 883K LA "hitps://checkip.amazonaws.com" UIEHAE 1P,

"Version": "2012-10-17",
"Statement": [

{

"Effect": "Allow",
"Principal":
{"AWS": "arn:aws:iam:: nnnnnn:user/xyzabc"},
"Action": "es:*",
"Resource": "arn:aws:es:us-east-1:nnnnnn:domain/sgdemo/*"
by
{
"Effect": "Allow",
"Principal": {"AWS": "*"},
"Action": [
"es:ESHttp*"
I
"Condition": {
"IpAddress": {
"aws:Sourcelp": [ "nnn.nnn.nn.n/nn"
]
}
by
"Resource": "arn:aws:es:us-east-1l:nnnnnn:domain/sgdemo/*"

}
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Fine-grained access control

Fine-gr asned aoens controd peovides numeroun featre to help you keep your dats secure Featuees include documens-level secusity, feld-
bevel vecurity, read -only usen, and OpenSearch Deahboandh/Kibana ternent. Fine-grained accen control regueres 2 master user. Learn more

=z

Enable fine-grained access control

SAML authentication for OpenSearch Dashboards/Kibana

SAML puthentiaton Lot you ute your erating identey provider for wngle ugn-on for OpenSearch Dahboant/M2una Learn meore [

@ Touse SAML authentication, you must first enable fine-grained access control.

Amazon Cognito authentication

Enable to uwe Amaron Cognito suthentication for OpenSearch Dashboardu/Xibana Amazon Cognita supports a variety of identity providen
for viername -panword authentication Lesm more B

Enable Amazon Cognito authentication

Access policy
Acurus poticeey control whether a request s sccepted or repected when it resches the Amazon Openfearch Sermce domain Hf you spedity an
SLeoUnt, uier, of role in this policy, you Mmunt g your reguests. Learn more [

Domain access policy
Only use fine-grained access control

Allow open sotEs 1o the domuan

Do not set domain level access policy
Al reguests to the dorman will be dersed

© Configure domain level access policy

Visual editor Import policy

Access policy
j- “tatesent”; | -
& |
L | "Lffece”: "Allow",
L5 “Principal”: {
? T T e L Ry, em—
L b
L “Action®: “es:tt,
ie “Resource”: 'jrn:hu:cl:ui‘clll.!:dm:mth}l'ﬁiﬁt"
1 ).
2. {
13 "Iffect”: "Allow",
18+ TPrincipal”: {
13 e
18 Y
17= “Action™: |
18 “es:lDerpe*
19 *
8= “Coadition™: {
1= “Ipaddress”™: {
3= “bwi:tourcels®: |
i3 TALG . —
i ]
% }
~ G .
:: ) Rasogree®: “am M:n-.n-un-l.-:“:doum.'lﬂm!' -

37



2. FFF1521200 89, (ELIHEE AERIIRES.

30 OpenSearch Service

Sgd emo wuu Delete Actinm w

General information

@ Acthve OpensSearch 1.7 |latest|

3. BgFHOpenSearch Dashboards URLLATERTIEI-RAFT A LA RS Bk, SR HINFR#IELEIR. 13
IEA R RERIPHIE R T E I EMIRERNEHITENAE IP. UAFARIRE ER.

4. EEBIRIGETNE L. %R "Explore on your own"s M3EEH, %% F|"Management'—"Dev Tools"

5. 7£Dev Tools — Console . HIN'PUT <index>'. TELLAILAEAZRS|ZiEStorageGRID MR oéiE. FHiE
TR ERZERS B gmetadata”s 2H/N=AFERFS URITPUTHE S, MAEREREANER L.
WML TR RREEEFIR.

>y OpenSearch Dashboards

= Dev Tools

Console

History Settings Help

- = \ 1 - F
1 PUT sgmetadata DIy 1~ { -
2 acknowledged™ : true,
3 "shards_acknowledged” : true,
4 "index" : "sgmetadata”

6. I8FZ5| 2 A MAmazon OpenSearch UIBJsgdomain >&3| F&E,
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& Succesfuily updated & sorvics softwors version K02 11 103-P6

nain CpmnSecish Sarvid
sgdemo .
General information
Lt L A
[>T o L ———
& ¥ sbibecaiis 5
Do AN Clisse LN mis el B
2011 1A Lrpe e £t
[ o e e D | — vesio 201120595 latewy -
zeh | —
]
Chutbinn coi Miguin stdon Sty Configoration Chustew hastth it Iestth ATl Lo Tags Coaimi Ui Pk g NetiRCHieng
_—
Indices (7]
. : (2
a 1 o
il - [ » Siew (Bytn) v Qumry fetal - agme e Fimlet snappizegs
1 508 g 19 LI A EEe
prnetactals o 102 08 L}

FERSHAKE
ERETARSHSA. FETUATSR:

1. FHPEERP. BEEEMESI)>FERSiHR.
2. pEAIBIER. WMAUTAE. ARREHEHRE:
o BB AWS-OpenSearch’
o MEIFREIRIERREURIFEFH ERRESE NP B2 TETRREEE.
° ZFURNFE A, EIRIRES T NP B2 EARFHARN. HRE /<index>/_doc ZINEIARNEKE,

FIRBIF,. URNZE )9 arn: AWS: es: us-east-1: 211234567890: domain/sgdemo
/sgmedata/_doc’o
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Create endpoint

o Enter details

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @
.J'.‘-.'E--O,‘:,‘E."Ii-':éafc:'u
URI @
https://search-sgdemo-/ | i -co50-]e

URN ©

r

sestus-east- 1 ——— 0200 sgdemo/ sgmetadata/_doc

o ll:ﬂﬁll

3. Eijfia]Amazon OpenSearch sgdomain. HEFHRZRAEAZHIIIEEE. AEHNAmazon S3iF[E]%H
MNEEH, BRIT 0. BRERLE
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Create endpoint

@ Enter details — o ?g.h.at.:tauthenhcatlun type @ Verify server

e’ |

"  Optional

Authentication type @

Select the method used to authenticate connections to the endpoint.

Access Key v

Access key ID @

A A |\ )

Secret access key @

Previous Continue

4. BIGITRS. IBEFRERRIERAFKCAIEBINIAH BiE S, WMRIIEMRTN. MEER—PMRUFTEH
In e RE. WREIEKRMK. BERIAURNIERFREES /<index>/_doc'. FBAWSIHIRIZZ A2 520 1E
TiRo

Platform services endpoints

A platform services endpoint stores the information StorageGRIC needsto use an external resource as a target for a platform service (CloudMirror replication, notifications, or search integration . You must
configure an endpoint for sach platform service you plan to use

1 endpoint Create endpoint

Display name Last error Type
9" a * o 8 3 $ e = uen @ %
A5 hitps://search-sedermn - ——————— - arriaws S5 us-east-
Search 3 .
cpansearch L.egz.amazonaws.com/ 1 ki 1 0310/ sgdemio sgmetadata/_doc

{EFNEfElasticsearchi® Z 5 ARSS

NZBElasticsearchi& &

12 {EH B (B FEHBDockerRiEiG B N EBElasticsearchflKibana. LUERTFNIXBE Y. NS Elasticsearch
fKibanafREZ[BEEFEE. BERESES.

1. 5 BEIIRIE "DockerZ IR EH 18" R2EDocker, 1A "CentOS DockerZ 212 EH 18" LIS EH,
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sudo yum install -y yum-utils

sudo yum-config-manager --add-repo
https://download.docker.com/linux/centos/docker-ce.repo
sudo yum install docker-ce docker-ce-cli containerd.io
sudo systemctl start docker

© BEEHBoERE5Docker. BRIAUTAR:
sudo systemctl enable docker

° % vm.max_map_count {Ei& & 71262144
sysctl -w vm.max map count=262144

c BEEMEMEREBELIKE. BRAUTRA:

echo 'vm.max map count=262144' >> /etc/sysctl.conf

2. $%708 "ElasticsearchREN| 115" BEBE Y. AT LEMNizITElasticsearchflIKibana Docker, 1ELLRf!
. BA1RET8. 10K,

id FHElasticsearchfIiER B F Z/ZBM<HE. BEEFERENFRBEKibana Ul
#StorageGRID F &im = H 281,
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Elasticsearch Service || Self-managed

install and run Elasticsearch
1. Install and start Docker Desktop.

2. Run:

VWhen you start Elasticsearch for the first time, the following security configuration
occurs automatically:
s Certificates and keys are generated for the transport and HTTP layers.

* The Transport Layer Security (TLS) configuration settings are written to
elasticsearch.yml.
* A password is generated for the elastic user

= An enroliment token is generated for Kibana.

You might need to scroll back a bit in the terminal to view the password

wore and enrollment token.

3. Copy the generated password and enrollment token and save them in a secure
location. These values are shown only when you start Elasticsearch for the first time.

You'll use these to enroll Kibana with your Elasticsearch cluster and log in.

F:] If you need to reset the password for the elastic user or other built-in
h-reset-password tool. To generate new

NOTE Users, runthe elasticsearc
enrollment tokens for Kibana or Elasticsearch nodes, run the
-create-enrollment-toksn tool. These tools are available in

B e
TadolLliloid

the Elasticsearch bin directory.

Install and run Kibana

To analyze, visualize, and manage Elasticsearch data using an intuitive Ul, install Kibana.

1. In a new terminal session, run:

docker pull docker.elastic.co/kibana/kibana:3

docker run --pname kib-81 --net elastic -p ! docker.elastic.co/fk

When you start Kibana, a unique link is output to your terminal.
2. To access Kibana, click the generated link in your terminal.
a. In your browser, paste the enrollment token that you copied and click the
bution to connect your Kibana instance with Elasticsearch.
b. Legin to Kibana as the elastic user with the password that was generated

when you started Elasticsearch.
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3. BnfKibana DockerA 28/, 1TH A% ERURLEERE \https://0.0.0.0:5601", 350.0.0.0& e AURLFAIIRSS
22 Pk,

4. FEAAFZ #4% MElastic’s L—2 P AR ZEBE R FKibana Ul,

5. BREFRE. E1EE BIRYGDTIE _Ei%R "Explore on your own"s M3z, % "Management">"Dev
Tools"

6. FALRTAIEHIGRERE L. WA PUT <index>'. 7EILEILUEMAILZRS|#F#StorageGRID 3R TiiiE. il
M RBIRERRS| R sgmetadata’s BE/N=ZAWATFSURITPUTE S, FHREREREAMERL.
ML TRl R & E R

&® elastic

= . Dev Tools Console

Console Search Profiler Grok Debugger Painless Lab sera

History Settings Help

1 PUT sgmetadata [ BN 1~ 4
2 "acknowledged” : true,
"shards_acknowledged” : true,
“index” : "sgmetadata”

FalkSimRECE

ENTFERSEERS. ERTUTSE:

1. EHFEER L. REFHS)>TARSHS

2. BEARIS. WANTAS. AERHAL:
© RRARIRA): BEEER

° URI: https://<elasticsearch-server-ip3{hostname>: 9200

°urn: urn: <something>: es! ! ! <EPPME—XA>/<R5|BI>/ doc. HHARS|IZIFEE
7EKibanaizl & EERMER. Tfl: urn: local: es:! ! ! sgmd/sgmetadata/ doc
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Create endpoint

o Enter details

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @

elasticsearch

URl @

Attps: /10 ——— . ()

URN ©

urn:local:es::sgmd/sgmetadata/_doc

| o m

3. EREAHTTPENEMNIRIERE. MANAF R #4 U KElasticsearchREI AR NZL, BRI T—
T1. TBEEUREL,

Authentication type @

Select the method used to authenticate connections to the endpoint.
Basic HTTP W
Username @
elastic

Password @

[ — ®

Previous Continue

4. EEAEIBEBINRHIZE R URIERR. MRWIEMT). WEEREMNFUTREEENGRFR.
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NRIIERM. IFIIEURN. URIFIA R Z/ZE% BB G ER.

Platform services endpoints

A platiorm services endpoint stores the wnformation StorageGRID neads to use an extornal resource as a target for 2 plathorm service (CloudMirror replicatean, notitications, or search integration . You must

sondigure an encpeint far each platform senvice youplen 1o use,

2 e poirits Create endpolnt

Dk play rusim, Laat we ¥
@ @ @ * i@ = urh @ #
i seerch-sgdemo-Tw 22 3hodpvElacarpee 3y 3rle Tius-east: LA E - At
o t arch
Lesamaronawscomf 2105116001558 domaingsgdama) spmetadata,_doc
elasticsearch Search empasd) L0 ) umiccales:sgmd; sgmetadats/_ococ

FEDRIERENRSEE

IR T aRSIHERE. T—PREFEDREERELRS. UEELIRE. MR RNEMETHIESITCH
MR ITTEHIERIZEIE X B <o

TR LMEREA ERSREEIRREN. LUEREE X StorageGRID EEEXMLN B FF#ED . S0 TFFIR:

1. EF R EIEEP. BEFHESI)>PE

2. B Create Bucket. MINTEEDERBFR(FIEN. sgmetada-test)FIEZERIAE us-east-1" Region,
3. PE"MER>"BIREFE D"

4. BITAFMESBEDATIE. BREFEIREM. AEREFERS.

5 EREREREMIEE. TERMEMNXMUES. ERAUTEEHANEEXML,

R BTRHURNGIS B E X FE SRS iR S LAC, &R FTH S — MG eham R hnEA - EIEes. 3
MEXHIFERSIHRERIURN,

T;Eltta_'\W'JEP\ HANERNR. XBRHKE LD BRFE NN RETEHIERG % X2criE X BElasticsearchif

/TN O

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn> urn:local:es:::sgmd/sgmetadata/ doc</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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6. {EFS3N & e A 5P/ HIEERIStorageGRID « EMIAI R _EEF) sgmetada-test ZZEDER. F 1A
SRANIRC S B E X TR,

\d 53 Browser 9.5.5 - Free Version (for non-commercial usz only) (Adminkstrater) - 5g6060-platform-service = | x
Bccounts  Buckets  Files  Tools UpgradetoPro! Help Mew vernion available
s Mew bucket = Pathe | / Pl s
il sgmetadatatest | | File Size Type LastModified Storage Class
n Koala jpg Y2022 123952 AM | STANDARD
s/ Lighthouse jpg 4812 KB JPG File W92022 123952 AM  STANDARD
| terstl bl 45 bytes TeaDocument 192022123952 AM STANDARD
| test? bd 35 bytes Taxt Documnent INSHNF2 123952 AM STANDARD
‘?;?'r Upload = _E'_Dwmaud E ﬁnum é]mmm E:Igmfruh 18 (752, 53 1) selected
Tasks (14) Permissions Hop Headers T3g® Propedies Preview Versions' Evenilog
URL:  https://10.193.204.106: 10445/ sometadata-test/Koala. jpg (3 Copy
Key Value
data 01-01-2020
wnar testuser
project lest
type IPg
gpAdd | Edi €Delete | Dafault Tags <7 Apply changes | = Reload

7. fEAKibana UIIRIEX Rt HiERE S EMNE ElsgmetadatafyZR5 |,

a. Mg, #EFE"Management">"Dev Tools"s
b. B RHIEGHLEAMPEH EERP. ARRE=AFERFSURITIZE,.

UTFRAIFSS&ETRNEIRHIERETTHFRIER. X5FHEDBRFRIXNREITE.

GET sgmetadata/ search

{
"query": {
"match all": { }
}
}
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= . b Tooks Console
Console  ScarchProfiler  Grok Debugger  Painless Lab s
MR Loy Sontings Hain
GET sgwatadata) search B L=
o Jise { : false
match all®: | * hards ™
i 2 L
Falilad o
L= “tola
| W &
N LCOrE 1.8,
T
t Eeitl ot
{1} o - ||I
"Bucket™ '{S_-»"-a';-a.t:wf‘,
Ky teat].txt
" Arcaunt s { BALAALS 7 46T H | 6459
iira"
1Ga s foan

UTRREERNEA2RIIERETR TIRCRE AjpglIRFIER.




GET

sgmetadata/ search

"query": {
"match":

{

"tags.type":
" query"

}

{
"jpg"

}

— . Dhe Tocila Carriacls
Cansolo Search Profiler Grok Debugger
Mty  Batbings  Haip

I-_n gt acatal i

sy
mitch i :
¥E e i Ll e
[
e &

Painless Lab

BT

fCellabiolBL

cchefRSi o a5 iS4

SFLCEDMGDAL2A el bat

fapalfaideerd”

wiafi”
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MALELIENES
ETREXSEPFRMESNESER, BEE TG / Sk

"HARF SRS
"StorageGRID 11.6 314"

& BRI

TR E

-+
T3

-+
T3

R EEFIAMEEE,
RrfEEEE

TREEAUERMERIEIRET R WEHITRAER. EINEEIRSStorageGRID Z4tH1%RE, TR
FePEI FERAKMSER AN T /BB FiE T = MDDP8E X AJDDP 16 tB1R A Ao

BT RNERARES TR REIEMENELER, TREEETRIVTERE. TR AZE,
* RIREM B E LA TR —PGEhRZ
* BTN RINBREBUIBARTRTRNEE

° HtRETBRSERRThSB A NKRTRISE

* MRBEmgEAEEHEREANNRENEE. HEBE ADDPSEEXE2E. MEILAIDDP16ECE Bit. SIRE
FIRECE TDDP16. MTERITT m5eZo

° MSG56608,SG57601% &E% EISGE06018 &Y. EHEESCoHx60EH60 M AEWENEE. MSGE060R
B58 R EREES.

* NRREIERERETN AEREIRZEFTSMEE. MRELIHES— I T RET. WEFIKRS TGRSR

A

* MNBMILITAR: FHETRIERNI15R, MRREIRREITHRE15REIFET 15X, BERYT BMERID

2o

°11. 9: 15KHIRHEIEEUH,

* WFHEEY RBIERRISG60605SG6160. EFHERFIEMMEIRIKENZE A/ \FrfFkavEd a5 &AL EEEMEM. L

IRENSE R se PR 4R AT alo

* BREFEIREPHNERUTATREFT T RANES. EEMIENTERTETR. BHUEEEE

B16 MW RFHEE (rangedb)BRT R e EZRI BB 12PN W REFEENBINFHISE. ASHEFMHISEEHE16
IHRREFES. BERE12THREEERNSCF6 11277518 &R 9. FEEIFSG576052fZEISGF6112,

T RSP MERE
TROATARESENENITEG I E REREMTR. it MRFRXE, B RNKETERE
315K HIPRA.

DDPS.
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TBIXzpZs TBIKZhaE TBIXZp2s TBIXENe: TBIXEEE TBIRXTZNEE TBIKEHES
R R\ A R R\ A R

25 GB 2K 3.5K 45K 5K 7X 75X 9x

T RERNFIEE NS N HAELRINSG6060/SG6160LL_EAIRHERRZER)
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&£ Aron Klein

gN{e] {5 A i [ ST ARG

RTFZMEREA. EreFEERRGEANS B ERO, & LUMRBENCLBAE T8k
S EBEISRIRINginxBRS A F T Eigtin s, FREHAER YR O LURD XN & P imRIRom. 3¢
EREEEETREFIRENSE L AT mSIERRO443. NEREH NGRS,

B s O EFIRETES3E P i MCLBEZ EINGINX

7£StorageGRID 11.3ZRIAVARZASH. WX T o EEE MR H T ESRRS SEE M H TE25(CLB).
7£StorageGRID 11.381, NetApp5| N TNGINXARSS. FANBEFEMERRSE . BTFFEHTTPREN K
#H,. HTCLBARSZELAIRAAIStorageGRID FHSATI . FLLERBEEFN A H FERimmicEPESFER
#8082, EfRILIAM. 8082 Nk IS EHMATE]10443, XFE. EAMXiH808289FFBHTTPSIERER
SETAEHO10443. MMELICLBARSS. MEIEETINGINXARSE . REUTIHEERTFVMware. EFfFER
E7EE R Eport_remapIffE. &R LI ZPEFIR EFEA LMY IE,

VMware A% T3 A 50 E

T B1&ER FE R StorageGRID AU EAMEIETN(OVF)7EVMware vSphere 7HR M X T A EFE VM
HIStorageGRID &fE. Lt ZHEEMPRESWIFERBRZIFNEEEENDBEIU. ERHNVMZHI. HE
MvApp B ML EFRENIEO. ARBIMVMHIRET 2SI H# TR,

b= s

* X IF1Ei51TStorageGRID 11.35E S ks
s BB TEHHABENIAIRE ZEEAIStorageGRID hrZsVMware 2234,

s BB —1vCentertk P . ZIKF BRFTH/XAVM. BRVMAIVAppRIIEE. MvCenterd fflBRVM LA B2 i@
TOVFEFEVM,

* BESIRAHTHRIHER
° RO BEENFIERETE RiRC
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° IR SSLIEBSEEE/MRS LB/ M REFMEAPIIRS I R RS 2FIE R R ACLBARS RERIEFHBRE.
EEFIHA LUERIEBEN.

If your existing certificate is self-signed, you cannot reuse it
in the new endpoint. You must generate a new self-signed

@ certificate when creating the endpoint and configure the clients
to accept the new certificate.

HHRE-THXTR
BHEBE—ITMXTR. BRITUTIER:

1. MRMBEEZN. BEREMNEFBRIINXT S,

2. MNRIEA. MFTEDNSH BT A FEas PR =IP,
3. HAEENE(TTLHTASIETH,

4. XHAVMTI &,

S. MEEERFRIBRVMTI =,

BEBFAMX TR
EMEEAMNRT R, BRITUTIE:
1. MOVFEREFTREMN. MMMZFritm FEHIREEPER OVF. MFH.vmdkXX {4 :

o vsphere-gateway.mf
o vsphere-gateway.OVF
> netapp-sg-11.4.0-20200721.1338.d3969b3.vmdk

2. BEEINE. MEPWFIRAPERZEDN. AEEREE X -RvAppIEI,

Summary Monitor Configure Permissions Datastores Metworks Snapshots Updates

Settings g > Deployment

VM SDRS Rules

.
OVF Settings |

Alarm Definitions @
Scheduled Tasks :
o OVF environment transport YMware Tools
Paolicies
Guest User Mappings Instaliation boot Disabled
Properties
ADD EDIT SET VALUE DELETE

3. M TREIB MRS SAGEFport_remap_inbound/E 14
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Summary  Monitor  Configure  Permissions Datastores  Metworks  Snapshots Updates

Settings v | | O apmine Primary Admin 1P 10.193.204.110 0.0.00 Grid Network ~ ip
{eth0)
WM SDRS Rules

() | ADMIN_NETWO Admin netwark ext Admin Networ  string
vApp Options RK_ESL ernal subnet list k (etht)

Alarm Dafinitions O

| ADMIN_NETWO Admin netwark IP 1019377412 0,000 Admin Metwor ip
Scheduled Tasks RE_IP k (ethl)
Policies 'Z:) NODE_TYPE MNode type VM_API_Gate Grid Node Par string["VM_Storage_MNode”, "vM_
way ameters min_Node”, "VM_API_Gateway", '

Guest User Mappings
pping _Archive_Node"]

') CLIENT_NETWO Cliegnt network IP ¢ STATIC DISABLED Client Networ string["DISABLED", "STATIC", "DH
RK_CONFIG onfiguration k {eth2) P1

PORT_REMAP_| Inbound port rema Advanced

ing specification

O GRID_MNETWORK Grid network IP co STATIC STATIC Grid Metwork string["STATIC", "DHCP™]

REPEIBIETIRTNER. AR ELYRIE

Properties

ADD EDIT SET VALUE DELETE

EERRBRTR. WIABEETAAEREERE. ARRGHRT.

Edit prcperty Inbound port remapping specificati., %

Ganaral Type

0 Static proparty

Typa String v
configurable

Length o - - 65535 :

Default value

Dynamic property

Macro

Mabwork

| CAMNCEL | SAVE
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6. T£"Properties"5IRIAER. 1535%$E T "port_remap_inbound"@tE. FAGE & "Set value”s
Properties

ADD EDIT SET VALUE DELETE

7. ERMEFERD. WAREWE. EERAEFF ). TCP. RiGl(8082)M#ik(10443). B MEZIE
BHEE"". TR

Set value Inbound port remapping specification X

Property value grid/tcp/808 2;"7{)443|

e IR

8. MNRFEAZINWLE. BERIES(. )DREMEFRTER. FISIGRIDE/TCP/8082/10443
. admin/TCP/8082/10443. client/TCP/8082/10443

MEMXT =
BEMEMXT R BRITUTIE:
1. SMEIMEEBUINEIFEE S,
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——————————————.—————
Maintenance - Support ~

Maintenance Tasks Network System

Expansion Grid Network Software Update
rery  Decommission DNS Servers License

Recovery NTP Servers Recovery Package

2. fTAVMTI R EIR. HERFIIET R ERERMRERUINER/ MERET =30 H,

Recovery
Select the faded grid node o recover, enfer your provisioning passphrase, and then click Start Recovery to begin fhe recovery procedure

Pending Nodes
Name ¥ IPv4 Address 1T state IT Recoverable
No resuits found.
For information and directions for node recovery, see the
<:> https://docs.netapp.com/sgws-114/topic/com.netapp.doc.sg-
maint/GUID-7E22B1B9-4169-4800-8727-75F25FCOFFB1.html [Recovery

and Maintenance guide]

3 METRGE. WMREM. FLUSIIPEETEPIEDNSHRIESLARE T s,

M7E. EwO8082 EMERIHTTPSRIEER S FiR110443

BEMREIR443. UEREET R LH#HITEFRS31A(]

StorageGRID AAHEET AR ESEETAMWHAAMEUARER. NEEMEF EERUREIRO4435
80. FEREEATAHFAERIHR, BERITIHRE. BRAR BERKEOEHRRFINEEHBFNILIFO443EER
S ECE N T E R SR, TRENE P HSIREISAEISEAE443/5. MREIBUNE RaEET i
[8443ifia). AP EEUNG R BT IRO94431h18), EHREIHEONEREET R RENBITRE, EX MK
RESE T RRMEROEHRS . HIEHEENTMLERS, XE—TMEERIFEMNIRESE . EFTRE
BRESHITHRIRE.

& BEMNEIERE

EETRESHEZAE. PrometheusiEIRUURAXEME. ERMERNFEES. AESITEETRERER
RBELSIENZ PRI, NRENMBFLESIEETR. WNHREREFREIHE. UEFELIRERNREL
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TREHITER. NRMEPEEEMEET R, WalEMEIREPMZT S EFIEE. MERMEHEEHM
BT A, MaLUZER L T RS SR, %Fﬁ-*rﬁ:xlﬂzn o

EHEZAE

1. BRIEETS:

AL TF#<: ssh admin@grid node IP

- BNPHIERERS Passwords . txt X

- AU T et Elroot: su -

HMINPYIHAZER Passwords . txt XfF

¥ SSH T RZEHAARMEI SSH I, KA ... ssh-add

£ NS HAISSHIARIZEES Passwords . txt X5

o o T ©

®

When you are logged in as root, the prompt changes from “$° to “# .

2. QIEBRURFIEHEZBEXHEHIE 2MMET s LG (I &, {#F_storage_node_01_:
a. ssh admin@storage node 01 IP
b. mkdir -p /var/local/tmp/saved-audit-logs

3. REIEET A, FILAMSIRS LBHLEEAIRMMBENH: service ams stop

4. E@H auditlog Xff, FHAESHZIEMENEET ANFRBERINE XM

a. ¥ audit.log B R NME—RSHIXER, FI80 yyyy-mm-dd.txt.1 . FlE0. EAUEEZASXEERS
$92015-10-25.txt

cd /var/local/audit/export
I =1
mv audit.log 2015-10-25.txt.1

o. EMBEIAMSARSS: service ams start

6. EFIFFIEBEZBEXH: scp * admin@storage node 01 IP:/var/local/tmp/saved-audit-
logs

E#%IPrometheus#iiE

@ p=kl Prome}heus HREPIRERE— M EKE 8, EEETR EFIERS. FEGrid
ManagerIhgef& el Ao
1. BB R LUK Prometheus#IEE HIZI 2 IR T = EAVIRES (I E. Bl 1EE R EH_storage_node_01_:
ERIEFEHETR:
I MANLAFE<: ssh admin@storage node 01 IP
ii. 3NFPFIHBIERRS Passwords . txt X
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iii. mkdir -p /var/local/tmp/Prometheus’
2. ZFREEEDR:
a. AL TF®%: ssh admin@admin node IP
b. JNFFIHAE Passwords. txt X
C. BN T an <tk Hroot: su -
d. MAPFIHAIZ Passwords . txt X
e. ¥ SSH TRAZAARMEI SSH I, M ... ssh-add
f A NFRYIHAISSHIAIE RS Passwords. txt X

When you are logged in as root, the prompt changes from “$° to “#°

3. NEETI AH. {Z1EPrometheusfRs%3: service prometheus stop

a. ¥§Prometheus#IEFEMNREETREFEEF#E T REFMUET R /rsync -azh --stats

"/var/local/mysqgl ibdata/prometheus/data" "
storage node 01 IP:/var/local/tmp/prometheus/"

4. EREET A EEFHBIIPrometheusfRs3.service prometheus start

BEHHLER

AE(E BEEEMYsqIEUERFE ., BREREHUEERRIZA. EFEENetAppiRIMIAFRNEE, MNRNEHES—

BETR. WEFEHRTHSE. EREIEH. JUMEREET RmERIERE.
1. BRIEETA:
a. AL TF#<: ssh adminRadmin node IP
b. HINARFIHIEES Passwords . txt X
C. AL T etk Elroot: su -
d. BNFRFIHAIZER Passwords . txt XM
e. ¥ SSH TAZEHEAFMEI SSH I, HA ... ssh-add
f I NPFIHAISSHIARIZERS Passwords . txt X5

When you are logged in as root, the prompt changes from “$° to “#°

2. {ZIEEIBT 5 _FMStorageGRID AREZ H B TINTPHImysql
a. {ZIEFIBARSS: service servermanager stop
b. EFEEINTPARSS: service ntp start..restart mysqlfRs5: service mysql start

3. BEmiBEEF#E 2 /var/local/tmp

a. WAMTES:. mysgldump -u username -p password mi > /var/local/tmp/mysqgl-
mi.sqgl

™
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4. BEmysqlEEXHERR&AT R, 1§ FER_storage node 01:
scp /var/local/tmp/mysgl-mi.sql storage node 01 IP:/var/local/tmp/mysgl-mi.sql

a. IRFBFEWNHMARS[HTEEGHR, EM SSH REFRERFAR. ¥ ... ssh-add -D

EEEETR

. BERSFAEFMBHENENEIAR. AFATERENBINS — N EET R LHEFEERNUE. T
RMEEEIRE T UEAUREROEMHRE T,

1. EEREEFEEMEITLERES. BHERET. EUREENE. IPHINEEE. FEEERER.
EEMNBEREDERNERES.

a. MALLTF®%: sgareinstall

root@sgl00-01:~ # sgareinstall

WARNING: All StorageGRID Webscale services on this node will be shut
down.

WARNING: Data stored on this node may be lost.

WARNING: You will have to reinstall StorageGRID Webscale to this
node.

After running this command and waiting a few minutes for the node to
reboot,

browse to one of the following URLs to reinstall StorageGRID Webscale
on

this node:

https://10.193.174.192:8443
https://10.193.204.192:8443
https://169.254.0.1:8443

Are you sure you want to continue (y/n)? y

Renaming SG installation flag file.

Initiating a reboot to trigger the StorageGRID Webscale appliance
installation wizard.

2. 3 —EMEE. EEEHBLI. EREEEIHRT RPGE Ul
. ¥ EIConfigure Networking

/
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Home Configura Networking = Configun

Link Configuration
Home IP Configuration
Remap Pons g—
Ping and MTU Test
O Use istitutes d
Port Connectivity Test (nmap)

DNS Configuration

- —— .

4. EFRFRRHING. X, AEMEO. AERERNMNZE,

@ EHTARAT IR 4 _ERINIAIR 443K R =M RiZTE, BN EEHRES IR L8y

%443,
Homa Configurs Matworking = Configure Hardwars = Monitos Ingtaiadion Advancod =

Remap Ports
I i, e €l PTGy vl indeial Dort on th appEance Slonage Node b dferent axiermal porls. For ausTie, you might resd i mmed pors becausa of & firewall isus

+ AddFule | Meteoik | Grg «| Prolocal TGP+ Hemap DinecBon  intound *  Driginel Port 1 Mapped-To Poart 1
Melwork Prefosal Rermeap Dirscticn Cirsgiral Por Bapped-To Por
) Chant TCR linbaum 443 104483

S. AT PRV O EFIRET 2 —. eI LUREIR) E LA R H B H AR EE .

. ERLURRPREET RIESEHTIRME 7 mss”

ERIHEENRS

WE. EETAEME. EoEREER. BEMAEER. NRMEFEEEMBET A, BIRRIITIRE"
SRS {8 Prometheus-clone-db.sh_#1_mi-clone-db.sh_fil7Zs, MR XZ2EME—EIET L. MTERE
R ILEERE. AT LERRIUL TS BIRRIE R,

- BIANLUF#<: ssh admin@grid node IP
b. BT HIEAS Passwords . txt X
- WA T et Elroot: su -
- NS HBIERS Passwords . txt X
- ¥ SSH T AZEAAFME| SSH I, A ... ssh-add
£ ARSI HAISSHIARZEES Passwords. txt X5

o o

0]
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When you are logged in as root, the prompt changes from “$° to “# .

2. BRENFEZASXHEHZEMENEET R scp adming
grid node IP:/var/local/tmp/saved-audit-logs/YYYY* .

3. ATRSEN, FERIFERZHEESERYEFFEMENEET RE, KHIMHFENIMIET R RERX
LEZAS.

4. EHEMEEET R LEZAEXHNEFMAIRE: chown ams-user:bycast *
BRI EEZEEZNERIEE TR iRIAN. BXFMAER, FENEXER StorageGRID BIIEA,
X [EPrometheus?sin

@ =1 Prometheus HRERRERE— M\ HEKE, TEET S LELERS. EEGrid
ManagerZhgeRE AR rI Ao
1. BRIEETS:
a. MALTF#%: ssh admin@grid node IP
b. #NFFIHEIEERS Passwords . txt X
C. WA Ta<tI#EIroot: su -
d. BNFRFIHAIZER Passwords . txt XM
e. & SSH ZTAZARME SSH I, M ... ssh-add
£ NS HAISSHIARIZERS Passwords . txt X5

When you are logged in as root, the prompt changes from “$° to “#°

2. NEET R, {F1EPrometheusfRsS: service prometheus stop

a. ¥Prometheus#IEEMIGIIFMHUBEEFEIEETR: /rsync -azh --stats "
backup node:/var/local/tmp/prometheus/"
"/var/local/mysqgl ibdata/prometheus/"

b. WIFIER S T IEMIREFEPRHTE 1s /var/local/mysql ibdata/prometheus/data/

3. EREET A EEHEMIPrometheusfRs3.service prometheus start

ERF LA
1. BRIEETA:
a. WALIT#<: ssh admin@grid node IP
b. #NFFIHEIEERD Passwords . txt X
C. BN T ap <tk Eroot: su -
d. BANPFIEAIZER Passwords. txt X{HF

B

oif
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6.

€. 3% SSH T AZEAARMEI SSH 1KIE, N ... ssh-add
f. BMANFBFIHEAISSHIA T ZER Passwords. txt XH&F

When you are logged in as root, the prompt changes from “$° to “#°.

MEBT REHImysqlfZE>XH: scp grid node IP :/var/local/tmp/mysgl-mi.sqgl
/var/local/tmp/mysgl-mi.sqgl

AZIEEET &5 _EAIStorageGRID ARSHBEINTPFImysql

a. ZIEFIBARSS: service servermanager stop

b. EFEEINTPARSS: service ntp start..restart mysqlfR55: service mysql start

- EFmMIBIBEHCERNTEHIEE: mysql -u username -p password -A mi -e "drop

database mi; create database mi;"

M#@Erﬁﬁﬁﬁﬂt}?mysqliﬁﬁrﬁZ mysgl -u username -p password -A mi <
/var/local/tmp/mysgl-mi.sqgl

BHBEFIE HEMARSS service servermanager start

&£ Aron Klein

PO 5 =R BT E (AN 0 R SE I A BB R (D IR

IERN A T EZuE R Mg ##1TStorageGRIDIL R EFTE (I AVESZTIR(ES B, B2
H T RRIGRED TR, FRAMEFAIL. DRI, SRARERLDIE By,

NRFBERENWRBIMENLE. HER
"SBCAAR A T REY IP #Blk",

IR B EURAYERSEIMN

N TE15RATEA L RIS EIHEFTE T B OB R EE cassandrebuild ¥z .
" EET R IME BIX ARSI 15 X"

* NFEMNREPRERILMANERRNENTA. NREFFHEEIE R EHE HRIE SR RN

. BEEREERN TEINERR,

* WTFEE60 T HNEZINNBIFMERE. VB ohRE THERBFNEER, a0 zE. et

HEE IR RN AR NG EAREEFE H M BN AE R EX o

* ErfStorageGRIDIZ & MR MLEVLANE] LU T EIEMABE R P MBIz HNIT. HETHITEEREMZA]

B2 R IMHHRITEN

* MERFANAREFESEAERHEADRERERRIAFENNR, NRE. BRHFMEIR—HMEERR

sRIG . LUBSGEHIIHTTP 500581R%. WIRAHE, BEESIHRGrafanaB R Mg SR> >8R,
BREGEEE ERREREHERL, NR404 GETHREHK404 HEADME AT IERES. II— P FHZ4
N AR Al REIETEEFHEADZ GETAEIEN K. AR, BEFAEEERARNNEZ LAIEEER.
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Editing: Hode IP/subnet and gateway

Ose up arrow to recall a previously typed wvalue, which you can then edit
Use d or 0.0.0.0/0 as the IPfmask to delete the metwork from the mode

Ose g to complete the editing session early and return to the previous menu
Press <enter> to use the wvalue shown in square brackets

Site: LONDON

LONDON-ADMI Grid IP/mask
LONDON-51 Grid IP/mask

L45.74.14/2¢6
45,74, 16/2¢6

=2

45.74.248/26
E5.74.26/26

ol e O o B

o aaa

ol o e B
=2

bt bt Bt bl

LONDON-52 Grid IP/mask .45,74,.17/26 0.45.74.27/26
LONDON-53 Grid IB/mask .45.74.18/26 0.45.74.28/26
LONDON-ADM1 Grid Gateway [ 10.45.74.1 ]:

LONDON-51 Grid Gateway [ 12.45.74.1 ]:

LONDON-52 Grid Gateway [ 12.45.74.1 ]:

LONDON-53 Grid Gateway [ 12.45.74.1 ]:

Site: OXFCRD

OXFCRD-ADM1 Grid IF/mask [ 10.45.75.14/26 ]:

OXFCRD-51 Grid IF/mask [ 10.45.75.16/26 ]:

OXFCRD-52 Grid IF/mask [ 10.45.75.17/26 1:

OXFCRD-53 Grid IF/mask [ 10.45.75.18/26 ]:

OXFCRD-ADM1 Grid Gateway [ I 45:759:1 1:

OXFCRD-51 Grid Gateway [ I.45.75:.1 ]:

OXFCRD-52 Grid Gateway [ I.45.75:.1 ]:

OXFCRD-53 Grid Gateway [ 10.45.75.1 ]:

Finished editing. Press Enter to return to menu.l

b. ERSUBRER

Site: LONDON

LONDON-ADM1 Grid IP
LONDON-51 Grid IP
LONDON-52 Grid IP
LONDON-53 Grid IP
Fress Enter to cuntinuel

10.45.74.,14/2¢6
10.45.74.16/26
10.45.74.17/26
10.45.74.18/26

e
I
I
r
I

Mom oM m
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Welcome to the StorageGRID IP Change Tool.

Selected nodes: all

1: SELECT HCDES to edit

2: EDIT IP/mask and gateway

3: EDIT admin network subnet lists

4: EDIT grid metwork subnet list

5: SHOW changes

[ SHOW full configuration, with changes highlighted
T: VALIDATE changes

8: SAVE changes, so you can resume later
GS: CLEAR all changes, to start fresh

10: APPLY changes to the grid

0: Exit

Selection: lGI

d. AIRFE LD BEHESE BN

Validating new networking configuration... PASSED.
{Checking for Grid Network IP address swaps...

Applying these changes will update the following nodes:

LONDON-ADM1
LONDON-51
LONDON-52
LONDON-53

The following nodes will also reguire restarting:
LONDON-ADM1
LONDCOH-51
LONDCON-52
LONDCON-53
Select one of the following options:
apply: apply all changes and automatically restart nodes (if necessary)
stage: stage the changes; no changes will take effect until the nodes are restarted

cancel: do not make any network changes at this time

[apply/stage/cancel]> stagel

e MR EARELPEFETEET R, FRAN' AFHERBHETEETR*



EP 10.45.74.14 - PuTTY

Validating new networking configuration... FA
Checking for Grid Network IP address swaps...

Applying these changes will update the following nodes:

LONDCN-ADHL
LONDCN-51
LONDON-52
LONDON=53

The following nodes will also require restarting:

LONDON=-RDM1
LONDCN-51
LONDON=52
LONDCN-53

Select one of the following options:

apply: apply all changes and automatically restart nodes (if necessary)
stage: scage the changes; no changes will take effect until the nodes are restarted
cancel: do not make any network changes at this time

[apply/stage/cancel]> stage

Generating new grid networking description file.. PASSED.
Running provisioning... PASSED.

Updating nectwork configuration on LONDON-51..
Updating network configuration on LOMDOM-52..
Updating nectwork configuration on LONDON-53...
Updating network configuration on L(}NDON-am{l

Finished staging network changes. You must mnaally restart these nodes for the changes to take effect:

LONDON-ADM1 (has IP 10.45.74.14 until restart)
LONDON=51 (has IP 10.45.74.1€ until restart)
LONDON-52 (has IP 10.45.74.17 uncil rescarc)
LONDON-53 (has IP 10.45.74.18 until restart)

Importing bundles...

..................................................................

ol IMPORTANT *

* A new zecovery package has been generzated as & result of the *
configuration change. Select Maintenance > Recovery Package
in the Grid Manager to download it. *

Hetwork Update Complete. Primary admin restart required. Select 'continue’ to restart this node immediately, 'abort' TO restart manually.
Enter a to abort, ¢ to continue [afc]>

f. ZENTER#R[E]_E—Z iR Hichange-ip R HEo

Network Update Complete. Primary admin restart required. Select "continue' to restart this node immesdiately, '"abort' to restart manually.
Encer a to abort, ¢ to continue [a/cl> a

Restart aborced. You must manually restart this node as soon as possible

Press Enter TtO reTturn to the previous m.em:..

3. MGrid Managerf FTEHIMMERHE. MIEEERSE> i > e

4. YN StorageGRIDIFFFEFHVLAN, EBIN—T I&EVLANE S,

5. XAihm EVFRE T R M/EIEE. RIBEEINC/AEMREZEIRIEE. ABHE. FTEMBE,
6. NRTIHRIE R EIEMLRIPH/EZ P IVLANFN Pt A IAE B EMERITEN.

1 ZVLANE R
TS BB E E A LUEF21H10)StorageGRIDIE E M BIRE X F i AR LUETEITE X,

p

1. EXAIREZA,
"RigEE TR

2. {5 28iAInStorageGRIDIE R ZERFEIFZBE P | https://<admin-or-client-network-ip>:8443, &%
BRI ESFENGE. TEERGrd IPT’Eﬁ%ﬁEI’JGnd IPo

3. EE&M%H%E’JVLANO WNREEEBEI TP IRMEIARIEE. NN EEREFimVLAN, A LITER T
TER,
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https://docs.netapp.com/us-en/storagegrid-appliances/commonhardware/placing-appliance-into-maintenance-mode.html
https://<admin-or-client-network-ip>:8443
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Eh = EEEFIRER. (E£A1P]StorageGRIDIG &R =IZFERZAF £ E hitps:/<grid-network-
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IRHEIFIRT: 7 StorageGRID REREREFP, ®EFE 2% > ENEHITHIR -, AEEE ENE
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- EFE T R E B BEMER EREMERFERE. RIEFEERchange-ipEHIR & EIEMLEZNE

i B
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TRETFTHRITEEMONTAP S37T421T 1% % StorageGRIDRSLIN B4Rk S3
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E%ETR

IETRIEAP AR MONTAP S3:E#8 E|StorageGRID,

BT R TN RAIZEMONTAP S3544:1T15 StorageGRIDESE I BV 4Kk S3
BT ET I RAIFEMONTAP S3TE4%:F 5 2StorageGRIDR LI (1l 4R S3
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AT ETFER. BITERIESVMY RIFMERS2E. AP, A, AR,

tl#Z#Storage Virtual Machine

7IONTAPZR IR, S1FStorage VMFFINEFTAIStorage VM,

68


https://<grid-network-ip>:8443
https://<grid-network-ip>:8443

= [ ONTAP System Manager

DASHBOARD clustert

INSIGHTS
Health

STORAGE

Overview

Volumes

LUNs 4 SIMBOX
Consistency groups [ |
NVMe namespaces

Shares

Buckets

Qtrees

Quotas

Storage VMs

R EAS3 M BATLS" EREHEEHTTP (S)iwH. MRERNIFEARERRINEHFFTE. BEXIP. FH
FERD H RE P K AN 815,
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Add storage VM

STORAGE VM NAME

svm_demo

Access protocol

(%) SMB/CIFS, NFS, S3 SCS f NVMe

[ ] Enable SMB/CIFS
[ enable NFS
B Enable s3

S3 SERVER NAME

s3portal.demo.netapp.com

B enable TLs

PORT

‘443@

CERTIFICATE
(© use system-generated certificate (i )

O Use external-CA signed certificate

[] use HTTP (non-secure)

PORT

‘ 8080 B

DEFAULT LANGUAGE ()

cutf 8

NETWORK INTERFACE
Use multiple network interfaces when client traffic is high.

onPrem-01

IP ADDRESS SUBNET MASK GATEWAY BROADCAST DOMAIN AND PORT V74

Add optional gateway

192.168.0.200 24| Default v

Storage VM administration

[_] enable maximum capacity limit
The maximum capacity that all volumes in this storage VM can allocate. Lea

[ Manage administrator account

kave

EeIESVMEES . KeIZRF. THILAFSIERHXHE .




Added storage VM

STORAGE VM 53 SERVER NAME
svm_demo s3portal.demo.netapp.com

User details

USER NAME
sm_s3_user

iy The secret key won't be displayed again. Save this key for future use.

ACCESS KEY

34EH21411SMW1YOV3NQY

Download

BIESVME. 4iIESVMHFHRIIDNSISE.,

Services

NIS Name service switch

Not configured Services lookup order @
HOSTS
Files, then DNS

GROUP
Files

NAME MAP
Files

NETGROUP

DNS

Not configured




TEXDNSEZ AP,

Add DNS domain

DNS domains

demo.netapp.com

Name servers

192.168.0.253

BI3ESVM S3FEF
ME. HNTPTLIECES3AF A, HIES3IRE.
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Protocols

NFS

Not configured

NVMe

Not configured

AINFAR

2 @& SMB/CIFS

Not configured

S3

STATUS

() Enabled

s
Disabled

HTTP
Enabled
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Storage VMs

~+ Add
S3

(. Enabled

Server

FQON
s3portal.demo.netapp.com

ns TLS PORT

Disabled 443

HTTP HTTP PORT
Enabled 8080

root

sm_s3_user 34EH21411SMW1YOV3NQY

AR RMEZAEEAE R,

Storage VMs

+ Add
S3

(. Enabled

Server

FQON
s3portal.demo.netapp.com

ns TLS PORT
Disabled 443

HTTP HTTP PORT
Enabled 8080

root

sm_s3_user 34EH21411SMW1YOV3NQY

NP THS3EH,

Valid forever

Valid forever




Added user

USER NAME
demo_s3_user

ACCESS KEY

3TVPI142)JGE3Y7FV2KCO

SECRET KEY

75a1QqKBU4quA132twl4g4iC4Gg5PP30ncy0sPES

KEY EXPIRATION TIME
Valid forever

/\ The secret key won't be displayed again. Save this key for future use.

Download iflq:pse

BIZESVM S34

£SVM S3IKEMAEIN K E. FI— BB _LASIEB P FFullAccesstXPREVHTZE,
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Add group

NAME

demo_s3_group

USERS

demo_s3 user x

POLICIES

FullAccess x

BIEESVM S3TFEDER
SE"FHED RS D, ARBEE"+Add" &,
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= [ ONTAP System Manager

DASHBOARD Buckets

INSIGHTS +~d
STORAGE

Overview

Volumes

LUNs

Consistency groups
NVMe namespaces

Shares

Buckets

Qtrees
Quotas
Storage VMs

Tiers

BNBIR. BEHEUHIEFR Enable ListBucket"SiEHE. AFEE" B LA 12,




Add bucket

NAME

bucket

CAPACITY

100@”&3 v|

|:| Enable ListBucket access for all users on the storage VM “svm_demo®.

Enabling this will allow users to access the bucket.

fMore options Cancel

E"BZEBE D . ER BERRSIEREEE. AREERE R,
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Add bucket

NAME

‘ bucket

FOLDER (OPTIONAL)

‘ ’ Browse

Specify the folder to map to this bucket. Know more

CAPACITY

‘100 = ‘GiB v‘

[ | Use for tiering

If you select this option, the system will try to select low-cost media with optimal performance for the tiered data.

. Enable versioning

Versioning-enabled buckets allow you to recover objects that were accidentally deleted or overwritten. After versioning is enabled, it can't be
disabled. However, you can suspend versioning.

PERFORMANCE SERVICE LEVEL

Extreme

Not sure?

EEIERE. HERBARSEHINER FOIREEZNFEED R, MA— B SEEIEBRINAEERE. H
BY/Hi%kEA"Enable ListBucket"&i%&E. FAIGE & "Save (17 7F)"#&H.
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Add bucket

ontap-dummy

CAPACITY

1OOHHGiB v|

|:| Enable ListBucket access for all users on the storage VM "svm_demo®,

Enabling this will allow users to access the bucket.

R AIEE/R-SRETMME- 53k E

BT EETF I RIFEMONTAP S3544:F 4 EStorageGRIDE LI V4K S3
TRETFHRIEFEMONTAP S3T545: T % E|StorageGRIDR LI BV 4K S3

IE7E H#& StorageGRID

SOFEIET. FNVEGIRE,. AP, 24, ARBNIEFEIER.

ellfezicha
SAE"E PR ARRE IR R
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= N NetApp | StorageGRID Grid Manager

DASHBOARD
no @ v Tenants
NODES

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date. To view more recent values, select the
TENANTS ter

v r3a a

CONFIGURATION

Name @ % Logical spaceused @ & Quota utilization @ % Quota @ 2 Objectcount @ 2 Signin/Copy URL @

MAINTENANCE

SUPPORT

No tenants found

IHERMHEEA RMEVEFEFAER. EESHENTARRE. FFERH. TREETEIRSHAITFSIiE
o MIRER. B LLERERB RS MR. gErootEi3. ,.“)’—'Efﬁmﬁﬁk%ﬂo

ﬁﬁﬁﬂ)’—“‘%ﬂj"‘%%ﬁ)’—“‘ﬁﬁﬂﬁnuo HEEBFEZEFID. FAEREES, RHEEREH. WRERERIER
|__]F—I S DAL {%ﬁﬁtURLLXTI\jq%ﬁﬁO

Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date. To view more recent values, select the
tenant name
Name @ = Logical spaceused @ = Quota utilization @ = Quota @ = Objectcount @ = Sign in/Copy URL @
enant_demc 0 bytes 0 =) [E]
)
1

IR ERERREA TP ERIIE, REFLURLLUMDERER. AR Nrootf R &iE.
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C A No
Q LabStatus @ Pow

StorageGRIDi Tenant Manager

Recent Optional v
Account ID 27041610751165610501
Username root

NetApp

Password | seeeees|

Sign in

BIZAR
SAEIRPEIRHEIZEFN A,

N NetApp | StorageGRID Tenant Manager

DASHBOARD
STORAGE (S3) ~ U Se rS
My access keys
View local and federated users. Edit properties and group membership of local users.
Buckets

Platform services endpoints 1user m

ACCESS MANAGEMENT A

Groups
Users
Username FullName 3% Denied 3% Type =
Identity federation
Root Local

82



Enter user credentials

Create a new local user and configure user access.
Fullname @

Demo S3 User

Username @

demo_s3_user

Password

serennes

Confirm password

Deny access

Do you want to prevent this user from signing in regardless of assigned group permissions?

IBMAFE. BEEAFRMITHZAFNFEARES.

SHIURLFHAFID. UEBEER.
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etApp | StorageGRID Tenant Manager

Demo S3 User

~
Overview
Full name: @ Demo S3 User /'
endpoints
Username: @ demo_s3_user
EMENT A
User type: @ Local
Denied access: @ Yes
Access mode: @ No Groups
Group membership: @ None
Password Access [r\r Access keys Groups

Change password

Change this user's password.

BIESIEA. BREAF R

= N NetApp | StorageGRID Tenant Manager

DASHBOARD
STORAGE (S3) A U S e rS
My access keys
View local and federated users. Edit properties and group membership of local users.
Buckets

Platform services endpoints 2users m

ACCESS MANAGEMENT A

Groups
Users
Username % FullName 32 Denied < Type <
Identity federation
Root Local
N D user Demo S$3 User v Local

R Access keys"(IHIRZ A )IEI£. FAGE T "Create Key"(RIBZ )R, THIKEEIHARTE, THS3IH
. ARNXARORBLEEANERXLEESR,
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Create access key

@ Choose expiration time a Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.

0 You will not be able to view the Access key ID or Secret access key after you close this dialog.

Access key ID

TCT7L1XSMIOS091E86TR @1

Secret access key

RIJNCSN5SFX9RSWgFdj6SQ7wMrfRZYuSbQLANQTOC FD
o}, Download .csv
tliEZed

ISR EIA DT m H e T
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Create group

° Choose a group type @ Manage permissions @ SetS up policy

Choose a group type @

Create a new local group or import a group from the external identity source.

Local group Federated group

Create local groups to assign permissions to any local users you defined in StorageGRID.
Display name

Demo S3 Group

Unique name @

demo_s3_group

(&)
A
T

Continue

RANRIRE N R XZEFUMR. MARS3MNIR,
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@ Choose a group type - . e Manage permissions -

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and features.

Read-write @ Read-only

Group permissions @

Select the permissions you want to assign to this group.

Root access

Allows users to access all administration features. Root access permission supersedes all other permissions.

Manage all buckets Manage endpoints Manage your own S3
credentials

Allows users to change settings of Allows users to configure

all S3 buckets (or Swift endpoints for platform services. Allows users to create and delete

containers) in this account. their own S3 access keys.

pre"‘OUS m

S3NRIET H R (IAMRER)HITIZH, FHRBIKENBEN. AR jsonREBREMGEIRER, ILERERR R ITFILL
HAFTHLEFBD R, AERA" DR NDERFRITEMSIEE. HEEIN" DR PIERPHRITFXH

o
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"Statement": |

{

"Effect": "Allow",

"Action": "s3:ListAllMyBuckets",

"Resource": "arn:aws:s3:::*"
by
{

"Effect": "Allow",

"Action": "s3:*",

"Resource": ["arn:aws:s3:::bucket","arn:aws:s3:::bucket/*"]
}

Create group

Choose a group type - Manage permissions ——— Set S3group policy ———— it
g g 4 -

Set S3 group policy @

An S3 group policy controls user access permissions to specific specific S3 resources, including buckets. Non-root users have no access
by default.

No S3 Access

"Effect": "Allow",
Read Only Access "Action": "s3:ListAlIMyBuckets",

"Resource": "arn:aws:s3:::
Full Access h

@ Custom "Effect": "Allow",

"Action": "s3:"",
"Resource": ["arn:aws:s3:::bucket”,"arn:aws:s3:::bucket !|

(o]
v

B m

&ia. BARRNEASHTTHIRIF.
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Create group

@ Choose agrouptype ——— @ Manage permissions - @ Set S3 group policy ——— o Mdumm

Add users

Select local users to add to the group Demo S$3 Group.

-

Username $ FullName £ Denied $

demo_s3_user Demo S3 User v

Previous Create group

s

BB TFED B
SIMEIEFEDBRIETR. ARREEEEFMED RIRH,

= N NetApp | StorageGRID Tenant Manager

DASHBOARD

STORAGE (S3) A B U C kets

My access keys
Create buckets and manage bucket settings

Buckets
Platform services endpoints 0 buckets Create [jycket

ACCESS MANAGEMENT A

Groups tal 53 Console [
Users
Name 2 Region % ObjectCount @ SpaceUsed @ 3 DateCreated 4
Identity federation
No buckets found

Create bucket

RE X 73 Eg A MR X3
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Create bucket

. Manage object settings
o Enter details @ ey . >

Enter bucket details

Enter the bucket's name and select the bucket's region.

Bucket name @

bucket]

Region @

us-east-1 v

TEE I EED R EBRRAIES.

Create bucket

@ Enter details a hf?nége object settings

Manage object settings

Object versioning

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve previous versions of an

object as needed.

Enable object versioning

Previous Create ~_am:l«et

. ERERRAERRIER T eZSE —MEED R
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Create bucket

- Manage object settings
° Enter details @ . . -

Enter bucket details

Enter the bucket's name and select the bucket's region.

Bucket name @

sp,dummy{

Region @

us-east-1 v

BTN — B B LB AR,

Create bucket

@ Enter details a N‘l‘a.\lnag‘e object settings

Manage object settings

Object versioning

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve previous versions of an

object as needed.

Enable object versioning

’hc reate bucket

fFE . AR SR 53K R
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x4

BT EE TN RVEEMONTAP S3c441 T4 2 StorageGRIDRESLIR BV £k S3
BT E T X RIFEMONTAP S3T44:T7#% 2IStorageGRIDR I Il 2R S3

}

BRREFEDER
AP — LN RBITRONTAPD R, BATIEEAS3Browser# TILER. BERUUERERERNERT

o

fEF _EEEIEIONTAPE P S350, $§S3Browserfit & HiEIZEIONTAP RS,

o Add New Account -_ O X

Add New Account online help

% Enter new account details and click Add new account

Display name:

[Buckel (original and post-migration)

Assign any name to your account

Account type:
S3 Compatible Storage v

Choose the storage you want to work with. Default is Amazon S3 Storage

REST Endpoint

s3portal.demo.netapp.com:8080

Specify S3-compatible API endpoint It can be found in storage documentation. Example: rest server.com:8080

Access Key ID:
|3TVPI142JGE3Y7FV2KCO

Required to sign the requests you send to Amazon S3, see more details at hitps://s3browser.com/keys

Secret Access Key:

{........................................

Required to sign the requests you send to Amazon S3, see more details at https://s3browser com/keys

[C] Encrypt Access Keys with a password:

Tum this option on if you want to protect your Access Keys with a master password

[[] Use secure transfer (SSL/TLS)
If checked, all communications with the storage will go through encrypted SSL/TLS channel

<7 Add n%ccount @ Cancel

advanced settings
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WM. B —EXH LERIBA T AEHREFE D ERo

Q S3 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (original and post-migration) = ’ 2‘ %
Accounts Buckets Files Bookmarks Tools UpgradetoPro! Help
& New bucket & Add external bucket == Refresh Path:
Name Size - Type Last Modified Storage Class

«~{__| ontap-dummy

@ [.g:w
@ Upload folder(s)

Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog

% Upload vl 1 Download % Delete m New Folder [ Refresh

Task Size %  Progress Status Speed
Q S3 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (oniginal and post-migration ] ‘
(] open X
| 1+ -‘ > ThisPC > Downloads v O Search Downloads pel
Organize New folder =y @ @
& Downloads # # Name 3 Date modified Type Size
Documents: # [ ] 9141P1_q imagetgz 3/22/20241:225AM  TGZ File 2,641,058 KB
[&] Pictures * cluster1_demo_s3_user_s3_user.bdt 3/23/2024 11:04 PM  Text Document 1KB
[ This PC cluster]_svm_demo_s3_details (1).txt 3/23/2024 11:03PM  Text Document 1KB
—j s cluster]_svm_demo_s3_details.bt 3/23/2024 11:01 PM  Text Document 1KB
ye 2 his.exe 3/22/2024 124 AM  Application 2121 KB
i Cousthiagen 1] hotfix-install-11.6.0.14 3/23/202411:55AM 14 File 717,506 KB
[ Desktop 7P putty 7/18/20206:39PM  Shortcut 2KB
)] Documents ¢4y s3browser-11-6-T.exe 3/23/2024 12:36 PM  Application 9,807 KB
4 Downloads
D Music
[&=] Pictures
B videos
‘aa Local Disk (C:)
v
: e
File name: | "s3browselemo_s3_user_s3_user.txt" 'cIusterl_svm_demo_sB_E\gails (1).bt" "cluster]_svm_demo_s3_details.tbt" "hfs.exe" "putty” V|
o
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Q S3 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (original and post-migration) EERE i
Accounts Buckets Files Bookmarks Tools UpgradetoPro! Help
s New bucket & Add external bucket %2 Refresh Path:
‘;1 ontap-dummy Name Size a Type Last Modified Storage Class
- _ clusterl_dem.. 157 bytes Text Document 3/23/2024 11:23.25PM  STANDARD
; clusterl_svm.. 211bytes Text Document 3/23/2024 11:23:25PM STANDARD
_; clusterl_svm.. 211bytes Text Document 3/23/2024 11:23:25PM  STANDARD
[F]putty.exe 834.05KB Application 3/23/2024 11:23:25PM  STANDARD
[1hfs.exe 207MB Application 3/23/2024 11:23:25PM  STANDARD
[#5s3browser-11.. 958 MB Application 3/23/2024 11:23:26 PM STANDARD

R

N

ﬁ' Upload ~ Download Delete @ New Folder l %,Rehesh
5]

Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog

WA, UEBRNED BRPIE LR,
IBRSC o

Q‘::EVC‘ZE!‘ 0 - rre ersion (for non-commercial use on - bucket (onginal and post-migration @ ' i g
Accounts  Buckets Files Bookmarks Tools UpgradetoPro! Help
5 New bucket & Add external bucket 2 Refresh Path:
{:J ontap-dummy Name Size - Type Last Modified Storage Class
] bucket El clusterl_dem_. 157 bytes TextDocument  3/23/2024 11:23:25PM STANDARD
El clusteri_svm.. 211bytes TextDocument 3/23/2024 11:23:25PM  STANDARD
E clusteri_svm.. 211 bytes Text Document 3/23/2024 11:23:25PM STANDARD
[# putty exe 834.05KB Application 3/23/2024 11:23:25PM  STANDARD
(i hfs.exe 207MB Application 3/23/2024 11:23:25PM  STANDARD
[#s3browser-11.. 958 MB Application 3/23/2024 11:23:26 PM STANDARD

Confirm File Delete

N\ N N ; ;
% Upload ~ & Download % Delete C@ New Folde 0 Are you sure to delete "putty.exe’?

Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog 5
|f z | o
Task Size %  Progress Status — s

HEEFESRPEFENXAUSEFIZX 4 H IR E R4,
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QZTE‘N: 6.7 - Free Version (for non-comn

_ - 9% A
53 Open X
1 & > ThisPC > Downloads v &  Search Downloads P
. Storage Class
Organize v New folder v [H o
» W STANDARD
~ -
& Downloads Name Date modified Type Size W STANDARD
* M 2 - > £AT 058 ¥ W STANDARD
Documents | | 9141P1_g_image.tgz TGZ File 2,641,058 KB
& Pi 3 . W STANDARD
[&] Pictures * || cluster1_demo_s3_user_s3_user.bt Text Document 1KB K et
s ] cluster_svm_demo_s3_details (1).b¢t 202 Text Document 1KB
& This PC d =T i m
= . || clusterl_svm_demo_s3_details.bdt 3/23/2024 11:01 PM  Text Document 1KB
) 3D Objects — 5
#2 hs.exe 3/22/20241:24AM  Application 2,121KB
Cloud Storage o 3 nts " p——
- 9 | hotfix-install-11.6.0.14 3 ) 14 File
[ Desktop ;? putty Shortcut
] Documents ¢y s3browser-11-6-7.exe Application
4 Downloads
D Music
[&=] Pictures
B videos
‘wa Local Disk (C:)
v
File name: | hfs.exe V|
==
-y =l (=7
Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog
N v \
7£S3Browserd, KA1l LAEFENINICIZRI N RIIARZAS,
[ 3 Browser 11.6.7 - Free Version (for ial use only) - and post-migs = . ] - 4
Accounts  Buckets Files Bookmarks Tools UpgradetoPro! Help
b New bucket o Add external bucket %2 Refresh Path: ws/s/BTYR
2 ontap-dummy Name Size Type LastModified Storage Class
2] bucket [ clusterl_dem.__ 157bytes TextDocument  3/23/202411:2325PM STANDARD
[ clusteri_svm... 211bytes TextDocument 3/23/2024 11:2325PM  STANDARD
[~ clusterl_svm_. 211bytes TextDocument 3/23/2024 11:2325PM  STANDARD
[ihfs exe 207MB Application 3/23/2024 11:23:36 PM  STANDARD
[#s3browser-11.. 958 MB Application 3/23/2024 11:2326 PM  STANDARD
éuulud - Download Delete ENmFuldel ;%,_aeﬁesn S s (11,85 M8) i O fokiars
Tasks (1) Permissions Headers Tags Properies Preview Versions Eventlog
URL:  http://bucket.s3portal.demo.netapp.com:8080/ [ copy
Key LastModified ETag Size Storage Class Owner Version Id
[7) cluster1_demo_s3_user_s3_userxt
revision #: 1 (current) 3/23/2024 11:23:25 PM acf4c9543e97ef3678b2b6ed6able 1bc 157 bytes STANDARD Unknown (Unknown) MzgOMjQIMDAWL.
[ cluster1_svm_demo_s3_details (1) bt
revision #: 1 (current) 3/23/2024 11:23:25 PM 407753b646abcfef19fde 71eefb504 211 bytes STANDARD Unknown (Unknown) NDgOMjQTMDAw.
(] cluster1_svm_demo_s3_details.txt
revision #: 1 (current) 3/23/2024 11:23:25 PM 17d20651856f480a587af39feccc10e2 211 bytes STANDARD Unknown (Unknown) NTU2NZIOMDAWL.
[hfs.exe
revision # 2 (current) 3/23/2024 11:23:36 PM 9e8557¢98ed1269372f0ace9d1d63477 207MB STANDARD Unknown (Unknown) NzQ10TE4MDAw.
revision # 1 N 3/23/2024 11:23:25 PM 9e8557e98ed1269372ff0ace91d63477 207MB STANDARD Unknown (Unknown) Njk20DI3MDAwWLn.
[Eputty.exe -
revision # 2 (deleted) 3/23/2024 11:2331PM Unknown (Unknown) NjMzMDAWMC52
revision #: 1 3/23/2024 112325 PM 54cb91395cdaad9d47882533c21fc0e9 834.05KB STANDARD Unknown (Unknown) NzE2NzEyMDAWL.
[@s3browser-11-6-7.exe
revision #: 1 (current) 3/23/2024 11:23:26 PM 2e36b9705f4782962d6937¢5df082f0-2 958 MB STANDARD Unknown (Unknown) NDY20DcwMDEu...

BUSHIXR
LEFAFFAIE EEE MONTAP 4 1% 2! StorageGRID,

EONTAPRAAEIESS . SAE"RIP/BLR", M TRENE"Cloud object stores" (=X R7EE). AGEE"Add"(
IR Fi%EE StorageGRID (7R0)o
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= [PIONTAP System Manager Search actions, objects, and pages Q Qo ©

Lets you select specific volumes for protection if you Lets you select which volumes you want to be backed up ‘ Lets you protect a consistency group with a zero
DASHBOARD e don't need to protect entire storage VMs. to a cloud destination. ‘ recovery time objective.

INSIGHTS
(@ Netapp SnapCenter software simplifies backup, restore, and clone management for the applications hosted across ONTAP enabled platforms. Use NetApp SnapCenter for application-consistent

STORAGE

NETWORK

Bucket protection
SnapMirror (local or remote)
PROTECTION | 2 of the 2 buckets aren't protected.

EVENTS & JOBS

Relationships Back up to cloud
2 of the 2 buckets aren't backed up to the cloud.
HOSTS

CLUSTER

Protect buckets

Lets you select specific buckets for setting up SnapMirror protection to either an ONTAP destination or a cloud destination.

(—%SmrageGRlD
Il oness

aws Amazon S3 o

=
{5 others plicate data or metadata to the cloud target. A valid data container must be created with the object store provider. This assumes that the user has valid
bject store provider to access the data bucket.

+add v

BT IR MR FRAURLIE N K A\ StorageGRIDIE B (TEL/ETRP. BN VEEAPath-styleURL), I RIFHETE
& "Storage VM",

Add cloud object store

NAME

sgws_demo

URL STYLE

Path-style URL

OBJECT STORE SCOPE

O Cluster () storage vM

useey @@

O SnapMirror (©) ONTAP $3 SnapMirror

SERVER NAME (FQDN)

192.168.0.80

NREEABIZSSL. BB H T ERinRim O HE LA EFIStorageGRIDIRRIEH, M. IFEUHIE
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FR"SSP"EH L NHTTPIR =% .

7 Bixk N _EiRStorageGRIDEC & A StorageGRID A S3%;

ACCESS KEY

JCT7L1IX5MIOS5091E86TR

SECRET KEY

C L T e YT

CONTAINER NAME ()

bucketl

Network for cloud object store

NODE IP ADDRESS

onPrem-01 192.168.0.113

[ ] use HTTP proxy

WE. HAEEEBIR. AUALEREERRKRIZE. B AMRERIL

Pl ONTAP System Manager

SUBNET MASK

24

BZIAMFED BB R

BROADCAST DOMAIN

Default

] F
NI

Search actions, objects, and pages

Back up to cloud

DASHBOARD

INSIGHTS

STORAGE

NETWORK

EVENTS & JOBS

PROTECTION

Protect buckets

Lets you select specific buckets for setting up SnapMirror protection to either an ONTAP destination or a cloud destination.

~ Local policy settings @

Relationships

HOSTS

CLUSTER

IRAIBFTEURBE G RE

Protection policies
Applicable when this cluster is the destination

At'S minutes past the hour, every hour
No schedules

No schedules

o Mhais

RER M NEE 3T,

=

GATEWAY

192.168.0.1

L

2 of the 2 buckets aren't backed up to the cloud.

Snapshot policies =2
Applicable when this cluster is the source or wh...

3 Schedules
3 Schedules

No schedules

Schedules

At0,5,10, 15,20, 25, 30, 35, 40, 45, 50, and 55 minutes past the
hour, every h

AL12:15 AM, 06:15 AM, 12:15 PM and 06:15 PM, every day

AL0215 AM, 10:15 AM and 06:15 PM, every day

A0, 10,20, 30, 40, and 50 minutes past the hour, every hour




Policies Protection overview

Protection policies

Policy type

Continuous (Al

Continuous Policy for S3 bucket mirroring. Continuous Cluster

THROTTLE RECOVERY POINT OBJECTIVE
Unlimited 1 Hours

MTE. FTTLUESnapMirrorBit B 79 8 12 1E 5 o

SnapMirror create -ssource-path sv_demo: /bket/bket-target-path sgws demo: /objstore -policy
continuous

@ clusterl-mgmt

LY. FEDEBERFRIPNFESBEIIRPETR—NE/RS.
Buckets

Lifecycle rules  Capacity (available | total)

0 100 Gi8 100 Gi8

0 100GiB 100 GiB

MR A NEFRFE D ERFEEEISnapMirror (ONTAPZ =)iEINF£. FAi 14§ & EISnapMirror repationshipikZ.
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bucket

ru SnapMirror (ONTAP or cloud)

Destination Relationship health State

sgws_demo:/objstore t (© Healthy (© Mirrored

EHFAER

M7E. BRITERINISEE D EEMONTAPE #3StorageGRID, {BSLfR EEHIMZMA? RITEMBGFHED
RADER. RIS EREIBiR? MNRKIVFEASIBrowserEE StorageGRIDIFED R HiI=&IMM
BhRAXREF. BIPFRHNRAEFE. ZHROBBRTICERFE. HINHVEFFTREStorageGRIDIFED EEH R
B11hRES,

[ 53 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (Migration Temp)

- 8 x
Accounts  Buckets Files Bookmarks Tools UpgradetoPro! Help
5 New bucket o Add external bucket 2 Refresh path:[ 7 | 7 8 Y 3
“ bucket Name Size Type LastModified Storage Class
sg-dummy cluster_dem.. 157bytes TextDocument  3/24/2024 121353 AM  STANDARD
clusterl_svm.. 211bytes TextDocument  3/24/2024 121353AM  STANDARD
cluster]_svm... 211bytes TextDocument  3/24/2024 121353AM  STANDARD
207MB Application 3/24/2024 121353 AM | STANDARD
[s3brdyser-11.. 958MB Application 3/24/2024 121353 AM  STANDARD
Upload ~ | o Download Delete 1] New Folder Refresh
x Sul ;
Tasks(1) Permissions Headers Tags Properies Preview Versions Eventlog
URL:  http://192.168.0.80:8080/bucket/hfs.exe [ copy
Key LastModified ETag Size Storage Class Owner Version Id
[ hfs. exe
revision #: 1 (current) 3242024 121353 AM "9e855798ed1269372f0ace91d63477" 207MB STANDARD tenant_demo (27041610751 NjUSRDhCNDIRT

EONTAPZ B L FA AR AR —XRAM— kA, HTHREERIG I

]

\

~
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[ 53 Browser 11.6.7 - Free Version (for I use only) - and p

g - 8 X
w 2
Accounts Buckets Files Bookmarks Tools UpgradetoPro! Help
45 New bucket s Add external bucket path [ / | /78703
] ontap-dummy Name Size Type LastModified Storage Class
] bucket clusterl_dem.. 157bytes TextDocument  3/23/2024 11:2325PM  STANDARD
T cluster]_svm... 211bytes TextDocument  3/23/2024 11:2325PM  STANDARD
cluster]_svm... 211bytes TextDocument  3/23/2024 11:2325PM  STANDARD
[ putty.exe 83405KB Application 3/23/2024 11:2325PM  STANDARD
fs.exe 207MB Application 3/24/2024 121452 AM - STANDARD
#s3browser-11.. 958MB Application 3/23/2024 11:2326 PM STANDARD
4§ Uplosd - Downlosd Delete ) New Folder Ly Reresh 6 e (1298 19) wnc 0 fokdery

Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog

URL:  http://bucket.s3portal.demo.netapp.com:8080/

(55 copy

Key LastModified ETag Size Storage Class Owner Versiond

cluster]_demo_s3_user_s3_userx

revision # 1 (current) 323/2024 112325 PM actic9543e97ef3678b2b6ed6able be 157 bytes STANDARD Unknown (Unknown) MzgOMQIMDAWL

) cluster1_svm_demo_s3_details (1)t

revision # 1 (current) 3/23/2024 112325 PM 407753b646a6cef19de 71 eefb5 04 211bytes STANDARD Unknown (Unknown) NDgOMJQIMDAW.

cluster]_svm_demo_s3_details tt

revision # 1 (current) 3/23/2024 11:2325PM 17d206518561480a587af3%feccc 1062 211bytes STANDARD Unknown (Unknown) NTUZNZIOMDAWL
[Wlhs exe

on £3(ciend 9055576380d1269372Maced1 463477

revision| 3/23/2024 11:23:36 PM 9e8557e982d1269372M0ace91d63477 207M8 Unknown (Unknown) NzOIOTE4MDAw

revision #:1 3/23/2024 112325 PM 9e8557e98ed1269372M0ace91d63477 207MB STANDARD Unknown (Unknown) Njk20DI3MDAWLN.
[@puty.exe

revision # 1 (current) 3/23/2024 11:2325PM 54cb91395cdaad9d47882533c21fc0e9 83405K8 STANDARD Unknown (Unknown) NZE2NZEyMDAWL
[@s3browser-11-6-7.exe

revision # 1 (current) 3/23/2024 11:2326 PM 263697051478296246937¢508200-2 958MB STANDARD Unknown (Unknown) NDY20DcwMDEu

MStorageGRIDRIAEKRE. B LKIMILEFEDERFHEEIZT —M#hR4s. BERDSnapMirrorX & Z BIRI4IA
RS,

[ 53 Browser 1167 - Free Version (for non-commercial use only) - Bucket (Migration Temp)

- o
[
Accounts  Buckets Files Bookmarks Tools UpgradetoProl  Help
& New bucket & Add external bucket £2 Refresh path: [ / | w0
] bucket Name Size Type LastModified Storage Class
& sg-dummy clusterl_dem.. 157bytes TextDocument  3/24/2024 121353AM STANDARD
cluster]_svm.. 211bytes TextDocument  3/24/2024 121353AM  STANDARD
cluster]_svm... 211bytes TextDocument  3/24/2024 121353AM  STANDARD
[ puty.exe 83405K8 Application 3/24/2024 121428 AM  STANDARD
[Ehfs.exe 207M8 Application 3/24/2024 121456 AM  STANDARD
[ s3browser-11.. 958MB Application 3/24/2024 121353AM  STANDARD
4 Urlosd - | g Download | g Delete ( ] New Folder b Refresh Lfie(20208)
Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog
URL:  http://192.168.0.80:8080/bucket/hfs.exe [P
Key L LastModified ETag Size Storage Class Owner Version Id
[¥1hfs exe
3/24/2024 121456 AM e8557e98ed1269372f0aced Tk rTLM 207MB tenant_demo (27041610751..  OEMR{Y4NDgIRT.
tevision # 1 3/24/2024 121353 AM ”933557998&(112693720\]3(:591 tenant_demo (27041610751... | NjUSRDhCNDHRT.

XEEFIONTAP SnapMirror S3HIZXEFIX RV HAIIRZA, XFLEIK7EStorageGRIDIHEIE 73 R ASTFiE 57 B
ERNBETRE, X#. StorageGRIDFLE] AP R MM A $£I12FR.

fEE . REE/R-SERTAIFI(E- 5e3k

BT R TN RZEEMONTAP S3c441 T4 2 StorageGRIDE IR BV £k S3

‘F}

¥

BT R T IRAIFEMONTAP S3TE4%:F 5 2StorageGRIDR LI (1l 4R S3
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T1%S3E A

MNFEE. ASHERTEHFEEIEAFANEE. MAZEERBERFRREE, StorageGRIDIRHAPILIT
YPES3HATANEIAF,

EREIStorageGRIDEIRUI (IS BIE2RUI). FTFAPIXESwaggerilHo

= N NetApp | StorageGRID Grid Manager

p— . Dashboard

NODES

Health @
TENANTS

[ v o Overall st

CONFIGURATION

MAINTENANCE

BF"accounts"(MF)&B45. EFR"POST /grid /account-enable —s3-key-import . B H"AA"RHA. ARHE
i "execute"(H1T)IEH,

accounts Operations on accounts o

o ¢-enable-s3-key-import ENADIES the Import S3 Credentials feature on this node. Warning: Enabling this feature allows Grid Manager users with Change Tenant Root Password permission o
/grid/account-enable-s3-key-import ;o fyll access to tenant data. This feature should be disabled immediately after use

Parameters

No parameters

== ]

WE{HTE" accounts" B FRENE"POST /grid /accounts/ {id} /user/ {user id} /s3-access-keys"

THEHEERNSWMALARERNTEF IDMAF KA IDEIE, EjsontEHIES KB IAONTAPH R NFERMNER

4=n

$A, ERILUSERARIEIEARSE]. Rl LAMIBR". "Expires": 3456789 ". SAGEEF"HIT
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m /grid/accounts/{id}/users/{user_id}/s3-access-keys Imports S3 credentials for a given user in a tenant account
\'

‘ Parameters

Name Description
ld * required
string ID of Storage Tenant Account
(path)

27041610751165610501
user_id " reauired
steing ID of user in tenant account
(path)

ebc132e2-cfc3-42c0-a445-3b4465cb523c
body * required

Edit Value Model

(body)

{

“accessKey": "3TVPI142)GE3Y7FV2K(CO",

“secretAccessKey”: "75a1QqKBU4quA132twI4g41C4GgSPP30ncyOsPES"™
}

SRFFERFPZASNG. ER7E"accounts™POST /grid /account-disable" s3-key-import"® 22 FIZ2$A S \IHAE

m /grid/account-disable-s3-key-import Disables the Import S3 Credentials feature on this node. a
‘ Parameters Capgel

No parameters
‘ Responses Response content type [ application/json v ]

NRBANVEEF EEBUIREFAFIKF . JUBEZFBEHAE R,
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Users > Demo S3 User

Overview
Fullname: @ Demo S3 User /'
Username: @ demo_s3_user
User type: @ Local
Denied access: @ Yes
Access mode: @ Read-only
Group membership: @ Demo S3 Group
Password Access Access keys Groups

Manage access keys

Add or delete access keys for this user.

AccesskeylD = Expirationtime $

--------------- 86TR None

................ m None

R

MBITE XA FED ERMONTAPE F2StorageGRID. Er]LAZIE4ETR, NEREMONTAP S3:1FF5
ZStorageGRID. NMIFELREIZHHITHEIR,

7IONTAPZR AR, HIESIAHIEHIGE N"ReadOnlyAccess", XIEF5LEFA P BHRIONTAP S37FEN RS
NEUEE,
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Edit group

NAME

demo_s3_group

USERS

demo_s3_user x

POLICIES

ReadOnlyAccess x

RFERDNSECE I MONTAPEEBHE MIStorageGRIDIH BN AL, IEHRIGRIEBERLIR. MRFEEINTER
HiBER. I57EStorageGRIDHFRNNIH = 2
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Endpoint Domain Names

Virtual Hosted-Style Requests

Enable support of S3 virtual hosted-style requests by specifying APl endpoint domain names. Support is disabled if this list is empty. Examples: s3.example.com,

s3.example.co.uk, s3-east.example.com

Endpoint 1 s3portal.demo.netapp.com +

BHEPHEESETTLIHA. SERMDNSLUEITEI RS, WEELUE—IER. M THIZEERT
;mﬂi:fﬁStorageGRlDiﬁl?EiﬁfﬂE’\J?JJ!ZE‘IEEiSB%%H(ﬁﬁT\xEE-‘?r)\E’\JEE%H)\ IBRSnapMirrorX%&. ZAIGMIFRONTAPEX
=

B R SREAMME EXE
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T AMNAERFEE

¥Cloudera Hadoop S3A%#:28 5StorageGRID 5 EH
F&: ML
—ERBHEILISK, Hadoop—ERMIBRSRNEE, WTHadoop, TSR SHBIRIERIE S EAEEY

Eﬁ*ﬁiﬁ%ﬁjﬁﬁ%ﬂ%ﬁo Hadoop EE MENIRS 28T BEIFT &1t EN. E8ITENSHIBEAMITEMEF
180

N ALEFEHS3AHTHadoop TIER?

FEESUEENAENE K. A8 SHHEMEFERIFITTENNG ZEFRRRT. &M BRASKERZIRM
BRI R T Phhko

T NIXEPE. Hadoop S3A% A IHFI JIS3M RIFEIR (It 4HREI/O. EAS3ASLHEHadoop TIEMA BN T
MNRIFEBIESUBETME. HRTENFED T, #mfEERSIIRILYy BitEMNEE. Bd0BitENEE. &

TR LSS HRENFRETATITERFL. AREHESEIAMEETE, B, ErRILZF{EHadoop TIF AT
BETCO,

1§ S3AEERALE I fF A StorageGRID

AR
* FAFHadoop S3AEIEMIXAIStorageGRID S3ix S URL. 2/ S314 (0122 $AFIHZ 4R,
* ClouderafE &3 AN It £ E N EN ArootzsudotfR. AT L JavaiifF &,

HE2022F48. fFFCloudera 7.1.7f9Java 11.0.14B$XfStorageGRID 11.55111.5#17 7k, B2, L
BYaYJavahk 4~ S Al BE 2B AR [El,

L Java &

1. ¥ "ClouderasziF#&" FHIIDKRRZS,

2. F# "Java 11 x4 8" S5ClouderafLBHEERAILAL, Bt EHEIEEFNENEN. FIRE
. rpmEREE A FCentOS,

3. KrootSHEi A EBsudofURIIKFE RIS M EN. EEPENLHITUTIE:
a. REHHEL:

$ sudo rpm -Uvh jdk-11.0.14 linux-x64 bin.rpm

b. 10 EJavalIREME, MRTET ZMRAE. BRFRENRETIRENINME:
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https://docs.cloudera.com/cdp-private-cloud-upgrade/latest/release-guide/topics/cdpdc-java-requirements.html
https://docs.cloudera.com/cdp-private-cloud-upgrade/latest/release-guide/topics/cdpdc-java-requirements.html
https://docs.cloudera.com/cdp-private-cloud-upgrade/latest/release-guide/topics/cdpdc-java-requirements.html
https://docs.cloudera.com/cdp-private-cloud-upgrade/latest/release-guide/topics/cdpdc-java-requirements.html
https://docs.cloudera.com/cdp-private-cloud-upgrade/latest/release-guide/topics/cdpdc-java-requirements.html
https://docs.cloudera.com/cdp-private-cloud-upgrade/latest/release-guide/topics/cdpdc-java-requirements.html
https://docs.cloudera.com/cdp-private-cloud-upgrade/latest/release-guide/topics/cdpdc-java-requirements.html
https://www.oracle.com/java/technologies/downloads/
https://www.oracle.com/java/technologies/downloads/
https://www.oracle.com/java/technologies/downloads/
https://www.oracle.com/java/technologies/downloads/
https://www.oracle.com/java/technologies/downloads/
https://www.oracle.com/java/technologies/downloads/
https://www.oracle.com/java/technologies/downloads/

alternatives —--config java

There are 2 programs which provide 'java'.

Selection Command
+1 /usr/java/jrel.8.0 291-amd64/bin/java
2 /usr/java/jdk-11.0.14/bin/Jjava

Enter to keep the current selection[+], or type selection number:

C. RFULITARNNEN /fetc/profile’ BIRE. BEIZN S LR FEZAIERIZILEAS:

export JAVA HOME=/usr/java/jdk-11.0.14

d. BITUA TS U E X HEX:

source /etc/profile

Cloudera HDFS S3AECE
c WIE*

1. MCloudera Manager GUIH. #%3#%Clusters > HDFS. #AfFi%#FConfigurations
2. 5T, ERER. AERATRENLUIKE] core-site xmIBEEESERESRELEF BR(R21®) -
3. BEH(+)RFSHAMUTE.

Name AREL
fs.s3a.access.key < StorageGRID FHIFHF S350 %50 >

fs.s3a.secretkey < StorageGRID FHIFHF S3ZH>

fs.s3a.connection.s truedjfalse (SRR IHLFZBE. MERIAAhttps)
sl.enabled

fs.s3a.endpoint StorageGRID S3imm: iHH>
fs.s3a.impl org.apache.hadoop.fs.s3a.s3AFileSystem

fs.s3a.path.style.ac truedjfalse (WIRFR/VILZE. MBEIANEIUENIER)

cess
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FREERA

Cluster-wide Advanced HEFS (Service-Wide) 9 Undo ®
Configuration Snippet (Safety View ag XML
Valve) for core-site.xml

Name [ fs.s3a.endpoint l BE®
0 core_site_safety_valve

Value sgdemo.netapp.com:10443

Description [ StorageGRID 53 load balancer endpoint

Final

Name [ fs.53a access key

Value [ OM RESESESRERNIES

Description [ SG CDP 53 access key

Final

Name fs.53a secret key

Value [ mapz iRt aREERRE O fc

Description [ SG CDP 53 secret key

Final

MName [ fs.s3a.impl

Value

org.apache hadoop fs.53a S3AFileSystem

Description [

Final

Name [ fs.53a path.style access

Value [ true

Description [

Final

|
|
| e
|
|
| e
|
|
| e
|
|
| e
|
|
luster-wide Advanced Configuration Snippet (Safety Valve) for core-site.xml ‘

1. BEHEREFENIZH. MHDFSEE=EFRIBEEEEM. E T —RELERENBKARS. ARk
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FIABVEHED.

M CLOUD=ZRA CDP Cluster

Manager

EE @ HDFS - )[B

Stale Configuration: Client
Status  Instances  Configu configuration redeployment wser

—
3

needed

it 5 StorageGRID FYS3AEE

PATEZASEZIR
FFEFCloudera&E By — P EH.. FARRHIN Hadoop FS -Is S3a: //<bucket-name> /',

LU TR EREZsysleM BB RIHDFS-test 3 B AR — MR Ro

[root@ce-nl ~]# hadoop fs -1s s3a://hdfs-test/

22/02/15 18:24:37 WARN impl.MetricsConfig: Cannot locate configuration:
tried hadoop-metrics2-s3a-file-system.properties, hadoop-
metrics2.properties

22/02/15 18:24:37 INFO impl.MetricsSystemImpl: Scheduled Metric snapshot
period at 10 second(s).

22/02/15 18:24:37 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system started

22/02/15 18:24:37 INFO Configuration.deprecation: No unit for
fs.s3a.connection.request.timeout (0) assuming SECONDS

Found 1 items

—IW-rW-rw-— 1 root root 1679 2022-02-14 16:03 s3a://hdfs-test/test
22/02/15 18:24:38 INFO impl.MetricsSystemImpl: Stopping s3a-file-system
metrics system...

22/02/15 18:24:38 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system stopped.

22/02/15 18:24:38 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system shutdown complete.

R AR

HEA

fEFAHTTPSE%E|StorageGRID . H1E1593 #hiBAIfFURE| shapore_failure f81Ro

*IRE: *IBhRJRE/IDKERE I AR Z I TLSZE I EH 1% StorageGRID,
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BIRHE TG

[root@ce-nl ~]# hadoop fs -1s s3a://hdfs-test/

22/02/15 18:52:34 WARN impl.MetricsConfig: Cannot locate configuration:
tried hadoop-metrics2-s3a-file-system.properties, hadoop-
metrics2.properties

22/02/15 18:52:34 INFO impl.MetricsSystemImpl: Scheduled Metric snapshot
period at 10 second(s).

22/02/15 18:52:34 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system started

22/02/15 18:52:35 INFO Configuration.deprecation: No unit for
fs.s3a.connection.request.timeout (0) assuming SECONDS

22/02/15 19:04:51 INFO impl.MetricsSystemImpl: Stopping s3a-file-system
metrics system...

22/02/15 19:04:51 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system stopped.

22/02/15 19:04:51 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system shutdown complete.

22/02/15 19:04:51 WARN fs.FileSystem: Failed to initialize fileystem
s3a://hdfs-test/: org.apache.hadoop.fs.s3a.AWSClientIOException:
doesBucketExistV2 on hdfs: com.amazonaws.SdkClientException: Unable to
execute HTTP request: Received fatal alert: handshake failure: Unable to
execute HTTP request: Received fatal alert: handshake failure

1s: doesBucketExistV2 on hdfs: com.amazonaws.SdkClientException: Unable to
execute HTTP request: Received fatal alert: handshake failure: Unable to
execute HTTP request: Received fatal alert: handshake failure

AT BREREIDK 1M xEHESRAHEHEIRE NI INavaE, ESN LiEJavalfth e 8. THRESE

g2
T EEEEIStorageGRID « HERBIRHEE TEXBIFMER BB RIERRE .
JRE: StorageGRID S3ix = ARG 2RIUEPBAZ JavaizFE1E,

HiRHS A
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[root@hdp6 ~]# hadoop fs -1s s3a://hdfs-test/

22/03/11 20:58:12 WARN impl.MetricsConfig: Cannot locate configuration:
tried hadoop-metrics2-s3a-file-system.properties, hadoop-
metrics2.properties

22/03/11 20:58:13 INFO impl.MetricsSystemImpl: Scheduled Metric snapshot
period at 10 second(s).

22/03/11 20:58:13 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system started

22/03/11 20:58:13 INFO Configuration.deprecation: No unit for
fs.s3a.connection.request.timeout (0) assuming SECONDS

22/03/11 21:12:25 INFO impl.MetricsSystemImpl: Stopping s3a-file-system
metrics system...

22/03/11 21:12:25 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system stopped.

22/03/11 21:12:25 INFO impl.MetricsSystemImpl: s3a-file-system metrics
system shutdown complete.

22/03/11 21:12:25 WARN fs.FileSystem: Failed to initialize fileystem
s3a://hdfs-test/: org.apache.hadoop.fs.s3a.AWSClientIOException:
doesBucketExistV2 on hdfs: com.amazonaws.SdkClientException: Unable to
execute HTTP request: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find
valid certification path to requested target: Unable to execute HTTP
request: PKIX path building failed:
sun.security.provider.certpath.SunCertPathBuilderException: unable to find
valid certification path to requested target

IR E: NetAppZiIERHREMNAR IEPEZMENIIMEANRSSHJIER. UHRENRHIELS, HE.
el LA mJavalE EEMERE RN E E X CASARSS 2RIEF.
E i StorageGRID BE X CASARS 2RIEHARNIE JavalEEFE. BTRUTI R,

1. I BRI INJava cacerts.

cp —ap $JAVA HOME/lib/security/cacerts
$JAVA HOME/lib/security/cacerts.orig

2. ¥4StorageGRID S3imsIiE B SN EJavals E 7 #.

keytool -import -trustcacerts -keystore $JAVA HOME/lib/security/cacerts
-storepass changeit -noprompt -alias sg-1lb -file <StorageGRID CA or

server cert in pem format>
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HEEHPR R
1. 185 Hadoop BEHRS LUHTTIAR
export Hadoop root logger = hadoop.root.logger = debug. console
2. T <. HAEEEERerror.log.

Hadoop FS -1s S3a. //<bucket-name> /&>error.log
EE: MBEAK

EAS3emdNidF;E ~StorageGRID _E/IS335(A]
& Aron Klein

S3cmdE@— M TFSHREN R B SITTTAEME K, EaILIEAs3cmdiEStorageGRID X F17ERS3h
GI8

ZEMEIES3emd

EAETFihsARS 28 E%ES3emd. IEMNTHE " 217S3EFin's s3cmd=EA—MITAMALRETS
4 StorageGRID T2 b LAhBD#HITEPEHERR,

Ve E DB
1. s3cmd -configure
2. B4R taccess_keyHlsecret_key. HRIFRZEIRINE,
3. BEMERREMNEIENILIAM? [Yin]: n @i, BRmiSEEmg)
4. BEHREIRE? [YIN]y
a. BEEBERFE"/root/.s3cfg"
5. 7£.s3cfgHi. f#"="fF S GmEHIF E&khost_baseFlhost_bucket = :

a. host_base =
b. host_bucket =

@ MNRETSBE4HIEFEhost_baseFlhost_bucket. MEEERSITHREFER-hostiEE i o
w5

host base = 192.168.1.91:8082
host bucket = bucketX.192.168.1.91:8082
s3cmd 1ls s3://bucketX —--no-check-certificate
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https://s3tools.org/s3cmd
https://s3tools.org/s3cmd
https://s3tools.org/s3cmd
https://s3tools.org/s3cmd
https://s3tools.org/s3cmd
https://s3tools.org/s3cmd
https://s3tools.org/s3cmd
https://s3tools.org/s3cmd
https://s3tools.org/s3cmd
https://s3tools.org/s3cmd
https://s3tools.org/s3cmd
https://s3tools.org/s3cmd
https://s3tools.org/s3cmd

e YNSRIl
* BIEEFEMES R
s3cmd MB S3. //s3cmdbucket -host=<endpoint>. <port>-no-check-certificate
* FIHFRBE 7 ER:
s3lsﬁ?$—host=<endpoint>l <port>-no-check-certificate
* FIHFME B RERS:
s3cmd la -host=<endpoint>! <port>-no-check-certificate
* FIHRE S ERPRINR
s3cmd 1s s3:. //<bucket>-host=<endpoint>. <port>-no-check-certificate
* MIBRIER:
s3RB cmd S3. //s3cmdbucket -host=<endpoint>. <port>-no-check-certificate
* MENR:
s3cmd PUT <file> s3:. //<bucket>-host=<endpoint>. <port>-no-check-certificate
* REVHR:

s3cmd get S3:. //<bucket>/<object><file>-host=<endpoint>. <port>-no-check-
certificate

* MBRITR:

s3cmd del S3. //<bucket>/<object>-host=<endpoint>. <port>-no-check-certificate

F,EE NetApp StorageGRID {E/9 /A 7Ffi#ERIVertica Eonf=R (X
e

& BRI

IR 4B7ENetApp StorageGRID E{ER A HF#E B2 Vertica EontR N HIRENIR(EL B,

VAN

Vertica@—AAITEIBEESERS. E2—THEEHETE. TAVEREHIREMLIT. AEEAEERNERLT
LIIERIRIREIGMEE, VerticaiBEURMIER 2 —i51T: EonZEnterprise, ERIUERIPH =HPEEX
AR,

Eonflt SR EHIBEEHUE S EEERR:
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* EontB X HIREFER AL EFEREMEELIE. X2 VerticafIiEI,
* B IR E B SR A T R TE M R BB Y T IS R iR,
Eont®E{ZR1

EontZRE G B R RS HRIEFEN L RFHERESE. MMEITTEMEMER LUISRIRHATTY B. EontEI\ FaVertica
. ATRESMIERE. HEdERRRMNITENEFERFRILES.

EontE N HIEFEER N AR EFHENHENREFMP. BIS3EMEIR. HEERERSHAmazon S3 L,

,-""--i-- ey o
/ ,
depot
F | "\_
i/ N\

‘|IIII"
rRFE

EontfRAASEAMFELRE. MEXNFAELUEN B R(THIE)ER— T ARFHUE, AHEFERMIEENE
PEEUE. EHEETRZEHE,

]/'

NEEFHEREBUTEM:

* SENMHEN LNEEEFERLL. SABHNREEPHLALEFERRE. HERTEFERENTISZZE
HHEE R,

* (HAIERERREHT RER ] LURBUE IR,
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* REART R LHETREBIRE.

* BT HUER UG INEMERY. RIER] LR B REE LA R A B URNER, MREEFHEETRA
o, WARMNSMFFT RRBEE T RZEIBHAEBHIE. UWEBSEMNERFRET RS eIZH T R £,

B

RHEFHEN—NRRBEE. MEZRUETHRBIEIE N AEEIRISIERE. N NRFSTRERMAR
HEMERIESE. WS EEFERERFIRERMNAT. N TRSHIELREE. EontElEEREFIT R 4R
— PN RAFEENAMIBURERE . HITEEN. TRESEANEMFHERSUTeET. NRE. NEiF
ERBMENAMBIATENER. WRVBIEAEFEET. WTHRIEMNARFERREE. HAEFEERRE—
R Els,

NetApp StorageGRID #£iY

Vertical§ $EESIBFEENREFMED. BT (FEHEH)TEENR(MEIHA/NAZPHR200%I500
MB), HAFEZITHIEEZIEN. VerticaxfERbyte-range getidFAHIT NXLEEEEN RICRIETE HIEIEEE.
BNFTEEGETAL 78 KB.

10 TBEEECERAF EWNIRAAAE. ST RMELIE4. 0008)10. 0001GET (FTEEGET)IER, EfE
FASG6060ig&IE1TILMIRE. RESMEE T RNCPUR BERE I LERIK(£9/920%%FI30%). 1B2/3RYCPUET(E]
IETEEFRFI/OTESGF6024_ LM EN/OFRRI B I LLAFE /N 0%Z10.5%)o

BT/ NEIOPSHFE RIS BIERERIFER(FIIERN/NF0.0170). NetAppE il 3 REFfEARSS fE
FASFG6024, NRIFEARNEBUEEFZEEMASGCE060. MNEF N5 Vertica®Z FEIASEHITEEFEMREE. X
REDERRIERIES.

WFEETSMAPINXT S, EFAILUEASG1008(SG1000, FEFIEINELRTFHITAP EIEERNEHEMN
BIREKD. NRRFPEEERE=ANHTES. NetAppBIN NS HREERTIEHHEE— N EANAHT
8728, B XStorageGRID FIREHE. 15E1ENetAppZE F HlPAo

H1thStorageGRID Ao B &N E5E:

* PR, BRI —MRLE R DR SGF6024 5 HthFiEie § R SRS A, MREREMEASGE060#H 1T
KEFIERIP. 15T HE B CHIMR M R (WIESHZE L R )P BURE R E AE T AW L & T
HISGF6024. LUREMAE. ER—LREBRATRESHIRERMERIE RV,

* BURERIP. ERERIBIASEITRIP. B EEIEEERLNRIE. &/ eI LUIERLBRID X ISR EE
P AT RERRF,

* BB AMEELE, VerticantEENR. ARBEFHEIINKEFHE. BRAMBEEFSH - TTEEFMEER
2. AE=EERRFTCEGETHEE.

* *HTTPSHTTPS S3immiEiE . EEENIRXERE. FITNERE M VerticatEB$Z!StorageGRID £ & F#i28i%
BERAHTTP S3iEER. MaERE T AYN5%, ILETMNIRERPHNZEERFIER,

Verticafit BRIV EIE:
* FEVFIS NI2EE B A* VerticaiBEIMIATFEFIRE (B= 1)*. NetApps@ 2B RIFEAXLECEFIZE L

fe= e,

* ZRAARIVERRE, BXEEFAREE. BER—T ZARS.
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7£StorageGRID LfFH A AREFEHEEAILEEONER

IR ETHNE T EStorageGRID LERAAREFHEENTLREEoNERNNIRFIRIEL B, BFEEANIBERFER
5 (SI)RABIRIFMEHNRIEL B KW TF VerticatEmPRMREL B, "TERNELEEontZTLEIEE"

UTigBERTIhEENR:

» StorageGRID 11.4.0.4
 Vertica 10.1.0

s FER=NEMFL(VM)FCentOS 7. XI2IER SN VerticaTs m iR EERE, IMEBENXBETIEENR. FEA
FVerticak F=E#UEESEEE

X=MNREIRE T REShell (SSH)ZR. UAIFESEHFNT R ZBIEASSHM A ERZE,

NetApp StorageGRID EERMHAES
ZE7£StorageGRID EERARAHEEMEANTLEENER. BHAAFUTIIREHER.

* StorageGRID S3im = AIPHIN s R £ REEZ (FARDN)MIHOS, MREFERANEHTTPS, &EEH
7£StorageGRID S35 _ESLHERY B E XEPIM AN (CA)ZH B ZE R SSLIEH,

* FHEDEBREM, EXANEMTEFEENT.

* AR EAIDHERIBRER. MEEIBREBIERSIHRNR,
BRI LU RS 3tk 21
TERIBIEROIH LAAIN St =AY, R H B L TRt M:

* B&R% Vertica,

* EBHERE. BERE. UTATEIREERE,
BRI LA RISk s IEMITU T E:

1. HEREIEIZIT admintools' B VerticaTs s IABIEEoniE R,

FRINF P /9 dbadmin’. 7EVerticafe B¥ R EEHAEI B3R,

2. fEANXAYRIELRTE /home/DBadmin’ BR T EIEX . XHREIURFIENERAR. f
. sg_auth.conf,

3. MR S3iH A AN RIMEHTTPIR80XHTTPSEIRA443, BT IHAS. BFEAHTTPS, FIZEUTE:
° awsenablehttps = 1. BRUFEIZE N0,
° awsauth =<S3 access key ID>. <#H|Zifn)ZEH>

° awsendpoint =< StorageGRID S3 Endpoint>: <imH>

E3FStorageGRID S3immHTTPSIEZFERA B E X CAEEZSSLIEPR. BT BT HEREHM
X4B. WXHRAMTFENVerticaT R EWE—(IE. FHXFAERAFEGIRERR. 1
SR StorageGRID S3ixASSLIFRHAEEHNCAE R, BELI LS E,
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https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
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https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/InstallationGuide/EonOnPrem/InstallingEonOnPremiseWithMinio.htm?tocpath=Installing%20Vertica%7CInstalling%20Vertica%20For%20Eon%20Mode%20on-Premises%7C<em>_</em>2

—awscfilm =<XHEREF/ XHH>

BIgn. IESWAT RGN :

awsauth = MNVU40YFAY2xyz123:03vuO4M4KmdfwffT8ngnBmnMVTr78Gu9wANabcxyz

awsendpoint = s3.england.connectlab.io:10443
awsenablehttps =1
awscafile = /etc/custom-cert/grid.pem

+

@ EEFIFER. BPN7EStorageGRID S37 & F#igsinm ELHE— N HAEEFCAZT Z IR
23,

7EFfE VerticaT 52 _EiIR 1 EERR R

EE TR L AFEHEFERFZIEFERCIE—TBR. Fdepot storage pathBEIRHHBRHNMEEGUTAR

« ERFRET R ERBREERR (. /home/DBadmin/depot)
* BIEgDBadmin B FIEEXFIB N

* FiERE
ZHNBER T, Vertican 588 BRUINERAETB)A60% B T FEFEFE. ERILE create_db ap S HfE
F3’-storage-size’ SR RHIFEEERI K/ 1FEN "HEEoNZENEUEZER VerticaS BFHIIE" & X Verticaill
BEE—RRENNXE. HEZ8ERN VerticaR P 418,

MRARTFEFEERZ. admintools create_db' TESEXAELIE—MNERRZ,

BlIZEon AP
EREEon B EIRRE. BERITUTHE:
1. BRIEEEERE. 15E M admintools create_db' TH,
UTFIREZ AT ARG ERNSH. BXMBELESHMNESHBEMGEA. BB VerticaX1H,
° -x <TEFRIBASAU S BB 12/ XX " OIS LA S3H =" >,
FRIHRIBE. RAGEAE BISERETEIURES, ERILMRRIEX . LU AFFS3ER,

° -communal-storage-location <S3: //storagegrid bucketname>
° -s <A TFILEIRER VerticaTs RAVIE S 7 FRSIZR>

° -d <E QIR EIRERFR>

° -p <BAILHEIRERENRD>, Fli. BSRUATHSRMA):
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admintools -t create db -x sg auth.conf --communal-storage
-location=s3://vertica --depot-path=/home/dbadmin/depot --shard

-count=6 -s vertica-vml,vertica-vm2,vertica-vm3

'<password>"'

RIBSIEENT R, SUESRIEEFE/LD 05T E, EREIBEIERER. RERER

AN

&0

/

Flan. IFZ LTRSS RGN create db'dn

[dbadmin@vertica-vml

-d vmart -p

IR
\ILJ;\

~]1$ cat sg_auth.conf
MNVU40YFAY2CPKVXVxxxx:03vuO4M4Kmdfwf fT8ngnBmnMVTr78GuOwAN+xxxx

awsauth =
awsendpoint = s3.england.connectlab.io:10445
awsenablehttps = 1

[dbadmin@vertica-vml ~]$ admintools -t create db -x sg auth.conf

?ﬁxﬂ#

--communal-storage-location=s3://vertica --depot-path=/home/dbadmin/depot

--shard-count=6
19:4:9:9:6:0:0:0: 4
Default depot size in use
Distributing changes to cluster.
Creating database vmart

Starting bootstrap node v_vmart node(0007

Starting nodes:
v_vmart node0007 (10.45.74

Starting Vertica on all nodes.

-s vertica-vml,vertica-vm2,vertica-vm3

-d vmart -p

(10.45.74.19)

.19)

Please wait, databases with a large

catalog may take a while to initialize.

Node Status: v_vmart node0007:
Node Status: v_vmart node0007:
Node Status: v_vmart node0007:
Node Status: v_vmart node0007:

Creating database nodes
Creating node v _vmart node0008

Creating node v _vmart node0009

(DOWN)
(DOWN)
(DOWN)
(UP)

(host 10.45.74.29)
(host 10.45.74.39)

Generating new configuration information

Stopping single node db before
Database shutdown complete
Starting all nodes

Start hosts = ['10.45.74.19",
Starting nodes:

v_vmart node0007 (10.45.74.
v_vmart node0008 (10.45.74.
v_vmart node0009 (10.45.74

Starting Vertica on all nodes.
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'10.45.74.29",

adding additional nodes.

'10.45.74.39"']

19)
29)

.39)

Please wait, databases with a large



catalog may take a while to initialize.

Node Status: v_vmart node0007: (DOWN) v _vmart node0008: (DOWN)

v_vmart node0009: (DOWN)

Node Status: v_vmart node0007: (DOWN) v vmart node0008: (DOWN)

v_vmart node0009: (DOWN)

Node Status: v_vmart node0007: (DOWN) v vmart node0008: (DOWN)

v_vmart node0009: (DOWN)

Node Status: v_vmart node0007: (DOWN) v vmart node0008: (DOWN)

v_vmart node0009: (DOWN)

Node Status: v_vmart node0007: (UP) v _vmart node(0008: (UP)

v_vmart node0009: (UP)
Creating depot locations for 3 nodes
Communal storage detected: rebalancing shards

Waiting for rebalance shards. We will wait for at most 36000 seconds.

Installing AWS package

Success: package AWS installed
Installing ComplexTypes package

Success: package ComplexTypes installed
Installing Machinelearning package

Success: package MachineLearning installed
Installing ParquetExport package

Success: package ParquetExport installed
Installing VFunctions package

Success: package VFunctions installed
Installing approximate package

Success: package approximate installed
Installing flextable package

Success: package flextable installed
Installing kafka package

Success: package kafka installed
Installing logsearch package

Success: package logsearch installed
Installing place package

Success: package place installed
Installing txtindex package

Success: package txtindex installed
Installing voltagesecure package

Success: package voltagesecure installed
Syncing catalog on vmart with 2000 attempts.

Database creation SQL tasks completed successfully.

successfully.

Database vmart created
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HRARNNFTI)
61

145

146

40

145

34

41

61

131

120

FED BRI RERTTEREZE

s 3

. //Vertica/051/026d63ae9d4a33237bf0e2c2
cf2a794a00a000021a07/026d63ae9d4a33237b
f0e2c2cf2a794a00a000021a07 0 0 0.dfs

s 3

. //Vertica/2c4/026d63ae9d4a33237bf0e2c2
cf2a794a00a000021a3d/026d63ae9d4a33237b
f0e2c2cf2a794a00a000021a3d 0dfdfd0.dfdf

s 3

. //Vertica/33c/026d63ae9d4a33237bf0e2c?2
cf2a794a00a000021a1d/026d63ae9d4a33237b
f0e2c2cf2a794a00a000021ald 0 dfdfd.df

s 3

. //Vertica/382/026d63ae9d4a33237bf0e2c2
cf2a794a00a0000000021a31/026d63ae9d4a33
237bf0e2c2cf2a794a00a000021a31 0 0.dfs

s 3

: //Vertica/42f/026d63ae9d4a33237bf0e2c2
cf2a794a00a000021a21/026d63ae9d4a33237b
f0e2c2cf2a794a00a000021a21a21a21 0 0.df
s

s 3

. //Vertica/472/026d63ae9d4a33237bf0e2c?2
cf2a794a00a0000000021a25/026d63ae9d4a33
237bf0e2c2cf2a794a00a000021a25 0 0.dfs

s 3

i //Vertica/476/026d63ae9d4a33237bf0e2c2
cf2a794a00a0000000021a2d/026d63ae9d4a33
237bf0e2c2cf2a794a00a000021a2d 0 0.dfs

s 3

. //Vertica/52a/026d63ae9d4a33237bf0e2c2
cf2a794a00a000021a5d/026d63ae9d4a33237b
f0e2c2cf2a794a00a000021a5d 0 dfdfd.df

s 3

. //Vertica/5d2/026d63ae9d4a33237bf0e2c2
cf2a794a00a000021a19/026d63ae9d4a33237b
f0e2c2cf2a794a00a000021al19 0 0.dfs



HRARNNFTI)
91

118

115

33

133

38

38

21521920

FED BRI RERTTEREZE

s 3

. //Vertica/5F7/026d63ae9d4a33237bf0e2c2
cf2a794a00a000021al11/026d63ae9d4a33237b
f0e2c2cf2a794a00a000021al1l 0 0.dfs

s 3

. //Vertica/82d/026d63ae9d4a33237bf0e2c2
cf2a794a00a000021al15/026d63ae9d4a33237b
f0e2c2cf2a794a00a000021al5 0 0.dfs

s 3

. //Vertica/9%9a2/026d63ae9d4a33237bf0e2c?2
cf2a794a00a000021a61/026d63ae9d4a33237b
f0e2c2cf2a794a00a000021a61 0 0.dfs

s 3

. //Vertica/ACD/026d63ae9d4a33237bf0e2c?2
cf2a794a00a0000000021a29-
026d63ae9d4a33237bf0e2c2cf2a794a00a0000
21a29 0 0.dfs

s 3

. //Vertica/b98/026d63ae9d4a33237bf0e2c2
cf2a794a00a000021a4d/026d63ae9d4a33237b
f0e2c2cf2a794a00a000021a4d 0 dfdfd.df

s 3

. //Vertica/db3/026d63ae9d4a33237bf0e2c?2
cf2a794a00a000021a49-
026d63ae9d4a33237bf0e2c2cf2a794a00a0000
21249 0_0.dfs

s 3

. //Vertica/EBA/026d63ae9d4a33237bf0e2c2
cf2a794a00a000021a599/026d63ae9d4a33237
bfle2c2cf2a794a00a000021a59 0 0.dfs

s 3

. //Vertica/metadata/VMart/Libraries/026
d63ae9d4a33237bf0e2c2cf2a794a00a0000000
02152/026d63ae9d4a33237bf0e2c2cf2a794a0
0a00002152.tar
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6865408

204217344

16109056

12853248

8937984

56260608

53947904

122

FED BRI RERTTEREZE

s 3

. //Vertica/metadata/VMart/Libraries/026
d63ae9d4a33237bf0e2c2cf2a794a00a0000000
021602/026d63ae9d4a33237bf0e2c2cf2a79%4a
00a00002162.tar

s 3

. //Vertica/metadata/VMart/Libraries/026
d63ae9d4a33237bf0e2¢c2cf2a794a00a0000000
021610/026d63ae9d4a33237bf0e2c2cf2a79%4a
00a000021610.tar

s 3

. //Vertica/metadata/VMart/Libraries/026
d63ae9d4a33237bf0e2c2cf2a794a00a0000217
e0/026d63ae9d4a33237bf0e2c2cf2a794a00a0
000217e0.tar

s 3

. //Vertica/metadata/VMart/Libraries/026
d63ae9d4a33237bf0e2c2cf2a794a00a0000000
021800/026d63ae9d4a33237bf0e2c2cf2a79%4a
00a00002180.tar

s 3

. //Vertica/metadata/VMart/Libraries/026
d63ae9d4a33237bf0e2c2cf2a794a00a0000000
02187a/026d63ae9d4a33237bf0e2c2cf2a79%4a
00a00002187a.tar

s 3

. //Vertica/metadata/VMart/Libraries/026
d63ae9d4a33237bf0e2c2cf2a794a00a0000000
0218b2/026d63ae9d4a33237bf0e2c2cf2a79%4a
00a0000218b2.tar

s 3

. //Vertica/metadata/VMart/Libraries/026
d63ae9d4a33237bf0e2c2cf2a794a00a0000000
0219ba/026d63ae9d4a33237bf0e2c2cf2a79%4a
00a0000219%ba.tar



HRKAFTI)
44932608

256306688

8062464

20024832

10444

823266

254

2958

FED BRI RERTTEREZE

s 3

. //Vertica/metadata/VMart/Libraries/026
d63ae9d4a33237bf0e2c2cf2a794a00a0000000
0219de/026d63ae9d4a33237bf0e2c2cf2a79%4a
00a0000219de.tar

s 3

. //Vertica/metadata/VMart/Libraries/026
d63ae9d4a33237bf0e2¢c2cf2a794a00a0000000
02labe/026d63ae9d4a33237bf0e2c2cf2a79%4a
00a000021a6e.tar

s 3

. //Vertica/metadata/VMart/Libraries/026
d63ae9d4a33237bf0e2c2cf2a794a00a0000000
021e34-
026d63ae9d4a33237bf0e2c2cf2a794a00a0000
2le34 .tar

s 3

. //Vertica/metadata/VMart/Libraries/026
d63ae9d4a33237bf0e2c2cf2a794a00a0000000
021e70/026d63ae9d4a33237bf0e2c2cf2a79%4a
00a000021e70.tar

s 3
. //Vertica/metadata/VMart/cluster confi
g.Jjson

s 3

. //Vertica/metadata/VMart/nodes/v_vmart
node0016/Catalog/859703b06a3456d95d0be?2
8575a673/checkpoints/cl3 chkpt 1l.cat.gz

s 3

: //Vertica/metadata/VMart/nodes/v_vmart
node0016/Catalog/859703b06a3456d95d0be?2
8575a673/checkpoints/cl13/B5EHK

s 3

. //Vertica/metadata/VMart/nodes/v_vmart
node0016/Catalog/859703b06a3456d95d0be?2
8575a673/checkpoints/c2 chkpt l.cat.gz
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231

822521

231

746513

2596

821065

6440

8518

124

FED BRI RERTTEREZE

s 3

: //Vertica/metadata/VMart/nodes/v_vmart
node0016/Catalog/859703b06a3456d95d0be?2
8575a673/checkpoints/c2 completed

s 3

. //Vertica/metadata/VMart/nodes/v_vmart
node0016/Catalog/859703b06a3456d95d0be?2
8575a673/checkpoints/c4 chkpt l.cat.gz

s 3

. //Vertica/metadata/VMart/nodes/v_vmart
node0016/Catalog/859703b06a3456d95d0be?2
8575a673/checkpoints/c4 4/completed

s 3

: //Vertica/metadata/VMart/nodes/v_vmart
node0016/Catalog/859703b06a3456d95d0be?2
8575a673/Txnlogs/txn 14 gld.cat

s 3

. //Vertica/metadata/VMart/nodes/v_vmart
node0016/Catalog/859703b06a3456d95d0be?2
8575a673/Txnlogs/txn 3 g3.cat.gz

s 3

. //Vertica/metadata/VMart/nodes/v_vmart
node0016/Catalog/859703b06a3456d95d0be?2
8575a673/Txnlogs/txn 4 gd.cat.gz

s 3

. //Vertica/metadata/VMart/nodes/v_vmart
node0016/Catalog/859703b06a3456d95d0be?2
8575a673/Txnlogs/txn 5 g5.cat

s 3

. //Vertica/metadata/VMart/nodes/v_vmart
node0016/Catalog/859703b06a3456d95d0be?2
8575a673/Txnlogs/txn 8 g8.cat

s 3

! //Vertica/metadata/VMart/nodes/v_vmart
node0016/Catalog/859703b06a3456d95d0be?2
8575a673/tiered catalog.cat



HRKAFTI)
822922

232

822930

755033

822922

232

822930

755033

FED BRI RERTTEREZE

s 3

: //Vertica/metadata/VMart/nodes/v_vmart
node0017/Catalog/859703b06a3456d95d0be?2
8575a673/checkpoint/Cl4 7/chkpt l.cat.g
z

s 3

. //Vertica/metadata/VMart/nodes/v_vmart
node0017/Catalog/859703b06a3456d95d0be?2
8575a673/checkpoint/Cl4 7/completed

s 3

! //Vertica/metadata/VMart/nodes/v_vmart
node0017/Catalog/859703b06a3456d95d0be?2
8575a673/Txnlogs/txn 14 g7.cat.gz

s 3

. //Vertica/metadata/VMart/nodes/v_vmart
node0017/Catalog/859703b06a3456d95d0be?2
8575a673/Txnlogs/txn 15 g8.cat

s 3

. //Vertica/metadata/VMart/nodes/v_vmart
node0017/Catalog/859703b06a3456d95d0be?2
8575a673/tiered catalog.cat

s 3

: //Vertica/metadata/VMart/nodes/v_vmart
node0018/Catalog/859703b06a3456d95d0be?2
8575a673/checkpoint/Cl4 7/chkpt 1l.cat.g
V4

s 3

. //Vertica/metadata/VMart/nodes/v_vmart
node0018/Catalog/859703b06a3456d95d0be?2
8575a673/checkpoint/Cl4 7/completed

s 3

! //Vertica/metadata/VMart/nodes/v_vmart
node0018/Catalog/859703b06a3456d95d0be?2
8575a673/Txnlogs/txn 14 g7.cat.gz

s 3

. //Vertica/metadata/VMart/nodes/v_vmart
node0018/Catalog/859703b06a3456d95d0be?2
8575a673/Txnlogs/txn 15 g8.cat
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0 s 3
: //Vertica/metadata/VMart/nodes/v_vmart
node0018/Catalog/859703b06a3456d95d0be?2
8575a673/tiered catalog.cat

BRI
LIRES B BT SR TFHEHMNEBXREEN VerticatE®a. Ni&F FStorageGRID,

1. BIEHBIEER. B35 AWSStreamingConnectionPercentage BRBES3E BN 0 KE A 228, WTEH
AHEMENEoNEXNELE. FREIIGE, EEESHATIESIVerticaB T RIVIRENI X RIF#EERE
. EEIFER. SERBTEEXNREMEPIRIEIESBMETRNXGaR. ERfERELEXHTIR
A RATFHEHMN REFERE. BTATXNREMEIERRE. EiLEH HEER hE,

2. EF vsql BRI EFBEE, LEBZEEE QIEEonASHIEE"PIRENIIBEEDS, 5. BESWUTR
Bl

[dbadmin@vertica-vml ~]$ wvsqgl
Password:
Welcome to vsqgl, the Vertica Analytic Database interactive terminal.
Type: \h or \? for help with vsgl commands
\g or terminate with semicolon to execute query
\g to quit
dbadmin=> ALTER DATABASE DEFAULT SET PARAMETER
AWSStreamingConnectionPercentage = 0; ALTER DATABASE
dbadmin=> \qg

KIbRI T IgE
BRIRERIEB A Vertica3UBERIAZEEIRE (B= 1), NetApps@Z I RIFBRAXLCEFILE MRS 4R,
vsgql -c¢ 'show current all;' | grep -i UseDepot

DATABASE | UseDepotForReads | 1
DATABASE | UseDepotForWrites | 1

INERBIEIRE(RTiE)

WNR I EIRE B F A HIG# MR, ErT LU A SUEINE RN HBEE LU T, VerticaBaMt 7 R BI%HE
£VMart. fiIF&MVertica/node/opt/Vertica/Examples/VMart_Schema/"" Fo BxUILRAIEIEENIFAEE. 15
20 "I,

BB T E BB RGIEE:

1. LUDBadmin& {4 & REVerticaTimZ—: cd /opt/vertica/lexamples/VMart_Schemas/
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https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/GettingStartedGuide/IntroducingVMart/IntroducingVMart.htm?zoom_highlight=VMart
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/GettingStartedGuide/IntroducingVMart/IntroducingVMart.htm?zoom_highlight=VMart
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/GettingStartedGuide/IntroducingVMart/IntroducingVMart.htm?zoom_highlight=VMart
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/GettingStartedGuide/IntroducingVMart/IntroducingVMart.htm?zoom_highlight=VMart
https://www.vertica.com/docs/10.1.x/HTML/Content/Authoring/GettingStartedGuide/IntroducingVMart/IntroducingVMart.htm?zoom_highlight=VMart

2. BrpIEBIEMHEEEER. HEFS Bclddh H IR N SR .

a. cd /opt/vertica/examples/VMart Schema
b. o /vmartiR
C. vsql< vmartENXZEH.sql

d. vsql < vmart load data.sqgl

3. BZMENXMSQLEN., ErlisiTER—EER, UK EEERIImME R EEEED, Fla0
. vsgl < vmart queriesl.sqgl

MR EHEME R

ETHBEXREXEPFAREENESER, BEFLUTXEM / Mih:

* "NetApp StorageGRID 11.77= fa 314"
* "StorageGRID #iEX"
* "Vertica 10.17= maX 14"

IR SEIER

version Date XSRS £ iE R
k7~ 1.0 2021498 kRS
E& . LN

EAELK1%i#{TStorageGRID BE 21
BF& . MBLER

@13 StorageGRIDA A HEHK A hEE. En] LIECE NS A 4t HERSS 28R UINEF 72 #rStorageGRID B EH

B ELK (Elasticsearch. Logstash. Kibana)BEARZIHDHNBHERBRERZ— WEUEERFIR

FELKAL#Mi#1TStorageGRID HEDHT" RBINELE . UK MNAEER EARIRFIKMAISIIE R F 3 H#H 1T PEHE

l‘%o StorageGRID 28 < #5415 ﬁE‘Z:F@I%glﬁﬁﬁlﬁlﬂE ESHIIMBRFEHERS 8. MELLASR "YouTubetl]
. TRBEXILHINENEZER, XM T LogstashfiE. Klbanagl’fﬂ B RFE BARBIRGISXH. AIHE

ﬁjJ‘”’H&JE?Fﬁ‘*StorageGRID HEBEEN D,

2K

* StorageGRID 11.6.0.28 E S ks
* ELK (Elasticsearch. LogstashfKibana)BZEHTIT7. 1xHEShRA

IS

* "FELogstash 7. xRS EL" +* MD5 checksum* 148¢23d0021d9a4bb4a6c0287464deab +* SHA256
checksum* f5ec9e2e3f842d5a7861566b167a561b4373038b4e7bb3b3d522adf2d6
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* "F#Logstash 8.xi {7324 E" +* MD5 checksum* e11ba3a662f87c3ef363d0fe06835 +* SHA256
checksum* 5¢c670755742cfdf5aa723a596b087e0153a65bcaef3934afdb682f61cd278d

* "R &5&EF FStorageGRID 11.9fLogstash 8. xR {fIX & "+* md5#ieF0*
41272857c4a54600f95995f6ed74800d +* SHA2561R%4F1* 7704886610527
19990851e1ad960d4902fe537a6e135e8600177188da677¢c9

Rig

1% E K StorageGRID FMELKBIARIBFNIZIE,
B

T GroktETUE X IR AR FEURME T WA REIkEs. +FIU0. LogstashBLE X f+HBISYSLOGBASERR T
RIERERILogstashhR A E X A RIBYFEL & #Ro

match => {"message" => '<%{POSINT:syslog pri}>%{SYSLOGBASE}
% {GREEDYDATA:msg-details}'}

* Logstash 7.177=f*

Field Value

¢ _id FC1MaYEBRHBUBTKNI1sSE

t _index sgrid2-2622.86.15

# _score -

t _type _doc

e timestamp Junm 15, 2822 @ 17.36:46.838
t host gridz-site?-s1

t |[logsource SITEZ2-5S1

t msg-details Reloading syslog service
t pid £28

t [program update-sysl

t ;yslﬂg_pri 37

t ftimestamp | Jun 15 27:36:46
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* Logstash 8.237Rf3l*

Table JSON

Q) Search field names

Actions  Field Value
noo B _id yUhOiIEBVP6KX4EWqCYU
ooo _index[:? sglog-2822.86.21
ooo # _score
ooo i @timestamp Jun 21, 2822 @ 18:87:45.444
ooo t event.original =28>Jun 271 22:87:45 SITE2-53 ADE: syslog messages being dropped
aao t host.hostname SITE2-53
ooo t msg-details syslog messages being dropped
ooo { | process.name ADE
ooo t|syslog_pri 28
ooo t | timestamp Jun 271 22:87:45
BB

1. IR LRENELKIRASRESEIR BRG], RFISXGFEEM N LogstashFEERI: * sglog-2-file.conf
. HEEE X2 StorageGRID HiEE Bt ELogstash LI, MASFHITEIER L, &ErTL
fEFA A< KMl LogstashE /£ Ui StorageGRID ;EE. (& #EB) T fi#StorageGRID AEER . +
sglog-2-es.conf: *ILEACE X4 EAZ MR FiEes4% i StorageGRID BHEEE. EAREIERfIdropiE
A, XEEAREEXHMEREFT HE. MHI§ & XEElasticsearchLURHIZRS |, +IRIEXXH PRI
BEMIEENREX M.

2. i BE X BIECE X

/usr/share/logstash/bin/logstash --config.test and exit -f <config-
file-path/file>

NSREINEE—ITSUTTEM. NitEEXHSEEEEIR:

[LogStash: :Runner] runner - Using config.test and exit mode. Config
Validation Result: OK. Exiting Logstash

3. BBE XM confXXHEFIZILogstashBRS2EMIACE : /etc/logstash/conf.d+I1R H
f£/etcllogstash/logstash.ymIf1/= Fconfig.reload.automatic. iEE B 5LogstashfRSS. BN, BEHF
FoEEFINEIERRE,
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10.

grep reload /etc/logstash/logstash.yml
# Periodically check if the configuration has changed and reload the
pipeline
config.reload.automatic: true
config.reload.interval: 5s

K& var/log/logstash/logstash-plain.logF i A TE E A FT AL E XA B hLogstashBT & B iR
HIATCPIR OB RohH EE M, +7EURFIH. EEATCPIEO5000o

netstat -ntpa | grep 5000
tcpb 0 0 :::5000 338%
LISTEN 25744 /java

7£StorageGRID EIEREF AR A EP. BEIMNFRFAHERS UM Logstash RIXHEEE. BXi¥
EE. BB "ERAM" .

EEEE LogstashfRSZ 28 LACE AR AIE. LA FStorageGRID 1 &R EIE X TCPIH .

#£Kibana GUIFR. %E#EManagement — Dev Tools, EEHIGTE L. iE1Tlbgetdn < UBIAE
EElasticsearch_EBIEEFHZES I,

GET / cat/indices/*?v=true&s=index

fEKibana GUIF, BIEZRS|#E(ELK 7.x) T EIEE(ELK 8.x)o

7ZKibana GUIRYTRERIEIAYIE Z=AEF46 N "saved objects"s +EDRFEXMNRTIE L. EERSN. TEENE
R, SR ERAPRIRIE"
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Import saved objects

Select a file to import

&y
Import
Import options
o Check for existing objects ®

Automatically overwrite conflicts

%Requesr_ action on conflict
—

Create new objects with random IDs @

SF ELK <version>-query-chart -sample.ndjson, +3HR&FIEREMRPRE, BERFEEEILHEIE
HZRE B EIERE.,
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Import saved objects

€ Data Views Conflicts

The following saved objects use data views that do not
exisl. Please select the dala views you'd like re-associated
with them. You can create a new data view if necessary.

D Count Sample of aff... New data view

594f91a0-
d1892-11ec-
b30i- 2 sglog
09f67aedd
ds

B0cf3620-
e5fa-11ec-
afvy1- 1 sglog W
Bi6e9B0dBe -
b0

SANTUTEEANR: * Query** audy-msg-s3rg-orin * bycast log S31Hx;HE* loglevel WARNINGEL LA
F+RMBIR 2 HE M+ NGINS-GWir Sif17] H & (X 7Eelk8-sSample—for-sg119.zipH$Z i) Chart** S3i&EXK
TH# (B Fbycast.log * HTTPRES IR IZ LR 73 K)+ S34E BIR+ERIZIFRIFEIm BT E]),

WME. EelLfEAKibanait{TStorageGRID BEZ 77

*"REEE101"

* "t ARELKHEE"

* "GrokiEFIR"

* "Logstash N\ J#§F3: Grok"

* "Logstash3:FHiER: RFAREREZIHR"
* "Kibanatgm—Xl 5 315"

* "StorageGRID HiZHEHEEE"
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{EFAPrometheusf1GrafanaiEiEfr{R ZHAR
{E&: Aron Klein

AR EIF M5B T WA }INetApp StorageGRID 11.68C & 9MEEPrometheus#Grafanafks3.

Vadax
AN

StorageGRID {EPrometheustZ 1545, FHilid W ERIGrafanafls BRI XLEFEIRHI TR, BERERF
ImiFIEEPH AIEER P s/ APrometheusifinl. AJLAMStorageGRID Z2ifia]Prometheusgtr, Bai. It
IR REZEET REEBSE0RE. AT RS E KT EHEER IR X LSRRI B E X ALK
R. BTEIE  —1#BIPrometheusFGrafanafR5528. BCE A 1BVFTARSS 28 LAM Storage GRIDSE 51| R BRIX LE
$etn. HEAMNEINEBIIETEE—MEER. EALEREA XERUERPrometheusiStREFAE 2
"StorageGRID X#14",

EX&Prometheus

SKEEPFMES

EA ARG, FIGER StorageGRID 1.6 T3 BYFRA EHMLLA Az Debian 11iR$S28, StorageGRID EIEREACE
T—PMNAHREEMCAIEH, ATRANEFRENTBStorageGRID &4 Debian LinuxZEMN L EMAE IR, &8
LUfEFAPrometheusfGrafanasz #F8EAILinuxiE . Prometheus#1GrafanaZf el LAZ 2 HDockerdss. MIRIL
BRI TRIFN B FI Y. ELREIR. FREEIZER—Debianfk55 28 L L E&EPrometheusfGrafana—i#

B, MTFEHIRBEARZE R BAHITIRIE https://prometheus.io # https://grafana.com/grafanal o

ZPrometheus® i1/ 0] ig & StorageGRID

Eifjin]StorageGRID Stored Prometheusistn. EHMERT LEEETEZENERIRIER. FARFPIEEHE
PR, StorageGRID EEZEOMNMEARSSLIEH, ILEPHMEHPrometheusfRSZ2R15E. HEBASCASE.
MRZEERIUER. MIIEBANFRNZET. ETHREZEE. 1518 "StorageGRID 14"

1. 7£StorageGRID BIERET. EFA T AR "configuration". JAG7EE ZFIAY"Security" T & H Certificates,
2. IENERTIE L. EREPIRER R, ARRERIN" R,

3. i%f#%ﬁ%iﬁlﬂﬂﬁﬁﬁ’ﬂg)ﬂﬁ%ﬁ@%%#@ﬁ%ﬁtﬁ:ﬁo BE" AR RIEN IR TRME. ARRE"HEE
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https://prometheus.io
https://grafana.com/grafana/
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Add a client certificate

- '__-“. - a 1
o Enterdetails ——— (2) Enterdetails

Certificate details
Certificate name @

prometheus

Permissions

Allow prometheus @

4. MREWECARRRIES. WAILLERE" EEIER"RERE. EERNNERT. RITHETEE"EIE
B BRIEIEHE StorageGRID £REFIHIER, WWIPREREREMAFE. BATFiRRS R0
FQDN. Ax532389IP. EEMBYMKRE. ARBEE"EM &,
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Add a client certificate

Certificate type

Upload certificate @ Generate certificate

Domain name @

prometheus.grid.local
Add another domain

P

192.168.0.10
Add another IP address

Subject ©

,l'CN=F'mme!heu5i

Days valid @

730

Generate i

Previous

Be mindful of the certificate days valid entry as you will need
@ to renew this certificate in both StorageGRID and the Prometheus

server before it expires to maintain uninterrupted collection.

1. FHIEBNEXHEAERNEX S,
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Generate

Certificate details i
Download certificate | Copy certificate PEM

Subject DN: JCH=Prometheus

Serial Number: T2DEEDT:04:CC4F 29 66:08:-CA:53:24: T9: 1B:09:45: 3B C:56

Issiner [¥N: {CH=Prometheus

Issued On: 2002-08-23T17:54:33. 0002

Enpires On: 2024-08-21T17:54:33.0002

SHA-1 Fingerprint: FAT:6E:FDET:DE:52:ETREESDA-AADF BD:45:94.04:53:47:1E
SHA-256 Fingerprint:  T4:23:C2:02:3A D908 COEE:CL-FASS A TCAE 1 8AR:BO: T D2 L3 LF 3 ERAF BFAF 9ECT.00.CHFAET

Alternative Names: DNS:prometheus.grid.local
IP Address:192. 168,010

Certificate private key @

A Youwill nat be able to view the certificate private key after you close this dialog. To save the keys for future reference, copy and paste
the values to another location.

Download private key | Copy private key

=———BEGIN RSA PRIVATE KEY
MITEpATBAAKCAQEAIbTCYIEpMWPKS ritVpMkmIDKLT jaTHIertq23VeAMLwxz Lall

(:) This is the only time you can download the private key, so make
sure you do not skip this step.

AEFELinuxfRSS 28 IR ZEPrometheus

& &PrometheusZfll. FFELBAFRIFRIITES . 1LPrometheus AP, BREMMITES. HNIErEE

UERESE.

1. gEPrometheus A,

sudo useradd -M -r -s /bin/false Prometheus

2. JyPrometheus. EFIHIEPFIEREIELIEZE R,

sudo mkdir /etc/Prometheus /etc/Prometheus/cert /var/lib/Prometheus

3. REAextdXHFRANMRI T ATFRIMRBIIHEE,

mkfs -t ext4d /dev/sdb
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4. RfE. HRXHERGEHEIPrometheustsin B Ro

sudo mount -t auto /dev/sdb /var/lib/prometheus/

O. FREVA FHatr#dERIEAEAIUUID,

sudo 1ls -al /dev/disk/by-uuid/
lrwxrwxrwx 1 root root 9 Aug 18 17:02 9af2cba3-bfc2-4ecl-85d9-
ebab850bb4al -> ../../sdb

6. 1E/etc/fstab/FRMN—1%H. EHEHEEFBIETNEERA/devisdbRuuid,

/etc/fstab
UUID=9af2c5a3-bfc2-4ecl-85d9-ebab850bbdal /var/lib/prometheus ext4d
defaults 0 0

LEMEEPrometheus

Mz, BRSF[|EEFTME. KT LIFFELEPrometheusHECE HEARSS -

1. {REXPrometheusTiE

tar xzf prometheus-2.38.0.linux-amd64.tar.gz

2. B #EIX S HIE /usr/local/bin. FREFRENE LA LRI B)iEBPrometheus AP

sudo cp prometheus-2.38.0.linux-amd64/{prometheus, promtool }
/usr/local/bin
sudo chown prometheus:prometheus /usr/local/bin/{prometheus, promtool}

3. BizH| e EE FIE/etc/Prometheus

sudo cp -r prometheus—Z.38.0.linux—amd64/{consoles,consoleilibraries}
/etc/prometheus/

4. RS Ei MStorageGRID TE MR FImiE BT AZE A EXHE HIZ/etc/Prometheus/Certs
5. gliEPrometheusfit B YAMLX {5

sudo nano /etc/prometheus/prometheus.yml
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6. FMALUTERE, ELBRAIUREFRARNEREN, & targets"BUANEET SAIFQDN. MREKTIES
B E ARAXHE. EEHts_confighfn UEHLE, ARREXH. MNRENMEEEREEETER
BEZIER. B THILEBHRESEEH—2MNEFLRIEP—ERE. AG1TEts_confighl R
fllica_file: /etc/Prometheus/Cert/Ulcert.pem

a. fEibRFIch. FiSUkEE Llalertmanager. Cassandra. nodeflStorageGRID FFkMIFRE1EHR. &R]LATE
FREHB XPrometheustBfREVIF{E 8 "StorageGRID X",

# my global config
global:
scrape interval: 60s # Set the scrape interval to every 15 seconds.

Default is every 1 minute.

scrape configs:
- job name: 'StorageGRID'
honor labels: true
scheme: https
metrics path: /federate
scrape interval: 60s
scrape timeout: 30s
tls config:
cert file: /etc/prometheus/cert/certificate.pem
key file: /etc/prometheus/cert/private key.pem
params:
match([]:
'{ name =~"alertmanager .*|cassandra .*|node .*|storagegrid .*"}'
static configs:
- targets: ['sgdemo-rtp.netapp.com:9091"]

NRMREERERECEANIEERIER. B FHEIEPHEES AR —RMIE P KIER—#E
ME&. 7Etls_configif . FEHRMEIZ A REBNETRAERT LS

®

ca file: /etc/prometheus/cert/UIcert.pem

1. ¥%/etc/PrometheusF/var/lib/Prometheus R FrE X 4F1 B RBIFAENE X fIPrometheus i

sudo chown -R prometheus:prometheus /etc/prometheus/

sudo chown -R prometheus:prometheus /var/lib/prometheus/

2. 1E/etc/systemd/system 8l —PrometheusfR 353 {4
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sudo nano /etc/systemd/system/prometheus.service

3. HENLUTTT. B EE#-storage.tsdb.retention.time=1y#. ESIFIEFEIENREBHRIEEN1FE, HE. &
7] LA {52 F3#-storage.tsdb.retention.size=300GiB#IR {EZ &R I E R B HAR, XX B ISR EIME—(IL
=1

[Unit]

Description=Prometheus Time Series Collection and Processing Server
Wants=network-online.target

After=network-online.target

[Service]

User=prometheus

Group=prometheus

Type=simple

ExecStart=/usr/local/bin/prometheus \
-—config.file /etc/prometheus/prometheus.yml \
--storage.tsdb.path /var/lib/prometheus/ \
--storage.tsdb.retention.time=1y \
--web.console.templates=/etc/prometheus/consoles \

--web.console.libraries=/etc/prometheus/console libraries

[Install]
WantedBy=multi-user.target

4. | systemdBRSS LU FTBIPrometheusfRSS. AR B ahFH B FPrometheusiRs5.

sudo systemctl daemon-reload
sudo systemctl start prometheus

sudo systemctl enable prometheus

sudo systemctl status prometheus
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® prometheus.service - Prometheus Time Series Collection and Processing
Server
Loaded: loaded (/etc/systemd/system/prometheus.service; enabled;
vendor preset: enabled)
Active: active (running) since Mon 2022-08-22 15:14:24 EDT; 2s ago
Main PID: 6498 (prometheus)
Tasks: 13 (limit: 28818)
Memory: 107.7M
CPU: 1.143s
CGroup: /system.slice/prometheus.service
L—ca98 /usr/local/bin/prometheus --config.file
/etc/prometheus/prometheus.yml --storage.tsdb.path /var/lib/prometheus/
--web.console.templates=/etc/prometheus/consoles --web.con>

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T719:14:24.510Z caller=head.go:544 level=info component=tsdb
msg="Replaying WAL, this may take a while"

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.816Z caller=head.go:615 level=info component=tsdb msg="WAL
segment loaded" segment=0 maxSegment=1

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.816Z caller=head.go:615 level=info component=tsdb msg="WAL
segment loaded" segment=1 maxSegment=1

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.816Z caller=head.go:621 level=info component=tsdb msg="WAL
replay completed" checkpoint replay duration=55.57us wal rep>

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.8317Z caller=main.go:997 level=info fs type=EXT4 SUPER MAGIC
Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.83172 caller=main.go:1000 level=info msg="TSDB started"

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T719:14:24.831Z caller=main.go:1181 level=info msg="Loading
configuration file" filename=/etc/prometheus/prometheus.yml

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T719:14:24.832Z caller=main.go:1218 level=info msg="Completed loading
of configuration file" filename=/etc/prometheus/prometheus.y>

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.8327Z caller=main.go:961 level=info msg="Server is ready to
receive web requests."

Aug 22 15:14:24 aj-deb-prom0l prometheus[6498]: ts=2022-08-
22T19:14:24.8327Z caller=manager.go:941 level=info component="rule

manager" msg="Starting rule manager..."

6. MTE. EBRIZAETE N % EPrometheusfRS328HIUI hitp:/Prometheus-server:9090 H&EZFUI
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9 Prometheus Alerts Graph Status~ Help

B Use local time @& Enable query history ® Enable autocomplete

@& | Execute

Remove Pane

Add Panel

7. 1£"Status" Targets F. &ATLAE B FK A 17EPrometheus.ymIEZ & HStorageGRID & s FIRZS

9 Prometheus Alerts Graph Status~ Help

Runtime & Build Information
Targets
TSDB Status
Command-Line Flags
Al Unhealthy Collapse Al v
Configuration
Rules
Targets

X Service Discovery
Endpoint

9 Prometheus Alerts Graph Status- Help

Targets

All  Unhealthy Collapse All

show less

Last Scrape
Endpoint State Labels Scrape Duration  Error

up instance="sgdemo-rtp.netapp.com:9081" 43.396sa 280.876ms
match[]="{__name__=~"alertmanager_*|cassandra_*|node_*|storagegrid_="}" job="StorageGRID" e[}

8. EEFIE L. EaIITNREEHRIESIERTERINRRT . Hlt0. EZEEHE
N"storagegRid_node_cpu_utilization_percentage ". fAGEHHITIR,




9 Prometheus

B Use local time &
Q  storagegrid_node_cpu_utilization_percentage Execute
Table

< >
storagegrid_node_cpu_utilization_percentage{instance="TD-SG-Adm01", job="node", node_id="fc1f00fc-d148-42b6-b9c4-72b34c2cd0c3", - 3.406250000000!
cc25-4255-8987-771e7246ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-SG-GW01", job="node", 3.264583333336901
cc25-4255-8987-771e724B8ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-SG-SN01", job="node", node_id="17bal4f4-53fc-44fd-alcc-96d2525
cc25-4255-89¢ 71e7246ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-SG- " job="node", node_id="b4343{55-16fd-4471-993c-1cd749867718", site_id="a3d223fd- 14.618749999999494
cc25-4255-8987-771e7246ad35", site_name="Tera01"}

storagegrid_node_cpu_utilization_percentage{instance="TD-5G-SN03", job="node", _ 77313bb8-0300-45af-b748-98cd128dd39d", site_id="a3d223fd- 10.620833333423812
cc25-4255-8987 p7246ad35", site_name="Tera01"}

Add Panel

ZHEMEIE Grafana

EPrometheusZEFEHIEE TEZE. FTI UL EGrafanaHFEL B S EMR

GrafanaZit
=

1. ZEFFHHIE I RRGrafana

sudo apt-get install -y apt-transport-https

sudo apt-get install -y software-properties-common wget
sudo wget -g -0 /usr/share/keyrings/grafana.key
https://packages.grafana.com/gpg.key

2. NRERRZAAINMAFAERE |

echo "deb [signed-by=/usr/share/keyrings/grafana.key]
https://packages.grafana.com/enterprise/deb stable main" | sudo tee -a

/etc/apt/sources.list.d/grafana.list

3. AINEfERES.

sudo apt-get update

sudo apt-get install grafana-enterprise

4. BN systemdBRSS LUEMEFT B grafanalRs3. AR EIH BB Grafanafis.
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sudo systemctl daemon-reload
sudo systemctl start grafana-server

sudo systemctl enable grafana-server.service

5. M1E. GrafanaBLEHIEHEITIT. FTFNAESIAIEHTTP: /Prometheus-server: 30008, &i§&
Fl|GrafanaB& Rl H,

6. BIABEREIE Fadmin/admin, ERARIEIRTI&E I ZD,

7JStorageGRID t#EGrafanafs E1k

fEGrafanaflPrometheusZEHIZITHIER T MEEMRET QIR BB RNERE BIRREREXRE T
1. TEMERR. B RE " HAF SRR ARRE RINEER" %

2. Prometheus¥ 2RI INAIIRRZ —. WRAE. BFERERERZHE"Prometheus”

3. @3 i APrometheus 2 FIBIURL LA X 5 Prometheus Bl FRILACHYIE bR B FR K BC B PrometheusiB. FRIAZHET
4R R4y . ENFEKTEPrometheus AR B ZIREIESE,
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tit Settings

Prometheus Dafisult

HTTP

URL htip:/flocalhost:9090
Access Server (default)
Allowed cookles

Timeout

Auth

Basic auth With Credentiats
TLS Client Auth With CA Cert
Skip TLE Verlly

Forward DAuth ldemity

Custom HTTP Headers

+ Add header

Alerting
Manage slerts via Alerting Ul

Alsrimanager dats source

Scrape interval
Query timeout

HTTP Mathod

4. WMAFTRIRER. M TRMIKE. ASEE"Save & test"(fRFFHNIK)
oS. BEeEMIRARINE. B EHExploreiZi,

a. "R "EOS. Ea LUEATAER"storagegrid node_cpu_utilization_percentage "X BIFEEIEFR.
AEREE"BTER"%RHE




L

6. I7E. HKNNBEEIIER. ATLIR—MEER,
a. fEEMIERSE. BFDashboards. FAGiERE"+" new Dashboard"
b. JFEAE" A INFHEIR"
C. B SIS R EF IR, B /R (ER " "storagegrid node_cpu_utilization_percentage ". HNER

e, EBAREIPEIEI. FEEGERNEEX.. RERAN" { {instance} } "REXT B, HE
EUHJJ1‘%E’\J"ﬁ/&iﬁbﬂ‘ﬂ%"%r_{:"iﬁ%?9“Misc 100/percent (0%)". AEREE" VA" EEREREIEER

#= New dashboard [ Edr Panel




7. BT B APRB NS MR XFE Bk, (BFETRIZE. StorageGRID ELHAESEIRAIESR
R BT AEHIE B EXEBRF.

a. MStorageGRID BIEFREAAMENRP. EFE"Support". FARTE"Tools"F!| B[P &5 "Metrics "o
b. 7EIEtRAR. FRHEFEH(E)FITREREY" A" 55,

DASHBGAED

i Metrics

AnCes Chares Snd metnics o help roubisuhaot s

Bromathoul in o apes-sounte toolkil for collecting metrice. The Promstheus visdace sliows you b query the curment value of mabrics snd bo view charts ol the values over teme
Mgy ther Mromet e UT waisg tha link below. You mand B vignad inio the Grid Msnage:

1rica g

8 softwirs for meties visuallastion. The Grolees stevlscs provides pre-conmruchsd debbes rdy il conbein gragha of wmgssstant metr viluss oy tine

Bheign peln
Erasare coding Acors the Grafana dashboan using the links beiow. You ment be signed m tothe Grid Mansges
Sasrapr gredes

P MaLrart by Gy e e

Byt ~riadats lechun A al

COMFIGURATION

WA HAMCE aviis e Chrmrers

sureout

C. EMRRIEERF. HITEF"ERFME-NRTHIEER. R/ TFEAMNERITEAIARE L TRERS,
MUESE B RERER "1 E " " ERJSON"

d. EHJUSONIEHXFE .
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Inspect: Storage Used - Object Metadata

Salact source

Panel JSON

"aliasColors"™:

“"datasource":
"decimals": 2,
*fitL": 1,
“fillGradient™: @
“gridPos": {

"legend”: {
"avg": Talse

“current"

"values™:
|
"lines™: true,
*linewidth": 1,
“links": [],
*nullPointMode":
“options™: {
"alertThreshold"
}e
"percentage™:
“pointradius™: °f
"polints™:
"renderer":
"seriesOverrides":

i

e. EMEERP. BEENRLGNINFHER.
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thi+

Add panel

f. N AHERmAH T EREN

9. Fh%&fERStorageGRID EHk—1¥. HZEJISON, MStorageGRID EHxFMIERFFIE JSONRIBFHE HE ik
NEHIFIHRD,

h. {RiEFER. EAN. EEEI—FHE"TB REANTIHES. RERE. ARRE" NA"%E,
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8. BAMEERZEIMHREREHITRER. PEA LANMEENMUREFEER. HAENEBRIEE—
E=E

#5ie

WME. HiNBELE T —FEE I BEXMIEREMNEESENPrometheusfRS 25, X, FITRAT UGS AER
cHEER. EPEE5B(INEEREXNIER. ErILEREE XEFRKERNPrometheusiEREYIFHER
"StorageGRID X#4",

Datadog SNMPECZE

{E&: Aron Klein

At & Datadog LA U & StorageGRID SNMPH&#RA1FE o

ficEDatadog

Datadog@—FhSiTARR AR . mliRHIEIR. I FAIEIRINGE, LU TECE 2 7EStorageGRID R4t A HERE
AIUbuntu 22.04.1F#_EEALinuxXIBRRZS7.43. 152 1R

MStorageGRID MIBX 44 pi BV EE B SR & XA MBS 4
Datadogteftt 7 —#ig = mMIBX 551 1 BETSNMPIE B R B VSR B E&E X8 7%

IR FIAYI B A B FE T E03E B S A AR AT BRET Y StorageGRID YAMLIZ {4 "IthAb"s +3F b ST AR
£/etc/datadog-agent/conf.d/snmp.d/traps_db/+H

* "REIFEBYAMLI " +
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° * MD5#RLEFN* 42e27e4210719945a46172b98¢379517 +
o * SHA2561%%4F1* dOfe5c8e6ca3c902d054f854b70a85f928¢chb8b7c76391d356f05d2cf73b6887 +

It StorageGRID A& {4 YAMLX 4 A T 403 B S Fetnbhst. b2 BHRIAREERR "k, +iF1tk
41 & 7E/etc/datadog-agent/conf.d/snmp.d/profiles/+H

* "FEEE XM YAMLXXH" +
o * MD5#RE&F* 72bb7784f4801addade0c3ea77df19aa +
° * SHA2561RXISH]* b6b7fadd330 63422a8bb8e39b3ead8ab38349ee0229926eadc8585f0087b8cee +

BT E15-HISNMP Datadogfic &

AILUEE M NEEAEIRECESNMP, &R LIS iR #1615 StorageGRID RARIM LSt SEEIRECE BEh
R WAIUEXEMKENIP, RIBFMHIBVRE. BEEEUEZBFITRE. BilRxMEHIEREREYAMLXXH
FENX. FESNMPECEYAMLXHHECEETISKEEN . LT EE—StorageGRID RAGEHRBIE N RH,

Epuk-s

Bid &I T/etc/datadog-agent/datadog.yamIs

listeners:
- name: snmp
snmp listener:
workers: 100 # number of workers used to discover devices concurrently
discovery interval: 3600 # interval between each autodiscovery in
seconds
loader: core # use core check implementation of SNMP integration.
recommended
use device id as hostname: true # recommended
configs:
- network address: 10.0.0.0/24 # CIDR subnet
snmp version: 2
port: 161
community string: 'stOr@gegrid' # enclose with single quote
profile: netapp-storagegrid

BMgE

/etc/datadog-agent/conf.d/snmp.d/conf.yaml
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init config:

loader: core # use core check implementation of SNMP integration.

recommended

use device id as hostname: true # recommended
instances:
- ip address: '10.0.0.1'

profile: netapp-storagegrid

community string: 'stOr@gegrid' # enclose with single quote
- ip address: '10.0.0.2'

profile: netapp-storagegrid

community string: 'stOr@gegrid'
- ip address: '10.0.0.3'

profile: netapp-storagegrid

community string: 'stOr@gegrid'
- ip address: '10.0.0.4'

profile: netapp-storagegrid

community string: 'stOr@gegrid'

fEaFHRYSNMPECE

SNMPREHYER & 7 datadogfic & yamlIX {4/etc/datadog-agent/datadog.yamIFHE X

network devices:
namespace: # optional, defaults to “default”.
snmp_ traps:
enabled: true
port: 9162 # on which ports to listen for traps

community strings: # which community strings to allow for v2 traps

- stOr@gegrid

StorageGRID SNMPEC &

StorageGRID Z#HBISNMPRIE(I FAEIEDREITYIT, BASNMPHEAMEER. MNREALEMEMH.

B "FEM B iR H N B & FEECERYDatadog IR E N EIE— P B 1R.
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SNMP Agent

You can configure SNMP for read-only MIB access and notifications. SNMPvl, SNMPvc, SNMP3 are supported. For SNMPY3, only User Security Model (LISM)
authentication is supported. All nodes in the grid share the same SNMP configuration,

Enable SNMP @

System Contact @
System Location @ lab

Enable SNMP Agent Notifications @
Enable Authentication Traps @  [_]
Community Strings

Default Trap Community @ stOn@gegrid

Read-Only Community @

String 1 stOr@gegrid +
Other Configurations
Agent Addresses (0) USM Users (0) Trap Destinations (1)
; +_I:reat= j
Version Type Hast Part Protocol fl:d::munityfu ™
) ENMPEC inform 10,193.52.241 8162 upP DU Comimimity:

stin@gegrid

{E£Frclone7EStorageGRID L%, WMEFMIPRITER

{£%& . Siegfried Hepp#1Aron Klein_

rclone@—fM A FSHREN R EMSTLANE iR, EoLUEMrclonexE . EHIFMIFRStorageGRID LAY
KR, rclone ] LUMBRTEMEDEL. BMEARRTEM S B a] LIER AR ThEE. SN TR BIFFR.

ZEHECErclone

BT EILE RS 28 E R % rclone. IEMTHE "rclone.org’s

IR ET B

1. BB TEE A Fah 8 XK E B rclone it B XX
2. ElbRFIF. FIFERsgdemofErclonefit & Hit2StorageGRID S3i = IR TR,
a. BIIEAECE X1~/ config/rclone/rclone.conf
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https://rclone.org/downloads/

[sgdemo]

type = s3

provider = Other

access_key id = ABCDEFGH123456789JKL

secret access key = 123456789ABCDEFGHIJKLMNO0123456789PQRST+V

endpoint = sgdemo.netapp.com

b. i&ZfTrclone config
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rclonefd &#

2023/04/13 14:22:45 NOTICE: Config file
"/root/.config/rclone/rclone.conf" not found - using defaults
No remotes found - make a new one

n) New remote

s) Set configuration password

g) Quit config

n/s/aq> n

name> sgdemo

Option Storage.

Type of storage to configure.

Enter a string value. Press Enter for the default ("").

Choose a number from below, or type in your own value.
1 / 1Fichier

\ "fichier"

2 / Alias for an existing remote
\ "alias"

3 / Amazon Drive
\

"amazon cloud drive"

4 / BAmazon S3 Compliant Storage Providers including AWS,
Alibaba, Ceph, Digital Ocean, Dreamhost, IBM COS, Minio,
SeaweedFS, and Tencent COS

\ "s3"
5 / Backblaze B2
\ "b2"
6 / Better checksums for other remotes
\ "hasher"
7 / Box
\ "box"
8 / Cache a remote
\ "cache"
9 / Citrix Sharefile
\ "sharefile"
10 / Compress a remote
\ "compress"
11 / Dropbox
\ "dropbox"
12 / Encrypt/Decrypt a remote
\ "crypt"
13 / Enterprise File Fabric
\ "filefabric"
14 / FTP Connection
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15

16

17

18

19

20

21

22

23

24

25

26

27

28

31

32

33

34

35

36

PN N N N U N N N O N N N N N N N - N N N

" ftp"

Google Cloud Storage (this is not Google Drive)

"google cloud storage"
Google Drive

"drive"

Google Photos

"google photos"

Hadoop distributed file system
"hdfs"

Hubic

"hubic"

In memory object storage system.
"memory"

Jottacloud

"jottacloud"

Koofr

"koofr"

Local Disk

"local"

Mail.ru Cloud

"mailru"

Mega

"mega"

Microsoft Azure Blob Storage
"azureblob"

Microsoft OneDrive
"onedrive"

OpenDrive

"opendrive"

OpenStack Swift (Rackspace Cloud Files,

"swift"

Pcloud

"pcloud"

Put.io

"putio"

QingCloud Object Storage
"gingstor"

SSH/SFTP Connection
"sftp"

Sia Decentralized Cloud
"sia"

Sugarsync

"sugarsync"

Tardigrade Decentralized Cloud Storage
"tardigrade"

Memset Memstore,
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37

38

39

40

41

42

43

44

45

PN N N N N N N

Transparently chunk/split
"chunker"

Union merges the contents
"union"

Uptobox

"uptobox"

Webdav

"webdav"

Yandex Disk

"yandex"

Zoho

"zoho"

http Connection

i e ™

premiumize.me
"premiumizeme"

seafile

"seafile"

Storage> 4

large files

of several upstream fs



Option provider.

Choose your S3 provider.

Enter a string value.

1

10

11

12

13

14

/

N 7N N N N N N N N N N N N o

~

Amazon Web Services (AWS) S3
"AWS"

Alibaba Cloud Object Storage System
"Alibaba"

Ceph Object Storage

"Ceph"

Digital Ocean Spaces
"DigitalOcean"

Dreamhost DreamObjects
"Dreamhost"

IBM COS S3

"IBMCOS"

Minio Object Storage

"Minio"

Netease Object Storage (NOS)
"Netease"

Scaleway Object Storage
"Scaleway"

SeaweedFS S3

"SeaweedFS"

StackPath Object Storage
"StackPath"

Tencent Cloud Object Storage (COS)
"TencentCOS"

Wasabi Object Storage

"Wasabi"

Any other S3 compatible provider
"Other"

provider> 14

(0SS)

Press Enter for the default ("").

Choose a number from below, or type in your own value.

formerly Aliyun
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Option env_auth.

Get AWS credentials from runtime (environment variables or

EC2/ECS meta data if no env vars).

Only applies if access_key id and secret access_ key is blank.

Enter a boolean value (true or false). Press Enter for the

default ("false").

Choose a number from below, or type in your own value.

1 / Enter AWS credentials in the next step.

\ "false"

2 / Get AWS credentials from the environment (env vars or IAM).
\ "true"

env_auth> 1

Option access key id.

AWS Access Key ID.

Leave blank for anonymous access or runtime credentials.
Enter a string value. Press Enter for the default ("").
access key id> ABCDEFGH123456789JKL

Option secret access key.

AWS Secret Access Key (password).

Leave blank for anonymous access or runtime credentials.
Enter a string value. Press Enter for the default ("").
secret access key> 123456789ABCDEFGHIJKLMN0123456789PQRST+V

Option region.

Region to connect to.

Leave blank if you are using an S3 clone and you don't have a
region.

Enter a string value. Press Enter for the default ("").
Choose a number from below, or type in your own value.

/ Use this if unsure.

1 | Will use v4 signatures and an empty region.
\ mwn
/ Use this only if v4 signatures don't work.
2 | E.g. pre Jewel/v10 CEPH.

\ "other-v2-signature"
region> 1
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Option endpoint.

Endpoint for S3 API.

Required when using an S3 clone.

Enter a string value. Press Enter for the default ("").
endpoint> sgdemo.netapp.com

Option location constraint.

Location constraint - must be set to match the Region.

Leave blank if not sure. Used when creating buckets only.

Enter a string value. Press Enter for the default ("").

location constraint>
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Option acl.
Canned ACL used when creating buckets and storing or copying
objects.
This ACL is used for creating objects and if bucket acl isn't
set, for creating buckets too.
For more info wvisit
https://docs.aws.amazon.com/AmazonS3/latest/dev/acl-
overview.html#canned-acl
Note that this ACL is applied when server-side copying objects as
S3
doesn't copy the ACL from the source but rather writes a fresh
one.
Enter a string value. Press Enter for the default ("").
Choose a number from below, or type in your own value.

/ Owner gets FULL CONTROL.

1 | No one else has access rights (default).
\ "private"
/ Owner gets FULL CONTROL.
2 | The AllUsers group gets READ access.
\ "public-read"
/ Owner gets FULL CONTROL.
3 | The AllUsers group gets READ and WRITE access.
| Granting this on a bucket is generally not recommended.
\ "public-read-write"
/ Owner gets FULL CONTROL.
4 | The AuthenticatedUsers group gets READ access.
\ "authenticated-read"
/ Object owner gets FULL CONTROL.
5 | Bucket owner gets READ access.
|

If you specify this canned ACL when creating a bucket,
Amazon S3 ignores it.

\ "bucket-owner-read"

/ Both the object owner and the bucket owner get FULL CONTROL
over the object.

6 | If you specify this canned ACL when creating a bucket,

Amazon S3 ignores it.

\ "bucket-owner-full-control"
acl>

Edit advanced config?

y) Yes
n) No (default)
y/n> n

160



[sgdemo]

type = s3

provider = Other

access key id = ABCDEFGH123456789JKL
secret access key = 123456789ABCDEFGHIJKLMNO0123456789PQRST+V
endpoint = sgdemo.netapp.com:443

y) Yes this is OK (default)
e) Edit this remote

d) Delete this remote
y/e/d>

Current remotes:

Name Type
sgdemo s3
e) Edit existing remote
n) New remote
d) Delete remote
r) Rename remote
c) Copy remote
s) Set configuration password
g) Quit config
e/n/d/r/c/s/a> g

£= YN ASEIN ]|

* RIEEFEDER:

rclone mkdir remote:bucket

# rclone mkdir sgdemo: test01

@ NRFEZBESSLIEE. 15FA-no-check-certificates

* JIthFrE D ER:
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rclone 1lsd remote:

rclone LSD sgdemo#4:

* JIBRESERPHNR:

rclone ls remote:bucket

rclone Is sgdemo: test01

65536 TestObject.O
65536 TestObject.l
65536 TestObject.10
65536 TestObject.12
65536 TestObject.13
65536 TestObject.14
65536 TestObject.1l5
65536 TestObject.1l6
65536 TestObject.17
65536 TestObject.18
65536 TestObject.2
65536 TestObject.
65536 TestObject.
65536 TestObject.
65536 TestObject.
65536 TestObject.
65536 TestObject.
33554432 bigobj
102 key.Jjson
47 lockedOl.txt
4294967296 sequential-read.0.0
15 test.txt
116 version.txt

O 0 J o U1 W

* MBI ER:

rclone rmdir remote:bucket

# rclone rmdir sgdemo: test02

* HERR:
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rclone copy filename remote:bucket

rclone copy ~/test/testfile.txt sgdemo: test01

* FREXAR:

rclone copy remote:bucket/objectname filename

# rclone copy sgdemo: test01/testfile.txt ~/test/testfileS3.ixt

* BIFRR:

rclone delete remote:bucket/objectname

rclone delete sgdemo: test01/testfile.txt

EBTFED BRPRIITR
rclone sync source:bucket destination:bucket --progress

rclone sync source directory destination:bucket --progress

rclone sync sgdemo: test01 sgdemo: clone01—-progress

Transferred: 4.032 GiB / 4.032 GiB, 100%, 95.484 KiB/s, ETA
Os

Transferred: 22 / 22, 100%

Elapsed time: 1m4.2s

() F-progressH-PERESHME, TN FRDTEMBL.

* BFFDERMFAENRAR

rclone purge remote:bucket --progress
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# rclone purge sgdemo: test01 -progress

Transferred: OB/ 0B, -, 0B/s, ETA -
Checks: 46 / 46, 100%

Deleted: 23 (files), 1 (dirs)

Elapsed time: 10.2s

rclone Is sgdemo: test01

2023/04/14 09:40:51 Failed to 1ls: directory not found
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Lock"(EEE/SIX R BTE) T % EIHEREI,

Configuration > S3 Object Lock
S3 Object Lock

o 53 Object Lock has been enabled for the grid and cannot be disabled.

Enable S3 Object Lock for your entire StorageGRID system if S3 tenant accounts need to satisfy regulatory compliance requirements when saving object data. After this setting is enabled, it cannot be
disabled.

Before enabling S3 Object Lock, you must ensure that the default rule in the active ILM policy is compliant. A compliant rule satisfies the requirements of buckets with S3 Object Lock enabled.
It must create at least two replicated object copies or one erasure-coded copy.
These copies must exist on Storage Nodes for the entire duration of each line in the placement instructions.
Object copies cannot be saved in a Cloud Storage Pool.
Object copies cannot be saved on Archive Nodes.
At least one line of the placement instructions must start at day 0, using Ingest Time as the reference time.
At least one line of the placement instructions must be "forever".

BIEFMED AT, WREBRIMEFED RBTAAIZHED. BEE Enable S3 Object Lock"(BAS3MRIE)o
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X BB REFMEDBRRAES, RIFFAMIMRE. BAVeeamFHRIAHIKENRIRE, 1R Veeam R EIER
ATED. WARREFERRAIZFIFSI I RBITE,

Manage object settings optional

Object versioning

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve previous versions of an

object as needed.

ﬂ Object versioning has been enabled automatically because this bucket has 53 Object Lock enabled.

53 Object Lock

53 Object Lock allows you to specify retention and legal hold settings for the objects ingested into a bucket. If you want to use 53
Object Lock, you must enable this setting when you create the bucket. You cannot add or disable S3 Object Lock after a bucket is

created.

If S3 Object Lock is enabled, object versioning is enabled for the bucket automatically and cannot be suspended.

Enable S3 Object Lock

Default retention @

Automatically protect new objects put into this bucket from being deleted or overwritten.

@) Disable

Enable

tIEFMEDRE. REFRIEEFMED RIFAESE. EE—EEL .
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Buckets = veeam12

veeam12

Region: us-east-1

S3 Object Lock: Enabled

Date created: 2023-09-2108:01:38 GMT
Object count: 0

View bucket contents in Experimental 53 Console [4]

Delete objects in bucket | | Delete bucket
Bucket options Bucket access Platform services
Consistency level Read-after-new-write (default) [V
Last access time updates Disabled v
Object versioning Enabled v
S3 Object Lock Enabled v

VeeamZERS3FE D BABRAN —HiE, A, 3T VeeamM S MIBFIPIIIENZILREE, 15E
#¥"strong-globation", R Veeam&BHHIERNERNIE= E#HTT. M—EMLKS N I%E F"strong-site"s RTF
B,

Bucket options Bucket access Platform services

Consistency level Read-after-new-write (default) A

Change the consistency control for operations performed on the objects in the bucket. Consistency levels provide a balance between the availability of objects and the consistency of those objects across different
Storage Nodes and sites.

In general, use the Read-after-new-write consistency level for your buckets. Then, if objects do not meet availability or consistency requirements, change the client application's behavior, or set the Consistency-
Control header for an individual API request, which overrides the bucket setting,

All

Provides the highest guarantee of consistancy. All nodes receive the data immediately, or the request will fail

@ Strong-global

Guarantees read-after-write consistency forall client requests across all sites.

Strong-site
Guarantees read-after-write consistency for all client requests within a site.

Read-after-new-write (default)

Provides read-after-write consistency for new objects and eventual consistency for object updates. Offers high availability and data protection guarantees. Recommended for most cases.

Available

Pravides eventual consistency for beth new objects and object updates. For 3 buckets, use anly as required (for example, for a bucket that contains log values that are rarely read, or for HEAD or GET

operations on keys that do not exist). Not supported for FabricPool buckets.
Save changes

Last access time updates Disabled W

StorageGRIDE’@’l\%‘iﬁE RANERAMXT R EREEM A HTERRS. ERLMETEHBNRSIEZ—R
BEBECEME 7 LK RIR(Q0S), RAXLEIEITEERATIRGIN AEF N EME A s TR BRI ME0E TIEHE
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RPN BENERM T FINiatrEIIgE. B,
FECEIRIT R, X Traffic Classification"(GRRE 73 38)H BT IRES. w52 MNIHERFAED R fERE

B, WMAFEIRIFEFAZM, MRFEQS. BHIREMRS. BXFASEELM. HIMNRH
pEEME. REAZIRE RS,

It TheER

Review the policy

Policy Veeam

name:

Description:Policy to monitor
Veeam bucket
traffic

Matching rules

number of concurrent requests, or the request rate.

Create a traffic classification policy

You can create traffic classification policies to monitor the network traffic for specific buckets, tenants, IP
addresses, subnets, or load balancer endpoints. You can optionally limit this traffic based on bandwidth,

@ Enter policy name —— @ Add matching rules —— @ Set limits —— o Review the policy

Type Inverse
Match value @
(7] v match @
Bucket test No
Veeam

REStorageGRIDIGEME SHE. IR EERHECENFE D R LBIH R IRIELBIRE.
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Name
Type in a name and description for this object storage repository,

MName:
|0bject storage repository 1|

Account _
Description:

HNEEer Created by SRVI2\Administrator at 2/3/2021 8:15 AM.

Summary

[+ Limit concurrent tasks to: E

Use this setting to limit the maximum number of tasks that can be processed concurrently in cases
when your object storage is overloaded or cannot keep up with the number of API requests issued by
multiple object storage offload tasks.

‘ < Previous || MNext > || Finish || Cancel |

R VeeamiThl 8RB X E M FU A BRI VeeamXIEETIAS. HRIMVME. EESOBRFEE.

Edit Backup Job vm backup dmb b4

Storage
- Specify processng proxy server to be used for source data refrieval, backup repository to store the backup files produced by
m this jolr and customize advanced job settings if required,

Hame Backup peswy )
| Butomatc selection | | Choose...
Yirtual Machines 3
Backup repositon:
_ | baremetal 4mb [Created by MUCCBO chasnse! st 14.03.2023 15:21] -
Gubst Frocessing E wn Map backup
Retention policy: | 30 -
e policy: | 3 v | | days
¥} Keep certain full backups longer for archival purposes | Configure..
Surmmary

G weekly, 3 monthly

[} Configure secondary destinasions for this job
Capy backups produced by this job to another batkup repoaitory, or lape. We recommend to make
at least on= copy of your backups to & different storage devace that is located ofi-site.

Advanced job settings inchude backup mode, cormpression and deduplcation. block
size, notificsbion cettngs, autcmated pest-ob activity and other selfings,

| <Preiows [ Nea» || Fmin || Concal
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BESRLBEHBEFRENLNIREE N4 MBHEKXR, NERKEEENEEHIENIR. RIEFEELFRGIR
BHEEEDFIT,

Advanced Settings

Backup | Mainteriznce | Storage | Motifications | vSphere | Infegration | Scripts

Data reduction
+| Exclude swap file blocks (recommended)
ﬂ| Exclude deleted file blodks [recommended])
Lomprﬁ ion Ia\-e-
'Dp-l.lmnl [mwnmend-edl - |
Provides for the best -:Gmpue-ssmn to parfor mance ratio, lowest backup pr,.m.-
CPU usage end fastest restore.
'Sh'!mgr aptimiration:

T -

Required far processing rachines with disks farger than 1007T8. Reduces
dedupe rales and increases the size of meremental backugs

Encryption
] Enabie backup file encrypbon

Save ds D:lault: (ol Cancel

Y7 StorageGRID

E2HE T fZVeeam#StorageGRIDMMEIEITIE R BEBEHFFE—NENHEREZENEZEI, Z H'Jjj
IE. VeeamI{ESAH FEHPUtRIEAR. BARPITEAMBIRIZE(E, FHOBIBIHEHBITEER. EMETLUE
WREFEPEITE—BNERBER. HIRESZERAEVeeamPHIZE,

StorageGRIDTE"Support"(SzF)iE MK "Metrics (3545)" TTEPIRE T A ENERK EEZERFANET. EEENE
EE%*&ESBML\ ILMFRE D L RIRINR B IERR), 72"S3RAEERT. Er] LU 3H XS EE
« JEHRAIERIERZAY(E B

EESIEEXMEIBER. ERILURREEES T REELERRHUNIERE .
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Summarized Rates
600 ops/s 2.50K ops/s

400 ops/s Eiopse

200 ops/s | 1.50K ops/s

1K ops/s
0ops/s
12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00 500 ops/s

== 505712-tme-13 delete_object == s5g5712-tme-13 get_object == sg5712-tme-13 get_usage
Oopsys — ! = IR B - R ) W0 . e, Bl O oAb
- 712+ -1 - -14 del 712- -14
$95712-tme-13 put_object $g5712-tme-14 delete_object $g5712-tme-14 get_object 12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 06:00
$g5712-tme-14 put_object $95712-tme-15 delete_object $g5712-tme-15 get_object

== $05712-tme-15 put_object $05712-tme-16 delete_obiject $a5712-tme-16 get_object == Sitel delete_object == Sitel get_object == Sitel get usage == Site1 put_object

Active Requests Summarized Active Requests

30K
25K
4K 20K
15K

2K
10K

0

12:00 14:00 16:00 18:00 20:00 22:00 00:00 02:00 04:00 5K

0

== 5g5712-tme-13 delete_object == $g5712-tme-13 put_object == sg5712-tme-14 delete_object
12:00 14:.00 16:00 18:00 20:00 22:00 00:00 02:00 04:00

== $05712-tme-14 put_object $g5712-tme-15 delete_object 5g5712-tme-15 put_object
$95712-tme-16 delete_object $g5712-tme-16 put_object == Site1 delete_object == Site1 put_object

"SI A B R ETREN T R ESMEREE RN T8 E, XBIFROFIIIER. tIgERIFH s RA
BEEEHITEIYMAZE. & StorageGRIDASHAIBE Z M EHMZIE,

Average Duration

11:30 12:00 12:30 13:00 13:30 14:00 14:30 15:00 15:30 16:00 16:30 17:00 17:30 18:00 18:30
== 5g6060-tme-09 delete_object == sg6060-tme-09 put_object == sg6060-tme-10 delete_object == sg6060-tme-10 put_object $g6060-tme-11 delete_object $g6060-tme-11 put_object $g6060-tme-14 delete_object

T ERMIEREHERF, EALUZERENIMNAREEBR. MREEZNEEZAZ200 (OK). MeJgERR
0] HER (Y0StorageGRIDALG) LT B, IETEARIX503 (FIE)AN. FIRERE#IT LM, NEBEWEE
T RAZ AR E IR T2 HATBHR T o

Total Completed Requests

300 Mmil

200 Mil

100 Mil //

0

09/20 09/23 09/26 09/29 10/02

== 200 delete_bucket == 200 delete_object == 200 get_object == 200 head_bucket 200 list_buckets
200 other 200 put_bucket 200 put_object 404 other == 404 put_object 405 put_object
500 delete_object 503 delete_object 503 head_bucket 503 put_object

FILME B, &R LUSIEStorageGRID R FRIMIBR 4 EE, StorageGRIDEEE N T = LENHITRIZ ST
fifR. USRI ICFrBIE RV ERE,




Average Delete Times Active Deletes

1K

® 500
15:00 1510 15:220 15:30 15:40 15:50 16:00 16:10 16:20 16:30 1640 16:50 17:00 |

o | | i

-tme- { — - 1 | — - 1 del
$g6060-tme-09 delete metadata $g6060-tme-10 delete metadata $g6060-tme-11 delete metadata 1500 1510 1520 1530 1540 1550 1600 1610 1620 1630 1640 1650 17:00

$g6060-tme-14 delete metadata $g6060-tme-09 cloc remove $g6060-tme-10 cloc remove
$g6060-tme-11 cloc remove $g6060-tme-14 cloc remove 5g6060-tme-09 total w= sg6060-tme-10 total == $g6060-tme-09 common == sg6060-tme-10 common == $g6060-tme-11 common
$q6060-tme-11 total $q6060-tme-14 total == $96060-tme-14 common

Rate of Client Driven Deletes Rate of ILM Driven Deletes
400 ops/s 500 ops/s
300 ops/s 400 ops/s

200 ops/s 300 ops/s
200 ops/s

100 ops/s

[\ 100 ops/s y
0 ops/s d a F\
1500 1510 1520 * - £

1530 1540 1550 16:00 1610 16220 16:30 16140 16:50 0 ops/s
1500 1510 1520 1530 1540 1550 16:00 16:10 1620 16:30 16:40 16:50 17:00

== 5g6060-tme-09 sync == $g6060-tme-10 Sync == sg6060-tme-11 sync == $g6060-tme-14 sync
$g6060-tme-09 async $g6060-tme-10 async $g6060-tme-11 async $g6060-tme-14 async == $g6060-tme-09 queue == sg6060-tme-10 queue == $g6060-tme-11 queue == $g6060-tme-14 queue
$g6060-tme-09 sync timed out == sg6060-tme-10 sync timed out $96060-tme-11 sync timed out $96060-tme-09 MD purge $96060-tme-10 MD purge $g6060-tme-11 MD purge
$q6060-tme-14 sync timed out $g6060-tme-14 MD purge

BERED KRR, RINTTUBEEEXNHTEHRBERELE., EE, FEE U Veeam EFE A XU
WERA/NHIFEIT.

Load Balancer Request Traffic Load Balancer Request Completion Rate

8 Gb/s

6 Gb/s

~
a
o

4 Gb/s

2Gb/s

N
1
=]

Requests per second

0b/s

09:53 d : 09:53

== Received == Sent == Total == PUT

Error Response Rate Average Request Duration (Non-Error)

=]
~N
a
=]

No data

=]
o
=]
=

=}
N
@
=}

Requests per second

Write Request Rate by Object Size Read Request Rate by Object Size

No data points




MALELIENES
ETREFAEFRERNESER, HEE N TS / UMIs:

* "NetApp StorageGRID 11.97= f 314"
"Veeam&EF 1 EH"

{£F3StorageGRIDECE IR R HIER
& BEAN

ZREZFLZHYIER. SEETaNIRBRNREFMHE, ETURKRIRR BCE A StorageGRIDIEANRE
R TR

FREIFR R
RIFE AT

* StorageGRID S3immURL. 0 S31510])Z I DA Z iR % €A
* StorageGRIDECEEIN: ZRHBIBEAGOIAB R TLTFEARKSE).
DERMIOfEAF T EEIGETEE IHAEER MAE—NRPIRBMAENF EE, FHEEIERIEEAN
791 MB, & dEF MR RF T EEGET HRE.
dRR {58

"E#ZF|Amazon S3 -BECE S3FHATEE"

1 EH
1. 7E"DesmiofiEE"TUHE L. BEH+FSLURINER. SAGIEE " Amazon S3"

2. NSRRI Z TR, StorageGRID S3TEF 141822 £A DN H 19 22 A,

3. WNR{FEMhttpsiEiEEIStorageGRID S3im. iEET " NBZIEE"EIXE, +
MR S3H A FERABEEZCAIEPR. EREBdremiolgFE iR BIELLCAIE BRI EI<JAVA_ HOME>RS3 28
Kydreljre/lib/security +H
REEERS
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U s s

Advanced Options

Name
Reflection Refresh
Metadata
Privileges Authentication
0 AWS Access Key EC2 Metadata AWS Profile No Authentication
All or allowlisted (if specified) buckets associated with this access key or IAM role to assume (if specified) will be available

AWS Access Key

e e e R )

AWS Access Secret

IAM Role to Assume

Encrypt connection

Public Buckets

Buckets

(#) Add bucket

4. BEHE"SEAT". EP" BARSER"
o IEEREBM . BE+AMBMEHRINXLESIARE K,

6. fs.s3a.connection. maximumZAIAES100, MIRSIFIEEE S EF 1001 E S5 KB EAMR S .
MATEMN—DARKF10009E. BXRILRENEE. 2N (drefiofgf@) o

Name "H{E

fs.s3a.endpoint StorageGRID S3imm: ImHa>_
fs.s3a.path.style.access true

FS.S3A.CONNECTION, A& _<KF100>_M91E

FREE R

175



General Enable asynchronous access when possibla

ibilit: B

Apply requaster-pays to 53 requasts
Reflection Refresh
= Enable file status check
Metadata Enable partition column inference

Privileges Root Path

!

Server side encryption key ARN

Default CTAS Format

PARQUET

Connection Properties

Name Walua
fs.s3a.path.style.access true

MName Walua
fs.53a. endpoint sgdemo.netapp.com

Mame Value
fs.53a.connection.maximum 1000

(¥ Add property

Allowlisted buckets

& Add bucket

Cache Options

Enable local caching when possible
Max percent of total available cache space to use whan possible

100

7. IRIEERALR SN AR ERECEH MBS KR,
8. BHRIFIR UG E LI EIR IR,

9. FINAINStorageGRIDEIRIRG. AMERE B RFMHEIERIIR, +
FREExRf
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Datasets StorageGRID
(A) hdp-user Name T
v Spaces (0) @ [ apache-hive
[ cdp-cluster
[ cdp-tera
Mo spaces yet [ databrick-tpeds
Add space )
] delta-lake
R ® [ dicluster-tpeds
v Obiject Storage (2) [ dremio-10g-csv
&l StorageGRID 0 [ dremio-csv

NetApp StorageGRID5GitLab
E&: MBEAK

NetAppE R GitLab¥tStorageGRID#H1T T M. 1EE W FTEMGItLabECE R, FER "GitLabX RIFMEAILE
EF" TRFMER

MR IFEER R

FFLinuxB B RE. XEMN—1RM connection EFEHREFIZE, %wiE /etc/gitlab/gitlab.rb
FARMELTT. BMRAARNE:
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# Consolidated object storage configuration

gitlab rails['object store']['enabled'] = true
gitlab rails['object store']['proxy download'] = true
gitlab rails['object store']['connection'] = {

'provider' => 'AWS',
'region' => 'us-east-1',
'endpoint' => 'https://<storagegrid-s3-endpoint:port>',
'path stype' => 'true',
'aws access key id' => '<AWS ACCESS KEY ID>',
'aws secret access key' => '<AWS SECRET ACCESS KEY>'
}
# OPTIONAL: The following lines are only needed if server side encryption
is required
gitlab rails['object store']['storage options'] = {
'server side encryption' => 'AES256'

}

gitlab rails['object store']['objects']['artifacts']['bucket'] = 'gitlab-
artifacts'

gitlab rails['object store']['objects']['external diffs']['bucket'] =
'gitlab-mr-diffs'

gitlab rails['object store']['objects']['lfs']['bucket'] = 'gitlab-1fs'
gitlab rails['object store']['objects']['uploads']['bucket'] = 'gitlab-
uploads'

gitlab rails['object store']['objects']['packages']['bucket'] = 'gitlab-
packages'

gitlab rails['object store']['objects']['dependency proxy']['bucket'] =
'gitlab-dependency-proxy'

gitlab rails['object store']['objects']['terraform state']['bucket'] =
'gitlab-terraform-state'

gitlab rails['object store']['objects']['pages']['bucket'] = 'gitlab-
pages'
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SFEFAPIRG!
7£StorageGRID M A1E R S3 0%k

& Aron Klein

StorageGRID #1S3 APt T ZF AR A ERIMBT NEIE. BETHREZELR, 1880 "&%F StorageGRID
mEEE"

AIERRETS3 APIINE 5%,

AR5 23 im0 (SSR)

fEFASSE. BFIHAIUF#EXNR. H{EARStorageGRID BEEMME—FAMEHITNDR, BERWRE, ZHR
5@ 17 7L StorageGRID FRIZFAHITHERS

S$S— Rl
* EASSRMENR

aws s3api put-object --bucket <bucket> --key <file> --body "<file>"
--server-side-encryption AES256 --endpoint-url https://s3.example.com

¢ R HITHEAD ARSI

aws s3api head-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:03:03+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0b36bcl\"",
"ContentType": "text/plain",
"ServerSideEncryption": "AES256",

"Metadata": {}

* FRENH R

aws s3api get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com
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EAE PRV ZEA(SSI-C)#HITARSS 28 im N

WE"SSE ", BFIRAILFEXNR. HEAE A IRMEX RIZHAIME
EERE %HZ’ ERRE FIREIN R,

BIAMEFITIE, BRWRES, LRt

SSI-C=fl

* HFMHECEREN. SR UeIEMEER
° BUENMNEEA

openssl enc -aes-128-cbc -pass pass:secret -P°

salt=ESDBB6603C7B3D2A
key=23832BAC16516152E560F933F261BF03
iv =71E87COF6EC3C45921C2754BA131A315

* MEABEMERIINR

aws s3api put-object --bucket <bucket> --key <file> --body "file" --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com

* ARRIKEX

aws s3apli head-object --bucket <bucket> --key <file> --sse-customer
-algorithm AES256 --sse-customer-key 23832BACl16516152E560F933F261BF03
--endpoint-url https://s3.example.com

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T19:20:02+00:00",
"ContentLength": 47,

"ETag": "\"f92ef20ab87e0e13951d9%bee862e9f9%a\"",
"ContentType": "binary/octet-stream",
"Metadata": {},

"SSECustomerAlgorithm": "AES256",
"SSECustomerKeyMD5": "rjGuMdjLpPVleRuotNaPMQ=="
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@ MRARMHINZZIH. MSUEIFEIR"An error occurred (404) when calling the HeadObject
operation: not found"(JFHeadObjecti®EBY 6 (404): KIKEF)

* FREXWR

aws s3apl get-object --bucket <bucket> --key <file> <file> --sse
-customer-algorithm AES256 --sse-customer-key
23832BAC16516152E560F933F261BF03 --endpoint-url https://s3.example.com

MRARENMZZEA. MTETE A GetObjectt@ EERHF UL EIFEIR"An error occurred (InvalidRequest)
@ . The object was stored using a form of Server side Encryption"s BIOERMWR. HIURHIEHHAY
S8, "

TFiE ) ER AR S5 28 Um N 25 (SSI-S3)

SSI-S3RIFE F iR N EFEEFEEFED ERPIFIB N REXIAMIETH. XEWNKREAHStorageGRID &

ERME—RARITME. BRWRE. ZXSRF@E S FEEStorageGRID FREVERHITHEE,

1Z1E 7 E%SSI-S3R=

* QIEFEME D RIS ERIANE R
° BIRHEES R

aws s3api create-bucket --bucket <bucket> --region us-east-1
--endpoint-url https://s3.example.com

© BMNEFEDERME

aws s3api put-bucket-encryption --bucket <bucket> --server-side
-encryption-configuration '{"Rules":
[{"ApplyServerSideEncryptionByDefault": {"SSEAlgorithm":
"AES256"}}]}' --endpoint-url https://s3.example.com

* RN FED B

aws s3api put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com

* ANRIGEX

181



aws s3api head-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

{

"AcceptRanges": "bytes",

"LastModified": "2022-05-02T20:16:23+00:00",
"ContentLength": 47,

"ETag": "\"82e8bfb872e778a4687a26e6c0b36bcl\"",
"ContentType": "binary/octet-stream",
"ServerSideEncryption": "AES256",

"Metadata": {}

}

* FRENR

aws s3api get-object --bucket <bucket> --key <file> <file> --endpoint
-url https://s3.example.com

iR H & RStorageGRID EHIS3XH &R HiiE
{E%& . Aron Klein

MRPERM T —TWORMIRE, BFHLEMFRHEZI R, XfStorageGRID MR ESLHEFE ST #HTT T 1T,
EEHREMER. IR REENGEZFREM SR UARENINFME D R RE R,

ERRERSI W RBIEAPI,

GARE

* WRYPE GERFEN AT HREVE BT /RIS,

aws s3apl put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=0ON --endpoint-url https://s3.company.com

* (EFAGETRIEXNHHAITINIE,

aws s3api get-object-legal-hold --bucket <bucket> --key <file>
--endpoint-url https://s3.company.com

182



"LegalHold": {
"Status": "ON"

* XHAGERE

aws s3apl put-object-legal-hold --bucket <bucket> --key <file> --legal
-hold Status=0FF --endpoint-url https://s3.company.com

* (EFAGETREXNHHAITIIE,

aws s3api get-object-legal-hold --bucket <bucket> --key <file>
--endpoint-url https://s3.company.com

"LegalHold": {
"Status": "OFE"

BRI

* WRIRBZER"RE R BB,

aws s3api put-object-retention --bucket <bucket> --key <file>
--retention '{"Mode":"COMPLIANCE", "RetainUntilDate": "2025-06-
10T16:00:00"}"' --endpoint-url https://s3.company.com

* BIERBRE

aws s3apil get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com
+
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"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2025-06-10T16:00:00+00:00"

IR

* BREPRIKEARENFEHURERS IHRAPIEXHRBE LB,

aws s3api put-object-lock-configuration --bucket <bucket> --object-lock
-configuration '{"ObjectLockEnabled":

"DefaultRetention": { "Mode":
-url https://s3.company.com

"Enabled", "Rule": {

"COMPLIANCE", "Days": 10 }}}' --endpoint

* WIERERE

aws s3apl get-object-lock-configuration --bucket <bucket> --endpoint-url
https://s3.company.com

"ObjectLockConfiguration": {
"ObjectLockEnabled": "Enabled",
"Rule": {

"DefaultRetention”: {

"Mode": "COMPLIANCE",
"Days": 10

* BN FED ERF

aws s3apil put-object --bucket <bucket> --key <file> --body "file"
--endpoint-url https://s3.example.com

* FED R DISERNREBRSEENEHR AN R _ ERREEE.
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aws s3api get-object-retention --bucket <bucket> --key <file> --endpoint
-url https://s3.company.com

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-03-02T15:22:47.202000+00:00"

MR E E X REBHMHR

MRPEETRAITFIWE, RERENRIETARE LEXE, MRZHABFEN TREINR. BERIEEMR
7, M=eE— MRS IF AN R BIARZS,
* BFREX T REHITR

aws s3apil delete-object --bucket <bucket> --key <file> --endpoint-url
https://s3.example.com

* FHEEFESERPHTR

aws s3apili list-objects —--bucket <bucket> --endpoint-url
https://s3.example.com

CIEAR. WRRTIH,
* FIH AT EERBRATICHINRAS AR R IGEE R4S

aws s3api list-object-versions --bucket <bucket> --prefix <file>
--endpoint-url https://s3.example.com
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"Versions": [

{
"ETag": "\"82e8bfb872e778a4687a26e6c0b36bcl\"",

"Size": 47,

"StorageClass": "STANDARD",
"Key": "file.txt",
"VersionId":

"RDVDM] YWMTQtQkNDQSOxMUVDLThGOEUtNJQ3NTAWQzAXQTk1",
"IsLatest": false,
"LastModified": "2022-04-15T14:46:29.7340004+00:00",

"Owner": {
"DisplayName": "TenantOl",
"ID": "56622399308951294926"
}
}
1,
"DeleteMarkers": [
{
"Owner": {
"DisplayName": "TenantOl",

"ID": "56622399308951294926"

by

"Key": "fileOl.txt",

"VersionId":
"QjVDQzgzOTAtQOFGNiOxMUVDLThFMzgtQORGMJAWQjkOMjML",

"IsLatest": true,

"LastModified": "2022-05-03T15:35:50.248000+00:00"

* MFFX REVBIE AR S

aws s3apl delete-object --bucket <bucket> --key <file> --version-id
"<VersionId>" --endpoint-url https://s3.example.com

An error occurred (AccessDenied) when calling the DeleteObject
operation: Access Denied
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52 EGFNZE (IAM) SR B& = {5
T HEEStorageGRID S35 Y SRBRFNI R R,

RIRAVLE
7fStorageGRIDH. HAFEERSAWSHF (IAM) S3ARSS SHRERAER,

StorageGRIDFFEEFAAR, AESIABAERDEL A AN RAABRBRRTELENRNAR
KT A BRI AL E.

FESBRMARREZASHERNITER, KR sontE MR, AIEAER "AWSHEEE 4l 28"
FRASRBSEG EXCUR . 1BREAA IR, B0 BRERBRIENRE E X E 14,
H YR BAVFTIELIENR, Principal* 25X T RIELXLERENHIKF/AF . AJLUFEE X BECAT. 768

S ERFREM P R4S EX S P 3. SE MR EMER . AR SARET A FHIDFAFRHITIFR, ¢
1RF BRI T IESL L A P B —HS3R(F

()  RPBERESS: ListBucketBIE ST ASIHRIE.
SR RIS T BT EHITIRIEN T A — N RS DB, () IR TR — 5l
JSONSEBR AT TR
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https://awspolicygen.s3.amazonaws.com/policygen.html
https://awspolicygen.s3.amazonaws.com/policygen.html
https://awspolicygen.s3.amazonaws.com/policygen.html
https://awspolicygen.s3.amazonaws.com/policygen.html
https://awspolicygen.s3.amazonaws.com/policygen.html
https://awspolicygen.s3.amazonaws.com/policygen.html
https://awspolicygen.s3.amazonaws.com/policygen.html
https://awspolicygen.s3.amazonaws.com/policygen.html
https://awspolicygen.s3.amazonaws.com/policygen.html
https://awspolicygen.s3.amazonaws.com/policygen.html
https://awspolicygen.s3.amazonaws.com/policygen.html

"Statement": |

{

"Sid": "Custom name for this permission",

"Effect": "Allow or Deny",

"Principal": {
"AWS": "arn:aws:iam::Tenant ID:federated-group/Group Name",
"AWS": "arn:aws:iam::Tenant ID:group/Group Name",
"AWS": "arn:aws:iam::Tenant ID::federated-user/User Name",
"AWS": "User Name"

by

"Action": [

"s3:ListBucket",
"s3:0ther Action"

1,

"Resource": |
"arn:aws:s3:::Example Bucket",
"arn:aws:s3:::Example Bucket/*"

1,

}
]
}
EFAWSSRES £ fies

AWSHREREMBE—MREFNT A, AIFEBERENAS EMRIIRYjsonUiE LI EZ IR LRI S

E/yStorageGRIDAE RIS E AR, AT TIRIE: *FRBEEEEFIAMERE, “EFFrEMENIRH- DI
B4, RIFSLERAELNRENREE. ARERIE MYIRPAMATFR EEECETUNRFHIRAIES
HIS3RIESNRIES "FRAE 121" B, *TEAmazonZ IR B RARNEPRANEFE D ERZ. EFEIBRBTEIE
FE"arn: aws: s3: : : : " f5l#0. "ARN: AWS: S3: : : : exple_bket"
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AWS Policy Generator

The AWS Policy Generatar is a toal that enables you to create policies that control access to Amazon Web Services [AWS) products and resources. For more information about
creating policies, see key concepts in Using AWS ldentity and Access Management. Here are sample policies.

Step 1: Select Policy Type
A Policy Is a container for permissions. The different types of policies you can create are an 1AM Policy, an 53 Bucket Policy, an SNS Togic Policy, a VPC Endpoint Policy, and an 5QS
Queue Policy.

Select Type of Policy | 1AM Palicy ~| M—— For groun policy.chooss 1AM Pelicy

Step 2: Add Statement(s)

A statement ks the formal description of a single permission. See a description of elements that you can use In statements.

Effect ) Allow @ Deny

AWS Service |ampzon 53 »| [T Al Services (')
Lsa multipie stabemants 10 add permisssoms far maore than one service Choose Amazon 53 service
Actlons - Select Actions -- *| [1AllActions (') g—08— Sulgct ihe $3 actions to allow or dueny
Amazon Resource Name (ARN) ":I " A awizad:Bucke) Name
ARN rrats arm e s 3 8 BucketNama } /4 {Mey Mame }

.......

valies

Add Conditions (Optional)

Add Staterment No Action selected. You must select at least one Action

Step 3: Generate Policy
A poficy is a document (written in the Access Policy Language) that acts as a container for one or more statements,

Add one or more statements above to genarate a policy.

BENFED ERIEERMRAIR. BHITUTIRME: *HREEELRIZSIFED R, AR RNRNIRE- AT
IEL, RIFSCERIELENIREEIRE. RETHE IﬁSEI’JFHF'_Eiﬂh,uqﬂ,ﬁﬂﬂﬁlfﬁﬂf‘ﬁ*&)\o ERIETRITIR
. BREEESHE IH.'JI‘YI?E':PEI’JSB?;ET’E;‘;LE’J*E"E"FEEEET’E"*EO *fEAmazon& R Z FR(ARNERFENTZE D ER IR
Fo EEMEDERBMAIEIE arn: aws: s3: © : " U0, "ARN: AWS: S3: : : : exple_bket"
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AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) products and resources, For more information about
creating palicies, see key concepts in Using AWS Identity and Access Management, Here are sample policies,

Step 1: Select Policy Type

A Policy |s a container for permissions, The different types of policles you can create are an TAM Policy, an 53 Bucket Policy, an SNS Topic Policy, a WPC Endpoint Policy, and an 5QS
Queue Policy.

Select Type of Policy 4—— Eor buckst policy choose S3 Buckel Policy

Step 2: Add Statement(s)

& statement ks the formal description of a single permission, See a description of elemants that you can use in statements,
Effect @ Allow O Deny
Principal | ] N pricaws:iam: Tenan! |Duser/User Name

Ll i COTTNR TSSOt Miiltiphe vidlies

AWS Service  amaron 53 . All Services ('*')

Lise multipie staternents to add permissions far more than cne service

Actions .. Select Actions -- e [ All Actions (') s————— Suloct the 53 sctions to allow or dany

Amazon Resource Name (ARN) | | — ol Bucke! Niame

ARMN whowid follow &
Lise o comma to sepa

ing format: arncanve:s3: o §{ Sucket ams )/ §{ Keyhame}
rmuitiplie valises

Add Conditions (Optianal)

Step 3: Generate Policy
A policy s & document (written In the Access Policy Language) that acts as a contalner for one or more statements,

Add one or more statements above to generate a policy.

B0, MMRBEMRFED K. LUAFFIE B XNEESD ERPHFIE XN RNITGetObjectiR(E. MIXAIFIERE
¢ P ch /@ F-4B"Marketing " B F #1752 2 3517,

VRS OTE ) R SR R,

* HERAVHR

* BiAMarketingZB{E2: arn: aws: iam: @ 95390887230002558202: BX&4H/E%H
BRI E

* BINTEEDERIEE—arn: aws: s3: : © : exple_bketarn: aws: s3: : : : exple_bket/*
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AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) products an
creating policies, see key concepts in Using AWS Identity and Access Management. Here are sample policies.
Step 1: Select Policy Type

A Policy is a container for permissions. The different types of policies you can create are an IAM Policy, an S3 Bucket Policy, an SNS To
Queue Policy.

Select Type of Policy |53 BucketPolicy |

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in statements.

Effect @ Allow ) Deny

Principal |am:aws:tam::95390&3?:] — arn:aws:iam::95390887230002558202: federated-group/Marketing

Use a comma to separate multiple values.

AWS Service Amazon 53 ~ All Services (I*I)

Use multiple statements to add permissions for more than one service,

Actions - All Actions ('*')

Amazon Resource Name (ARN) |arn‘.aws:53::!axamplebu| 44— arniaws:s3:examplebucket arn:aws:s3: examplebucket”

ARN should follow the following formak: am:aws:s3:::${BucketName}/${KeyName}.
Use a comma to separate multiple values.

Add Conditions (Optional)

* B #"Add Statement"(GRINIZ RIS iR

You added the following statements. Click the button below to Generate a policy.
Principal(s) Effect Action Resource Conditions

» arn:aws:lam::95390887230002558202: federated-group/Marketing Allow s3:® = arn:aws:s3:::examplebucket None
= arniaws:s3iexamplebucket/*

C IEFERTHR
* AP ANBAES”
* BB FGetObjectIListBucket"5=HIHE
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1 Action(s) Selected
(] GetMultiRegionAccessPointRoutes

L L

GetObject
[ GetObjectAcl %
() GetObjectAttributes

/ (] GetObjectLegalHold
(] GetObjectRetention ali
(] GetObjectTagging
[] GetObjectTorrent

L L]

2 Action(s) Selected

() ListAccessPointsForObjectLambda
(] ListAllMyBuckets
ListBucket

/ [ ListBucketMultipartUploads
(] ListBucketVersions X
() ListCallerAccessGrants

C] ListJobs

* BINTEEDERIEE—arn: aws: s3: : : : exple_bketarn: aws: s3: : : : exple_bket/*
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AWS Policy Generator

The AWS Policy Generator is a tool that enables you to create policies that control access to Amazon Web Services (AWS) products an
creating policies, see key concepts in Using AWS Identity and Access Management, Here are sample policies.

Step 1: Select Policy Type

A Policy is a container for permissions. The different types of policies you can create are an 1AM Policy, an S3 Bucket Policy, an SNS Tt
Queue Policy.

Select Type of Policy [53 Bucket Policy V]

Step 2: Add Statement(s)

A statement is the formal description of a single permission. See a description of elements that you can use in statements,

Effect @ Allow () Deny

Principal [ ]

Use a comma to separate multiple values.

AWS Service Amazon 53 ! All Services (.*.)

Use multiple statements to add permissions for more than ane service.

Actions 2 Action(s) Selected ¢ [ All Actions ("*')

Amazon Resource Name (ARN) [arn:aws:sa'_::examplebu] a— arn:aws:s3:;examplebuckel, arn:aws:s3: cexamplebucket/*

ARN should follow the following format: arm:aws:s3: 18 {BucketName}/${KeyMame}.
Use a comma to separate multiple values.

Add Conditions (Optional)

* B#"Add Statement"(GRINIZ RS )i

You added the following statements. Click the button below to Generate a policy,

Principal(s) Effoect Action Resource Conditions
= arm:aws:iam::95320887230002558202 federated-group/ Marketing Allow s3:" = arn:aws:s3:examplebucket None
« arn:awsisd::examplebucket/®
- Allow = 3 GatDbject - am:aws‘.sa:::eumplwu:kﬂ Nowmne
& 53:ListBuckst « arn:aws:s3:iexamplebucket/*

* BEHEMGRE"SRH. KREER—TMEEEN. HRSEREEMRIRE,
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Policy JSON Document

Click below to edit. To save the policy, copy the text below to a text editor.
Changes made below will not be reflected in the policy generator tool,

{

“Id": "Policyl744399292233",

“"Version": "2812-10-17",

"Statement": [

{

"Sid": "Stmt1744399152838",
“Action": “s3:%",
"Effect": "Allow",
"Resource": [

"arn:aws:s3:::examplebucket”,
“arn:aws:s3:::examplebucket/*"
1
"Principal": {
"Aws": [

"Sid": "Stmt1744399288838",
"Action": [

© BHIEENjsonX A, MTFR:
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"Id": "Policyl1744399292233",
"Version": "2012-10-17",
"Statement": [

{

"Sid": "Stmt1744399152830",

"Action": "s3:*",

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": {

"AWS": [
"arn:aws:iam::95390887230002558202: federated-group/Marketing"

"Sid": "Stmtl1744399280838",
"Action": [
"s3:GetObject",
"s3:ListBucket"

1,

"Effect": "Allow",

"Resource": [
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": "*"

ItejsonBI LURIRAFER . AT LAMIER"Statement"{T LS BRIIDMM AT EEIUBEXESMIRSIH. FHAED
NRIEEEFE XM, Bl MBRXLERS,

f5an:
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"Statement": |
{

"Sid": "MarketingAllowFull",

"Action": "s3:*",

"Effect": "Allow",

"Resource": |
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": ({

"AWS": [
"arn:aws:iam::95390887230002558202: federated-group/Marketing"

"Sid": "EveryoneReadOnly",
"Action": [
"s3:GetObject",
"s3:ListBucket"
1y
"Effect": "Allow",
"Resource": [
"arn:aws:s3:::example bucket",
"arn:aws:s3:::example bucket/*"

1,

"Principal": "*"

LHERBR(IAM)

T B REANTFME D IR
Ith 4B SRBRIR A0 I BB P 3517 J9Users usernamefy 53 ER AT &R,
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{
"Statement": |
{
"Sid": "AllowListBucketOfASpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:ListBucket",
"Resource": "arn:aws:s3:::home",
"Condition": {
"StringLike": {

"s3:prefix": "S${aws:username}/*"

"Sid": "AllowUserSpecificActionsOnlyInTheSpecificUserPrefix",
"Effect": "Allow",
"Action": "s3:*Object",

"Resource": "arn:aws:s3:::home/?/?/S${aws:username}/*"

EAEIBRNKMUEDR
AR SRBR R FRBI AR P IR EFE D R LB R T MR MERFME D o

()  iesEBsTa7EStorageGRID UIF3RHISIHE, TIR(GEIS3 APIESISIE,
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"Statement": |

{

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"
by
{
"Action": [

"s3:PutBucketObjectLockConfiguration",
"s3:PutBucketVersioning"

1,

"Effect": "Deny",

"Resource": "arn:aws:s3:::*"

R BUTE (R A R
I fE D BRERBE 2R W R BUE (R B HAPRIRFI 10K K ERE

{

"Version":"2012-10-17",
"Id":"CustSetRetentionLimits",
"Statement": [

{
"Sid":"CustSetRetentionPeriod",
"Effect":"Deny",
"Principal"™:"*",

"Action": [
"s3:PutObjectRetention"
I

"Resource":"arn:aws:s3:::testlock-01/*",
"Condition": {
"NumericGreaterThan": {
"s3:0bject-lock-remaining-retention-days":"10"
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"Statement": [
{
"Action": [
"s3:DeleteObjectVersion"

1,

"Effect": "Deny",
"Resource": "arn:aws:s3:::*"
b
{
"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::*"

B ERER

PR AR P MR ERPR AR A FEHIBI R

b 7F i 53 B SR BE IS BRI P (H B P ID "56622399308951294926"FR IR ) 3ZhR A I DI R 212 HI I3 R
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"Statement": |
{
"Action": [
"s3:DeleteObjectVersion"
1,
"Effect": "Deny",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": {
"AWS": [
"56622399308951294926"

"Action": "s3:*",
"Effect": "Allow",
"Resource": "arn:aws:s3:::verdeny/*",
"Principal": ({
"AWS": [
"56622399308951294926"

RezfE 2 BRRH N BB RBp RN R RN A A

HESRBE AVF RN AP WNENMFED BRI RIRAENIR. HRRWIRTAEEMAFNAENR. KdenyiEa5
AR TRER R — T EUF BIHUA. RTLUIIBRIT SR
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"Statement": |

{

"Sid": "Deny non userl",

"Effect": "Deny",
"NotPrincipal": {
"AWS": "arn:aws:iam::34921514133002833665:user/userl"”
by
"Action": [
"s3:x"
1,
"Resource": [

"arn:aws:s3:::bucketl",
"arn:aws:s3:::bucketl/*"

"Sid": "Allow userl read access to bucket bucketl",

"Effect": "Allow",
"Principal": {
"AWS": "arn:aws:iam::34921514133002833665:user/userl"”
by
"Action": [

"s3:GetObject",
"s3:ListBucket"
I

"Resource": |
"arn:aws:s3:::bucketl",
"arn:aws:s3:::bucketl/*"

RAARFI N AR RiRGEA R 2N F B R(FIR)
LESRER RITHM I 3 ERPRIF B R(BIR) BB RIRGIENIR. SERBMA study". FERN"study01",

"Statement": |
{
"Sid": "AllowUserToSeeBucketListInTheConsole",
"Action": [
"s3:ListAl1MyBuckets"
1,
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"Effect": "Allow",

"Resource": [
"arn:aws:s3:::*"
]
"Sid": "AllowRootAndstudyListingOfBucket",
"Action": [

"s3:ListBucket"
1,
"Effect": "Allow",
"Resource": |
"arn:aws:s3::: study"
I
"Condition": {
"StringEquals": {
"s3:prefix": [
"study0l/"
1y
"s3:delimiter": [

"/"

"Sid": "AllowListingOfstudyOl1l",
"Action": [
"s3:ListBucket"
1,
"Effect": "Allow",
"Resource": |
"arn:aws:s3:::study"
I
"Condition": {
"StringLike": {
"s3:prefix": [
"study0l/*"

"Sid": "AllowAllS3ActionsInstudyOlFolder",
"Effect": "Allow",



"Action": [
"s3:Getobject"
1,

"Resource": [

"arn:aws:s3:::study/study01/*"
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of the job.

Option Meaning Default (Hadoop 3.3.5)
. Committer to create for output to S3A, one of: "file",

fs.s3a.committer.name " - o file
directory”, "partitioned", "magic".

fs.s3a.buffer.dir Local filesystem directory for data being written and/or |${env.LOCAL_DIRS:-
staged. ${hadoop.tmp.dir}}/s3a

fs.s3a.committer.magic.enabled Enable “magic committer” support in the filesystem. true

fs.s3a.committer.abort.pending.uplo (list and abort all pending uploads under the destination

ads path when the job is committed or aborted. true

fs.s3a.committer.threads Number of threads in committers for parallel operations 8
on files.

fs.s3a.committer.generate.uuid Generate a Job UUID if none is passed down from fake
Spark

fs.s3a.committer.require.uuid Require the Job UUID to be passed down from Spark false

mapreduce.fileoutputcommitter.mar [Write a _SUCCESS file on the successful completion true

mapreduce.outputcommitter_factory.
scheme.s3a

The committer factory to use when writing data to S3A
filesystems. If

mapreduce.outputcommitter factory.class is set, it will
override this property.

(This property is set in mapred-default.xml)

org.apache.hadoop.fs.s3a.commit.S3A
CommitterFactory

3472, EEMA/NIRAN
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* SENMEFESBRRENESMSIAEFIREEECNTAM, HREaRT LEMERIRERFABRHTTP 1.1

EREN AR,

* SR LALLM AN UEEERSAF/AIREREZEESTE"
* KEE LLRIS3HY, BRESHDNE MR BIARA/N 32 MB, &R LUET IREFS.S3a.block.sizeB 1K

BHENX LB,
* RBRA/N AR D EEHRIE SR S B R SRR E AR SR LRIt Re, WTFRESIESE. BiE
79256 MBIE L Lo
Option Meaning Default (Hadoop 3.3.5)
fs.s3a threads.max The total number of threads available in the ﬁles:ystem for data &
uploads *or any other queued filesystem operation™.
Controls the maximum number of simultaneous connections to
S3. This must be bigger than the value of fs.s3a.threads.max so
fs.s3a.connection.maximum as to stop threads being blocked waiting for new HTTPS 9%
connections. Why not equal? The AWS SDK transfer manager
also uses these connections.
The number of operations which can be queued for execution.
fs.s3a.max total.tasks This is in addition to the number of active threads in 32
fs.s3a.threads.max.
fs s3a.committer threads Number of thregds in committers for parallel operations on files 8
(upload, commit, abort, delete...)
The maximum number of submitted tasks which is a single
operation (e.g. rename(), delete()) may submit simultaneously for
execution -excluding the 10-heavy block uploads, whose capacity
f.s3 ¢ i is setin "fs.s3a.fast.upload.active.blocks" Al tasks are submitted 16
-Sva.execuior.capactty to the shared thread pool whose size is set in
"fs.s3a.threads.max"; the value of capacity should be less than
that of the thread pool itself, as the goal is to stop a single
operation from overloading that thread pool.
sstmimmetos [\l s e
(see also related fs.s3a.fast.upload.buffer P g, 0rq y 4

option)

pool of queued operations. This stops a single stream overloading
the shared thread pool.

fs.s3a.block size

Block size to use when reading files using s3a: file system. A
suffix from the set {K,M,G,T,P} may be used to scale the numeric
value.

32MB (tested 1TB data set with
256MB and 512MB block size
shows significant improvement
in both read and write)

4.%8857 L%

SIARRZE AL EAMPU (Z 89 LZ)E IR LERISIEFM DB, XEEUTERTRAAEN: £35KK. &
SHHENMERITUARERRZFIRL R IE, UTESZEMM LEEXN—LX MR

s AR A/: 5TiB (TB)o

* R EERRAEMFEL: 100 000,
* ZRES: SEEN1EI10. 000 (E1%)10. 000).
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Option

Meaning

Default
(Hadoop 3.3.5)

fs.s3a.multipart.size

How big (n bytes) to split upload or copy
operations up mto. A suffix from the set
{K.M,G,T.P} may be used to scale the numeric
value.

64M

fs.s3a.multipart.threshold

How big (in bytes) to split upload or copy
operations up into. This also controls the partition
size in renamed files, as rename() mvolves copying
the source file(s). A suffix from the set
{K,M,G,T,P} may be used to scale the numeric
value.

128M

fs.s3a.multipart.purge

True if you want to purge existing multipart
uploads that may not have been completed/aborted
correctly. The corresponding purge age is defined
m fs.s3a.multipart.purge.age. If set, when the
filesystem is instantiated then all outstanding
uploads older than the purge age will be terminated
-across the entire bucket. This will impact
multipart uploads by other applications and users.
so should be used sparingly, with an age value
chosen to stop failed uploads, without breaking
ongoing operations.

false

fs.s3a.multipart.purge.age

Minimum age in seconds of multipart uploads to
purge on startup if "fs.s3a.multipart. purge" is true

86400

5.8 X ENSIEFHEEREFT
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Default
Option Meaning (Hadoop
3.3.5)
The buffering mechanism to for data being written. Values: disk,
array, bytebuffer. "disk" will use the directories listed in
fs.s3a.buffer.dir as the location(s) to save data prior to being
uploaded. "array" uses arrays in the JVM heap "bytebuffer" uses
off-heap memory within the JVM. Both "array" and "bytebuffer” will
fs.s3a.fast.upload.buffer consume memory in a single stream up to the number of blocks disk

set by: fs.s3a.multipart.size * fs.s3a.fast.upload.active.blocks. If
using either of these mechanisms, keep this value low The total
number of threads performing work across all threads is set by
fs.s3a.threads.max, with fs.s3a.max. total tasks values setting the
number of queued work items.
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Add cloud
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Type
MediaAgent

Server host

Bucket

Credentials

‘Use saved credentials

Name

‘ Use deduplication

Deduplication DB location

NetApp StorageGRID

Select MediaAgent -~

<ip-address-or-host-name=:<port=

<Name-of-the-bucket-in-SG=

Select credentials -
£

Cancel
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Create server backup plan e

Plan name

Backup destinations Add copy
Name Storage Retention period +

Primary storageGRID final test 30

RPO

Backup frequency Runsevery 4 [ Hours =

B Add full backup

Backup window Monday through Sunday : All day
Full backup window Monday through Sunday : All day
Folders to backup v
Snapshot options v
Database options v
Override restrictions v
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Add VM group e

224

Name

Browse and select VMs Hosts and clusters -
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ghsG
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] @ 1019392171

] [ 10.193.92.203

] @ 10.193.92.227

[ | 10.193.92.97

] @ 10.193.92.98

] [ 10.193.92.99

@ Ahmad

| & Arpita

[7] & Ask Ahmad before screwing around :)
] @ Baremetal-VM-hosts
| @ CVLT HCI POD

| & DO-NOT-TOUCH

| & Felix

| & Jonathan

1 @ JosephK]

| & NAS Bridge Migration Test
| @ steve

| @Yahoo Japan Test

| & Cloned-GW

] &) GroupA-GW1

| $1john

Backup configuration

‘ Use backup plan

Plan to SG- No dedup v
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COMMVAULT & q
Command Center

pervis VM groups
-DSN-server
o W Configuration
VMs Content
0] 0 0 @ DNS-server-Bootcamp
Summary

ERFTRENEDER. (AIE)EDTREBEKREFHE. ARBEEHERMEHEL:

® 3 adminy

@ Feedback

225



Select backup level

@ Full

Incremental

Synthetic full

When the job completes, notify me via email
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COMMVAULT ® a = 2 admn

Job 21531 - [Backup] Suspend Kill More actions

Job summary Job details

Events &
No data available
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* NetApp StorageGRIDX R0y hitps://docs.netapp.com/us-en/storagegrid-118/
* NetApp StorageGRID3z#5 https://docs.netapp.com/us-en/storagegrid-enable/

* StorageGRID F5% & T #1281& 11 = EIN https://www.netapp.com/blog/storagegrid-f5-load-balancer-
design-considerations/

* Loadbalancer.org—Load¥#NetApp StorageGRID https://www.loadbalancer.org/applications/load-
balancing-netapp-storagegrid/

* KEMP—fa & Ff#iNetApp StorageGRID https:/support.kemptechnologies.com/hc/en-us/articles/
360045186451-NetApp-StorageGRID
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FELLTRGIF, Fil=%IE orTIONS HHEE 200 OKo A oPTIONS « EAAmMazon S3)FZIFHRLEIRIN
HIiERK,

curl -X OPTIONS https://10.63.174.75:18082 --verbose --insecure
* Rebuilt URL to: https://10.63.174.75:18082/

R Trying 10.63.174.75...

* TCP_NODELAY set

* Connected to 10.63.174.75 (10.63.174.75) port 18082 (#0)

* TLS 1.2 connection using TLS ECDHE RSA WITH AES 256 GCM SHA384
* Server certificate: webscale.stl.netapp.com

* Server certificate: NetApp Corp Issuing CA 1

* Server certificate: NetApp Corp Root CA

OPTIONS / HTTP/1.1

Host: 10.63.174.75:18082

User-Agent: curl/7.51.0

Accept: /

HTTP/1.1 200 OK

Date: Mon, 22 May 2017 15:17:30 GMT
Connection: KEEP-ALIVE

Server: StorageGRID/10.4.0
x—amz-request-id: 3023514741
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frontend s3
bind *:443 crt /etc/ssl/server.pem ssl
default backend s3-serve
rs
backend s3-servers
balance leastconn
option httpchk
http-check expect status 200
server dcl-sl 10.63.174.71:18082 ssl verify none check inter 3000
server dcl-s2 10.63.174.72:18082 ssl verify none check inter 3000
server dcl-s3 10.63.174.73:18082 ssl verify none check inter 3000

LI N ESSLE @R G:

frontend s3
mode tcp
bind *:443
default backend s3-servers
backend s3-servers
balance leastconn
option httpchk
http-check expect status 200
server dcl-sl 10.63.174.71:18082 check-ssl verify none inter 3000
server dcl-s2 10.63.174.72:18082 check-ssl verify none inter 3000
server dcl-s3 10.63.174.73:18082 check-ssl verify none inter 3000
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* NetAppr=mmX 4 https://www.netapp.com/support-and-training/documentation/
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T BRI NMRIPRREGET: EFRIZIER T RAEHIRIS — D BRAK £ RIAMERBS #H1T AR 22 Hlo

MEIRERIENE S
BTRAXIXHEPFARAEENESER, BEFLUT XXM / SiikL:

* NetApp StorageGRIDI R0y hitps://docs.netapp.com/us-en/storagegrid-118/
* NetApp StorageGRID3z#5F https://docs.netapp.com/us-en/storagegrid-enable/
* NetAppr=mmX 4 https://www.netapp.com/support-and-training/documentation/

ERAMNRIEHT TR TP

7 fi#StorageGRIDHBI X R 1 E AN EIHRHWORMAREL KB LEEURMIFR B S WAl
EIEMEK,

WNERBMERM TWORMIEERL, AIFLLEMPRHEE IR, StorageGRIDSERMM KRBUE 1T EAIHZE " BEIFHE
EMER. HFFEERE. SMEAINRREBER AR RRER, S LIE D ERMARAIEH]
AREFEANKRBME. NRIFERSKBE. JRKEXRAID, WREFHETENRIHFMRA L, NRY
AIhRAECE T RE. HEZEHMIFR. BHBERXNR. WEEIZE— ks, ,J:F'@EﬂﬂUﬁ?ﬁlax BEXNRAVH
EATRRIEA HRThRAS, BIERIMRAERE NS FIARE. W THARSNNARER. ENA] UERMNRBE U

RSB LBARSRE. TXRER. WRESHRAEES BN TN KA R RE. JEEHE
BFEENERENEIEZAAHFNBEHR. HRIEME R,

U TR ERMRMEAPIBY L RHG:
M RBE BIEREB RN AT X REVE BT/ KRS

aws s3api put-object-legal-hold --bucket mybucket --key myfile.txt --legal
-hold Status=ON --endpoint-url https://s3.company.com

REBGERERSHNEAZREEMAE. eI OB GETIRFHITIIE,

aws s3apli get-object-legal-hold --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com

{
"LegalHold": {
"Status": "ON"

}

g;éfﬂéii’f% EH -lﬁr_ﬁﬁ;é'zﬂjkn_’\o

250


https://docs.netapp.com/us-en/storagegrid-118/
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aws s3api put-object-legal-hold --bucket mybucket --key myfile.txt
-hold Status=0FF --endpoint-url https://s3.company.com
aws s3api get-object-legal-hold --bucket mybucket --key myfile.txt
-—-endpoint-url https://s3.company.com
{
"LegalHold": {
"Status": "OFF"

RENRRBN. SERRBIIER.

aws s3apl put-object-retention --bucket mybucket --key myfile.txt
--retention '{"Mode":"COMPLIANCE", "RetainUntilDate": "2022-06-
10T16:00:00"}"'" —--endpoint-url https://s3.company.com

B, pRDIBBRREMERE. FLbER LUEE GETIR AR R BIRES.

aws s3apl get-object-retention --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-06-10T16:00:004+00:00"

NERTNRUENEFEDERISERIAREHARN . REHARURNENSAL,

--legal

aws s3api put-object-lock-configuration --bucket mybucket --object-lock

-configuration '{ "ObjectLockEnabled": "Enabled", "Rule": {
"DefaultRetention": { "Mode": "COMPLIANCE", "Days": 1 }}}'
https://s3.company.com

SAZHRFE—H. BEAZREEMIEN. Eib. BATrIMITGETUEIEEE,

—--endpoint-url
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aws s3api get-object-lock-configuration --bucket mybucket --endpoint-url
https://s3.company.com

{
"ObjectLockConfiguration": {
"ObjectLockEnabled": "Enabled",
"Rule": {
"DefaultRetention”: {
"Mode": "COMPLIANCE",
"Days": 1

ETR. GRUENARBEENERL TN RBANEFHED R,

aws s3 cp myfile.txt s3://mybucket --endpoint-url https://s3.company.com

PutiE{FrsSE R BN,

upload: ./myfile.txt to s3://mybucket/myfile.txt

EREXNR L. EAIFADBRIRENREFRENENFEIR NN R EHRBEIEE,

aws s3apli get-object-retention --bucket mybucket --key myfile.txt
-—endpoint-url https://s3.company.com
{

"Retention": {
"Mode": "COMPLIANCE",
"RetainUntilDate": "2022-03-02T15:22:47.202000+00:00"

AR RASIEHINE HITEME 2 ERE TR EBR IR
T R 9N{a{E A StorageGRID CloudMirrorig 3R 2§18 — RiZ(E 59 E5.

HIFFEN BRI TEAHTESHRBERS. F—MAEE. BXNREFEIE—MEHI ZRFME 7D EL(
RFRIHRZENARREIEF). & EHStorageGRIDY & RS CloudMirrorf{E A E it S3i s0

StorageGRID CloudMirrori@StorageGRIDEI—MAM. Bl LUECE ATEEE N FEE D BRIV RN REME 2 ERRY

BHEHFEXWEF. MASESIMER. BT CloudMirrorEStorageGRIDII—MNER LAY FULREEXR A
B, WAREEWE TSI APINKEFTIEN. BRI EBBRAEHIER FTEEELLLEH 9. EXMERT. &
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FENEHNFEDRIIBRAR T -ERAREEZFNEEE, Ak, ErRILIERAStorageGRID ILMERES
31%, tIEMN. RIFFLFREEENRBE. HHEHKR. BLURFIREHMNKEHRE.

XM EN— T RAZ. EBIREFEDERNTEE —PNEIRURS MRAEHNN R —RIEREEESF
fifo SN BAMERIBIEFMED BRPFoIBFREFED ERPRERRIINR. FmzINEEEMERIET.
4lNetApp CloudSync. FILUAERMBIERR S E=EGIMPR. —REMEIREBER T RAERIMAREBNRMERNS
—MRER. FETFSFKF . XEKF RSB ZRUERT. HABET. ENZEZiHRHEF FE
DEBME—IKP . MIXFMRE FTRE RN EEN A E EBIKFBIIAR. RZTF A

IR ERMBIRD A N BB ERAEFG. SR LRI A REEEMERES:

PIF
1. EFEZE CloudMirror. JEAS3EIRBIE— N ERSIHS,

Create endpoint

g Y Select authentication type
o Enter details (_2) . - di

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @

MyGrid

URI ©

https://s3.company.com

URN @

arn:aws:s3::mybucket

2. mREFHES R L. EESH UEREERNRR.
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<ReplicationConfiguration>
<Role></Role>
<Rule>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>

<Bucket>arn:aws:s3:::mybucket</Bucket>

<StorageClass>STANDARD</StorageClass>
</Destination>
</Rule>

</ReplicationConfiguration>

3. BIRILMAN A ERFEN BN AR AF RSN EEE, FRFIh. BE T EFENTRIVIERHRA.

{: reate [LM RLJ lE Step 1 of 3; Define Basics

Hame My Tenart - version retenklon
Description retain nan-current versinns for 30 days

vyttt (PERELA RIXE0 BEN 150471)
Tenart Accournts [optional] @

Buckel Mame conining rytckoed
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Create |LM Rule step 2 of 3: Define Placements

Configure placement instructions to specily how you want ebyects mabched by this rule to be shored

MyTanant - version retintion
L -Gt it fof 9 dinn

A rube that uses Noncurrent Time only applies to noncurrent versiond of 53 obyects.
You cannot use this rule as the default rule in an ILM policy because [t does nat apply to current ebject versions.

Reference Time @ Moncurrent Time
Placements 11 Sort by start day
Framday 0 store  lor - 30 days H
Type | replicated = Location || sitel Copies 2 o Temporary location | - Dptional - . + |
Retention Diagram @  efreh
irigws
tnl =

IR AR, RE30K, LI EEA] LURSETEILMALN R A AN EET BN 25 B (a] Ky HRihR s
I RECEMN. ULEREFED BREFERSE, AT NRREBEFEREHITEHE R,

R RRAIE SR GRIF M IAM SR B H 1T BN ZRER (BT

7 fEN{ATiEd 7 Storage GRID X 121 73 B2 B AR ANl H 33 A P 2 2 4H SE I AM SR B SR
RIPERVERE.

ERERAMNRMEXEFNER TRIPEIBEBN—ME AR, EEMEIE LBEREAES.. #HERFPZ2A LS
FEIAMZERE. LIPREIRAF EEXMRRANEE, ERAEWER. RAXCIENNEREUBMA(EN HaThRA.
EMNIFRMR AT RS FIEHIE. NRFEIEA R R ERIMK P AR A E M 5 N E LA FRIFEUR
DB ERRIGERIERFRES. 5 E—FER—1. ILMMNI eI 7EEER A4 B N B B ER AR A AR
B, REE. NATREET I EERNEEREGHRKF . BTG N BEFRS K B EEE RS
SEaamyinial, PREIMASRIEGIEABAITERERA PN AREFEBRITHNE MEE. HRRIEBLERFERAR
N TR REIS I TRVIE TR 1E. NetApp BN A EFERBECfFallow. FEARKATGERSINFIVEE. BREEE
FlR AR RIELIZIRIE, MFIRRSR. ELT|IRMMEIEDeleteObjectVersion. PutBucketPolicy

. DeleteBucketPolicy. PutLifecycleConfigurationf1PutketVersioning. AR5 LEFE P Bi4RTE B k5 ER AN 3t R A s
HIRR AT HIECE

7£StorageGRID 11.75, SINT — 1 HEISIA KL AIT"RansmansE &f#". LUEFLMELLARR SR, £/
helZRAF AR, ERFANER. Er Bt elEsRE,
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s T i - .
+) Chooseagroup type (~) Manage permissions Sat 53 group policy
o L

Set 53 group policy @

A 53 group palicy controls user acceds permissions to specific specific 53 resources, including buckets. Men.roof users have no accoss
bry default.

No 53 Accoss

Read Only Access "Statermont”; [
|
Full Access “ERect™: "Allow",
“Action™ |
@ Ransomware Mitigation @ "sXCrpateBuciet”,
"33 Delete ke,
Custam *si:DeletefteplicationConfiguration”,
Murid b 3 valid JSOM Rarmatied siring ) "s3:DeleteBucketMetadataMotification”,

"53-Get Buckethc]™,
“sd:Gat BucketCompliance®,

r'l:-ll\Uir:.l I

THERARBHIAS. EREEENRTHNARSHAIRRIEUKRFIENR/IMELE,

"Statement": |
{
"Effect": "Allow",
"Action": [
"s3:CreateBucket",
"s3:DeleteBucket",
"s3:DeleteReplicationConfiguration",
"s3:DeleteBucketMetadataNotification",
"s3:GetBucketAcl",
"s3:GetBucketCompliance",
"s3:GetBucketConsistency",
"s3:GetBucketLastAccessTime",
"s3:GetBucketLocation",
"s3:GetBucketNotification"
"s3:GetBucketObjectLockConfiguration",
"s3:GetBucketPolicy",
"s3:GetBucketMetadataNotification",
"s3:GetReplicationConfiguration",
"s3:GetBucketCORS",
"s3:GetBucketVersioning",
"s3:GetBucketTagging",
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"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"S3

GetEncryptionConfiguration",
GetLifecycleConfiguration",
ListBucket",
ListBucketVersions",
ListAl1lMyBuckets",
ListBucketMultipartUploads",

:PutBucketConsistency",
"s3:
"s3:

PutBucketLastAccessTime",
PutBucketNotification",

"s3:PutBucketObjectLockConfiguration",

"s3:
"s3:
"s3:
"s3:
"s3:
:AbortMultipartUpload",
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

"S3

"S3
"S3

"S3
"S3
"S3

PutReplicationConfiguration",

PutBucketCORS",

PutBucketMetadataNotification",

PutBucketTagging",
PutEncryptionConfiguration",

DeleteObject",
DeleteObjectTagging",
DeleteObjectVersionTagging",
GetObject",

GetObjectAcl",
GetObjectLegalHold",
GetObjectRetention",

:GetObjectTagging",
:GetObjectVersion",
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:
"s3:

GetObjectVersionAcl",
GetObjectVersionTagging",
ListMultipartUploadParts",
PutObject",

PutObjectAcl",
PutObjectLegalHold",
PutObjectRetention",

:PutObjectTagging",
:PutObjectVersionTagging",
:RestoreObject",

"s3:ValidateObject",
"s3:PutBucketCompliance",
"s3:PutObjectVersionAcl"
1,
"Resource": "arn:aws:s3:::*"
"Effect": "Deny",
"Action": [

"s3:DeleteObjectVersion",
"s3:DeleteBucketPolicy",
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"s3:PutBucketPolicy",
"s3:PutlLifecycleConfiguration",
"s3:PutBucketVersioning"

1,

"Resource": "arn:aws:s3:::*"

TR-4765. (5¥=StorageGRID)

StorageGRID A31F 51T
T RN E R SN ER N BB RR R (71 90Splunk) 4537 Storage GRID & 4%

BB M = NetApp StorageGRIDETFXWRBEFAE. EERAILPNEMN X RRE. FERMFTRRLETR
BTE RN TR E. ARGSRM T B RIS X BERU RN BN EIEN AEEFN—RMES. N
SEA I TR RIR e

NetApp StorageGRIDZPEBEEHZ MESME N T RAMN. XEESMT AT AERSARBENREER
%%, 7XStorageGRIDZESHIEMEMALT. BMBIRBERREEN. MMRNEEIET. (EAEER. £\
IREPkER R, T ARTEIRSE (N =k 7)) B I inl B A N 37 B AR R BV EME. IR 2FHIERE, BE5H
MrStorageGRIDIRHAVEIRE. BRI T fi2E S TIE EHHMHBAEINRE. FIINARIIEZE R

StorageGRIDIRE T RNRITIRIF A H B, SIREFRIZEHEStorageGRID. HFAEBRIREXEMNX
B, HINFEEXLER. MESRASISEIF MY, StorageGRID™ fa X 4 LU PDFIE T IE &g fi.

A ETEX s TN g FITIE NI fE R SMNER R A2 (5190 Splunk) #54% Storage GRID R 4o

SRR
E N NetApp StorageGRID. 15544 7 R M 2 ULER B X StorageGRID R LI TR R AR 1 ERY £ R,

* *Web UIFI{E B4R, *StorageGRIDMEEIZRIRM T — M NEME. AJEREEREZEETNRTRES
BNER. FAEESA. ERALURNT BIRSENER. UEHITHRIEHFMERS.

* *BH1ZHEE, *StorageGRIDZFREBRNE. RIMMFFFHEARERNBAFZAS. ERATLIRENRM
SR EEMNBIINAEIN BRIBE AR,

* *Metrics API.*StorageGRID GMIMEEFHIVAPI. EAUIZAPIEIREIM, @I XFAA. Ea LUIERSN
BB USSR 5 T EIRERERE.

MEIRERIENER
BTVRBEXTIXHEPFAAEENESER, BEFUTXEM / SiikL:

* NetApp StorageGRIDXHSH(y https://docs.netapp.com/us-en/storagegrid-118/
* NetApp StorageGRID3z#5 https://docs.netapp.com/us-en/storagegrid-enable/
* NetAppr=mmaX 4 https://www.netapp.com/support-and-training/documentation/
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https://docs.netapp.com/us-en/storagegrid-118/
https://docs.netapp.com/us-en/storagegrid-enable/
https://www.netapp.com/support-and-training/documentation/

* JEAFSplunk#INetApp StorageGRIDI FFERE hitps://splunkbase.splunk.com/app/3898/#/details

EAGMIE Sk iz StorageGRID

StorageGRIDlm% 18 RE(GMI)E BIRIR M T StorageGRIDEMZEM MY EEHITE. BTHETF
BIEEAMERIE TR, A&,

ERGMIE BRI EMRHE ML OA N

" Alerts if usage exceeded subscription ‘ Upgrade, expand, decommission,
licensed capacity ‘ recover nodes from Ul and APIs

e ey — g — e —————

| o c—
Dashboard o AleTE - Nodes Tenanis M e /,ﬁ - Iamienance « Suppon =
|
Dashboard |
Health @ 1 Available Storage ©
J/-.
o o enter | 1§
arrse 51 Overall =
r

Information Lifecycle Management (ILM) © \ DataCenter 2 8
r
i SRR e - 2978
Scan Pedad - Estimated 0 secands .
" Data Center3 B
Protecal Operations O 1 N L}
N\
53 rate A 0 aperations I second £l e A
Swift rase | Y 0 operations | second ..} ] '.I
.‘\I_ \
| Il'-. . § N _-IJ I.
'- ' ILM Activity ' Multisite visibility and
| Client Activity | | drill-downs
Y - = %

BNEHRBENER
ERAREN E—hRAFIE T BEPLENIEIRSEE, ZESREESEP s EHRERE
BITTEE

AEARERARATE TS EEEETNUE. FINNREFEETE. TiiETiE. WEARS. ZES0E
BEER "MK ERRERE"

EAZIR 41T StorageGRID

T fRUN{A]EFE StorageGRIDFHMEIR ARG LT, BIEBE X ERUNREASNMPE B
FHRHY RZEIRBER,

ZIRIEHTEERFEE. AT ETStorageGRIDAZH M ZFMEHFIKI,
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LikAR S E A T iaiEStorageGRIDAZF AT A EREMRIENEET B, BIRASKMNET RGP AR (ERIIAH
. FHRE— B T ERRRE.

FAHRM T SMBOATIRMN., SEEBERERGHNEHITHRIEHF ERIBIEIZEEXER. FHIEN
RRAMANERURFEERENRE—T EEER.

Lkt eli@ET SNMPEL BB FER @ REITH Bo
BXERNFAER. FENELIRMIPDFEIR "7 3" o

StorageGRIDH ISR 51T
7 BRAN{EI 1R A F R FEAR LA S B AR [R)

iEiIPrometheusEiHEEISITAPI

PrometheUSzE AT UWRESITHNTF RS, Ei@midGMIi|a]StorageGRIDAIER AT ProMetheus. 154 FIH S
. Support[Metrics ]o

Metrics

Access charts and metrics to help troubleshoot issues.

@ The tools available on this page are intended for use by technical support. Some features and menu items within these tools are intentionally non-functional

Prometheus

Prometheus is an open-source toolkit for collecting metrics. The Prometheus interface allows you to query the current values of metrics and to view charts of the values over time.
Access the Prometheus Ul using the link below. You must be signed in to the Grid Manager

» hitps/lwebscalegmi netapp.com/metrics/graph

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that contain graphs of impartant metric values over time

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE Grid Replicated Read Path Qverview
Account Service Overview LM S3 - Node

Alertmanager Identity Service Overview 53 Overview

Audit Overview Ingests Site

Cassandra Cluster Overview Node Streaming EC - ADE
Cassandra Network Qverview Node (Internal Use) Streaming EC - Chunk Service
Cassandra Node Overview Platform Services Commits Support

Cloud Storage Pool Overview Platform Services Overview Traces

EC Read (11.3) - Node Platform Services Pracessing Traffic Classification Policy

EC Read (11.3) - Overview Renamed Metrics Virtual Memory (vmstat)

HE. U EESMENIZERE,
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BT UARE. &R LLkRIPrometheus i . &R LAMIEAMEZR T BiElR. EERTUSIXER,
EH{TPrometheus URLZE . 1BIREB LTS BIZE:

p
1. EEEXAFERFREAN. BN, BFIHETR. WFRITMS. 2B UStorageGRIDHINodeFF KHHER
FREZE,

2. BEES I TRIHTTPRIEL, B storagegrid http , FAFIEEF
storagegrid http sessions incoming currently established, BiExecute. FHLABERTIE
HEBARTES.

@ BT URLEZHNEEHNERASHARE, EXTHZSAEETRENER. NetAppZilE
fiE AR LA B SR 553 B AR 4E AT

@ B A BEEEEREIPrometheusSfil. EAXFRITAEMED, BIERRENGEEITAPI
WlalET.
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BT APIS BT
&2 7] LU id Storage GRIDE IR AP a] 1B B A3k E
@I APISHIER. BERITUTEE:

1. MGMIFR, 58 FEIAPISIE]
2. @R EIMetrics. AFIEARGET /grid / metric-query-o

metrics Operations on metrics N
| “ /grid/metric-labels/{label}/values Lisis the values for a metric label ﬂ |
| m /grid/metric-names Lists all available mefric names a |
ﬂ /grid/metric-query Performs an instant metric query at a single point in time a

The format of metric queries is controlled by Prometheus. See hitps://prometheus.io/docs/querying/basics

Parameters Cancel

Name Description

query * =ird

string Prometheus query string
(query)

storagegrid_http_sessions_incoming_current

time
string(sdate- query start, default current time (date-time)
time)

i time - query start, default current time (date-t/

ftimeout
string timeout (duration)

(query)
120s

e Sl I

ItImR B & 5] @3 Prometheus URLEIRENIERIE B. BRIUBAEEYRESNMEHET R LB
HHTTPSIEMEE, SRR LI T EHJSONE ML LR, TEE/R T PrometheusE MR 75l
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Responses

Curl

Request URL

https://10.193.02.230/api/v3/grid/metric-query?query-storagegrid_http_sessions_incoming currently_establisheditimeout-120s
Server response

Code Details.

200 Response body

"responseTime" : "2020-06-02T21:26: 36. 002"

resu]tType "vector”,
"result”

‘toragegrid_http_sessions_incoming currently_established",
cc5d26 b52a-4d78-95ec-@f21e76c61bd™,

56d83! cd56-423b-af@7 -edeBala28asd",
: "us-east-fuse"

1591133196.007,
o~

() ERAPIRBET. EALTAT SHITNES

7£StorageGRIDAH{#£ I CURLIAAIFEFR
T RANAfE A CURLIEE f 1T R mEih1al45 .
ERITIHR(E. BRTRREUEN S, BEIFRSHE. IBRITUTISE:

HIE
1. MGMIFR, FEEFEFE . FEBI[APISE],
2. ATRBDAEHIIEUEHRBENIRE. U TREHEE R TPOSTHENESEK,

content type

pp

curl -X GET "https://10.193.92.238/api/v3/grid/metric-queryXquery=storagegrid_http_sessions_incoming currently_established&timeout=128s" -H “accept: application/json™ -H "X-Csr-Token:
©b94910621b19c128b4488d2e537€374"
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auth Operations on authorization R

m fauthorize Get authorization token i
Mame Description
body ~

object Example Value  Model

(body)

=: “HyUserName®,
": "MyPassword™,

Farameter content type

[ application/json w

Responses Response content type | application/json v

3. RHIXAHERENGMIAF AMEEHIEES
4. BEHEWIT
°o. EFITEEHMEBoPIRMHNESMHE S, HIREELEIZREOR, < TR:

curl -X POST "https:// <Primary Admin IP>/api/v3/authorize" -H "accept:
application/json" -H "Content-Type: application/json" -H "X-Csrf-Token:
dc30b080elca9%c05ddb81104381d8c8" -d "{ \"username\": \"MyUsername\",
\"password\": \"MyPassword\", \"cookie\": true, \"csrfToken\": false}"
-k

(D) mReHoMTBEESHKFRE. BIEERESHER. HI, B SR\

6. BT ERURLSB LG, WA ERE— MRS, IMTFEIFR:

{"responseTime":"2020-06-
03T00:12:17.0312","status":"success", "apiVersion":"3.2","data":"8ale528d
-18a7-4283-9a5e-b2e6d731e0b2"}

IMIE. IR LA RIS B 7 881813 CURL A RJ4EAT. 175@)"“2?51‘]’5’]1_*5’5""*':!39’31593235&(
"StorageGRIDFH ST, BE. HFEREMN. BIZBRT—NR6. EAR7E et EahikE
T GET /grid /metric-labels/ {label"} /values.

7. Fa0. UTFHE ERENRS R URLE $IE7EStorageGRIDHF! H ih =2 & #F.
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curl -X GET "https://10.193.92.230/api/v3/grid/metric-
labels/site name/values" -H "accept: application/json" -H
"Authorization: Bearer 8aleb528d-18a7-4283-9ab5e-b2e6d731e0b2"

Curlsr R ER LA Tt -

{"responseTime":"2020-06-
03T00:17:00.844z","status":"success", "apiVersion":"3.2","data": ["us-
east-fuse","us-west-fuse"]}

£ StorageGRIDH A Grafanafs EIREBIEIR
T #RUN{AEFE Grafana SR mE A] L F1 1515 Storage GRIDEIE,

Grafana@—# BT EEr MR, *
LB AmEANER,

FR TR ENFLELETEER. AJiRHtE XStorageGRIDA&

XLEFRAANRINE BIRAX AT A FIEE. Rl AT s T ERR. BLEERAZIFER, §lin. BEEE
BT SRR, IBHITU TS B,

T

1. ZEGMIFR, & : Support[Metrics o

2. f£GrafanaZfy . EENodels BiRo

Grafana

Grafana is open-source software for metrics visualization. The Grafana interface provides pre-constructed dashboards that centain graphs of important metric values over time.

Access the Grafana dashboards using the links below. You must be signed in to the Grid Manager.

ADE Grid Replicated Read Path Overview
Account Service Overview ILM 53 - Node

Alertmanager Identity Service Qverview 33 Overview

Audit Overview Ingests Site

Cassandra Cluster Overview Node Streaming EC - ADE
Cassandra Network Overview Naode (Internal Use) Streaming EC - Chunk Service
Cassandra Node Qverview Platform Services Commits Support

Cloud Storage Pool Overview Platform Services Overview Traffic Classification Palicy

EC Read - Node Platform Services Processing

EC Read - Overview Renamed Metrics

3. EGrafana®. FENGBERNBEEEBEHNEAT R, EXMERT. FEFE—EETS. RENEEL
LXTF%@.FETE?{D:%xEﬁO
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7£StorageGRIDA{FE R E 77 AR
TR ENELERE D KKK, UE ﬁ*ﬂﬁ'ﬂﬁStorageGRlDﬂPE’Jﬂfgmuzo

MEBDRRIRMET —MIRIERER,. 2. IPFRSAHTESm R TR/ REREN S E. MEEE
FH 552 StorageGRIDAVFHI EE BT EFE1T.

BEERED LR, BRITUTIE:

p
1. ZGMIEL. SMEIXE: RERARE>BEDE]
2. BEHBIE

3. TR NERREAYE FRAN 5 A,
4. BUEEITECELI,

Create Matching Rule
Matching Rules
Type Tenant v

Tenant  Jonathan.Wong (22497137670163214180) |:|

nverse Match [
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S. REMRFI(RAIE),

Create Limit

Limits (Optional)

Type @ — Choose One —

— Choose One —
Aggregate Bandwidth In
Val
alue @ Agaregate Bandwidth Out
Concurrent Read Requests
Concurrent Write Requests
Per-Request Bandwidth In

Per-Request Bandwidth Out
Fead Request Rate
Write Reguest Rate

6. RIFHRER

Create Traffic Classification Policy
Policy
Name @ Match a Tenant
Description (optional}

Matching Rules

Traffic that matches any rule is included in the policy.

|+ Create | | # Edit || ¥ Remove

Type Inverse Match Match Value
® Tenant Jonathan.\Wong (22497137670163214190)

Displaying 1 matching rule.

Limits (Optional)

# Edit || % Remove

Type Value Units

No limits found.

BEEESEHTRAR D KRR KERAVIER. HERERRE. ARBEIET. I ERKGrafanalE B8R H
B ER AT ESRIERREN TR RFENEFES.
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fEAEZHEE KT StorageGRID

T RSN e/ {E A StorageGRIDE #Z H & 1¥4 7 #2FA P AW ER. AN IOEIF] A SplunkZE T
B#ITAEED .

813 StorageGRIDEZBE. &R LUKER XEFP MPMEMIIFEES. FLUBINFSATEZAEUMSES
o BXRUNASHEZASRFMERR, B5H (EE5RERE) -

SHEZE. EaLUERSplunkEiLogstash + ElashSearchZ BE 2 T A T fRFE A& shal o) 23 4R+ 22 A0 R
EOMIRS

BXHHBIFEARES. ES N StorageGRIDX Y, ESH, "HIZHEE"

& T SplunkfIStorageGRIDN FHiEF

T fRE AT SplunkAINetApp StorageGRIDN FBEF. N ATEF A IFEESplunkES
WS F1493#rStorageGRIDIF I,

Splunk@— NHEFFE. AFENTENEIEAFNEREHIRS|. LUIRHEANEZRMOTINEE. NetApp
StorageGRIDN B2 7 @i&F F SplunkBYMINERF. BTSN FEZE M StorageGRIDF| FEVELIE,

BXRINMARE. ARMEEStorageGRIDINEINAYIREE. S0 https:/splunkbase.splunk.com/app/3895/#/
details

TR-4882: Z#EStorageGRIDEH ML
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StorageGRIDZ & 1T
T fRAATE R EN L Z 2 StorageGRID,

TR-488212 1t T —4ALAM D F %A, BT EMAIIERE TIEHINetApp StorageGRIDREE, IhREFUREER
HE. BRILZREEEITRed Hat Enterprise Linux (RHEL)BIEIML(VM) Eo ZF7ER. E=2YIBEEMN)IT
B LN BB ERIT/N 1 StorageGRIDASF LIRS TREM "&Zit, —EE P RliE KRR A
BAIRSHHRFINEETRZIERIBE LT,

5 % StorageGRIDMZE I M ER NN T iR, 120 hitps://docs.netapp.com/us-en/storagegrid-118/landing-
install-upgrade/index.html F=@XEHPH[REE. HEKNE+MERStorageGRID 1o

TEFAERE 2 A1, LT T #2— T NetApp StorageGRIDEHHIITE. FHEFMMEIEZEE R, StorageGRID
fEPodmanzkDocker{E AR WARSIETT, FEULIERAR, FEETREIEFNIRERAFTEDocker i
17StorageGRIDIFHRIERS). RLERBRBEZN AT N EVHIEITHDockerAzs, FIULEEHR. AT &
AEEMIRSEAEF AR, BIASMIEEVEHERDRS. EXFHAEE, BHET—BH, "%
#EStorageGRIDBIHIIRE 4"

KA RE PR S BRI SRV EN L EE R StorageGRID, M7E. EEHE —NITIEMEFZE P iHMN
&, XERZSHENADRPEEER.

MEIRERIENE R
BFATRABRAREPNENER. FEEUTXEEIR:

* NetApp StorageGRIDXHHH(y https://docs.netapp.com/us-en/storagegrid-118/
* NetApp StorageGRID3z#3F https://docs.netapp.com/us-en/storagegrid-enable/
* NetAppr=mmaX#d https://www.netapp.com/support-and-training/documentation/

L StorageGRIDMIRTIZR & 14
T fRERE StorageGRIDFIERITE. FfifE. M. DockerflTi =R,

HEEXR

TR T SR AStorageGRIDT R ZIFHRIEZRERK, XEStorageGRIDT R FiENRIEE R,

TR CPU#Zi) RAM

BIER 8. 24 GB
=i 8. 24 GB
BIES 8. 24 GB

ttoh. S ¥IEDockerENZE/DNIEC16 GB RAM. LUEIERIETT. Eitb. Fli0. BE—1¥EDockerEAH L
FEIIEERPFAIANEERINRS . MHRITUTIHE:

24 + 24 + 16 = 64 GB RAM. 8 + 8 = 161%

AT IFZIAMRSBEEDT 7 XLEEK, FIEFAPRESMARSS (StorageGRIDA 2R A G 2| = MIERSS 25 Lo
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MLLER
= AYStorageGRIDRE B14E:

* PRREWTE). MRFFIET RZEE R AER StorageGRID FiE,
* TEERRERNE), AT RAEENEIFNRE,
(

* BPURE(RNE). RN P RN AR Z EEmATRE, SR8 S3 M Swift A IRHIPRE XY
REFEIENK

BRZ ] URE =14 LA T StorageGRIDR S, SR BEATUF—MRBNFMNE. FaeES, 10
RFAETREUTE—FM L. WARFEEMXHL,

FEULIFER. HNEHEER ML L. EPEENBRNEFRRE. 7 UHEERII— N EEMNERKHAITIZMM
TIgEs

BEME—BORSEIFFE TN PRIZEOFEEEE, Fli0. RSN TR EERMEO. Blens192fens224, NI
A 1N RS EIFFE TV LR —MEETVLAN, FtRED, REEFSEXLEMGMETFIDockerazsd.
B HEMST Heth0@if2Feth2@if3 (AAFEIEREIAMIFT). FHlt. —HHERIEEEE,

B XDockerMEEIZA5 BE

StorageGRIDERAMLERI A NS KLEDockerB 28K A A E. ©AEMADocker (S KubnetesZ Swarm)iEHY
M4%, /. StorageGRIDEFF ESBE AL N—net=none. X#¥. Dockerft A2 AL RITERIMEZIERE
12{F. StorageGRIDARBEMBZRE. BMTREEXHHEXZEOCE— MBI macviani& &, ZIKEEE
— PNHEIMACHENE, HER— M RMIINEZIZE. AT UMIBZEOBZKENES. ARG, macvlaniE&RKEERES
iR TE. HEMRNDEFHeth0. eth1TFeth2z—, LLES. EMEKIZEEEENIRIERAZPR BTN, EX
TR, DockerBF2SPBIMIEMLEIZE Heth0. B ImMLE Heth2, MRFENTE—INEEML. NIHREER:
F¥& Feth 1,

FERLEMEFEPIFER. BMEIEENHMACHIITIREZERARAEN. R A FYIE
@ REBEWNRIES EXNYIEMACHILE R ERIMACHIIL RV EIE L, +4NR7EVMware vSphereHiz

7. WIEIZTTRHELEY., MTEIR{#StorageGRIDRERIH A IEZRFEN. MACHIIEEEL

MOafEH,. TEARZEIBER T, UbuntusiDebian&Br] LATE A TXLEIME R FiEiT, +

FREEK
BTN REARE TR ADNNETSANREE IR S AR 9%

KPR IE A TS StorageGRIDARSZ KR, MAEATFENWRUS MIEEN. RIEHE
BRI, BATREAXEEENRITES MEIEENAVEHRE VIR ABEMER" +LREFE

@ 7EStorageGRIDAZEFEIEITE ESHBREHX ARG, EERFTFTEFEENCEXMHR
g, BENFBERGERBEXLER, REZ. RIGENFEAGLER Isblk’  EREEEEMN
BRIFRGPEITRIVC SR, +

TR LUN A& LUN 2 LUNBIR/NK  BEFIXMG BNWTREERE
1)\ A5
2B EETRASTE SMEETDR  90GB & BLOCK_DEVICE_ VA
/var/local (k& —1 R LOCAL =
FISSDIEEEA) /dev/mapper/ADM
~VAR-LOCAL

270



of
el
¥
fr

FRET R

q@
R
pali

I
HE
palil

FETR

LUN A&

Dockerfzfigt. fiiF
/var/lib/docker
for container
pool

EETREZAEE
BRIBPIRLKLCE)
/var/local/audi
t/export

BEETRR(EERSE
ARG EIE)
/var/local/mysqg
1 ibdata

WNREFMEORIZE)
/var/local/rang
edb0 (tLALBYSSDIE
=E8A)
/var/local/rang
edbl
/var/local/rang
edb?2

LUN #=

SPEN(WE
FVM)—P

B1TEE

ot
I

B EFERSR
=N

LUNBYER/NK
N

B12A28100

GB

200GB

200GB

4000GB

BEFNL
24

=—etx4

17|

iy

iy

BUMT REERE

TER—EIHE
HAENXHRL (R
BRETEI A 28)

BLOCK DEVICE AU
DIT LOGS
=/dev/mapper/AD
M-0S

BLOCK DEVICE TA
BLES =
/dev/mapper/ADM
-MySQL

BLOCK DEVICE RA
NGEDB_000 =
/dev/mapper/SN-
Db00

BLOCK DEVICE RA
NGEDB_001 =
/dev/mapper/SN-
Db01
BLOCK_DEVICE_RA
NGEDB 002 =
/dev/mapper/SN-
Db02

FURAIR. SMHRRLBBFETRFETHEEXR ). SMEIVNERGEREEEBIFHITNE
YR ENARFMER",

BN ERREBHER/ N

EERE

Name
Dockerfzfi#&
ADM-0OS
ADM-Audit
ADM-MySQL

eSS

Name

Dockerfzfi&
SN-OS

K]\ (GiB)

100 (BN A28)

90
200
200

X/ (GiB)

100 (BN &28)

90
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Name K/ (GiB)
Rangedb-0 4096
Rangedb-1 4096
Rangedb-2 4096

PSS

Name K/ (GiB)
Dockerfzfi 100 (B A=8)
/var/local 90

YRR ARRHAMEK

B ERFIRAITENNESERBE S, ERILRGIRERFN—AESEN. EReiE =192 EEMN)
ARs588. 164Z. 64 GB RAMMM MWL EL, MNRFEESHELE. AJLTEMEEE F iR EH0E Mok
BEEO. AETREEXHFEAFTVLANATIEHEO. Fla0bond0.520, MNREHFETIEHHERE. MA
FHMBRREEZAFIES

SITEFIR. XERSIFILE NN DockerFez. FTENM D RAMBVITREG AR, AT EaEREH24
GB. NEHURERFA LSS IEMH16 GB,

Host 1

Host 2

Host 3

Admin Node Gateway 1 Gateway 2
- + +
Storage Node 1 Storage Node 2 Storage Node 3

SMIEEEN(HVM)FIRNERAMA24 x 2 + 16 = 64 GB, TRFIM T EHN1. 2MIPAFRVHEEFE,
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FA1
Dockerfzfi&

200 (100 x 2)

BLOCK DEVICE VAR LOCAL
BLOCK DEVICE AUDIT LOGS
BLOCK_DEVICE TABLES

EA

90
4096
4096

FH2
Docker?zfi&

200 (100 x 2)

GW-0S */var/local
FhER2s

100
4096
4096

M3
Docker?zfi&

200 (100 x 2)

*/var/local

iR

100
4096
4096

X/ (GiB)
/var/lib/docker (XH&EL)

RS

90
200
200

SN-OS
/var/local (I&%&)

Rangedb-0(i&#%)
Rangedb-1 (1)
Rangedb-2 (1)

X/ (GiB)

/var/lib/docker (HE)
(e

100

*/var/local

Rangedb-0
Rangedb-1
Rangedb-2

X/ (GiB)

/var/lib/docker ()
WX 23

100

*/var/local

Rangedb-0
Rangedb-1
Rangedb-2

Dockerfzf&HNit&E A EE. B Mvar/local (B1"A23)L1F100 GB xF N &A#8= 200 GB,
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HEETR

E /9StorageGRIDAVVIIALREEMUER . BT REERHEL 9.2hRFH/EASSH, RIBRIELERIGEMEIZO. MK
EMY(NTP). DNSHIENZ, EFEEMBNE LEDEA—INEEO. METFHENE ELELERS—1
Mgz, WREFEANEHRVLANARCHEO. BREBUTRAFTRE. SN, RAF/ERMIMERSEEOE
BRIA,

NREFBEEMEMEZO LERVLANATIS. NERNEENAA U TFRIABRE XX+

/etc/sysconfig/network-scripts/ .

# cat /etc/sysconfig/network-scripts/ifcfg-enp67s0

# This is the parent physical device

TYPE=Ethernet

BOOTPROTO=none

DEVICE=enp67s0

ONBOOT=yes

# cat /etc/sysconfig/network-scripts/ifcfg-enp67s0.520
# The actual device that will be used by the storage node file
DEVICE=enp67s0.520

BOOTPROTO=none

NAME=enp67s0.520

IPADDR=10.10.200.31

PREFIX=24

VLAN=yes

ONBOOT=yes

HETR IR 12 P& L8 HOHEE 4R 12 88 J9enp67s0, EWAILIZHERIGE. B, 9E0. TILEZERHELZE
FOEMIEO. WIRMELREH FKIAVLANSEAAVLANK SRS KB, WARTET RECE XA ER
HVLANFRICHYE M. StorageGRIDA RS AZBUHARICLAKMM. F AT H IR IFR G IR,

fERISCSIZ B REF

WMERAERISCSITEAE. M4 mifa{Rhostl. host2Flhost3E1 R BISAMIIRIGE. LUFEEER, B *host1
« host2flhost3MIEEERK. BEN "S- LRBHE /N

BEMAISCSHgEFE. BTMUTIER:

p
1. NRERIMRISCSITZE, WINetApp ERFIZENetApp ONTAP®XUIBE R, IBREUTRGE:

sudo yum install iscsi-initiator-utils
sudo yum install device-mapper-multipath

2. ERENEN LNBEERFID.
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# cat /etc/iscsi/initiatorname.iscsi
InitiatorName=iqn.2006-04.com.example.nodel

3. ERASR2HMBoHZF R, BFEIRE LALUN (BIRPPAREEEN K/ )RS R G NMFEME F iR

T o
4. FREAMHEFIFHEEALUN iscsiadmo

# iscsiadm -m discovery -t st -p target-ip-address

# iscsiadm -m node -T ign.2006-04.com.example:3260 -1

Logging in to [iface: default, target: ign.2006-04.com.example:3260,
portal: 10.64.24.179,3260] (multiple)

Login to [iface: default, target: ign.2006-04.com.example:3260, portal:
10.64.24.179,3260] successful.

()  BtmEa. FB0 EELRISCSISHES Red HatE 1 15 £,
5 BRTRERFIREREXEKMLUN WWID, BIETUTHL:
# multipath -11

NREFHN ZRZILEERISCSI. IFFEAM—NRIEZMERISEZEA. RV REIREERFLUE
B NEFBR,

/dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:1:0

MR ERFREGRNIEE. BEMFEA /dev/sdx B IMEIES SR, +MNRFEHASKR
Rig%E. BRI TAIRIEER letc/multipath.conf X LUERRIR. +

() xepeTesaTREsAL. BTERIEETRETHAL. BKIATHR,
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multipaths {
multipath {
wwid 36d039ea00005f06a000003c45fa8f3dc
alias Docker-Store
}
multipath {
wwid 36d039ea00006891b000004025fa8£597
alias Adm-Audit
}
multipath {
wwid 36d039ea00005f06a000003c65fa8£f3£f0
alias Adm-MySQL
}
multipath {
wwid 36d039ea00006891b000004015fa8f58¢c
alias Adm-0S
}
multipath {
wwid 36d039ea00005f06a000003c55fa8f3e4
alias SN-0S
}
multipath {
wwid 36d039ea00006891b000004035fa8f5a2
alias SN-Db0O
}
multipath {
wwid 36d039ea00005£06a000003c75fa8f3fc
alias SN-Db01
}
multipath {
wwid 36d039ea00006891b000004045fa8fbaf
alias SN-Db02
}
multipath {
wwid 36d039ea00005f06a000003c85fa8f40a
alias GW-0S
}
}

TEENURIER LR DockerZ i, BRI HIEFLUNS R &S /var/1ib/docker, HMLUNTETI RAD
EXHHHITENX. FHEZEHStorageGRIDAZEEMA, BMEN. ENFZETRETVRERFFR. MEERE
AREFH. XEXHRFRTERFDE,

INRIGEEARRISCSIZFFHILUN, 5TEfstabXX R BERMFUTITHRS. MNaiFmAR. EMLUNAEEER
FENRIERZR. BLMER NI ARIZE,.
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/dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:1:0 /var/lib/docker ext4
defaults 0 O

HERZEDocker
EHEHFDocker®E., BEMUTTE:

p
1. 7EFTE = & ENMIDockerfZiEE L BIB XM R

# sudo mkfs.ext4 /dev/sd?

MRFEANERE ZHKEMISCSILE, 1BEFH /dev/mapper/Docker-Storeo

2. BlEDockerfFfEBiEE S

# sudo mkdir -p /var/lib/docker

3. ¥DockerfF B EZHIZMIMFZBRINE] /etc/fstabo

/dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:1:0 /var/lib/docker extd
defaults 0 O

QBEFEAISCSIgEN. BINERUT netdev i, MREAFAFBEASMIRIGE. NENERIIZE

_netdev defaultso

/dev/mapper/Docker-Store /var/lib/docker ext4 netdev 0 0

4 HYMXGRAHERWEERBR,

# sudo mount /var/lib/docker
[root@hostl]# df -h | grep docker
/dev/sdb 200G 33M 200G 1% /var/lib/docker

o HFMEEREA. EXAHEMAIR,

$ sudo swapoff --all

6. BREXLIGE. iEMletc/istabPMIBRFIE 3L E. fFlan:

277



/dev/mapper/rhel-swap swap defaults 0 O

() mmkmezmcs, NarBRIETEE,
7. M SRTMAEREED. LBIR /var/1ib/docker BHATFE AFFERAISEIEE.

Z3tE T StorageGRIDAYDocker
T RN % %E5E A T StorageGRIDAYDocker,
ER#Docker. BETERUTTE:

3
1. JaDockerfid Eyum repos

sudo yum install -y yum-utils
sudo yum-config-manager --add-repo \
https://download.docker.com/linux/rhel/docker-ce.repo

2. RERFIRINRHE,

sudo yum install docker-ce docker-ce-cli containerd.io

3. BnfiDockers

sudo systemctl start docker
4. ixDocker.

sudo docker run hello-world

. ffafRDockerfE R4 B ahBTIET T,

sudo systemctl enable docker

JIStorageGRIDE&E T R ECE X4
T FRUN{E 79 StorageGRIDE S T5 m BC B A5
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BAEME. TREEIEEEUTIE:

il
1. EFRE XM LBIE /etc/storagegrid/nodes BRo

sudo [root@hostl ~]# mkdir -p /etc/storagegrid/nodes

2. A MR NEIRFIRHX M. URERE/ M REEAR, TP, BINESSIN LS MEE
MBI T o

@ XHEBRATFEXEFNEETREM, B0, dcl-adml.conf FMARAMITR del-

admlo

-FEH:
dcl-adml.conf
dcl-snl.conf

-EM2:
dcl-gwl.conf
dcl-sn2.conf

-EM3:
dcl-gw2.conf
dcl-sn3.conf

EEESETREEXM

MUTRBIER /dev/disk/by-path 1&Re ERILUEITA T o< RIGIEREREIE:
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[root@hostl ~]# 1lsblk

NAME MAJ:MIN RM SIZE RO TYPE MOUNTPOINT
sda 8:0 0 90G 0 disk

F—sdal 8:1 0 1G 0 part /boot

L—sda2 8:2 0 89G 0 part

—rhel-root 253:0 0 50G 0 lvm /
F—rhel—swap 253:1 0 9G 0 lvm
lL—rhel-home 253:2 0 30G 0 lvm /home

sdb 8:16 0 200G 0 disk /var/lib/docker
sdc 8:32 0 90G 0 disk
sdd 8:48 0 200G 0 disk
sde 8:64 0 200G 0 disk
sdf 8:80 0 4T 0 disk
sdg 8:96 0 4T 0 disk
sdh 8:112 0 4T 0 disk
sdi 8:128 0 90G 0 disk
sr0 11:0 1 1024M 0 rom
RLATReE<:
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[root@hostl ~]# 1ls -1 /dev/disk/by-path/

total O

lrwxrwxrwx 1 root

../ ../sxr0

lrwxrwxrwx 1 root

../../sda

lrwxrwxrwx 1 root

->

../../sdal

lrwxrwxrwx 1 root

->

../../sda2

lrwxrwxrwx 1 root

../../sdb
1lrwxrwxrwx
../../sdc
lrwxrwxrwx
../../sdd
lrwxXrwxrwx
../../sde
1lrwXrwxrwx
../../sdf
lrwxrwxrwx
../../sdg
lrwxXrwxrwx
../../sdh
lrwxrwxrwx
../ ../sdi

FEETRRA

AN g =N

root

root

root

root

root

root

root

root 9 Dec 21 16:42 pci-0000:02:01.0-ata-1.0 ->

root 9 Dec 21 16:42 pci-0000:03:00.0-scsi-0:0:0:0 ->

root

root

root

root

root

root

root

root

root

root

10 Dec 21 16:42 pci-0000:03:00.0-scsi-0:0:0:0-partl

10 Dec 21 16:42 pci-0000:03:00.0-scsi-0:0:0:0-part?2

9 Dec 21 16:

9 Dec

9 Dec

9 Dec

9 Dec

9 Dec

9 Dec

9 Dec

21

21

21

21

21

21

21

16:

16:

16:

16:

16:

16:

16:

42

42

42

42

42

42

42

42

/etc/storagegrid/nodes/dcl-adml.conf

TSRS

®

pci-0000:

pci-0000:

pci-0000:

pci-0000:

pci-0000:

pci-0000:

pci-0000:

pci-0000:

03:

03:

03:

03:

03:

03:

03:

03:

00

00.

00

00.

00.

00.

00.

00.

.0-scsi-0:

O-scsi-0:

.0-scsi-0:

O-scsi-0:

O-scsi-0:

O-scsi-0:

O-scsi-0:

O-scsi-0:

0:1:0 ->
0:2:0 ->
0:3:0 ->
0:4:0 ->
0:5:0 ->
0:6:0 ->
0:8:0 ->
0:9:0 ->

R REALUERE LT RAIZER /dev/mapper/alias IR irR. B/ERARIZFRFR(EN)
/dev/sdb « RAENAIRESEEMSHINER. FHIMIEEM™ERIT,
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NODE_TYPE = VM Admin Node

ADMIN ROLE = Primary

MAXIMUM RAM = 24g

BLOCK_DEVICE VAR LOCAL = /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:2:0
BLOCK DEVICE AUDIT LOGS = /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:3:0
BLOCK DEVICE TABLES = /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:4:0
GRID NETWORK TARGET = ensl92

CLIENT NETWORK TARGET = ens224

GRID NETWORK IP = 10.193.204.43

GRID NETWORK MASK = 255.255.255.0

GRID NETWORK GATEWAY = 10.193.204.1

CLIENT NETWORK CONFIG = STATIC

CLIENT NETWORK IP = 10.193.205.43

CLIENT NETWORK MASK = 255.255.255.0

CLIENT NETWORK GATEWAY = 10.193.205.1

FHET R

NG =

/etc/storagegrid/nodes/dcl-snl.conf

OISR

NODE TYPE = VM Storage Node

MAXIMUM RAM = 24g

ADMIN IP = 10.193.174.43

BLOCK_DEVICE VAR LOCAL = /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:9:0
BLOCK DEVICE RANGEDB 00 /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:5:
BLOCK DEVICE RANGEDB 01 /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:6:
BLOCK DEVICE RANGEDB 02 /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:8:
GRID NETWORK TARGET = ensl92

CLIENT NETWORK TARGET = ens224

GRID NETWORK IP = 10.193.204.44

GRID NETWORK MASK = 255.255.255.0

GRID NETWORK GATEWAY = 10.193.204.1

o O O

BESEREN(

NI g =N

/etc/storagegrid/nodes/dcl-gwl.conf
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OISR

NODE_TYPE = VM API Gateway
MAXIMUM RAM = 24g
ADMIN IP = 10.193.204.43

BLOCK_DEVICE VAR LOCAL = /dev/disk/by-path/pci-0000:03:00.0-scsi-0:0:1:0

GRID NETWORK TARGET = ensl92

CLIENT NETWORK TARGET = ens224

GRID NETWORK IP = 10.193.204.47

GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.193.204.1
CLIENT NETWORK IP = 10.193.205.47
CLIENT NETWORK MASK = 255.255.255.0
CLIENT NETWORK GATEWAY = 10.193.205.1

% % StorageGRID &K #i X RN &
7 fRUN{AI R4 Storage GRID A ik R AN R4 €L,

ELREStorageGRIDIKHI R RN B, HEITU TGS

[root@hostl rpms]# yum install -y python-netaddr
[root@hostl rpms]# rpm -ivh StorageGRID-Webscale-Images-*.rpm
[root@hostl rpms]# rpm -ivh StorageGRID-Webscale-Service-*.rpm

I5iFStorageGRIDEZ & X 14
T fRUNEI3SE StorageGRIDMIER B XA RS-

EHAEStorageGRIDT R QIR E XA G /etc/storagegrid/nodes « WAMIEX L HINS,

BIFREXHNAS, BESMENLEITUTHL!

sudo storagegrid node validate all

MRXEXHERTIR. WaHEERS M EXHYERET:
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Checking
Checking
Checking
Checking
Checking
Checking
Checking

-

for misnamed node configuration files.. PRASSED
configuration file for node dcl-adml..
configuration file for node dcl-gwl..
configuration file for node dcl-snl..
configuration file for node dcl-sn2..
configuration file for node dcl-sn3i.
for duplication of unigue wvaluss between nodes.. PA

NREEXHAER. REEERANESMER. MREKMEMEERIR, WHASEEXLEER, AGBHE

o+
T,

Checking

Checking
ERROR :

ERRCR :
ERROR :

Checking
ERRCE :

ERRCR :
Checking

Checking

Checking
FOD

o

EEROR:

ERRCR:

284

for misnamed node configuration files..
ignoring /etc/storagegrid/nodes/dcl-adml
ignoring /etc/storagegrid/nodes/dcl-sn2.conf.keep
ignoring /etc/storagegrid/nodes/my-file.txt
configuration file for node dcl-adml..
NODE TYPE = VM Foo Node
VM Foo Node is not a valid node type. See *.conf.sample
ADMTN ROLE = Foo
Foo is not a valid admin role. See *.conf.sample
BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws-gwl-var—-local

Xdevfmapper/;gws—gwl—var—local iz not a valid block device

configuration file for node dcl-gwl..

GEID NETWOER TARGET = bond0.1001

bond0.1001 is not a valid interface. See “ip link show’
GRID NETWORK IP = ERudag

10.1.3 i=s not a valid IPv4 address

GRID NETWORK MASK = 255.248.255.0

255.248.255.0 is not a wvalid IPv4 subnet mask
configuration file for node dcl-snil..

GRID NETWORK GARTEWAY = G [} § 0 8 N

10.2.0.1 is not on the local subnet

BDMIN NETWORK ESL = 192.168.100.0/21,172.16.0foo

Could not parse subnet list
configuration file for node dcl-sni..
configuration file for node decl-zn3.. PRSS
for duplication of unique values between nodes..

GRID NETWORK IP = 10.1.0.4

dcl-sn2 and dcl-sn3 have the same GRID NETWCRK IP

BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws-sn2-var-local
dcl-snZ and dcl-sn3 have the same BLOCK DEVICE VAR LOCAL
BLOCK DEVICE RANGEDB 00 = /dev/mapper/sgws-snZ-rangedb-0
dcl-snZ and dcl-sn3 have the same BLOCE DEVICE RANGEDB 00




[ETh StorageGRID EH1ARSE
T fRAN{AI B 5hStorageGRID AR SS -

B Rn)StorageGRIDT R HWRENEENENHBEEENBED. BUHBAH BERNStorageGRIDEMNBRSS

EZnpStorageGRIDENARS . IBRHRUTETE,

p
1. EENENLEBITUTHS:

sudo systemctl enable storagegrid
sudo systemctl start storagegrid

() e, EHERAEEE—EE,

2. ITITU T an < AR E ETT#HIT:
sudo storagegrid node status node-name

3. MFEMIREIFIRZSHITI 5 Not-Running Stopped, EBEITU TS
sudo storagegrid node start node-name

g0, RIELUTREIE. BNER) dcl-adml TR:

[user@hostl]# sudo storagegrid node status
Name Config-State Run-State

dcl-adml Configured Not-Running

dcl-snl Configured Running

4. NIREZ A ERAH BEhStorageGRIDENARSS (HE AT ZIRS EEERAHBEN). BEIEBITU TS

~ .

sudo systemctl reload-or-restart storagegrid

7£StorageGRIDHEZE MK EIE2S
TR E BB 5 _EMYStorageGRIDHER B AR SR8,

BT EEET R LM EERSEAF R EACEStorageGRIDAG KT L .
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BRTE

FEEMMRH TR R RS RIATES:
g

. [SIEIME E IR

"} StorageGRID #FAIEEE"
"k s A0 StorageGRID"
"}E T A& L8 F 0"
"HEOETFE RIS T R
"FEENTPARS 2REE"
"TEEHERARSRER"
"} StorageGRID RZZHHT"
"BEELHNREHTARE"

—_

© © N o o &> w Db

SN EIEER
EAMKREIEETE XA E StorageGRIDRAZFTENFIEE R,
FHAZ AT HFGCHMETEET SHERBBET,
BEANREEREXER. BERUTIE,

p
1. @ AT itk R AR B T2 RS

https://primary admin node grid ip

HE. eI LUBEI%EO844314(R1Grid Managero

https://primary admin node ip:8443

2. BEHRHEStorageGRIDR S, BT R B/~ AT AL E Storage GRIDMEHITIE
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NetApp® StorageGRID®

Install
o 2 3 4 5] 6 7 g
License Sites Grid Metwork Grid Modes MTP DMNS Fasswords Summary
License

Enter a grid name and upload the license file provided by Metipp for your StorageGRID system.

Grid Mame

License File Browse

A NStorageGRIDIFRIIEIEAH(E &

T fR 0] _E £ StorageGRIDIFRIIES 4

1S THETE StorageGRID R R L1E NetApp FRAERIIFRIEX 4o
EIEE StorageGRIDFAIEE B BETRUTTE:

p

1. EFEHETTENMEZFRFER. HAStorageGRIDAZMZM, REGE. ZEMEE R ANMERFIMERH
=

2. BERE, HEINetAppIFRIIEX S (NLF-unique-id. txt, ARREITH. EHERIEFRLEXHS, HE2
T SHIFAREFERE,

@ StorageGRID &I EE—NRBIFANE, MeHmpERSIHFRN. ErIUERER
B RS F BT RIIE.
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NetApp® StorageGRID® Help ~

Install

I_ic%nse Sites Grid Network Grid Nodes NTP DMNS Passwords

Summary

Sites
In a single-site deployment, infrastructure and operations are centralized in one site.

In a multi-site deployment, infrastructure can be distributed asymmetrically across sites, and propertional to the needs of each site.
Typically, sites are located in geographically different locations. Having multiple sites also allows the use of distributed replication and
erasure coding for increased availability and resiliency.

Site Name 1 MNew York +

B - |-

3. %EE-F_ﬂ;_o

¥k s StorageGRID
T RS L s AN 2 StorageGRID LR B Bl e M EE B 2o

L StorageGRIDAY, E/DEIE— PN ILR, BB E il KiZS StorageGRID RAH A S EFTZAE

A&,
BEAMILR. BTRAUTIR:

p
1. 7ESitesTUE L. HINIEZETF,

2. FRMAEMER, BRERE—NERFESUNMS. ARERERBEMXAEERHNIZET. RIEE
AR BINRINR AT LS EMIE R, ERZRILIRIN 16 bR,
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NetApp® StorageGRID® Help «

Install

Lic(énse Sites Grid Network Grid Nodes NTP DMNS Passwords

Summary

Sites
In a single-site deployment, infrastructure and operations are centralized in one site.

In a multi-site deployment, infrastructure can be distributed asymmetrically across sites, and propertional to the needs of each site.
Typically, sites are located in geographically different locations. Having multiple sites also allows the use of distributed replication and
erasure coding for increased availability and resiliency.

Site Name 1 MNew York +

B - |-

3. %EE-F_io

79StorageGRID1E TE A& P48 F W
T fRUN1AI 9 Storage GRID AR & P& MZE M.
1R INTETE PRSI LS _E1E AR B F W,

F % B B1EStorageGRID R 4e 51tk s BY PR P LS T 00 LA K2 s SUid8 S A P 45 77 1) B9 AR AT 0 (1 40+
ENTPARSS 2BIFM)o

MRBEZTMRTFH. WEEMBWEN X, FEERIFE NS RERZ @I M X718
BIEEMEMEZ T, BRMUA TSR

p
1. EFRIXXARER. EDH— MR IEE CIDRML L,

2. BRERE—IFEZSURMNSURNEMNERE, MREBBED—INR. BRI RIS T L
EF B RME SRR EMBIRIE T Rk S B F W B ehEFE AR A F N5 &R,
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NetApp® StorageGRID® Hai

Insiall
OO0 0 - 5 5 7
Um'ﬁ'lﬂ Sitng Grid Netwark il Msdes NTE OnE Pagowards
Summary
Grd Network

fou mist specity tha subnets that are used on the Grid Metwand. These enimes fypicaly include the subnets for the Grd MNebwon: for
each 5% N your SloragedRID system. Select Discovar Sdd Networks fo aulomalicaly add subnets Lased on the nebwork.
configuration of all registered nodes,

Hole: You must manualy add any subneds Sor NTP, DNS. LDAP. or glher extornal sarvers accessed through the Gnd Network gatesay,

Subnat 1 10,193,204 G024 ®
Sabne 2 0.0 + X
S
ol = | |
3 BEHET—%,

#t StorageGRIDHI WAL T ==
T RANMET B AZ AN HE AN\ Storage GRID R AR faI 13 TE AR 5 o

T ES IR T R, AEBRENAStorageGRID£ S,
() Fezan. WREBATERMT SAIStorage GRIDIGE M T4 2,

EHUEREMR T R BRAU TS E:

T
1. &ZFPending Node%7&R. HHIAEER T EEEMFIEMET =

()  mmBOmETS, EHASRBELT A,

2. BEREHENSET RB AN RERE,
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NetApp® StorageGRID® Help ~

Install
O 0 0 0 - ; 7
Llcensa Sites Grid Network Grid Nodes NTP DNS Passwords
Summary
Grid Nodes
Approve and configure grid nodes, so that they are added correctly to your StorageGRID systemn.
Pending Nodes
Grid nodes are listed as pending until they are assigned to a site, configured, and approved.
| e Appm| | ® Remove Search Q
Grid Network MAC Address Il Name Il Type I Platform 11 Grid Network IPv4 Address ~
© f6:8a36:44:c4:80 det-admi  Admin Node CentOS Container 10.193.204.43/24
46:5a:b6:7a:6d:97 dc1-sn1 Storage Node CentOS Container | 10.193.204.44/24
ba:e5:f7:6e:ec:0b dct-snd  Storage Node CentOS Container  10.193.204.46/24
c6:89:e5:bf:Ba:47 del-gwi APl Gateway Node CentOS Container  10.193.204.47/24
fe:91:ad:e1:46:c0 dcl-gw2 APl Gateway Node CentOS Container  10.193.204.98/24
1 L4

3. BT,
4. EEMREDR. RIEFEECHAUTEENRE.
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Admin Node Configuration
General Settings

Site MNew York ;]
Name dci-adm1

NTPRole | Automatic -

Grid Network
Configuration STATIC
IPv4 Address (CIDR) 10.193.204 .43/24
Gateway 10.193.204.1
Admin Network

Configuration  DISABLED

This network interface is not present. Add the network interface before configuring network settings.

IPv4 Address (CIDR)
Gateway

Subnets (CIDR)

Client Network

Configuration STATIC
IPv4 Address (CIDR) 10.193.205.43/24

Gateway 10.193.205.1

--Site: tbMIA& T RAVIE S R AR .

-Name: ENERLETRNENR, URBENREERPETRHNEM. WEFBIANEET <EEHEE
EHBIR. BERILRIEFEE UL R,

~NTPAE:METRINTPAR, EHEE" B "' MN"EFE" . EEEMENSREEABN A ER
TR, BEEEEITHIZRADC)IRSHEFMHET R, MXT R URABIFFSIPHAHERMNET R, AR
T RISDEE R inA .

BRSNS E AR AR E DI NTP e ME— kS ERA— R
(D FILUHIE NTP 3B, MBS AXAB SR AT, 1o, HEE MERR T AENE
B NTP AT HRTE I 5 I ELR 043 TR BT 0B ) AT 1%,

—-ADCHRSS ((NFRTFAE T =) &R B I RAEMET R @B T EADCHRSS. It ADA ARSS FIERERMIME AR S5 AL



BMATAR. SMhR EBAEDE=NFET RE8ADCHRS. EHBLTRE, &8I ADC ik
SAINENZT =,

. 7EGrid Network™d, RIBFERAUTEMINIZE:
—-IPv4ithiit (CIDR): WM& MLE1E O (A28 BYeth0)RICIDRMLEMINE, a0, 192.168.1.234/240

—-*Gateway: MIIERILEMRX, FI80, 192.168.0.1,

() wREs RRTR. NREM,

@ INRE AR MBECEEE TOHCP. HER T ILRIE. N EREENT = LRSI
b HAERAE BBYIPHILEREDHCPHIsE AR,

- BAMET RECEEENS. BIREFEEEENKI D PR EMRE.
EFM(CIDR)XAEF NI E A ZIMIBBARN BT FM, IREFESITEEFN. WEEEAEEMX,.

@ NRENEENKECEESE TOHCP. HER T ILARIE. NFHERET R LEEE NS
Uk, R BBYIPHILEARIEDHCPHINIE AR,

&&: 3 FStorageGRIDIEE, WIREVMIAREHAERFEAStorageGRIDIGEREZEFELEEIEMLE, ML
AL EERINEEPREBIEMNS, MELTRITUTSE:

a. BFRINEE: MIEREEFD. EEXE: SRENE]. EMEHNUTEEE/L9HHETIEL,
EERR: EMKEHERE]H B RHENAINLE,

WEERE: REMSKPEEEIHEEEEBRANME,

REIEDITIE. AEREFHEER.

e. EMIREERET: NREBAETRRPIIETZT R, BFEEZT S

f. M Pending Nodes R IBRLE TS 5=,

9. FEFTHREMHEIE "Pending Nodes" FIIFRH,

h. BINERIUECEIE U HME, ENNEEZEE IP BENE LIEENER, WTFEMEE , BEERE
BT ERIR SR SHREMAER IR,

- MRBAMBT REEEFF RN, BREFEEEF NSRRI EMRE. NREETEF mMN
£, WHRBERMX, REE, EREATREIRIAMX,

o

a o

%% ¥ FStorageGRIDi&HE, NREVIIALEEHA BRI StorageGRIDIGE L EEZFILER P imMLg, N
TAE LM B NEERRER P iHME, MEXAMITUTSE:

a. BWRINLE: MIEREEFD. EEXE: SRENEI]. EMENUTEEE/LDHHETIEL,

b. EIFXE: ELEMEFHZEEH B AEMNAINE,

C. ERFE: FRENSKIPERE|HEE BB BN,

d. REIFIE. AFREHFHRRE,

e. EMIEEERET: NREBAETRRPIIETZT R, BFEEZT S
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f. M Pending Nodes R IBRILL T =0
9. FEEFTHREMHIE "Pending Nodes" FlIF&RH,

h. EﬁlAu_ILXEEELéE’Jlﬂ*%O ENNEERER P EENE LRHENER. WTFEMNER , HERE
TR &R EM 4R,

8. B RTF. METRKZEIEEE "Approved Nodes" 13,

NetApp® StorageGRID® Help ~
Install
OO0 00 5 6 7
Llcense Sites Grid Network Grid Nodes NTP DNS Passwords
Summary
Grid Nodes

Approve and configure grid nodes, so that they are added correctly to your StorageGRID system.

Pending Nodes

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

[ Approve ] | X Remove | Searon Q

Grid Network MAC Address !l MName Il Type 11 Platform 11 Grid Network IPv4 Address v
D f6:8a:36:44:c4:80 dcl-adm1  Admin Node CentOS Caontainer 10.193.204.43/24
46:5a:b6:7a:6d:97 dcl1-sn Storage Node CentOS Container | 10.193.204.44/24
ba:e5:f7:6e:ec:0b dc1-sn3 Storage Node CentOS Container | 10.193.204.46/24
c6:89:e5:bf:8a:47 dcl-gw1 AP| Gateway Node  CentOS Container  10.193.204.47/24

fe:91:ad:e1:46:c0

dcl-gw2

API Gateway Node

CentOS Container

10.193.204.98/24

O. WEHENSMIENB T REEDSE1-8,

BT EMRRFRNFAE T R, BR. EUERE RE TE LI "RX"ZakERE 2t Tm. &
EAEHUENMET RNEE. FREERREH. AREEHRE.

10. fLESMEHSE. BET—%,
FEEStorageGRIDFINTPHR S 281X 41 B

T HRAEI I StorageGRIDAFRIEENTPELEE B UWEBEEAEIRS 28 EHITEVIRERT LUR
FREY,

AT BALEHINBYELRS R, RS Stratum 3 ESRARNTE M IMEINTPARS 25 E,
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TEREF4 StorageGRID ZZI5E SN NTP JREY, i5777E Windows Server 2016 Z EiRY
(D) Windows ks A Windows Bl (W32Time ) BEZS. SEBRRAHIWindows. ERYBSiIERSS T
5. Microsoft RSz 3F7E B R BT ZIAIIF 15 (80StorageGRID)FEA AR SS

SMEBNTPRRSS 22BN EC T EENTPA BT R ER.

@ FRIHEMZRTERELIZRREBA. TEBANTPRRSSENE—IR, BERELD A LUEIMNEKN
B EEWEIFE—INTPARSS 28,

FIEENTPIRSZ 22, BT E:

FTIE
1. EIRSE 231 FIRSZ 284X AIER. IBEE /DI PNTPARSZ 2589IPHEAE,
2. NAEKE., BRTFRE—IFBEELHMS LUANEZRS#EE,

NetApp® StorageGRID® Help ~

Install

@' @ @ o 6 7 8

License Sites Grid Network Grid Nodes NTP DNS Passwords Summary

Network Time Protocol
Enter the |P addresses for at least four Network Time Protocol (NTP) servers, so that operations performed on separate servers are kept in

syne.

Server 1 10.193.204.1
Server 2 10.193.204.1
Server 3 10.193.174.249
Server 4 10.193.174.250 o
oo [ EZIEE
3. %EE-F_ﬁo

5 € StorageGRIDAIDNS AR S 22 1F (= B
T fRYNMA ;9 StorageGRIDAZ B DNSARSS 280
&I StorageGRIDAFIEEDNSE 2. LUERT LU AN MARIPHINE AR SMEBARSS 28-

e

BT EEDNSARS 2REE, ErI LT B FHBE @ AN FINetApp AutoSupport®;H SR ER T RE % (FFQDN)
FHR, MAZIPHILL, NetAppBiNE/MEE RN DNSARSS 25
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(D 1oz DNS IS8, WEIEMAMEE S M EREA LITEA XRS5 3.

BIEEDNSHRSBESE. IBTRAU TSR

pg
1. 7EARS2B1CAME. HEEDNSARSS 83A9IPHELE,
2. MBARE. BRERE—IFEZLNMSUIRNE SRS,

NetApp® StorageGRID® Help ~
Install
00 0 0 0 0 - ;
License Sites Grid Network Grid Nodes NTP DNS Passwords Summary

Domain Name Service

Enter the IP address for at least one Domain Name System (DNS) server, so that server hostnames can be used instead of IP addresses.
Specifying at least two DNS servers is recommended. Configuring DNS enables server connectivity, email notifications, and NetApp

AutoSupport.
Server 1 10.193.204.101 »®
Server 2 10.193.204.102 & X
(e IE
3. BET—%,

5 E StorageGRIDRI R S5 HS
T RRONMAEIT I B A B D AR A AR B IEroot FH P 23 R 4R 1 StorageGRID & 4%,
Eig N TRIFStorageGRIDAFZNERT. 1BIRBLUUTH BigfE:

p

1. EEBEZTEIEEFR. WAEXStorageGRIDAZNMIEHINIRHNEEZIDEE, TR HERIERERE
I E,

2. EWINECERIEIZED. EfANEETERE,
3. EMIEEIEroot AP BRI, BN LlrootF P S 1415 R Wi B 12 P A2,
4. 7THfiAroot IR ZIE . EMEANEEIEREE,

296



NetApp® StorageGRID”

Install
O © © 0 © o :
License Sites Grid Metwork Grid Modes NTP Passwords Summary
Passwords

Enter secure passwords that meet your organization’s security policies. A text file containing the command line passwords must be downloaded
during the final installation step.

Provisioning ssssEEen
Passphrase

Confirm (ITTITT Y]
Provisioning

Passphrase

Grid Management sssseEEE
Root User
Password

Confirm Root User ssssseee
Passwaord

W Create random command ling passwords.

O MNREEREME LUHITIIRIIETCET. BEUHEZE S RN s S1TEEED,

MNFEFEE, HTFR2RE, MEAERBIIERE, NREEERRIAREE I rootaadmintk~ Mas<
TR T R BEUHIER{OER T ERMEN IR <1 TEIED,

BFREETIH ENRED, RABRTETEMERGFEXY (sgws-recovery-

packageid-revision.zip)o BT FHEUXHA GETR TS, BT IHRRFNEBEE
EMERGFEXHPHXHH Passwords . txt o

6. BET—%,
MELREH e StorageGRID &4
T RIS IE AR AL B 15 E H 5T StorageGRID R 211 12,

BWRZERIITN. BFAEECRANREERES. BRRBUTIERE:

p
1. EEWHETHE,.
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NetApp® StorageGRID® Help ~

Install

o—0 0 0 0

License

Summary

0—O0

Sites Grid Network Grid Nodes NTP DS Passwords Summary

Verify that all of the grid configuration information is correct, and then click Install. You can view the status of each grid node as it installs. Click the
Modify links to go back and change the associated information.

General Settings

This is an unsupported license and does not provide any support entittement for this product.

Grid Name

Passwords
Networking

NTP

DNS

Grid Network

Topology

Topology

Morth America Modify License
StorageGRID demo grid passwords. Modify Passwords
10.193.204.101 10.193.204.102 10.193.174.249 10.54.17.30 Modify NTP
10.193.204.101 10.193.204.102 Modify DNS
10.193.204 .0/24 Modify Grid Network
MNew York Modify Sites Modify Grid Nodes

dcl-adm1  dcl-gwi1 dctgw2 dcil-sm1  dci-sn2  dci-sn3

o I

2. WIFFrEMRECEE SRS IER. ERBERR LMESEHEREHBIEEMER,

3. BERRE,

MRGEABARBNEREL S, NLEREREN, %1 RNBARLE MR
()  susszFEmE. NREEET. BREREEI TN FRFNTEENR. 5%
HES, BEE NEREARE",

4. B #HDownload Recovery Package.

ARFEIRER, MERNBIRIEEN, RERRTETHMERGTEXM (. zip(FHINERI LURRIE
AR, B FHMERGEX . UEE— TS TR T R A ERIER R E StorageGRIDR S,

HRINERTLRBX AR . zip « AERRBEFREER RS, JRIUMUE,

@ MEBXHLTZERF, RAEBEERATM StorageGRID RFTIREVEIERI NN Z TR Z

N

5. 3%#%1 have successfully downloaded and Verified the Recovery Package File (3X B RIH T i I8IE MR E X
HEXMH)ED. AEEEHNext (F—F)o
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Download Recovery Package

Before proceeding, you must download the Recovery Package file. This file is necessary to recover the StorageGRID system if a failure
OCOUrS.

When the download completes, open the zip file and confirm it includes g "gpt-backup” directory and a second zip file. Then, extract
this inner zip file and confirm you can open the passwords.td file,

After you have verified the contents, copy the Recovery Package file to two safe, secure, and separate locations. The Recovery Package

file must be secured because it contains encryption keys and passwords that can be used to obtain data from the StorageGRID
system.

€ The Recavery Package is required for recovery procedures and must be stared in a secure location.

Bownload Recovery Package

[T | have successfully downloaded and verified the Recovery Package file.

IIRREMEHITH. NWSITARERSHE, LIEETESTMNET REREHRE.,

Instataton Status

Wieceasary, you may & Dovnload Fie Recomry Package fie again
Q
Haime I Site i1 Grid Hatwork [Pvd Addimss ¥  Progiss It Stage ]
deraomt sua 7254 2152 D 5oty sorces
serat Siet 172 1642181 I
detat Site 172164 21T ™M Waiting for Dynastic 1P Sérvice pears
o ding hothr -
oetald Sited 172 16.4 21821 | Dlownloading hotfx fram primary Admren if
noedad
s i T 5 Downloading hotfx bam peimary Admn il

naagded

AT MRS T R ERARISTR T R AT, T AN SRR E RTUHE,
6. rootFl P SHEREERERIEEENTEE RIIMEEIEES,

7£StorageGRIDHFHLKEN T3 =
7 f#StorageGRIDH R T VALK 120
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[root@hostl rpms]# rpm -Uvh StorageGRID-Webscale-Images-*.rpm
[root@hostl rpms]# rpm -Uvh StorageGRID-Webscale-Service-*.rpm
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3. IREBHEDXONERSHITIRE. MEMEETHREH, %EFENetApp StorageGRID (S3), B F—%,

MNew Partition x

mﬁwﬁ;meﬂutmwwwm#
Storage bype:

e S iiD. 6ol >
Storage descripbon:
'ﬁwm:mhqﬁéﬁmﬁﬁd

VERITAS
For essential information regarding the support of these devices, see
the Enterprse Vault Compatibility Charts,

4. {R#5%F"Store Data in WORM Mode Using S3 Object Lock"(fFAS331 & B FEWORMIE R F12E 1R )i%
Iﬁo %EE-F_ﬂ%o
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Mew Partition

How do you want Enterprse Vault to store data in the Netipp
StorageGRID (53) budker?

[Cistare data in {ORM made using 53 Obgect Lodd
Cick Help for more information

ot [ ] [ on | | e |

- EEERETE L. REUTESR:

° J5IR)Z A ID
° WEZLIE)ER

° REFNATR: HHREIETEStorageGRIDHEZE AV T1 2 Fr28im = (LBE)iw  (l90\https : //Data

<hostname>: <LBE_port>)

o TEEDERBIR: FLeIENBIRFEMEDERIR TR, Veritas Enterprise Vault R 2 82 1FE57 ERo

° FEDEXIE: us-east-1 ARIAE,

MNew Partition

NetApp StorageGRID (53) connection settings
Setting i Value .
) Access key ID SKAZXHHIS08932...
Y Bucket access type Path
3 Bucket narme object-lock-exam...
£ Bucket region us-east-1
&5 Log level Mo logging
£ Read chunk size (MB) 5 -

[ R | [ e Modfy
Descripbion

VERITAS Enter the gesgrashical regan where the budket s ceated,
= G | [
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6. EIHF5StorageGRIDTEET ERAVIEIE. BREMH, WIDEENIXI2EMIN. BE"OK(HE). REE
TH"Next"(F—%).

MetApp StorageGRID {53} connecton setiings
| Setting Value A |
| &% Access key (D SKAIHHIS0BS3Z...

Enterprise Vault b4

o Metdpp StorageGRID (53) connection test succesded.

7. StorageGRIDAZ1FS3EHIBE. N TRIPWR. StorageGRIDFER S EEMEHEE(ILM)MNIEEEE
RIPAE-Z MBI R, 3%EFEWhen Archived Files Existing on the Storage (1% L7773 R4S 4 EY)
EI. SR EENext (F—F),

MNew Partition x

Enterprse Vault seores the archived iems n the 53-compliant
storage at the configurad stan intenval.

(C) When ardhived files are replicsied on the storage

(8 When archived fles sxst on the storage

Confiqure parttion scan nierva o 60 = minutes

VERITNS

= e

8. WiHHENE EMER. AEREHETM.
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New Partition x

You have now entered al the information required to create the new
Vault Store Partition:

Vault Store Partrbon A

Mame: storagegrid

Description: Partibon of Vault Store FEAVSPer{

Storage: Metdpp SterageGRID (53)

Service host name: hitps: [fegsltl-gd 1.spdemo.neta

Bucket name: abpectdock e xample

Bucket regon: et

Bucket access type! Path

Storage clase: 53 Standard W

VERITAS . :

Click Finsh to oreate the new Partition.

T o

9. RRINBIEMINEEDXG. &R LATEL StorageGRIDIEAEFMEMI UL FIEPEFS. EREMIEFRHIE.

Mew Partition X

The new Vault Store Partition has been successfully oeated and s
ready for use.

VERITAS

ek men | [T

FWORM7Zi#AC & StorageGRID S3% R il E
T FRA{A{E R S &R B IWORMIZ(EAD & StorageGRID,
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FFFWORMIESE. StorageGRIDEHSIIHRBERFENRLUF R SRR, XEE[FEFStorageGRID 11.5
HESARA. HARSINTSIMRBIERRIADERREINGE, Enterprise VaultiRFEE14.2 25 E S,

fid & StorageGRID S3X & 5iE EIA D ER R EE
EfigE StorageGRID S3XRBERIANDERRE. BERUAT T E:

p
1. 7£StorageGRIDIF EIE2EH. BIRFMI R, AEBEHS:

Create bu

o Enter details

Enter bucket details

Enter the bucket's name and select the bucket s region

Bucket mame ﬁ

ul:lm*:l-lal:l-.—:-ampll:'{

Reglon B

Lis-aa%t-1

2. ¥EFEnable S3 Object LockiEI. FAfGE8 TiCreate Bucket.
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= o -
t’__J Ente tetails o Manage object settings
M 1

Manage object settings

Ohject versioning

Enable object wersioning If you want to Store every Yersion of each object in This bcket. You can then retnese previous versons of an

object as nesdad,

n Oibgect versloning has been enabled automatically because this bucket haz 53 Object Lock enabled

53 Object Lock

53 Object Lock allows you to specify rétention and legal hold settings for the objects ingestéd into a bucket, if you want to use 53 Object

Laeh, Yol must enable this setting when yau creats the bucket. Yau cannat add or disable 53 Object Lock after & buckst ks cieated

1T 53 Object Lock Is enabled, object versioning it enabled for the bucket automatically and cannot be suspended.

Enable 3 Object Lock

S m

3. pIREFMENRE. MEREEFESBRUBEFMESRIAT. EFF"S3 Object Lock"(S3ITRUTE) FHLED,
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Enptie

4. ERIAMRE T, EEBAHSERIAREHAMR1X. $E Save Changes o
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