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Create a tenant

(- Enter details Selact permissions
e

Select permissions
Select the parmesdaons fior this tenant s<count
Miow platform services @

Use owm identity source §

Albpw 53 Select @
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"Version": "2012-10-17",
"Statement": |

{

"Effect": "Allow",

"Principal":

{"AWS": "arn:aws:iam:: nnnnnn:user/xyzabc"},
"Action": "es:*",

"Resource": "arn:aws:es:us-east-1l:nnnnnn:domain/sgdemo/*"
by

{

"Effect": "Allow",

"Principal™: {"AWS": "*"},

"Action": [

"es:ESHttp*"

I
"Condition": {
"IpAddress": {
"aws:SourcelIp": [ "nnn.nnn.nn.n/nn"

]

I

"Resource": "arn:aws:es:us-east-1:nnnnnn:domain/sgdemo/*"

}



Fine-grained access control

Fine-gr asned aoens controd peovides numeroun featre to help you keep your dats secure Featuees include documens-level secusity, feld-
bevel vecurity, read -only usen, and OpenSearch Deahboandh/Kibana ternent. Fine-grained accen control regueres 2 master user. Learn more

=z

Enable fine-grained access control

SAML authentication for OpenSearch Dashboards/Kibana

SAML puthentiaton Lot you ute your erating identey provider for wngle ugn-on for OpenSearch Dahboant/M2una Learn meore [

@ Touse SAML authentication, you must first enable fine-grained access control.

Amazon Cognito authentication

Enable to uwe Amaron Cognito suthentication for OpenSearch Dashboardu/Xibana Amazon Cognita supports a variety of identity providen
for viername -panword authentication Lesm more B

Enable Amazon Cognito authentication

Access policy
Acurus poticeey control whether a request s sccepted or repected when it resches the Amazon Openfearch Sermce domain Hf you spedity an
SLeoUnt, uier, of role in this policy, you Mmunt g your reguests. Learn more [

Domain access policy
Only use fine-grained access control

Allow open sotEs 1o the domuan

Do not set domain level access policy
Al reguests to the dorman will be dersed

© Configure domain level access policy

Visual editor Import policy

Access policy
j- “tatesent”; | -
& |
L | "Lffece”: "Allow",
L5 “Principal”: {
? T T e L Ry, em—
L b
L “Action®: “es:tt,
ie “Resource”: 'jrn:hu:cl:ui‘clll.!:dm:mth}l'ﬁiﬁt"
1 ).
2. {
13 "Iffect”: "Allow",
18+ TPrincipal”: {
13 e
18 Y
17= “Action™: |
18 “es:lDerpe*
19 *
8= “Coadition™: {
1= “Ipaddress”™: {
3= “bwi:tourcels®: |
i3 TALG . —
i ]
% }
~ G .
7 Rgsogree”: “arm M:n-.n-un-l.-:“:doum.'lﬂm!' -
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2. FFF1521200 89, (ELIHEE AERIIRES.

30 OpenSearch Service

Sgd emo wuu Delete Actinm w

General information

@ Acthve OpensSearch 1.7 |latest|

3. BgFHOpenSearch Dashboards URLLATERTIEI-RAFT A LA RS Bk, SR HINFR#IELEIR. 13
IEA R RERIPHIE R T E I EMIRERNEHITENAE IP. UAFARIRE ER.

4. EEBIRIGETNE L. %R "Explore on your own"s M3EEH, %% F|"Management'—"Dev Tools"

5. 7£Dev Tools — Console . HIN'PUT <index>'. TELLAILAEAZRS|ZiEStorageGRID MR oéiE. FHiE
TR ERZERS B gmetadata”s 2H/N=AFERFS URITPUTHE S, MAEREREANER L.
WML TR RREEEFIR.

>y OpenSearch Dashboards

= Dev Tools

Console

History Settings Help

- = \ 1 - F
1 PUT sgmetadata DIy 1~ { -
2 acknowledged™ : true,
3 "shards_acknowledged” : true,
4 "index" : "sgmetadata”

6. I8FZ5| 2 A MAmazon OpenSearch UIBJsgdomain >&3| F&E,



& Succesfuily updated & sorvics softwors version K02 11 103-P6

nain CpmnSecish Sarvid
sgdemo .
General information
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2011 1A Lrpe e £t
[ o e e D | — vesio 201120595 latewy -
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Indices (7]
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a 1 o
il - [ » Siew (Bytn) v Qumry fetal - agme e Fimlet snappizegs
1 508 g 19 LI A EEe
prnetactals o 102 08 L}

FERSHAKE
ERETARSHSA. FETUATSR:

1. ZHHFEERP. BEFMH(SS)>TaRSiHR.
2. pHERS. WAUTAR. RERHHE:

o BRBAFRRAEI AWS-OpenSearch’
o MEIFRRIFIERREURIFEFH ERRELE NP B2 TETRREEE.
° ZFURNFE A, EIRRES T P B2 EAFHARN, HRE /<index>/_doc ZINEIARNEKE,

FIRBIF,. URNZE )9 arn: AWS: es: us-east-1: 211234567890: domain/sgdemo
/sgmedata/_doc’o



Create endpoint

o Enter details

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @
.J'.‘-.'E--O,‘:,‘E."Ii-':éafc:'u
URI @
https://search-sgdemo-/ | i -co50-]e

URN ©

r

sestus-east- 1 ——— 0200 sgdemo/ sgmetadata/_doc

o ll:ﬂﬁll

3. Eijfia]Amazon OpenSearch sgdomain. HEFHRZRAEAZHIIIEEE. AEHNAmazon S3iF[E]%H
MNEEH, BRIT 0. BRERLE




Create endpoint

e’ |

@ Enter details — o ?g.h.at.:tauthenhcatlun type @ Verify server

"  Optional

Authentication type @

Select the method used to authenticate connections to the endpoint.

Access Key v

Access key ID @

A A |\ )

Secret access key @

Previous Continue

4. BIGITRS. IBEFRERRIERAFKCAIEBINIAH BiE S, WMRIIEMRTN. MEER—PMRUFTEH
In e RE. WREIEKRMK. BERIAURNIERFREES /<index>/_doc'. FBAWSIHIRIZZ A2 520 1E
TiRo

Platform services endpoints

A platform services endpoint stores the information StorageGRIC needsto use an external resource as a target for a platform service (CloudMirror replication, notifications, or search integration . You must
configure an endpoint for sach platform service you plan to use

1 endpoint Create endpoint

Display name Last error Type
9" a * o 8 3 $ e = uen @ %
A5 hitps://search-sedermn - ——————— - arriaws S5 us-east-
Search 3 .
cpansearch L.egz.amazonaws.com/ 1 ki 1 0310/ sgdemio sgmetadata/_doc

{EFNEfElasticsearchi® Z 5 ARSS

NZBElasticsearchi& &

12 {EH B (B FEHBDockerRiEiG B N EBElasticsearchflKibana. LUERTFNIXBE Y. NS Elasticsearch
fKibanafREZ[BEEFEE. BERESES.
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sudo yum install -y yum-utils

sudo yum-config-manager --add-repo
https://download.docker.com/linux/centos/docker-ce.repo
sudo yum install docker-ce docker-ce-cli containerd.io
sudo systemctl start docker

- BEEHBIIERBIIDocker. BHEAUTRA:

sudo systemctl enable docker

° ¥4 vm.max_map_count {HI& & /262144

sysctl -w vm.max map count=262144

c BEEMEMEREBELIKE. BRAUTRA:

echo 'vm.max map count=262144' >> /etc/sysctl.conf

2. $%708 "ElasticsearchREN| 115" BEBE Y. AT LEMNizITElasticsearchflIKibana Docker, 1ELLRf!

. FRET 8. 1hRo

id FHElasticsearchfIiER B F Z/ZBM<HE. BEEFERENFRBEKibana Ul
#StorageGRID F &im = H 281,
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Elasticsearch Service || Self-managed

install and run Elasticsearch
1. Install and start Docker Desktop.

2. Run:

VWhen you start Elasticsearch for the first time, the following security configuration
occurs automatically:
s Certificates and keys are generated for the transport and HTTP layers.

* The Transport Layer Security (TLS) configuration settings are written to
elasticsearch.yml.
* A password is generated for the elastic user

= An enroliment token is generated for Kibana.

You might need to scroll back a bit in the terminal to view the password

wore and enrollment token.

3. Copy the generated password and enrollment token and save them in a secure
location. These values are shown only when you start Elasticsearch for the first time.

You'll use these to enroll Kibana with your Elasticsearch cluster and log in.

F:] If you need to reset the password for the elastic user or other built-in
h-reset-password tool. To generate new

NOTE Users, runthe elasticsearc
enrollment tokens for Kibana or Elasticsearch nodes, run the
-create-enrollment-toksn tool. These tools are available in

B e
TadolLliloid

the Elasticsearch bin directory.

Install and run Kibana

To analyze, visualize, and manage Elasticsearch data using an intuitive Ul, install Kibana.

1. In a new terminal session, run:

docker pull docker.elastic.co/kibana/kibana:3

docker run --pname kib-81 --net elastic -p ! docker.elastic.co/fk

When you start Kibana, a unique link is output to your terminal.
2. To access Kibana, click the generated link in your terminal.
a. In your browser, paste the enrollment token that you copied and click the
bution to connect your Kibana instance with Elasticsearch.
b. Legin to Kibana as the elastic user with the password that was generated

when you started Elasticsearch.

12




3. BnfKibana DockerA 28/, 1TH A% ERURLEERE \https://0.0.0.0:5601", 350.0.0.0& e AURLFAIIRSS
22 Pk,

4. FEAAFZ #4% MElastic’s L—2 P AR ZEBE R FKibana Ul,

5. BREFRE. E1EE BIRYGDTIE _Ei%R "Explore on your own"s M3z, % "Management">"Dev
Tools"

6. FALRTAIEHIGRERE L. WA PUT <index>'. 7EILEILUEMAILZRS|#F#StorageGRID 3R TiiiE. il
M RBIRERRS| R sgmetadata’s BE/N=ZAWATFSURITPUTE S, FHREREREAMERL.
ML TRl R & E R

&® elastic

= . Dev Tools Console

Console Search Profiler Grok Debugger Painless Lab sera

History Settings Help

1 PUT sgmetadata [ BN 1~ 4
2 "acknowledged” : true,
"shards_acknowledged” : true,
“index” : "sgmetadata”

FalkSimRECE

ENTFERSEERS. ERTUTSE:

1. EHFEER L. REFHS)>TARSHS

2. BEARIS. WANTAS. AERHAL:
© RRARIRA): BEEER

° URI: https://<elasticsearch-server-ip3{hostname>: 9200

°urn: urn: <something>: es! ! ! <EPPME—XA>/<R5|BI>/ doc. HHARS|IZIFEE
7EKibanaizl & EERMER. Tfl: urn: local: es:! ! ! sgmd/sgmetadata/ doc

13



Create endpoint

o Enter details

Enter endpoint details

Enter the endpoint's display name, URI, and URN.
Display name @

elasticsearch

URl @

Attps: /10 ——— . ()

URN ©

urn:local:es::sgmd/sgmetadata/_doc

| o m

3. EREAHTTPENEMNIRIERE. MANAF R #4 U KElasticsearchREI AR NZL, BRI T—
T1. TBEEUREL,

Authentication type @

Select the method used to authenticate connections to the endpoint.
Basic HTTP W
Username @
elastic

Password @

[ — ®

Previous Continue

4. EEAEIBEBINRHIZE R URIERR. MRWIEMT). WEEREMNFUTREEENGRFR.
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Platform services endpoints

A platiorm services endpoint stores the wnformation StorageGRID neads to use an extornal resource as a target for 2 plathorm service (CloudMirror replicatean, notitications, or search integration . You must

sondigure an encpeint far each platform senvice youplen 1o use,

2 e poirits Create endpolnt

Dk play rusim, Laat we ¥
@ @ @ * i@ = urh @ #
i seerch-sgdemo-Tw 22 3hodpvElacarpee 3y 3rle Tius-east: LA E - At
o t arch
Lesamaronawscomf 2105116001558 domaingsgdama) spmetadata,_doc
elasticsearch Search empasd) L0 ) umiccales:sgmd; sgmetadats/_ococ

FEDRIERENRSEE

IR T aRSIHERE. T—PREFEDREERELRS. UEELIRE. MR RNEMETHIESITCH
MR ITTEHIERIZEIE X B <o

TR LMEREA ERSREEIRREN. LUEREE X StorageGRID EEEXMLN B FF#ED . S0 TFFIR:

1. EF R EIEEP. BEFHESI)>PE

2. B Create Bucket. MINTEEDERBFR(FIEN. sgmetada-test)FIEZERIAE us-east-1" Region,
3. PE"MER>"BIREFE D"

4. BITAFMESBEDATIE. BREFEIREM. AEREFERS.

5 EREREREMIEE. TERMEMNXMUES. ERAUTEEHANEEXML,

R B TRHURNGIS B E X FE SRS iR R LA, SR FTH S — XSG eham R hRE A EIEes. #H
MEXHIFERSIHRERIURN,

T;Eltta_'\W'JEP\ HANERNR. XBRHKE LD BRFE NN RETEHIERG % X2criE X BElasticsearchif

/TN O

<MetadataNotificationConfiguration>
<Rule>
<ID>Rule-1</ID>
<Status>Enabled</Status>
<Prefix></Prefix>
<Destination>
<Urn> urn:local:es:::sgmd/sgmetadata/ doc</Urn>
</Destination>
</Rule>
</MetadataNotificationConfiguration>
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6. {EFS3N & e A 5P/ HIEERIStorageGRID « EMIAI R _EEF) sgmetada-test ZZEDER. F 1A

M RANATICE B E X TT#kdE.

\d 53 Browser 9.5.5 - Free Version (for non-commercial usz only) (Adminkstrater) - 5g6060-platform-service

Bccounts  Buckets  Files  Tools UpgradetoPro! Help
s Mew bucket = Pathe | /
i sgmetadata-test || Fie Size Type Last Moddfied

= [ | 31972022 123952 AM

s/ Lighthouse jpg 4812 KB JPG File IN92022 123952 AM
| testl bl 45 bytes Text Document 1972022 12:39:52 AM
| test? bd 35 bytes Taxt Documnent INSHTF2 123552 AM

| Uptoad = | 7 Downlosd | g Delete é] New Folder | by Refresh

ar A 4 B

Tasks (14) Permissions Hop Headers T3g® Propedies Preview Versions' Evenilog

URL:  https://10.193.204.106: 10445/ sometadata-test/Koala. jpg

a x

Mew vernion available
/0T
Storage Class
| STANDARD
STANDARD

STANDARD
STANDARD

1 8e (762,53 KB ssfected

[l copy
Key Value
data 01-01-2020
wnar testuser
project lest
type P9
L Defete | Default Tags & Apply changes [ Reload

7. fEAKibana UIIRIEX Rt HiERE S EMNE ElsgmetadatafyZR5 |,

a. MEEd, #EFE"Management">"Dev Tools",
b. B RHIEGHLEAMPEH EERP. ARRE=AFERFSURITIZE,.

UTFRAIFSS&ETRNEIRHIERETTHFRIER. X5FHEDBRFRIXNREITE.

GET sgmetadata/ search

{
"query": {
"match all": { }
}
}
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= . b Tooks Console
Console  ScarchProfiler  Grok Debugger  Painless Lab s
MR Loy Sontings Hain
GET sgwatadata) search B L=
o Jise { : false
match all®: | * hards ™
i 2 L
Falilad o
L= “tola
| W &
N LCOrE 1.8,
T
t Eeitl ot
{1} o - ||I
"Bucket™ '{S_-»"-a';-a.t:wf‘,
Ky teat].txt
" Arcaunt s { BALAALS 7 46T H | 6459
iira"
1Ga s foan

UTRREERNEA2RIIERETR TIRCRE AjpglIRFIER.
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GET

sgmetadata/ search

"query": {
"match":

{

"tags.type":
" query"

}

{
"jpg"

}

— . Dhe Tocila Carriacls
Cansolo Search Profiler Grok Debugger
Mty  Batbings  Haip

I-_n gt acatal i

sy
mitch i :
¥E e i Ll e
[
e &

Painless Lab

BT

fCellabiolBL

cchefRSi o a5 iS4

SFLCEDMGDAL2A el bat

fapalfaideerd”

wiafi”




MALELIENES
ETREXSEPFRMERNESER, BEE TG / Sk

* "HARFEERS"
* "StorageGRID 11.6 4"

& BRI

TR E

TR EEEETAMMERE,

TREEEEEM

TREEAUERMBRNARET R, UEHTRAERH. ENFEIESStorageGRID AARIERE. TR
FePEI FERAKMSER AN T /BB FiE T = MDDP8E X AJDDP 16 tB1R A Ao
BT RNERARES TR REIEMENELER, TREEETRIVTERE. TR AZE,
* RIREM B E LA TR —PGEhRZ
* BT RN B BUTRART RTRANAE
° R BIMEENRBR X NAKTRIESE

* MRBEmgEAEEHEREANNRENEE. HEBE ADDPSEEXE2E. MEILAIDDP16ECE Bit. SIRE
FIRECE TDDP16. MTERITT m5eZo

° MSG56608,SG57601 EiTHEISG6060IZE T, B FESC5Xx60AH60 A EREZE. MSG6060R

A58 B EREHER.
* NREEIREERED REREIIZERSNEG. MRELAES— M REN. WEFGERSEEER
A

* FETRRERNI5K, MRREIRRGITHHL15REFEI 156X, BEAT BINERAIRE.

* WFHEY RIERISG6060. EFEBRIFEMEEIRIKEIIE AR B SEARIRENEMRM. RTTENR
PEFr4RATIE],

it mrefEiEaE

TREETREEHENERITEGITHE. ROSERTR. Bt MRT XA, “BEPHREARIE
15K BIBR o

DDP8.

SG5612 —1E1{A
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&£ Aron Klein

gN{e] {5 A i [ ST ARG

RTFEZMEREA. EreFEERRIEANS B ERO, & LUMRBERCLBAH T 28R
S IR SRIRINginxBRS A F T EigRin s, FREAER RO LURD XN & P imRIRoi. 5%
EREEEETREFIENSE L AZF mSIERRO443. EREH NGRS,

B s O EFIRETES3E P i MCLBEZ EINGINX

7£StorageGRID 11.3ZRIAVARZASH. WX T o E B &R H T ESRRS SEE M H TE25(CLB).
7£StorageGRID 11.381, NetApp5| N TNGINXARSS. EANREFEMNERRSE . BTFFEHTTPREN R
#H,. HTFCLBARSZ1ELAIARAAYStorageGRID FHSARI . FLLEREEEFN A H TR inicEPESFER
%8082, EfRILIAM. 8082 Nk [1IGEHMATEI10443, XFE. EAMXiH808289FFBHTTPSIERER
SETAEHO10443. MMELICLBARSS. MEIEEZINGINXARSE . REUTIHEERTFVMware. BFfER
E7EE B Bport_remapIfiE. &R LI ZPEFIR EFEA LMY IE,

VMware EZIMH LN X T3 250 E

T B1&ER FE R StorageGRID AU EAMEIETN(OVF)7EVMware vSphere 7HR M X T A EFE VM
HIStorageGRID &8E. Lt ZHEEMPRESWIFERERZIFNEEEENDBEIU. ERHNVMZHI. EFE
MvApp B ML EFRE IR O. ARBIMVMHIRET 2SI IE# TR,

b= s

* X IF1Ei51TStorageGRID 11.35E S ks
s BB TEHHABENIAIRE ZEEAIStorageGRID hrZsVMware 22304,

s BB —1vCentertk P . ZIKF BRFTH/XAVM. BRVMAIVAppEIIRE. MvCenterdfflBRVM LA B i@
TOVFEFEVM,

* BESIEAHTHRIHER
° RO BEENFIERETE RiRC
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° IR SSLIEBSEEE/MRS LB/ M REFMEAPIIRS I R RS 2FIE R R ACLBARS RERIEFHBRE.

EEFIHA LUERIEBEN.

If your existing certificate is self-signed, you cannot reuse it

@ in the new endpoint. You must generate a new self-signed

certificate when creating the endpoint and configure the clients

to accept the new certificate.

HHRE-THXTR
BHEBE—ITMXTR. BRITUTIER:

1. MRMBEEZN. BEREMNEFBRIINXT S,

2. MNRIEA. MFTEDNSH BT A FEas PR =IP,
3. HAEENE(TTLHTASIETH,

4. XHAVMTI &,

S. MEEERFRIBRVMTI =,

BEBFAMX TR
EMEEAMNRT R, BRITUTIE:
1. MOVFEREFTREMN. MMMZFritm FEHIREEPER OVF. MFH.vmdkXX {4 :

o vsphere-gateway.mf
o vsphere-gateway.OVF
> netapp-sg-11.4.0-20200721.1338.d3969b3.vmdk

2. BEEINE. MEPWFIRAPERZEDN. AEEREE X -RvAppIEI,

Summary Monitor Configure Permissions Datastores Metworks Snapshots

Settings g > Deployment

VM SDRS Rules

.
OVF Settings |

Alarm Definitions @
Scheduled Tasks :
o OVF environment transport YMware Tools
Paolicies
Guest User Mappings Instaliation boot Disabled
Properties
ADD EDIT SET VALUE DELETE

3. M TREIB MRS SAGEFport_remap_inbound/E 14

Updates
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Summary  Monitor  Configure  Permissions Datastores  Metworks  Snapshots Updates

Settings v | | O apmine Primary Admin 1P 10.193.204.110 0.0.00 Grid Network ~ ip
{eth0)
WM SDRS Rules

() | ADMIN_NETWO Admin netwark ext Admin Networ  string
vApp Options RK_ESL ernal subnet list k (etht)

Alarm Dafinitions O

| ADMIN_NETWO Admin netwark IP 1019377412 0,000 Admin Metwor ip
Scheduled Tasks RE_IP k (ethl)
Policies 'Z:) NODE_TYPE MNode type VM_API_Gate Grid Node Par string["VM_Storage_MNode”, "vM_
way ameters min_Node”, "VM_API_Gateway", '

Guest User Mappings
pping _Archive_Node"]

') CLIENT_NETWO Cliegnt network IP ¢ STATIC DISABLED Client Networ string["DISABLED", "STATIC", "DH
RK_CONFIG onfiguration k {eth2) P1

PORT_REMAP_| Inbound port rema Advanced

ing specification

O GRID_MNETWORK Grid network IP co STATIC STATIC Grid Metwork string["STATIC", "DHCP™]

REPEIBIETIRTNER. AR ELYRIE

Properties

ADD EDIT SET VALUE DELETE

EERRBRTR. WIABEETAAEREERE. ARRGHRT.

Edit prcperty Inbound port remapping specificati., %

Ganaral Type

0 Static proparty

Typa String v
configurable

Length o - - 65535 :

Default value

Dynamic property

Macro

Mabwork

| CAMNCEL | SAVE




6. 7£"Properties"FI|ZRINER. 5% T "port_remap_inbound"B14. SAS5E & "Set value”s

Properties

ADD EDIT SET VALUE DELETE

7. ERMEFED. WARZWE. EERHEFF ). TCP. RIGl(8082)M#ik(10443). S MEZIE

BEE". TR

Set value Inbound port remapping specification X

Property value grid/tcp/808 2;"7{)443|

=y -

8. MNRFEAZINWLE. BERIES(. )DREMEFRTER. FISIGRIDE/TCP/8082/10443
. admin/TCP/8082/10443. client/TCP/8082/10443

MEMXT =
BEMEMXT R BRITUTIE:
1. SMEIMEEBUINEIFEE S,
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——————————————.—————
Maintenance - Support ~

Maintenance Tasks Network System

Expansion Grid Network Software Update
rery  Decommission DNS Servers License

Recovery NTP Servers Recovery Package

2. fTAVMTI R EIR. HERFIIET R ERERMRERUINER/ MERET =30 H,

Recovery
Select the faded grid node o recover, enfer your provisioning passphrase, and then click Start Recovery to begin fhe recovery procedure

Pending Nodes
Name ¥ IPv4 Address 1T state IT Recoverable
No resuits found.
For information and directions for node recovery, see the
<:> https://docs.netapp.com/sgws-114/topic/com.netapp.doc.sg-
maint/GUID-7E22B1B9-4169-4800-8727-75F25FCOFFB1.html [Recovery

and Maintenance guide]

3 METRGE. WMREM. FLUSIIPEETEPIEDNSHRIESLARE T s,

M7E. EwO8082 EMERIHTTPSRIEER S FiR110443

BEMREIR443. UEREET R LH#HITEFRS31A(]

StorageGRID AAHEET AR ESEETAMWHAAMEUARER. NEEMEF EERUREIRO4435
80. FEREEATAHFAERIHR, BERITIHRE. BRAR BERKEOEHRRFINEEHBFNILIFO443EER
S ECE N T E R SR, TRENE P HSIREISAEISEAE443/5. MREIBUNE RaEET i
[8443ifia). AP EEUNG R BT IRO94431h18), EHREIHEONEREET R RENBITRE, EX MK
RESE T RRMEmOEHRS . HIEHEENTMLERS., XBE—TMEERIFENIRESE . EHTRE
BRESHITHRRE.

& BEMNIERE

EETRESHEZAE. PrometheusiEIRUURAXEME. ERMERNFEES. AESITEETRERER
RBELHIENZ PRI, NREFMBFLESIEETR. WNHREREFREIHE. UEFELIRERNREL
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TREHITER. NRMEPEEEMEET R, WalEMEIREPMZT S EFIEE. MERMEHEEHM
BT A, MaLUZER L T RS SR, %Fﬁ-*rﬁ:xlﬂzn o

EHEZAE

1. BRIEETS:

AL TF#<: ssh admin@grid node IP

- BNPHIERERS Passwords . txt X

- AU T et Elroot: su -

HMINPYIHAZER Passwords . txt XfF

¥ SSH T RZEHAARMEI SSH I, KA ... ssh-add

£ NS HAISSHIARIZEES Passwords . txt X5

o o T ©

®

When you are logged in as root, the prompt changes from “$° to “# .

2. QIEBRURFIEHEZBEXHEHIE 2MMET s LG (I &, {#F_storage_node_01_:
a. ssh admin@storage node 01 IP
b. mkdir -p /var/local/tmp/saved-audit-logs

3. REIEET A, FILAMSIRS LBHLEEAIRMMBENH: service ams stop

4. E@H auditlog Xff, FHAESHZIEMENEET ANFRBERINE XM

a. ¥ audit.log B R NME—RSHIXER, FI80 yyyy-mm-dd.txt.1 . FlE0. EAUEEZASXEERS
$92015-10-25.txt

cd /var/local/audit/export
I =1
mv audit.log 2015-10-25.txt.1

o. EMBEIAMSARSS: service ams start

6. EFIFFIEBEZBEXH: scp * admin@storage node 01 IP:/var/local/tmp/saved-audit-
logs

E#%IPrometheus#iiE

@ p=kl Prome}heus HREPIRERE— M EKE 8, EEETR EFIERS. FEGrid
ManagerIhgef& el Ao
1. BB R Prometheus#IEE HIZI 2 IR T = EAVIRES (I E. BB R EH_storage_node_01_:
ERIEFHETR:
I MANLAFE<: ssh admin@storage node 01 IP
ii. 3NFPFIHBIERRS Passwords . txt X
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iii. mkdir -p /var/local/tmp/Prometheus’
2. ZFREEEDR:
a. AL TF®%: ssh admin@admin node IP
b. JNFFIHAE Passwords. txt X
C. BN T an <tk Hroot: su -
d. MAPFIHAIZ Passwords . txt X
e. ¥ SSH TRAZAARMEI SSH I, M ... ssh-add
f A NFRYIHAISSHIAIE RS Passwords. txt X

When you are logged in as root, the prompt changes from “$° to “#°

3. NEETI AH. {Z1EPrometheusfRs%3: service prometheus stop

a. ¥§Prometheus#IEFEMNREETREFEEF#E T REFMUET R /rsync -azh --stats

"/var/local/mysqgl ibdata/prometheus/data" "
storage node 01 IP:/var/local/tmp/prometheus/"

4. EREET A EEFHBIIPrometheusfRs3.service prometheus start

BEHHLER

A E(E BEEEMYsqIEBUEES, BILMEHIEERNRIZA. EFEENtAppRIEAAMER, WRMEFESZ—

BETR. WEFEHRTHSE. EREIEH. JUMEREET RmERIERE.
1. BRIEETA:
a. AL TF#<: ssh adminRadmin node IP
b. HINARFIHIEES Passwords . txt X
C. AL T etk Elroot: su -
d. BNFRFIHAIZER Passwords . txt XM
e. ¥ SSH TAZEHEAFMEI SSH I, HA ... ssh-add
f I NPFIHAISSHIARIZERS Passwords . txt X5

When you are logged in as root, the prompt changes from “$° to “#°

2. {ZIEEIBT 5 _FMStorageGRID AREZ H B TINTPHImysql
a. {ZIEFIBARSS: service servermanager stop
b. EFEEINTPARSS: service ntp start..restart mysqlfRs5: service mysql start

3. BEmiBEEF#E 2 /var/local/tmp

a. WAMTES:. mysgldump -u username -p password mi > /var/local/tmp/mysqgl-
mi.sqgl
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4. BEmysqlEEXHERR&AT R, 1§ FER_storage node 01:
scp /var/local/tmp/mysgl-mi.sql storage node 01 IP:/var/local/tmp/mysgl-mi.sql

a. IRFBFEWNHMARS[HTEEGHR, EM SSH REFRERFAR. ¥ ... ssh-add -D

EEEETR

. BERSFAEFMBHENENEIAR. AFATERENBINS — N EET R LHEFEERNUE. T
RMEEEIRE T UEAUREROEMHRE T,

1. EEREEFEEMEITLERES. BHERET. EUREENE. IPHINEEE. FEEERER.
EEMNBEREDERNERES.

a. MALLTF®%: sgareinstall

root@sgl00-01:~ # sgareinstall

WARNING: All StorageGRID Webscale services on this node will be shut
down.

WARNING: Data stored on this node may be lost.

WARNING: You will have to reinstall StorageGRID Webscale to this
node.

After running this command and waiting a few minutes for the node to
reboot,

browse to one of the following URLs to reinstall StorageGRID Webscale
on

this node:

https://10.193.174.192:8443
https://10.193.204.192:8443
https://169.254.0.1:8443

Are you sure you want to continue (y/n)? y

Renaming SG installation flag file.

Initiating a reboot to trigger the StorageGRID Webscale appliance
installation wizard.

2. 3 —EMEE. EEEHBLI. EREEEIHRT RPGE Ul
. ¥ EIConfigure Networking

/
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Home Configura Networking = Configun

Link Configuration
Home IP Configuration
Remap Pons g—
Ping and MTU Test
O Use istitutes d
Port Connectivity Test (nmap)

DNS Configuration

- —— .

4. EFRFRRHING. X, AEMEO. AERERNMNZE,

@ EHTARAT IR 4 _ERINIAIR 443K R =M RiZTE, BN EEHRES IR L8y

%443,
Homa Configurs Matworking = Configure Hardwars = Monitos Ingtaiadion Advancod =

Remap Ports
I i, e €l PTGy vl indeial Dort on th appEance Slonage Node b dferent axiermal porls. For ausTie, you might resd i mmed pors becausa of & firewall isus

+ AddFule | Meteoik | Grg «| Prolocal TGP+ Hemap DinecBon  intound *  Driginel Port 1 Mapped-To Poart 1
Melwork Prefosal Rermeap Dirscticn Cirsgiral Por Bapped-To Por
) Chant TCR linbaum 443 104483

S. AT PRV O EFIRET 2 —. eI LUREIR) E LA R H B H AR EE .

. ERLURRPREET RIESEHTIRME 7 mss”

ERIHEENRS

WE. EETAEME. EoEREER. BEMAEER. NRMEFEEEMBET A, BIRRIITIRE"
SRS {8 Prometheus-clone-db.sh_#1_mi-clone-db.sh_fil7Zs, MR XZ2EME—EIET L. MTERE
R ILEERE. AT LERRIUL TS BIRRIE R,

- BIANLUF#<: ssh admin@grid node IP
b. BT HIEAS Passwords . txt X
- WA T et Elroot: su -
- NS HBIERS Passwords . txt X
- ¥ SSH T AZEAAFME| SSH I, A ... ssh-add
£ ARSI HAISSHIARZEES Passwords. txt X5

o o

0]
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When you are logged in as root, the prompt changes from “$° to “# .

2. BRENFEZASXHEHZEMENEET R scp adming
grid node IP:/var/local/tmp/saved-audit-logs/YYYY* .

3. ATRSEN, FERIFERZHEESERYEFFEMENEET RE, KHIMHFENIMIET R RERX
LEZAS.

4. EHEMEEET R LEZAEXHNEFMAIRE: chown ams-user:bycast *
BRI EEZEEZNERIEE TR iRIAN. BXFMAER, FENEXER StorageGRID BIIEA,
X [EPrometheus?sin

@ =1 Prometheus HRERRERE— M\ HEKE, TEET S LELERS. EEGrid
ManagerZhgeRE AR rI Ao
1. BRIEETS:
a. A TF#%: ssh admin@grid node IP
b. #NFFIHEIEERS Passwords . txt X
C. WA Ta<tI#EIroot: su -
d. BNFRFIHAIZER Passwords . txt XM
e. & SSH ZTAZARME SSH I, M ... ssh-add
£ NS HAISSHIARIZERS Passwords . txt X5

When you are logged in as root, the prompt changes from “$° to “#°

2. NEET R, {F1EPrometheusfRsS: service prometheus stop

a. ¥Prometheus#IEEMIGIIFMHUBEEFEIEETR: /rsync -azh --stats "
backup node:/var/local/tmp/prometheus/"
"/var/local/mysqgl ibdata/prometheus/"

b. WIFIER S T IEMIREFEPRHTE 1s /var/local/mysql ibdata/prometheus/data/

3. EREET A EEHEMIPrometheusfRs3.service prometheus start

ERF LA
1. BRIEETA:
a. WALIT#<: ssh admin@grid node IP
b. #NFFIHEIEERD Passwords . txt X
C. BN T ap <tk Eroot: su -
d. BANPFIEAIZER Passwords. txt X{HF

B

oif
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6.

€. 3% SSH T AZEAARMEI SSH 1KIE, N ... ssh-add
f. BMANFBFIHEAISSHIA T ZER Passwords. txt XH&F

When you are logged in as root, the prompt changes from “$° to °

MEATAEGImysqlBZEXH:. scp grid node IP :/var/local/tmp/mysgl-mi.sqgl
/var/local/tmp/mysgl-mi.sqgl

AZIEEET &5 _EAIStorageGRID ARSHBEINTPFImysql

a. ZIEFIBARSS: service servermanager stop

b. EFEEINTPARSS: service ntp start..restart mysqlfR55: service mysql start

- EFEmiFUEEH BRI HIEE mysgl -u username -p password —-A mi -e "drop

database mi; create database mi;"

M%ﬂl?&ﬁﬁ?ﬁ%ﬁﬁmysql%ﬁ%ﬁ: mysgl -u username -p password -A mi <
/var/local/tmp/mysgl-mi.sqgl

BMBEoIFIE EMRSS service servermanager start

&£ Aron Klein
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