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= [ ONTAP System Manager

DASHBOARD clustert

INSIGHTS
Health

STORAGE

Overview

Volumes

LUNs 4 SIMBOX
Consistency groups [ |
NVMe namespaces

Shares

Buckets

Qtrees

Quotas

Storage VMs
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Add storage VM

STORAGE VM NAME

svm_demo

Access protocol

(%) SMB/CIFS, NFS, S3 SCS f NVMe

[ ] Enable SMB/CIFS
[ enable NFS
B Enable s3

S3 SERVER NAME

s3portal.demo.netapp.com

B enable TLs

PORT

‘443@

CERTIFICATE
(© use system-generated certificate (i )

O Use external-CA signed certificate

[] use HTTP (non-secure)

PORT

‘ 8080 B

DEFAULT LANGUAGE ()

cutf 8

NETWORK INTERFACE
Use multiple network interfaces when client traffic is high.

onPrem-01

IP ADDRESS SUBNET MASK GATEWAY BROADCAST DOMAIN AND PORT V74

Add optional gateway

192.168.0.200 24| Default v

Storage VM administration

[_] enable maximum capacity limit
The maximum capacity that all volumes in this storage VM can allocate. Lea

[ Manage administrator account

kave

EeIESVMEES . KeIZRF. THILAFSIERHXHE .




Added storage VM

STORAGE VM 53 SERVER NAME
svm_demo s3portal.demo.netapp.com

User details

USER NAME
sm_s3_user

iy The secret key won't be displayed again. Save this key for future use.

ACCESS KEY

34EH21411SMW1YOV3NQY

Download

BIESVME. 4iIESVMHFHRIIDNSISE.,

Services

NIS Name service switch

Not configured Services lookup order @
HOSTS
Files, then DNS

GROUP
Files

NAME MAP
Files

NETGROUP

DNS

Not configured
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Add DNS domain

DNS domains

demo.netapp.com

Name servers

192.168.0.253

BlZESVM S3AF
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Protocols

NFS 2 @& SMB/CIFS

Not configured Not configured

NVMe S3

STATUS

Not configured
(*) Enabled

s
Disabled

HTTP
Enabled

AINFAR



Storage VMs

~+ Add
S3

(. Enabled

Server

FQON
s3portal.demo.netapp.com

ns TLS PORT

Disabled 443

HTTP HTTP PORT
Enabled 8080

root

sm_s3_user 34EH21411SMW1YOV3NQY

AR RMEZAEEAE R,

Storage VMs

+ Add
S3

(. Enabled

Server

FQON
s3portal.demo.netapp.com

ns TLS PORT
Disabled 443

HTTP HTTP PORT
Enabled 8080

root

sm_s3_user 34EH21411SMW1YOV3NQY

NP THS3EH,

Valid forever

Valid forever




Added user

USER NAME
demo_s3_user

ACCESS KEY

3TVPI142)JGE3Y7FV2KCO

SECRET KEY

75a1QqKBU4quA132twl4g4iC4Gg5PP30ncy0sPES

Key

KEY EXPIRATION TIME
Valid forever

/\ The secret key won't be displayed again. Save this key for future use.

Download iflq:pse

BIZESVM S34H
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Add group

NAME

demo_s3_group

USERS

demo_s3 user x

POLICIES

FullAccess x

BIEESVM S37ZE D EL
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= [ ONTAP System Manager

DASHBOARD Buckets

INSIGHTS +~d
STORAGE

Overview

Volumes

LUNs

Consistency groups
NVMe namespaces

Shares

Buckets

Qtrees
Quotas
Storage VMs

Tiers

BNBIR. BEHEUHIEFR Enable ListBucket"SiEHE. AFEE" B LA 12,




Add bucket

NAME

bucket

CAPACITY

100@”&3 v|

|:| Enable ListBucket access for all users on the storage VM “svm_demo®.

Enabling this will allow users to access the bucket.

fMore options Cancel

E"BZEBE D . ER BERRSIEREEE. AREERE R,
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Add bucket

NAME

‘ bucket

FOLDER (OPTIONAL)

‘ ’ Browse

Specify the folder to map to this bucket. Know more

CAPACITY

‘100 = ‘GiB v‘

[ | Use for tiering

If you select this option, the system will try to select low-cost media with optimal performance for the tiered data.

. Enable versioning

Versioning-enabled buckets allow you to recover objects that were accidentally deleted or overwritten. After versioning is enabled, it can't be
disabled. However, you can suspend versioning.

PERFORMANCE SERVICE LEVEL

Extreme

Not sure?

EEIERE. HERBARSEHINER FOIREEZNFEED R, MA— B SEEIEBRINAEERE. H
BY/Hi%EA"Enable ListBucket"&i%&fE. FAIGE & "Save (17R7F)" &,

12



Add bucket

ontap-dummy

CAPACITY

1OOHHGiB v|

|:| Enable ListBucket access for all users on the storage VM "svm_demo”,

Enabling this will allow users to access the bucket.
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= N NetApp | StorageGRID Grid Manager

DASHBOARD
no @ v Tenants
NODES

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date. To view more recent values, select the
TENANTS ter

v r3a a

CONFIGURATION

Name @ % Logical spaceused @ & Quota utilization @ % Quota @ 2 Objectcount @ 2 Signin/Copy URL @

MAINTENANCE

SUPPORT

No tenants found

IHERMHEEA RMEVEFEFAER. EESHENTARRE. FFERH. TREETEIRSHAITFSIiE
o MIRER. B LLERERB RS MR. gErootEi3. ,.“)’—'Efﬁmﬁﬁk%ﬂo

ﬁﬁﬁﬂ)’—“‘%ﬂj"‘%%ﬁ)’—“‘ﬁﬁﬂﬁnuo HEEBFEZEFID. FAEREES, RHEEREH. WRERERIER
|__]F—I S DAL {%ﬁﬁtURLLXTI\jq%ﬁﬁO

Tenants

View information for each tenant account. Depending on the timing of ingests, network connectivity, and node status, the usage data shown might be out of date. To view more recent values, select the
tenant name
Name @ = Logical spaceused @ = Quota utilization @ = Quota @ = Objectcount @ = Sign in/Copy URL @
enant_demc 0 bytes 0 =) [E]
)
1

IR ERERREA TP ERIIE, REFLURLLUMDERER. AR Nrootf R &iE.

14



C A Not
Q LabStatus @

I

StorageGRIDi Tenant Manager

Recent Optional v
Account ID 27041610751165610501
Username root

NetApp

Password | seeeees|

Sign in

e gzl
SAEIRPERHEIZEF AR

N NetApp | StorageGRID Tenant Manager

DASHBOARD
STORAGE (S3) A U Se rS
My access keys
ocal and federated users. Edit properties and group membership of local users
Buckets

Platform services endpoints 1user m

ACCESS MANAGEMENT A

Groups
Users.
Username 3 FullName 3 Denied % Type %
Identity federation
Root Local

15



Enter user credentials

Create a new local user and configure user access.
Fullname @

Demo S3 User

Username @

demo_s3_user

Password

serennes

Confirm password

Deny access

Do you want to prevent this user from signing in regardless of assigned group permissions?

IBMAFE. BEEAFRMITHZAFNFEARES.

SHIURLFHAFID. UEBEER.
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etApp | StorageGRID Tenant Manager

Demo S3 User

~
Overview
Full name: @ Demo S3 User /'
endpoints
Username: @ demo_s3_user
EMENT A
User type: @ Local
Denied access: @ Yes
Access mode: @ No Groups
Group membership: @ None
Password Access [r\r Access keys Groups

Change password

Change this user's password.

BIESIEA. BREAF R

= N NetApp | StorageGRID Tenant Manager

DASHBOARD
STORAGE (S3) A U S e rS
My access keys
View local and federated users. Edit properties and group membership of local users.
Buckets

Platform services endpoints 2users m

ACCESS MANAGEMENT A

Groups
Users
Username % FullName 32 Denied < Type <
Identity federation
Root Local
ul D user Demo S$3 User v Local

R Access keys"(IHIRZ A )IEI£. FAGE T "Create Key"(RIBZ )R, THIKEEIHARTE, THS3IH
. ARNXARORBLEEANERXLEESR,
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Create access key

@ Choose expiration time a Download access key

Download access key

To save the keys for future reference, select Download .csv, or copy and paste the values to another location.
0 You will not be able to view the Access key ID or Secret access key after you close this dialog.

Access key ID

TCT7L1IXSMIOS091E86TR @j

Secret access key

RIJNCSN5SFX9RSWgFdj6SQ7wMrfRZYuSbQLANQTOC rD

o}, Download .csv Finish

ellfederee |

MR R AATTEmH e ER A,
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Create group

° Choose a group type @ Manage permissions @ SetS up policy

Choose a group type @

Create a new local group or import a group from the external identity source.

Local group Federated group

Create local groups to assign permissions to any local users you defined in StorageGRID.
Display name

Demo S3 Group

Unique name @

demo_s3_group

(&)
A
T

Continue

RANRIRE N R XZEFUMR. MARS3MNIR,
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@ Choose a group type - . e Manage permissions -

Manage group permissions

Select an access mode for this group and select one or more permissions.

Access mode @

Select whether users can change settings and perform operations or whether they can only view settings and features.

Read-write @ Read-only

Group permissions @

Select the permissions you want to assign to this group.

Root access

Allows users to access all administration features. Root access permission supersedes all other permissions.

Manage all buckets Manage endpoints Manage your own S3
credentials

Allows users to change settings of Allows users to configure

all S3 buckets (or Swift endpoints for platform services. Allows users to create and delete

containers) in this account. their own S3 access keys.

pre"‘OUS m

S3NRIET H R (IAMRER)HITIZH, FHRBIKENBEN. AR jsonREBREMGEIMER, ILERERR 2 ITLL
HAFTHLEFBD R, HERA"DR"NDERFRITEASIEE. HEEIN" DR PPERPHRITFXH
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"Statement": |

{

"Effect": "Allow",

"Action": "s3:ListAllMyBuckets",

"Resource": "arn:aws:s3:::*"
by
{

"Effect": "Allow",

"Action": "s3:*",

"Resource": ["arn:aws:s3:::bucket","arn:aws:s3:::bucket/*"]
}

Create group

Choose a group type - Manage permissions ——— Set S3group policy ———— it
g g 4 -

Set S3 group policy @

An S3 group policy controls user access permissions to specific specific S3 resources, including buckets. Non-root users have no access
by default.

No S3 Access

"Effect": "Allow",
Read Only Access "Action": "s3:ListAlIMyBuckets",

"Resource": "arn:aws:s3:::
Full Access h

@ Custom "Effect": "Allow",

"Action": "s3:"",
"Resource": ["arn:aws:s3:::bucket”,"arn:aws:s3:::bucket !|

(o]
v

B m

&ia. BARRNEASHTTHIRIF.
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Create group

@ Choose agrouptype ——— @ Manage permissions - @ Set S3 group policy ——— o Mdumm

Add users

Select local users to add to the group Demo S$3 Group.

Username $ FullName £ Denied $

demo_s3_user Demo S3 User v

Previous Create group

s

BIERNMEED
SIEEFED BRI+, ARREEEBEMED ERIZH,

= N NetApp | StorageGRID Tenant Manager

DASHBOARD

STORAGE (S3) A B U C kets

My access keys
Create buckets and manage bucket settings

Buckets
Platform services endpoints 0 buckets Create I*(kzt
ACCESS MANAGEMENT A

Groups

Users

Name 2 Region % ObjectCount @ SpaceUsed @ % DateCreated %
Identity federation

No buckets found

Create bucket

REX 73 R 2 AR KI5
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Create bucket

. Manage object settings
o Enter details @ ey . >

Enter bucket details

Enter the bucket's name and select the bucket's region.

Bucket name @

bucket]

Region @

us-east-1 v

TEE I EED R EBRRAIES.

Create bucket

@ Enter details a hf?nége object settings

Manage object settings

Object versioning

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve previous versions of an

object as needed.

Enable object versioning

Previous Create ~_am:l«et

. ERERRAERRIER T eZSE —MEED R
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Create bucket

- Manage object settings
° Enter details @ . . -

Enter bucket details

Enter the bucket's name and select the bucket's region.

Bucket name @

sp,dummy{

Region @

us-east-1 v

BTN — B B LB AR,

Create bucket

@ Enter details a N‘l‘a.\lnag‘e object settings

Manage object settings

Object versioning

Enable object versioning if you want to store every version of each object in this bucket. You can then retrieve previous versions of an

object as needed.

Enable object versioning

’hc reate bucket

fFE . AR SR 53K R
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| Add New Account - O X

© AddNewAccount online help
i

Enter new account details and click Add new account

Display name:

IBucket (onginal and post-migration) I

Assign any name to your account

Account type:

[ S3 Compatible Storage -
Choose the storage you want to work with. Default is Amazon S3 Storage

1 REST Endpoint:

[s3portal.demo.netapp.com:8080

Specify S3-compatible AP| endpoint It can be found in storage documentation. Example: rest server.com:8080

Access Key ID:
|3TVPI142JGESY7FV2KCO

Required to sign the requests you send to Amazon S3, see more details at hitps://s3browser.com/keys

Secret Access Key:

Required to sign the requests you send to Amazon S3, see more details at https://s3browser.com/keys

[[] Encrypt Access Keys with a password:

Tum this option on if you want to protect your Access Keys with a master password.

[[] Use secure transfer (SSL/TLS)
If checked. all communications with the storage will go through encrypted SSL/TLS channel

< Addndjsccount | (@ Cancel

4 advanced settings..

A BAPE—EXM LERIER T AEHBEFED o
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S3 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (original and post-migration) S
g 9 B e 7

Accounts Buckets Files Bookmark Tools UpgradetoPro! Help

T

New bucket &8 Add external bucket == Refresh Path: | /
=

----- {__| ontap-dummy

Name Size - Type LastModified Storage Class

B (st
m Upload folder(s)

QUP"”G -I | Download % Delete m New Folder E& Refresh
g

Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog
Task Size %  Progress Status Speed
E S3 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (oniginal and post-migration) ) .
[ open X
| T " > ThisPC > Downloads v O Search Downloads Pl
Organize v New folder v @ @
‘ Downloads # # Name i Date modified Type Size
Documents # [ ] 9141P1_q imagetgz 3/22/20241:225AM  TGZFile 2,641,058 KB
[&] Pictures  # clusterl_demo_s3_user_s3_user.bt 3/23/202411:04PM  Text Document 1KB
[ This PC cluster1_svm_demo_s3_details (1).txt 3/23/202411:03PM  Text Document 1KB
—j ——— cluster]_svm_demo_s3_details.bt 3/23/202411:01PM  Text Document 1KB
9 8 his.exe 3/22/20241:24AM  Application 2121KB
&8 Cloud Storage o [ hotfix-install-11.6.0.14 3/23/202411:55AM 14 File 717,506 KB
I Desktop 7/18/20206:39PM  Shortcut 2K8
putty
Documents ¢l s3browser-11-6-7.exe 3/23/202412:36 PM  Application 9,807 KB
Jl Downloads
D Music
(&= Pictures
B videos
‘is Local Disk (C:)
v
: e
File name: | "s3browselemo_s3_user_s3_user.bt” cluster_svm_demo_s3_details (1).b¢" “cluster]_svm_demo_s3_details.bd" "hfs.exe" "putty” v|
| Open I l Cancel J

27



Q S3 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (original and post-migration) EERE i
Accounts Buckets Files Bookmarks Tools UpgradetoPro! Help
s New bucket & Add external bucket %2 Refresh Path:
‘;1 ontap-dummy Name Size a Type Last Modified Storage Class
- _ clusterl_dem.. 157 bytes Text Document 3/23/2024 11:23.25PM  STANDARD
; clusterl_svm.. 211bytes Text Document 3/23/2024 11:23:25PM STANDARD
_; clusterl_svm.. 211bytes Text Document 3/23/2024 11:23:25PM  STANDARD
[F]putty.exe 834.05KB Application 3/23/2024 11:23:25PM  STANDARD
[1hfs.exe 207MB Application 3/23/2024 11:23:25PM  STANDARD
[#5s3browser-11.. 958 MB Application 3/23/2024 11:23:26 PM STANDARD

R

N

ﬁ' Upload ~ Download Delete @ New Folder l %,Rehesh
5]

Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog

WA, UEBRNED BRPIE LR,
IBRSC o

Q‘::EVC‘ZE!‘ 0 - rre ersion (for non-commercial use on - bucket (onginal and post-migration @ ' i g
Accounts  Buckets Files Bookmarks Tools UpgradetoPro! Help
5 New bucket & Add external bucket 2 Refresh Path:
{:J ontap-dummy Name Size - Type Last Modified Storage Class
] bucket El clusterl_dem_. 157 bytes TextDocument  3/23/2024 11:23:25PM STANDARD
El clusteri_svm.. 211bytes TextDocument 3/23/2024 11:23:25PM  STANDARD
E clusteri_svm.. 211 bytes Text Document 3/23/2024 11:23:25PM STANDARD
[# putty exe 834.05KB Application 3/23/2024 11:23:25PM  STANDARD
(i hfs.exe 207MB Application 3/23/2024 11:23:25PM  STANDARD
[#s3browser-11.. 958 MB Application 3/23/2024 11:23:26 PM STANDARD

Confirm File Delete

N\ N N ; ;
% Upload ~ & Download % Delete C@ New Folde 0 Are you sure to delete "putty.exe’?

Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog 5
|f z | o
Task Size %  Progress Status — s

HEEFESRPEFENXAUSEFIZX 4 H IR E R4,
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B s3 Browser 11.6.7 - Free Ver

53 Open X
1 & > ThisPC > Downloads v &  Search Downloads P
. Storage Class
Organize v New folder
» W STANDARD
‘ Downloads # » Name Date modified Type Size N STANDARD
* M 2 - > £AT 058 ¥ W STANDARD
Documents | | 9141P1_g_image.tgz TGZ File 2,641,058 KB
& Pi 3 . W STANDARD
[&] Pictures * || cluster1_demo_s3_user_s3_user.bt Text Document 1KB
[ cluster! d 3_details (1).bt Text D t 1KB i ISTANDARD
X cluster]_svm_demo_s. ails (1) ext Document
& This PC - sl e
- . || clusterl_svm_demo_s3_details.bdt Text Document 1KB
) 3D Objects
#2 hfs.exe Application 2,121KB
¢* Cloud Storage o 3 nts "
B3 9 | hotfix-install-11.6.0.14 14 File
[ Desktop 7P putty Shortcut
] Documents ¢y s3browser-11-6-7.exe Application
JL Downloads
D Music
[&=] Pictures
B videos
‘s Local Disk (C:)
v
File name: | hfs.exe V|
s
- L A
Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog
7 AITETL 2RI RAVARAS
£S3Browserd. FKATAI LAEERINIGI AR AR
[ 3 Browser 11.6.7 - Free Version (for ial use only) - and post-migs R A - 4
Accounts  Buckets Files Bookmarks Tools UpgradetoPro! Help
b New bucket o Add external bucket %2 Refresh Path: ws/s/BTYR
1 ontap-dummy Name Size Type LastModified Storage Class
2] bucket [ clusterl_dem.__ 157bytes TextDocument  3/23/202411:2325PM STANDARD
[ clusterl_svm... 211bytes TextDocument  3/23/2024 112325PM  STANDARD
F clusterl_svm... 211bytes TextDocument  3/23/2024 112325PM  STANDARD
[hfsexe 207M8 Application 3123/2024 11:2336PM  STANDARD
[¥Is3browser-11.. 958M8B Application 3/23/2024 11:2326PM_ STANDARD
éum-a + | & download Delete C@Nmrulau 5 fles (11,65 M8) and 0 foders
Tasks (1) Permissions Headers Tags Properies Preview Versions Eventlog
URL:  http://bucket.s3portal.demo.netapp.com:8080/ [ copy
Key LastModified ETag size Storage Class Owner Versionld
[ cluster1_demo_s3_user_s3_usertd
revision #: 1 (curten) 32312024 11:2325 PM acHc95436976f3678b2b6ed6a60e The 157 bytes STANDARD Unknown (Unknown) MzgOMQTMDAWL.
(] cluster1_svm_demo_s3_details (1) bt
revision #: 1 (current) 32312024 112325 PM 407753646a6cfe19de71eeMSH04 211bytes STANDARD Unknown (Unknown) NDgOMiQTMDAW.
(] cluster1_svm_demo_s3_details.txt
revision #: 1 (curent) 32312024 112325 PM 17d20651856/480a567af3%feccc 1062 211bytes STANDARD Unknown (Unknown) NTU2NZIOMDAWL.
[Fhfs.exe
revision #:2 (current) 32312024 112336 PM 9285576982d1269372f0ace91d63477 207M8 STANDARD Unknown (Unknown) NZQ1OTE4MDAW.
revision #: 1 32312024 11:2325PM 9e8557e98ed1269372f0ace91d63477 207M8 STANDARD Unknown (Unknown) Njk20DI3MDAwLN
[Eputty exe
revision # 2 (deleted) 3/23/2024 11:2331PM Unknown (Unknown) NjMzMDAWMC52
revision #: 1 3/23/2024 112325 PM 54cb91395cdaad9d47882533c21fc0e9 83405KB STANDARD Unknown (Unknown) NZE2NzEyMDAWL
[@s3browser-11-6-7.exe
revision # 1 (current) 32312024 11:2326 PM 2636/09705#47829626937c5cl08200-2 958 M8 STANDARD Unknown (Unknown) NDY20DcwMDEU...

BIUEHIXA

1EFATFF A5 53R MONTAP & 1% EStorageGRID,

EONTAPRAAEE . FSAMINRIP/BLR", [ TREIE"Cloud object stores" (= T R7Ef#E). AGEEL"Add"(
AN F %R StorageGRID (GR10)o
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= [PIONTAP System Manager Search actions, objects, and pages Q Qo ©

Lets you select specific volumes for protection if you Lets you select which volumes you want to be backed up ‘ Lets you protect a consistency group with a zero
DASHBOARD e don't need to protect entire storage VMs. to a cloud destination. ‘ recovery time objective.

INSIGHTS
(@ Netapp SnapCenter software simplifies backup, restore, and clone management for the applications hosted across ONTAP enabled platforms. Use NetApp SnapCenter for application-consistent

STORAGE

NETWORK

Bucket protection
SnapMirror (local or remote)
PROTECTION | 2 of the 2 buckets aren't protected.

EVENTS & JOBS

Relationships Back up to cloud
2 of the 2 buckets aren't backed up to the cloud.
HOSTS

CLUSTER

Protect buckets

Lets you select specific buckets for setting up SnapMirror protection to either an ONTAP destination or a cloud destination.

(—%SmrageGRlD
Il oness

aws Amazon S3 o

=
{5 others plicate data or metadata to the cloud target. A valid data container must be created with the object store provider. This assumes that the user has valid
bject store provider to access the data bucket.

+add v

BT IR MR FRAURLIE N K A\ StorageGRIDIE B (TEL/ETRP. BN VEEAPath-styleURL), I RIFHETE
& "Storage VM",

Add cloud object store

NAME

sgws_demo

URL STYLE

Path-style URL

OBJECT STORE SCOPE

O Cluster () storage vM

useey @@

O SnapMirror (©) ONTAP $3 SnapMirror

SERVER NAME (FQDN)

192.168.0.80

NREEABIZSSL. BB H T ERinRim O HE LA EFIStorageGRIDIRRIEH, M. IFEUHIE
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FR"SSP"EH L NHTTPIR =% .

7 Bixk N _EiRStorageGRIDEC & A StorageGRID A S3%;

ACCESS KEY

JCT7L1IX5MIOS5091E86TR

SECRET KEY

C L T e YT

CONTAINER NAME ()

bucketl

Network for cloud object store

NODE IP ADDRESS

onPrem-01 192.168.0.113

[ ] use HTTP proxy

WE. HAEEEBIR. AUALEREERRKRIZE. B AMRERIL

Pl ONTAP System Manager

SUBNET MASK

24
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BROADCAST DOMAIN

Default

] F
NI

Search actions, objects, and pages

Back up to cloud

DASHBOARD

INSIGHTS

STORAGE

NETWORK

EVENTS & JOBS

PROTECTION

Protect buckets

Lets you select specific buckets for setting up SnapMirror protection to either an ONTAP destination or a cloud destination.

~ Local policy settings @

Relationships

HOSTS

CLUSTER

IRAIBFTEURBE G RE

Protection policies
Applicable when this cluster is the destination

At'S minutes past the hour, every hour
No schedules

No schedules

o Mhais

RER M NEE 3T,

=

GATEWAY

192.168.0.1

L

2 of the 2 buckets aren't backed up to the cloud.

Snapshot policies =2
Applicable when this cluster is the source or wh...

3 Schedules
3 Schedules

No schedules

Schedules

At0,5,10, 15,20, 25, 30, 35, 40, 45, 50, and 55 minutes past the
hour, every h

AL12:15 AM, 06:15 AM, 12:15 PM and 06:15 PM, every day

AL0215 AM, 10:15 AM and 06:15 PM, every day

A0, 10,20, 30, 40, and 50 minutes past the hour, every hour




Policies Protection overview

Protection policies

Policy type

Continuous (Al

Continuous Policy for S3 bucket mirroring. Continuous Cluster

THROTTLE RECOVERY POINT OBJECTIVE
Unlimited 1 Hours

MTE. FTTLUESnapMirrorBit B 79 8 12 1E 5 o

SnapMirror create -ssource-path sv_demo: /bket/bket-target-path sgws demo: /objstore -policy
continuous

@ clusterl-mgmt

LY. FEDEBERFRIPNFESBEIIRPETR—NE/RS.
Buckets

Lifecycle rules  Capacity (available | total)

0 100 Gi8 100 Gi8

0 100GiB 100 GiB

MR A NEFRFE D ERFEEEISnapMirror (ONTAPZ =)iEINF£. FAi 14§ & EISnapMirror repationshipikZ.
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bucket

ru SnapMirror (ONTAP or cloud)

Destination Relationship health State

sgws_demo:/objstore t (© Healthy (© Mirrored

EHFARER

M7E. BRITERINSEE D EEMONTAPE #%StorageGRID, {BLfR EE4IMEMA? RITEMBFHED
AR, LRSS EMSEFREIBR? WMRENVFEHAS3Browser&EE StorageGRIDTEE D ER. FHN= KM

BhARER. BERHINKAEFE. ENRIBEFTICHEAREE. HHIERIXKR7EStorageGRIDEFED FBHFR
A1,

[ 53 Browser 11.6.7 - Free Version (for non-commercial use only) - Bucket (Migration Temp)

- 8 x
Accounts Buckets Files Bookmarks Tools UpgradetoPro! Help
s New bucket s Add extemal bucket 2 Refresh Path: [ / | s 0 3
| bucket Name Size Type LastModified Storage Class
= sg-dummy clusterl_dem.. 157 bytes TextDocument  3/24/2024 121353AM  STANDARD
cluster]_svm.. 211bytes TextDocument  3/24/2024 121353AM  STANDARD
clusterl_svm..211bytes TextDocument  3/24/2024 121353 AM  STANDARD
tﬂ? 207MB | Application | 3/24/2024 12:1353 AM | STANDARD
[ s3brdyser-11.. 958MB Application 3/24/2024 121353 AM - STANDARD
Upload ~ | Download Sioewm 1] New Folder ; Refresh
Tasks (1) Permissions Headers Tags Properies Preview Versions Eventlog
URL:  hitp://192.168.0.80:8080/bucket/hfs.exe () copy
Key LastModified ETag Size Storage Class Owner Version Id
¥hfs exe
revision #: 1 (current) 3242024 121353 AM "9e855798ed1269372f0ace91d63477" 207MB STANDARD tenant_demo (27041610751..  NjUSRDhCNDIRT

EONTAPZI B L FA AR EABIR— X RANM— kA HTREERIE I

]
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[ 53 Browser 11.6.7 - Free Version (for I use only) - Bucks i and p

Accounts Buckets Files Bookmarks Tools UpgradetoPro! Help

& New bucket offs Add external bucket 2 Refresh

v 3
] ontap-dummy Name Sze Type LastModified Storage Class
& bucket clusterl_dem.. 157bytes TextDocument  3/23/2024 11:23:25PM  STANDARD
J cluster]_svm... 211bytes TextDocument  3/23/2024 112325PM  STANDARD
cluster]_svm... 211bytes TextDocument  3/23/2024 11:2325PM  STANDARD
[ putty.exe 83405KB Application 3/23/2024 11:2325PM  STANDARD
fs.exe 207MB Application 3/24/2024 121452 AM - STANDARD
Ts3browser-11.. 958MB Application 3/23/2024 11:2326PM  STANDARD
4 Uplosd - ownload Delete L‘@Nm Folder |, Refresh S R0 a0 axi0 [y
Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog
URL:  http://bucket.s3portal.demo.netapp.com:8080/ [ copy
Key LastModified ETag Size Storage Class Owner Versionld
cluster]_demo_s3_user_s3_user
revision # 1 (current) 323/2024 112325 PM acfc9543e97e13678b2b6ed6a60e b 157 bytes STANDARD Unknown (Unknown) MzgOMjQTMDAWL
cluster!_svm_demo_s3_details (1)
revision # 1 (current) 3/23/2024 11:2325PM 407753b646a6cfef19fde71eefS4 211bytes STANDARD Unknown (Unknown) NDgOMQIMDAW.
cluster!_svm_demo_s3_details txt
revision #: 1 (current) 3/23/2024 11:2325PM 17d206518561480a587af3%feccc10e2 211bytes STANDARD Unknown (Unknown) NTU2NzZIOMDAWL
[hfs exe
revision # 3 (current) 3/24[2024 121452 AM 9e8557e98ed1269372f0ace91d63477
revision|, ;2 323/2024 112336 PM 9e8557698ed1269372M0ace91d63477 207MB Unknown (Unknown) NzQ10TE4MDAW.
revision #: 1 3/23/2024 11:2325PM 9e8557698ed1269372Mace91d63477 207MB STANDARD Unknown (Unknown) Njk20DI3MDAWLN.
[@puty.exe
revision #: 1 (curent) 3/23/2024 11:2325PM 54cb91395¢cdaad9dd7882533c21c0e9 83405KB STANDARD Unknown (Unknown) NzE2NZEyMDAWL.
[Es3browser-11-67.exe
revision #: 1 (current) 3/23/2024 11:2326 PM 2e36/b970514782962d6937c5df08210-2 958MB STANDARD Unknown (Unknown) NDY20DcwMDEU

MStorageGRIDRIAEKRE. B LKIMILEFEDERFHEEIZT —M#hR4s. BERDSnapMirrorX & Z BIRI4IA
RS,

[ 53 Browser 1167 - Free Version (for non-commercial use only) - Bucket (Migration Temp) z ;

» i -0
Accounts  Buckets Files Bookmarks Tools UpgradetoPro! Help
& New bucket offs Add external bucket 2 Refresh /08
] bucket Name Size Type LastModified Storage Class
& sg-dummy clusterl_dem.. 157bytes TextDocument  3/24/2024 121353AM STANDARD
clusterl_svm.. 211bytes Text Document 3/24/2024 121353 AM  STANDARD
clusterl_svm.. 211bytes Text Document 3/24/2024 121353 AM  STANDARD
[ putty exe 83405KB Application 3/24/2024 121428 AM  STANDARD
[Ehfs.exe 207MB Application 3/24/2024 121456 AM  STANDARD
[#s3browser-11.. 958MB Application 3/24/2024 121353AM  STANDARD
4 Uplosd - | g Downlosd | g Delete ( ] New Folder b Refresh 1fie (20200
Tasks (1) Permissions Headers Tags Properties Preview Versions Eventlog
URL:  http://192.168.0.80:8080/bucket/hfs.exe (P
Key N LastModified ETag Size Storage Class Owner Version Id
[¥hfs.exe
3/24/2024 121456 AM e8557e98ed1269372f0aced Tk rTLM 207MB tenant_demo (27041610751..  OEMR{Y4NDgIRT.
revision #: 1 3/24/2024 121353 AM "9e3557esaad125937Mac391 tenant_demo (27041610751... | NjUSRDhCNDHRT.

XEEFIONTAP SnapMirror S3HIZXEFIX RV HAIIRZA, XFLEIK7EStorageGRIDIHEIE 73 R ASTFiE 57 B
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T1%S3% A

XNFES. ASHERTEHEEIEAFANEE. MAZEERBERFRREE, StorageGRIDIRHAPILIT
YPES3TATANEIARF,

B REIStorageGRIDEIEUI (TIABHEFEIERZVUI). FIFAPIXIESwaggerBlHo

= N NetApp | StorageGRID Grid Manager

DASHBOARD Documentation Center

wows @~ Dashboard S

NODES
About
Health @

TENANTS
i ” Overall sl

CONFIGURATION

MAINTENANCE

BF"accounts"(T)&B43. iEIFE"POST /grid /account-enable —s3-key-import ". BiH"AE"1&H. AEE
i "execute"(F1T)¥&H,

accounts Operations on accounts o

: bl 3-k & nables the Import S3 Credentials feature on this node. Warning: Enabling this feature allows Grid Manager users with Change Tenant Root Password permission -
/grid/account-enable-s3-key-import ., aye fyll access to tenant data. This feature should be disabled immediately after use

Parameters ‘ Cancel

No parameters

PTEB7E "accounts" [ FREHEI"POST /grid /accounts/ {id} /user/ {user_id} /s3-access-keys"

THEHEERNEEWMALARERNTEF IDMAF KA IDRUE, EjsontEHIESREHIINONTAPHFNFERANE

4=n

A, ERILUSERAREIEARE]. el LAMIBR". "Expires": 3456789 ". AR EIF"HIT
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m /grid/accounts/{id}/users/{user_id}/s3-access-keys Imports S3 credentials for a given user in a tenant account
\'

‘ Parameters

Name Description
ld * required
string ID of Storage Tenant Account
(path)

27041610751165610501
user_id " reauired
steing ID of user in tenant account
(path)

ebc132e2-cfc3-42c0-a445-3b4465cb523c
body * required

Edit Value Model

(body)

{

“accessKey": "3TVPI142)GE3Y7FV2K(CO",

“secretAccessKey”: "75a1QqKBU4quA132twI4g41C4GgSPP30ncyOsPES"™
}

SRFFERFPZASNG. ER7E"accounts™POST /grid /account-disable" s3-key-import"® 22 FIZ2$A S \IHAE

m /grid/account-disable-s3-key-import Disables the Import S3 Credentials feature on this node. a
‘ Parameters Capgel

No parameters
‘ Responses Response content type [ application/json v ]

NRBANVEEF EEBUIREFAFIKF . JUBEZFBEHAE R,
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Users > Demo S3 User

Overview
Fullname: @ Demo S3 User /'
Username: @ demo_s3_user
User type: @ Local
Denied access: @ Yes
Access mode: @ Read-only
Group membership: @ Demo S3 Group
Password Access Access keys Groups

Manage access keys

Add or delete access keys for this user.

AccesskeylD = Expirationtime $

--------------- 86TR None

................ m None

BRI

NBTE X ABZEDEEMONTAPE #%StorageGRID. Ea] AR EESR, N MONTAP S3:E#
ZIStorageGRID. MFEELEREIBHHITIFIR,

TEONTAPRAEIEZ . HmiIESIAFIEHIZE /1"ReadOnlyAccess", XGBhLEAF B HRONTAP S3F#EDERE
NEHRE.
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Edit group

NAME

demo_s3_group

USERS

demo_s3_user x

POLICIES

ReadOnlyAccess x

RFERDNSECE I MONTAPEEBHE MIStorageGRIDIH BN AL, IEHRIGRIEBERLIR. MRFEEINTER
HiBER. I57EStorageGRIDHFRNNIH = 2
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Endpoint Domai

Virtual Hosted-Style Requests

n Names

Enable support of S3 virtual hosted-style requests by specifying APl endpoint domain names. Support is disabled if this list is empty. Examples: s3.example.com,

s3.example.co.uk, s3-east.example.com

Endpoint 1 s3portal.demo.netapp.com +

BHEPHEESETTLIHA. SERMDNSLUEITEI RS, WEELUE—IER. M THIZEERT

;mﬂi:fﬁStorageGRl DRI IR]AIDLA!
=

mEYSIZEA(MA R FANER). MFRSnapMirrorx . FAIGHIFRONTAPEX

B R SREAMME EXE
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