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MREATRERER, 18R AP

MRBETERER, 15FH APl (Active Directory )

WRFB'EREHEEERER (SS0) "HEBEHBHA Active Directory {9 SSO 12112
g,M%ﬁﬁﬂ—%wAmﬁxuﬁwﬁMMEEAmﬁﬁF%ﬁAmﬁﬂm%ﬁ%ﬁé

MRBHETERER, BERE API
WNEREMEF Active Directory {E8 SSO BB IHIERF, MLATFIRBEER,
FaZ
* [SHEETF StorageGRID FHF4HBBXS B FH SSO AR B FZE,
s NRBFEFEFEE AP, EEEFHEFKS D,

XFIAES
BRI MIIELHE, STUERMUTRAIZ—:

* X storagegrid-ssoauth.py Python BIZ, {iFstorageGRIDEEXHFHEHRH (/rpms XfF RHEL
, ./debsi&FTF Ubuntu 5§ Debian, LA "./vsphere XtF VMware)o
* cURL iEKBIRFI TIER

MRAITREDE, WESHIIERIEREN. BB TEHEIR: A valid
SubjectConfirmation was not found on this Responseo

(D 7l cCURL TIER TR RIPER R &M EA S B

WNRFFEURLED R, Nelge=EEILITEEIR: Unsupported SAML versiono

gl
1. R T AR Z — USRS D I0IE SR
° {3 “storagegrid-ssoauth.py Pythonfiilzs, #%ZEHE 2,
° M curl 15K, HEDE 3,
2. INREfFHZ storagegrid-ssoauth.py filZs. 15 IZMI 2% 3844 Pythonfi#fR 88 HiE 1 TIZ I AN,

HIRTRES, MAUTSHE:

° SSO Fi%. N ADFS 8% ADFS .

° SSO AR &

° 224t StorageGRID AY1g,

° StorageGRID Ak

° Bifafi P EIE API BIFEFKF ID 6
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python3 storagegrid-ssoauth.py
sso_method: adfs

saml_user: my-sso-username
saml_domain: my-domain

sg_address: storagegrid.example.com
tenant_account_id: 12345

Enter the user's SAML password:
R R P R s e S e At S RS SR S R

s T
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacfb25e7

IR HT StorageGRID ##BINSh, WME, ERJIESHEBTEMIBER, RMUFERFER SSO BIEH
API B9 A=

3. WNREMER curl BXR, BEEAUTERESE
a. FEAERMFNTE,
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'
export SAMLDOMAIN='my-domain'
export TENANTACCOUNTID='12345"

export STORAGEGRID ADDRESS='storagegrid.example.com'
export AD FS ADDRESS='adfs.example.com'

@ FiH RN EIEAPI, EERO{EN TENANTACCOUNTID,

b. BIZFIWEBMEHIIEURL, 1BMAHPOSTIEK /api/v3/authorize-saml, FAIGMIENAfIpRE
JSONZRS,

IRAIERTHER S HISIEURLAIPOSTIER TENANTACCOUNTID, ZERIEE#E python -m
json.tool” LARIBFRJSONZwEL,

curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \

-H "accept: application/json" -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m

json.tool

IR BIBIER B4 —1 URL RIZE R URL , BARBFESMNY JSON TR,



"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZHLbsIWEEVS$2FJTuv7. ..
s31%2BfQ33cviwA%3D&RelayState=12345",

"responseTime": "2018-11-06T16:30:23.3552",

"status": "success"

C. RIFMN . "SAMLRequest LUHE4Es<>ER,

export SAMLREQUEST='fZHLbsIWEEV%2FJTuv7/...sS1%2BfQ33cviwA33D"

d. M AD FS SREXEIEE FimiaK ID F95EZE URL

—M AR ER LR URL IERERKRE,

curl "https://$AD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=$TENANTACCOUNTID" | grep 'form method="post"
id="loginForm"'

It SR P IRIEK ID

<form method="post" id="loginForm" autocomplete="off"
novalidate="novalidate" onKeyPress="if (event && event.keyCode == 13)
Login.submitLoginRequest () ;" action="/adfs/1ls/?
SAMLRequest=fZHRToMwFIZfhb...UJikvo77sXPw%3D%3D&RelayState=12345&clie
nt-request-1d=00000000-0000-0000-ee02-0080000000de" >

e REFMIMNPHEFmEK ID o

export SAMLREQUESTID='00000000-0000-0000-ee02-0080000000de"

f. BT ERERIXE E—ImA AR 2R 1F,

curl -X POST "https://SAD FS ADDRESS
/adfs/1ls/?SAMLRequest=$SAMLREQUEST&RelayState=STENANTACCOUNTID&client
-request-i1d=$SAMLREQUESTID" \

--data "UserName=$SAMLUSER@SSAMLDOMAIN&Password=
SSAMLPASSWORD&AuthMethod=FormsAuthentication" --include



AD FS iR[E] 302 EEM, HEMEFHEREMEER o

o

@ WNRA SSO RABAT ZERRSMRIE (MFA) , MERPEAHERECEE-NENE
B HEMEE.

HTTP/1.1 302 Found

Content-Length: 0

Content-Type: text/html; charset=utf-8

Location:
https://adfs.example.com/adfs/1s/?SAMLRequest=fZHRToMwFIZfhb...UJikvo
77sXPw%3D%$3D&RelayState=123456&client-request-1d=00000000-0000-0000-
ee02-0080000000de

Set-Cookie: MSISAuth=AAEAADAVSHpXk6ApV...pmPO0aEiNtJvWY=; path=/adfs;
HttpOnly; Secure

Date: Tue, 06 Nov 2018 16:55:05 GMT

9. 1R7% "MSISAuth MR i cookies

export MSISAuth='AAEAADAVsHpXk6ApPV...pmPOaEiNtJvWY="

h. (BB B%I8E POST H8Y Cookie ¥ GET iR A 1FFIIEEME,

curl "https://$SAD FS ADDRESS/adfs/ls/?SAMLRequest=
SSAMLREQUEST&RelayState=STENANTACCOUNTID&client-request—
1d=$SAMLREQUESTID" \

--cookie "MSISAuth=SMSISAuth" --include

MNARKEELE AD FS RIEER, MERREEHINER, MIMMNMIESSE SAMLResponse [REE—ME
LHIFERH,



HTTP/1.1 200 OK

Cache-Control: no-cache,no-store

Pragma: no-cache

Content-Length: 5665

Content-Type: text/html; charset=utf-8

Expires: -1

Server: Microsoft-HTTPAPI/2.0

P3P: ADFS doesn't have P3P policy, please contact your site's admin
for more details

Set-Cookie:
SamlSession=a3dpbnRlcnMtUHIpbWFyeS1BZGlpbi0xNzgmRmFsc2Umcng4NnJDZmEKV
XFxVIWx3bk1l1IMnFuUSUzZ2CUZzZCYmJ1YmXzE3M]AyZTASLThmMDgtNDRkZC04Yzg5LTQ3ND
UxYzA3ZjkzYw==; path=/adfs; HttpOnly; Secure

Set-Cookie: MSISAuthenticated=MTEvNy8yMDE4IDQ6MzI6NTkgUEO=;
path=/adfs; HttpOnly; Secure

Set-Cookie: MSISLoopDetectionCookie=MjAxOCOxMSOwNzoxNjozMjolOVpcMO==;
path=/adfs; HttpOnly; Secure

Date: Wed, 07 Nov 2018 16:32:59 GMT

<form method="POST" name="hiddenform"
action="https://storagegrid.example.com:443/api/saml-response">

<input type="hidden" name="SAMLResponse"
value="PHNhbWxwO1lJ1c3BvbnN. ..1lscDpSZXNwb25zZT4=" /><input
type="hidden" name="RelayState" value="12345" />

i. MBI FER{RTE SAMLResponse:

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z72T4="

J- EARRTER SAMLResponse, & StorageGRID/api/saml-responseid K4 StorageGRID &4
IE<hE,

FFF RelayState, BEAEFKFID; MNREZREIMNEEIEAPI, 1BFEAEO,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E34% B 1 3IE < héo



"apiVersion": "3.0",
"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",

"status": "success"

a. ¥ S S IIEShE B 1F A MYTOKEN,

export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

MTE. TR EMIEKER. 5KREASSORYER "MYTOKEN APIEY 73 Mo

MNRBATREARER, 1B/FHE API

MNREEEESER (Single Sign-On, SSO) , MMHAX—ZRF APl IEKFITIE) R , A EEFHMIEE
18 AP| SRFHFP EIE APl , SR EMER Active Directory 154 SSO B3R MHI2FE, ML TFiRBEER

KXFULES

MRFE, EUMBALE SFHIEEH. LUFHStorageGRID APl (&, & RILIM StorageGRID fif
EBUFHE (SLO) , XFEEBMM StorageGRID £ h#,

S
1. BEMBSZFHIER. 15)F cookie "sso=true "{£i£Z|SLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[EIFSH URL :
{

"apiVersion": "3.0",

"data":
"https://adfs.example.com/adfs/1ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3
D",

"responseTime": "2018-11-20T22:20:30.839z2",

"status": "success"



2. {R775F5 URL .

export LOGOUT REQUEST
='https://adfs.example.com/adfs/ls/?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%
3D'

3. MEE URL AXEK L& SLO FHEEMIE] StorageGRID

curl --include "SLOGOUT REQUEST"

iR[E] 302 PR, LEETERERER T4 AP .

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwWV0o7ss%...%23rsa-sha256

Set-Cookie: MSISSignoutProtocol=U2FtbA==; expires=Tue, 20 Nov 2018
22:35:03 GMT; path=/adfs; HttpOnly; Secure

4. MikR StorageGRID HAEH SR,

fiBs StorageGRID AEH SN TEARNSAER SSO 1. MR FKIRM cookie "sso=true ". MAF
MStorageGRIDHEH, MARFIMSSORZ.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize™ \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

*204 No Content MNigEREARPIMEEFHE,

HTTP/1.1 204 No Content

MNMEREHATRESES, NEEA API (Entra ID)

MRMFE'EREAERAERER (SSO) "HEEER Entra ID fF/7 SSO #iftiERF, &
B] LUER RN GRS SR IREN S A& E 18 AP 5iiE B2 APl BBV S 130 IE 2 héo
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WRBAT EntraID £2E R, Sign inAPI

SNRLEER Entra ID 165 SSO SMRMERS, NEMXLEHHEA

FroG 2 A
* EAIEBF StorageGRID FFAMBE S A H SSO BB FHRHA-HIAEFZRFD,
s NRBBHEFEFEE AP, EEEFHEFKS D,

XFIAES
BRI HIIEHE, STLMER TR

* “storagegrid-ssoauth-azure.py’ PythonftlZs

* “storagegrid-ssoauth-azure.js ' Node.jsfiZs

X NS EB L T StorageGRIDRE X EH FH( /rpms ¥ F RHEL, "./debs i&FTF Ubuntu 3 Debian, L&
".Ivsphere’ X F VMware)o

EREEECHS Entra ID BY API £, 15517 “storagegrid-ssoauth-azure.py fiids, Python fIANE 1%
BStorageGRIDA A MER (B FKE SAMLRequest, SASFREIENSHE) , FEBTIAR Node.js a5
Entra ID X B L3A1T SSO #1E.

SSO #RERLUBE — R AP IEREHIT, EXFMHAREER, Puppeteer Node.js #RR A FHNEX Entra ID
SSO #M,

WNREFFEURLEDN, Nolge=FEILIFEEIR: Unsupported SAML versione

g
1. REMBHNEEIXR, WTAAR:
a. Z%Node.js ((EB ), "https://nodejs.org/en/download/"

b. LIEFFER Node.js #&3R ( puppeteer #1 jsdom ) :

npm install -g <module>

2. ¥ Python HiZs{£3845 Python fi#%R 28 LUSTTILRIZS,
SRfE, Python BIZ%iAERNAY Node.js BIZs3#11T Entra ID SSO XX H,

3. HIMETRE, WAMTESHNE (SHFERSHEEXLE)
° AFER Entra ID Y SSO EB-F M4t
° StorageGRID Hyithiit
° EiFafAF EIE API B9FEF K ID
4. HIIEREY, MABRBHESEERIIA Entra ID {24 MFA #£1%,


https://nodejs.org/en/download/

e \Users\userloe ENLS \BEUME_SSarpy storageprid-srure -ssoauth. py sso-pmail-address ut-l.'l"i?'n:.' comain. com

g.com --tenant-account-id 8

(D LRI AR E MFA Z1EF Microsoft Authenticator SERXHY. & RTRETRE IS LM A LASZ i ELAth 7
LRIMFA (190, BINTESCASH B R ULEIBIRED)o

IR T StorageGRID EIXSHE, WM, BAILUSESEBETEMIBER, FUFERER SSO KFEH
API 95

WMRBRTERER, 15 APl ( PingFederate )

WMRFB'EREHEEERER (SSO) "HAEFH PingFederate {E8 SSO et 2+
Eﬁ)ﬂﬂ%\?ﬁﬁfﬂj—%ﬂ AP| 15K LUREX AT WIS EIE API TP EIE APl BN B P IRIES

MREATRERER, FERE API
WRIEEA PingFederate {8 SSO B2 HER, ML TIREREH

FaZ
* [SHEETF StorageGRID FHF4HBBXS B FH SSO AR B FZE,
s NREIFRFAFASIE AP, ERLEFHEFMHEF D,

XFIAES
BRI HIIELHE, ATUERUTRAIZ—:

* X storagegrid-ssoauth.py Python BIZ, {iFsStorageGRIDEZEXHFHERF (/rpms XfF RHEL
, ./debsi&FTF Ubuntu 5% Debian, LA "./vsphere X+ VMware)o

* cURL IEKRBYRAEI TIER.

MRPITRETDE, WESHTIERRIEEREN, ERESEIUTHIR. A valid

SubjectConfirmation was not found on this Responseo
() 76l cCURL TIEAR AR BT S WE BB,
WRFFEURLERS R, MrgE=FEEI LI FEEIR: Unsupported SAML versions

TE
1. ERUT AR 2 — UREN B DI IEShE:
° {8 “storagegrid-ssoauth.py Pythonfiiizs, #%ZEHE 2,
° fH curl iIER. BELRE 3,
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2. NREB{FHZ storagegrid-ssoauth.py filZs, 154 Z 2844 Pythonfi#fR a8 Hiz TiZAI A<,
HIFERES, BMAUTSEHE:

° SSO Ak, &R LN "pingfederate"BYfE{rI L& {A(Pingfederate. pingfedateZ),

° SSO AR &

° &% StorageGRID Big, tFEEARAT PingFederate , &A] LIS EH B = s N EAI{E,
° StorageGRID BY3thiiE

° BifnEFEE AP AP ID o

python3 storagegrid-ssoauth.py
sso_method: pingfederate
saml_user: my-sso-username
saml_domain:

sg address: storagegrid.example.com

tenant_account_id: 12345
Enter the user's SAML password:

T e
StorageGRID Auth Token: 56eb87bf-21f6-48b7-afob-5c6cacftb25e7

HHPIRM T StorageGRID X<, M7E, ErILURSHEATEMIBER, XMMUFERMER SSO KHEA
APl 197530

3. MNREMEA curl IER, EBEAUTRESE .
a. FRRERFIBHNEE.
export SAMLUSER='my-sso-username'
export SAMLPASSWORD='my-password'

export TENANTACCOUNTID='12345"
export STORAGEGRID ADDRESS='storagegrid.example.com'

@ FiH RN EIEAPI, EERO{EN TENANTACCOUNTID,

b. BFRTZMEMNIIEURL, BR&ZHPOSTIERK /api/v3/authorize-saml, SAGMIBRAIBRE
fthJSONZREL,

REIERT— POST &K, FAF I TENANTACCOBTID 12 SH5%IE URL » ERIEEEE
python -m json.tool LAMIBR JSON 4wE5,

10



curl -X POST "https://$STORAGEGRID ADDRESS/api/v3/authorize-saml" \
-H "accept: application/json™ -H "Content-Type: application/json"

--data "{\"accountId\": \"STENANTACCOUNTID\"}" | python -m
Jjson.tool

R BIRPER 824 E—1 URL RIZRVE R URL , BEFREHEEISMNY JSON HiZE.

"apiVersion": "3.0",

"data": "https://my-pf-baseurl/idp/SSO.saml2?...",
"responseTime": "2018-11-06T16:30:23.3552",
"status": "success"

c. RIFMEIFH). “SAMLRequest WUHELS SR,

export SAMLREQUEST="https://my-pf-baseurl/idp/SSO.saml2?..."

. SHIENF] cookie , FHIMNHITEIER:

RESPONSE=$ (curl -c - "$SAMLREQUEST")

echo "S$RESPONSE" | grep 'input type="hidden" name="pf.adapterId"
id="pf.adapterId"'

e. St "pf.adapterld" &, FHXMAEZHITEIE:

export ADAPTER='myAdapter'

echo "SRESPONSE" | grep 'base'

f. S "href' & (WBRERAT/) , HNWEHRITEES:

export BASEURL='https://my-pf-baseurl’

11



echo "SRESPONSE" | grep 'form method="POST"'

g- | "act" f&:

export SSOPING='/idp/.../resumeSAML20/idp/SSO.ping’

h. &i% Cookie LAz EiE:

curl -b <(echo "SRESPONSE") -X POST "S$BASEURLSSSOPING" \
--data "pf.username=$SAMLUSER&pf.pass=

SSAMLPASSWORD&pf .ok=clickedé&pf.cancel=&pf.adapterId=SADAPTER"
--include

i. MBI FERRTF SAMLResponse.

export SAMLResponse='PHNhbWxwO1lJ1lc3BvbnN. ..lscDpSZXNwb25z2T4="

J- EARRTFER SaMLResponse, & StorageGRID/api/saml-responseid K4 StorageGRID & 14
IR,

¥F RelayState, BFERAMEFIKFID; MNREEREIMEEIEAPI, 1E(EHE0,

curl -X POST "https://$STORAGEGRID ADDRESS:443/api/saml-response" \
-H "accept: application/json" \
--data-urlencode "SAMLResponse=S$SSAMLResponse" \
--data-urlencode "RelayState=$TENANTACCOUNTID" \
| python -m json.tool

MR E14E B A 3IE < héo

"apiVersion": "3.0",

"data": "56eb07bf-21f6-40b7-af0b-5c6cacfb25e7",
"responseTime": "2018-11-07T21:32:53.4862",
"status": "success"

a. B i B9 IRIEShE S F N MYTOKEN.

12



export MYTOKEN="56eb07bf-21f6-40b7-af0b-5c6cacfb25e7"

WME. EeI U EMERER. S5REASSORER "MYTOKEN APIBY A XM

MRBATERER, 5EH API

MNREEARSER (Single Sign-On, SSO) , MMM —ZRTI AP iERFITOFIER , A REFHMIBE
12 API TP B API . SNRIEEF PingFederate 157 SSO BRI, ML TiHBEER

XFIES

WMREE, EAIUIMALRH B EHETEFHE. LUTHEStorageGRID APl, 3%, &tWaLIM StorageGRID fi
RELUEHE (SLO) , XEEBMH StorageGRID £h,

P$IE

1. BERZLZEHEIER. B8 cookie "sso=true "£iEZISLO API:

curl -k -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--cookie "sso=true" \

| python -m json.tool

R[BETH URL :

"apiVersion": "3.0",

"data": "https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D",

"responseTime": "2021-10-12T22:20:30.839z2",

"status": "success"

2. R1FE% URL -

export LOGOUT REQUEST='https://my-ping-
url/idp/SLO.saml2?SAMLRequest=fZDNboMwEIRfhZ...HcQ%3D%3D"

3. MEE URL AXEK L& SLO HEEMIE] StorageGRID

curl --include "SLOGOUT REQUEST"

13



iR[E] 302 MRz, LEETERERER T4 AP £,

HTTP/1.1 302 Found

Location: https://$STORAGEGRID ADDRESS:443/api/saml-
logout?SAMLResponse=fVLLasMwEPwV0o7ss%...%23rsa-sha256

Set-Cookie: PF=QoKs...SgCC; Path=/; Secure; HttpOnly; SameSite=None

4. iR StorageGRID HAZH SR,

14

fiBs StorageGRID BAEH S TSR SAER SSO HE. MR FKIEM cookie "sso=true ". MAF
MStorageGRIDH/EH. MASFMSSORZ.

curl -X DELETE "https://$STORAGEGRID ADDRESS/api/v3/authorize" \
-H "accept: application/json" \

-H "Authorization: Bearer SMYTOKEN" \

--include

*204 No Content MNiETRAFRMESEH.

HTTP/1.1 204 No Content
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