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tar -xf StorageGRID 12.0.0 Code Signature Verification Package.tar.gz
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° JEHHE: CA-Int-Cert.pem

o BHEIBMENE: TS-Cert.pem

° RIGHIH: sha256sum

° RIGAER: sha256sum.sig

o BHEIBMEN X : sha256sum.sig.tsr
3. FRSKIEMIEREEEN.

Tl openssl verify -CAfile CA-Int-Cert.pem Leaf-Cert.pem

FHAMIL . Leaf-Cert.pem: OK

N

- NRPE 2 FHIEBIEIMAN. BER tsr XXH#HITRIE.

T ffl: openssl ts -CAfile CA-Int-Cert.pem -untrusted TS-Cert.pem -verify -data
sha256sum.sig -in sha256sum.sig.tsr

PRt El3E: Verification: OK

)]

- MHIERSIB A HE A
T il openssl x509 -pubkey -noout -in Leaf-Cert.pem > Leaf-Cert.pub
FER%EIL © none

6. FHAHZIRIEIVUE sha256sum” X “sha256sum.sige

T ffl: openssl dgst -sha256 -verify Leaf-Cert.pub -signature sha256sum.sig
sha256sum

FRERs . Verified OK

~

. RIEFQIEAIRLEFILEIUE “sha256sum XXIER B
5 sha256sum -c sha256sum
R . <filename>: OK+ “<filename> B TEHEYIAMYSTHEHRIZ IR,

8. "R E R MR R R PRI EFE LRI Mo
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* Docker CE 20.10.20-3
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1 StorageGRID TRBEEUTHREEIE:

* CPURIL: 81 THE8N

* RAM: EURTF eI S2RAM K R4 _Liz1THI3EStorageGRIDEHFHI 3k =
c EE. BTN RED24 GB. LERFAZRAM2E]16 GB
° §NMEFRENFE64 GBTE. HPXRLNEES. 0001 7E

EF e amiE T SR RO NS A EET 2 A RTE, Fl:
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/var/local — /dev/mapper/sgws-snl-var-local

rangedb0 — /dev/mapper/sgws-snl-rangedb0
rangedbl — /dev/mapper/sgws-snl-rangedbl
rangedb2 — /dev/mapper/sgws-snl-rangedb2

rangedb3 —# /dev/mapper/sgws-snl-rangedb3

BEZEMN (Linux)

LZEIEPEVSEEIZENEZHE (Linux)
ERNAES L. StorageGRIDEX ENEEIKEFHIT—LLER sysctlo

Re#AT

22

@ “Linux"#§8922 RHEL. Ubuntu 3¢ Debian Z0E. BXZZIFhRABFIFR, 15SiH "NetApp BiE(F
MRITE (IMT) "%

LITFER:

# Recommended Cassandra setting: CASSANDRA-3563, CASSANDRA-13008, DataStax

documentation

vm.max map count = 1048575

# core file customization

# Note: for cores generated by binaries running inside containers, this
# path is interpreted relative to the container filesystem namespace.

# External cores will go nowhere, unless /var/local/core also exists on
# the host.

kernel.core pattern = /var/local/core/%e.core.%p

# Set the kernel minimum free memory to the greater of the current value
or

# 512MiB if the host has 48GiB or less of RAM or 1.83GiB if the host has
more than 48GiB of RTAM

vm.min free kbytes = 524288

# Enforce current default swappiness value to ensure the VM system has
some

# flexibility to garbage collect behind anonymous mappings. Bump
watermark scale factor

# to help avoid OOM conditions in the kernel during memory allocation
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bursts. Bump

# dirty ratio to 90 because we explicitly fsync data that needs to be
persistent, and

# so do not require the dirty ratio safety net. A low dirty ratio combined
with a large

# working set (nr_ active pages) can cause us to enter synchronous I/O mode
unnecessarily,

# with deleterious effects on performance.

vm.swappiness = 60

vm.watermark scale factor = 200

vm.dirty ratio = 90

# Turn off slow start after idle
net.ipv4d.tcp slow start after idle = 0

# Tune TCP window settings to improve throughput
net.core.rmem max = 8388608

net.core.wmem max = 8388608

net.ipvé4.tcp rmem = 4096 524288 8388608
net.ipv4.tcp wmem = 4096 262144 8388608
net.core.netdev max backlog = 2500

# Turn on MTU probing
net.ipvé4.tcp mtu probing = 1

# Be more liberal with firewall connection tracking
net.ipvé4.netfilter.ip conntrack tcp be liberal =1

# Reduce TCP keepalive time to reasonable levels to terminate dead
connections

net.ipv4.tcp keepalive time = 270

net.ipvé4.tcp keepalive probes = 3

net.ipv4.tcp keepalive intvl = 30

# Increase the ARP cache size to tolerate being in a /16 subnet
8192
net.ipvé4.neigh.default.gc thresh2 = 32768
net.ipvé4.neigh.default.gc thresh3 = 65536
net.ipvé6.neigh.default.gc threshl = 8192
net.ipvé6.neigh.default.gc thresh2 = 32768
net.ipvé6.neigh.default.gc thresh3 = 65536

net.ipvé4.neigh.default.gc threshl

# Disable IP forwarding, we are not a router

net.ipv4.ip forward = 0

# Follow security best practices for ignoring broadcast ping requests
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net.ipvé4.icmp echo ignore broadcasts =1

# Increase the pending connection and accept backlog to handle larger
connection bursts.

net.core.somaxconn=4096

net.ipvé.tcp max syn backlog=4096

Z % Linux

BATERRAE Linux MR EH] E &3 StorageGRID » BIRENVS ZIFRANTIR, 5
FiNetApp E321EMRT E,

FaZ i
HRIEIRIER S EStorageGRIDIRERIZIRAE R, W TFFR. AR 'uname -r SREURIERFZBINZ
MRS, HEBSRERABRNE.

@ “Linux"#gH2 RHEL. Ubuntu 5 Debian ZE, BXZZIFRAMNTIER, H2F "NetApp EIZ(E
MRITE (IMT) "%
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RHEL

RHEL hfzZs IRAZhR s RAZER B R AR

8.8 (BEEH) 4.18.0-477.10.1.e18_8.x86_64 kernel-4.18.0-477.10.1.el18_8.x86_64
8.10 4.18.0-553.el8_10.x86_64 kernel-4.18.0-553.el8_10.x86_64
9.0 (BEHA) 5.14.0-70.22.1.el9_0.x86_64 kernel-5.14.0-70.22.1.el9_0.x86_64
9.2 (BER) 5.14.0-284.11.1.el9_2.x86_64 kernel-5.14.0-284.11.1.el9_2.x86_64
9.4 5.14.0-427.18.1.el9_4.x86_64 kernel-5.14.0-427.18.1.e19_4.x86_64
9.6 5.14.0-570.18.1.el9_6.x86_64 N1Z-5.14.0-570.18.1.el9_6.x86_64
Ubuntu

SER XUbuntuhRZ18.044120.04M9FEBF . RTERFKhRA MR

UbuntuhRzds  &IEAZARZ RIZER L2 TR

22.04 1 5.15.0-47-3&F linux-image-5.15.0-47-generic/jammy-updates
< jammy-security. now 5.15.0-47.51

24.04 6.8.0-31-generic linux-image-6.8.0-31-generic/Noble. I{£/96.8.0-
31.31

Debian

7. DebianfRAENMBXIFHEFA, BERKREFHIER.

Debianfkzs RIEAZARZ RIZER BB TR
1 (BEFHA) 5.10.0-18-amd64 linux-image-5.10.0-18-amd64/stable. I}

1£95.10.150-1

12 6.1.0-9-amd64 linux-image-6.1.0-9-amd64/stable. ILTE
796.1.27-1

p
1. 122D HE AR A SRR B TEFTEYIE SR AR EH LR Linux .

() FERpEAEmS@EFE.

° YIRERE RHEL BHMERIRME Linux RERRF, HEFRTTETRRAGEE (WRTH) ENREE
BtiIF 1R,
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o 4 Ubuntu B, BRITUEIFRNVERALRIEF S BiIEE OpenSSH ARS523 LUBBAXS Ubuntu EH
8 ssh 1h18), FRE EAER A LURFERRIRTS,

2. HatRERE ENEBRI LUF ARG E1FMEE, 81 RHEL B Extras &,
3. MNMREBARM:
a. BT R $ sudo swapoff --all

b. MEMIBRERE R E fetc/fstab LR FIGE

() mmkzmezmss, NarBRIENEE

T #& AppArmor FEEX L% (Ubuntu 1 Debian)

NREEBITEBER Ubuntu IFRFIEITHER T ER AppArmor-Access Control 24t
, MSHEEMARS ELEMNIEEXEXR StorageGRID At & X4 Al e M —iE L2 AY4E
R ERELE,

HINERT, RASNEEEMIREFRR L RENREERE AppArmort EEEX . M StorageGRID RAR 2%
BTG, FHEIEXERE S, DHCP, MySQL, NTP# TCdump EZR#{HE5 AppArp A%,
MEMERREFEML AL E R,

&R LUER 755K 02 AppArmor BRE X5 :

* NEMARZ ERENS StorageGRID RARBTHINRHEESHNNHEEAZMNEX . BRAKIMEE
MBS, StorageGRID BHEXHH=ETR—1T5E, ERERBA.

ERUTHS:

sudo ln -s /etc/apparmor.d/<profile.name> /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/<profile.name>

* o

sudo ln -s /etc/apparmor.d/bin.ping /etc/apparmor.d/disable/
sudo apparmor parser -R /etc/apparmor.d/bin.ping

* ST2EHA AppArmor » ¥ FUbuntu 9. 10 EShRES, 1HIZRUbuntuB It X HABYRERHITIRIE: "2H
AppArmor"s TERHFTEIUbuntubiRZs £, BIEETC AT 2B AppArmor,

ZHAppArmorfa. StorageGRID BEXHHAEEREMTETRAppArmorEEZFHNEB.

BB ENIMLE (Linux)

EEN LR Linux 25, EAEFERITLIIINERE, UEESIENLES—
AIE SIS EITEE EERER StorageGRID T AIMLEiE,
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@ “Linux"#5H#9:2 RHEL. Ubuntu 8¢ Debian 8f&. BXZFRENTIR, HSE "NetApp BIE(F
MRTAR (IMT) %

FrIaZ Al
* IRB&EE"StorageGRID RILREZAN",
* BEEEREARNER TRESMIHFENK,
* MNBEEEFERENEN, WEBFEIEMAC #il 5 209F 2SI EINIER B ENME Z 8,

@ WREBFEA VM fEREMN, MEHERE VMXNET 3 {EAN BRI ER 2, VMware E1000 R4&E&E
fiogs ESHEELE Linux hiids_EEZBE StorageGRID Bashy K EIZR#L,

XFIAES

PIAE TS RS TRAEIS A IR AR LS , SR RT LAA R E IR P IR, &0 LU eI 2 BRET KR (It 131N FR
HERRES 2K ENBIYIIER O S BT MR T REMEOEXER. SIZENRON, BEAREFIMUSEERE
FMZE#TEE, HERAI%.

E—ZORUEENS— I HE N RZEHER, FN, EaUERAERAEOFETENIFRMNT R BN
8], UEFHEPENNTIR. REZHMEI I N RZERUEZE—#EA, EFFEZOBUINEERRER IP #
it REEET RZEHENSEAT RZEHZIPHEIL,

el LUMERAERM ENMLERZEO N EN _EWFRE StorageGRID TTRIBEMEMEZEL;, AIUAS M TRERATR
ERENMLZIZED; WAILAEXRE ZERITiRE. B2, BEAIRMSENT RBMRNEEMEZOER
MENMERED, BARRME DT REMENESEZEONS — T RNE P R EEOERNENNEEO.

TR ZMANTEMILES. fliN. MRENENZEMI. MEZASPENBE R
“MStorageGRID Tim. MEILIEESWIERZF PR EMBENINESEN. HERA—M—M, MREER
MENLEES TR UEEPER, MWeTLFIA Linux ME&HEEST VLAN #1 LACP BySZHRERSEIM S BT
HZ, UTETHANETER MRS R BEFEREPEA—NRO; G IERTMAR SRR

5o

FEEREABEXMIHMLEFNBRBMEEO, XIFMAIERMELIERZEEL TREmR T
@ [E] X HE MM E A MACVLAN BT RiB8. BIXBIEHEIRS, a0 VLAN SUEHX L
AR (Veth) o AT REEXAPIEELIZEFENNERD,

MAC ithiit 5o ERYE R F AN

MAC #ilit o2 2 fERBRERENBY MAC ik, TENNEREIEE RIS RENERRIMBILRY MAC Hitlk, &
RZfEF MAC sttt sefE kgt e fE R MR B B

B MAC &

FERLEIFER, AILGET MAC ittt FefEskiBta L 2, RANCHEERUMNEEME, MM P mMLEE
BEZAEMNIC . itBBEAEN LT A NIC B MAC ithitr] LU SRR RE WK EC R

(D MACHutmRRTREGNESS, THEAEENBEERETERET,
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MREINTNREBET MAC ZEEEMMEORILMAEZRR, WEBMTIRZA, ErRIEFERER

@ RERN"XKHA " IS, EEREHE, EINFRAERMEIEMEEO LR MAC i, MRED
TRETEROZICMEERE MAC ItHER, WEBMET RZATKGERIREN " X " Al
ZIEEREHER -

AIMBERT, MAC it R FRARS, 4IEdTREERAHRTIRE, ENEZRE StorageGRID /5
FE.
BTIREE— TR
* ADMIN NETWORK TARGET TYPE INTERFACE CLONE_ MAC
* GRID_NETWORK TARGET TYPE INTERFACE CLONE MAC
* CLIENT NETWORK TARGET TYPE INTERFACE CLONE MAC
NRRFEZERIZEN "true” , MESBEFEAEMN NIC BY MAC #totit, b5, ENVRFERIEE B IMER MAC it

tt, BRIABR T, Bt EREAERRMLL, BIIREERAT REERRIKE T —1 _NETWORK_MAC it
it M=eh Azt EVMER[RBLXEBE TR MAC #it,

(D EEMEN LEBRA MAC ZEMARBEEMMIEERERF LERERMREINA S ERENED
REREA Linux EHMEHEREET R

Mac 2B
MAC fEEBEERMERIB:

* RIEFAMACHPE: WIR CcLONE MAC RETREEEXHPNEHIEEN "false". MENRERENINIC
MAC. BE8RABstorageGRIDEMMIMAC, FRIFEEIAPFIEE TMAC ° NETWORK MAC, SNRTEZIAH
RE T NETWORK MAC, NIBBREEEZEAPIEENMI NETWORK MAC, UZETAECEZEKERE
FARTo

* EEAMACPE: WIR croNE MAC HREEXGHNERILRE N "true. MESIEFEAENNIC MAC,
MENIEEAstorageGRIDERKMIMAC, FRIFEZIAPIEE TMAC ° NETWORK MAC, WIRTEZEAFIGE
THIE NETWORK MAC. MENEERIEERMUL. TASEMNMLL, THBERRER, FNFERER
&3o

NRERBEAMACHI R E, MEREARTFIAZEOZBAERIFEIW BIERERF HERIMAC

@ HINERYEHE. BRI B AR QAR N R 2B IHIRBE A ER (AT Prolk . MACHE

BN, BN LigBERE URIEAHARINERS, FIFHERXRMIERNIR
EEE,

BERAMACRE, B2 EXEET R EX B

Mac 5 fERf|

AENBEMACTEEE RG], HF. #0ens256BIMACHINESI11: 22: 33: 44: 55: 66. Y AREEXHHH
LUIFEEA:

°* ADMIN NETWORK TARGET = ens256

°* ADMIN NETWORK MAC = b2:9¢:02:c2:27:10
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* ADMIN NETWORK TARGET TYPE INTERFACE CLONE_MAC = true
£ER: ens256MYENIMACHDL2: 9c: 02: C2: 27: 10. BIEMLEMACH11: 22: 33: 44: 55: 66

A BRETEIIREN A NIC BY—3f—BREY

1 NET —NMERRIREORS, ZRGRAFER VDN ENGEEHREFFTEENIHERE.

=\

-

Physical Infrastructui

You Configure

m

Linux I2ERFLIE ensXYZ L& B ARNZON BohAMED. BRTHREREDKRENSDER
BRIz, AEEHITEREE, EXAEEMWD ensXYZ W HNStorageGRIDMLE (Mg, BIESHZEF
i%) , LUEEAUEEEELE D I2 IR IEFAYBRET,

BAE, IKERRT %1 StorageGRID Ti4; B8R, BEBERT, EaXWETH VM EALESE.

NRIIRA 1 RYEEIEN], NG EZEEIZED 10G1 2l 10G3 Wik AR ERIFRER, FHIEEREEHENA
VLAN L,

~f5l 2 . LACP 4fE{EZ% VLAN
T 2 REEAESE ML IZ O LUINREFERD Linux 2 &hR_EEJEZ VLAN 0,

KXTUES

T 2 AT —METF VLAN BUBRARES R, ZAFAMTESENENLNFRET R ZEHZE T ANE
Hise IRBILEERTRINEMN.

BRI, BISENMUEROE = NEMAMEMLE, EEAMEHNEFIHMEFM. FMUTFARHN
VLAN (1001, 1002 #11003) L, #Hi&id LACP 48R 44inO (bond0 ) IEHtLaEN. ERIELSE L
BCE =" VLAN ##[: bond0.1001 , bond0.1002 # bond0.1003 »

WMRE—FV LT RMKFEELINAY VLAN FIFM, W UTESE LRI VLAN 2O EBRE R EY (30
E%H bond0.1004 FA7R) o
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You Configure
ensl23
ens23d

ensd56
ens567

i
i
:
i
i
i
i
:
' 13 ens345
i
i
:
i
i
i
i
:
i

ensb78

bond0.1001
bond0.1002

bond0.1003

TE
1. 3T StorageGRID M&EZENFIEYIEMEZEOREE— LACP 4EH,

AT EN MG EERBEBNZM, B9, bond0 .

2. WERAEVLANIZOSRAE, SIRERISE FAEXE YIZIRE PIVLANIED physdev-name . VLAN

IDo

AR, TEB 1M 2 ERWERUEMEFERS —IHMOSSIRY I TEYEE, I, B EAERERMN
EE% LACP im@ER, HEEENTDLd, HAF@IFmE®NERN VLAN o

AR M T S ENNEERE S RN R IR OREX M.

HXEE
* "Ubuntu #1 Debian BY7R={5l /etc/network/interfaces"

* "RHEL BY7R:f5l /etc/sysconfig/network-scripts"

EREFHFE (Linux)
BATIRAE Linux ENDECREZEES.
Fiaz a7l
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BEMRUTER, HPRETTRIIESFRIENES:
* "TEFEA T REE K"

* T RASRIBEK"

(D “Linux"#5#9:2 RHEL. Ubuntu 8¢ Debian &, BXZXFRERTIER, HS5 "NetApp BIE(F
HRIHR (IMT) "

RFUIAES
RREZEE(LUN)DECL NS, BER"FREXR " TRRBEUTAR:

* SPENFFNEY (IRIBEEEZEN LHENT RRVREMNER)
* BIENFHEES BIRFHIEINREKE)
* BPERRN

FEEAH LEBE StorageGRID TI=BY, HEREMLLER UK Linux IS MIEESECRIAAE SRR,

() CEBHRESMMEASHTIR, BRUREL; RBEBRENHINTLD,

() ATFamsmEeEss. QBRE— P HKMIELUN,

(/dev/sdb f5lg0, ERGERMTIRE, HBRER RA HHREEXH, XEXHARERTEFINENRBE
REEH, NMEMASKEMIEEIEZT. NREHANREiscST LUNMIEEMEIEFE ZRRE. 5EERERRPEA
ZHEFE /dev/mapper. LEZESANIRINE SIERREZFHNTRMEERENY, ®E. EHoTUETE
RS OIEREGEE /dev/disk/by-path/ EAK A M IEE B FFo

f5lan:

ls -1

$ 1s -1 /dev/disk/by-path/

total O

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:00:07.1-ata-2 -> ../../sr0
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0 ->
../../sda

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-partl
-> ../../sdal

lrwxrwxrwx 1 root root 10 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:0:0-part2
-> ../../sda2

lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:1:0 ->

../../sdb
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:2:0 ->
../../sdc
lrwxrwxrwx 1 root root 9 Sep 19 18:53 pci-0000:03:00.0-scsi-0:0:3:0 ->
../../sdd
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BT RENERZBFIARE

AEMREEEDTRRTF AR, LURLHIIA StorageGRID REMAKFRAIFTIRE, WREMREMEIEFZREIT
KopiEF URIFREZEZES. el LUERXHH alias FE " /etc/multipath.conf,

40

multipaths {

multipath {
wwid 3600a09800059d6df00005df2573c2c30
alias docker-storage-volume-hostA

}

multipath {
wwid 3600a09800059d6df00005d£3573c2c30
alias sgws-adml-var-local

}

multipath {
wwid 3600a09800059d6df00005d£f4573c2c30
alias sgws-adml-audit-logs

}

multipath {
wwid 3600a09800059d6df00005d£5573¢c2c30
alias sgws-adml-tables

}

multipath {
wwid 3600a09800059d6df00005d£6573c2c30
alias sgws-gwl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-var-local

}

multipath {
wwid 3600a09800059d6df00005df7573c2c30
alias sgws-snl-rangedb-0

UM AER 2 FRIENBEENLNERPETNIRILE /dev/mapper. XiF. SHECEHLAEFIRIE
FEEEREFEESH. EmALdsE—MET IR B S TRIERR TR,

NRBIREHZEHELUSZF StorageGRIDTI R B HEAIRFMETIEF ZHE. WEILITEFIE N LEIEH RE

XFo letc/multipath.conf S/FHREE TN LERFENE RS | EFMEEA, EAZFRERENZE
BEESITAHESIEFMHES LUN BU3IR S, XEETIEE, BIEFS.

C) EEQ%K&M@%W%H#%%W@%ﬂgoE$$m$¢\mM@ﬁW%—¢§$ﬂ¥W

32



BXER
* "ERER RS I BFMEE"
* "EFREFIEREER"
C TN RASREBER
FCERR5IZFMHEE (Linux)

£% %4 Docker 8% Podman B285|Z 271, AR ERNILEEEHEHTE,

@ EES‘Z%JI%DockerFH1?2@57&#%5%5’9@%%%I%, TERFKhRAH. Dockeri§tR 5 — 1A 285| ZEY

@ “Linux"f§A9:2 RHEL. Ubuntu 5 Debian &, BXSXIHRAMNTIR, BEEIT "NetApp HiRE
MERITE (IMT) "

KTFUAES

WNREITRIEELE AT Docker 3¢ Podman 7#fiE%, HBEIFHHPX EEEBBEMeIEZIE, M UBGE LTS E:

* Podman: /var/lib/containers

* Docker: /var/lib/docker

p
1. ER2R5 | EEFMHEE LRIEX RS

RHEL

sudo mkfs.ext4 container-engine-storage-volume-device

Ubuntu ¥ Debian

sudo mkfs.extd4 docker-storage-volume-device

2. HYRBSIEEHES:
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RHEL
° ¥¢F Docker :

sudo mkdir -p /var/lib/docker
sudo mount container-storage-volume-device /var/lib/docker

° 3tF Podman :

sudo mkdir -p /var/lib/containers
sudo mount container-storage-volume-device /var/lib/containers

Ubuntu g Debian

sudo mkdir -p /var/lib/docker
sudo mount docker-storage-volume-device /var/lib/docker

° 33 Podman :

sudo mkdir -p /var/lib/podman
sudo mount container-storage-volume-device /var/lib/podman

3. BARFHEEIREIEZBIFRME /etc/fstab,
° RHEL: BaEMEEIRE

° Ubuntu 3§ Debian: docker-storage-volume-device

S B HRFEE R AN ERBEE B MENEH.

=4 Docker
StorageGRIDAZ ] LUIERN B ERESTE Linux LiETT,

* 1£9 Ubuntu 3% Debian &#£StorageGRIDZ i, EMMEEE Dockers,
* NREEIFER Docker B2851%, FRBLUU TP ELRLE Docker, BN, L4 Podman o

@ EES‘Z?@I?;Dockerﬁﬁ R BB AR5 %, FERKIREH. Dockerflm— 1 A2R5I1%

g
1. IREBIERTFEH Linux kRZASA95EBEZ % Docker o
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@ WNRIZH Linux D EIRAEE Docker , f&BILIM Docker Mg FEE

2. BT TR S, BIRERBBFH B Docker :

sudo systemctl enable docker

sudo systemctl start docker
3. AT e SHINEE R EFHARRASHY Docker :

sudo docker version

& P i BRSS SR hR AN 5109 1.11.0S E S hinso

%% Podman

StorageGRIDRAFENBERETIBTT. MNREEZEFER Podman Bes51%, BRBUTHELLE Podman, &
M, &%= Docker o

PIE
1. $RERE R T &/ Linux MRASHYiHBER % Podman #1 Podman-Docker o

@ Z%E Podman BY, EIEAE%E Podman-Docker #0482,

2. MANLUTF®S, BWINEEZEFRER Podman #1 Podman-Docker s :

sudo docker version

()  i® Podman-Docker #f, #ERILUER Docker %

& P im A ARSS SR kRN 4 29 3.2. 38 B S hivso

Version: 3.2.3

API Version: 3.2.3

Go Version: gol.15.7

Built: Tue Jul 27 03:29:39 2021
0S/Arch: linux/amdé4

BXER
"ECE EAEFE"
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Z#EStorageGRIDEHARSS (Linux)

SR LIERE S TR ER SR A StorageGRID B K 2% StorageGRID EAARSS

@ “Linux"#8892 RHEL. Ubuntu % Debian /&, BXRZHFMAENFIR, 1BESH "NetApp BIE(E
MRIE (IMT) "%
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RHEL
&R LAER StorageGRID RPM {4+ B &% StorageGRID EH1ARSS.

KXFULES

U TR BN M RPM BB REENARS. BE. EHrIUERREIR A EEBIDNFE(ERE
TTHIRITIZ R ERPMEL, S IIEMAT Linux BIERSHY DNF FAEEZENER.

p
1. ¥ StorageGRID RPM BB EHZIS N EN, HEEEHZ=FME LA,

g, BEMEZERT /tnp. UEE F—FHREATOGS,
2. LA root BASEA AR sudo NRAMKFAZEREIENEN, ARKEEIMFZITUTHS:

sudo dnf --nogpgcheck localinstall /tmp/StorageGRID-Webscale-Images-
version-SHA.rpm

sudo dnf --nogpgcheck localinstall /tmp/StorageGRID-Webscale-
Service-version-SHA. rpm

(D  cuRrzzmgnte, AEBRERSRE,
(D) NRERREEREEMSMIBRED /p, HERHLURREERNERZ,
Ubuntu 5{ Debian

&) LU#ERStorageGRID DEB 29 Ubuntu 8§ Debian &% StorageGRIDEHARSS

KTUAESS

AR M Deb MR REENARSS. HE, EHERIUERAREIFEESH APT FiEETH
EZIE%R % Deb MR, BEIERT Linux B21ERSH APT ZAEEREA.

p
1. & StorageGRID Deb R4 BEFIZIG NN, HEHEHZ=FME LR,

g, BEREZEERT /tnp. UEE F—FHEATOSGS,
2. LA root HAHEAERE sudo WRMIKFEREIBDEN, ABRBITUTH L,

TWRNEREREE. AT service BRE ~images WHFE, MIREFREEHRETUIMNER
B /tmp, BB URREERNRER,

sudo dpkg --install /tmp/storagegrid-webscale-images-version-SHA.deb
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sudo dpkg --install /tmp/storagegrid-webscale-service-version-
SHA.deb

E% % StorageGRIDB Z A, #7i5%EE Python 3, X “sudo dpkg --install
@ /tmp/storagegrid-webscale-images-version-SHA.deb' E &R (ES, S A S

(e}

HR®

BaitRE (Linux)

&R LI B 5h &% StorageGRID EHARSFIEZE AT o
XFUIAES

“Linux"#5H9:2 RHEL. Ubuntu 8¢ Debian &, BXZFRENTIER, HSE "NetApp BIE(F
MHRTAR (IMT) %

EUTE—ERT, BohZERESRER:
s IREERTREWSRIZESZE (5190 Ansible , Puppet 8( Chef ) ZFEMECE YIRS EIAENo
s BFTEEEZ A StorageGRID 3£,
* BEESHE—PAEBE S StorageGRID 3=,
StorageGRID FHRSZSHENHFERE, HFHEEEXHIRE, ol UERUTAEZ —CIRBREXH:
c "OIERLE G EFRERREBIUREARNHITRE,
* WNANPATIR, 1BE1 (FHURRELR) ESEREXH, WEFERRESREERLI BT,

StorageGRID{E{#t 7 AIi&fIPythonfilZx. FF EohEZE StorageGRIDIZFFE N StorageGRID AL ("W
"o EEILAEIRERAXLHA, W IEH#ITIOE. T BRUIAIFER"StorageGRID Z4 REST API'f&B
SHAZNMEEEMEE TR,

BEhZEMALE StorageGRID EHIARSS
1&E]LUER Ansible , Puppet , Chef, Fabric 5§ SaltStack xS HIZESR B h% 2t StorageGRID 4]

RS,

StorageGRIDEH1ARSS$TE7E DEB (Ubuntu 3§ Debian) 3% RPM (RHEL) R, HAEILIRET (HURES
) HEENEREXHIRE, ULNBEHERE, NREELXERITERHERREREMEEEN Linux 2BE, B4
& StorageGRIDZ NN EIERIBIAS T AL 75 R R IR B H

ERIL B s TS EAMERE E IR T R B E T B
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Ansible f & BB FA= G

LRI EEX TR ME T mAnsive ABHIRIEFM /extrase (RAMBRBERFM) NAB7TZzHBEW
fA] “storagegrid A& EHFH G StorageGRIDLEZI BiniR B 25 Lo BRI LURIEZEREX A HINEEFM,

@ RIS FA A EIETE B 5D StorageGRID MRS 2 AISIRMZIREPMFND B, TETTAFFE
RXEEFM A, BARMUTIE,

RHEL

3F RHEL, 1RAIRE(ESS "storagegrid A aRHIER "ansible.builtin.dnf R M A RPM ST ITIZ
Yum FEERITRE., IRERATARAZZE, Bl EEmEUTXHFBER Ansible £33 LUfE
B 'yum =& “ansible.builtin.yum &R ;

* roles/storagegrid/tasks/rhel install from repo.yml

* roles/storagegrid/tasks/rhel install from local.yml

Ubuntu Z Debian

33F Ubuntu 3§ Debian, IRAIRE(ES storagegrid BERFIEER "ansible.builtin.apt i#RiR M Z<ith DEB
XA HITIE apt FEERITRE., IRERFTHARIAZZR, EAEEEREUTXHFBIHER Ansible
F55 LUER “ansible.builtin.apt &R :

* roles/storagegrid/tasks/deb install from repo.yml

* roles/storagegrid/tasks/deb install from local.yml

BEhEdE StorageGRID
MEMETSE, ELBSECE StorageGRID &45,

Frazal
* BRI RE IS T U T XA E,

XH& tEA
configure-storagegrid.py BFBnhicER Python il Zs
configure-storaggrid.sample.json BT HAEC & X4
configure-storaggrid.blank.json BTN EE X4

* fEB82 configure-storagegrid. json BENXH. BEIELLLXHE, ErUESURFHIECE X
# (" configure-storagegrid.sample.json()HEBEEXH()(configure-
storagegrid.blank.jsono.

FEERERZIL I N EIRZEFEE R configure-storagegrid.json it & X R EE LT 2
IE. RE. VBNEPIENEEXLERNE, BIRMZEHEEH configure-
storagegrid.json' FTEBE X H R EEFEEL2MIE,
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KXTFULES

f&AT LAEA " configure-storagegrid.py’ Pythonfil A5# “configure-storagegrid.json’ Bt & X {4 B shic
& StorageGRID & %:,

() coILERmsEERSRRRE AP RERS.

g
1. BREABTFIETT Python BIZSH Linux 184,
2. FRHIERZEAENE R,

f5lan:

cd StorageGRID-Webscale-version/platform

HAf platform @ “debs. rpms 3 ‘vsphereo
3. 11T Python FIZAHE A ECIEMNECE X M4
fBgn:

./configure-storagegrid.py ./configure-storagegrid.json --start-install

&R

FEEIEPZEMMERHE zip XM HARBETHIGETRENEEIENERP, BOAEHMERG
X, UEE—IMHSTRET R R EHEIRE StorageGRID &4, #Ia0, RFEEHFRLMEH ML
BENRENTFMEUE,

(D)  nEexErARIREF, RAEESTRTM SorageGRID RYHIIENIIZH A,

WMRITIETE N ERPENIZR. EFTH Passwords.txt X{4FH &1} RStorage GRID &R i FRE IR,

FHA AR AR AR A AR AR AR AR AR AR AR AR AR AR A A A AR AR AR AR A #
##### The StorageGRID "Recovery Package" has been downloaded as: #####

#HHH4 ./sgws-recovery-package-994078-revl.zip FHH4H#
#HH#4 Safeguard this file as it will be needed in case of a FH4H#
#H#H4 StorageGRID node recovery. #HHEHH#

igaddssadsaasiaaddiaddiaasdsasdiaadiaasdisaddiaasadadaaadiaadiaandinddi

AARTEETHINEENREHEE StorageGRID #4i.

StorageGRID has been configured and installed.
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Bk ZiE ( VMware )

el L{ERAVMware OVF TE BohEZBEMIR T

B2 EMET =
fEFAVMware OVF T E B ohZPEMIR T 2o
FFiaz Al

TR, X e]LIBRIACE StorageGRID .

s A LLAIREA Bash 3.2 3B & k4S9 Linux/Unix &%:,

* IRB % VMware vSpherefllvCenter
* MELREHIEHEIE VMware OVF Tool,

* A EEAVFIAiBRVMware vSphere R &R & F12255
* BEH BB RMOVFXHZEVMHAHBEIVM. LUK EIEMIINSE LUEZEZIVMEINIR, BXIFMER. 1B

21 “ovftool 1%

* f&H0E vSphere FEEFE StorageGRID EMWIAVI BRI EIXERMZEH (V1) URL. Itk URLIBEEH vApp
HAFEAM, FlU0: vi://vcenter.example.com/vi/sgws

() EEUERYMware ovitoo SRIZFHREILE(EX#EER. EBR ovitool KAL),

() wRBSES A, BINRSEREDE, EURFHEHEN,

c BEWEBERBEXHHFEXNEERE. BXEE. 52N, "WEEXIEMIENER
* A LUMIEFF StorageGRID BY VMware Z3E)IRS ST AT ST :

Xf&

netapp-sg-version-sha.vmdk

vsphere-primary-admin.OVF vsphere-primary-
admin.mf

vsphere-non-primary-admin.OVF vsphere-non-
primary-admin.mf

vsphere-gateway.OVF vsphere-gateway.mf

vsphere-storage.OVF vsphere-storage.mf

iER
FR1ERIZMINETI = AW BRI RE MBS 1o

CER USRS H] ne XEHAL TR 4K

. ovfo

(.mf AFHEXEETR (ovf WARIUEMEERT
IRIRSAF (MBS ()o

(.mf BFHMEFEEETR (ovf BIRIRSAF()FFE
S ()o

(.mf FATFEBEMXT R (.ovf BIRIR X4 ()FIEEX
0o

(.mf > BFHEETEMVIBEFET REVRIR (ovf X
B ()FMBEXH()o
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X LA

deploy-vsphere-ovftool.sh Bash shell fiiZs, AT BoHEFE BN T 2o
deploy-vsphere-ovftool-sample.ini BFHIARRGIECE XS deploy-vsphere-

ovftool.sho

EXBPENEEX

EA] ATEECE X8 E Sy StorageGRIDEZE EEINME T mFRERE B ItECE X Mbashfil 4R deploy-
vsphere-ovftool.sho ERILUEBURAIECEX . XIFFMA L MKFFIEEIEZ X o

TR

1. ARBIEE X —1P R4S (deploy-vsphere-ovftool . sample.ini)e FMNXEREFEN, FF
deploy-vsphere-ovftool.ini FESHEMNERY ‘deploy-vsphere-ovftool.sho

2. ¥TF deploy-vsphere-ovftool.inio
3. FINEBE VMware EIMNMIETI RFAENFIEER.

BXER. B8R, REXMHLE
4 MAHBIEFMBLBEERRE, BREHXHALX M.

RREXHRE

‘deploy-vsphere-ovftool.ini BEEXMHESIEEIUMIET RFTENIZE,

EREXHERIILE2RSR, ARETRIMEXHBOPIIETRERAS. EAXMHN:
* RS _ NATHREMET R

* _Node-specific parameters_override £H&%,

k5

ERZYRNATHREMNETR, BRECIRETHBDPNREMES. RENATZIMNRNESHRETEREH
BoH, ARREFTEEI I T RSO PEEXERE,

* * OVFTOOL_FUFFESESESESES* : &R OVFTOOL_FUFFICESPORITES* #8ENERBIKE, WAL
FEHBMYATHET R Fa0:

OVFTOOL ARGUMENTS = --powerOn --noSSLVerify --diskMode=eagerZeroedThick
-—datastore='datastore name'

&R LAER *--powerOffTarget FIEDI X A “--overwrite’ BIRILE EE Mo
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(D BT REEBRARNEIEEEE, HABITTHRIETE
OVFTOOL_FUFFICESYUESYUESL , MiA22B5#,

* source: StorageGRIDEMMHUENR(. vmdk )X HF Kz *.ovf ZNMET 2B " .mf XERERR. BRIAHE]
EEA

SOURCE = /downloads/StorageGRID-Webscale-version/vsphere
* * B * . EEBE StorageGRID BIiI BRI VMware vSphere R EREZEM (VI) URL. flg0:

TARGET = vi://vcenter.example.com/vm/sgws

* * PIRRILRECE * . FATIRENESASEL DHCP IP R 555, FRINMED static o WNRFAIB ARSI R M8
BRI RIREN IP stodk, MBI UATELAMEE RS %, G, BABIA—THE T RIEERERIRER
BEERIRE, fli:

GRID NETWORK CONFIG = STATIC

*MRRREE . ZERTRRNENIE VMware RIZIETR, SNRFAIBHAZHTH R ERERRIMNE S
M, WEJLELbaMERE. AR, ERLEIA— ST T REEFAENRERBEERIRE, F:

GRID NETWORK TARGET = SG Admin Network

* * PURRPILEIEED * 1 MRS RIM SR HBIE, WNRFIA A ST R ERBRIIMLSER, WA LTELA S
Eo A, BABEIA—THEZITTNRIEEFNENREREBSEERKE, HI0:

GRID NETWORK MASK = 255.255.255.0

* * PIRRRILERIK * 1 PIAIISEIAE K. MNRFIB ARSI RIERR—MRKMX, A LELIAEE
ERX. AlE, EALBEIA—THE I T RIEEFNENRERBEERKE. Hla0:

GRID NETWORK GATEWAY = 10.1.0.1

© * PREZE MTU * @ A, WIRERME LR RERSET (MTU) . REE, NIEXIZNTTF 1280
9216 Z|8l, f5l4n:

GRID NETWORK MTU = 9000

SNREBE, NIEEA 1400 6
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MRBEAERM, 15 MTU RENESERMAE, 1909000, &N, BEREMIAE.

@ MEEHIMTUER NS T3 R EIR9vSphere R EEIA A A in O EECERVELES. BN, "R
REME LR HIERE R,

HTREGREMANESE, WA T RBMISM%E0 ERERIM MTU &, RS
() &SI BRLHMIUREEHEER, NAME * MBS MTU FILE * S8, 33
44 AT UL AR,

© BENSEE * . BTIRER P AR, AR, #3855 DHCP . BAAEN disabled o WISRFFH

HAZ T RERERRYG AR IP sk, NATLELMEREIZTGE. AR, ERI@BIA—IHEZ T
RIEEFANRERBESERKE. FW:

ADMIN NETWORK CONFIG = STATIC

c EENKEL . BTEENKZHIIA VMware ENRM, FRIFZEAEENS, SNIIRE AT,

NRFAIBEHAZHT RERBEERINEZM, WaLTELAEE. SWNEMEARR. AT REBAEEER
HFE—EENSE, AR, EAIEIN—IHENTREEFRNRERESSRIRE, !

ADMIN NETWORK TARGET = SG Admin Network

© r BIEMLSERD ¢ . BEEMKHINEEE, MRERANIZHS IP Jiut, WFBIISE, MRFAIBIARSHT

RERBRNMEREE, NAILELLEE. AR, EFUBEA—IHE I NREEFEANKERBES
FigE. 4.

ADMIN NETWORK MASK = 255.255.255.0

c C BENERX Y 0 BEIEMEHMENX, MREFERANEFRS IP Fik, HHEE admin_network_esl iIREH

B TINGBFI, MEEMISE, (HLrEH. NRadmin_network Fwh AZE, VMIRFIEHAK LT R A
E—PREMX, WETBEMMEERX, ARG, ERUBIA— TSI TREETRANRERBESS
BigE. Fu:

ADMIN NETWORK GATEWAY = 10.3.0.1

* *EIEMS NETWORK_ESL* . BEEMSLHINIEEFMFIFR (BBH) , 8%/ CIDR BABRINES RS

®o WMRFMEHAZHT RERAHERBIINEFMTIR, WA UELMEE. AfE, ERINEIH—IHZD
TREEFRNSERBEERIRE, fla0:

ADMIN NETWORK ESL = 172.16.0.0/21,172.17.0.0/21

© BB MTU * @ B, BIENS ENsAEFRSETT (MTU) o %A% admin_network_config = dhcp. 18

44
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B MTU KENESERMAE, 1909000, BN, BEREMIAME. MRFAEHASEHT RA EIEMLEE
AR/ MTU , WAIUERAEE. AR, ERLEIN— T HE T REEFEANKERBEE/IK



&, fgn:

ADMIN NETWORK MTU = 8192

* BPIRMSECE * 0 BTIREX P MRV SR, RILUERA, #3858 DHCP . FAIMED disabled o S0RFA
BRAZHT A ERERGAIRE IP ik, WeILERMMEEZGZE. AR, El@IA— P HEZD
TREEFRNSERBEERIRE, 0.

CLIENT NETWORK CONFIG = STATIC

* C BRIHRKE 0 BTEFIRMENINE VMware MER BT, BRIEZAZEFHME, SNLIEEFdk
B, MRFAIBERASHT RERBRNMERZTR, WAILELAEE. SMEMERE. FMETTREHE
EZEIR—FFImMLSE, AE, EUNEIA—THEITTRIEEFNENRERBEERIRE. HI0:

CLIENT NETWORK TARGET = SG Client Network

* BPIRMEHEN ¢ . FRIEMSHINERIE, NRERNEHS IP Fiut, WFEBIIRE, NRFIEHKSE
BT RERERNMEEN, WA LUELLRMMEE, AE, ETLBIA—IRHEN T RIEEFRIKERE
ExRIgE. f0:

CLIENT NETWORK MASK = 255.255.255.0

* BPIRMENX ¢ L FRIHEMESHINENX, NREANEHS IP Fiut, WEBIIRE, NRFIEIKSE
BN RERR—IMEMX, MWALELLMEELRNX. AE, ERLUEIH—IHSTTREEERRNIKR
EXBE2RIRE, 0.

CLIENT NETWORK GATEWAY = 10.4.0.1

* CBPIRMLE MTU * @ BNk, BRmNE ENRAERSETT (MTU) o g1Rclient_network_config =
dhcp. BI1EE. WRIEE, MILBEXINTTF 1280 F1 9216 Zjal, WREEE, NEEA 1400 » NREFH
BRI, EE MTU IRERES ERMAME, B30 9000 , BN, BFREBERINME. NRFAIEIAZHT SN
P IHNEFEAERN MTU , WeUELREE. AE, BELBEA— 1 HE T RIEETRNIZER
BEERHLE. fl:

CLIENT NETWORK MTU = 8192

* *IROEMIRGT * ¢ BEFRNT R B TAEMNRET BEHIMNEEERMERIEO. NSRBI RLE IR RE]
StorageGRID RN —1HZMNimHE, MNAMEFHRITIHEO, B XStorageGRIDFEANIHmASIE, FERH
B PEZR AR TS s B S AN INER B (S "L & f NS

() FEEFRSHHATREASTHBERR0H0,
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@ WRNILE port_remap , NEEERIBRETIE FE A F NEF HLEBEE. NRFERIEE
port_remap_inbound , port_remap ¥{XLz B FHibE S,

FEAIN: network type/protocol/default port used by grid node/new port, HM
MLEKB AW, BIEHEF L, HIXHITCPEUDP,

f54n:

PORT_REMAP = client/tcp/18082/443

WRBMFER, NI REHIEESREMET REINEFH 5SS MiFO 18082 MFRERETEIRHO 443 . WRS
port_remap_inbound A& 1FEF, MILRHIEE S Hih@ESMinE 18082 BRETEIIHRO 443 ,
1A Bl LUEFRIE S 2 IRFIREFMAT Z DR,

a0

PORT REMAP = client/tcp/18082/443, client/tcp/18083/80

s * IROEHIRGINLE * . EFRMESHEEROMNANIDERES, MRIEEport_remap_inbound. BXk#g
Eport_remapfBE. NixOAMHIHBEEFREFAE,

() FEEFRhHIRTRE RS THSERNED.

BRI network type/protocol/ default port used by grid node/new port, H
PR R I MAE . EIEHEFF G, I ATCPZUDP,

fB4n:

PORT REMAP INBOUND = client/tcp/443/18082

EHERARIZR R X R RO 443 LUBS REHAERRE, FREEMERIRD 18082 , MMET RIETEMIT S3
B
TR R LUERE S DIRYIREHRET Z D NihiE Do

a0

PORT REMAP INBOUND = grid/tcp/3022/22, admin/tcp/3022/22

* temporal_password_type: 7ET RAIANMIE Z FIIHIRIVMITH] & 3 StorageGRIDR ZEAPISX A SSHEYE (F
AR ImBY RS2 FD AT
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MNEFAERAZSHT R EAERRENIGNZEZRE. BELESHEITIEELRE, A
B FLUEFEM BN T AEREMRE, fi0, R EFEBERABEENER, Wa bl
F<password>*3I&EF T = EE,

*temporal_password_type* ] LA A Tz —:

c EATREM. TRBMAFRNZERN. BTFARVMEESIS. StorageGRIDRIFEAPIFISSH,
© BT MEBIRNLEZNE, NREFZIHEVMERIRLER, ES 0% 5 0t THEH

Z31l

BR"o

° FRBEENXZEI: f£*custom_temporal_password=SSH*HiR AV EREIREY ZE Y, HiEIMVMIT
Hla. ZiE<password>FStorageGRIDEYIAIE],

&, Ea/Ll&EB&*temporal_password_type*&%K, MXRIEE<password>,

* CUSTOM_Temporal_password=CUSTOM<password>m]i%, 5aVMITHIE. StorageGRIDZZEAPI
MSSHEY B L&A Bl ERVIGETZRE, R FE*temporal_password_type*i& & /9*use node name*
g *Disable password*, NZB&IFEIN,

%

TREASH
BN REBUTEEXHRZENHIF. SITNREBEFEEUATRE:

\

* MEERDRERE X T REMREERFETHTREN. GBI AT RIEEFERN node_name SEKE
BiZE,

* NODE_type: VM_Admin_Node. VM_Storage_NodeZ{VM_API|_Gateway

* storage_type: 5. FIETHTHIE, WRKIECLFHET RAIESEH. WEANASEIEMTEE). B
KFMER, BB "EFET SRR,

© > PREIEE IP ;. IAEIILE BT Y IP Sthdlks

c BIEMS P BEENEZ LTS P i, RESITABEEREIEEML A admin_network_config 1B A
static NAEE,

© BRI P 0 BPENL TSR P Hill, A YT SEEERE NGB LT S/
client_network_config i &/ static BY A FE b0,

* B _IPY . RS X EE TSR IP ik, EREERNEFNEEET R grid_network_IP . WIRE
BRIESE, MW ZIAER mDNS RMEEE TR IP, BXFMAER, FER "WETRUNFLNEE
Bra

(D)  HFzEEHA, admin_ip SMEREE.

* REBIKENERASH, FiN, MREMTREEZIEENSE, MEKR2BEHEE admin_network S, N
WFIMET RIBEX LS,

FEEYS
FEETRFEUTHMZE:

s * A * 1 VM_Admin_Node
T EEABY X
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RAIZFEERTFRE= TN LNEEETR!

[DC1-ADM1]
ADMIN ROLE = Primary
NODE TYPE = VM Admin Node
TEMPORARY PASSWORD TYPE = Use custom password
CUSTOM TEMPORARY PASSWORD = PasswOrd

GRID NETWORK IP = 10.1.0.2
ADMIN NETWORK IP = 10.3.0.2
CLIENT NETWORK IP = 10.4.0.2

UTFHIMgEXN FEEET R k.

*HE D RINMERT, SRNEETRBINIER 200 GB RURER, MMEZMSIEEER, SR UER
disk SHIENXLEIRE, Flg0:

DISK = INSTANCES=2, CAPACITY=300

() AFEmEns, SOLMEESET 2.

FET R
FHETREEUTHINRE:

« *F5HEA * 1 VM_Storage_Node

RFIFBERTHEMNEENE ENEFETR, ERERTEF BN, T REER admin_ip IREIEE
A& L EIBTT S/ IP Hbdi,

[DC1-S1]
NODE TYPE = VM Storage Node

GRID NETWORK IP = 10.1.0.3
ADMIN NETWORK IP = 10.3.0.3

ADMIN IP = 10.1.0.2

B_NRAIZBERTEFPIEME ENEFEET R, Hh, TP IMEREEIEY, S3 %F' N FFEF Y
AFFERIFO 80 3¢ 443 IHRIFEMET R RHIECE SR port_remap FEEET REEE B IR 443 &iX
MW S3 HE,
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[DC2-S1]
NODE TYPE = VM Storage Node

GRID NETWORK IP = 10.1.1.3
CLIENT NETWORK IP = 10.4.1.3
PORT_REMAP = client/tcp/18082/443

ADMIN IP = 10.1.0.2

%E—fﬁﬂﬁMﬁDZZﬂﬁD3%2%&mﬁ%ﬂETNWE%M%,@%ﬁﬁ%?kmﬂﬁmﬁ%m

[DC1-S3]
NODE TYPE = VM Storage Node

GRID NETWORK IP = 10.1.1.3

PORT REMAP = grid/tcp/22/3022
PORT REMAP INBOUND = grid/tcp/3022/22

ADMIN IP = 10.1.0.2

UTFHIIMKEXN FEET =2 FIERY

CHEE BRANERT, NEETROE= 4 TB A, LU RangeDB £/, ERILUER disk SEIEMN
XEIRE, Fli:

DISK = INSTANCES=16, CAPACITY=4096

* FRERE: RNERT. FTEHEHET SYERE AR FENREIENTHE. FAEESEMET S &0
LB EET R B B N IE B Astorage_typeSEVEIED oidE, #40:

STORAGE _TYPE = data

PIXTI R
X T RBFEUATHMZE:

s * Tk AE * 1 VM_API_Gateway

REIFBERTHRE=ZIMMS LHNRFIMXT R, FEIRFIF, REEEXHHNERBEDTIEES FIHMES
H, AT RiEEXESL:
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[DC1-G1]
NODE_TYPE = VM API Gateway

GRID NETWORK IP = 10.1.0.5
ADMIN NETWORK IP = 10.3.0.5

CLIENT NETWORK CONFIG = STATIC

CLIENT NETWORK TARGET SG Client Network
CLIENT NETWORK MASK = 255.255.255.0
CLIENT NETWORK GATEWAY = 10.4.0.1

CLIENT NETWORK IP = 10.4.0.5

ADMIN IP = 10.1.0.2

FEEFEETHR
FEEETNRFEUTHINZE:

s * A 1 VM _Admin_Node
T EEAB Y EFE

RAIFBEERTFAEREP HENE ENEEEET R

[DC2-ADM1]
ADMIN ROLE = Non-Primary
NODE TYPE = VM Admin Node
GRID NETWORK TARGET = SG Grid Network
GRID NETWORK IP = 10.1.0.6
ADMIN NETWORK IP = 10.3.0.6

ADMIN IP = 10.1.0.2
UTHINgEXN FEEXEET REREN:
CCHEE . BIAMBERT, SAEETRBIMIEA 200 GB HIRER, UMHEZNEIEEMSR. EelLUER

disk SEIEMXLIRE, FIg0:

DISK = INSTANCES=2, CAPACITY=300

() dFEmEns, SHLMEESET 2.
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i=1T Bash 7

&R LAER “deploy-vsphere-ovftool.sh'bashfi A F1{& 24 f5 B deploy-vsphere-ovftool.inifd & X 4 7EVMware
vSpheres B &R & StorageGRID T =,

FFea 2 Hi
BB REHIFIE LI deploy-vsphere-ovftool.ini BRE XX 14,

& 8] LUEIE 56 N\ helps < R {FE B bashil A~ Pt AYEEBA(-h/ --helpo HI40:

./deploy-vsphere-ovftool.sh -h

=%

./deploy-vsphere-ovftool.sh --help

Uz
1. ZREIFATFI={T Bash #IZ<HY Linux I EH.
2. FRAERZEIENE R

fB4n:

cd StorageGRID-Webscale-version/vsphere

3. BEEFBEMMET R, EEAERTFEIFIRRETISTT Bash Bl4s,
f54n:

./deploy-vsphere-ovftool.sh --username=user --password=pwd ./deploy-
vsphere-ovftool.ini

4 MBEANET SR THINEIRMEESNE, BRRIEIRFNNIZT S EHizfT Bash 7,
flan:

./deploy-vsphere-ovftool.sh --username=user --password=pwd --single
-node="DC1-S3" ./deploy-vsphere-ovftool.ini

HENTRIVRSHELRE" . BETTA.
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Deployment Summary

o fom o +
| node | attempts | status |
o fom o +
| DC1-ADM1 | 1 | Passed |
| DC1-G1 | 1 | Passed |
| DC1-S1 | 1 | Passed |
| DC1l-S2 | 1 | Passed |
| DC1-S3 | 1 | Passed |
o fom e +

BEhElE StorageGRID

MEMETSE, ELBEE StorageGRID &4:,

FroaZ Al

© BRI LAM LRI T R T X E,
X4 WiEA
configure-storagegrid.py BT BsnhEcER Python R4S
configure-storaggrid.sample.json AT A BB S5
configure-storaggrid.blank.json AFRap=EE X EF

* fEB82 configure-storagegrid.json BEXH. ERIEILXH, Er]MEBHRFIECEX
 (*configure-storagegrid.sample.j son()ﬁ?E@E%B\Cﬁ:()(configure—
storagegrid.blank.jsone

FHEEHRENZBE 2N EIEZEME B configure-storagegrid.json Bo & X RFEZEM
B, B&. VBN IEHTEXLERE, BIEMIZEMERER configure-
storagegrid.json' ELEXHFH G HERELZEHNMUE,

KTFUAES

& B LAER " configure-storagegrid.py’ PythonfitlZ# "configure-storagegrid.json’ W& At & X 4 B ohEd
& StorageGRID& %5,

() coTLERmEEERRRRE AP RERS.

Uz
1. B RFBTFIETT Python BIZSHY Linux i+ &4
2. FRARRZEIENE R

a0
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cd StorageGRID-Webscale-version/platform

Hrh “platform’ &Debs. rpmsB{vSphere,
3. 1517 Python RIZAHERERIENEE XX .
fBign:

./configure-storagegrid.py ./configure-storagegrid.json --start-install

5

FEEIREREMMERME " zip X, HRETHEEITREMEEIRENBRF. BuAEHRENRHt
B, UEE— MRS IRET R L EHEIRE StorageGRID &4, #I0, FHEHIFILLMEH ML
BENLZ2NFEUE,

(D)  nEexXHErASIRE, RNESSTRTM SorageGRID RIHIIEIIHHAZ,

NREIEE N ERRFENIZRS. 1B¥TFF "Passwords.txt X 4FH &1 1518 StorageGRID RS PR IV ZE 5,

S i kR
##### The StorageGRID "Recovery Package" has been downloaded as: #####

#H4#4 ./sgws-recovery-package-994078-revl.zip FHH4##
#H#H4 Safeguard this file as it will be needed in case of a #HHHH#
#HH#4 StorageGRID node recovery. FHHH#

FHAHEHH AR A A A R A R R

AAREETHINE BN REHACE StorageGRID &4,

StorageGRID has been configured and installed.

HEEE
* "SRE MR EIER"
s "RIEREST API"

ERE AR T =

WEEXHEFRNES (VMware)
EEPEMB T RZA, BRIUERXMBECEM VMware FIFHIE R,

@ MEAAB T RRIT - RLEEMAERERET R UM HERERET RER M.
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VMware 8

BRIUHPERBRZHIRELTER: VMware 15, AMBMLE, EEMSHME R IHEMSCIZIMNG; Uk
HRIBTFEET R EEEEEL

B TURES X VMware FEBEREE, BEUTER:
* BESTEREPEMENE YRR VMware vSphere A BI B F 2 1230,
* & StorageGRIDTI R EMHBIEN. BUREMEENMEBRERES.

@ VMware Live vMotion =S EEMIBS shAdE]BkA% , (ERSERIFIPIRT RISARZHFIEIEE. RE
B ERES )R IEHY, B =SBEEERRNECEEN.

IS ML (S B
B TUET X/ StorageGRID PIFEMLE (wA5E) BIERY VMware REHES, SiE:

* R,
* AT BCERASEL DHCP IP itk 75 7%,
° YIRGEAEFHS IP ik, NS ITNERT RREAENMSIFAES (1Pl MX, WaEHEE

o

° WNRFEFADHCP. MAMIEME EFEET SMIPHILt, BXIFMAEE. EELN "WETREAREE
BrR".

BEEMLER

X FEEEEIA]E StorageGRID EENENT R, EXATKRERXALMELIERN VMware WERER, B1F

* WMEKE R,
* AT Bosaassl DHCP IP #ihitpy753%,
° WNRFEAMEERS IP 3k, NASNMET SIREIENMNEIFAEE (1P, WX, MEED

o

° WNRFEFADHCP. MAMEME EFEETAMIPHLt, BXIFAER. BEELN "WETRIELAREE
BhNR".

© EEMKHIMEFMFIE (ESL) o
B IRMEESR

I FEEREF A% StorageGRID EFIHMEMNTI R, BATUNER X HIEMLEEIER VMware WEMEE, &
&

* LK E TR,
* AT o EeERSE, DHCP IP #itkiy 5 3%,
* NRFEANEFRS IP ik, WASIMET RIREAIENNEIFHAESE (IP#uk, Mx, MK .
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BXEMBEONGER
LERTRE, ERILUEREE vCenter AR SHREO, B0, &q %t’ai—rﬂlﬂuz%l:l,"’%ﬂﬂ FEE

T3 R ERK TS 5 UERILAfER VLAN EZORER TARNBIZFSEFBRRE, '32%, Z25mn—1
iﬁl‘ﬂ'a*%l:ll-)(?’_u—]_]%li{ (HA) BfER.

AR NNEYE O E/R7E "VLAN interfaces" T1EFI M EIEE5HY "HA Groups" TiE L.
 MREARNMPLEZED, BASMHOEORE— 1% VLAN £, 55, "IcE VLAN #ZO"
s NERFMIARIED, WATEEEZEARINE HAH, 1581, "BEES A AEAR"

EINEET RNEES

BN ERE TR EET S TER:
s BRI E#EETEELUN) R EM KD B8, "FhEfEaEERK"

i ES)

BN EE R A GERCE A

* MARIFE]IE
* MILZETEITY (NTP) BRSSES IP it
* DNSHR325IPthiiE

79 Linux SECNEZET 2ELEXH

REEEXFR—MNENXAEX M, FH:HEﬁi StorageGRID EHARS BihTI R AR EER
“Ulﬁéﬁ’]lﬂ%%ﬂﬂﬁ" ERIFFARIER. TREEXHFRTENTR. MAATIRET

/"m0

@ “Linux"#gH92 RHEL. Ubuntu 5 Debian &, BXZZIFRAMNTIR, E2 "NetApp EIZ(E
MERITE (IMT) "

NREEXHNUE
& StorageGRIDTI R VB E XM REEETZT R EN LB R /etc/storagegrid/nodeso 3l
. MNREFRIEHOSA LIZIT— N EET R, — MRXTRM— 1M EET R WATRE =11 S ERE XK

TEHostA ERYH /etc/storagegrid/nodeso

TR A AgIERE (190 vim 8¢ nanan ) E8 MV EEZEREXH, WaJUEEMUERIRIEEX
HHBEBHEIE NN,

TRECEX R

REXHNAMIEEEE, BN node-name.conf, EHA ‘node-name’' BEDECLAT miIB . LBITER
£ StorageGRID L#&iZFH, AT REFIRE, fliTRER.

TR BT IUERE LT AN -
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* ALEME—RY

DAVIIVES SRS

*AIUEEFHFAR ZMaF 2

A UBEEHF 0 F 9

* AUBEE—IEENEFR (-)

* MFBE32NFRF. AEIE conf i EBR
FHRS AP RIEBX LR RLIENERINHEF /ete/storagegrid/nodes,
WRE AR T Zihmtats, NHABHNT RGBS RAUER:

site-nodetype-nodenumber.conf

fBlgn. EeJLlData Center 1HME— N EIET 241 dc2-sn3.conf 'Data Center 2HMNE=1EFHETH
£ “dcl-adml.conf. BE, REMETRBMEERESIMN, EmMAILUERPRENERAS R,

TREEXHHAS
REXHESEREN. ST IBHEN—NME. NTFEIREX. HEEUTRN:
* BANELIRFS (=M ANEZE IR

© B RE AT,
CEER U A AN,
© REAERIS R

TREXTHBERZFREZRNE SMEHFAEFUTRMZ—!

* ®RIESKLE: ANE. BRIUER
Ak WFFRAETRIYNENE
EEMNEEN
admin_ip

& E22 i
BERTLEET Linux BT RRNEET RRIMBRMNE IPv4 ik, 3T &IEXE
e, MRATA, FEATEETRWIP;, &N, FREFXZEETRN

IPo SIRBERUESE, TRFEZEHER mDNS KMEEETI R,

"W T RAE AR EEE TR

o IMEEFEETR KRB, FHEAERRL.
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admin_network_config

AN BT
DHCP , B#SHERA Al

admin_network_esl

fifE E22 i
T RN EREEMNEN XS ZBENFMEESOMRII&R. ¥ACIDR Bl
RN TEo

n~fEl: 172.16.0.0/21,172.17.0.0/21

admin_network_gateway

& B R

T R AR B IR LN XA IPv4 ik, AT admin_network_ip  SIRIEE . NAAIEIR

#1 admin_network_mask X FM L, FEET DHCP FIMLE, Itk ADMIN NETWORK ESL. &NJATE]
ERER TR %,

ANl

1.1.1.1

10.224.4.81

admin_network_ip

NE B R

T AEEEML LR IPv4 ik, RAETEadmin_network_config = admin_network_config = static"B
static"B A FBEIMZFH,; FEAEMERTELLEDR, AED,

ANl B A RTE,

1.1.1.1

10.224.4.81

admin_network_MAC
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& ZHR
AP EREMLEZIZOR MAC ik, AJ%

EFERANEFER, MREBBRULSER, WBEEIER MAC ik,
WA 6 +INEEERFE, UES DR

T b2:9c:02:c2:27:10

admin_network_mask

nE B R
TS H IPv4 RERHERD, IFBIEMLZ L, Hadmin_network_config=  #1ER$E%E Tadmin_network_IP
static"BHEE L Z R ; FEANHMEIEELLE T, Hadmin_network_config =
static". MILFERANEFE,
il
E I pS 1 pries
255.255.255.0
255.255.248.0
admin_network_mtu
& B R
BIEME LT SR AEFERmET (MTU) o a3k

Zadmin_network_config = dhcp. B703ERE. WRIEE, MILESMN
F 1280 #1 9216 zial, NREEE, NIEEA 1500

MRBEAERM, 5K MTU RENESERMAE, 909000, &
n, FEREFIAE,

* EEER Y WEN MTU BEoRS T RFmERR GO LRE
BELE, BN, TR EMKIERERAFHEEER.

Nl
1500

8192

admin_network_target
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& BFR
StorageGRID TR A FEEMLIH RN ENIEEFNRAIT. NZIFMEE RELK
A&, B%, BEANEORIRSH grid_network_target 3§
client_network_target $5E893& & FRARE,
AR TEFRAPEHMITGEIENNEET. JUEHEIRE LRE
V_JIL_AN (HEMEMEO) , el LUERMFFEMUKR (veth)
;‘ o
* REXE Y EBE—ME, BMfFELETARYAEEEIERWE P it

tEtt, AR, BRIUHEERNIEERMS IP #ilk, MEREH

FCE EVL LT =
il
bond0.1002

ens256

admin_network_target_type

e BT
interface (XZ2M—3ZHH(E, ) Al

admin_network_target_type_interface_clone_MAC

i E2R i
FIBTXS 58 B ESKE

BREAIGE N "true" LUK EREA StorageGRID B FAEIEMLAE 4
FHEFFEON MAC ik,

* RIELE: C AFRERRMRIAHNES, B5A

admin_network_target_type_interface_clone_ MAC %A,

BX Linux B MAC =EREZIFMER, IFSFH"MAC il 2802 E

EIA RN

EEAE

AN B R
FEFIEFE LNODE_TYPE =

VM_Admin_NodeBy 4N
DB LUNODE_TYPE = VM_Admin_NodeBY. A ZEILZ$A; FENEHM
T REEIEFE IR, BN E]E,
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NODE TYPE = VM Admin Node

ADMIN ROLE = Primary

TEMPORARY PASSWORD TYPE = Use custom password
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BLOCK DEVICE AUDIT LOGS = /dev/mapper/dcl-adml-audit-logs
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GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

ADMIN NETWORK CONFIG = STATIC
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NODE TYPE = VM Storage Node

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-snl-var-local
BLOCK DEVICE RANGEDB 00 = /dev/mapper/dcl-snl-rangedb-0
BLOCK DEVICE RANGEDB 01
BLOCK_ DEVICE RANGEDB 02
BLOCK DEVICE RANGEDB 03 /dev/mapper/dcl-snl-rangedb-3
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

/dev/mapper/dcl-snl-rangedb-1

/dev/mapper/dcl-snl-rangedb-2

GRID NETWORK IP = 10.1.0.3
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

BESEREvN(l

TSR /etc/storagegrid/nodes/dcl-gwl.conf

s ™XHRE

NODE TYPE = VM API Gateway

ADMIN IP = 10.1.0.2

BLOCK_DEVICE VAR LOCAL = /dev/mapper/dcl-gwl-var-local
GRID NETWORK TARGET = bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.5

GRID NETWORK MASK = 255.255.255.0

GRID NETWORK GATEWAY = 10.1.0.1

EEEET SR
ISR /etc/storagegrid/nodes/dcl-adm2.conf

* ™XHRE



NODE TYPE = VM Admin Node

ADMIN ROLE = Non-Primary

ADMIN IP = 10.1.0.2

BLOCK DEVICE VAR LOCAL = /dev/mapper/dcl-adm2-var-local
BLOCK_DEVICE AUDIT LOGS = /dev/mapper/dcl-adm2-audit-logs
BLOCK DEVICE TABLES = /dev/mapper/dcl-adm2-tables

GRID NETWORK TARGET bond0.1001

ADMIN NETWORK TARGET = bond0.1002

CLIENT NETWORK TARGET = bond0.1003

GRID NETWORK IP = 10.1.0.6
GRID NETWORK MASK = 255.255.255.0
GRID NETWORK GATEWAY = 10.1.0.1

I0iifStorageGRIDACZE (Linux)

ER RS StorageGRIDT REIREEEXH/G /etc/storagegrid/nodes. EWATIGIE
XEHIINA.

(D “Linux"¥§892& RHEL. Ubuntu 3{ Debian Z0E., BXZZIFRANTIFR, 155 "NetApp BiE(E
HRTE (IMT) "%

BUIFREXHHNAR, BESTIENLETUTGHL:

sudo storagegrid node validate all

INRXEXHEBLIR, WiaHBASMEEXHER * B@d *, JRFIF.

() nRtEATIET S EREA—TLUN, MRS — B 5 EE . BN ARKILEE,

Checking for misnamed node configuration files.. PASSED
Checking configuration file for node dcl-adml.. PASSED
Checking configuration file for node dcl-gwl.. 335

Checking configuration file for node dcl-snl..
Checking configuration file for node dcl-sn2.. PRASSED
Checking configuration file for node dcl-sn3.. S

Checking for duplication of unique values between nodes.. PLSSED

WFBIZE, FJLUIERAGSHIDE -—quiet "IEM " storagegrid(ffl¥l storagegrid
——quiet.)EIELIH - MBRLLEY, WERNIEARES SRR, HOMBMER
HIEE,

NREEXHAER, WXLRFEEERA *EE M #R >, WRfIFR. MREKMERRERIR, MM
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FEIEXLERIR, ARBRATE,

Checking for misnamed node configuration files..
; ignoring /etc/storagegrid/nodes/dcl-adml
ignoring /etc/storagegrid/nodes/dcl-sn2.conf.keep
ignoring /etc/storagegrid/nodes/my-file.txt
Checking configuration file for node dcl-adml..
ERROR: NODE TYPE = VM Foo Node
VM Foo Node 1s not a valid node type. See *.conf.sample
ERROER: ADMIN ROLE = Foo
Foo is not a valid admin role. See *.conf.sample
ERRCOR: BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws-gwl-var-local

fdevfﬁ&pperfggws—gwl—var—local is not a valid block device

Checking configuration file for node dcl-gwl..
ERRCE: GRID NETWORK TARGET = bond0.1001
bond0.1001 is not a wvalid interface. See “ip link show®
ERROE: GEID NETWORK IP = Efad3
10.1.2 is not a valid IPv4 address
ERRCR: GRID NETWORK MASK = 255.248.255.0
255.248.255.0 is not a walid IPv4 subnet mask
Checking configuration file for node dcl-snl..
ERRCE: GRID NETWORK GATEWAY = 10.2.0.1
10.2.0.1 is not on the local subnet
ERROR: ADMIN NETWORK ESL = 192.168.100.0/21,172.16.0fo0
Could not parse subnet list
Checking configuration file for node dcl-snZ.. PASS
Checking configuration file for node dcl-sn3.. E
Checking for duplication of unique values between nodes.
ERROER: GRID NETWORK IP = 18.1.0.4
dcl-snZ and dcl-sn3 have the same GRID NETWORK IP
ERRCR: BLOCK DEVICE VAR LOCAL = /dev/mapper/sgws-snZ-var-local
dcl-sn2 and dcl-sn3 have the same BLOCK DEVICE VAR LOCAL
BLOCK DEVICE RENGEDB 00 = /dev/mapper/sgws-snZ-rangedb-0
dcl-snZ and dcl-sn3 have the same BLOCK DEVICE RANGEDB 00

™
ry
g

i
i
w

[E5StorageGRID FA1ARSS (Linux)

E B StorageGRID T RHARERENETVENBIEEMRBE, EUAEBH BN
StorageGRID EAH1ARS

C) “Linux"#5#9:2 RHEL. Ubuntu 8¢ Debian 8f&. BXZFRENTIER, HS5 "NetApp BIE(F
HRIHR (IMT) "

pA>:
1. ZES P ENLEBITUTHR !
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sudo systemctl enable storagegrid
sudo systemctl start storagegrid

2. BT T e < AR EB ETHT
sudo storagegrid node status node-name

3. YNRAEMT RIREMRZ"Nnot running"(3RiE1T)3,"STOPPEed"(BfFLE). IBIEITU Fan<:

sudo storagegrid node start node-name

4. NRELRIEBAF BN StorageGRID FHRSE (HEBAHEIRSEESERREMNEE) , BREIETIL
Tar<:

sudo systemctl reload-or-restart storagegrid

Fio B S STl R

SAMEIMEEIE:S
TSR] LUEFR MR EIE 23 € X L E StorageGRID 2 FAEMFIEE R,

FIaZ Al
VAMEXEET R, HABTHAREHFT .

p
1. THWeb 5528 H SATE :

https://primary admin node ip
HE, EHILLUET O 8443 15 ML E RS
https://primary admin node ip:8443

RIBEHINBECE, TR UERMENAZNEENSE LNEEET S IPRY IP b, el REERNR
PR 2 /ERETN FME R ERIEHR.

2. RIEREEE RN T EEFED
* MREERAUTHEZ-IRERE. BRNEELAE,
* AR ERRILREEFNRE T EE

* XF Linux, ZREEBIIMNTREEEXHSAN /etc/storagegrid/nodes/<node name>.conf
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* XF VMware, SSH/ATHIEZIBEM OVF BEBISA
° YR MAFIRERRD. AT LUEIFRIGE R LIRIFStorageGRIDZEE .
3. ¥ % iEStorageGRID R4t

IEENE B R TFECE StorageGRID MAEHITIHE,

NetApp® StorageGRID® Help ~

Install

o 2 3 4 5 6 7 8

License Sites Grid Metwork Grid Modes NTP DMNS Passwords Summary

License

Enter a grid name and upload the license file provided by MetApp for your StorageGRID system.

Grid Name

fS7E StorageGRID iFE[IFfE 2
EWTIFERE StorageGRID AFHIRZFRFH L& NetApp FeHB9iFAEX 5o

TR
1. EF NP TER MR B FRFERH, JIStorageGRID REHNE B XHIB,

&G, BIREERED AREITNE.
2. FFBRNE*, FHEINetAppIF AIIEXX 4 (NLF-unique-id. txt), SARIEE T

HEBPRIIEFIEX . HETRFTIS,

@ StorageGRID &I EE—NREBIFANE, MMefmpIEAIFHRN. ErIUERER
B RS F BT RIIE.
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o s 3 4 5 6 7 8

License Sites Grid Natwork Grid Nodes NTP DNS Passwords Summary

License

Enter a grid name and upload the license file provided by NetApp for your StorageGRID system.

Grid Name StorageGRID
License File Browse NLF-955007-Internal txt
License Serial 959007
Number

3. i F—H .
eIt

L& StorageGRID BY, MAE/DEIE—MER, EAIUSIZHE ML SCRIES
StorageGRID R A SEHMEERE.
-

1. 1 Sites 1AL, BN * HREF*,

2. ERMEMILS, BREERE—NLSRZEZIANMNS, RAEEMN * hmBIF * XEEPRNE .

RIEFBENNBRIBINANRATEZHEMIE R, ERZALURMN 16 Mibm.

NetApp® StorageGRID®
Install
0—0 3 4 5 6 7 8
License Sites Grid Metwork Grid Modes NTP DNS Passwords Summary
Sites

In a single-site deployment, infrastructure and operations are centralized in one site.

In a multi-site deployment, infrastructure can be distributed asymmetrically across sites, and proportional to the needs of each site. Typically, sites
are located in geographically different locations. Having multiple sites also allows the use of distributed replication and erasure coding for increased
availability and resiliency.

Site Name 1 Raleigh x

Site Name 2 Aflanta + X

3. %E*—F_ﬁ*o
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FETE A% P 45+
18 B RE A% P 45 _E 152 FR B A,

KXTUES
M5k B B#EStorageGRID RSNk s BIRIAE P4 F 00 LA 75 Z25@d A8 48 173 1] B9 2 o] F o

MREBEZTIPEFW, WEBRERMNBMEMK. H5ERIFTE RS FRER R RED K,
pg

178 * FW 1* XABEREDA—PRIEIEHEE CIDR WL,

2. BERE—IFEZINMS LURNEMMNERE, ERFARERERRIFRE G REERE FMo

c IREELDHBE-ITR, BFRE * KIAMEHEFW * LB ZERAERMEEESREMBIMET =~
HHYF IR FE RIS LS F 520

o fRATANTP. DNS. LDAPIIET P& ML M % 15 18] B E fth4MEBAR 55 28 F oh A R (R F M

NetApp® StorageGRID®
Install
o066 0 - & ® & G
License Sites Grid Network Grid Nodes NTP DNS Passwords Summary
Grid Network

You must specify the subnets that are used on the Grid Metwork. These entries typically include the subnets for the Grid Network for each site in
your StorageGRID system. Select Discover Grid Networks to automatically add subnets based on the network configuration of all registered nodes.

Note: You must manually add any subnets for NTP, DNS, LDAF, or other external servers accessed through the Grid Network gateway.

Subnet 1 172.16.0.0/21 +

Discover Grid Netwark subnets

3. %EE*-F_ﬁ*o

HEFEMNET S
BRI EES NN T R, REZEEEENMN StorageGRID &4,

FFoa 2z Bl
EE BB EINIEEF StorageGRID & & MET =,

() SFES AT RR B I R R R RS R S 1 R B

p
1. &%& Pending Nodes 7R, HHINERT 7 EEHENFREMET o
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@ NRR DT R IBEIAERIEEZT R, HEENadmin_IPIREXEET RV IEHN
MEWLEIP,

EREHERGET RS UR R R,

o 5 6 7 8

License Sites Grid Metwork Grid Nodes NTP DNS Passwords Summary

Grid Nodes
Approve and configure grid nodes. so that they are added correctly to your StorageGRID system.

Pending Nodes

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

&= Approve | | ¥ Remove Search Q
Grid Network MAC Address it Mame it Type It Platform It Grid Network IPv4 Address  +
@ 50:6b:4b:42:d7:00 MNetApp-SGA  Storage Node  StorageGRID Appliance 172.16.5.20/21
4 ;

Approved Nodes

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors are

identified.
# Edit | | <& Reset [| % Remove cearch Q,
Grid Network MAC Address It Name It Site It Type It Platform It Grid Network IPv4 Address
 00:50:56:87-42.fF dcl-adm1 | Raleigh = Admin Node Viware VM 172.16.4.210/21
e 00:60-56:87-c0:16 dc1-s1 Raleigh | Storage Node VMware VM 172.16.4.211/21
 00:50:56:87:79:ee dcl-s2 Raleigh | Storage Node Viware VM 172.16.4.212/21
 00:50:56:87:db:9c dc1-s3 Raleigh | Storage MNode VMware VM | 172.16.4.213/21
| 00:50:56:87-:62:38 dc1-g1 Raleigh | AP| Gateway Node | VMware VM 172.16.4.214/21
4 4
3 B HtE,
4. EEIRED, RIEFEEALUTEMSENR
° Site: LRI TIRBVIERBIRG R,
° Name: TTRBRFARIR. LBMBMIANEELRET RINTEERNZT.
MEBStorageGRID RFRBER AR, THRERLEZEN, BR. EREIRHIX—FH. EALUR

EFEEERRKRM,

(D HF VMware B, EALUELATHREHN, BIIBFREBH vSphere REANET,
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° *NTP At * . WRTTRBIMSIENY (NTP) A, EHeE 8sr, *E M FFE* . &
F*Ei REABNRLEETR, BARREERSHNEFETR, MXTRUREEIERS P i
URYERIPIETI R FrEEMMET REBNEEEFinA S,

WREMERE VAR RIS NTP o MR— iR EQE—1
(D H=EILUHR NTP JF, MRS RERF AR LTS, 5, e M EARS
RIENTE NTP A (RIS 5 MG AR TR BBt i8] £ 2.

c FHERE((NREMETR): BEMFETRETATHRE. NBTTHENRNBTXRE, EHNaE R
EMTTEIE (AR (RN TTERE.

(D aoxuwsmsumERGEe. BB EHS 02D,

° *ADC* fRS5 * ((N[R7EfET =) : EF* 85, UHRSHET RS ETESBINITHI2E (ADC*) AR
. Itk ADA RS AIIREMEIRS MU ENTRY. S NERZELE=NMEET RS E S ADC-
Service » EEPEG. BILEEADCIRSEZHAINET =

o FEMRMER, RIEFEEIATEMENRE:

o *|Pv4 st (CIDR) *: PFSWLEIEO (B28H8Y eth0) B9 CIDR [IEit, fl4n:
192.168.1.234/21

o * K * . MIMEMILEK, fflgn: 192.168.0.1
NREFEEZIPEFN, NEEFERMX,

@ NRIEAMEMBECEEFE T DHCP HELLENR TE, NHEREE T = LFSHt,
S R ECE RYIPHILERTE DHCPHsE AR,

6. MRENME T REEEENS, BREFTETEENEIDPRINENRE,
£*FM (CIDR) * XAEFHMAMIZEORBENBETRFN. NREFESMEEFN, WFEREREEN

o

@ NRENEEMKEERZFET DHCP HELENRTE, NWHEREENT = LFESHL,
BT REC ERYIPHINERTEDHCP#IE AR,

*Appliance: *3fFStorageGRID i&#&, WMREHIERERAIEBIRFEAStorageGRID & & LEEFEEEEN
%, WEEELMISERSENEEPILEEENSE. MELTHITUTSE:

a. ENRMLE: ARERERERFTR, EFE S > ENBH .
BB IR E /L FhEdE,

s

PR * FRE WL * > * FEIRACE * H /S AR AL,

R EENLE <>+ IP ELE * HECE B BRI,

REIENE, AREE * FrLE~

e. EMSEERSET: MREHETRRPIIETZTH A, BHFRIZT .
f. M Pending Nodes R IBRLE TS 55,

e o
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g FEFETAEFHHIE "Pending Nodes" 73R,
h. BIAERI B EE LMME, EIINEERETIREREREFNIPEEE NI HRHENER,

BXBFEAER. BEN "BHLEREN T UEHIRERIREA,

7 MREAME T REEFFIHNS, BREFEEEFIENEHD P RNNERRE, NREETEF %W
&, WRBERAMNX, REE, EREATREIRIANX,

@ NRENZEFIHMZECERERE T DHCP HEENR T E, W ERRKENT R LAESH
b, AR IRECE AP R 7EDHCPHEtE AR,

*IR & * ¥ F StorageGRID 1&& IR EVI IR L BB R StorageGRID 1B ZEREFILE R F imM4s, N T
EELEAR BRI INEEPE B IZNE . MedMRITU TS E:

a. ENRMLE: AREREERFTR, &R SR> ENBE .
BB RIRERE L2 FETEL

o

W FRENLK * > * SERECE * H B RMENAINE,

%EHE * BEEML * > * IP BLE * HEEEBE B ANWE,

REIEDITIE, AREE - FRRE

e. EMIEEEREF: NMRBHAET RRPIIETZT R BERBRIZT =

f. M Pending Nodes A IBRIETS 52,

9 FEFTAEIHEIE "Pending Nodes" FIIFRH,

h. BIANERIUEEBEE YR, Bl I EEAEESEREEFNIPEERE LRHEIER.

o o

BXFAEE. BB "EFEREN ] UERIRERIRA,
8 BEH*RE",

W& T =B I8 8 E "Approved Nodes" 513K,
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4 ) 5

License Sites Grid Network Grid Nodes MTP

Grid Nodes

Approve and configure grid nodes, so that they are added correctly to your StorageGRID system.

Pending Nodes

Grid nodes are listed as pending until they are assigned to a site, configured, and approved.

Grid Network MAC Address 11 Name It Type 11 Platform It

Mo results found.

Approved Nodes

6 7 8
DMS FPasswords Summary
Searc Q
Grid Hetwork IPv4 Address w
L b

Grid nodes that have been approved and have been configured for installation. An approved grid node’s configuration can be edited if errors

are identified.

Searc Q,
Grid Network MAC Address 1T Name 1T Site 1T Type It Platform 1T Grid Network IPvd4 Address +
i« 00:50:56:87-42./ dc1-admi Raleigh  Admin Mode Wiware VM 172.16.4.210/21
i 00:50:56:87:c0:16 dci-s1 Raleigh Storage Mode Wiware VI 172.16.4.211/21
e dcl-s2 Raleigh Storage Mode Wiware VM 172.16.4 212121
" 00:50:56:87:db:9¢c dcl-s3 Raleigh Storage Node Wiware VI 172.16.4.213121
" 00:50:56:87:62:38 dci-g1 Raleigh APl Gateway Mode  VMware VI 172.16.4.214/21
| 50:6b:4b:42:d7.00 MetApp-SGA  Raleigh Storage Mode StorageGRID Appliance | 172.16.5.20/21

0. WEHMENSMIEME T REE LRPE,
DN fﬁ?tt/&ﬂ%':lﬂﬁﬁ SHFIETIR. B2, ARL"HE"TTELHN "%

10. Mg TN RE, 825 T3 .

1EE ML E TN ARSS 2R 1E 2

RE* 28,
Ho ERILLE %TXE',?tt/EE’JH%ﬁmE’Jﬁ pritigaibe o i T 5!%1@%(&}:’ o

@A) LABGRYR Atk BT

& StorageGRID RAIEEMLRTENN (NTP) EEEER, UEEARARERSE L

WITRYRERISEY .

EXFUES
B NTP BRS328487E IPv4 Hhdlk,

B s EINER NTP BRS328. FEERI NTP ARSS8BBAAUER NTP 1%
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TR IHEE 5| A Stratum 3 SHESECERI NTP fR388, LABGLEHINATE)RE R,

HEF= R StorageGRID LZEFEEIMENTPIRET. 157072 FWindows Server 2016#9Windowshiz
A _EFBWindowsEYig](W32Time)iRSS. FHRMRZASEY Windows _ERIBYIEIARSS A5 /6,
@ Microsoft A% #F7E StorageGRID EFEfEEEHEA,

"<FFAFR, BT HEREIREE Windows BYaliRS5"
5MER NTP ArS528H5CAIDEC 7 NTP BT RER.

RS M ERE VBRI AFIEIE LTSN NTP R, S1R— iR EQE— ATk
(D SHEANTP IR, WfER XML e, oh, e MEAFA T AENEE NTP
AR SR LR R TR BT 0BT B T T2

(PR VMware) xf VMware HITEIIMEE, FIUNMAREIMWEIRERZFERSEMVIER NTP R, FHER
VMTools 22 F B2 B 1242 1 StorageGRID A Z [B1MI B E) 6

TR
1. 72 * BRS3 28 1* B * AR5 88 4 XAMERIEEE /DU NTP ARSS 287 IPv4 Hhiik,
2. MBEXE, BERRE—IFEZANMS LIRNEMARSSERE.

NetApp® StorageGRID® Help =

Install

OO0 06 0 0 ¢ G« G

License Sites Grid Metwark Grid Modes NTP DMS Passwords Summary

MNetwork Time Protocol

Enter the IP addresses for at least four Metwark Time Protocol (NTP) servers, so that operations performed on separate servers are keptin sync.
Server 1 10.60.245 183
Server 2 10227 204 142

Server 3 10.235. 48 111

Server 4 0.0.0.0 +

3. HEE*T—% o

EESE
"R T
1EEDNSHRSS 58

&7 FStorageGRID RFHEEDNSERE. LUERLUMERA EHN A MA 2Pt SRR

55880
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NetApp® StorageGRID® Help -

Install

OO0 006 0 0 0 ¢« G

License Sites Grid Metwark Grid Modes NTP DHS Passwords Summary

Domain Name Service

Enter the IP address for at least one Domain Mame System (DNS) server, 5o that server hostnames can be used instead of IP addresses.
Specifying at least two DNS servers is recommended. Configuring DMS enables server connectivity, email notifications, and NetApp

AutoSupport.
Server 1 10.224.223.130 *x
Server 2 10.224 223136 =X

fS7E StorageGRID R4S
ER % StorageGRID R4EEY, EEERMAZBIBURIFARLZSHRITHIPMES,

KXFUIAES
ERREZENEEE I EZDRIEM ML EE root R,

* EEEREIEREMERL, T~=H StorageGRID Z%i7xfi#,

* BUTBEBERTRE, ¥ ENEPIENEERDEE, S THNERGEE. Alt, FSUREEEREE
EEHEEREUE,
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NetApp® StorageGRID® Help ~

Install
O 06 6 0 0 0 0 8
License Sites Grid Metwaork Grid Modes MNTP DMNS Passwords Summary
Passwords

Enter secure passwords that meet your organization’s security policies. A text file containing the command line passwords must be downloaded
during the final installation step.

Provisioning sssseEEw
Passphrase

Confirm T
Provisioning
Passphrase

Grid Management T
Root User

Password

Confirm Root User sssssses
Password

¥ Create random command line passwords.

O MNRBLREMME LI TS IIESET, WA LUER SR eI 6 L1728 EikiE,

MNFEFEE, HTFREFER, MK ERRNENE, NREERIINEE @I <L1TER " root"8 "admin"
KAIBRIMET R, EERNRTME SRS S1TEE

(sgws-recovery-package-id-revision.zip BEHEMAE IHE L *Install G, &
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NetApp® StorageGRID® Help -

Install
License Sites Grid Metwork Grid Modes NTP DMNS Passwords Summary
Summary

Verify that all of the grid configuration information is correct, and then click Install. You can view the status of each grid node as it installs. Click the
Modify links to go back and change the associated information.

General Settings

Grid Name Grid1 Modify License
Passwords Auto-generated random command line passwords Modify Passwords

Networking
NTP 10.60.248.183 10.227.204.142 10.235481M Modify NTP
DNS 10,224 223130 10224223136 Modify DNS
Grid Network 172.16.0.0i21 Modify Grid Network

Topology
Topology Atlanta Maodify Sites Modify Grid Modes
Raleigh

dci-admi  decl-g1 doi-s1 dol-s2 dol-s3 NetApp-SGA
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Installation Status

Ifnecessary, you may & Download the Recovery Package file again

Name It Site It Grid Network IPv4 Address ~  Progress It Stage I
de1-admi Site1 172.16 4 215/21 Starting senvices

decl-s1 Sitel 17216 4. 217/21 Waiting for Dynamic IP Serice peers

dc1-52 Site1 172.16.4.218/21 Downloading hotfix from primary Admin if
o needed

del-s3 Site1 172.16.4.219/21 Downloading hatfix from primary Admin if
= needed
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TYPE=Ethernet

NAME=ens160
UUID=011bl7dd-642a-4bb9%-acae-d71f7e6c8720
DEVICE=ens160

ONBOOT=yes

MASTER=bond0

SLAVE=yes

/etc/sysconfig/network-scripts/ifcfg-ensl192

TYPE=Ethernet

NAME=ens192
UUID=e28ebl5f-76de-4e5f-9a01-c9200b58d19c
DEVICE=ens192

ONBOOT=yes

MASTER=bond0

SLAVE=yes

/etc/sysconfig/network-scripts/ifcfg-ens224

TYPE=Ethernet

NAME=ens224
UUID=b0e3d3ef-7472-4cde-902c-ef4£3248044b
DEVICE=ens224

ONBOOT=yes

MASTER=bond0

SLAVE=yes

/etc/sysconfig/network-scripts/ifcfg-ens256

TYPE=Ethernet

NAME=ens256
UUID=7cf7aabc-3e4b-43d0-809a-1e2378faadcd
DEVICE=ens256

ONBOOT=yes

MASTER=bond0

SLAVE=yes

SO

/etc/sysconfig/network-scripts/ifcfg-bond0



DEVICE=bond0

TYPE=Bond

BONDING MASTER=yes
NAME=bond0

ONBOOT=yes

BONDING OPTS=mode=802.3ad

VLAN #0

/etc/sysconfig/network-scripts/ifcfg-bond0.1001

VLAN=yes

TYPE=Vlan

DEVICE=bond0.1001

PHYSDEV=bond0

VLAN ID=1001

REORDER_HDR=O

BOOTPROTO=none
UUID=296435de-8282-413b-8d33-c4dd40fca24a
ONBOOT=yes

/etc/sysconfig/network-scripts/ifcfg-bond0.1002

VLAN=yes

TYPE=Vlan

DEVICE=bond0.1002

PHYSDEV=bond0

VLAN ID=1002

REORDER HDR=0

BOOTPROTO=none
UUID=dbaaec72-0690-491c-973a-57b7dd00c581
ONBOOT=yes

/etc/sysconfig/network-scripts/ifcfg-bond0.1003
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VLAN=yes

TYPE=Vlan

DEVICE=bond0.1003

PHYSDEV=bond0

VLAN ID=1003

REORDER HDR=0

BOOTPROTO=none
UUID=d1laf4b30-32£5-40b4-8bb9-71a2fbf809al
ONBOOT=yes

{5 letc/network/interfaces (Ubuntu 1 Debian)

1% “letc/network/interfaces’ X EIE =122 FAIEX TYIBiEO. HBEZOMVLANGE

o AU X=NRGIIDEHA—IXMHE, ZXXEHEOEA Linux BEORS H—
LACP 4§7%E, SAIGEIL=" VLAN $£0, FIHESE I StorageGRID Wig, BIENEF
im L& 1R o

S dm

HAR, PRSIV IEATE XA NEOMA— LACP fhdksyimi@E, HEXME/EE =1
REHEZE VLAN .
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# loopback interface
auto lo

iface lo inet loopback

# ensl60 interface

auto ensl60

iface ensl60 inet manual
bond-master bondO
bond-primary enl60

# ensl92 interface

auto ensl92

iface ensl192 inet manual
bond-master bondO

# ens224 interface

auto ens224

iface ens224 inet manual
bond-master bondO

# ens256 interface

auto ens256

iface ens256 inet manual
bond-master bond0

HEEZO

# bond0 interface
auto bond0
iface bond0 inet manual
bond-mode 4
bond-miimon 100
bond-slaves ensl60 ensl92 end224 ens256

VLAN 0
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# 1001 vlan
auto bond0.1001
iface bond0.1001 inet manual

vlian-raw-device bond0

# 1002 vlan
auto bond0.1002
iface bond0.1002 inet manual

vlian-raw-device bond0

# 1003 vlan

auto bond0.1003

iface bond0.1003 inet manual
vlan-raw-device bond0
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