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License Distribution

5

Total Licenses

| 1

= BYOL Licenses

PAYGO Licenses 8 rree Trial Eval

BYOL (1) PAYGO (4) EVAL (0) Q|

Cloud Volumes ONTAP Name

s | OVOPAYGOD Single Node 890520130000000007042 standard Manage PAYGO License A

Neode 1 :50920140000000001010
=' CVOPAYGD2 High Availability E:zd: - 9082014000000000] ;1: standard Manage PAYGO License #

' cvopaygos Single Node 90520130000000001 045 premium Manage PAYGQ License A

5. MNREE, FHd * BIE PAYGO FIIE * LIERX PAYGO 1 B]IEs B eh SIS RY,
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RETT R BFRHERNZBlueXPEFTRABH. LUEELIZHFBICloud Volumes ONTAP RERTIERR LT A
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p
1. MBlueXPSfsER A, EF HE>HRFEFHE"
2. 1£* Cloud Volumes ONTAP EF T R Rl IEET R £ N TFHITIRAEFE BT 15 S 89FrIE
3. BE*RHDE
4. B * AINKRDECHIVFRTIE * o
. BINVFRNENFSS 5 L ZIFRHEX o

NREDLEVFRNEX S, FEFLUTER
6. B * FIFEIE * o

=

BlueXPRFRIIEARMEI BB FiEH, ERIFRIIESHTEY Cloud Volumes ONTAP RZTXEXZ AT, IIFRIIERHK
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Exchange R 7 ECBYE T 15 RBYIFAIE

INRIEH AR EEFACloud Volumes ONTAP BYETF T AR D ECIFRIE. MeT LUBE R E AR ABlueXP&E KD FRE
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R EH9FAES Cloud Volumes ONTAP ¥ RIIEE B EEIAIZIEE BB,
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1. MBlueXPEfiREH, EF HE-MFBFHE"
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3. BE * kAo
4. B * Exchange ¥FaIE * o

BYOL (14) Eval (2) Unassigned (3) PAYGO (6) Add Unassigned Licenses
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&

BlueXP= 1R 77 FCHY I el AR IR N ISR AR S . R LUE * BURERSFRIIE * IR EEHIF I,
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TEARZHIERT. BlueXPRLAEAEAINetApp ZHFIL R KA BEhREVERITFRIIEN 5. BE, MRTELE
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p
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License Generator

The following fields are pre-populated based on the NetApp 350 login provided.

To download the corresponding NetApp license file, re-enter your $50 password along with the correct
Product Line and Product Serial number.

First Name
Last Name
Company Metwork Appliance, Inc
Email Address

Username

Product Line™ - L\\y

ONTAF Select - Standard
. ) ) OMTAF Select - Premium
Mot only is protecting your data required by ONTAP Select - Premium %L
[ | have read NetApp's new Global Dat Cloud Volumes ONTAP for AWS (single node)
may use my personal data. Cloud Volumes ONTAP for AWS (HA)
Cloud Valumes ONTAR for GCP (single node or HA)
Cloud Valumes ONTAR for Microsoft Azure (single node)
Cloud Volumes ONTAP for Microsoft Azure (HA)
Service Level Manager - SLO Advanced
StorageGRID Webscale
| StorageGRID WhiteBox |

SnapCenter Standard (capacity-based)
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6
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6
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6
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1. BIEFHY Cloud Volumes ONTAP T{EIFiE,
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3. BT RIBRIFIE TEIFIERL IEFRBEER Cloud Volumes ONTAP &4,

"T R E{aI P& Cloud Volumes ONTAP T{EIfiE",

## LUN 18

£l FlexVol &
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. CIFSZiSCSItIE#FBIFlexVol &o
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Select a Template to Get Started

Choose a template for the type of resource you want to create
and then customize the parameters for what's required in your
environment.

For even greater flexibility, choose the "blank” ternplate to mix
and match configurations and to apply additional Cloud
Manager services.

Start with a template of:

Volume for Cloud Volume for Cloud Volume for Azure
Blank template Volumes ONTAP + Volumes ONTAP + NetApp files + Data
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Creating your resources

This process can take a few minutes.
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INFO CAPACITY

Disk Type GP3 3000 |OPS Provisioned size ~ 907.12 GiB
Disks 4 EBS Used 1.13 GiB
Volumes 2 S3 Used 0 GiB
Elastic Volumes Enabled

S3 Tiering Enabled

2. NRFE, BHHMEARNIMERSE:
a. EERE. RERE (HWRER)>HMER",
b. ERBRNAVELRE, ABRE *HFM*,
3. MREEBREVHERE, HUENES,
BXFMER, BEL CIERSE",
4. {FF System Manager 5 CLI & 5h2I R4,
S ERZHIBRT, EaILUER System Manager %55,

BXRHE, BEL " ( ONTAP 9 Bi%anRuEiErE) "
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WN5R Cloud Volumes ONTAP j#E A FE—5, WiEshEHEE B n et FilAK:
* kBN RES,
* BRRENRSE,
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* HR— P EREWNHRERNGEHERIB. AmMREQIEBERNZFEN.
WRE 9.4 RHERRAFPNRE LEBRATHIESE, NsERARENGRAZE,
 BRESMBMRS LMEZEARALE, HEEEEMEERR.
* EEBTHIHEE T -tiering-policy FEWLAE PR 73 R ERBE.
* EBETIYIERE T -generate-destination-key %I,
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1RFlexGroup EH M H#1THR,

FlexGroup Volume

% Volvo @ ONLINE Manage Volume

INFO CAPACITY

Disk Type GP3 Provisioned 150 TiB
Storage VM svm_name EBS Used 40.2TiB
Tiering Policy Snapshot only S3 Used 26.3TiB
Tags 3

Protection @

@ Bal. &R EEEBlueXP TEE M AFlexGroup . 7EBlueXPH8IEFlexGroup EHITHEEAR R
BitRIERRRRAHFER,
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IR AEERY SSD 8¢ HDD M aEESIFEchEIBNNRFHBERMBES, ErLIFKR
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53 Storage classes

Change Tiering Policy

Volume_1

Tiering Policy

Minimum cooling days: 31 (2-183)
O All - Immediately tiers all data (not induding metadata) to object storage.
O Snapshot Only - Tiers cold Snapshot copies to object storage.

O Mone - Data tiering is disabled.

53 Storage Encryption Key

BlueXP documentation for more details.

@ Auto - Tiers cold Snapshot copies and cold user data from the active file system to object storage.

Standard-Infrequent Access

aws/s3

(D This action is non-disruptive and changing the tier impacts cost, performance, and maximum capacity. Refer to

MRBRATHESENREGEAEFE. WBlueXPRHAELIE— RS,

FHEIRFRIPE PSR
Cloud Volumes ONTAP B] LUSEIBEMEIERIPE D BRI T ERE

BMERER,
p

1B

1. MEMSASRER, EEFEFE-EHR
2. £ @ " NEL, ERESRENIENE, AEFEENZIERZEEHENIEFR,

3. IR TR, HEE

XS EREHEREINREFENREDE

o WMIREUEBNE. MEBUEREIRENET ZHEE]

° ¢
E S3 Tiering i What are storage tiers?
s Enabled Disabled
te: If you enable 53 tiering, thin provisioning must be enabled on volumes created in this ageregate.
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fE9%h Storage VM S LIF Z/l, &K% A IPv4 itk 53 Ecse AWS iR ela o
1A, Storage VM HIE[EEIE LIF EEEET R ALK LMEN AZ By HAX EFEHEEA IP ik, LB
LIF AJ3%#%%) SnapCenter FEIET A,
Bt
1. BR5 AWS H3TH EC2 BRS.
2. J%#% Cloud Volumes ONTAP Ll * LEERE * o
YR EIE HA ¥ _EBJ# Storage VM , IBEET SR 1,
3. mMTRENE * MO *, ARPEEIRO e0a B9 * 0 ID*
‘ = Name v Insta... Instance state ¥ Instance type ¥ Status checif
| [] danielleAws i-070... @ Running @8 m5.2xlarge & 2/2 checuf
| [_] ocem Tiering0702 i-0a7... O stopped @ m5.2xlarge — ;
cvoTiering 1 i-02a... © stopped @G, m5.2xlarge = |
== - . : |
Interface ID Description \ i
| eni-07c301... Interface for Node & Cluster Management, Inter-Cluster Communication, and Data - e0a I
i |

4. EEMEEO, RREE *IRE > BE P #hik <,
5. BFF e0a B9 IP it FIZR,
6. T8I IP Hhik:
a. ITHESE IP HuthEE, UMiAtmEORSETEREEM IP /A,

BNERLTE L —THHRES MEOFEX P i,

b. AJ3%: %% Cloud Volumes ONTAP & ST REHIETT * WRZHEEN sho
HhHY B ER.

WMREA 1P #uubR(ER, MWaILUIEHE S Storage VM &M

w* URIAXLE P st py e

7. R[EAWS =G, BE % HECH IP ik * , ARYEFT Storage VM FRFRAVELE D ECEth IP st

c BRNLRS: FE—IRERANZEEZRIP,
YR ETE Storage VM LRIEEIR LIF , MBEBEEHEMN_KEE IP,
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o —NAZ B HAR: TR 1 EEE—NRERN_KEZAHIP,
YR ETE Storage VM LRIEEIR LIF , MBEEEHEMN_KEE IP,

° ZNAZs PRI HA N B TRFE—NREANZLER IP,
8. MNRBEEN AZ Fh HA X ED IP ik, BB * AT ENRSE_&KEH IPv4 it *
9 BEH*RE"*,
10. YNRIEH HA AL FZ AZs A, MEBX T = 2 EEXESE,
EETRAS L2 Storage VM

AT BEEST R RS LEEHEY Storage VM - 8 NAS LIF FE—1%S A IP iilit, MIREBCIBREE LIF
, WEBS—IENET A IP itk

g
1. 83 Storage VM #3151 Storage VM BIEE .

vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. 6IJE NAS LIF ,

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-node

Hh private_ip_x 2 e0a EXREAN_HKEZR IP,

3. A% Bl#E Storage VM B LIF .

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-node

Hrh private_ip_y & e0a EB— 1M REBANZRER IP,

4 F—HZABEHEL Storage VM
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vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ZFRUBERITIT B, BEAMB Storage VM FEE/MFA—1MEBE, SARAEETE Storage VM L&l

o

£— AZ Y HA 3F LI —1 Storage VM

UTEERE— AZ P8I HA 33 E6IEZE— 1 HTHY Storage VM » 832 NAS LIF FE—1%5H IP #tullk, (IRE
BIREE LIF, WRES— LT A IP il

XA LIF S3ET R 1 £S5, NREEHE, TA IP MutaUIET R Z a0,
p
1. 8l Storage VM F1#EM Storage VM BYE&H,

vserver create -rootvolume-security-style unix -rootvolume root svm 2
-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway
subnet gateway

2. TR 1 LB NASLIF

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port ela -address private ip x -netmask
nodelMask -1if ip nas 2 -home-node cvo-nodel

Hh private_ip_x & CVO-node1 #J e0a ERFEAN_RER IP, tNRAEEE, AILUSLL IP titSEHE
{i1%] CVO-node2 My e0a , FFBRSZ AR default-data-files 57 IP B LUFFE BIEE I =,

3. \Bi%k: T s 1 _ERIEE Storage VM EIE LIF

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port eOa -address private ip y -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

Hrh private_ip_y & e0a EB— 1M RERNZHRER IP,

4 B—AHEIBEHELL Storage VM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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ZRTUEERITIILSE, BRERAFEY Storage VM FEZE/DfR]— MBS, AR EETE Storage VM LRI

5. NRZITITAIZCloud Volumes ONTAP 9.11. 15 Eshids. i5ELUttStorage VMBIMLEARSS SRB&

F=EEMIRE. BRI LHE{FCloud Volumes ONTAP B LUFMAISCSI LIF#H T H i B IEEE,

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

EZ1 AZs FEY HA 3t LI —1 Storage VM
UTHZBEESZ AZs FHY HA XF_E8IE— MY Storage VM

NAS LIF EE float |P i3k, MEIE LIF Ak, XLEZE) IP 3t REREE AWS RS EFAE IP, MeE
AWS BHFRHPBEECEZD) IP, MIEREE— VPC F4FET =AY ENI o

EEF5 IP 5 ONTAP EC5 A, 4AEESTT R LS Storage VM EEEE—1EA IP #ilit, X—R R
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FEUTHTREF, ET= 1T =2 ERIZISCSILIF

LI
1. B3 Storage VM #$5[H Storage VM HIEZH,

vserver create -rootvolume-security-style unix -rootvolume root svm 2

-snapshot-policy default -vserver svm 2 -aggregate aggrl

network route create -destination 0.0.0.0/0 -vserver svm 2 -gateway

subnet gateway

2. T4 1 LRI NASLIF,

network interface create -auto-revert true -vserver svm 2 -service
-policy default-data-files -home-port eOa -address floating ip -netmask
nodelMask -1if ip nas floating 2 -home-node cvo-nodel

° WTFEE HA BLEHI AWS KIBFBIFRE vPC , 25 IP b % A7E CIDR REEE
Mo 192.168.209.27 22— NREEEN P tilit, "7 A X% Z6 IP it EZE R,

° —-service-policy default-data-files FR/NIPAILUERZEIEIXS T =,

3. mik: ET R 1 _E63E Storage VM B LIF

network interface create -auto-revert true -vserver svm 2 -service
-policy default-management -home-port elOa -address floating ip -netmask
nodelMask -1if ip svm mgmt 2 -home-node cvo-nodel

4. £ = 1 EBIE iSCSILIF .

network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmask nodeilMask -1if

ip nodel iscsi 2 -home-node cvo-nodel

° B §F Storage VM HE TN IP B9 LIF iF#%, FEMALL iSCSILIF . ER4=E iSCSILIF , BREEEE
NEDRZETE,.

° -service-policy default-data-block FRIPHIUMASET RZETEE,
° private_ip 8 CVO_node1 B eth0 (ela) LERFEEINTRER IP i,
5. ETR2 L BIEZISCSI LIF,
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network interface create -vserver svm 2 -service-policy default-data-
blocks -home-port ela -address private ip -netmaskNodeZMask -1if
ip node2 iscsi 2 -home-node cvo-node2

° 37 %5 Storage VM HF 5N IP BY LIF X%, RE(EMLL iSCSILIF . EARWE iISCSILIF , BREERE
NETRZIETEE,

° —service-policy default-data-block RRIPHIIASET 22 EEH,
° private_ip 5 CVO_node2 BJ eth0 (ela) LRFEFEHANTHRER IP ik,
6. H— P HEZIEBEHHCL Storage VM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

%FELX%FEE*H?TEtﬁ—?I%: =EFFH Storage VM FEE/MFR—1RE, SRR EETE Storage VM LRI

7. INRIFIETTHIZCloud Volumes ONTAP 9.11. 15 EShiAs. BB Storage VMBIMLE AR SS SREE,

BEEURS. FEHEAUHECIoud Volumes ONTAP BILUERISCSI LIFH{TH i BRI,
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network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name> -policy
default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name> -policy

default-data-iscsi -service management-nis-client

7£ Azure F/3 Cloud Volumes ONTAP 6|22 %k#EH Storage VM

Storage VM Z7E ONTAP FRIZTTHEIML, ATAR P iR EFEINSIERS. EOgESRE
E"J?J svm 3% vserver . FAINIERL T, Cloud Volumes ONTAP Eﬂﬁﬁ—/\ Storage
, {B7E Azure Fi&1T Cloud Volumes ONTAP B, Z#FEfth Storage VM,

EEHE IR HEUER Storage VM , EEETE Azure REL IP ik, FA/SiETT ONTAP <K Al% Storage
VM FIEHE LIF o

% #5H) Storage VM &

M 9.9.0 BRFFH4, 453 Cloud Volumes ONTAP BZE %35 % Storage VM, #% " ( Cloud Volumes ONTAP %
1TEE) " BRIEMEAY Cloud Volumes ONTAP fZs3z35HY Storage VM #1 &,
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FrE EAth Cloud Volumes ONTAP &7 31— MeHEIEY Storage VM Fl—MNAF RV EBIB 45 Storage
VM, WRJE Storage VM KErMT, 0] LUEIEB TR Storage VM LUHITEIRIHIRL,

7£ Azure H53E2 IP ik
7£ 8132 Storage VM ML LIF Z 8, EEETE Azure 5L IP ik,

7E8I# Storage VM H L LIF Z &1, ®IE Azure 35 IP i3k BR4a nicO

EEERNEIE LIF i5ine)E— IP sk, #H79 Storage VM (SVM ) BIZ LIF QIS — ek IP ik, e
I8 LIF B]i%#%%) SnapCenter ZEETH,

3
1. BRE| Azure TP HITFH * I * RS,
B Cloud Volumes ONTAP VM B9 %R,
BE MEEE
B nicO IO B,
TEXRE*T, BEIPEE S
BE M
WA IPEENEW, &F oS, AEREHE
BENINIGIZER IP ECERVRHR, & * D Ech 885+, ARRE*REF "o

© N o o k~ w0 N

ERIFIERIREES IP sk, KBS IP AIH(R IP it RSBy, BTN ARERZE B ERI T,

WREBRFE SVM B LIF , 1BEEXLESELISIERM IP ik,

e
SFINNIGIZENEZR P #itlk, £79% Storage VM 8l LIF BY, EHEEIETE XL P #illk,

HAXt

MR HA XS EC 1P BRI FE ARV RE TN
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iSCSI

7E 8132 Storage VM ML LIF ZEi, #TE Azure R iSCSI IP #3lE 53 LA nicO » iSCSI BY IP 72 Eicsh
nicO , ﬁﬁx%ﬁﬁipﬁi%g, #g iSCSI ﬁﬁﬁ ALUA i&ﬁﬂl‘ﬁ%%o

REECIELLT IP it

* —NIP Hudk, BFMTISA 1 350R] iSCSI #E LIF
* —PMAF M S21ARISCSIEIELIFRYIPHiE
* Storage VM (SVM) EIE LIF RYE[E IP ik

B2 LIF B]3%$#23) SnapCenter EEIET B,

g

B RE Azure ITJPFHITH * I * RS,

B ET55 1 B9 Cloud Volumes ONTAP VM FYZ #R,

B WMEERE

B nicO MIMLEIZEOZ M.

TEXRET, REIPERE S

B A<

N IP ERBMRIR, SRS, ARRE BT,

BENIRNIGIESN IPERBENER, & Hic > Bkn * #E5*, RERTE *RE S

—_

© N o o bk~ w0 N

BRI EARS IP L, FAFE IP AT IP TR E, XBMTHIENRER L ETLRIH

o

0. HERHE2 FEE FRSE,
10. NREGIE SVM BB LIF, IFETS 1 LEEXLESE,

NFS
EEF NFS 89 IP St SE A H TSR0 B, MUEEREREFRBZFEEHN, IP A LIRS —1 1

710

REECZELUT IP it

* —NIP #huk, AFMTI 11518 NAS #43E LIF
* — M ETFMT 215 RINASEIELIFAYIPHIE
* Storage VM (SVM ) EIE LIF 98]k IP itk

DNSEISHREISCSI LIF. Ak, FHAMERT iSCSILIF , RAEARSERIELRZER,

LB LIF A1i%# % SnapCenter FEIET A,

p
1. 72 Azure TP 5, 17 * L80T8 * BRSS,
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2. B HA NG H T EENR T,

3. AMT= 1 ipIA¥KIE LIF BIB2—aiis IP BECE, AMTISR 2 i5R%EE LIF BI85 — 1 5% IP icE,
79 Storage VM (SVM ) EI2 LIF S — &R IP o

a fE*iRE N, B Al IPEE
b. B * 0+

C. WNRIIRIPAYRFR, 1EHECloud Volumes ONTAP HAX R F M. HREchS AT, TEERAM
iR, RE ISR AT, LRRTE XL E SRR PRI AR Ao

= Wicsot e

Home > Load balancing > azureha1011s3-rg-lb >

Add frontend IP configuration

azurehal011s3-rg-lb

MName * | ip-for-svma w |
Virtual network Default-Metworking-vnet
Subnet * | default (172.19.2.0/24) ' |
Assignment Iél Crynamic O Static
Availability zone * (0 | Zone-redundant e |

d. BEHERIRNIGIEARTR IP ECBERRM, & * 28 * BN * 885, ARRE " REF .

EIFERFS IP ik, EANES IP AR IP it A BEek, XBEPHTFHIENARFRETNVE
YRR

4. ANIRIEIZNS N FiE P ARSI,
a. fERHTHEN CIRE T, Bl BITRRERH
b. B * AR * o
C. WANBITIRRERNARIR, HEATTF 63005 1 65000 ZEHNHOS, REEMFERAIBIAE,

IS F 63005 # 65000 i8], X—RIREZE, g, MREBLIZ=TETRTEN, N
AL NG S /9 63005 , 63006 1 63007 AIERM,



2 Search resources, services, and

Microsoft Azure

Home > Load balancers > azurehal011s3-rg-lb

Add health probe

azurehal011s3-rg-lb

Name * | svm2-health-probet /]
Protocol * | 1co v |
Port* @ | 63005 /|
Interval * (3 | 5 |

seconds
Unhealthy threshold * @ | 2 |

consecutive failures

Used by & Mot used

5. A HIE IP BIEMY  E &N,
a. ERH TR <GB T, BE * AFTEHAN >
b. B * AN * HIENFIRER:
=1 i S 1D W [: R it
" * P RRZAS * ;&R IPv4 <,
" RS P Ot EEFERIRNIGEAER 1P #iikr —.
- SEAMIKEO ;. BALER,
- fEiEA L REEIEENEIAE R,
= BITIRORERN ¢ EFREER IP SIS TIRRER,
S RERAM T EmR T
rEm P EECBBRA .
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6. #fx Cloud Volumes ONTAP MR 2B AVF A H TR AE LIRS R 4 IR
RIETCP &M, AR, BIABERTRIFXEM.

SMB

Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jlmn'rg.-'Jnew_rule

IP Warsion ¥

(@)pwd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) “
[<] HA Pere O

Backend pool 0

| backendPool (2 virtual machines) v |
Health probe )

| dataAProbe (TCP:63002) |
Session persistence ()

| Mone v |
Moating 1P (1)

I: Disabled @IERE ’:I

S—==

=17

RN

AT SMB #IER IP it R ERFEFERPOE, UEERERERBIGN, IPHUAIESEIS—1

iE /|£\\O

EEEENHTERP IR TIPHL:

s —NIP sk, AFMTIE 13518 NAS #43E LIF
s — PMNAETF M H2IABINASEUEELIFAYIPHENE
* S PMVMEZBENIC 0 &1 _EAUISCSI LIFIS— NPk

* B2 EBISCSI LIFfERA—NPihiE

DNS #1 SMB i&{SFEZ iSCSI LIF . Alt, FAIERT iSCSILIF , AANERREHRERZREZIN TS,

* Storage VM (SVM) EIE LIF BYR]%E IP ik

B LIF 8]7%#% % SnapCenter EEIET H,



TR
1. 1 Azure P e, $TFF * AEi P8R * BRSS.

2. B HA By T E23R B TR,
3. (N AEIEMSVM LIFSZPREEMRIIHIPECE |
@ HEEENICO T AT MERNBISVMEIEFIIHIP, B XIAFIPHIIEZRINEISVM NICORYIE
ME2. BFBUNETH hyperlink]
a FEIRE*T, BE FIl IPEE S
b. g * 7N+,

C. BINBIERIPEYRZ R, %R Cloud Volumes ONTAP HAWTHYFM. HRZ oA &, AT AN
KiK. REB X URax. LRREXIE AL 4 HBE Pt {78 8] o

= Microsoft Azure

Home » Load balancing » azurehal011s3-rg-lb »

Add frontend IP configuration

azurehal011s3-rg-lb

Mame * | ip-for-svma2 ' |
Virtual network Default-Metworking-vnet
Subnet * | default (172.19.2.0/24) s |
Assignment lil Dynamic O Static
Availability zone * O | Zane-redundant ~ |

d. |HEMINIEIERR IP ECERIRM, & 2 * B * 88, ARRL *RE"S

RIFERFS IP i, FEAFS IP AJiR IP it RE®Eek, XBTFHIENARFAETCE
Efasliis

4. ANIRISIZNS M IR P RIS TR,
a. TEfETEEERY *IRE T, BE BTRRRE .
b. B * 0 * o
C. MANBTTIRRERNAIR AR, HEANTT 63005 1 65000 ZEHIRAS, REEMFEAIEIAE,

%S %7009 F 63005 #1 65000 Zj8), X—=REE, a0, MREBLIZE="EITRTEHEN, T
AN OS 5 63005, 63006 #1 63007 FYRM,



2 Search resources, services, and

Microsoft Azure

Home > Load balancers > azurehal011s3-rg-lb

Add health probe

azurehal011s3-rg-lb

Name * | svm2-health-probet /]
Protocol * | 1co v |
Port* @ | 63005 /|
Interval * (3 | 5 |

seconds
Unhealthy threshold * @ | 2 |

consecutive failures

Used by & Mot used

5. A HIE IP BIEMY  E &N,
a. ERH TR <GB T, BE * AFTEHAN >
b. B * AN * HIENFIRER:
=1 i S 1D W [: R it
" * P RRZAS * ;&R IPv4 <,
" RS P Ot EEFERIRNIGEAER 1P #iikr —.
- SEAMIKEO ;. BALER,
- fEiEA L REEIEENEIAE R,
= BITIRORERN ¢ EFREER IP SIS TIRRER,
S RERAM T EmR T
rEm P EECBBRA .



Add load balancing rule

chandanaTcpRst3-rg-b

ﬂ A load balancing rule distributes incoming traffic that is sent to a selected IP address and port
combination across a group of backend pool instances. Onby backend instances that the health probe
considers healthy receive new tratfic.

Mame ™

I jImI’!T!,-'JTIEW_TulE o I

IP Warsion ¥

(@)1Pvd () IPv6

Frontend IP address = ()

| 10.1.0.156 (dataAFIP) -

[<] HA Pere O

Backend pool 0

| backendPool (2 virtual machines) v |

Health probe )
| dataAProbe (TCP:63002) |

Session persistence ()

| None 7 |

Moating 1P (1)

I:L Disabled J

6. #fx Cloud Volumes ONTAP HMZ R 2B AVF A H TR ANE LIRS R 4 FREIEAEI TR
RIETCP &M, AR, BIABERTRIFXEM.

7. 3FFiSCSI LIF. IEAINICOZRNNIPHILL,
a. B Cloud Volumes ONTAP VM HIZ FF.
b. g * MEERE * o
C. B nicO FIMLKIZEO &R,
d FIgET. BEH* IPEEE"
e. B R,
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= Microsoft Azure P Search resources, services, and docs (G+/) T 0O & @ & &
Home connector1 | Networking >connector1-614
connectorl1-614 | IP configurations o X
Network interface
[ £ search « + Add save X Discard () Refresh
@ Overview 1P forwarding settings
B Activity log IP forwarding (@ETD enabled )
A2 Access control (IAM) Virtual network Vnet2
T
@ Tags IP configurations
Settings Subnet* © Subnet2 v ‘
& IP configurations
0 Search IP configurations ‘
= DNS servers
Name IP Version Type Private IP address Public IP address
@ Network security group
ipconfig1 1Pv4 Primary * (Dynamic) % (connector... ***
{l! Properties
& Locks
Monitoring
@ Insights
B8 Alerts
a1 Metrics
§ B EERS, RESSHE
f WNIPEEERBIM, EEDS. ARG E*o
— Microsoft Azure P Search resources, services, and docs (G+/) ﬂ_—‘v n i'é:} @ ,('Kj . &
Home >connector1 | Networking > connector1-614 Add |P configuration X
Fg connectorl-614 | IP configurations g e eonnectort 614
Network interface
Name *
| 2 Search ‘ « + Add save X Discard () Refresh ||
@ Overview IP forwarding settings IP version
E Activity log IP forwarding [ Disabled Yo 8) Jrvd Ihve
Type
A2 Access control (IAM) Virtual network Vnet2 C
Te
@ Tags IP configurations
Settings Subnet * © Subnet2 @ Primary IP configuration already exists
& IP configurations
‘ O Search IP configurations
= DNS servers Private IP address settings
Name IP Version Type Private | Allocati
& Network security group /L\
ipconfigl 1Pv4 Primary . (@ULELIY Static
il Properties
8 iods I?ubl!c IP address )
(Q@EEIED) Associate )
Monitoring
@ Insights
E Alerts
| ad v =

g BENINIGIEAIPERERIZFR. " Assignment"E 2R "Static". AFRERES

() SRS ik, ENBE PR P WATRE, TEHTHILUAETAE
R B AU,

TERIE
SHINNIEIZENEZ R P #illk, E79%7 Storage VM 832 LIF BY, EHEBIETE XL P ik,

/2 Storage VM #1 LIF

£ Azure REC IP HulltfE, ERTLIERTTRRSEL HA X L2 HHBY Storage VM 6
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BURRSR
WMEIE R T R RS L 6IZ Storage VM 1 LIF BURFFR{EANTFHE NN
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iSCSI
REBLT S BRI Storage VM LUKFRER LIF o

g
1. gl Storage VM #13E[E Storage VM HYE&H,

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. BUIEREIE LIF :

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -netmask-length <# of mask bits> -1if <lif-name>
-home-node <name-of-nodel> -data-protocol iscsi

3. AJiE: B Storage VM B LIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

4. B—1HENMREHEL Storage VM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ZRTUEERITIILSE, ERAFE Storage VM FEZE/DfR]— 1B E, AR EETE Storage VM £
BliEE,

NFS
BT S BN Storage VM UUKFRER LIF .

P
1. 8l Storage VM FI#EM Storage VM BYE&H,



vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. BIFEFIE LIF :

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. AJE: Bl Storage VM B LIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover-group Default

4. B—1 ;BB E DAL Storage VM,

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ZERUEERITIHHT B, 2ENHFH Storage VM EEBZE/Dfa]—1MNEBE, SAIG78ETE Storage VM L
B,

SMB
BT S BRI Storage VM UUKFRER LIF o

g
1. gl Storage VM #1#EM Storage VM BYE&H,

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix
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HAXt

network route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>

2. BIEREE LIF

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nas-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

3. A% Bl#E Storage VM B LIF .

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default

4. F—IHZNEE DB Storage VM

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ZFRURERTILD TR, RRVFR Storage VM FEZE D[R —1MERE, AIG7 8E7E Storage VM £
BIEE,

WN1AI7E HA Xt E 8% Storage VM #1 LIF BURTFR{ERBI1ZE 1N
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iSCSI
REBLT S BRI Storage VM LUKFRER LIF o

g
1. gl Storage VM #13E[E Storage VM HYE&H,

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. QIEREUE LIF .
a. FAUTHSETS 1 LI ISCSILIF

network interface create -vserver <svm-name> -home-port e0la
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. ERALTe<ET =2 L AIZISCSI LIF,

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

3. \lik: ET A 1 LB Storage VM BIE LIF .

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default

LB LIF B]3%#23) SnapCenter &R T E,

4. B— 1 HBZNBEDEL Storage VM,

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2
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ZFRUEERTISE, 2RERAFHY Storage VM FEZE/VfE]— MR E, SAFAHETE Storage VM
oIS,

5. WREIETTHIZECloud Volumes ONTAP 9.1 1 EShRZA. i5f&2UttStorage VMBEIMLE AR S HRB

a. AL T e LA RS RER.

::> set adv -con off

BEEBRS. BNEEUHECloud Volumes ONTAP BIUERISCSI LIFHHT HISEIDE,

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service data-fpolicy-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ad-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-dns-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-ldap-client

network interface service-policy remove-service -vserver <svm-name>
-policy default-data-files -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-blocks -service management-nis-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service data-fpolicy-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ad-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-dns-client

network interface service-policy add-service -vserver <svm-name>
-policy default-data-iscsi -service management-ldap-client

network interface service-policy add-service -vserver <svm-name>

-policy default-data-iscsi -service management-nis-client

NFS
BT S B Storage VM UAKFRZER LIF 6



HE
1. I Storage VM #1#&[E) Storage VM HYE&H

vserver create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name>
-gateway <ip-of-gateway-server>

2. BIFEREEE LIF :
a FRAUTHSETS 1 EAIEE NASLIF,

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. R THSETS2_LBIZENAS LIF,

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. BZiSCSI LIFLUR{EDNSE(S:
a. FAUTHSETS 1 EAIZ ISCSILIF

network interface create -vserver <svm-name> -—-home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. EHEUTEHSET S22 LAIZiISCSI LIF,
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network interface create -vserver <svm-name> -home-port e0a
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. ali%: TS 1 LB Storage VM B LIF .

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-
for-azure-health-probe3>

ILEIE LIF A]7%E$#£E SnapCenter FEIET E,

S. Ak ET = 1 LBIE Storage VM BIE LIF
network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy system-defined -firewall-policy mgmt -home-port eOa
—auto-revert false -failover—-group Default -probe-port <port-number-
for-azure-health-probe3>

LB LIF 5]3%$#% % SnapCenter EEIET E,

6. F— 1P HZ N REHERL Storage VM
vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ZERUEBERITIHT B, SENFH Storage VM EBZE/MAa]—1EBE, SAIG7 8ETE Storage VM L
BIES

7. ANREIBITHIZECloud Volumes ONTAP 9.1 1 EShRA. i5f&2UttStorage VMBEIMLE AR SS SR8

a. AU TESLUG R SRIER,
::> set adv -con off

FERERKRS. ERNERUHECloud Volumes ONTAP B LASEAISCSI LIF#{THiIb B IRIERE,



network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network

-policy

SMB

interface service-policy remove-service -vserver <svm-name>
default-data-files -service data-fpolicy-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ad-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-dns-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ldap-client
interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-nis-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-dns-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ldap-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-nis-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-dns-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ldap-client
interface service-policy add-service -vserver <svm-name>

default-data-iscsi -service management-nis-client

BT S B EIEA Storage VM LUKFRER LIF 6

p

1. 83 Storage VM #1315 Storage VM HIERH

vserver

create -vserver <svm-name> -subtype default -rootvolume

<root-volume-name> -rootvolume-security-style unix

network

route create -destination 0.0.0.0/0 -vserver <svm-name>

-gateway <ip-of-gateway-server>
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2. Bl NAS HUE LIF ;
a. FARAUTHSETS 1 E6IZE NASLIF,

network interface create -vserver <svm-name> -1lif <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-nodel> -status-admin
up —-failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probel>

b. FEARUTHSET A2 LBIZENAS LIF,

network interface create -vserver <svm-name> -1if <lif-name>
-role data -data-protocol cifs,nfs -address <nfs-cifs-ip-address>
-netmask-length <length> -home-node <name-of-node2> -status-admin
up -failover-policy system-defined -firewall-policy data -home
-port ela -auto-revert true -failover-group Default -probe-port
<port-number-for-azure-health-probe2>

3. BEiSCSI LIFLIREDNSHE(S:
a. FRAUTHSETS 1 EI3# iSCSILIF,

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-nodel> -data-protocol iscsi

b. FERAUTHSET R2L8I#iSCSI LIF,

network interface create -vserver <svm-name> -home-port ela
-address <iscsi-ip-address> -netmask-length <# of mask bits> -1if
<lif-name> -home-node <name-of-node2> -data-protocol iscsi

4. mi%: £ = 1 LB Storage VM BIE LIF o

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol none -address <svm-mgmt-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
—-failover-policy system-defined -firewall-policy mgmt -home-port eOa
-—auto-revert false -failover-group Default -probe-port <port-number-
for-azure-health-probe3>



&I LIF A% % SnapCenter HEIET A,

S F— 1 HZINEREHDEL Storage VM o

vserver add-aggregates -vserver svm 2 -aggregates aggrl,aggr2

ZERAUEERITIHHS B, 2ENFH Storage VM EEBZE/DMfa]—1MEBE, SAIG78ETE Storage VM L
B,

6. WMREIEITHIRECloud Volumes ONTAP 9.1 1S EE AN, i51EEAIttStorage VMAIPLE AR 53 SR RS

a. WAL T e < LA RS K.

::> set adv -con off

ZBEHRIRS. FENEEALUHRCloud Volumes ONTAP BJ LU AISCSI LIF#EHITH IS B IER,
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network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network
-policy
network

-policy

T—F2MHA4?
£ HA 3 _E8I# Storage VM &, =FFF 12 /)8, AEBHEIZ SVM LEEEE(E, MCloud Volumes ONTAP

9.10.1hRFF1A. BlueXP=& 12/ BFHE—RHAXN M T H #4288 B, WMRFEFHSVM. NIBlueXPiEZHE—
MEE. UGB R INKPESE F2 B E],

interface service-policy remove-service -vserver <svm-name>
default-data-files -service data-fpolicy-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ad-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-dns-client

interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-ldap-client
interface service-policy remove-service -vserver <svm-name>
default-data-files -service management-nis-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-dns-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-ldap-client
interface service-policy add-service -vserver <svm-name>
default-data-blocks -service management-nis-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service data-fpolicy-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ad-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-dns-client

interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-ldap-client
interface service-policy add-service -vserver <svm-name>
default-data-iscsi -service management-nis-client

7£Google Cloud®}JCloud Volumes ONTAP 6|Z#iEfks5Storage VM

Storage VM 27 ONTAP FIE{TRYEIMA, FIAE P iniRHEEHEHERS. g
HiOF0 svm 3 vserver . BRINIER T, Cloud Volumes ONTAP EZ&%E— Storage
VM , {BELERESZFFIMY Storage VM o
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X519 Storage VM #(2

M9.11.1hRFFIA. Google Cloudd H94%E Cloud Volumes ONTAP ER& sz #5% 1 Storage VM, #%ZE " ( Cloud
Volumes ONTAP %1T71%ER) " I8IEEM Cloud Volumes ONTAP kA2 #5# Storage VM #&,

Fr B EAth Cloud Volumes ONTAP EEE I FF— MEMEUER Storage VM F1— 1B F A3 E R B % Storage
VM ., SNRIF Storage VM &ZEHlf, &0 LUEGCEBR Storage VM LUH{TEIRAIR,

ti£Storage VM

NRIFRNESZF. ER]LIEE T R RGEHAY LI Z M Storage VM, 1T E. B TEMABlueXP APITEHA
3t _E B3 Storage VM. M a] LUERCLIZLSystem ManagerfE 215 52 /245 _E 813 Storage VM,

BURAS

UTTBERERASGLITRETRETRAS LEIEMRIStorage VM, BIBEIELIFEE— NS AIPHitt. (NRES!
BEELIF. NEES—1AETAIPHL,

Pz
1. £Google Cloud®. #ZCloud Volumes ONTAP S2ffIH A& MLIFAIN—MPHEHE R nic0,
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Edit network interface ~
Metwork *
default - @
Subnetwork *
default IPv4 {10.138.0.0/20) - @
L} ] To use IPv6, you need an IPvé subnet range.  LEARN MORE
IP stack type
® IPv4 (single-stack)
f:,:l IPv4 and 1Pw6 [dual-stack)
Primary internal IP _
gopevevmHEp-nicl-nodemgmt (10.138.0.46) - 8 .
Alias IP ranges
Subnet range 1 - - Alias IP range 1 # —
Primary (10.138.0.0/20) 10.138.0.25/32 9 |
, Subnet range 2 - Alias IP range 2 * \
Primary (10.138.0.0/20) 10.138,0.23/32 (7] |
- Subnet range 3 - Alias IP range 3 * \
Primary (10.138.0.0/20) 10.138.0.21/32 [ 7] |
Subnet range 4 Alas IP range 4 *
Primary (10.128.0.0/20) 10.138.0.31/32 [ 7] l
4+ ADD IP RANGE
External IPv4 address
Meone - @

YR E7EStorage VM_EBIEEIELIF. NIE

"Google CloudX#4: EINAELHIARMEIRIPEE"

2. gl Storage VM 15[ Storage VM BYE&H,

— PN EHELIFBYIPHINER] 55— RTEIPHEAE,

vserver create -vserver <svm-name> -subtype default -rootvolume <root-

volume-name> -rootvolume-security-style unix

network route create -destination 0.0.0.0/0 -vserver <svm-name> -gateway

<ip-of-gateway-server>

3. BIFHETETEGoogle CloudHAANAYIPHEE K Bl EHELIF
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iSCSI

network interface create -vserver <svm-name> -home-port ela -address
<iscsi-ip-address> -1if <lif-name> -home-node <name-of-nodel> -data
-protocol iscsi

NFS 3% SMB

network interface create -vserver <svm-name> -1if <lif-name> -role
data -data-protocol cifs,nfs -address <nfs-ip-address> -netmask
-length <length> -home-node <name-of-nodel> -status-admin up
-failover-policy disabled -firewall-policy data -home-port ela -auto
-revert true -failover-group Default

4. mlik: @ITEEEGoogle CloudHARNNAYIPHIIER B3# Storage VMEEELIF,

network interface create -vserver <svm-name> -1if <lif-name> -role data
-data-protocol none -address <svm-mgmt-ip-address> -netmask-length
<length> -home-node <name-of-nodel> -status-admin up -failover-policy
system-defined -firewall-policy mgmt -home-port ela -auto-revert false
-failover-group Default

O B— XS MEE DL Storage VM 6

vserver add-aggregates -vserver <svm-name> -aggregates <aggrl,aggr2>

ZFUFEERITILT E, REFHH Storage VM FEE/DMifR—1MERE, SAIG78E7E Storage VM L EIjE

HAXt

& A7 fE FABlueXP APIFEGoogle Cloud®#JCloud Volumes ONTAP Z%; L Gl#Storage VM, FBEFFHAPI (M
A ZESystem Managerg{CLI). E}BlueXP&JStorage VMEZE FRrERILIFARSS LA H i SMB/CIFSIB{SFRE
A9iSCSI LIF,

EEE. BlueXP&TEGoogle Cloud 9 ECFREMIPHINE. FH6)iE BB AT SMB/NFSIHIEEIELIFAMATH
UESMBIE{SHIISCSI LIFAYStorage VM,

FrEERIGoogle CloudiX R

EEREESTERNRRAZFEECloud Volumes ONTAP HAXT#Storage VM, FRrEERPREFETED "NetApp
IRHAVERER",

p
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1. A LA TAPIEBEI#&EStorage VM:

POST /occm/api/gcp/ha/working-environments/{WE ID}/svm/

BREXNMEFEUATAR:

{ "svmName": "myNewSvml" }

EIEHANT LHYStorage VM

Ltb5h. BlueXP APIE Sz & dn & FMHFRHAXS _EAIStorage VM,
EipZStorage VM
WMREFE. ErT LB E L Storage VMEYE FF,

-
1. fEA LU TAPIABE E & Storage VM:

PUT /occm/api/gcp/ha/working-environments/{WE ID}/svm

BREXNMEFEUATAR:

{

"svmNewName" : "newSvmName",
"svmName": "oldSvmName"

}

fiFRStorage VM

WMRIEARBFEEStorage VM. B LLEE MCloud Volumes ONTAP A flEx

g
1. 5 LU APIE B fIBRStorage VM:

DELETE /occm/api/gcp/ha/working-environments/{WE ID}/svm/{SVM NAME}

GESVMA MRS

BlueXP/AJ3Storage VM (SVM) R ¥R E1- MK E S RIERm IS T, EiEA
System Manager ¥ CLI .

WMREF M Cloud Volumes ONTAP A 2 [8]i&% & SnapMirror SVMEFI. NIEFIARER MNHATT RFEL R 8
TRALKZEFHT. ERETEHAMFIET RRLKZIE)IZKE SnapMirror SVME Hl,

BXRCLIREA. BEFH LT X1,
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* " { SVM RS & IREIER) "
* " { SVM xRS HRiktER) "

R MMEIEME
£/ NetApp MIZEARR S SR TN

Cloud Volumes ONTAP z#5 NetApp &% (NVE ) #1 NetApp B&MZE (NAE
) o NVEFINAERETFTHHNRAR. HZIFFIPS 14026 MBS NEIRMNE, "#4
T XA R

SMERER A IR SR SZ 45 NVE # NAE

ERAWSZAEERS EERA

& LAERE "AWSHYEZEHEIEARSS (KMS)" 7£882 T Google Cloud PlatformByN B2 = 1R
FONTAP IIZZ 4,

ALMERHSITREHONTAP REST APIE HAWS KMSHZ IR,

EAKMSE., FEE. RIAMERT. #ESVMHLIFETS=FHERRR#HTEE. TREEMEHATFS5AWS
M EHIIERS HITES. NREFHNERERN LR, SHETEERAATHSERS,
FaZ

* Cloud Volumes ONTAP#A/RIE1T79.12.05 F S hig ds

* BB REEE NZ(VE)FRHIE

© BB RSP NEZEREEMTEKM)IF R,

s BB EIERESVMEER

* EUTIRE B MAIAWSITH]

(D)  ERErmEsMEEES,

Configuration

AWS

1. B FelE T BTEEMBNAMAGEFERAMNAWS KMSEH, IAMEBXMEE— M RFHRITUT
1R ERISRER

° DescribeKey
° Encrypt

° Decrypt
BEIRIZT. BB "AWSXH",

2. "EEBEAINEIENAIIAMAE G, " IhERBEN T #F DescribeKey, Encrypt, #l Decrypt &,

Cloud Volumes ONTAP

79


https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839856
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://library.netapp.com/ecm/ecm_get_file/ECMLP2839857
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.netapp.com/zh-cn/test/concept-security.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/concepts.html#grant
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/kms/latest/developerguide/create-grant-overview.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/access_policies_manage-attach-detach.html

1. t])#2ZICloud Volumes ONTAPIFiE,
2. B S L RRS

set -privilege advanced

3. BEAWSEHEIESS:
security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIRRES. HMAVIZEER,
S. MIABIEHECEAWS KMS:

security key-manager external aws show -vserver svm name
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FLUEAHSITREHONTAP REST APIBAEAAKVHIZAEE,
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* Cloud Volumes ONTAP B2 &

Azure[ FHFZR5 At

1. AR EFECloud Volumes ONTAP BBFifialAzureZERTZERIAZzure T BN BIEE. TAzurel’]
PH. EEFE N AEM"

2. AR

3. FREMNNARFRM— B, AREEHNNARFEE, BRANRENER BUEHAZure A
fifo S EM"S

4. IFAzureftAE O, EREIMHNARERF. B *NEARER(EFR) IDF*"BRFF) ID*EREIR LA
B, M EEEEEEXLEFAE,

tliEAzureE P imEHH

1. EAzure Z5ATEMERN A EMAIAZzUrel TP . EE"IEBIZEA"EIR.

2. JERMEEFHRER" AENEFPBERBA—TMERXNEM. NetAppZifER241BRIZIEHAR; B
2. BB EsKRERBIRTERAMRE.

3. BEHEAINUCIBREFmEHR, EF"value"IF T BINEFER R, FEEEEETSMUE. UWHHEEES
fEF Cloud Volumes ONTAP &, BHNEG. AF2BERINZE,

BliEAzureZ5ATZ1E

1. NRIBEBAzureZ$ATZME. MAFTLUSHEIEIERICIoud Volumes ONTAP BRE; B2, BN AIRIELISIZHH
R BRI SR

2. EAzurel 1P H. SNEI"ZHRIFME" 29

3. BE"+Create"(8)i). ARBMANMEER. BERRA. KEMENE. N BANRZBEMRFFHENR
. ARTERREME LEE B RBERERP"

4. JEFET—F LURAE R E) R AR
S. e LA T geIn
a. fE™IAREE . EEFEEEIA PR
T RIRARINR T & AT EMERNAzureliZ N
6. IR *+Create" LURNNIAIR KK,
7. " MRIRECE™ T BETHERR, AEEE"ER" . "B ML HEE" R,

8. EEENTHMNEFEE(RH. B, iEB). AEEERETIRINZ2iE" LUAEFERE AR, &N
A&

o AR : Biki¥20
o “HEMRE": BiEFsN
o "JFHIE": BEiEF16D
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy

F,rl"‘I”JIIl‘ m




9. BEHE"F—S"LUAREERCIEN A" B FMAzure N IERF Azurel HEF F i, EE™T—F",

() srEmREsE— T,

Create an access policy X

@ rpermissions e Principal Application (optional) (4] Review + create

Only 1 principal can be assigned per access policy
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

M Search by object 1D, name, or email address

Selected item

Mo item selected

10. BEHEFRT—H". BRFREEHORE". AR BEEIE"
LLRSvi7 = Sl S Z D OT: ) N V7= PE - vin

12. R4S S IH ) 5 A SRR PR AR M EE+EIE"™ U E R AT, (WEIBR AR RERKER
BTNl L EHNE, )

13. IEREREFHEUR: EECIENZTAFMDP. SMARREHMENFIEHFEURI, BRFEEEEY
B {ERLtbINEE.
ellFeyiasats:
1. 7£73Cloud Volumes ONTAP 82 ZIAEFERIREHR. SHMEI" R LT,
2. EFE RSN AR EI R,
3. BWRUAEDUS B "R
4. FRHUTER:
° INEEIARR
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° BIAFEE: RSA
° RSAZE AR/ 2048
° Enabled: =2
S. EFE IR LIS INEE Ao
6. REIF|"™ AR, AEEENIRISIZENER,
7. E AR T EERAIDUEE R SRR L.
8. HEIHPIFRTT T, BIURIEFIZE. EXREEHHFIFRS,
B#2Azure Active Directorylii = ({XfRHA)
1. RBTEAIHA Cloud Volumes ONTAP TEIMRECBAzure B EATFIER. A HRERITLLITE,
2. fEAzurel JFP . SATE"*EIARILE",
3. JE#FEFZE Cloud Volumes ONTAP TIEIFIBRIEINMILE. SAIG R DIE A MY F M3 E,
4. MFIFRHEECloud Volumes ONTAP ZEHFMZ R,
S. SMEI"™ RS mR IRl £ KRR, EEUTRE!
> "10.microsoft.AzureActiveDirectory"

> *microsoft.KeyVaule

° "10.microsoft.Storage"*(AJ %)
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SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

Private endpoint network policy

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

6. EFRE UIHRIZE,
Cloud Volumes ONTAP f2&

1. ERENESSHE P ImEREI R EIELIF,
2. TEONTAP HENBRIFRIRT:
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3.

4.

5.

86

set advanced -con off

PR BHESVMHAH IS IEEDNSECE |

vserver services name-service dns show

a. WNRFrRLHIESVMEIDNS R BF7E. HEHEPEEAzure DNSHFE. MEFTHITEMEIF WRFZ
. J5/FE[FAzure DNS. & FIDNSEAEIEEE AR SS a5 HVEHESVMANDNS RS 88 % B  LhBIRN S5
EFEIESVMRYE B ILE:
vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. ISP R B NEIESVMEIZEDNSARSS

vserver services name-service dns show

RN BRER IMERFNE i DM IDE AAzure ZATEE:

security key-manager external azure enable -vserver SVM name -client-id

Azure client ID -tenant-id Azure tenant ID -name Azure key vault name -key-id
Azure key ID

MEZAEIERIRS:
security key-manager external azure check

=TT n b N TP

:*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status
Status: UNKNOWN
Details: No volumes created yet for the vserver. Wrapped KEK status

will be available after creating encrypted volumes.

3 entries were displayed.

yﬂ% service reachability K&ERE oK. SVMEEAERFE E’JFEEL%*M‘YWIE@AZUI’G EATENEAR

o HRIZBIAZUre LR %%%DE%EET%FHJL&}E’J?ﬁ@vNetlﬁlﬂAzure KeyVaultAHin=. tNRE. BEE
TEFHAzureﬂ\ﬁﬁﬁﬁ I MVNetRip ) Z R 17iE. ErlREERER SVMJ:,%%bD*?UIMm L)(ﬁﬁ*ﬁﬁﬁ”ﬁ,'.ﬁﬂﬂ’ﬂ*é
FAIPHht,

o kms wrapped key status RS unkNowN FIRECE R, ERESIEERN ok WEHE—MEHITINE

[=o

6. aN%k: BIEEMI S LAGIENVERITHEE,



vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

WEREIEFHE. Cloud Volumes ONTAP Bt 2&H BAENE,

7. WINEB EFRLIENMNE, NRIE. N -is-encrypted BEHEE TN true,

vol show -vserver SVM name -fields is-encrypted

£ GoogleN=ZHHEIEIRS EIEZE A

&R LAER "Google Cloud Platform BYZ$AEIEARSS ( Cloud KMS ) " 7£8F2Z T Google
Cloud Platformfy 5z FR 2R F{RIFONTAP IIZ %A,

B LUEA R LITREFHONTAP REST APIZFCloud KMSHZE(AE IR,

f£ACloud KMSEY, IHIE. BIAMERT. #ESVMHLIFETS=RHERRAHITEE. TREEMERT
5= HBN B4 IIEARSS (oauth2.googleapis.com)#{ TS, INREBWNBICEREH, EEHSTAERFIE
RIAE RS,
Froaz Al

* Cloud Volumes ONTAP #7i5179.10. 1K B hR A

* BRESME (VE) ¥

© RET ZHPINEZRHEER(MTEKM)IFATIE. MCloud Volumes ONTAP 9.12.1 GAFF A,

C ERREREERNSVMEERER

* XM Google Cloud PlatformiJ ]

PR
* REeEHIESVM LECE Cloud KMS

Configuration

Google Cloud
1. £Google Cloud¥FiEH. "BIEIFRGCPE IR FNZ A",
2. ACloud Volumes ONTAP fRE M EIEBEE X B,

gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms.keyRings.get,cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
--stage=GA
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3. BEEXABNEAEKMSZEEAF Cloud Volumes ONTAPARSS K -

gcloud kms keys add-iam-policy-binding key name --keyring key ring name
--location key location —--member serviceAccount: service account Name --role
projects/customer project id/roles/kmsCustomRole

4. TEHARS KA JSONESA:
gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. (EABEESSHE P imiER ISR EIELIF,
2. iR SRR :

set -privilege advanced

3. JEIESVMBIEEDNS,

dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. 8ECMDK%E:
security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

S. MRS, BIAGCPHKF HAIARSS K JSONZE R,
6. WIABRARHIZRTY:

security key-manager external gcp check -vserver svm name

7. Bk RIEELUNIAINZ vol create volume name -aggregate aggregate -vserver
vserver name -size 10G

BEHEER
NREHFEHTHERIR. AIUEERRER NS BHLERFIBREST APIHE:

1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

REMEERINFAYEE

RRAFME R BERAELR L S5 BY(E], RRAAZ, 15BIBlueXP. AT LISKHEMMNetApp
WRNHRRSG R EE RBRNEX 4 BR2 M BRI RIP(ARP), XEfR
BEARIME. A EEEH T BRI ITE,

DL RERIRMA X 'S
W BlueXP. FHERMARIFIZE A IFEFFHONTAP FPolicyIRERSSE & AV RN X4 B & KB,

p
1. F'EfmnEL. REEEENSTRRERIPPIRFNE T,
2. FEERBRET R £, BEIIREER. ARRETHRNERPSUHHEERLT.
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Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Standard-Infrequent Access

Tags

4P
=+

Instance Type mb5.xlarge
Write Speed Normal
Ransomware Protection Off

Support Registration

CIFs Setup

Not Registered

VNNV INIINIDNID

3. SCE NetApp ARRTIZ for $HFERMF:

a. MNREFRBF Snapshot &, FET * BUE Snapshot HKEE *

89




NetApp Snapshot ¥ ARE] AEIZRIREFHMFIRH I N RENBRRA R, RINMERNXBET MAZ R
F{PHIFR, Snapshot BN RIFEIZA, vIfFIEERRERIF. S 1L LIRHIZRE N ERIA 5T
BN MRS R 5 MG AVRLE

b. B * BUE FPolicy* LUBF ONTAP B FPolicy /R A%, © ] LURIEXH B P LE X121k,
LTS 14 R 75 22 mT @ BE LE & T BV Eh 2R3N 4 S SR BY SRIL SR IR TN R AN IR B RE 17
XA FPolicy SERI=EIEEBUTT BRI H:

WA, N, PiE, M, ME crinf, r5a, xNT, XTbl, R16M01D05, pzdc, &, LOL! ,
OMG! , RDM, RRK, encryptedRS, crjoker, EnciPhErEd , LeChiffre

L{&FECloud Volumes ONTAP L#5EFPolicyfd. BlueXPatIZELLERE, MFIRETFE
(©  mavshzEeE AR, ER]LIER Cloud Volumes ONTAP @41 REHRE vserver
fpolicy policy scopes TR B E X RIERIX 4T RB&E.

Ransomware Pratection

Ransomware attacks can cost 3 business time, resources, and reputation. The MetApp solution for ransemware provides effective tools for visibility, detection, and remediation. Learn More

o Enable Snapshot Copy Protection o Block Ransomware File Extensions

9

ONTAP's native FPolicy configuration menitors and blocks file operations
1 volumes without a Snapshot Policy based on a file's extension,

Ta protect your data, activate the default Snapshot policy for these volumes Wiew Denied File Names

Activate Snapshot Policy Activate FPolicy

B E#RIRAFRP

Cloud Volumes ONTAPz 5 B shEI REX A {RIF(ARP)LNRE. IETHRERT M TARARMIT AN, LUERQNFIaEtER
NRUHBENEREENHEAEE S,

SEIREHNXAT BRFRIPOF "PENHRIFIZE", ARPIIREERTIEAHDITRIECNZIR FE AR R
RARAEBERTEER. SRREFRIPEENARPIIEE AIE S ERARII AN RRGRIF.

T E2EFHEMNFTEREEETREMFER. ARPIHAEE RAESBYOLIFRIE—tEH(—EH . FEHT
M=FHE), BEMEZHAYPEIRMINIFEE. MUESCloud Volumes ONTAPHHIARPINAELE S1EA. EHM
5NetAppHE KRR,

WEMIEF e EFEERNEIEFEREE. &7 LI7ECloud Volumes ONTAPHI%E B FHARP, Bli@ZONTAPZ
S EIERMONTAPI LI TRE N EILEARP,

BXUEERAONTAPRAERSZM s TREEBARPIIFAER. BEL "EABTHZEUAHFRIF

() mBREWIE. WARSIHERERGFTNE
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Autonomous Ransomware Protection
0 TiB 100 TiB O TiB
Protected Capacity Precommitted capacity PAYGO

BYOL 100 TiB

Marketplace Contracts O TiB

AREE
4% Cloud Volumes ONTAP it

MBIlueXPF K Cloud Volumes ONTAP LUiA R &#TBY i ThaE ISR INEE, EFAREME Z /I
, RNERYF Cloud Volumes ONTAP &%:,
FERBEIR

7EFF4A Cloud Volumes ONTAP A4t 22w, RNFEUTFEIN,

X MBlueXPF4&

W MBIlueXP5ERECloud Volumes ONTAP A4k, EARRfER System Manager Far<1THRE A4k Cloud
Volumes ONTAP , Xt HrIgERFMALRISTE M,

WEIFER
BlueXP12{H T FmFHFA%Cloud Volumes ONTAP BY /3%

s ELEFERERUTIARERN
s BHRIEGHETEHTTPSIE. SASIBlueXPiRHURL

SFFHFHRERE

&R LAFH2R EIAY Cloud Volumes ONTAP ARZASEUR T & L HiiziTHY Cloud Volumes ONTAP hiRZs,

E LTS TR LA B AR EIRAR A
9.13.0 9.13.1.
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E LIS TR AB AR EIBIAR S

9.12.1. 9.13.1.
9.13.0
9.12.2. 9.12.1.
9.11.1. 9.12.1.
9.12.2.
9.11.0 9.11.1.
9.10.1. 9.11.1.
9.11.0
9.10.0 9.10.1.
9.9.1. 9.10.1.
9.10.0
9.9.0 9.9.1.
9.8. 9.9.1.
9.7. 9.8.
9.6. 9.7.
9.5. 9.6.
9.4. 9.5.
9.3. 9.4.
9.2. 9.3.
9.1. 9.2.
9.0 9.1.
8.3. 9.0
EERUTEI:

* Cloud Volumes ONTAP Z#HYALREE1Z 5 AER ONTAP B R [E,

* IRFBTEIFED R TROFALBAHITAR. NBlueXPIFIRRIEF R I BEX LT T IFAHRIRRIRE,
* NRBDIEARERETE HTTPS IBHITHE, BESHEEUTZZIFNARER,

* ERLERT, ERREFEEALRIRA BEAEIBIRRE,

I%Jtzn, MREIZITHRE 9.8 iy, HEEALKE 9.10.1 , MFLEEEHKE 9.9.1 ki, REBFHEKE 9.10.1

* WTFEMERF(P)IRZA. ERI UM —hRASFARE T —ThRZASHIERIP AR
TEZ/LNRE:

° 9.13.0 > 9.13.1P15
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° 9.12.1>9.13.1P2
RIRSELR
A Z#F3% Cloud Volumes ONTAP iR RS FE K 2| S aThR Ao
SREEM

EEAILTTEPIRBERTT AR, 0 NetApp <FrEBI 1M Cloud Volumes ONTAP » IHERZREE
EATF PAYGO , i T BYOL ., BHEE "FohiEA PAYGO R4, M BYOL RGEEIAEEM.

FKEMZIFHN RGN R EIFRAR] A EBlueXPHR 2R E BB, B2, EFELIM
R4y, AR REARE .
FH& HA JBfi#2S

7E£Cloud Volumes ONTAP HZi352H. BlueXPASIRIEEEE ARSI LH,

HEEHR

ERITHEZE], EBRARIIRAAERTEESMNSE, HHTEAXNENEKEEEN.
* [FLREAETE)
* [BIERTINE B B5hRIE]
* H{F SnapMirror £

* BIEREREE]

eI E
ARBT KRG, ARIBIEREHRIKIZA 25 58, 7ELLHAE /0 S5,

FIFZIER T ARHARARIERTET. FEI/OR=HE, FRTHHALIES, S TRIEIHITHE
, UGN E PR 1/0 .

EAEERE. ERASIENINAI RSN ELE FEMNE R HNNBEFEERERRAFEE, BXFAEE. "
JEEEONTAPSI "

WIFR S B A B

WZRTE Cloud Volumes ONTAP HA Xt E IR BEIRIE (XEBRIARE) o B, BIEKEK,
"ONTAP 9 X#4: RFECE BoRERR<S"

#7{Z SnapMirror &5

IR Cloud Volumes ONTAP R4 EAERNIH SnapMirror X%. RIFFEEHT Cloud Volumes ONTAP 24 Bil
HERH. EEERAFLE SnapMirror #F&E, EANEEMBIRRFHITHER,

@ BMEBIueXP&E {3 F11% E 1 B8 SnapMirrorB9 SEHESRE 61 2 & 19 XX 14 (¥R /s SnapMirror Cloud). 7EF4k
RGN AREEEED,
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@ EEBEE%’I\ Azs FRBY, Cloud Volumes ONTAP HA EEE#::_/#ITJJ IP #thit A FEEFEERE. X
BIREIMNPEARI A, SHTMETFE—REERENHITER,
3
1. 7EBlueXPH. WEEREIEZORIPHINL:
a. NEMSMEER, EFFE>-BH
b. 7£ " @75 " TiE L, % Cloud Volumes ONTAP &4t
c. EfEERPERAVEEEE P thit,
2. £ SSH FABIEAKFIEZ IS EIERED P itk

°

TEERTER PUTTY BIRA):

Specify the destination you want to connect to

Host Name (or IP address) Port
admn@192.168.111.5 |22 |
Connection type:

(OBRaw (OTeinet O Rlogn ®SSH (O Senial

3. HERETAAL, WMANBEERIKFHE,
° il

Password: ***xkxkx**%
COT2::>

ARFBITINRMSEHF

I$3F AutoSupport I8 &

AutoSupport 2EHMIERFRGEITIRG, FE NetApp BIAZ B LIXEE. RIMERT
, BIMNREBERT AutoSupport PUEER HTTPS FathiNmARAZ A IFES. &
YFISIE AutoSupport B & A] U IR IXLEE S,

U’E—HEE’JEEE*}:@% ffafR Cloud Volumes ONTAP EF i} Internet i, BEXIFAER, BHEHSRMHEN
HEK,

AutoSupport E3K

Cloud Volumes ONTAP T1 s B E@1d HikInternetifin]NetApp AutoSupport . NetAppR ESEITER KBTI TR
FHENetAppI AZ A IXHE R,

B R ANRA AT R AR HTTP/HTTPS MREIHIE A FiRm, LAE Cloud Volumes ONTAP BJ LA&IX
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AutoSupport JHE.:

* https://support.netapp.com/aods/asupmessage

* https://support.netapp.com/asupprod/post/1.0/postAsup
MR T EE Hihinterneti®E & X AutoSupport JEHE. NIBlueXP= BHahigERICloud Volumes ONTAP RZHD
B AEHConnectorEACIERS 28, M—HERZEMIRConnectorfY L 24 21813 ik 3128#47_inbound_
%%, ZBEConnectorf5. EEEITHILIHO,

WNREHCloud Volumes ONTAP EX T AZEYHIEFEN . NIAFEMRCloud Volumes ONTAP £ 2@
J 7 M31281#1T_outout_i%E#%,

HailHuh Internet i5iRIATARE, ERILUNER AutoSupport ISR E R LIAIXEE. BXiilE, 1550 "ONTAP
XH#4: 3&E AutoSupport"s

FtAutoSupport BoE #{TEEHERR

MNRHIGEERTA. HHBIlueXPTEBERICloud Volumes ONTAP R4AEIE NE A IERZESENRIEIRS
25, f&E MBlueXPUEI—5%BH]. ARRAA"< TIEFIR B #R>T5% &KX AutoSupport JHE",

TRATRERE LM UL I H B
BRI S BRARR IR,

g
1. 3@1d SSHiE#EZICloud Volumes ONTAP &%:. LUMEERIUMGBSITREBIERS,

"7 BRUN{ATEE SSHiE#EE| Cloud Volumes ONTAP",
2. B AutoSupport FRFAREMRES :
autosupport check show-details

MMM F A TRE:
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Category: smtp
Component: mail-server
Status: failed
Detail: SMTP connectivity check failed for destination:
mailhost. Error: Could not resolve host -
'mailhost'’

Corrective Action: Check the hostname of the SMTP server

Category: http-https
Component: http-put-destination
Status: ok
Detail: Successfully connected to:
<https://support.netapp.com/put/AsupPut/>.

Component: http-post-destination
Status: ok
Detail: Successfully connected to:

https://support.netapp.com/asupprod/post/1.0/postAsup.

Category: on-demand
Component: ondemand-server
Status: ok
Detail: Successfully connected to:
https://support.netapp.com/aods/asupmessage.

Category: configuration
Component: configuration
Status: ok
Detail: No configuration issues found.
5 entries were displayed.

YR http-httpsFEFEIRES A" "ok". MFRREIEHEZE AutoSupport « AILAKIEES.
NRIRSFER. ERIEE T Cloud Volumes ONTAP T35 R HIEEURL :

autosupport show -fields proxy-url

WNRproxy URLBEHZ. 3 Cloud Volumes ONTAP B2 & FfEfH Connector{E IR
autosupport modify -proxy-url http://<connector private ip>:3128
B/RIIEAutoSupport A7

autosupport check show-details

NRIRSITIAFAILED. iBXIFCloud Volumes ONTAP 53528 7 Bl @ M imidifm 131288 11 1E 1%,



7. MRERIIREFEERERSIDNAKRY. 1518 SSHEZEIEES,
"T R XIEZFLinux VM for the ConnectorfYEEZ{EE"

8-5§§§/opt/application/netapp/cloudmanager/docker_occm/data/
9 ITAREREXH squid.conf

ARSI

http port 3128
acl localnet src 172.31.0.0/16
acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access deny azure aws metadata
http access allow localhost

http access deny all

localnet srcfEZCloud Volumes ONTAP ZZiHICIDR,

10. g05RCloud Volumes ONTAP RAEHICIDRIRFEX HHISERSEER. BRI TR EMILESRINTFZE

acl cvonet src <cidr>

yﬂ%/d\\ﬂﬂﬁlﬁﬁm E N 1ﬁ%/u\lal__laj./§ﬁ7][]_/\ﬁlq:7k

http access allow cvonet

UTFE2—1mBl:

http port 3128

acl localnet src 172.31.0.0/16

acl cvonet src 172.33.0.0/16

acl azure aws metadata dst 169.254.169.254

http access allow localnet

http access allow cvonet

http access deny azure aws metadata
http access allow localhost

http access deny all

M. RELEREXHE. UsudoBHEHRBHRIESE:

docker restart squid

125


https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm
https://docs.netapp.com/us-en/bluexp-setup-admin/task-managing-connectors.html#connect-to-the-linux-vm

12. ;R[] % Cloud Volumes ONTAP #< 1T EFH I IECloud Volumes ONTAP 27 A LI i%AutoSupport JH & :

autosupport check show-details

ACEEMS

SHEERAREMS)IINEHETREXONTAPASL LA EMNEHNER. ERKEMHE
M. EAIUNRESHTENREFHER (BFEpfFithit. SNMP [ERENSAZEE
Axs588) FFHHERH.

EETUER CLI BRE EMS o BXH88, 158 "ONTAP XXiS: EMS FRE A"
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