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Configuration

AWS
1. e =5 BTFEEMBENAMABEFERANAWS KMSEH, IAMAEBHATEE— M AFHITIUUT
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° DescribeKey
° Encrypt

° Decrypt
BEIEERT. BB "AWSSE",

2. "BERANEENAIIAMAE G, " IERIRN ¥ DescribeKey, Encrypt, # Decrypt i#E.
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2. YIRE|SRINPRE S :

set -privilege advanced

3. BRAWSZEHERE:
security key-manager external aws enable -vserver data svm name -region
AWS region -key-id key ID -encryption-context encryption context

4. HIMRTE. BWANEER,
5 WIABEMECEAWS KMS:

security key-manager external aws show -vserver svm name
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Create an access policy X
© Permissions  (©) Principal  (2) Application (optional) (4) Review + create

Configure from a template

Key, Secret, & Certificate Management W
Key permissions Secret permissions Certificate permissions
Key Managerment Operations Secret Management Operations Certificate Management Operations

n Select all ﬂ Select all B Select all

B Get E Get B Get
B List n List H List
. Update . Set B Update
n Create H Delete B Create
B oot B recover B import
B Delete E Backup B Delete
B Recover u Restore ’ Recover

n Backup B Backup

Privileged Secret Operations
n Restore B Restore

B selectall
B Manage Contacts
Cryptographic Operations n Purge

B Select all

B Manage Certificate Authorities

. Get Certificate Authorities

B Decrypt ﬂ List Certificate Authorities
ﬂ Encrypt B Set Certificate Authorities
B3 unwrap key B Delete Certificate Authorities
n Wrap Key

. Verify Privileged Certificate Operations

B sion E Select all
. Purge

Privileged Key Operations

n Select all
B Purge
B Release

Rotation Policy Operations

B Select all
ﬂ Rotate

B Get Rotation Policy
B Set Rotation Policy
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9. BEHE"F—S"LUAREERCIEN A" B FMAzure N IERF Azurel HEF F i, EE™T—F",

() srEmREsE— T,

Create an access policy X

@ rpermissions e Principal Application (optional) (4] Review + create

Only 1 principal can be assigned per access policy
Use the new embedded experience to select a principal. The previous popup experience can be accessed here. Select a principal

M Search by object 1D, name, or email address

Selected item

Mo item selected
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13. IEREREFHEUR: EECIENZTAFMDP. SMARREHMENFIEHFEURI, BRFEEEEY
B {ERLtbINEE.
ellFeyiasats:
1. 7£73Cloud Volumes ONTAP 2RV ZIAEFERIREHR. SHMEI" R L,
2. EFE RSN AR EH R,
3. BWRUAEDUS B "R
4. FRUUTER:
° INEEIARR




° BIAFEE: RSA
° RSAZE AR/ 2048
° Enabled: =2
S. EFE IR LIS INEE Ao
6. REIF"™ZA"HKE., AEEENIRISIENER,
7. E AR T EEREZAIDUEERRRE L.
8. HEIBPIFRTT T, BIURIEFIZE. EXREEHHFIFRS,
BI#2Azure Active Directorylii = ({XfRHA)
1. RBTEAIHA Cloud Volumes ONTAP TEIMRECBAzureBEATFIERY. A HRERITLLITE,
2. fEAzurel JFP . SATE"*EIARILE",
3. JE#FEFZE Cloud Volumes ONTAP TIEIFIBRI IR, SARG R TIE A MY F "3 E,
4. MFIFRHEECloud Volumes ONTAP ZEHFMZ R,
S. SMEI"™ RS ImR " IRl £ MIKEP. EEUTRES:!
> "10.microsoft.AzureActiveDirectory"

> *microsoft.KeyVaule

° "10.microsoft.Storage"*(AJ %)



SERVICE ENDPOINTS

over service endpoints. Learn more

Create service endpoint policies to allow traffic to specific azure resources from your virtual network

Services (1)
3 selected 7
Service Status
Microsoft.Storage Succeeded i'
Microsoft. AzurebctiveDirectory Succeeded i'
Microsoft KeyVault Succeeded i'
Service endpoint policies
0 selected 7
SUBNET DELEGATION
Delegate subnet to a service (O
Mone L

Private endpoint network policy

METWORK POLICY FOR PRIVATE ENDPOINTS

The network policy affects all private endpoints in this subnet To use network security groups,
application security groups, or user defined routes to control traffic going to a private endpoint, set
the private endpoint network policy to enabled. Learn more

Disabled

6. EFRE UIHRIZE,
Cloud Volumes ONTAP f2&

1. ERENESSHE P ImEREI R EIELIF,
2. TEONTAP HENBRIFRIRT:




set advanced -con off

3. MM RIEIESVMHIIEEDNSEE :

vserver services name-service dns show

a. WNRFrRLHIESVMEIDNS R BF7E. HEHEPEEAzure DNSHFE. MEFTHITEMEIF WRFZ
. J5/FE[FAzure DNS. & FIDNSEAEIEIE AR SS S5 HVEHESVMAMDNS RS 88 % B  LhRIRN S5
EEIESVMRYEK B ILED:
vserver services name-service dns create -vserver SVM name -domains domain
-name-servers IP address

b. ISP R B NEIESVMEIZEDNSARSS

vserver services name-service dns show

4. ERNARRFIMEREFNE P iRIDANEF IDEBAzure ZATF 4!

security key-manager external azure enable -vserver SVM name -client-id
Azure client ID -tenant-id Azure tenant ID -name Azure key vault name -key-id
Azure key ID

5 MEFPEERIRE:
security key-manager external azure check

=TT n b N TP

:*> security key-manager external azure check

Vserver: data_svm_name
Node: akvlab01-01

Category: service reachability
Status: OK

Category: ekmip server
Status: OK

Category: kms wrapped key status
Status: UNKNOWN
Details: No volumes created yet for the vserver. Wrapped KEK status

will be available after creating encrypted volumes.

3 entries were displayed.

yﬂ% service reachability K&ERE oK. SVMEEAERFE E’JFEEL%*M‘YWIE@AZUI’G EATENEAR

o HRIZBIAZUre LR %%%DE%EET%FHJL&}E’J?ﬁ@vNetlﬁlﬂAzure KeyVaultAHin=. tNRE. BEE
TEFHAzureﬂ\ﬁﬁﬁﬁ I MVNetRip ) Z R 17iE. ErlREERER SVMJ:,%%bD*?UIMm L)(ﬁﬁ*ﬁﬁﬁ”ﬁ,'.ﬁﬂﬂ’ﬂ*é
FAIPHht,

o kms wrapped key status RS unknowN FIRECE R, ERESIEERN ok WEHE—MEHITINE

[=o

6. aN%k: BIEEMI S LAGIENVERITHEE,



vol create -vserver SVM name -volume volume name -aggregate aggr -size size
-state online -policy default

WEREIEFHE. Cloud Volumes ONTAP Bt 2&H BAENE,

7. WINEB EFRLIENMNE, NRIE. N -is-encrypted BEHEE TN true,

vol show -vserver SVM name -fields is-encrypted

FHGoogleN =ZHEIRIRZ EIERTH

&0 UE A "Google Cloud Platform FIZHEIEARSS ( Cloud KMS ) " 7£EB%& T Google
Cloud PlatformBYR T2 F{RIFONTAP NIZ %R,

&

AR <ITRMEIONTAP REST APIZACloud KMSHZAEIER,

fEFCloud KMSEY, EFE. RINERT. BIBESVMHLIFRTS=RAEERRHTEE, TASENSESHET
5 =R MHBEN B4R SS (oauth2.googleapis.com)#1TiBE. MNREBMBICER L, EEETEEHRTIB
ZIREIERS,
FreaZ Al

* Cloud Volumes ONTAP #%441i5179.10.15 B Shikas

* BRREME (VE) FAIE

© RETSHPMBBHEER(MTEKM)FRIE. MCloud Volumes ONTAP 9.12.1 GAFFiA.
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PR
* REeE#HESVM LECE Cloud KMS

Configuration

Google Cloud
1. #£Google CloudiFiEA. "BIEMTGCPEIHIFMZA",
2. ACloud Volumes ONTAP IR 1K RIEZBEENX A,

gcloud iam roles create kmsCustomRole
--project=<project id>
-—title=<kms custom role name>
-—description=<custom role description>

--permissions=cloudkms.cryptoKeyVersions.get, cloudkms.cryptoKeyVersions.

list,cloudkms.cryptoKeyVersions.useToDecrypt, cloudkms.cryptoKeyVersions.

useToEncrypt, cloudkms.cryptoKeys.get, cloudkms.keyRings.get,cloudkms.loca

tions.get,cloudkms.locations.list, resourcemanager.projects.get
—-—-stage=GA
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3. BEEXAENEHLEKMSZEEAFCloud Volumes ONTAPRRSS 1K/ :
gcloud kms keys add-iam-policy-binding key name --keyring key ring name
--location key location —--member serviceAccount: service account Name --role
projects/customer project id/roles/kmsCustomRole

4. TEHARS KA JSONESA:
gcloud iam service-accounts keys create key-file --iam-account=sa-name
@project-id.iam.gserviceaccount.com

Cloud Volumes ONTAP
1. (EABEESSHE P imiER ISR EIELIF,
2. iR SRR :

set -privilege advanced

3. JEIESVMBIEEDNS,

dns create -domains c.<project>.internal -name-servers server address -vserver
SVM name

4. 8ECMDK%E:
security key-manager external gcp enable -vserver SVM name -project-id project
-key-ring-name key ring name -key-ring-location key ring location -key-name
key name

S. MRS, BIAGCPHKF HAIARSS K JSONZE R,
6. WIABRARHIZRTY:

security key-manager external gcp check -vserver svm name

7. m&: BIEBRBELUNIRANIZE vol create volume name -aggregate aggregate -vserver
vserver name -size 10G

B HEER
MREBEHTHERR. TUELRRERNS BRERFIAREST APIEE:

1. set d

2. systemshell -node node -command tail -f /mroot/etc/log/mlog/kmip2 client.log

rEEERINFEYEES]

YRR FTAELFE R SEIE, FRRAEL, SEBlueXP. &R LISIHEFMNetApp
YRULERRSR: HEENGRREX BENESHRRARIARP), KRR
HENFIRE. VAR T BRI TR,

B IR A R

BT BlueXP. EHERMHRIPIZE 21 EF] FAONTAP FPolicyThBERSSE & IS BRI XX B2 KB,

p
1. Z'@fm'nEL. NEERERNHRRERIFNRFNER.
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2. FEERRET R £ BEIhREER. AR SRR RPSUHEELT.

Information

Features

Working Environment Tags

Scheduled Downtime

S3 Storage

Classes

Tags 7
off

Standard-Infrequent Access f

Instance Type mb5.xlarge
Write Speed Normal
Ransomware Protection Off

Support Registration

CIFs Setup

Not Registered

NDIRN(VUDN D

3. SEHE NetApp HERISEE for BYZRERFE:
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a. NREFRBA Snapshot k&, FET * BUE Snapshot ZKEE *
NetApp Snapshot AR AEIZRIREMFIRH I NRENARRA R, RINENXBET MRZ LM
FPHEIR, Snapshot BlAs A RiEIZA, AIFALEEIRMEGBIF. S LURHEIBRENXHRIAE T
BORME VRS fRR T RMGRVRIE,

b. g * #5E FPolicy* LUEF ONTAP B FPolicy iR A%, ©RILRIEXGY B M LE X H21E,
LA 14 R R 75 2 0l @i BE L & D0 AV BN 2R3N S S BY SRS em 3R T Eh RN BUE BIBE 10
ZRiA FPolicy SEEI=MEIEEE LU T BRI H:

WA, =, BiE, %, M crinf, r5a, rxNT, XTbl, R16M01D05, pzdc, ¥, LOL! ,
OMG'! , RDM, RRK, encryptedRS, crjoker, EnciPhErEd , LeChiffre

L{ETECloud Volumes ONTAP _EEGEFPolicyBt. BlueXPtIZ2ILTEE, HHIRETE
MESERIREES AR, EEILUER Cloud Volumes ONTAP SyS{FREIRAY vserver
fpolicy policy scopes fn<RBE X ELERX 4T B&.

Ransomware Pratection

Ransomware attacks can cost a business time, resources, and reputation. The NetApp solution for ransemware provides effective tools for visibility, detection, and remediation. Learn More

0 Enable Snapshot Copy Protection o Block Ransomware File Extensions

9

ONTAP's native FPolicy configuration monitors and blocks file operations
1 volumes without a Snapshot Policy based on a file's extension,

To protect your data, activate the default Snapshot policy for these volumes View Denied File Names

Activate Snapshot Policy Activate FPolicy

BE#$ERRARIP

Cloud Volumes ONTAP3Z 13} B BiEh ZREX(HRIP(ARP)ZHAE. HEINBERIM TR A BMITOM. XN A gEHER
RN RENREEDIHREES,

S5EIRENXAT BRFRIPOT "PRNHRIFIZE", ARPIIEEER TIEA D TRIECNZIN F /& R
AR AEBERTEER. SRREFRIMEENARPIIEE A A S ERARLI L AN RN R,

T EETF I AT EESETFIEMNFTER. ARPIIAEE R AESBYOLIFAIIF—EEA(—ERR. MEHH
M=FH), BEMEHBIRMIMNIFEIIE. LUES5Cloud Volumes ONTAPHRJARPINAELE SR, B
5NetAppHER KRR,

WEMINF e EH S ERNIIBEFEREE. EalLIECloud Volumes ONTAPH %% S FAARP, BI@IZIONTAPZ
S EIRFTONTAPH I TRE NEEEARP,

BXRUEIEAONTAPRAERSBM s TITREBBARPIIFAE R, BEN "EAB THZEUHRIF
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®

MR BVFANE. WASHHERBRFIFRIBITIEE.

Autonomous Ransomware Protection

O is 100 Tis

Protected Capacity Precommitted capacity

BYOL 100 TiB

Marketplace Contracts O TiB

O TiB

PAYGO
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