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{E A Astra Trident
=i =p

[GIRENX T Astra Trident SEERFAZBINXR. ©EHIF Astra Trident WA S ZEFEERAHITIBRE, UM Astra
Trident SfAI MIZTFHERABLES. Astra Trident ¥ BN EHRERT S EFEEXTEXNERNFEML, THREX
RIBECIRENFERAAXURERHNESER,

* "E2E Azure NetApp Files [5if"

* "B EER T Google =F &HI Cloud Volumes Service [5iR"

* "EZ& NetApp HCI ¢ SolidFire [5is"

* "{§F3 ONTAP g} Cloud Volumes ONTAP NAS IRchiZF AL & G iR"

* "M ONTAP g Cloud Volumes ONTAP SAN IXzhi2F Ac & fgifn"

* " Astra Trident 53&FF NetApp ONTAP B9 Amazon FSX &5 & {E /A"

A& Azure NetApp Files [Gi
T RRINEE AR ERRAIECE S Azure NetApp Files (ANF ) EZEf Astra Trident 2R T,

@ Azure NetApp Files IR A2/ )VF 100 GB %, MNRIFKRIER/), T Astra Trident =BT
87 100 GB K%,

i

BEEHNAR
BB EA "Azure NetApp Files" [5i, BEEFHEUTEK:

B

* subscriptionID MBA T Azure NetApp Files BYAzureiT I,

* tenantID, clientID, # clientSecret M "N ZF " 7 Azure Active Directory 1, BEHEEBH
Azure NetApp Files BRZPR. NARERFEMRER owner 3 Contributor AzureFiiiE X I,

BTIREX Azure RERBIGHAER, FBR Azure T,

* Azure location BEEE—N "ZIRFM"s BTrident 22.01BFIE location SMEFHECEXHTNEHN
AT, TEEPHRIEEREEIBRZE.

* WNREZEREMA Azure NetApp Files SRTEFMUERER, NFBHIT-LEIRECE, B2 " (REANE
) "o

KTFUAES

RIEEIHECE (FW, EIAMSE, RSZANMNMUE) , Trident SEBFRUERHENBEM LEIE ANF &, FH
S51EKRBBRSS KAl F WA,

@ JAE: Astra Trident 7% #FF5) QoS B=,
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B Description Default
version IRER I 1
storageDriverName FEIREHIZF AR TR "Azure-netapp-files"
backendName BE X B R FiE 5% IXEHIEFERAR + " " + [ENLERT
subscriptionID Azure TTEIHHIITIR ID
tenantID N Rz EMPRIFEF ID
clientID N RiRZR EMPRIE s ID
clientSecret N RRRE M PRE P inE e
servicelevel Hio—A standard, Premium®> "™ (F&E#1)
oy ‘Ultra
location ERIZEFHEN Azure (IERIZTR
resourceGroups BFHEEAMARIZRATIR " (IiHikss)
netappAccounts BFimiEe X IMARER NetApp tkF "' (Eimikses)
SIS
capacityPools BFRmEE XA RNEEMTIR " (TiHitss, KL
virtualNetwork BBEZIRF W E ML B IR
subnet FIRLEB I F MBI R TR
Microsoft.Netapp/volumes
networkFeatures — &N —2HVNetIHEERTREE
Basic Bf Standard
nfsMountOptions R HI NFS 2%, "nfsvers=3"
limitVolumeSize MRBEBRPERNEBILE, WE "™ EHAER T RRHISEH)
=N
debugTraceFlags WEEHBRN EERNERITS. &~ T
Bl \{"api": false,
"method": true,
"discovery": truel}. FRIEMEIE

BT ERFH R RZIFANAS
%fE, SNE/70ERLEINRE.

NRAEZHLIRE PVC BHEE] " RILFIBEM " #HR, WERINAIER T A RE%E KEXRIPAFER
RAZTR (FM, EMLS, BEM) . BAERE, Astra Trident HiCRELIESIRATAILAY
Azure Hilf. BESFUNERSEEERELNAE,

NREFFANFS 4135855, FILIEHE nfsvers=4 TDHES D RIVEHIAIYIRFIEENFS
va. 1, FFERTIRENERERENE B SR IRECE X IR B EEED,



@ o "MLEINEE" ThEEHIAEBBEEMBMXE A, AUREEFEITAFTEA. BE
networkFeatures SIRKRBAILINEE. NIEAEIETE S Trident P S IREA EACE KK,

M{E resourceGroups, netappAccounts, capacityPools, virtualNetwork, #l subnet AJLUE
RN T2 RERMEIEE. FRIFATUSSIRRBRFRLE, AEEAZHIERT, BENEAT2RESR
Mo o resourceGroups, netappAccounts, | capacityPools BER—MiFitss. AFELRIMN—AE
RRB A FEERRETANZRR. FERTUMERASHEE. T2REBTAIRIIT:

Type Bzlo

Resource group < ZRA >

NetApp K < &IR4H >/< NetApp Bk >

REM < FiF4H >/< NetApp 1k >/< B2t >
REHAPILE < FWIRA >/< EINWLE >

Subnet < FWRA >/< BN >/< FI >

TR LUBE R B RS TR ER 7 s E U P IETURIZRIFNEE E BN EN AN BERUTERE R

B Description Default

exportRule HENSFHAN "0.0.0.0/0

snapshotDir 1241 .snapshot B RAYA] Il false

size HBRIERIAR) "100 3T "

unixPermissions BB UNIXBBR (4 4N/ \ESIE ™ (Gitoee, [EEITRPTIAN
¥) H&8)

o exportRule EXHEMUCIDRERTEARTHIPvAIEEIPVAFERHSHIES DRI

XHF1E ANF EISOIIIFTE S, Astra Trident S7EREFHOEISTEEN LN IS EHE)
() wtes. HEEBRRIMUASIMEREENINE, FHIEEHRRIFTES#THR, X
(R AT SRR R E TR (80— ] B AT S RS BRI E T,

w1 RRECE

XEEMNNREEIHEE, FALEE, Astra Trident 2AMEBEREIEZEIRZA ANF FIFTE NetApp 1K,
REMNFWN, HENERERETEEP— M HMFMN L,

LIERNIFFIEHEER ANF IR ITHEXIRIER, HECERIBBAIERE, BXfRtL, EFENFRENEREES


https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
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"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de%91le5713aa",
"clientSecret": "SECRET",

"location": "eastus"

Tl 2 . ERRENHESRISERSREE

R E S B ERETAzured ecastus B Ultra A=, Astra Trident 2 B A IIZ NI BEZEIRLS ANF B9
FrEFM, HBENEEF— P NFWNERE—1 S,

"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865eeb6cft",
"clientID": "dd043f63-bf8e-fake-8076-8de91e5713aa",
"clientSecret": "SECRET",

"location": "eastus",

"serviceLevel": "Ultra",

"capacityPools": [

"application-group-1/account-1/ultra-1",
"application-group-1/account-1/ultra-2"

T 3 BRECE
teRECEH#—DRHERE TR N NA—TFM, FHERTRESEEIIAE



"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de%91le5713aa",
"clientSecret": "SECRET",

"location": "eastus",

"servicelevel”": "Ultra",

"capacityPools": [

"application-group-1/account-1/ultra-1",
"application-group-1/account-1/ultra-2"

"virtualNetwork": "my-virtual-network",
"subnet": "my-subnet",
"networkFeatures": "Standard",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"limitVolumeSize": "500Gi",
"defaults": {
"exportRule": "10.0.0.0/24,10.0.1.0/24,10.0.2.100",
"snapshotDir": "true",
"size": "200Gi",
"unixPermissions": "0777"

T4 EEERECE

HERERERAE— TN XAPEXZSMEEL, NMREAZSNBEMIFIFEANRS LS, HEEFEE
Kubernetes &2 R TXLEMRSRAINEFMESE, MItIhEEIEEER.



"version": 1,

"storageDriverName":
"subscriptionID":
"tenantID":

"azure-netapp-files",
"9f87c765-4774-fake-ae98-a721add45451",
"68e4f836-edcl-fake-bff9-b2d865eeb6ct",

"clientID": "dd043f63-bf8e-fake-8076-8de%91le5713aa",
"clientSecret": "SECRET",
"location": "eastus",
"resourceGroups": ["application-group-1"],
"networkFeatures": "Basic",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"labels": {
"cloud": "azure"
b
"location": "eastus",
"storage": [
{
"labels": {
"performance": "gold"
b
"servicelLevel": "Ultra",
"capacityPools": ["ultra-1", "ultra-2"],
"networkFeatures": "Standard"
b
{
"labels": {
"performance": "silver"
b
"servicelLevel": "Premium",
"capacityPools": ["premium-1"]
b
{
"labels": {
"performance": "bronze"
b
"serviceLevel": "Standard",
"capacityPools": ["standard-1", "standard-2"]

MUTHEA StorageClass EXEE EiRTFEM, M parameters.selector FEEH. ERILUAEMNMERE

StorageClass BTFHEEHNLFM. EREEEMPEXENTSH,



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"

allowVolumeExpansion: true
T—TBHA?
IREmIEEXHE, BITUTHL:

tridentctl create backend -f <backend-file>

NREHEIBRW, NEkicE LM, ErLUsTU TR KREEATUMELAERR:

tridentctl logs

WMEHBEERREXHFMR)EGE, K] IBRIEIT create i<,

71 GCP [5imACE CVS

T AR (R R R A E’JTWJEEE’H &R T Google =F& (GCP) B NetApp Cloud Volumes Service (CVS)
BOE A Astra Trident ZEEMGIR,



NetApp Cloud Volumes Service for Google Cloud A3z #FA/Jv/\F 100 GiB B CVS-Performance
(D #30)\F 300 GB # CVS %, MBIERHBNFRAAN, N Astra Trident £ EHEIEREBAK
IN:OEEN
TBEENRE
ECEFER "EA T Google Cloud B9 Cloud Volumes Service" [al, BEEHEUTEK:
* BZE T NetApp CVS Y Google Cloud &P
* Google Cloud P B 4=
* Google CloudfRE M netappcloudvolumes.admin role

* CVS RSB APl ZEAX 4

Astra Trident I 7E 2 FHEAAERNENE "GCP A CVS RSEE", BT ERALIENER
“storageClass=software’ . HMR/EEEA/VE N300 GiB, CVS BHITE " SIERI B " TiRHLINEE, TR
HREARZEF. BPXIUEMAEEIRRETF 1TiB 89% "ILb4h"s NetApp BINEFIIEE=TEAHEMER 1 TiB LT
%

EFARAIACVSARSZ LB EBE GIRAT (storageClass=software). FFPMIIRIEGCP LB XN
(D  E®SAREDNFITBENMEMBEIR. XHTF Astra Trident REEF 1TB HERZUE
. &M, F/hF 600 GiB By PVC , HEIERFRW,. FERIAIEET 1TiB B9% "IlLFRE"

i Astra Trident A2\ CVS IRSBAFCIENEGIZU T AR HITERRE

* /\F 300 GiB B PVC &S 3 Astra Trident )i 300 GiB CVS #:.

* ¥R PVC 77F 300 GiB %l 600 GiB i8], Ml Astra Trident & 8IZiERANEI CVS Ho
* 71F 600 GiB 1 1 TiB Z 88 PVC &S5 Astra Trident 8 1 TiB CVS %,

* 1R PVC AF 1 TiB, NI Astra Trident ERIEERA/IE CVS %o

[ EC & T

BXEIHRECEED, 1S TR

BN Description Default
version ALR 9 1
storageDriverName B CHIE R Y2 #F "GCP-CVS"
backendName BE X B FiEEin Ko E R + " + APl B —
i)

storageClass FHERBNEIFIEIN hardware (ME8E

fLAt)& software (CVSARSZBER)
projectNumber Google Cloud tKFIBE %S, %{&

BJ7E Google Cloud [ JFPMIETITIE

F3xEl,
apiRegion CVS KPP Xis, FinfFEiZXIRED

BHo
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https://docs.google.com/forms/d/e/1FAIpQLSc7_euiPtlV8bhsKWvwBl3gm9KUL4kOhD7lnbHC3LlQ7m02Dw/viewform
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o Description Default

apiKey Google CloudfR S5k P BYAPIZEA
netappcloudvolumes.admin 2
&, ©81E Google Cloud RS M
EREAXMHR JSON HEHXNAR
(ZFEFEIEIREEEXH) -

proxyURL RIBARSS BB EEIZT CVS kB
FILIE URL . RIEBARSZ2S0ILLE
HTTP XI2, WrIAE HTTPS £t
H, XF HTTPS {18, BBkIiEH
WIE, UAFERIERSZ S ER
BERIEH, FZFEATENE

HERICIEARSS 28
nfsMountOptions FEAITE NFS %I, "nfsvers=3"
limitVolumeSize WRIBEBRVEANEBILE, WE "™ GFRAER T RRGISE5H)
=N
serviceLevel ER CVS IRE45, XEEEE i
"standard" , "premer" 1 "Extreme
network FAFCVSEHGCPMLER default
debugTraceFlags WIEHRN EFERANARINS. & T

Al \{"api":false,
"method":true}o, BRIFEIETERH
T PEHBRHFE R IR M B EEE
, BNENERILLIhEE.

MNRFEAHZVPCWLE. NEIHMERAXME projectNumber # hostProjectNumber BIAFEFE, TEXFHE
T, projectNumber @AREBIWE. # hostProjectNumber EENIME,

o apiRegion FiRAstra TridentfllZ2CVSERGCPXIH, tliEEXIHKubernetesEEERT. EHEIEAICVYSE
apiRegion JAFESZNGCPXIMN TR LRIV ITIER#H, IR, BXIERESITEEIMNIE,

- BEABEXIEIARE. EENXStorageClass allowedTopologies HAMEIEFFA MK, F40:

- key: topology.kubernetes.io/region
values:

- us-eastl

@ - europe-westl

* storageClass e—NAliESH. ATRHFIEEFERFEN "CVS RSEE", En]LIMEARCVSAR
SHRIHHITIERR (storageClass=software)azCVS-PerformancefRZ3EE!
(storageClass=hardware). TridentBRINERLLET, IEMIRIERE apiRegion RMAERN
BICVS storageClass TEGIHE X H,


https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
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https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US

Astra Trident 5 Google Cloud ERVEZR CVS RSB EBERE—I * MiLhRINEE * , FERTE
(D =Ttem#. % cvs-Performance IRSXEIHR, Trident 2 ™ EL%H ™ , BIMER FEM
£

B RIHEZTE— Google Cloud XIFFEES, BEHMXIEEIES, EaUEXEMGIH,

TR OB T EC B SRS TR ED 2 s E A P IRTRIZRIFOANEE E BN EN AN BERUTERE R

B2 Description Default

exportRule FENSEAN "0.0.0.0/0

snapshotDir 1518) . snapshot BF false

snapshotReserve ARBIMENEB DL " (&= CVS ®iAMEHNO0)
size MEH RN "100Gi"

o

exportRule [EHUIEUCIDRERTEARTHIPVAMIES IPvAFRER A SHNES DfRYIR.

3FF7E CVS Google Cloud f5imtl AL, Trident SEEEFHEMNEE ENFIEREE
@ FENZIEEE. FHREEITUASNEENE YIRS, HFEE T eIENFEE#1TIE,
XK, BRI LURIERIREE PREN—Ar B EXIFERAEMX DET

w1 RRECE
XEENNIRRERIEE,
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"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "--—--- BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHezZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jJK3b1l/gp8B4Kws8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jJK3bl
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kw
s8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qgp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu



SaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNCchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz
1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3
bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4
Kws8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50
JjY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4Kws8zX507Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX50)Y9m\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE47K3b1l/gp8B4Kws8zX507Y9Im\nznHeczZsrrtHisIsAbOguSaPIKe
yAZNchRAGz1zZE4JK3b1l/gp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRA
Gz1zZE4jK3bl/gp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]

K3bl/gp8B4Kws8zX50)Y9Im\nXsYgogyxy4zg701lwWgLwGa==\n--—-- END PRIVATE
KEY-—---- Y
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://ocauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/oauth2/v1l/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-

sa%40my-gcp-project.iam.gserviceaccount.com"

}

ol 2 1 B Cvs lRSBEEEE

WRFIERT EAEL CVS IRSEEMEHRENX, ZRFEEERTBAIIERS, FHEME / PIEEURS
X eI A,

"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"storageClass": "software",
"apiRegion": "us-east4d",
"apiKey": {

"type": "service account",

"project id": "my-gcp-project",

"private key id": "1234567890123456789012345678901234567890",

"private key": "--—--- BEGIN PRIVATE KEY-----
\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKeyAZN
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chRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jJK3bl/qp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kw
s8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws82zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX507Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGzZ
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3
bl/gp8B4Kws8zX50]Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE43K3bl/qp8B4
Kws8zX5073Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
JjY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/qp8B4Kws8zX507Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507YIm\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKe
YAZNChRAGz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRA
Gz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4]

K3bl/gp8B4Kws8zX50)YIm\nXsYgogyxy4zg701lwWgLwGa==\n--—-- END PRIVATE
KEY-—-—- \n",
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

}

3 BRSRAEE

RAIERT — N, ZXM4X Google Cloud us-west2 X1y Astra Trident BIZ2FIFRE 1ZiEN 4B
BNAE. WRFIEETRTHFERIER proxyURL EEIHECE XHH.

"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {

"type": "service account",
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"project id": "my-gcp-project",

"private key id": "1234567890123456789012345678901234567890",

"private key": "--—--- BEGIN PRIVATE KEY-----
\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX507Y9m\nznHcz2
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX50)Y9Im\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3bl/qp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l
/ap8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4JK3bl/qp8B4Kw
s8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX503Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNCchRAGz1zZE4JK3bl/gp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3
bl/gp8B4Kws8zX50]Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4
Kws8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX50
JjY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l/gp8B4Kws82zX507Y9m\nznHczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws8zX503YIm\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE4JK3b1l/qp8B4Kws82zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKe
yAZNchRAGz1zZE4JK3b1l/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRA
Gz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]

K3bl/gp8B4Kws8zX50)Y9Im\nXsYgogyxy4zgq701lwWgLwGa==\n----- END PRIVATE
KEY----- Y
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",

"client id"™: "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/oauth2/v1l/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%40my-gcp-project.iam.gserviceaccount.com"

by

"proxyURL": "http://proxy-server-hostname/",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"limitVolumeSize": "10Ti",
"servicelLevel": "premium",
"defaults": {

"snapshotDir": "true",

"snapshotReserve": "5",

"exportRule": "10.0.0.0/24,10.0.1.0/24,10.0.2.100",
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"size": "5Ti"

T 4. EAEENECE
R BERT R EIFEE BB GIRE XXM sto rageClasses XEEEl

ETEATHNRFIGEHREXXGP. NFAEEENZE TIFENRINME. XEEFEMZET
snapshotReserve 5%# exportRule £/0.0.0.0/0, EIMFMEMIEFTHITENX storage 25, TELLRFIA.
BN FEDEIZE T HCOMEMED servicelevel. FHREEMSBERIIAE,

"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private_key": Vooooes BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX507)Y9m\nznHcz2
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHezZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3b1l/gp8B4Kws8zX50)Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3bl/qp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kw
s8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4]JK3bl/gp8B4Kws8zX507Y9m\nznHeczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNCchRAGz1zZE4jJK3bl/gp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz
1zZE4JK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4JK3
bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4
Kws8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50
JjY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX507Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX50)Y9m\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE47K3b1l/gp8B4Kws8zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKe
yAZNchRAGz1zZE4JK3b1l/gp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRA
Gz1zZE4jK3bl/gp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4 ]
K3bl/gp8B4Kws8zX50)Y9Im\nXsYgogyxy4zg701lwWgLwGa==\n--—-- END PRIVATE
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"client email": "cloudvolumes-admin-salmy-gcp-
project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

by

"nfsMountOptions": "vers=3,proto=tcp,timeo=600",

"defaults": {

"snapshotReserve": "5",
"exportRule": "0.0.0.0/0"
by
"labels": {
"cloud": "gcp"
by
"region": "us-west2",
"storage": [
{
"labels": {
"performance": "extreme",
"protection": "extra"
by
"serviceLevel": "extreme",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "10",
"exportRule": "10.0.0.0/24"
}
by
{
"labels": {
"performance": "extreme",
"protection": "standard"
by
"serviceLevel": "extreme"
by
{
"labels": {
"performance": "premium",
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"protection": "extra"

by

"serviceLevel": "premium",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "10"
}
by
{
"labels": {
"performance": "premium",
"protection": "standard"
by
"servicelLevel": "premium"
by
{
"labels": {
"performance": "standard"
by
"serviceLevel": "standard"

BUF StorageClass EX 57T LiRF#EM, #F parameters.selector FEH. EAIAE
N StorageClasstEE B FHEEBHN BN, SRERTEMPENEZNFHo.

%—StorageClass (cvs-extreme-extra-protection)ME HE—NEINEE L, XEE—— PR HEK
=1%8EH Snapshot F1& /7 10% A, BRfF— StorageClass (cvs-extra-protection)f@RRIE10%IREE
FRERRVEfAIFFEM, Astra Trident JREIEZFEW N EINFEM, HARHERBINEER,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extreme-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extreme-standard-protection
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provisioner: netapp.io/trident
parameters:

selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-premium-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-premium
provisioner: netapp.io/trident
parameters:

selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-standard
provisioner: netapp.io/trident
parameters:

selector: "performance=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "protection=extra"
allowVolumeExpansion: true

T R4
SRERREXHE, ETUTFHL:



tridentctl create backend -f <backend-file>

NREwWEEZRY, WEHREELIEE, ERILUETU T KREFEETURERERRA:

tridentctl logs

REHBIEEEXHHvn@E, SR LIFXIETT create a3 <,

A& NetApp HCI = SolidFire [Fi%
T #RUNMAITE Astra Trident 22 QIZEFI{ER Element [Fifo.
CRENRS
* 3517 Element SIS ZIFEHER S
* NetApp HCI/SolidFire £BEIRR N AP NERE, FTRTEIES
* B Kubernetes TYET S# R L3E LAY iSCSI TR, BEM "TIET S ESER"

BEETHNER

o solidfire-san FFEARIERFZIRMMHERT: XHFMMR, o Filesystem volumemode. Astra Trident
ZPBEHCIEXH AT, XHFFREFHIEH StorageClass F87Eo

IXEhiZR i HIE SEIFRIED THEHOXHERS
solidfire-san iSCSI R rwo , rox, rwx TXHRS, [RigiR
o
solidfire-san iSCSI R rwo, rox, rIwx TXHRS, [RigiR
1’
solidfire-san iSCSI NHRS: T8, ROX xfs, ext3, extd
solidfire-san iSCSI NHRS: TE&E, ROX xfs, ext3, extd

Astra Trident TEAB{F18382! CSI ECEZFFEIEM CHAP . MIREMEARIZE CHAP (X2 CSI B
() =kgB) , UEBHTE—PEE, BYBREE secHar AMEEMIECS! TridentfF
CHAP, &1, BB LA,

@ QEEATF Astra Trident BIE43E CSI R A ZFEIFIRIAE, WNRECENE CSI EX TIiETT,
M Astra Trident 3§ CHAP .

WMNRHEBEARE AccessGroups Y UseCHAP IREfG. BNEAUTHNZ—:

* NRFEINME trident HMEHRIA,. ERAAEE,
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* WNRFKIMEIAREILE, HE Kubernetes hkds A 1.7 SiEShk4s, MR CHAP,

[RmEC BT

BXEIHECEED, ST

version

storageDriverName

backendName

Endpoint

SVIP

labels

TenantName

InitiatorIFace
UseCHAP
AccessGroups
Types

limitVolumeSize

debugTraceFlags

Description

FREREhIZF YRR

B E X B8 GiR
fERFAF EIEM SolidFire E£E¥MY

MVIP

726 (iSCSI) IP #hatFIHO
BN ATFEN—HTE JSON &R

BIARE

EEANEARM (GIRKKE,

neIE)

% iSCSI REMRHIARE ENIEO
58 CHAP 1 iSCSI #1749 I8IE
EFEAIARAE ID 5%k

QoS #B

RBRBERNELLLE, WE

BRI

BIEHRN EFEAIAR TS, &
5l {"api": false , "method" :

true }

Default
BN 1

4487 "solidfire-san”

SolidFire + 7=fi# (iSCSI) IP it

default

true

B "trident " BYIARIZERY ID

Y (BOAER AR L)

z3
i

(D #m8R debugTracerlags MIEEMHTRIEHH BEF AN AT

Xt FOEMFIA%, Astra Trident STERBIHISLETISTEiEt_EOFTE TS E 5514 AT LUN
() . GREBRILASMEAEEENITE, HEERRNATE SR TS, X, B
BB MR E R — ] B SRS R 55 T

51 BIEIRECE solidfire-san BB =MEXBNIREIER

WRHIERT —NMamXHE, XA CHAP SHIIEHERYE QoS RIEXN =MEXREH#HITEE, AR,

BIRTRER AT X EEIEREREPHS—M 10Ps storage classE
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"version": 1,

"storageDriverName": "solidfire-san",
"Endpoint": "https://<user>:<password>@<mvip>/json-rpc/8.0",
"SVIP": "<svip>:3260",
"TenantName": "<tenant>",
"labels": {"k8scluster": "devl", "backend": "devl-element-cluster"},
"UseCHAP": true,
"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS": 2000,
"burstIOPS": 4000}},
{"Type": "Silver", "Qos": {"minIOPS": 4000, "maxIOPS": 6000,
"burstIOPS": 8000}},
{"Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS": 8000,

"burstIOPS": 10000} }]
}

T2 NEHAFEMELEE solidfire-san BEEINFEHEMIREHIZER
R BT R R INEE AL B B SR E X XX UK 5 | X LR StorageClasses o
ETETHREIGEHEXXGF. AAEEENEE TIHENRIAME. XEFFMZET type ESilver, R

:;%H%Zﬁ%iﬁ?‘fqﬂiﬁﬁix storage #73, TEULRAIF, FEFMEBIKET BCRRE, MELBEES LARIIA
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"version": 1,

"storageDriverName": "solidfire-san",
"Endpoint": "https://<user>:<password>@<mvip>/json-rpc/8.0",
"SVIP": "<svip>:3260",
"TenantName": "<tenant>",
"UseCHAP": true,
"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS": 2000,
"burstIOPS": 4000} },
{"Type": "Silver", "Qos": {"minIOPS": 4000, "maxIOPS": 6000,
"burstIOPS": 8000}1},
{"Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS": 8000,

"burstIOPS": 100001}}7,

"type": "Silver",
"labels":{"store":"solidfire", "k8scluster": "dev-l-cluster"},
"region": "us-east-1",
"storage": [
{
"labels":{"performance":"gold", "cost":"4"},
"zone" :"us-east-1a",

A type" . "Gold"

"labels":{"performance":"silver", "cost":"3"},
"zone" :"us-east-1b",

"type":"Silver"

"labels":{"performance":"bronze", "cost":"2"},
"zone" :"us-east-1c",

"type":"Bronze"

"labels":{"performance":"silver", "cost":"1"},

"zone" :"us-east-14d"

LIF StorageClass EX 5| 7T LREINFEMN, £ parameters.selector FEXH. & StorageClass#f
RIAATRATFRESHEMN,. SEEEEERIMHPENXENFH.

%E—~StorageClass (solidfire-gold-four iFMRET B F— PN EINFMEM, XEW—— @RS
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AEBYM Volume Type QoS Eh#, mfe—1"StorageClass (solidfire-silver)ARRMEIER4ENEAE
fist, Astra Trident 3 REIEZFW N EINFEM, HARHEEHEER,
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apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-gold-four

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=gold; cost=4"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl1

kind: StorageClass

metadata:

name: solidfire-silver-three

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=3"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-bronze-two

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=bronze; cost=2"

fsType: "ext4d"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver-one

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver; cost=1"

fsType: "extd"

apiVersion:

storage.k8s.io/vl

kind: StorageClass

metadata:

name: solidfire-silver

provisioner:
parameters:
selector:

csi.trident.netapp.io

"performance=silver"

fsType: "ext4d"
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TRES(EE
L B

{EF8 ONTAP 5§ Cloud Volumes ONTAP SAN IRchi2FE B [5iH
T FRYNMEEEA ONTAP #1 Cloud Volumes ONTAP SAN IRGHIZFERE ONTAP i,
© AR
s "EoE MR
FBRPE

Astra TridentiZ LAONTAP S SVMEIER FH151T. BHFA admin £EAF K vsadmin SVMAFHAEBHERE
AENEMZIRNAR, W ERAFNetApp ONTAP BYAmazon FSXERE., Astra TridentiZ{EE AR LIONTAP
HSVMEIE R B DIE1T fsxadmin AP E vsadmin SVMBFEHEGERAENEMIZTNAR . -

fsxadmin AR 2EHEERAFPNEREHF,

NREFH 1imitAggregateUsage B8 FEEHEEANIR, E1EERFNetApp ONTAP
@ #JAmazon FSx5Astra TridentE & B 2ER limitAggregateUsage SHAERT
vsadmin #l fsxadmin APKF, MNRIETEUSE, LERIEFEK.

BIARTLATE ONTAP FRIR Trident IXENTERF FI LAERRIIRGIMEERHA R, BRITFBINXF M. KSR
A Trident S ARFREZSHEM APl , MTEARTRIERES S HHE,

HE

T AR ONTAP SAN IREHIZEFECE ONTAP [Gif. XtTFFrE ONTAP jgif, Astra Trident EEZE/D
9 SVM HEi—1NEE,

\icE, BERATUETESNRMER, HelBIERMEPR—PIRIEFIEMESE, Fl. ETUEEE san-dev @
FBBYZE ontap-san REHFEFFIA san-default EARIZE ontap-san-economy —%

Fi5 Kubernetes T{F T mEBPU AL EE HMISCSITE, FEN "I BXIFMER:
S HIIE
Astra Trident 2 7 F# X ONTAP [3imi# T B A IIERIET,

* Credential Based : EBFIFEIIER ONTAP BRI ZMERL, BINERETMEXNEZEERAE. Hi0
admin 3¢ vsadmin MRS ONTAP AR ARSI,

s EFEF: Astra Trident ] AEAGIRZEMNIERS ONTAP £ #1TE(E, LA, BREXHNEESE
PiImiEP, ZEAFEI{S CAIEHHY Baseb4 4wi3E (WNREA) (EiW) .

TR UEHRINE RiR. WEEETFERENGENETERNAGEZEBE, BR. —RIZF—HSHIIES
o BUMEIEMBHIIESE. SN EHEEETRRFRIRE 777%.

@ MRERABR R ERENER . WERSIBERK. HETR—FER. BHEEXHHREHE
T BB RIETS Eo
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BRETRENSHIIE

Astra Trident ZE SVM SeE / £ESCRENEERNEIEAEES ONTAP Gim#{TEE. BiIVERNERTIE X
. 90 admin % vsadmine XHERI LIRS AR ONTAP A FEFIRE, XLLEARASAIEESFEINGE API
NFHERFR Astra Trident lRZASfER, AIURIEBEXZEERAEFHIEEAT Astra Trident , {BRENE
=<8

[EiRE MR TR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "secret",

IR, BREXEEREUAXAENFEHENE—E, QIR RE, AP R / 05 FER Base6d #H1T4REH
Ffi# 7 Kubernetes 20, i/ EFEREM —FETHREIIENSE, Alt, XR—IMXBERGRITIRE
, H Kubernetes S {7 EI2 G H1T.

BRETIERNSHIIE
MMM BENFEE LUERIERHS ONTAP Bim# TEE. BhEXFE=1"SH,

* clientCertificate : Z P IHIEPHY Base64 LRIZ(E,
* clientPrivateKey : XEx#73AR) Base64 JRi3{E,

* trustedCACertifate . Z{5E CA iEPH) Base64 fmhIE, INREHTIES CA, MATRHELLEEE, NRREE
FBRl{E CA, MBLUZEIIZE,

HANTEREEUTIE,

p

1. EREFHIEBMNER, £HHY, 2 AE (CommonName , CN) REBAEENZMHILIERN ONTAP
RF.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. ]S CAIEHAINEI ONTAP ££58f, LRI seEMFHEERNIE, MRKEREIE CA, WAL,
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 72 ONTAP SH L REXFIRIEBMNER (MTE 1 718 -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. FIAONTAP R ERA BN cert BHWIEHE.

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. (BRAEMAERNIR B A, 3§ <SVM BIE LIF> 1 <SVM ZFF > B AEIE LIF IP #1 ONTAP &#F,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver—-name>"><vserver-get></vserver—-get></netapp>"'

6. (& Base64 HEF, ZEFAMEIE CA IEBHITHB,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERM E—FRENELIEE .
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",

"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"trustedCACertificate":
"storagePrefix": "myPrefix "

}

"ONFinfO...SigOyN",

tridentctl create backend -f cert-backend.json -n trident

o fomm - +
| NAME | STORAGE DRIVER
STATE | VOLUMES |

tomm o +

| SanBackend | ontap-san

online | 0 |

BB INIE TS REACIRT R

586blcd5-8c£8-428d-a76c-2872713612cl |

TR AEHIA Rin U EREMSHIIE S AR RE TR, XMW AEER: £RRAFR /I BiErEHE L

EMAERIES; ERIEPNERIUEMAETRARR I BERER. it

N,
AN
S I{QJ.\I

AERILE B RIETT A FHF

AINFRNEMIRIERE. Afa. EAEMGRbackend.jsonX . ZX 4B EBHITRIFIFESE tridentctl

backend updateo
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

WIRER, FHEIRRUMSE ONTAP LB MEN, AEHTEHRER. BIEHe
() LURRPRENS NS, 25, GREERLERIES, AEALUM ONTAP E2ERHIR
B,

EfERA=PY ELIZENIAR, MAREMEZERIINEGERE. MIINEIREMKREA, Astra Trident
BI LS ONTAP [Eim# TS H M IER RV EIRIE,
$E%E igroup

Astra Trident £/ igroup RiIzHIMEAEERE (LUN) BiER, ERGIHIERE igroup BY, BEIERERMIERE

* Astra Trident AJLABoh AT N EHRAIEFMERE igroup o 54 igroupName AESERHENX H. Astra
Tridenti& 81— J9Wigroup trident-<backend-UUID> £ SVM Lk, XEHERE N EHESE—1EH
89 igroup , FHAME Kubernetes T3 52 IQN BIEEHARNN / flB&o

* HE, WAILTEGSIREX PIRMETIFEIZER igroup o ATLUERTEMLLIE(E igroupName configB&#l, Astra
Trident 3 Kubernetes 352 IQN 780 / MlBREIE BB igroup Ho

BFEEMNRIE igroupName EXH. igroupName BJLAERAMIFR tridentctl backend update fE
FiAstra TridentE ot iBigroup. XEFEARAHET EiEEE TIEAHNEIIAR,. RRIEZEERLIERN
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igroup Astra Trident #1720 E,

79 Astra Trident B9 P HE—SEFIFEE— igroup B—PMERIESEE, X Kubernetes B2 RATE(E
BIERBEEH. CSI Trident Bl BEhA igroup AINFMIPREEF T = IQN , Mtk KHfE LT H
B, 1£ Kubernetes If18 (LA Astra Trident 22) H{ERMERAY SVM B, FEEEAM

@ igroup AIHALRT— Kubernetes SEBF PRIV E AR 2 &MMS 5 —1 Kubernetes £8$ K EXHY
igroup o Itt9h, EATAR Kubernetes EEEF PV E M T R#EEM—RY IQN . 30 EFMR,
Astra Trident = B&IE IQN BOARMAMIBR. EZNENZEIESFEFE IQN ATERXSEEHIMEN
FEEFEIRFHIELIFE LUN BARFHEHIMAE .

SR IE Astra Trident EEE A7 CSI BREFERF, N Kubernetes T IQN = BEIAINE] igroup FREEM igroup
bR, BT RARMEIKubernetes®E8$ /5. trident-csi DemonSetZfZEPOD (trident-csi-xxxxx). F
MRS SIEEIIMET S, Ta IQN W RINEIZiHR igroup . EXNT SHITIRES, BT HM Kubernetes
FRIBRES, BILARIT—LHZEARY D B MIER IQN -

YR Astra Trident R{EJ CSI EeERRFIETT, WAFEhEH igroup , LB E Kubernetes E8fHE M LTIET
=AY ISCSIIQN o FERMAN Kubernetes EEEF R T =AY IQN FRANE! igroup e FEIFE, M igroup FffIBRM
Kubernetes SEE¥HRIBRAYTI =AY IQN o

fEFXE CHAP X EEH TR I0IE

Astra Trident®] LU#E XN EICHAPISCSIZE#HITE A IOIUE ontap-san M ontap-san-economy IXEHFER,
XEZFH useCHAP &, IRE NN true. Astra Trident2ESVMRIEIABIER T2 AL E XN ECHAP,
FMEHEXHFIKERFBMZEE, NetApp BiNERANE CHAP M EZH#HITEHIIE, BERIUTEERSG:

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "FaKePaSsWoRd",

"igroupName": "trident",

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

(D o useCHAP B Z—NMRTRIET. FEEEEE—R, RIABRT, WBHIGE RN false , BHIZE
Rtrue 5, TERBEIKEN false o

tb9h useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret,
chapTargetUsername, # chapUsername FIREXPHRNEEFER., FOIEERGE. FTLUEITRERXLE
B tridentctl updateo
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T{EREE
BTG E useCHAP Atrue. FHEBEIERIETAstra TridentE R EFiHAECBECHAP, HAE1E:

* £ SVM Lig&E CHAP :

° NRSVMH LA B oIiZEF LT 2R E AInone (BUAMKE ) " EHEE EFERILUN, NAstra Trident=4F
RN 2HENGE N cuar AEHAEECECHAPRIIEF UM BIrA P 2 %6,

° #N8R SVM &2 LUN , M Astra Trident RE7E SVM LB H CHAP , XA LIFEN SVM FBEESN
LUN B9i7RI A2 PRl

* icE CHAP Boiier UK BB BNER,; SAEEHEEPIEEXLEET (WLEFAR)
s BIERAMNNBoIIEFIRIE igroupName TEfGimiett. RKIBE. MBAIAA tridento

RIEFIFS. Astra TridentiS eI t ridentbackend CRDHIECHAPZEZAFIF R & 7768 Kubernetes®
£A. Itb/5imHER Astra Trident 8 ZBIFFE PV #0i§@1E CHAP H1TIEHMER,

RIEIEA B e

A LB BRI CHAPESHER EFHCHAPELE backend. json XX EEFTHCHAPZR S HER
tridentctl update Ap< ARBIXLEEL,

@ EHEIRAICHAPEREE, MHfEMA tridentctl BfEH. EZ70@d CLI/ONTAP Ul EHifFfE
B LRVEHE, E Astra Trident 0 £ 1EBUX L E L,
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"ontap iscsi svm",

"username": "vsadmin",

"password": "FaKePaSsWoRd",

"igroupName": "trident",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

e —— e — e
f——— R +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e e e
- e it +

MBEZBAZEm; WREIEE SYM £ Astra Trident B#1, NXEEEFRERTENRS. IEREE
REHRENERE, NEERBERAREENRT. BWAHEMERAN PV RSEE(NEREMENEE.

FoERIAN R

T HRANMEITEIRRY Astra Trident 236 ONTAP SAN IREHIEF. A TIRM T EELE RFILURE X0
a5 /5imRET 2] StorageClasses BIFAAE B

[ imEC & T

BXEIHECEED, FSI TR

B Description Default
version 988N 1
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storageDriverName

backendName

managementLIF

datalLlIF

useCHAP

chapInitiatorSecret

labels

chapTargetInitiatorSecret

chapUsername

chapTargetUsername

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

igroupName

storagePrefix

32

Description

FEIREDAE P B R AR

BE X &Mt Ein

EBHSVMEBIELIFRYIPHIEE H1T
Tcé8MetroCluster tJ#t. W3S
TESVMEIELIF, LhINEEA AT

1A %
Do

i LIF B9 1P thiit, X4F IPv6 ,
BERAES, REGTEEMR

£/ CHAP 31 iSCSI Y ONTAP
SAN IXENFEFF TR DIIE [ 7R
&]

CHAP BohizF%$H. tARA.
FAEIN useCHAP=t rue

ENATEN—HER JSON 1ER
BURREE

CHAP BirBohizEF %1, R
H. MANEIN useCHAP=true

NERP &, R WHAFED

useCHAP=true

BirRAFP &, WRA. WARBED

useCHAP=true

E P imIEBAY Baseb4 mid{E, A
FEF PN B M0

EFinE A% A8 Base64 4Rhg
B, ATETFIEPMNEHIIE

Z{S1E CAEHH Baseb4 4Ri{E,
A%, ATFETFIEPHNEHIIE

RFEZEIEE /SVM AR &
RAFETEENSHIIE

EFETISERE /ISYM ES, ATE
FEENSHIIE

E{FMARY Storage Virtual Machine

EFEAM SAN EHHY igroup BIZFR

7 SVM FECEFEEANEIS.
RERTEEMN

Default

"ontap-nas" , "ontap-nas-
economy-" , "ontap-nas-
flexgroup" , "ontap-san",

"ontap-san-economy-"

IXGHFZF R FR + "_" + dataLIF

"10.0.0.1", "2001: 1234 :
abcd . . 1 fefe]™”

B SVMIKE, FRIF5EHEIRA

false

NRZBSVM. MIR4E
managementLIF BiEE

"trident — < fFiF UUID >"
Trident



o Description Default

limitAggregateUsage MREAEBILASL, WEE " GUAMER TARRSISE)

KK, * RFERTFIERTF ONTAP
Amazon FSx *

limitVolumeSize MRBFBRPERNEIIE. WEE " BOABR T RRESLHE)
BRI

lunsPerFlexvol &1 FlexVol B9ER A LUN #, @7 100
7£50, 200 EEMA

debugTraceFlags HIEHRN EFERNAR NS, &= T
5l {"api": false , "method" :
true }

USeREST FAF & ONTAP REST API B9%5/R false
230, MetroCluster Rz #F* AR

5
<code>useREST</code>F = EIN

* useREST {EA— M RART S hRIEH. BINATFIILFE. MAREFLIEAE, &RE KN
true. Astra Tridenti§{EFHONTAP REST APISFim#1TiES, HINEEFZEFAONTAP 9.10
@ NESRE, Lttsh. FERBONTAP BERABMIMENIAIN ontap NBERF, X—Ra@EE
FRE X F#HE vsadmin Ml cluster-admin AfE,

* useREST MetroCluster <323,
E5 ONTAP &£E5B(S, EBNIREBMIIIESH, XTURTLERNAFE / ZiE, W UEEREMIEE,

NREERIEATFNetApp ONTAP [GiKEYAmazon FSX. 1B7J87E limitAggregateUsage &
@ #, o fsxadmin M vsadmin Amazon FSX for NetApp ONTAP {2t A ERE SN RES
R1ERHEIT Astra TridentfRHIER & BB AR RINR.

() R debugTracerlags MAFEEATHIEHIH BRI B S,

o ontap-san RENFERF. ERIANER FEASVMAMIFREEIELIF IPHERISCSIZRIR. AMEIELIFISEIPH
it ontap-san REpEF=EGITIRZEZEREHERISTIMLL,

@ BIEFRIRR. B2 X—= datalIF # storagePrefix SIBETEER, EEFIXLESH,
BEER—INER.

igroupName B] LIS E NBETEONTAP £8f EAIEMigroup. SNRFKIEE, M Astra Trident 2 BEIRIE—1MNE R
trident -<backender-UUUUUID> B igroup » IIREZBEIFIEZEIHE SVM , MINREHETE X igroupName
» NetApp B S Kubernetes EEE#ER— igroup o XXIF Astra Trident BEh1FRHF IQN 7500 / MbR 224

=8
[Eimts Bl LATE B2 S84 igroup -

* AJLASEHT igroupName LUIEAITE Astra Trident Z 9N SVM _E SR EIRAIER igroup o

* ATLAE B igroupName o TEXFMEL T, Astra Trident 3§ BoheIZZFEIE trident -<backend-UUUUID>
igroup o
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EXMHERT, DHrHAREWR . RKBOEMHFERERZR igroup o IEEHA UM FIHERIFIE.

AU RIEE R EREE R (FQDN) management LIF 710

‘managementLIF" X FFIBoNTAP IKEHFER. WRAILUGEA1Pveitiit, MR

Trident'—ﬁ_ﬁi‘f%

IPveithit,

‘—-use-ipv6' IRi&. WIEIEFENX ‘managementLIF HIESAHAM

fERAIPVEIILLEY. 1HHBFR managementLIF M datalLIF (MIREESERHENXH)ESESAH
@ 1TEX. g0, [28e8: d9fb: a825: b7bf: 69a8: d02f: 9e7b: 3555], #f dataLIF MIRK
M. MAstra Tridentf MSVMEZERIPVEEIHELIF,

ZEfFontap-sanIFEHiEFF REBERACHAP, I5IEE useCHAP BHIZE N true HRIHENH. 7AIF, Astra
Trident ¥ECE XM CHAP R EAEFmLAE SVM HEIAFHIIE, BS "t THRETERIE,

o ontap-san-economy JEEIFEF. limitVolumeSize EIIARIREHIEFIEIENgtree MLUNSRERAK

o

Astra Trident2TE A IZRIFIA BRY" Comments"FEE G BELEITE ontap-san KEIER,

@ N TFEENETE,

FlexVol _£fY "Comments" FEUGEREEFE N ERNFIEIREIETR. &

EEES R UNE N EFENE XIS, HNEFEEREEZNFIEEHITOH, XiF, ERMAILUIR

EEREETRHIN—ATBEXITERAEHXDET .

BT EiEENEHECE RN

EA] AR ECE R HRER D P EA X EETREFIFARES TN ENHE . BXRA, BELUATEERM,

spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

splitOnClone

34

Description
LUN By==8] 53 Ed

TEFER; "L (
" (B)

E{FMAAY Snapshot K&

EREIENEDEH QoS HKEEA,
ERENEEM / TR qosPolicy
3% adaptiveQosPolicy Z—

ZERBIENEHEHIBEIERN QoS &R
B&LH, EFENMEEM / FiREY
qosPolicy T adaptiveQosPolicy Z

NIREBINEBEB LS "0

B TER, MERXRIFDEME
BIETeER, MERXRIFDZME

Default

true

p

p

%M snapshotPolicy B"E". &
)n\uﬂgml

false

false



encryption

securityStyle

tieringPolicy

Description Default

1134 B FANetAppBINIZ(NVE) false
5 BIAA falseo, BEfERILLIEDN,
AT EE FIR1S NVE BOIFRIHE

A NVE , MIRERIRREBATNAE.
M7EAstra TridentP B & BIIEAIEER
BBHENAE, BXIFHAEERE. 7S

: "Astra Tridentf1{fAl SNVE
FINAEEZ&ER"S

MENZ 2R "unix"

£ " T " DB 1EFF ONTAP 9.5 SVM-DR Z Hiifl
ECERY " {IREE "

7£ Astra Trident Ff#F QoS RESHFEE ONTAP 9.8 EE A, EINFEAIEHEE QoS HKEKLH
O | SHBRRBESSINAT S 55, 25 Qos RIRHFTA LML SHE L

THEHEEXTFRIAMERRE:

{

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "trident svm",

"username": "admin",

"password": "password",

"labels": {"k8scluster": "dev2", "backend": "dev2-sanbackend"},

"storagePrefix": "alternate-trident",
"igroupName": "custom",
"debugTraceFlags": {"api":false, "method":true},
"defaults": {
"spaceReserve": "volume",
"gosPolicy": "standard",
"spaceAllocation": "false",
"snapshotPolicy": "default",
"snapshotReserve": "10"

BFERCEIIES ontap-san IREHFEF. Astra Trident=[FlexVol MR 10%HEE.
@ UBRHLUNTTEIE. LUN BERBEF7E PVC FIEKRMETIA/NEITECE. Astra Trident 3

FlexVol &0 10%

(£ ONTAP RERANE AKX « AFRIERREMERNATARTE, ItE

HORAEIRALE LUN AR BRE, MRIFEFZSFIBARETE,. XAERTF ontap-san-economy.
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https://docs.netapp.com/zh-cn/trident-2207/trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident-2207/trident-reco/security-reco.html

BFENXMEIG snapshotReserve. Astra Tridenti$i&80 FFRITREE KR/

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 2 Astra Trident [a] FlexVol EiSMNARN 10% LUBEY LUN 5t#dE, iEATF snapshotReserve = 5%. PVCIE
K= 5GiB. EE2A/NA5.79GIB. BJAA/NA55GIB, o volume show BB MNETRS A TRAIZZIURILER:

Aggregate State i Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514

online RW 18GB
_pvc_ed42ecbfe_3baa_4af6_996d_134adbbbB8ebd

online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_95la_0Bael5elc@ba

online RW 1GB 511.8MB

3 entries were displayed.

Bal, ABRXNNENNESERMTENE—T%,
RIRECE A
UTRAIERTRAZSHEHREANBDANENESELE, XBEXEHRNRESETTE

@ WRITIEFEIE NetApp ONTAP _EBY Amazon FSx 5 Astra Trident Z5& 1M, EiNH LIF f8E
DNS &%k, A= IP ik,

ontap-san EEEFIEPNEHRIENIRIIIERF
X2 1M HEEHREERAl, clientCertificate, clientPrivateKey, # trustedCACertificate

(WIR(EMARIECA. MIATIE)RFIETE backend. json MAFIRAEFWIER. TRAEHMAISCAIEHHIbase64
wES(E.
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"version": 1,

"storageDriverName": "ontap-san",
"backendName": "DefaultSANBackend",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm" :
"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",

"svm iscsi",

"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

"igroupName": "trident",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

ontap-san EBWA@ACHAPRIIRLHIZEF

XE2— 1T REEHIEE R, LEKXIEEECE ontap-san [5iR useCHAP IRE M trueo

"version": 1,

"storageDriverName": "ontap-san",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm" :
"labels": {"k8scluster": "test-cluster-1", "backend": "testclusterl-

sanbackend"},

"useCHAP": true,

"svm iscsi",

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret"

ontap-san-economy JXEHFEF



"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",
"svm": "svm iscsi eco",
"useCHAP": true,
"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",
"username": "vsadmin",
"password": "secret"
}
REINFF it e U s 171

ETEATHNRFIGHREXXGPR. NFAEEENSENRTNEIAME. B8 spaceReserve T,
spaceAllocation Hfalse. # encryption Hfalse, REINTFEMEMEFEILDHHFHITE Xo

FURGIR, BEEFEMSICEB CHEMEM spaceReserve, spaceAllocation, # encryption {E.
MELMEEE FIRGENERIME,

"version": 1,

"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "i1iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret",

"defaults": {

"spaceAllocation”": "false",
"encryption": "false",
"gosPolicy": "standard"
by
"labels":{"store": "san store", "kubernetes-cluster": "prod-cluster-

1"},
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"region": "us east 1",
"storage": [

{

"labels":{"protection":"gold", "creditpoints":"40000"},

"zone":"us east la",
"defaults": ({

"spaceAllocation”": "true",
"encryption": "true",
"adaptiveQosPolicy": "adaptive-extreme"
}
by
{
"labels":{"protection":"silver", "creditpoints"

"zone":"us east 1b",
"defaults": {

"spaceAllocation”": "false",
"encryption": "true",
"gosPolicy": "premium"

"labels":{"protection":"bronze", "creditpoints"
"zone":"us east 1c",
"defaults": {

"spaceAllocation": "true",

"encryption": "false"

T 2MiSCSIiRfil ontap-san-economy JREHFERE :

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"svm": "svm iscsi eco",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

:"20000™"},

:"5000"},
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"password": "secret",

"defaults": {

"spaceAllocation”": "false",
"encryption": "false"
by
"labels":{"store":"san economy store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"oracledb", "cost":"30"},
"zone":"us east la",
"defaults": {
"spaceAllocation": "true",

"encryption": "true"

"labels":{"app":"postgresdb", "cost":"20"},
"zone":"us east 1b",
"defaults": {

"spaceAllocation": "false",

"encryption": "true"

"labels":{"app":"mysgldb", "cost":"10"},
"zone":"us east 1c",
"defaults": {
"spaceAllocation": "true",
"encryption": "false"

e

& fGiRERETE| StorageClasses

LAF StorageClass EX 5| 7T LREINFEM, £ parameters.selector FEEH. & StorageClass#f
KRR THRESHNEMY. SREEEEIEPRE XENHH.

* 85— StorageClass (protection-goldFBRETEIRHIE—N. EZNEIAFEM ontap-nas-
flexgroup FHIEIHME—EIMFEMREMN ontap-san Fif. XEMW——MeHEESHKFIFBIAM,

* " StorageClass (protection-not-goldFREEIFME =1 BN EMFMEM ontap-nas-
flexgroup FHEWRME N B=NEPEMEM ontap-san Fif, XLt EHE—RER SR IUIMRIP
Gl
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* $5="StorageClass (app-mysqldb)iFERE FPRIEI PN EIFEEM ontap-nas PRIEHMNE = EIMN
ZfiEM ontap-san-economy [Gif. XLEMEM—7 mysqldb KRN AIZFREEFMFEHECERIM,

* P9 StorageClass (protection-silver-creditpoints-20k)iGIRETE|PRISE = MEINFE A
ontap-nas-flexgroup FHEIHME ZMEMFEME N ontap-san Bif. XLEMEMH—LL 20000 MEH
RIRMEESREFRIPHM,

* A StorageClass (creditpoints-5k)RFIETEIFRIE ZMEIAFMEM ontap-nas-economy FHIfG
ImM B = NEINTEEM ontap-san [Gif. XM ——HEAE 5000 ME R 5o

Astra Trident ¥ RE EZEM N EPFEN, HRRBREEEEK,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
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£/ ONTAP NAS RopiZFAcE iR

T #RA0{a{E AR ONTAP #1 Cloud Volumes ONTAP NAS IRZHIZFEIE ONTAP Fif,

. ER"

* "BCE MR
PR
Astra TridentiZ LLONTAP ZSVMEIB R B 191517, BHFEA admin EEBF I vsadmin SVMAF A B R
BENEMBITNER. X FiEATFNetApp ONTAP BYAmazon FSXEFE. Astra TridentfZ{FHEEELLONTAP

FSVMEIR R BPIETT fsxadmin FAP S vsadmin SVMAF X EEHEAENEMIZITANAF. -
fsxadmin AP BEBHEEGBAFPNEREHAF,

WREFER 1imitAggregateUsage B, FEEHEIERNIE, ERER T NetApp ONTAP
@ MJAmazon FSx5Astra TridentE &R, 28/~ 1imitAggregateUsage SR ERTF
vsadmin #l fsxadmin APKF, MNRIETEUSE, EEIRIEEEK.

SBIARILATE ONTAP 18l Trident IXEHA2F AT LAERABIIRGIMEERIVA SR, ERNTFENZF S, KSR
AH Trident A PATEZ SHIEM APl , MMIEARTRFEEESZ B,

EE

T HRUNELERER ONTAP NAS IRSHfEFECE ONTAP fGiR. X TFFrE ONTAP fGiR, Astra Trident EEZE/D
7 SVM B E—1EBE.

It FFFE ONTAP Gif, Astra Trident EE2ZE/DA SVM HEc— MRS,

BicE, BERAIETTESNRMIER, HelRIEmER—PNIREFINEESE, Fl. ErTUREE—MERNE
£33 ontap-nas WeIEFMERBITHREZE ontap-nas-economy —1

FrEKubernetes TIET mEBN ML EIELUMINFST A, 1BEN "I BXRIFEMER:
B{HI0IE
Astra Trident 127 FH 3t ONTAP Bi#H T M IRIEAIIE,

* Credential Based : EBFEMNER ONTAP AR BMEE, BNERATEXNEZ2ERAE. Fi
admin ¥ vsadmin MRS ONTAP HRANEAES 4,

* EFIEH: Astra Trident B A UERAERZERVIERS ONTAP £EHAITEE. A, BREXVONEER
FimiE$, ZEAMBIE CAIEHHY Base64 RiTE (MNIRFEA) (E o

TR UEHRNE RlR. WEEETEENGEZNETERNAEZEBE, BR. —RIZF—HEHIIES
o BYIMEIEMB NI SHMEHEEFRRFRINE 7775,

@ MREZ AR R TIREIIER . WERIZERRK. HER—FHER. BHEEXFPiRM
T EMBNIRIET .
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BRETRENSHIIE

Astra Trident ZE SVM SeE / £ESCRENEERNEIEAEES ONTAP Gim#{TEE. BiIVERNERTIE X
. 90 admin % vsadmine XHERI LIRS AR ONTAP A FEFIRE, XLLEARASAIEESFEINGE API
NFHERFR Astra Trident lRZASfER, AIURIEBEXZEERAEFHIEEAT Astra Trident , {BRENE
=<8

[EiRE MR TR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "secret"

IR, BREXEEREUAXAENFEHENE—E, QIR RE, AP R / 05 FER Base6d #H1T4REH
Ffi# 7 Kubernetes 20, i/ EFEREM —FETHREIIENSE, Alt, XR—IMXBERGRITIRE
, H Kubernetes S {7 EI2 G H1T.

BRETIERNSHIIE
MMM BENFEE LUERIERHS ONTAP Bim# TEE. BhEXFE=1"SH,

* clientCertificate : Z P IHIEPHY Base64 LRIZ(E,
* clientPrivateKey : XEx#73AR) Base64 JRi3{E,

* trustedCACertifate . Z{5E CA iEPH) Base64 fmhIE, INREHTIES CA, MATRHELLEEE, NRREE
FBRl{E CA, MBLUZEIIZE,

HANTEREEUTIE,

p

1. EREFHIEBMNER, £HHY, 2 AE (CommonName , CN) REBAEENZMHILIERN ONTAP
RF.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ]S CAIEHAINEI ONTAP ££58f, LRI seEMFHEERNIE, MRKEREIE CA, WAL,
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 72 ONTAP SH L REXFIRIEBMNER (MTE 1 718 -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. FIAONTAP R ERA BN cert BHWIEHE.

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

5. FEREMIBEFNIXFHIIE, 3§ <SVM B LIF> F1 <SVM &5 > Bt HERE LIF IP 1 ONTAP &K,
B NRRLIFRIRS RBRIRE N default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. f£F3 Base64 XHIE+H, ZIAMAIE CA IEBHITHRID,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. ERM E—FRIFHELIE SR,



cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +

T S IIE TS A BRI R

TR UEFHIA Rin U ER RS DI A AR RE TR, XRHANEER. EARFR R I BERIEHRA L
EMAERIES; ERIERPNERIUEMNETRFR I BRHNERK. Alt. SATRERIE S HRIEREH
RINFNBMIIES%. AE. FEREMGEMbackend jsonXX . ZXHEEBERITHFAESE tridentctl
backend updateo
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cat cert-backend-updated.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

WIRER, FHEIRRUMSE ONTAP LB MEN, AEHTEHRER. BIEHe
() LURRPRENS NS, 25, GREERLERIES, AEALUM ONTAP E2ERHIR
B,

EFERASPEHNECIRENIR, BASEMEZGRINEERE, RIINEHREMNKRA, Astra Trident
AILLS ONTAP Gim#t{TIBEH A ER KM EIRIE,
EIE NFS S
Astra Trident £/ NFS i SRE&KIZHIM HECERIERITR)
EASHRIEET, Astra Trident 324 T FNEIN:

* Astra Trident EJLIBISEESHERRAS; FINRFERAT, FHREEASEE—RTUES IP #itksy

CIDR $RFIFR, Astra Trident 2 BB FXEEENT R IP ANEFHREH, &, NRKEEEMA
CIDR , NET R LXEIREA2EEERYERE IP #RARINEI S HREH,

* FREERTUFHEESHRIEFRMAN, BRIEFEREDISE T ARINSHKRIEZIR, TN Astra
Trident B ERARIANSH L,
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HSBIRES HHRR
CSI Trident 20.04 KR LAGHSEIE ONTAP FiRlISFHIREE, X1F, ZREERMAUATET R IPIEERTF
Bt =E], MARFHNENXERXMN, EAKELT SHRBER,;, BREHRBABEEFTEFH#SE

B LIbSh, XBBTRNEFAEERRIARIRE ANAY IP AT EECERN IR RIAR, MMZEHEENE
ML EE,

(D 5B CSITrident # S B ERSHER, HSUHRTIET RRE NAT L2,

Nl

WAERR ML EED, THE—MNaHENX R

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap nas auto export,
"managementLIF": "192.168.0.135",
"svm": "svml",

"username": "vsadmin",

"password": "FaKePaSsWoRd",
"autoExportCIDRs": ["192.168.0.0/24"],

"autoExportPolicy": true

FEFIULTIAERY , EATUBAR SVM FREVIRIES BTl S HEERs, B4 AT S CIDR
() SeSHn (BIMBGASHIER) . EALEIE NetApp BILHRESE, H Astra Trident &
A SVM,

TR ERLRRAIX It Thae ) TERIESHITHINER

* autoExportPolicy IRE N true. XFK/Astra TridentE REIESFHIREE svml SVMHAFERLIEF N BT
INFNMIFR autoExportCIDRs #IHEIR, a0, UUIDH403b5326-8482-40db-96d0-d83fb3f4daecHliyf5im
autoExportPolicy BN true SIERNNFHREEE trident-403b5326-8482-40db-96d0-
d83fb3f4daec T SVM ko

* autoExportCIDRs EIEHUNRTIR, WWFERAENEFE, BAIAA "0.0.0.0/0, ": : /0" MRREX,
M Astra Trident ZARINTE LIET = LI EINFRE 25 CRER S B,

LRI, BER 192.168.0.0/24 IRt T HIE=SE], XRRUMASEEIR Kubernetes T3 IP 71N
% Astra Trident SI2HI S HEREEH, HAstra TridentEMHEIZITAAEN T REY. ERNRIZT RBYIPHIALHFRIE
SRR BRI E#HITHIE autoExportCIDRs, ik IP &, Astra Trident ZAHELIBIZF iR IP €2S
HERBSAIN, HAEARRNE N REIZ— .

&I LIS HT autoExportPolicy A autoExportCIDRs AT EiR. ErILIANBEENEmMINEAY CIDR
, WATLUMIFRIIER CIDR o Bk CIDR BHiES /D, UBARIMEEEASF, Sl LUEFEER
autoExportPolicy AF/Ein. HEIRFFoHEIENSHER, XEEIKE exportPolicy B,

T£Astra Trident| B EFEiRZ/a. BRI LUERKEGIR tridentctl AN tridentbackend CRD:
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./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""

chapTargetUsername:
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd
YU AN EIKubernetesEE 85 H /A EllAstra TridentiThl286S. MEGRRNSHERSH#ITEFR(FHREEREI ML
FHiEERHASEEA autoExportCIDRs [Gi)o

BFFT ==, Astra Trident ZIOEFFBEAGENR, UBBRIZT REVHRIFN, @EMZERIRTS H R
BRULLTI R IP,  Astra Trident RIBILEAEEIESE, FRIFLL IP ATREEPIFTREEER,

MNFUEERNRIR. 1BEREMEIR tridentctl update backend EffRAstra TridentBEIBEIESHE
B, XIGEIE— 1 LUSIH UUID s BB SRR, B LEENSEESEMERNERMEIENSH R,

@ ErRE B EERES HERRNERFEMRESEIBIS HERR, NREHMCIERR, WFHMA
FIBER, HEIERHETH R,

MREHFH T EIT =Y IP ik, MARELT = EEHEE Astra Trident Pod o $AfS, Astra Trident 3 EHE
EENEIRNSHERE, UM IP B4,

Fo &R IRAN R A

T RRAAITEERY Astra Trident RERRIZFNER ONTAP NAS IREhi2F. TR T BREERGIURE X
A fEiRRETE StorageClasses FIIEEE.

[EUREC B I

BXEREEER, 52N FER!

B Description Default

version AR 1
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storageDriverName

backendName

managementLIF

datalLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

igroupName

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

50

Description

FEIREDAE P B R AR

BE X B R 17t 5%
EBHSVMEBIELIFRYIPHIEE H1T
Tcé8MetroCluster tJ#t. W3S
TESVMEIELIF, LhINEEA AT

A %
Do

i LIF B9 1P thiit, X4F IPv6 ,
BERAES, REGTEEMR

ER B EMEH FHRE [ 7R
B]

BT ifiEKubernetes T s IPEYCIDR
53R autoExportPolicy ERH

ENATFEN—HEE JSON &
BIAREE

Z P imIEBH Base64 miL{E, F
FEFEBHEMIIIE

EPRiHE A% Base64 4wig
B, BTETFIEPNEHIEIE

Z{=1E CAEHH Base64 {REIME,
A%, ATFEFIEBNEHIIE

FFEEERIEE /SVM AR B
BFETEENSMHIIE

EREFISERE /ISYM NEE, ATE
FEENSHIIE

E{FMARY Storage Virtual Machine

E(FHRY SAN &8 igroup BYRZFR
£ SVM HEEEFENFRANEIZ,.
RERTEEH

MERFERAEEEILESL, NECE
KK, * RFERTFIERTF ONTAP 1y
Amazon FSx *

MRIBERME R NBIZULE. NED
BRI,

& FlexVol BYER K LUN %, @470
£50, 200 BERN

Default

"ontap-nas" , "ontap-nas-
economy-" , "ontap-nas-
flexgroup" , "ontap-san",
"ontap-san-economy-"

IXGHFZF R FR + "_" + dataLIF

"10.0.0.1", "2001: 1234 :
abcd . . 1 fefe]™”

H SVM k&%, BRIESHEA

false

["0.0.000", "I : /0T

WMEREBSVM. MRk4E
managementLIF BI&E

"trident — < f5i% UUID >"
Trident

Y (BOAER T AR L)

Y (BOAER AR L)
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o Description Default

=

debugTraceFlags HIEHRN EFERNIAR NS, = T
5l {"api": false, "method" :
true }

nfsMountOptions NFS EHEIMIE S D FRYIE !

gqtreesPerFlexvol 1 FlexVol IR K qtree £k, 71 200
f£50 , 300 EEMAN

useREST FAF{£F ONTAP REST API B9#5/R false
£#, MetroCluster AZ1F R AT

A %
o, o
<code>useREST</code>F = EIN

* useREST {EA— M RATGhRIEM. BINAF LR, MAREFLIERE, RE KN
true. Astra Tridenti{EFIONTAP REST API5Gimi# Ti@{S. IINEEEEFEAONTAP 9.10
(D NESRA, 5. FERAONTAP ERABEBUINMENAIN ontap NAER. X—ar@Ed
FE X F#E vsadmin #l cluster-admin A,

* useREST MetroCluster A4,
E5 ONTAP £E8HE(S, ERIREEMINIESH, XUURELERNAR R / EB, HullRELEMIER,

MR EEAIER T NetApp ONTAP FiAIAmazon FSX. 1E/I#EE 1imitAggregateUsage &
@ ¥, o fsxadmin M vsadmin Amazon FSX for NetApp ONTAP 2t ABFRE SN ERS
RiERFH @I Astra TridentPRHIER & BB R EHARINR.

(D) R cebugTracerlags MAREEAEMTHIE M BRI B S,

(D i fEiRAY. 1BIC(E datalIF M storagePrefix SIEETLTEEN. EEMXLESH, BFEE
BIE— MRV e

A LAIEESTEREE B (FQDN) management LIF EHH AT LA EEFQDN datalIF &, EXMIER
T. FODNRFNFSEZIRIE, Xt¥, ERiAILICIEEIR DNS , MUBES MR LIF Z8 St ta & .

‘managementLIF" XFFErBoNTAP REhiZRr. WAILLKE H1Pveittit, HfRiGastra
Trident®EE| "--use-ipv6’ IrGo BDIVIVOENX “managementLIF FHIESHH
Ipveitiit,

EARIPVEIIALET, JEH{R managementLIF M dataLIF (IR EESERRENX P)EHIES W
(D) 7. I, [28e8: dofb: aB25: b7bf: 69a8: dO2f: 9e7b: 3555], Fff datallr MIFK
feft. MAstra Trident MSVMEEEXIPVEEIELIF,

3 autoExportPolicy M autoExportCIDRs &I, CSI Tridentn] A BHEhEESFHIKEK, FIE ontap-nas-
* IXhiZ P32 It T EE,

o ontap-nas-economy WEIFERF. limitVolumeSize IEIIEAEIRFHIT HatreeFILUNUU N EIEHENRAK
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K/ gt reesPerFlexvol AT BE X & FlexVol iz AKqtree#,

o nfsMountOptions S¥EIATIEEEHIADT, Kubernetes KA MBI ETIBBETEMEAEPIEE, B
REFMEEPRIEEEHED, N Astra Trident FEIR A EAFMHEEIRECE X HHisERERIAT, NREF
ERHECE X HPRIEEEHIED, N Astra Trident FEEXRBKAKA LS LI B EAIHEFHED,

Astra Trident=1EEAEIENFIEER"Comments" FEEHIR BEACEIRZ (ontap-nas M(ontap-
nas-flexgroup. RIBFMERABIRIFIZR. ERFEEEFlexVol L#I1TIZE (ontap-nas)

@ 8{FlexGroup (ontap-nas-flexgroup) o Astra Trident &7 & FE I EEMEH A
HEEHEZFES. FREERTUASMEENE XIRE, HUFHEHPIENFIEEHTT
4. X#E, EriA LURIBEIREE PRMUHN—AR BE XInERAEMX DE T,

AT EE &R E RN
TR LA EC B S ER 0 R E AR ERTRITFIRINEES N EN A . BXTA, BERUTEERSG,

S8 Description Default
spaceAllocation LUN BY=SE] 92 i true
spaceReserve TEFRBERN,; "X (KFEE) =" L

5" (B
snapshotPolicy E(F AR Snapshot FEEE 7o
gosPolicy FRHOIENEDEA QoS TREELH,

FEARENMEMEM / [Fi%HRY qosPolicy
g}, adaptiveQosPolicy Z—

adaptiveQosPolicy ERNCENEDEIEIEN QoS &K "
B&LH, EFRENMEMEM / FiRY
qosPolicy 3 adaptiveQosPolicy Z
—, A% ontap-nas-economy.

snapshotReserve NREBMBREF LR "0 %1% snapshotPolicy B"E" &
g

splitOnClone SRR, MERXLRIFSZ7kE false

encryption T#hE L EFENetAppEIMNZH(NVE) false

; BRIAA falseo, EfERILLEIN,
WATESERE FIR1E NVE BN H B
A NVE ., MNREEwZBATNAE.
M 7EAstra Trident? Bt & FIE R &R
BEENAE, BXEFMAER. 1B5S
I: "Astra Tridentfl{Al 5NVE
FMNAEBESERE"S

securityStyle HENTLEDR "unix"

tieringPolicy fER " T " M ERE iEFF ONTAP 9.5 SVM-DR ZFiHY
FCERY " (VIRER "

unixPermissions HMEED 777.

snapshotDir EHIBRI WM . snapshot BR false

SRR BEANS HRE default
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https://docs.netapp.com/zh-cn/trident-2207/trident-reco/security-reco.html
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=8 Description Default
securityStyle MENLZLER "unix"

7£ Astra Trident & QoS REZLHAFEE ONTAP 9.8 IRE A, EINFEAIFEE QoS HERAE
O | SHRRIISENITATS A, H3F QoS ROSBIEXIFTA LIFRANE S0 RESS b
R,

THEHEEXTFRIAMERRE:

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "customBackendName",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"labels": {"k8scluster": "devl", "backend": "devl-nasbackend"},
"svm": "trident svm",
"username": "cluster-admin",
"password": "password",
"limitAggregateUsage": "80%",
"limitVolumeSize": "50Gi",
"nfsMountOptions": "nfsvers=4",
"debugTraceFlags": {"api":false, "method":true},
"defaults": {
"spaceReserve": "volume",
"gosPolicy": "premium",
"exportPolicy": "myk8scluster",
"snapshotPolicy": "default",
"snapshotReserve": "10"

iEFTF ontap-nas #l ontap-nas-flexgroups M. Astra TridentRERAMBITEGEFRSR
RFlexvol BIK/NSsnapshotReserveBA b PvcHEE, HAFIEX pvc BY, Astra Trident &=fE
BfmtReEAEEELZTENEREI Flexvol . IIHERHWERAFLE pvc FREIFMERNEIEZTE, MAE
INFERIERISIE, £ v21.07 Z#i, WRAFIEKR pve (BlE0, 5GiB ) , B snapshotReserve
7 50% , MRE3KE 2.5 ciB WAIETE, XeRNERPIBERNEENEMN snapshotReserve mHEH
H—PMEDtE. 7ETrident 21.07%. AFIERIEAIETIE. Astra TridentEX T snapshotReserve #FRMR
BINENADL. XFIEBRT ontap-nas-economyo S IATRAILLT BETERIE:

HERZENT:
Total volume size = (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)
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3F snapshotReserve = 50% , PVC &K =5GiB , 2K/ 2/.5=10GiB, AJEKX/A 5GB , X<EH
F7E PVC i RAHIEKRAIA/N o volume show BN ERESLATREGIZEIARLE

Vserver Volume tat Size Available Used%

online RwW 18GB
_pvc_eB372153_9ad9_474a_951a_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

TEFHR Astra Trident BY, FoaiLENINE EiRERE LR RBARES, M FEARZAICRENE, BNAZEH
SR, DUEMREIFAMAIENR. H190. BEFEH2 GiB PVC snapshotReserve=50 ZRIHNERE. &0z
1 GIBEYRIE=ial, g0, FEXR/INAEN 3GB A ANBREFE— 6 GiB £ L1zt 3GiB I 5 =8,

RIRECE T
UTRBERTRBAZSHSHRRBNMAENESELE, XBEXEHNRE R E.

@ YR 7EXK A Trident B9 NetApp ONTAP _EfEF Amazon FSx , #EiX 9 LIF 8% DNS &R, mAF
2 IP Hhit,

ontap-nas EEETFIEBNSHBIEIENIRNIZERF

X1 REEHREERAl, clientCertificate, clientPrivateKey, # trustedCACertificate
(ANREATECA. WENE)FHET backend. json MAFIRMBEFIIER. & AEHNAECAIEHMbases4
‘miB{E.

"version": 1,

"backendName": "DefaultNASBackend",
"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.15",

"svm": "nfs svm",

"clientCertificate": "ZXROZXJIwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3dulIGNsYXNz",
"storagePrefix": "myPrefix "

ontap-nas 88 BrFHREIREIIERF
HERGIER T S0fEIHER Astra Trident EAEISSHRBEMEIBMNERES LR, HRENTHEIMIt

ontap—-nas—-economy 0 ontap—-nas-flexgroup IXohtERFo
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"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"labels": {"k8scluster": "test-cluster-east-1la",
nasbackend"},

"autoExportPolicy": true,

"autoExportCIDRs": ["10.0.0.0/24"],

"username": "admin",

"password": "secret",

"nfsMountOptions": "nfsvers=4",

ontap-nas-flexgroup JKLIFEFE

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"labels": {"k8scluster":
ontap-cluster"},

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

ontap-nas X¥#FIPv6RIIRGHIZF

{
"version": 1,

"storageDriverName": "ontap-nas",

"test-cluster-east-1b",

"backend": "testl-

"backend": "testl-

"testl-ontap-

"backendName": "nas ipv6 backend",

"managementLIF": " [5c5d:5edf:8f:7657:bef8:109b:1b41:d491]",

"labels": {"k8scluster": "test-cluster-east-1la", "backend":
ipve"},

"svm": "nas ipv6 svm",

"username": "vsadmin",

"password": "netappl23"

}
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ontap-nas-economy JXEHFEF

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret"

REPAFE R IR

ZETEPATHRFIEHREXXHH. SNMEFFEMSERENRIAME. 5190 spacerReserve .
spaceAllocation Hfalse. # encryption Hfalse, REINTEMEMEFMEIFDHHITE X

ELRfIh, REEFENRIGE B SHFEMED spaceReserve, spaceAllocation, gl encryption B.
MELMSBE ERISERRIAE,

ontap-nas IXENFIEF

{

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret",

"nfsMountOptions": "nfsvers=4",

"defaults": {

"spaceReserve": "none",
"encryption": "false",
"gosPolicy": "standard"
by
"labels":{"store":"nas store", "k8scluster": "prod-cluster-1"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
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"encryption": "true",
"unixPermissions": "0755",

"adaptiveQosPolicy": "adaptive-premium

"labels":{"app":"slack", "cost":"75"},
"zone":"us east 1b",
"defaults": {
"spaceReserve": "none",
"encryption": "true",

"unixPermissions": "0755"

"labels": {"app":"wordpress", "cost":"50"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0775"

"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

ontap-nas-flexgroup WENTEF

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",
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"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"flexgroup store",
"region": "us east 1",
"storage": [
{
"labels":{"protection":"gold",
"zone":"us east la",

"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"labels": {"protection":"gold",
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"
}
by
{
"labels":{"protection":"silver", "creditpoints":"20000"},
"zone":"us east 1c",
"defaults": {
"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0775"

"labels":{"protection":"bronze",

"zone":"us east 14",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

"k8scluster":

"creditpoints":"50000"},

"creditpoints":"30000"},

"prod-cluster-1"},

"creditpoints":"10000"},



ontap-nas-economy JXEHFERF

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas economy store"},
"region": "us east 1",
"storage": [
{
"labels":{"department":"finance", "creditpoints":"6000"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"labels":{"department":"legal", "creditpoints":"5000"},
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0755"

"labels":{"department":"engineering", "creditpoints":"3000"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",

"encryption": "true",

"unixPermissions": "0775"



"labels":{"department":"humanresource",
"creditpoints":"2000"},

"zone":"us east 1d",

"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

iR RETE] StorageClasses

LU StorageClass X 5| 7T LIREEF#EM, B parameters.selector FEH. B StorageClass#f
STERATATRESHNENY,. SRERAERMHAENXENAHE.

* Z5—StorageClass (protection-gol dFRETEIFRIE—. BZNEIUEMEM ontap-nas-
flexgroup PHIGEHME—NEIAFEMEM ontap-san [Fif. XEME——MERHBESREIFHI,

* B8 ” StorageClass (protection-not-gold)FMEEIFHE =, BEPMEIUEMEM ontap-nas-
flexgroup FHEHRME . B=NEMEFEMEM ontap-san Fif. XLEitEE—IREREERUIMRR
58I,

* B8=“StorageClass (app-mysqldb )Rt PR E O PN EINERE M ontap-nas PRIGIHME =P EIN
Ff#EM ontap-san-economy [Glf. XLEMEBMH—I mysqldb FERHIN BIEFREFFENEERM,

* 2809 StorageClass (protection-silver-creditpoints-20k)¥GHRESEIHBYE =N EINTERE
ontap-nas-flexgroup FGIHME PN EIMEMEMN ontap-san [Gim. XLEMEMHE—LL 20000 MEH
RIBHETRRIPRIM,

* 88 StorageClass (creditpoints-5k)EFMETEIFHAIE — MNEIMTFEMEM ontap-nas—economy FHfG
A B = NEIAEMREM ontap-san [k, XEEZH——FEHR 5000 M5 H =AM~ .

Astra Trident FRTE LRI EPFMEM, HBRBEFHEEK,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

creditpoints=20000"
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3% Astra Trident 53&FF NetApp ONTAP Y Amazon FSX 45 &1

"IE&FTF NetApp ONTAP BY Amazon FSX"@—M2ZEM AWS RS, ZIFEFBoi#liETTH NetApp 89
ONTAP 7FEIRERSIRIHT HHX RS, Amazon FSX for NetApp ONTAP Z#H&EF) A IEZEM NetApp Ih
BB, MAEFEIETHAE, RRTFIATE AWS LEMEEUEREE Y, RIEM, T2MMEY B, FSX 2 F ONTAP
B2 X HERAIREFEIE AP 6

X FRSEZE Amazon FSX RNEBEHIR, LIMTREREER ONTAP &8, T8 SVM A, &R LIgIB— e
210 E, XEERRXHNXHRFEEX G RATHIESS. HBNEAT NetApp ONTAP B Amazon FSX
, Data ONTAP RfEAZHHREEXHRFR M, FPIXHRF LR * NetApp ONTAP *

Wi Astra Trident 5iEFF NetApp ONTAP B Amazon FSx & 1ERA, &8 LUH{R7E Amazon Elastic
Kubernetes Service (EKS) HinfTHY Kubernetes &£&# 7] LIECE I ONTAP F {2 RRA Xk A S,

Bl#2I1EFF ONTAP #Y Amazon FSX X4 &%
Trident T35 MIBRTER B T B5hE DB Amazon FSx XERZ LOIENSE. Efif: PVC , BEE
FrhffiER PV #0 ONTAP B9 FSX %,
Eh b tbn)EER , BERITUTRE:
* JBER " IR " KAIEIEATF ONTAP B FSX XHEERSE, RECIBRT{ERuEEE
&, BERRHIEFREED,

B T ATRONE " B, REEDEN. RAABHEHTUE Tident RIS, MERS
—5§EE7J:Fﬁo

v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
0 Disabled

T fi# Astra Trident
WNEREZ Astra Trident BIFTAF , 1BER TEIRHOFHEHITHE:

* "B IR SRR

* "{& 3 Astra Trident BYZE K"

* "EBZE Astra Trident"

* "EREE AT NetApp ONTAP BJ ONTAP , Cloud Volumes ONTAP #1 Amazon FSX BYE{E5LEk"
* "% Astra Trident"

* "ONTAP SAN [GifEi&"

* "ONTAP NAS [SixAcE"
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AT AR ENTZ R INRE "Ik

iEFATF NetApp ONTAP BJ Amazon FSX f£/8 "FabricPool" IBIBEFMHE., @I E, EraLiRIEHIEEST R EH
AR EIEEETER .

Astra TridentR/fEAIETT vsadmin SVMBRFR S AEHEEAEHNEMZTRIAR, iEATFNetApp ONTAP
MIAmazon FSXE A fsxadmin BIEEH#ONTAP I, admin £8P, FAEINFEA fsxadmin AP, fE
FBTrident. ¥EA vsadmin SVMAF R] LA IR 8E ZAstra TridentZhEE,

IRShiZER
fEAT LAE R L R IRBHAZ 38 Astra Trident 53&F3F NetApp ONTAP B Amazon FSx 5% :

* ontap-san. BEENEIPVEIEE B ZAAmazon FSX for NetApp ONTAP &HRY—LUN,

* ontap-san-economy: ECENEIMPVEE—1LUN. 3FFNetApp ONTAP %. &1~ Amazon FSXHILUN
HEZEAEEN,

* ontap-nas: BENESIPVEIR—MEATFNetApp ONTAP H5EEAmazon FSX%,

* ontap-nas-economy. HCEMEIPVEIZR—qtree. ¥ FNetApp ONTAP %&. & 1"Amazon FSXHqtree
HERAEN,

* ontap-nas-flexgroup: ECEHEIMPVERR—ER FNetApp ONTAP FlexGroup BY5EEAmazon FSX
o

B{HI0IE

Astra Trident It B9 I0IEET
* EFEH: Astra Trident 5 SVM EREMIIERS FSX XHF RS LR SVM #H1TE(E.
s EFEIE: EeIUEA fsxadmin XERAHAF vsadmin ASVMECERAF.

@ A 15RZIEEINER vsadmin AP, MAR fsxadmin ECEGiR. Astra Trident 3 {EALLA
FRMZBS FSX X RGHITIBES,

TR UEFRNA RlR. WEEETEENGEZNETEBNGEZEBE, BR. —RIZF—HIMIIES
Ho BYMEIEMB MG A. SN EHREETRRFRIRE 7575,

@ NREZ AR R TIRIER . WERIERRK. HER—FHER. BHEEXFPiREM
T EMBNIRIET .

BEBTRAEXSHIIINEMAEE, BRI TREE:
* "ONTAP NAS"
* "ONTAP SAN"
f£AIEATF NetApp ONTAP HJ Amazon FSX 7£ EKS ZBEFAIE Astra Trident

BEENHRA
* EEMIHBAmazon EKSEEFE B &1EKubernetes&EEF kubect1l BRI,
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https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-mgng-stor-tier-fp/GUID-5A78F93F-7539-4840-AB0B-4A6E3252CF84.html

s AIMEEMN TET 2iAaaERT NetApp ONTAP X R 4:H] Storage Virtual Machine (SVM ) HYIHE
Amazon FSX .

* WAEBILERNIET R "NFS #1/ 2 iSCSI"

@ Ha{#R3ZEE Amazon Linux #1 Ubuntu FrEEBY T s ER P B#HITIRIE "Amazon Machine BR{&"
(AMIS ) , BABURATFERI EKS AMI 38,

BXHfth Astra Trident 3K, EE0 "Lth4k",
HIE
1. FREFP—FhEFZ Astra Trident "SFZE 751"
2. BB TS BEE Astra Trident :

a. & SVM FEIE LIF DNS &#R, flal. EBAWSH<ITREE DNSName FHY% B Endpoints —
Management BT TFGL/G:

aws fsx describe-storage-virtual-machines --region <file system

region>

3. ﬁuL#i%Fﬁ?%fﬁqlﬁEEﬁﬁE:ﬁo yu%luA%%E,JIE ontap san }:J-ffl-]\ % "ﬂ:t&" yﬂ%n’.’kﬁﬁﬁﬂ’g%
ontap-nas [aifk. BEEN "L,

R UM AT LA R X R AT R EFER SSH BREINXHERS (Hla0, ZEIEBH) . FH
@ fsxadmin AP, QIEXEHRSGNEEENZEUNMTHNEIEDNSEZFR aws fsx describe-

file-systemso

4. EREIEBMEIE LIF B9 DNS I FmXHE, AT REIFIR:

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "customBackendName",

"managementLIF": "svm-XXXXXXXXXXXXXXXXX.Ls-XXXXXXXXXXXXXXKXXX.fsx.us—
east-2.aws.internal",

"svm": "svmO1l",

"clientCertificate": "ZXROZXJIJwWYXB...ICMgJ3BhcGVyc2",

"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRlc2NyaX",

"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz",

BXUERRNER, FEUUTHHE:

* "{EF ONTAP NAS IREhiEFE & GiR"
* "5 ONTAP SAN IREhiEFE & R im"
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@ 157067 datalIF o ontap-san # ontap-san-economy X #FAstra TridentfEFE % E1ZAYIK
iz

@ o limitAggregateUsage ¥ ARIERTF vsadmin M fsxadmin AP, MNRIETEILSE
, BRERIEEERK,

HWETAGE, BITUTTRUGNE "FhiEE, RRESULREEERE Pod H'

THREZER

* "Amazon FSX for NetApp ONTAP 244"
* "BXiEATF NetApp ONTAP #J Amazon FSX HIfEE X ="

{58 kubectl SR
BIRENX T Astra Trident SFERFAZEIX R, ©E5IF Astra Trident IR S5ZFERFAHITES, LUK Astra
Trident MR IZTZERRAICES. K3 Astra Trident 5, FT—F EEI#/SiH. o« TridentBackendConfig

il B EXEIRENX(CRD). EA U EE & IKubernetes REI IR EE Trident/Gif. &SR LUERMITILIRME
kubectl 8{5Kubernetesy & hREHICLIT &,

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfig)@— MR ATNEMFIHCRD. AIBFE
12 Astra Trident/gif kubectlo, IITE. KubernetesfIiEEEIE A A LI EIZBIIKubernetesin £ 1T REEIEME
BEi. MERETABITERARER (tridentetl) o

Bll##8Y TridentBackendConfig WM&, FRELUTIER:

* Astra Trident ZIRIBEIREECE BohtI G, EEREPRSTA TridentBackend (tbe,
tridentbackend) CRo

* o TridentBackendConfig Mi—4#fE %] TridentBackend X&HAstra TridentBliZE,

B TridentBackendConfig A% —IT—MEt TridentBackendo BiI& & NEFIRENATIIHAE
EGmmiEL; FER Trident RREFEHETRIA .

@ TridentBackend CRSHAstra TridentBzitliE, & * R * BREl]. MREEHMEIK. 58
HEBRAITILIRME TridentBackendConfig MK,

BXEIL. BB TRAI TridentBackendConfig CR:
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

EERILUEBFRIRA "Trident ZE2F" FRREHET S / IRSHRFIEEE R,

o spec RANVGEIHIHENEESH, FUROIP. FiRfER ontap-san FHEREIER. HERILAPIRHNEE
2. BXRAFEMEENIZEFNEEETTIR, HEN "FHEREFNEREEREFEE"

o spec BTILEE credentials Ml deletionPolicy FE&. XEFEEERFILA
TridentBackendConfig CR:

* credentials: WBRENEFE. G8ATHEEFEEAS/RSHITEHDEIINETIE, HZEIEENAF
#28 Kubernetes Secret o ERERGEUANAF N EE, ASSHIEIR.

* deletionPolicy: ItFERENXTEERBINAITIIRIE TridentBackendConfig EMIBR. E©RILIEA
UTRMageEZ—!

° delete: X¥EMIBFRXME TridentBackendConfig CRIUNKEEMNGIRK, XEMIAME.

° retain: HHIBY TridentBackendConfig CREMIFR. FIREXNIEE. AIERAIITER
tridentctlo REMBRIREZIGE N retain AFHAFBRAEIFEAIRZA(21.04 2 BIRIhRZS ) H RGBS
U, WWFEMERIMUEZIGEH TridentBackendConfig BEAliE,

EiRNBZIRMERRITIZE spec.backendNameo MEXRIEE. NEHENZFEEE RNZTR
(D TridentBackendConfig &R (metadata.name), ZINFEREXIZEGIHAN

spec.backendNameo

ERRIZEMEIR tridentetl ZHXBER TridentBackendConfig WK, ERILUERERE
ISR kubectl BT EIE TridentBackendConfig CR.ATUNMEEMEERIELE S E (!

i spec.backendName, spec.storagePrefix, spec.storageDriverName' %)

o Astra Trident¥BISPEMEIEN " TridentBackendConfig ERTNLEERN G,

i LA
BUEFA VRS kubectl. EREITLLTHRIE:

1. B "Kubernetes #172", IthZZEAEIE Astra Trident STEEEEE / RS BEFIENER,
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2. I TridentBackendConfig MR, HPBEFXFMHER / RSMFMAER, H3IHT L—FPelE

HYE Ao

tiERIRE. BRI LUERAMEREIRES kubect]l get tbc <tbc-name> -n <trident-namespace> FHUEE

HWFAER.

%1% i Kubernetes 173
tiE—IE, EFESEHRNIARER. XEENFERS /I FEFEEN. UTE2—1nR5):

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: backend-tbc-ontap-san-secret

type: Opaque
stringData:

username: cluster-admin

password: t@AxQ7qg (>

TRLETEMEFHTENNERLMESHNFER:

FETaBFRip SR
Azure NetApp Files

&AT GCP 19 Cloud Volumes
Service

&ATF GCP 89 Cloud Volumes
Service

Element ( NetApp HCI/SolidFire
)

ONTAP

ONTAP

ONTAP

M=
clientld

private_key _id

private_key

2
Ui =

username

password

& F IR PRE A

FERia) AR

N AR EMFRIZE AR D

THZHEMNID, EB CVS EEER
Al GCP RSP HY APl %A
B—=p45

LHARA. BE CVS BEERAEN
GCP RSB #9 APl ZZ$BRY—2B5

e, EHER SolidFire S2E#HY
MVIP

FRFEZEIEE /SVM AR &
BTFETRENSHREIE

EERIERE /ISYM RS, ATE
FREENSHIIE

EFin% AZAR Base64 R
B, ATETFIEPMNEHRHIE
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FETF e E F il M ¥ EgIn) i ik
ONTAP BFR#& NIEFRP &, W15 useCHAP=true

» MANE, EBTF ontap-san
# ontap-san-economy

ONTAP chaplnitiatorSecret CHAP BoiiEF%H, R
useCHAP=true , NMIAANED, &
FF ontap-san # ontap-san-
economy

ONTAP chapTargetUsername B4RAIF %, W18 useCHAP=true
, MAMEmR, EAF ontap-san
# ontap-san-economy

ONTAP chapTargetlnitiatorSecret CHAP BirBoiiZE 25, R
useCHAP=true , AN FEDL, i&
BT ontap-san # ontap-san-
economy

BEFS | BILPBHEIEMNE spec.credentials FE TridentBackendConfig £ F—F HEIENIT

o

%24 . 8 TridentBackendConfig CR

WME. EAILEIET TridentBackendConfig CRIEMRGIP. BEMAMGI ontap-san KehiEFEER
BI#H TridentBackendConfig MR TFFAR:

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret
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F£34 . WAV TridentBackendConfig CR

WE. &R T TridentBackendConfig cr. EEILUIIEPIRTS. 1BEEWLLTRA:

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BRI ERHABESEER TridentBackendConfig CR.

MERT LR U T EZ—:

kY

* Bound: TridentBackendConfig CR5GIHXEL. GIREE configRef IREAN
TridentBackendConfig CRAJUID,

* Unbound: FAER ""s o TridentBackendConfig HWERKRPERGiH. FREFEIEN
TridentBackendConfig FIAE . CRST LK. LMEBELAEENGE, EELEBRERN
"Unbound (BBUE4E) ",

* Deleting. TridentBackendConfig CR deletionPolicy BI&&E Ndelete, X
TridentBackendConfig CREF#EMIBR. ©IGLIEE|Deletingth o

° NRFHAFEEXRAEEIFK(PVC). 1BEMIFR TridentBackendConfig T Astra TridentflbR/5 1%
WM TridentBackendConfig CR.

c MNRFHEFEE—ITHEZD PVC , MEHABBFRIRE. o TridentBackendConfig CREEGHH NMIER
FMER. [EimAN TridentBackendConfig REEMIBRFIEPVCEA MR,

* Lost: 5XBXHU/GI% TridentBackendConfig BN EMPET CRF TridentBackendConfig CR

e FHERIFREEIH. o TridentBackendConfig LIFEAM4A. HAIMBRCR deletionPolicy it
B

* Unknown: Astra TridentZT/AHE S KB EIRIVIRSHEEFEE TridentBackendConfig CR.GIU0. 40
BEAPIARSS28RMINEY tridentbackends. trident .netapp.io H/VCRD, XAJREEEHF T,

EULRER, BATheIRER! thoh, TSRS MEME, FIa0 "EinE Al EimmEE"

(AIE) % 4 % FREZFAER
ERILIESTI T i< SRIREVE X B IIFAES

kubectl -n trident get tbc backend-tbc-ontap-san -o wide
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NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8efb6-
bab2699%e6ab8 Bound Success ontap-san delete

IEh. &R BT BISREXEY YAML/JSON%%f# TridentBackendConfigo

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09%c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6£f60-4d4a-8ef6-bab2699%e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo B & backendName # backendvulD AN BIZERSIKEY TridentBackendConfig CR.o
lastOperationStatus FEEFRRLEMIEIERVIRE TridentBackendConfig cr. AJLL AP LA (0. A
PERERTELEAR spec)dHAstra Tridentfifi & (F140. 1EAstra TridentE#/BahEAIE]). B LARATN, tEILL
BEM, phase RRZIBEJXFRBVIRZES TridentBackendConfig CRMGiR. E LEEARAIF. phase E4F
EfE. XEIKE TridentBackendConfig CREGimKEL,
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BRI LIBTT kubectl -n trident describe tbc <tbc-cr-name> 8p% LIFRENEHBHENIFAEE,

@ EREEEF TN E S KBRIEUR TridentBackendConfig WRFEMA tridentctl, TR
?ﬁﬁﬁﬁ&ﬁ’]ﬁgx tridentctl ] TridentBackendConfig, "iBZILIEAL",

£/ kubectl HITRIREIE

T BN ERRITIRIREIEIRIF kubect 1o

il

i TridentBackendConfig. &AL RAstra Tridentflff/{REEIR(ETF deletionPolicy) o EfflfF
[Eif. 1EMTR deletionPolicy K E Ndelete, {XMIFf TridentBackendConfig. BHAR
deletionPolicy REBNRE. XEFEAIUBKRERINATEE. HolEBEHITEIE tridentctlo

BITUATmS:
kubectl delete tbc <tbc—-name> -n trident

Astra Trident A= MIBR EEE AR Kubernetes#l® TridentBackendConfig. Kubernetes FAF f13Ri5IE%
Ao MIBRANZERIAIIND. REERHAFERVER, 7RIS EMR R,

EENERIR
BITU TSRS

kubectl get tbc -n trident

eI BIiETT tridentctl get backend -n trident 8¢ tridentctl get backend -o yaml -n
trident SREVFIE RRAITIR. tTIRIEGEIEEALIZEN/EY tridentctlo

Eiain
BRI R SHER:

 ERERANEIREEEN. EENEE. 5EAPFERAKubernetes Secret TridentBackendConfig #40
B R, Astra Trident B ERIRENRMERENEFNER. BT TS LIEHR Kubernetes Secret :

kubectl apply -f <updated-secret-file.yaml> -n trident

* FEFMSE (BINPRERR ONTAP SVM BIER) o EXMIER . TridentBackendConfig AJLAE
Zi@idKubernetes BEH A Ko
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kubectl apply -f <updated-backend-file.yaml>

&, Wl IMEHITE TridentBackendConfig crizfTLAFap<:

kubectl edit tbc <tbc-name> -n trident

NREHEHMKRY, NEkhERFEE LDREMEER. EEIIETREERTUBELERR
kubectl get tbc <tbc-name> -o yaml -n trident 3{ kubectl describe tbc <tbc-name> -n
tridento

WBEHEEEEXHFNREGE, ErRIUENETT update 8%,

5 tridentctl TSR EIE

THRRUNEERRITEIREIER!E tridentctl,

elf=I=rs
BIRE EIREE T, BITUTHS

tridentctl create backend -f <backend-file> -n trident
MREHEIEEY, NEREEEHINAE, EAILUETU TaSREERAEUBRELAERRA:
tridentctl logs -n trident

MEHEBEREXHRNREE. BRFISITENE create %

il B f= i
E M Astra Trident FHIBRSIR, EHRITLLTIRE:
1. KERHRZFR:

tridentctl get backend -n trident

2. MIERE

tridentctl delete backend <backend-name> -n trident
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(D 9N2R Astra Trident MIL/RIRECE T HEFERISHIRER, NRFREHEELEHEERES, BG4
S50F " RF "OIRES, T Trident AL EEXLEEMIRIE, HEREMBRLL,

EEIEER
BEE Trident 7TEEMEIR, BERITUTIRE:

* BIRBUEE, BETUTHS:
tridentctl get backend -n trident
s BRENVFABEIEAEE, BETUTHS:

tridentctl get backend -o json -n trident

Eiiain
BIRMNEREENHE, BTN THe:

tridentctl update backend <backend-name> -f <backend-file> -n trident

NREHREMRRY, NEHEEDRDTRESHOERTR. EAUNETUTHSREERSUAEAEREA

tridentctl logs -n trident

WEHEERBEXHRNRBE. ERBEITAE update B
HE R ERIITFHESR

XE— R WK LIBTRE#E 5ISON—ICIR AR tridentetl ERMN RV L, IIRIERFAE
R jq SRRAER. EFEREZLARER.

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

XMERTFEACNENGIR TridentBackendConfigoe

ElRmE R RN Z [B)f5 5]

T #RNAITE Astra Trident PEIE[Si%, M TridentBackendConfig' I7E. EIE G 7] LUBE MAMHSH A XN EIE
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[GiR. XEIEH A TIRE:
* AJLAFERLIZEI tridentctl BEHITEIE TridentBackendConfig?

* AILUERRIERIR TridentBackendConfig FIEAH#ITEIE tridentctl?

EI2 tridentctl FIR{FEA TridentBackendConfig

AUNBERERLENEIRIENS R tridentetl B SIEE @I Kubernetes R H
TridentBackendConfig MR,

XIERATFLUTIEHR
* TS FENGIR. %A TridentBackendConfig RAENIZEALERN tridentetlo
* FARRENHG tridentctl MEM " TridentBackendConfig W RIFE,

EXHEMHERT, BRINEEE, HA Astra Trident 2T RIEH T EH#HTIRE, BEAALUERU TGN
Zz—:
* YREEEA tridentctl UBIBERT AENEIR.

* FERIENHERIR tridentctl FIFTEY TridentBackendConfig MR, XIFEMEKRE GG ERHTT
EIE kubectl MARE tridentctlo

FHREEEER kubectl. EEEQIE TridentBackendConfig HBEFME K. FTEHEENETEMNT
{EIRIE:

1. 872 Kubernetes ¥12%, ILZREAEIE Astra Trident STEMEERE | IRZBEFENEIRE,

2. 8 TridentBackendConfig W R, HABEEXFMHESR / RSIFAEE, H5IBT L—FHeliE
HEEH, HIVNCIEEHERIMEES (9] spec.backendName, spec.storagePrefix,
spec.storageDriverName F), spec.backendName AIKE NIMERIHHIEFR,

F 04 HERH

LEIiE TridentBackendConfig MRBEDIMEER. WEERNEIENEE, FHRfd, RIKEFEAL
T JSON EXEIE T f5iH:

tridentctl get backend ontap-nas-backend -n trident

frecsmssmemeso oo ==== frosssssassmssme=s
fem========ssscsessssossssssss==ss=sa== fr==m====== fom======= ¥

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e foss=============

e fomm - fomm - +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3be5ab5d7 | online | 25 |

fmm fmm e

fressmsseee e e m s m e s e s e e pemmm=m== i I
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cat ontap-nas-backend. json

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels": {"app":"msoffice",
"zone":"us east la",
"defaults": {

"cost":"100"},

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"labels": {"app":"mysgldb",
"zone":"us east 14",
"defaults": {

"COSt" . "25"},

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

%1% 62 Kubernetes #1%

IE— N EESRREEONE, MUTRAFR:
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cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

passWord: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

%2 . G TridentBackendConfig CR

T—%E6I2 TridentBackendConfig ¥ B4 EEIEBHIAICR ontap-nas-backend (JAZASRFIFTR).
MEAEUTEXK:

* RENX T HBEMNGEIHREFR spec.backendNameo

* EBESHMSRBEIRER.

* EEMEL (RER) S5 RIGEREREFERINE.

* ZIEET Kubernetes Secret &, MARUAX AR RH,

EXMBER T BE/R TridentBackendConfig U0 FFAR:
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

B3P WIEAPIKES TridentBackendConfig CR

25 TridentBackendConfig BEIE. EMEMINA Bounde B©IRNRMSINE GimtER Y Ei%3 TR
UuID .
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kubectl -n trident get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

WE. EmRBERAHITTEELEIE tbc-ontap-nas-backend TridentBackendConfig XK,

EIE TridentBackendConfig [Gimf#H tridentctl

‘tridentctl® AAFYIHERLIENGIR
‘TridentBackendConfig o It4h. BIERFLUEFBEERLEEIEFIR tridentctl®
B “TridentBackendConfig® HMfR 'spec.deletionPolicy’ IKBEN “retain’o

F 0L HERH

man. R TERESEREIEN TridentBackendConfig:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

MEHP A LB X —& TridentBackendConfig ERINEIEHLE R iR EimEIUUUUID],

%15 . A deletionPolicy IRE M retain

TR T HE—THNE deletionPolicyo HWEEBIZGEN retain. XHEA] LAMBREH AT
TridentBackendConfig CREMIER. BHEXNEE. AIEAFHITEE tridentctls

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

()  W2#AITT—%. B3E deletionpolicy BEX retain,



%25 . MIF& TridentBackendConfig CR

=g— @MPBR TridentBackendConfig CRIAIAIG deletionPolicy IREM retain. EOJLIAREMIT
BRI -

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

fosessssssssssas==== R e
e e et fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fom fom e
R R fomsmm==== +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

fosesssssssasmas==== fosssssmss==sms=a
fessssssssssssesessosssssasssssssasaaaa femmmm=== fommmmm=a= 4

IFREY TridentBackendConfig MR, Astra TridentI =G EHMIBR. AL EIRA S
Vax A z

(SPEEAES

BB XCIEFESE, BrFEEULEENEFHEENER.

RIHEESR

BB A BXRTARFERURMNAEEXLEXNFRER, FEL.

BIEFES,
BUERFMEAIHE, BITUTHS:

kubectl create -f <storage-class-file>

<storage-class-file> WEAFMEEXHR.

illERER S

B Kubemetes FHIRS7ZHE, BETUTHS:

kubectl delete storageclass <storage-class>
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<storage-class> NERNENTFHESE,

BT F AR A RAMERRIFAZE, Astra Trident AL HHATERE,

Astra Tridents8&IEA=T fsType BIENS. WNFiSCSIEkH. EiN5RHILHE
(D parameters.fsType TEStorageClassH. &N MIFR{ER € RIStorageClassesHEHFHEIEEA]

parameters. fsType BiEE.

ERUBFME

* EBEFIWE Kubernetes FESE, BETUTaRL:

kubectl get storageclass

* BEFE Kubernetes FEEIFAER, BEBITUTHS:

kubectl get storageclass <storage-class> -o json

* EEF Astra Trident WEIFFMER, BESTUTHL:

tridentctl get storageclass

* EEF Astra Trident NEISFEEIFAER, BEITUTHL:
tridentctl get storageclass <storage-class> -0 json

RBERNIAFESE

Kubernetes 1.6 1811 7 IRERIATFMEEBITHEE, WMRAFREXALERR (PVC) HIEEXAMNE, MItEF
A TEE XA LS.

* BT BEIERTE X RINTFES storageclass. kubernetes.io/is-default-class EFEIRENXH
Atrue, RIFME, ERIEMETATERFEIINA false o
* BRI LUER U TS RINBEMELE HEIAFIEE:

kubectl patch storageclass <storage-class-name> -p '{'"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* @, EHAILER T o LRIBREVAFRERITE:
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kubectl patch storageclass <storage-class—-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

Trident REIZFEHREE RS HATERRA,

@ T‘ et ERTE], SEEPREE—MRINEMHEZL, Kubernetes TERAR EARAEILIEIE 21704
, [BETARMGIRAIZERIAFHELE—1F.

MEFEENEIR
XE— A HEBBER LUEE @RS 5JSON—IEe YA tridentctl Astra TridentfSim3d &R 894
Ho Jtt?s&f’ﬁ’l—:ﬁﬂ% jq KRER. ErgeRELRENTBRER,

tridentctl get storageclass -o json | jgq '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’

WITEIRE
T fi# Astra Trident A EIEEIZHAITHEE,

* "EF CSI #hFh
* "EARER"

{53 cSl #R#p

Astra Trident B] LUB S B EFMEIZEEFH B EMINNEI Kubernetes S8BT = "CSI #R¥MHEE"s {FH CSI
¥ IhaEE, B LUARIERXISAN o] B4 ISR 3 B8R RRHI A — NPT = 1%, BBI=IRERE, Kubernetes
BEATUERETOIXNTR. TRAUIF—IMXIEANARETBEXEF, el FARKEZE, 5~
TEFEZXIFEMF AT ENEHECES, Astra Trident T CSI Rk,

THRE CSI RHINNREMESER "It

Kubernetes 1t 7 Mt —RIEH TR

* M volumeBindingMode & B Immediate. Astra Tridenti§8lEE. MASRIEMIAIN BIE
PVC RIS AMEEHENDESIEE, XEHIAME VolumeBindingMode MG FAR&FIIHEIRHMNREHIFE
B, BIEAAMSBE, FREHMTIEKE Pod BUITRIER,

* M volumeBindingMode IR &M WaitForFirstConsumer. {EITXIFEIEERAPVCEIPodZ . ik
IRAPVCRIZMBE KA MS., XiF, EUSBIEHINERKESBISLHERYITRIPREHIR A,

() - waitForrirstConsuner SEMAFRBIEIMFE, WIMEANRITF CSI HEHINEEREF.
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BEENAS
B(EM CSI b, BFEBRUTHM:

* i&171.19 -1.24H9Kubernetes &%,

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amdoc4"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el11e4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

s EEPT AN EB R 5| NIRINERFNBHRE (topology. kubernetes.io/region
topology.kubernetes.io/zone) o {E&ZE Astra Trident Z 8, EEFHT R ENEFEEXLERE *, )L
f§ Astra Trident BEBZIRBIURFN,

kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"linux", "kube

rnetes.io/arch":"amdo64", "kubernetes.io/hostname" :"nodel", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/master":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone":"us-eastl-a"}]

[node2,

{"beta.kubernetes.io/arch":"amde64", "beta.kubernetes.io/0s":"linux", "kube
rnetes.io/arch":"amdo64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/0s":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"node3", "kubernetes.io/

os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone":"us-eastl-c"}]
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$15: RTBAEINIEE

BILAIZIT Astra Trident Z G, MUERETAUXEEEFMIEES. S EHEBTUAEE— LN
supportedTopologies RN EZIFN D XFMXIFEFIRAIIR, M FEAILLGFIHAY StorageClasses , RETE
RRFXE / KIFHP RN BREFIEKRE, A261iEE,

THRZERE R

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",

"svm": "iscsi svm",

"username": "admin",

"password": "xxXXxXXXxXXXxXXX",
"supportedTopologies": [
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"},
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-b"}
]

}

supportedTopologies FAFREESNGEIHMXKIFMHOXTIR, XEXIFHMDXKREE
StorageClass iR R IFETIR. W T EEEIHRMERIE 72 XI5 73 XM StorageClasses ,
Astra Trident B1EEIRAIES,

&R LIE X supportedTopologies WE B NMFHEMH—1 BESWUTRA:
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{"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "nas-backend-us-centrall",
"managementLIF": "172.16.238.5",

"svm": "nfs svm",

"username": "admin",

"password": "Netappl23",

"supportedTopologies": [
{"topology.kubernetes.io/region": "us-centrall",
"topology.kubernetes.io/zone": "us-centrall-a"},
{"topology.kubernetes.io/region": "us-centrall",
"topology.kubernetes.io/zone": "us-centrall-b"}
]
"storage": [
{
"labels": {"workload":"production"},
"region": "Iowa-DC",
"zone": "Iowa-DC-A",
"supportedTopologies": [
{"topology.kubernetes.io/region": "us-centrall",
"topology.kubernetes.io/zone": "us-centrall-a"}

]
by
{

"labels": {"workload":"dev"},

"region": "Iowa-DC",
"zone": "Iowa-DC-B",
"supportedTopologies": [
{"topology.kubernetes.io/region”: "us-centrall",
"topology.kubernetes.io/zone": "us-centrall-b"}

]

ELERFIP. FER region M zone IBERNFHEM(UE, topology.kubernetes.io/region

topology.kubernetes.io/zone FEEFEMNERUE.

% 24 EXARARFMY StorageClasses

RIENER R T AR MHBVRFMEZE, FILUS StorageClasses E X ABEHRIME

IERER RETFREM, LUIKRAIFER Trident EEEMERT R F&o

BELTRA:

Bo XRHERIE PVC 15K
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:

fsType: "ext4d"

7£ EiRStorageClassEXH. volumeBindingMode IXEH WaitForFirstConsumer, {ELLFFEIHIBERD
PVC 7 Pod 5| B ZHIASH1TIZ{E, f. allowedTopologies IRMEFEAMNDIXMXIFH, o netapp-
san-us-east1 StorageClassi1E L BI##PVC san-backend-us-eastl EIARTE X MGk,

%34 SIEMEER PVC
832 StorageClass FHIGHME IR, EMERLULIE PVC,

BEB RG] spec LT

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERLERBIE PVC SR TER:
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B{E Trident IR EHFHLE

kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

EI PVC , I57E Pod HfER PVC o BT RA:
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

ltpodSpeci&KubernetesTE AT 52 it ¥IPod us-east1 Xigd. G MFBIERT i

eastl-a B{ us-eastl-b PX,

BEEIU T

88
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

BHERIULEE supportedTopologies

AUEHBEE EmUAEIEYIR supportedTopologies ] tridentctl backend update. XAZEM
BEENE, #FENBATREEMPVC,

THREZER
* "EERBNER
RS P =bri s
* "SRERMEAD R KB
*IREMNAE"

fEFRIR

M Astra Trident B 20.01 kRFFE4, &BILLITE Kubernetes BRI PV [REB, &a] LUERXLEIREBLEIFE Astra
Trident BIEEREET B R EIA, FitRIeIEEME (FkE) . ZIFEMRE ontap-nas, ontap-san,

ontap-san-economy, solidfire-san, gcp-cvs, # azure-netapp-files RENFERF-

ItEIHEERT M Kubernetes 1.17 CWthR) 3R7S, M 1.20 FIRIEX L. ETHRMNILREZE
GAFS R, BEN "AHEE", BEEIFIGAv1 APIRAEHE. AIRERS
vlibetal RER,

:u\ﬁﬁgmp\]%

* BIEERIBREEQEIMEPIRERITHIZEM B E XA RE X (Custom Resource Definitions. CRD). XZPrfER
BIKubernetes i 2R HIZF (5180: Kubeadm. GKE. OpenShift)#y51E,

WNRIEFIKubernetes 3 AR A B & IRRITHIZZMCRD. M Al LUZRIN FRREHITEE,
1. BIEEMRIECRD,

FtFKubernetes 1.20 2 EShiids. 1EFEAVS.08E Shk4BISnapshotfAHEIv1 Snapshot CRD. %
FKubernetes 1.19. i&i§v1beta15v3.0.3 SnapshotBHLEEEER.
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5.0hRZE 14

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
5.0/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.
yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
5.0/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents
.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
5.0/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

v3.0.3481%

2. 1EFR
F

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-
snapshotter/v3.0.3/client/config/crd/snapshot.storage.k8s.io volumes
napshotclasses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-
snapshotter/v3.0.3/client/config/crd/snapshot.storage.k8s.io volumes
napshotcontents.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-
snapshotter/v3.0.3/client/config/crd/snapshot.storage.k8s.io volumes

napshots.yaml

TR TaPE)ESnapshotiz g, RIBLLT YAML BB LUMER R T8

Kubernetes 1.20 2 BEEhia. 1B5ER5.0EShkd, FFKubernetes 1.19kR. 1BEfERV3.0.3

@ NREGKE-HRRIRERFEIRE. 1B778IZRRIEHIZE. GKE- ERANE R IRIRITH!
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5.0hRiz 2R

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-5.0/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-5.0/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

v3.0.315 528

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/v3.0.3/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/v3.0.3/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

CSlI Snapshotter #eft T "IE7EL0IE webhook" Z3BIE P IQIEIE vibeal REBHIBIATIIRER

HHRBXR, [EEIIER webhook 2 BEIRICTMAVIRIEIT R, HILEERABLTH TR, KIE
webhook H Kubernetes JRiZRHHZEFZE. 15BN B XFahEPFEILIE webhook HYIEHE "Ith 4",
B TMIRBFERARG "I,

TEFHATABRAIRER T ERRRFIFRIME, FHiRPA T A CIEMERRE.

%1% . 188 VolumeSnapshotClass

TRIEERBZ A, HIRE—N5EE: /trident -referation/objects.html[VolumeSnapshotClass®s

cat snap-sc.yaml
#Use apiVersion vl for Kubernetes 1.20 and above. For Kubernetes 1.19, use
apiVersion vlbetal.
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

o driver g[EAstra TridentBYCSIIRENFERF, deletionPolicy FJLUE Delete B Retain, & &Y
Retain. FREEH LTHNEEYIERESAFRE. BIMEEFERRM RN volumeSnapshot X R EMIBR.
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%24 SIRIA PVC RIIRIR

cat snap.yaml
#Use apiVersion vl for Kubernetes 1.20 and above. For Kubernetes 1.19, use

apiVersion vlbetal.
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass

source:
persistentVolumeClaimName: pvcl

[ETEAZBANPVCRIRIRER pvcl. REBHNEFMLEN pvcl-snapo

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

XFEIET volumeSnapshot KR, VolumeSnapshotZ{IAFPVC. H5xXEX VvolumeSnapshotContent &
TEFRRBAIIT R

A LAFRIR VolumeSnapshotContent BIXR pvcl-snap VolumeSnapshotdyisiEH,
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kubectl describe volumesnapshots pvcl-snap

Name : pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap

Snapshot Content Name: snapcontent-e8d8alca-9826-11e9-9807-525400f3f660

Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl

Status:

Creation Time: 2019-06-26T15:27:297

Ready To Use: true

Restore Size: 3Gi

o Snapshot Content Name FRiR¥FEEILIRIREIVolumeSnapshotContenti %R, o Ready To Use BEFERR
BIf# F Snapshot | ZFBIPVC,

% 3 4. M VolumeSnapshots 8l PVC

BXERRECIE PVC R, ESIUTRA:

cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io
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dataSource ERIER R /IBIVolumeSnapshottEPVC pvcl-snap fEAEIER. LIRIEEIETR Astra
Trident MIREREIEE PVC . €I PVC &, RILUSEKIME Pod £, HEEREMREM PVC —HFER,

@ s BE XELIREBAIKA M ST, BN Trident BIEEIFH A " IEEMFR " KES. EMIFR Astra
Trident &, NHBRZEHIIRER,
THREZER

- BIRE
* 5% Jtrident&%E objects.html[VolumeSnapshotClass®?

BHE

i#3d Astra Trident , Kubernetes FEF B LATESIEE M EBITY B, THBE XY R iSCSI # NFS EFAERE
IS

BFF isCSl &

E&oILUEHE CSI BREfZFY B iSCSI kAME (PV) o

@ % #FSCSIEY B ontap-san, ontap-san-economy, solidfire-san RENIEFHH
EKubernetes 1.16 & E =k,
750
"B iSCSI PV B1E U TS &
* ¢miEStorageClassTENX LIIZE allowVolumeExpansion FERIEE N trueo

* YRIBEPVCE N HEH spec.resources.requests.storage URMEEENR/N, ZK/NARIKTFRIAG
Ko

* EFE PV K/, %0UE PV EEET| Pod ., 8% iSCSI PV AN, BFEMIER:
° YN8 PV &E$#EE Pod , NI Astra Trident ¥ BEEGIRNE, EFRRBISEHEEXXGRF KR

o 2R RIEE PV IK/NEY, Astra Trident ¥ BEERIRNE. & PVC 4%E 2| Pod [, Trident
SEFFRSEHARXHERA KR JAE, Kubernetes 27T BIRIERINRGEH PVC X/

UTRBIERTY R ISCSI PV W I{ERIE,

% 1% ECE StorageClass LU iFET R
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https://docs.netapp.com/zh-cn/trident-2207/trident-concepts/snapshots.html
https://docs.netapp.com/zh-cn/trident-2207/trident-concepts/snapshots.html
https://docs.netapp.com/zh-cn/trident-2207/trident-concepts/snapshots.html
https://docs.netapp.com/zh-cn/trident-2207/trident-concepts/snapshots.html
https://docs.netapp.com/zh-cn/trident-2207/trident-concepts/snapshots.html
https://docs.netapp.com/zh-cn/trident-2207/trident-concepts/snapshots.html
https://docs.netapp.com/zh-cn/trident-2207/trident-concepts/snapshots.html

cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True

3t F EFTERIStorageClass. B HEHHFITHRIBLUIERE allowvolumeExpansion %,

% 2. FRELIER StorageClass ¢l PVC

cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apivVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Astra Trident KEIE— N KAME (PV) #FRBESIKAMERE (PVC) XEBL

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s
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E 3. EXEE PVC B9 POD

FtRfFIR, eI T —1ERBIPOD san-pveo

kubectl get pod
NAME READY STATUS RESTARTS AGE
centos-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1G1i
Access Modes: RWO
VolumeMode: Filesystem
Mounted By: centos-pod
4w BFPV

ERECIENPVMIGITEEN2GI. 1BHREBPVCENXFHEH spec.resources.requests.storage £2Gio
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%\-

'fd X

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 2Gi

5% Wit &

S,

EaLL@ideE PVC , PV #l Astra Trident ERYA/NVRIGIHT BESIERIEIT:
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e
e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e
fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=
fem======== e Bt fmm====== fememe==== 4

BFF NFS &

Astra Tridentz#5Xf _EECERINFS PVi#1TEY B ontap-nas, ontap-nas-economy, ontap-nas-
flexgroup, gcp-cvs, # azure-netapp-files Gifo

% 1% BCE StorageClass LI &Y B

EAENFS PV K/, BIEAEAEERTIREXRMEFEIEUATFEY B allowvolumeExpansion FE&
WEN true:

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

MREEIEEBLLRMAEMEE. WREEARENEF#EEET kubect]l edit storageclass AR
EY R
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% 2 {EREEIEM StorageClass 8l PVC

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Astra Trident 2 A1tk PVC 83— 20 MiB NFS PV :

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE
pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO
Delete Bound default/ontapnas20mb ontapnas
2méd2s

E3%: BFPV

ERHEIER20MIB PVIAEA1GIB. 154IEPVCHIHITIZRE spec.resources.requests.storage |1
GB:



kubectl edit pvc ontapnas20mb

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 1Gi

Fa4¥: WV R

R L@ eE PVC , PV #l Astra Trident ERIAR/NVRIGIEEEA/NEEIER TIE:
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom—m————— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fomm—————— fom -
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
et ittt L fommm - fom e
fom - oo fom - e +

PN

o] UERRB I B F#EEEIKubernetes PVE A tridentctl importo

XFESANEKDIERF
TRNE T ZFSNENRENIEF RE T NRIRZS,

Kopize hR 7S
ontap-nas 19.04
ontap-nas-flexgroup 19.04
solidfire-san 19.04
azure-netapp-files 19.04

gcp-cvs 19.04
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KohizFr RS,
ontap-san 19.04

N ARFSNE?
R¥&SAE Trident BIERBRA S

* WNAREFHTASUHESEERANAHES
* NGB AEFEREEENTRE
* BEEAEMIEDN Kubernetes 8%
© TERMEIRE HRIET S N T2 EdE

SANITERERHA?

HESNIRFEAKAMERE (PVC) XHAIE PVC, PVC XN ZE/DEE name , namespace ,
accessModes # storageClassName FE&, LU T RGBT

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

o tridentctl BEFIRATSANMEBEFES. Trident BIREETEIEHECIZE PVC M PV REANE

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-file>

EEN\GFEE, BIEEEE8ZEM Astra Trident FIRAIZ MU A TFH—IRREFE LNERZFE (FI0:
ONTAP FlexVol , Element Volume , CVS &HRE) ., FHEELMAIFE/ Fibinl, HeHISER Astra
Trident fGimihiRle o -f FRIBSHAET. BHAFIEEYAMLIEJSON PVCX AR,

Y Astra Trident NRIS NEIBERES, RASTE PVC FREHIRENBEEKR . FHRERDEFENER, R5F
gl PV, HFAEBIE— Claims Ref , [BINRBERIIZE N retain EPVH, Kubernetes FIH4FE PVC #l
II;;V &, BEHEIWEREE LALREMERIEIWERES, FESEAIEINREE AR delete. MIBRPVEY. 1ZAEERHN

FHAENER --no-manage BH. TridentARSEXNRHE G BEARNPVCEPVRITEMREMIRIE,

A Trident=ZBEHIPVAIPVCEH --no-manage R, WEFPVEIA=RIREZEES. ERENERNAESEEHM
BRIEHEWZIR, NREWNAERUWITEREFER Kubernetes , {BZFEE7E Kubernetes M EIRZ SN A h/E
HA, MtiEmEEE R
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PVC M PV R AII—MRE, BRTFHETEESAUR PVC Ml PV EEEEE, FRAEASMIBRIAT .

Trident 19.07 M EShRAFIAME PV BUERE, HESANENEZHZE, W T ERREBIRZERN Astra Trident 3417

SN, BIRREPAIHITEMRE, SRANEFZRIEREIUEHE, MRESALEG

9. StorageClassAIEME). o] LUBTREPV LHIEIKREEEXARIME retain. MIFRPVCHIPV. ARE

idvolume importan <,

ontap-nas # ontap—-nas-flexgroup SA

FEREIENENE ontap-nas IREIFEFEONTAP &8 ERYFlexVol, S A\FlexVol ontap-nas JRoiERF
HT{ERIEAER., ONTAP &£ FE&FERFlexVol AIUEAS N ontap-nas PVC, [E##. FlexGroup volst? ]

PUIEASFN ontap-nas-flexgroup PVC,

@ EH Trident X\ ONTAP &, T8 rw 8, tNREMZEES DP, NJ SnapMirror BT

R FERERRGRR, ARBRESNE Trident 1,

@ o ontap-nas BEIiEFELESNMEEgtrees o ontap-nas # ontap-nas-flexgroup I

HEF AR ERAEENER M,

BIan. SARHAME nanaged_volume (U FHE NG ontap nas. HEAMUTHL:!

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

- o m b
fomm o fomm - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fom e
fomm o fomm e +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6a4-b052-423b-80d4-8fb491alda22 | online | true |

o fomm fom -
fomm et e fomm - fomm - +

SANEZHHIE unmanaged_volume (L ontap nas backend). MiTridentAf=EIRILI. BEAUTHS
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tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-file>
--no-manage

fos=ssss=s=ssscsessssssssosossssssss==ssa=s fmmmmeme=s fmmmmmmssssema==
e e e e e e e e e e fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e e e e e e e e ) fro— e s e
frems=m=m==s e ittt R remmmeme== +F
| pvc-df07d542-afbc-11e9-8d9£-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad4-b052-423b-80d4-8fb491ald4a22 | online | false |

fossssssssss s e se s s oses oo sssssss s s e fremmmmmeee e
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

fEMAIY --no-manage . TridentFEEHRBEXRIERTSEES. MRERFIER, WESNRER
eSS

@ SERITEEMFERBE X UnixPermissions S NEMNBIZEREEE, B LITE PVC E X /EiHAD
EH$ETE unixPermissions , 3157 Astra Trident HER S NE,

ontap-san SFA

Astra Trident X a] LIS NEEE D LUN BY ONTAP SAN FlexVol o X5—2 ontap-san WR&pigFE. BT
ZIFlexVol AEEPVCHILUNSEFlexVol, ERILUER tridentctl import S¥HIA RS HMIBE RIER:

* BIEMRFR ontap-san 5.

* RIUEZES D FlexVol BI&#R, 1FIEE, Lt FlexVol (XEE&—MAIFAB LUN 6

* RIEMANSESERANIPVCE XERE - £ thido

© AILLOEEX PVC #H1TEIR, WAILUEERAMEFHITER, BINERT, Trident FEIE PVC HEMmE Gin
B FlexVol #1 LUN . ZFAIFREEFAN. 5% E --no-manage 1o

SANIEZER ontap-san EFMLUN. ERH{RFlexVol FRILUNRE /I 1uno MRS A BT
Bnhi2FMigroup. Astra Trident 2 EEI NS E S NIRRT,

SRS, Astra Trident S A\ FlexVol HEHS PVC EXXEE, Astra TridentiZE=¥FlexVol EdFR A pve-
<uuid> ¥FlexVol FHAJLUNFE LT 1uno,

BNSNEEERE, NEBESA\SAERNS, BEEELS, AEBATIA,

Nl

2l

LIS\ ontap-san-managed E7F7ERIFlexVol ontap san default [Glfi. IBT tridentctl import #n
&
N
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tridentctl import volume ontapsan san default ontap-san-managed -f pvc-

basic-import.yaml -n trident -d

fos=ssss=s=ssscsessssssssosossssssss==ssa=s femem==== R e
e e e e e e e e e e fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I
| pvc-d6eedf54-4e40-4454-92£fd-d00£c228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5ced4ca’57 | online | true |
fossssssssss s e se s s oses oo sssssss s s e e e
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

@ ONTAP HRIZERLAAN RW , 7 BEE Astra Trident § N\ MIREMIZEE N DP, MK
SnapMirror Bi5#; 1E18&ES N\E Astra Trident 28, WHPMEERX R,

element A

&R LUER Trident 35 NetApp Element ZR{4+ /NetApp HCI £S5 A\ ZF| Kubernetes 5854, REER{HAstra

Trident/FIRAIR IR, URENSHBENPVCXXHFIIE—RHR tridentct]l import Fp<:

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

e femmm==== fosssmssmssaaaa
o e s e e s e e e e fro— e 1
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

frosssscesme s m e e oo s e a e e e e s e freo=m==== frocssesssemeea==
fre=====m==s fEmsmesessesosssssssssss e sessososs==== fe=m====s fremmmeme== WF
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
R frEmm====== fossseesmema====
fmmmmmmm==a R fmmmmm==e femememaae +

@ Element IREIIZFSIFEENER M, MREZMEE, N Trdent WESNIERREHEIR, 1F
NGB ERRER, FfEEHRUE—NERT. ARSARENE,

gcp-cvs A

gﬁ: GCP 15 N\ NetApp Cloud Volumes Service 1%, 1ERERIRMIEZFRFITIRZ
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SN gcp-cvs R EMEIRA gepevs YEppr BEIE adroit-jolly-swift. EFERAUTHRS:

tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

LBttt P Fommmmmmcmemem=
Fommmmmomoe Fommemererrorerrrrrrresersrreee e s s Fommmmmoe e +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e Frommmmom= Fommmmmmemoomo=s
Pommmmmmm== ettt P o= +

| pvc-ad6ccab7-44aa-4433-94bl-ed47£fc8c0fad5 | 93 GiB | gcp-storage | file
| €ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
T i P fommmmmmememem=
Fommmmmmm== L et Fommmmm== o= +

@ EHRERESHEREPR: / ZEHNED. Flt. NRSHEEIEN 10.0.0.1:/adroit-jolly-
swift. BEREN adroit-jolly-swifto

azure-netapp-files §A
S azure-netapp-files Gl EHEH azurenetappfiles 40517 HEK{F \importvoll™ T, BITLAT

ANA .
<.

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

- fommm - fomm -
fom - o fom - fommm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

et fommm - fom -
fom - o fom - e +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3adab | 100 GiB | anf-storage |
file | 1c01274f-d94b-44a3-98a3-04c953c9%ab5le | online | true |
o e Fomm -
fom - o fom - fomm - +

@ ANF SHEREZAT: [ ZBEIEHRET . fli. REHEEN
10.0.0.2:/importvoll. HEFEN importvolls
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HEELFTR

Kubernetes SE8¥RYFRE TIET REFE EREBIEEH N Pod BILEMNE, WMREFEAZE ontap-nas, ontap-
nas-economy '3 ‘ontap-nas-flexgroup RIERFMNFEN— 1 EiH. EHNIAETREENFSIAE, TN
, ENEERA iSCSI TA,

INBERT, BHhRAHY RedHat CoreOS FIRfZ%EE T NFS #1iSCSI

(D =NFsEiscsI TR, BRAKERBNIETE, UGSEEIBRTESLN,

TRRELZI

M22.07F 5. Astra Trident2= 1 BoptelH R B G 8EWRIETTISCSITNFSARSS . Astra Trident= AT REIESE
HLUARREZIBIARSS ,u\ﬂLiﬁ%ﬁ%ﬁﬁﬁ‘E%ﬁ:.

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node
name>

Tridenti®#RIR A Trident T RCREBB T T REARMRS. BEEEAIMRS. BEAH<:

tridentctl get node -o wide -n <Trident namespace>

@ TRIRS A ARG ELMMRS. EXERIERSEEHEE. HR. MRLZERMHMRS.
M A RIUES R KMo

NFS volumes

X BRIERR e

NFS RHEL/CentOS 7. sudo yum install -y nfs-
utils

NFS Ubuntu sudo apt-get install -y

nfs—-common

() fEmmR NFS RSTESEIIREREED.

iSCSI &
EF iISCSI #BY, EEEL TSR

* Kubernetes S£8¥HME M T AU IEBH—R IQN . * XENEMNFIRSEH *

* NRFEHARHCOS 4. 5 ESAHEMSRHELFEARBILinuxD &R, 1554 SR solidfire-san IREf
EFEA. BREREPIECHAPE M IRIEE XIEE AIMDS /etc/iscsi/iscsid. confo
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sudo sed -i 's/”\ (node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* E{ERIZ1TRHEL/RedHat CoreOSHIISCSI PVEY LETI Bt 1ESWHEE discard StorageClass/
BmountOption. FAFHITERITEEIU, FEM "RedHat HISTHE",
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https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems

Y BIERS TON
iSCSI RHEL/CentOS 1. RN TR

sudo yum install -y
lsscsi iscsi-initiator-
utils sg3 utils device-
mapper-multipath

2. ¥ iscsi-initiator-utils fRZAS2
57 6.2.0.877-2.el7 HESAR
K

rpm —-g iscsi-initiator-
utils

3. BRmRENF:

sudo sed -i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4 BRZRE:

sudo mpathconf --enable
--with multipathd y
-—-find multipaths n

R
etc/multipat

@ h.conf 18
find multipa
ths no F
defaultse

5. 15HAIR iscsid M
multipathd EEETT:

sudo systemctl enable
--now iscsid multipathd

6. BAFARBE) iscsi:

sudo systemctl enable
--now iscsi
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B1ERS e
Ubuntu 1. REPTRARGE:

sudo apt-get install -y
open-iscsi lsscsi sg3-
utils multipath-tools
scsitools

2. 197 open-iscsi IRASEE X
2.0.877-5ubuntu2.10 S{E = AR
K (HFFWFRS) 5% 2.0.877-
7.1ubuntu6.1 KESARAS (XF
F Focal ) :

dpkg -1 open-iscsi
3. BHEgERFon:

sudo sed -1i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4 BRZRE:

sudo tee
/etc/multipath.conf <
«—'"'EQOF"'

defaults {

user friendly names yes
find multipaths no

}

EOF

sudo systemctl enable
--now multipath-
tools.service

sudo service multipath-
tools restart

HafR

etc/multipat
(D h.conf 818
find multipa
ths no B
defaultso

5. 15H1R open-iscsi
multipath-tools BEEBHEA
IETEIETT:

sudo systemctl status
multipath-tools

sudo systemctl enable
--now open-
iscsi.service



@ 3t FUbuntu 18.04. EAERLZIIBE RGO iscsiadm BEIET open-iscsi LB BNISCSISFF
HiZ, BHAILUEEY iscsi BRMIRIARSS iscsid Bl sudo systemctl status

open-iscsi

%= Astra Trident

Astra Trident 32t T —2H Prometheus $5t5inm, &0 LU# XL G = 15T Astra Trident BYTEEE,
1#1d Astra Trident IRERVIENR, ERTLRITILTIRE:
* REAX Astra Trident BITIRRMEEBERET £, SR UK EIRENBINEE UNE BB EBIRTIERS Gin
HITIBIE,
c RERREABREE, A THERGRREENSHEURSANTEES,
* P 0] AR IR E S HENMET X R,
« IRESMEE, BETLLT AR Astra Trident 5EIEEEHHITIREFTE/T AL,
@ FHINMER T, TridenttfVigtira B REEREKOL 8001 L /metrics Im. &2 Trident B,
XLEIERRERIA * BBE * o
BEENRA
* 2EET Astra Trident B9 Kubernetes 2%,

* — Prometheus ffl, BILLE "B 221k Prometheus ZFZE" &, T LUEEIE Prometheus {ERIEIT"
RN BRERFE"

%1% . EX Prometheus BiF
1B E X — Prometheus BARIAREEISIRHIRENE X Gin Astra Trident BI2E R, BRENESE, X 1§

=" MBS Prometheus #1 Grafana 5 Astra Trident 5 & AR Z=IE R, HENABT W{AI1E Kubernetes
S8 LURIER B 191517 Prometheus , WK EI72 ServiceMonitor 33XKEX Astra Trident AY$E1R.

% 2 %5 2% Prometheus ServiceMonitor

E(FATridentiEfR. BN BIE— N ISIEMPrometheus ServiceMonitor trident-csi PREHIA metrics &
Mo 5l ServiceMonitor #1 TR

1M
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics
interval: 15s

Itk ServiceMonitoriE X G ZRIR[EIHYIEMR trident-csi BRSE. HEIIEK metrics IRENH S, HIt,
Prometheus IM7E 2 A& /1 7 i Astra Trident BY3E4T,

FRT B MAstra TridentIRISHVIEFR Z 9N kubeleiR AFF T 1FZ4EHT kubelet volume * i@id B 2HIIEIRIR S
EEIEIT. Kubelet ATLURMHAE X BIEIENE, Pod REMEHEMALHEENEE, BESW ",

% 3% {£H PromQL &if Trident 151x
PromQL FEEIE S 6 R[EIET 8] F 53 R EIEIFRIA .

R LMER LT PromQL Zi6):

FREX Trident BITIRRER

* 38 Astra Trident B HTTP 2XX FARBIBE S LE

(sum (trident rest ops seconds_total count{status code=~"2.."} OR on()
vector (0)) / sum (trident rest ops seconds total count)) * 100

s BTSSRI B Astra Trident B9 REST PR AIE 4 L

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds total count))) * 100

* * [ Astra Trident HIITEVIRERTFEI94F4L0Y(8] (ZF)) *
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sum by (operation)

(trident operation duration milliseconds_ sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

FXEY Astra Trident EHER

BRI FIE
trident volume allocated bytes/trident volume count

* B EREENESETIE

sum (trident volume allocated bytes) by (backend uuid)

HEB N BHBRIER
(D) RBERBE belet 5178, 42 RMAILIEE

BT ENERTEARSL

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100

T iR % Astra Trident AutoSupport ENHER
ZNBER T, Astra Trident 232E HT%(M NetApp &% Prometheus 8RR ARGFIHE Bo

* EPH1EAstra TridentEINetApp&iXPrometheusiEfrfIE R FiREE. 15%FE —--silence-autosupport
fEAstra Trident&ZZ= B4R IC.

* Astra TridentiZ o] UIRIER E G B2 HE AKX EINetAppZHFER|] tridentctl send autosupport. &
FEfh & Astra Trident A EZEHBE, TRXBEEZH, ELIES NetApp
Ahttps://www.netapp.com/company/legal/privacy-policy/["BRFAELER "o

* RIES AW, TN Astra Trident 2MTE 24 NEHEENE S,

* e LUERIEE B EREBIBEIEE --since 7&. BHIU1: tridentctl send autosupport
--since=1h, MEEBIWENALIX trident-autosupport SAstra Trident—CLZENBEs. ERILL
MIRERA 28K "Trident AutoSupport”s

* Trident AutoSupport AF=WEHERMASEE (Pill) HPABE. EMFT "EULA" XRERTF
Trident RESBUEA S, BB LUFA T AR NetApp JHEUIEL £ RS ERIEE "L,

Astra Trident ZIXHIB MO ERFII0T:
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"items": [

{

"backendUUID": "f£f3852e1-18a5-4df4-b2d3-£59f829627ed",
"protocol": "file",
"config": {

"version": 1,

"storageDriverName": "ontap-nas",

"debug": false,
"debugTraceFlags": null,
"disableDelete": false,
"serialNumbers": [
"nwkvzfanek SN"

1,

"limitVolumeSize": ""
b
"state": "online",
"online": true

* AutoSupport JHE 35 &iXE| NetApp BY AutoSupport I s. WNREFERATAE EMREFER LSRG, NELUE

B --image-registry Mo

s AT LUEE A EE YAML XHRELEIE URL . ATLAEASEMIEIRIE tridentctl install
--generate-custom-yaml SIEBYAMLXHEFH AR --proxy-url B98# trident-autosupport Aes
trident-deployment.yamlo

%M Astra Trident 3545

B2 FIREIENR. MERERBENXYAML --generate-custom-yaml F7& )FHX E# T4 MR
--metrics FAFIABRIRE trident-main’ 28,
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