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{E A Astra Trident

HEETFTR

Kubernetes S£8tHMIFRE TIET R EPEEREBIEE N Pod ECEMNE. MNREFEHNZ ontap-nas, ontap-
nas-economy '8 ‘ontap-nas-flexgroup WEHEF I FEN—NEHE. EHNITENTREENFSTE, &N
, ENFEMEA ISCSI Th,

FRINBER T, #ThRZASEY RedHat CoreOS [RIEf&R%E T NFS #iSCSI

(D =#NFsisCSI TR, CHBAEREHIELSR, TURSEEIEBTEREN,
T RARSS &I
M22.07F45. Astra Trident2 =1 B EN T R2 S RETSIZITISCSIZINFSARSS. Astra Trident2 AT R ElEE

HFLARIR A IMBIARSS . BRI LUERGSEEXESEM:

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node
name>

Tridenti®ARIR A TridentTT RCRENE N T RBANRS. BEEAIMIARSS. BEAGS:

tridentctl get node -o wide -n <Trident namespace>

(D TRIRS AR ELRIARS . EXERIERS EEREE. Bk, MRLERMBIRS.
WA RIUESE R KMo

NFS volumes

Y BERR B

NFS RHEL/CentOS 7. sudo yum install -y nfs-
utils

NFS Ubuntu sudo apt-get install -y

nfs-common

()  1mommR NFS RETEREIIRIERL,

iSCSI &
£/ iISCSI &8y, FEELUTE:



* Kubernetes £ IE T T RELIEBHE—RY IQN . * XEBHERVRIRFM * o

* NRFEHARHCOS 4.5 ES A EMSRHELERLinuxD £k, 1554 &R solidfire-san 5p
2FHElement OS 12: 5z ERARZAS. EHRERTHICHAPE MR XI&E IMD5
/etc/iscsi/iscsid.conf. Element 12. 71T R SFIPSHEZ£CHAPEASHAT. SHA-256F1SHA3-
256,

sudo sed -i 's/"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* TE{ERIZE1TRHEL/RedHat CoreOSHIISCSI PVEY LETImBY. 5SS WFEE discard StorageClassH
BImountOption. FAFHITIZESI=(E][EIUW, 1EE N "RedHat B,
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X
iISCSI

B1ERS e
RHEL/CentOS 1. REPTRARGE:

sudo yum install -y
lsscsi iscsi-initiator-
utils sg3 utils device-
mapper-multipath

2. ¥ iscsi-initiator-utils fRZAS2
57 6.2.0.877-2.el7 HESAR
K

rpm —-g iscsi-initiator-
utils

3. BRmRENF:

sudo sed -i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4 BRZRE:

sudo mpathconf --enable
--with multipathd y
-—-find multipaths n

R
etc/multipat

@ h.conf 18
find multipa
ths no F
defaultse

5. 15HAIR iscsid M
multipathd EEETT:

sudo systemctl enable
--now iscsid multipathd

6. BAFARBE) iscsi:

sudo systemctl enable
--now iscsi



X
iISCSI

B1ERS e
Ubuntu 1. REPTRARGE:

sudo apt-get install -y
open-iscsi lsscsi sg3-
utils multipath-tools
scsitools

2. 197 open-iscsi IRASEE X
2.0.877-5ubuntu2.10 S{E = AR
K (HFWFRS) 5§ 2.0.877-
7.1ubuntu6.1 SKESHRAS (XF
F Focal ) :

dpkg -1 open-iscsi
3. BHEgERFon:

sudo sed -1i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4 BRZRE:

sudo tee
/etc/multipath.conf <
«—'"'EQOF"'

defaults {

user friendly names yes
find multipaths no

}

EOF

sudo systemctl enable
--now multipath-
tools.service

sudo service multipath-
tools restart

HafR

etc/multipat
(D h.conf 818
find multipa
ths no B
defaultso

5. 15H1R open-iscsi
multipath-tools BEEBHEA
IETEIETT:

sudo systemctl status
multipath-tools

sudo systemctl enable
--now open-
iscsi.service



@ FtFUbuntu 18.04, EAERAAMBIRKO iscsiadm BEIH] open-iscsi MUIBBHISCSISFIF
iE*EDEo 1§mE.I-LX1@E& iscsi EEEHE@,HE% iscsid Eﬁbo sudo Systemctl status

open-iscsi
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[EImEN T Astra Trident STEERFAZBINRXR R, E5IF Astra Trident RIS ZFZERRAHITIEIS, UK Astra
Trident AT MIZTFZERAECE S, Astra Trident JI-:E‘A'}JM}: IRt HAT S FHEEEXNERNEFMREDL, THEX
BIECIHENER AR ERFENEZER.

* "E2E Azure NetApp Files [5if"

* "BREIEATF Google =F &K Cloud Volumes Service f5if"

* "Bo & NetApp HCI 8 SolidFire fZim"

* " ONTAP Z{ Cloud Volumes ONTAP NAS JXahtZ2 B & f5if"

* "{&F ONTAP 5§ Cloud Volumes ONTAP SAN JREhiZFER & 5 in"

* "¥& Astra Trident 53&FF NetApp ONTAP BJ Amazon FSX & E A"

BCE Azure NetApp Files [5i%

&7 LU Azure NetApp Files (ANF)EZE HAstra Tridentfd/g iR, &8 LUERAANFGIREENASHISMBE,
° ||>&%u
* "B IEIAN R

AREIM

* Azure NetApp Files BRSZ A2/ F100 GBEYIE., SNRIERIBR/, N Astra Trident 2 E&HEIE 100 GB
1%,

* Astra Trident{X Z#F R SMBEEH EIWindows T = _FIE1THIPod,
* Astra TridentfR~3z#FWindows ARM Z2#4,
/AL E Azure NetApp Files Gl
EERBEANFRIRZF. BEEHERFHEUTERX,
RSB ERER Azure NetApp Files SRTEFIEEAR, NEE#HIT—LEYIKECE,
* Ei§EAzure NetApp Files FHEIENFSE. BB "Azure: 1&EAzure NetApp Files HEIENFSE"
* EfcEAzure NetApp Files FHRIMISMBE. iES . "Azure: J9Azure NetApp Files BliZSMBE",
=R
BB EA "Azure NetApp Files" [gi, EBEHEUTENK:

* subscriptionID MBA T Azure NetApp Files BIAzureiT i,
* tenantID, clientID, # clientSecret M "N ZF " 7 Azure Active Directory 1, BEHEEBH
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Azure NetApp Files ARSI, NFFZFEMRER L FE—I:
c TEERRMERE "HAzureFIE X"

c BE'EBENMTHEAE" ITIR%S (assignableScopes). HFEBLUTRE. XLLEMNPRIXPEFAstra
TridentFrEBIRR. CIBBEXABRE. "FEHAzure] JF DECAE"

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [

"/subscriptions/<subscription-id>"
1,
"permissions": [

{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/read

"
’

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/writ

e"’

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/dele
te",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/rea
d"’

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/wri
te" ,

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/del
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ete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/subvolumes/Get

Metadata/action",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets/r

ead",

"Microsoft.

/read",

"Microsoft.

/write",

"Microsoft.

/delete",

"Microsoft.

"Microsoft

"Microsoft.

"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",

Features/featureProviders/subscriptionFeatureRegistrations

Features/featureProviders/subscriptionFeatureRegistrations

Features/featureProviders/subscriptionFeatureRegistrations
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",

"Microsoft.Features/providers/features/read",

Features/providers/features/register/action",

.Features/providers/features/unregister/action",

Features/subscriptionFeatureRegistrations/read"
I
"notActions": [],
"dataActions": [],

"notDataActions": []

* Azure location EDEE—D "EIRFM"s BTrident 22.01HFFS location EHEEHRICEXEHTNERN
WIEFER, TEEIHAIEENAIE BB,

SMBERIHE I ER

* —PKubernetes&E2f. EFEE—MLinuxiThlgs T 2 UK EDL—1NETTWindows Server 201989Windows T
ET =, Astra Tridentf¥ 35 SMB&EIEE ZE|Windows T 52 _Eiz1THIPod,

* EDF—1EEACctive DirectoryE#ERIAstra TridentZ 8. LUEANFE] L@ Active Directoryi# 1T B4 501E,
PUERZE smbereds:
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kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='pw'

« BIE H9WindowsBREZHICSIAIR, BB csi-proxy. BB "GitHub: CSIfLIE" 5 "GitHub: &
FWindowsHICSHLIE" @A F1EWindows_EinfTHIKubernetesT5 &0

Azure NetApp Files [FifHC & A5

THRANFEINFSFISMB/GIRACE &I, HERILE R,

Astra Trident=EA/EIRECE (FMW. EMNE. IRSEFIFMUE)EIFKOUERENSTEM LEIRANFE. H
5iEKEIARSS 5! F PIILEC.

@ Astra Trident A2 #FF 5 QoS A=,

[RIHECE TN

ANFEimiRfit 7 X LR BRI,

2 Description Default
version YRk 1
storageDriverName FEIREHIZ AR TR "Azure-netapp-files”
backendName BE X B IR FE SR IXTHIZFRFR + " " + HEHLFRT
subscriptionID Azure TTIEHHEIITIR) ID
tenantID N 2R A REYFEF ID
clientID N AR EMPBE F iR 1D
clientSecret N ARZEEMPNE P imEA
serviceLevel HAp—4 standard, Premium’ "™ (F#E#)

8 ‘Ultra
location ECEIER Azure AIERIR TR
resourceGroups BFHEEAMARIZRATIR " (IiHikss)
netappAccounts BATFimiE & IFIRR NetApp tKF "[]" (FTimks:)

LIRS
capacityPools RAFmEERIMERNBEMFIR )" (Cinikss, FE)
virtualNetwork BBEEIRF MBS R 2R "
subnet FIRLA B FRIBY B R -

Microsoft.Netapp/volumes
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=K Description Default

networkFeatures —NEN—HVNetThEERTRER
Basic 3{ Standard. M4ZINEE
EEFRBEMXEB I, FIREREE
TR ER. 18%F
networkFeatures 1RFXEHAILL
IeE. NM=SHEREXMK,

nfsMountOptions FEELRITHI NFS $E33%E, SMBEE "nfsvers=3"
ZrE, BERANFS 4.1558HE. 58
¥E nfsvers=4 EIES DIRAVES
EINFIRAIEENFS va.1, 1FESER
EXHIgENEHRN=BEE SN
Ao B A% B B EEIN,

limitVolumeSize MRIFEKRMEANEILE, WEE " (BRIAER T RREISLHE)
=N
debugTraceFlags WEEHBRN EERNERINS. &~ T

Bl \{"api": false,
"method": true,
"discovery": truel}. FRIEMIE
EHITHEHRRHEEFMANAE
aE, ZTNIFMERILLINEE,

nasType FCENFSESMBE LR, EMEFE nfs
nfs, smb AT, FINERT.
BB NTEENFSHEIRENT,

(D)  BxREmEmEEES. B0 TREAze NetApp Files SHTMENEE

PREMPRANZTIR

WMRAELEPVCHIKEI"RIK B A2 M IR, WEHNNBRER M 8ERE XBEHIFERRFIZR(FM. AR
%, BEM)., MNRBEATIAR. NAstra TridentiFic REIZEIRET L IMBIAzure B R, WG EEFREHEMN
At,

H{E resourceGroups, netappAccounts, capacityPools, virtualNetwork, #l subnet AJLUfE
FRRERMHTLREBTRIEE. EAZSHERT. BWEATL2REZMH. EAEBRAIUSZ M ERBERIRLT
Aco

o resourceGroups, netappAccounts, #l capacityPools {Eislhites. ATFEAM—AHZRES
Nt FERIHEATRNZER. HETUUERASHARIET. TE2RERBMEAUTEIR:

Type 1 3lo

Resource group < RIFA >

NetApp H~ < &R >/< NetApp K >

AEM < ZIRLH >/< NetApp 1K >/< BEM >
REHAPILE < FRA >/< ML >

Subnet < WRA >/< BIANLE >/< FK >


https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features
https://docs.microsoft.com/en-us/azure/azure-netapp-files/configure-network-features

SicE
TR LB R B S RV TR ER 0 RIS RE LU T ETRIERIBUAS B E, B2 W [ROECE] THIFRES.

2 Description
exportRule RS EHFN,
exportRule #JUELCIDRERTE
RER P4 SR IPv4FRIE
BESHREYIR. SMBEER
snapshotDir =% .snapshot B RBIB] 1%
size FBRIEAKRND
unixPermissions FERUNIXABR (41 i HIEF)

- SMB&BEZEE,

Default
"0.0.0.0/0

false

"100 ;E "

' (FRRINRE, BEEITHEPIIN
H& %)

M TFTEANFEIREIZRFIEE. Astra TridentREECEF &M FE_ERITS ERIZNZF 4

®

HERIRECE PRMH—AR B E XIREX D ERERS T

THECE

I

10

&IRECE

o FHEEERAIUAS I HENEXIRE, ANEELPEIENAEEEITIH, X2—HR

XBEWNHNRIEGIHEE. FRALEE, Astra Trident RAMEBEEMUEZRIRE ANF BIFRHE NetApp it
F, BEMMFN, HEIGSHEREEREP— MM FMN L. FEA nasType BBE nts FINERTE

. BRI ANFSEEE,

HIENIFFIEMER ANF HAZIRMITIEXIRIER, HECEREBRIRRE, BXiFtE, BFEENMEENSRM

BZEERE.

"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID":
"tenantID":
"clientID":
"clientSecret": "SECRET",

"location": "eastus"

"9f87c765-4774-fake-ae98-a721add45451",
"68ed4f836-edcl-fake-bff9-b2d865eeb56ct",
"dd043f63-bf8e-fake-8076-8de91e5713aa",



Tl 2 . ERRENHERISERSRIIEE

tEHEEER G ERETAzUure® eastus ilE Ultra AEM, Astra Trident & BEiA Mz EERIKLE
ANF BFREFM, HEENEREF—DFNERE—MiE.

"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de9%91e5713aa",
"clientSecret": "SECRET",

"location": "eastus",

"serviceLevel": "Ultra",

"capacityPools": [

"application-group-1/account-1/ultra-1",
"application-group-1/account-1/ultra-2"

11



3 BRECE

12

a7

RYiT)
\

EEH#A—DRBERETESE NA—FM, HENRTRESEERIAME,

"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721ladd45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865eeb6cft",
"clientID": "dd043f63-bf8e-fake-8076-8de91e5713aa",
"clientSecret": "SECRET",

"location": "eastus",
"serviceLevel": "Ultra",
"capacityPools": [

"application-group-1/account-1/ultra-1",
"application-group-1/account-1/ultra-2"

"virtualNetwork": "my-virtual-network",
"subnet": "my-subnet",
"networkFeatures": "Standard",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"limitVolumeSize": "500Gi",
"defaults": {
"exportRule": "10.0.0.0/24,10.0.1.0/24,10.0.2.100",
"snapshotDir": "true",
"size": "200G4i",
"unixPermissions": "0777"



Tl 4 ENEFERERE

WEIHRECERITE— M XEREX S EFE, RGBS REMSIFAENRS R, HEEHEE
Kubernetes FElZ R TXLEMRSRANEFMESE, MILIhEEIEEE M.
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"version": 1,

"storageDriverName": "azure-netapp-files",
"subscriptionID": "9f87c765-4774-fake-ae98-a721add45451",
"tenantID": "68e4f836-edcl-fake-bff9-b2d865ee56ct",
"clientID": "dd043f63-bf8e-fake-8076-8de%9le5713aa",
"clientSecret": "SECRET",
"location": "eastus",
"resourceGroups": ["application-group-1"],
"networkFeatures": "Basic",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"labels": {
"cloud": "azure"
by
"location": "eastus",
"storage": [
{
"labels": {
"performance": "gold"
by
"serviceLevel": "Ultra",
"capacityPools": ["ultra-1", "ultra-2"],
"networkFeatures": "Standard"
by
{
"labels": {
"performance": "silver"
b
"servicelLevel": "Premium",
"capacityPools": ["premium-1"]
b
{
"labels": {
"performance": "bronze"
by
"serviceLevel": "Standard",
"capacityPools": ["standard-1", "standard-2"]

14



TFEEEX

UTFAA StorageClass EXEE EIRTFAEM,

ERBREIENX parameter.selector FER

fEF parameter.selector EAILULAETMERE StorageClass ATFHREENEMN, HEEIEEMHENX
BN FHo.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"
allowVolumeExpansion: true

SMB&EHRABIE X

1R

f#F nasType, node-stage-secret-name, #l node-stage-secret-namespace. {&A]UIEESMBE
FHRHFRZERActive DirectoryE18,
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M RS R=E ENEAREE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

mf2: BhaR=EEIERATRNESH

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

T3 BMEERRENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

16



@ nasType: "smb" Z#FSMBEBIMEYIFIEES. nasType: "nfs"' 8 nasType: "null"
NFSHIEYfHiE2s.

ellfed=y
IR EIREEN G, BITUTHS:

tridentctl create backend -f <backend-file>
MR EmEIEEN, NEREEEHRINRE, ST TaSREERAEUBRELAERRA:
tridentctl logs

MEHEEREXHHREGE, EeJLIB/RIBIT create 85 <,

73 GCP /gimfcE CVS

T RN AE AR R R BIER B 15 E A T Google Cloud Platform (GCP)#INetApp Cloud
Volumes Service (CVS)ECE /JAstra TridentZ M /5,
T 3 ER T GCPHICVSHIAstra Tridentt 15

Astra Tridentz 35 2AIACVSHRSZ E A HonfiE "GCP", TLIECVSHIRS EE R FMIER/IMENI{A]. Astra Trident& R
FENF100 GIBHICVSE, HAltt. MRIBERIE/NFRNAI. Trident=B51EI7£100 GiB%.

TEENAR
EEEFER "EATF Google Cloud B9 Cloud Volumes Service" [ai, BEEHEUTEK:

* BZE T NetApp CVS HJ Google Cloud

* Google Cloud P B 4=

* Google CloudfREZ M netappcloudvolumes.admin role
* CVS RSP HY API ZEA 1

[EimEC B 1T

BXEREEER, BESIT&!

B Description Default

version R 1

storageDriverName FERTHIREFE 2 TR "GCP-CVS"

pbackendName BE X 2R FEfE i —il%?gifiﬁzgﬂ‘ +" "+ APl ZEAR—
=]

17


https://cloud.google.com/architecture/partners/netapp-cloud-volumes/service-types
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident

2

=

storageClass

projectNumber

apiRegion

apiKey

proxyURL

nfsMountOptions

limitVolumeSize

servicelLevel

network

debugTraceFlags

Description Default

FAEREEIFIEIN hardware (M£8E
k)3 software (CVSARSZER)

Google Cloud tkPINB %S, %{E
B]7E Google Cloud [JFPHIETITIE
E3E,

CVS K X, [EumiTExEKIEET
B,

Google CloudfRZ5 1tk - FIAPIZ£R
netappcloudvolumes.admin )2
&, ©E81E Google Cloud RS M
EREAXMHR JSON HBHXNAR
(RXFEFEIEREEXH) -

RIEARS 2 F EEZE CVS kP B
BICIE URL , RIEARSSZSDTLAE
HTTP I8, eLUE HTTPS 1X
I, WF HTTPS 12, BBLIEiEH
IOE, URFERIERSSHER
BERIEH, FZFHBATEHK

MERIIEARSS 28
FEAISE] NFS %I, "nfsvers=3"

MRBFBRPERNEIIE, WEE " EOAER TRERESLHE)
BRI

WER CVS IRSE. XEEBE thE

"standard" , "premer" #1 "Extreme
BFCVSERGCPMWLE default

WIEHRN Z2ERNIARNS. & =
Bl \{"api":false,
"method":true}o, BRIFMEIETERH
THRPEHRH R R AR B S8

, BNEMERLEThEE,

MNRFEAHZVPCWLE. NIEIHERAXME projectNumber M hostProjectNumber BIFEFE, EXFHE
M. projectNumber EARFZWE. #l hostProjectNumber @ENINE,

o apiRegion FR/Astra Trident)ECVSERNGCPXIE, SIEEXIFKubernetes®EE AT, EHEIERICVSE
apiRegion JAFEZINGCPRIFMT m it TIEAE, B3I, BEKIRESTETMINEE.
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* ERHEBXIEIAIR. 1B5E X StorageClass allowedTopologies WAMBIEFIEHIX, HI40:

- key: topology.kubernetes.io/region
values:

- us-eastl

(D - europe-westl

* storageClass @—PENASE. oA TIEZEFAFER "CVS RS EE", ERILIMERCVSAR
SARBIPHITIESE (storageClass=software)FHCVS-PerformancefR 535!
(storageClass=hardware). TridentBRIAERLLIEIN, BHIRIERE apiRegion IRHHERN
MICVS storageClass EFmE X Fo

Astra Trident 5 Google Cloud ERVEZ CVS IRSZEBERE—I * MikhRkIhEE * , FERTE
(D =Ttens. % cvs-Performance RESXEIR, Trident 2 ™ L% ™ , BIMER FEM
=)

B RIRERZTE— Google Cloud XIHFECES., BEHEHMXIENEIES, Ea]UEXEMGIH,
TR OB R B SRS ED 2 s E A TR TCRIZRIFOANEE E S N EN AN B2 LU TERE R

B Description Default

exportRule MENSHFN "0.0.0.0/0

snapshotDir i5iA) . snapshot B false

snapshotReserve HNREIMENEB DL "™ (&= CVS BRiAERN0)
size MERIAR/N "100Gi"

o exportRule ENIUELCIDRFTRERFIIPVAHIALE IPvAFER A B BNIES 7 FRYIR.

3FF7E CVS Google Cloud [t EFIEE, Trident SEEEFHEMIEE EMNFIEIREE
(D FENZIFEE. FHREERUTUASNEENEXIRE, HFEEHTOIENFIEE#1TIE,
X, St URIBEIREE PIREN—AR B EXIRERAEMXDET

w1 RRECE
XEENRIRERIE,

"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",

19


https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US
https://cloud.google.com/solutions/partners/netapp-cloud-volumes/service-types?hl=en_US

"private key id": "1234567890123456789012345678901234567890",
"private key": "----- BEGIN PRIVATE KEY-----
\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507)Y9m\nznHczZsrrtHisIsAbOguSa
PIKeyAZNChRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGZz1zZE4JK3bl
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kw
s8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGzZ
1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3
bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/qp8B4
Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
JY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX50jY9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws8zX507YIm\nznHczZsrrtHisIsAbOguSaPIKe
yAZNchRAGz1zZE4jK3b1l/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRA
Gz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]

K3b1l/gp8B4Kws8zX503YImM\nXsYgbgyxydzq701lwWgLwGa==\n-—---~- END PRIVATE
KEY-—-—- N
"client email": "cloudvolumes-admin-salmy-gcp-

project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

}

5l 2 B CVS RSBEEEE

HRAIERT EAEAE CVS IRSZEENBRE X, ZRFEEERBTERIEAR, ARMEE / PlEEULS
X eI A,
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"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"storageClass": "software",
"apiRegion": "us-east4",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "--—--- BEGIN PRIVATE KEY-----
\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHezZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jJK3bl/gqp8B4Kws8zX50jYOm\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kw
s8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGzZ
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3
bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3bl/gqp8B4
Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50
jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE4JK3b1l/qp8B4Kws82zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKe
YAZNChRAGz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRA
Gz1zZE4jK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4]

K3bl/gp8B4Kws8zX50]YIm\nXsYgogyxy4zg701lwWgLwGa==\n--—-- END PRIVATE
KEY-—-—- \n"
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",

"client id": "123456789012345678901",

"auth uri": "https://accounts.google.com/o/ocauth2/auth",

"token uri": "https://oauth2.googleapis.com/token",

"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",

"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

}
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3 BRSRAEE

WRHIETR T —NEmX Y, ZXHE3 Google Cloud us-west2 XIZHE Astra Trident 8I32BIFRE 1245 FAHE
BNAE. RFERRTHERER proxyURL EEHRACE X HH,

"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "--—--- BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qgqp8B4Kws8zX507Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jJK3bl/qp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3b1l
/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kw
s8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4]JK3bl/qp8B4Kws8zX507Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507Y9m\nznHeczZsrrtHisIsAbOguSaPIKeyA
ZNchRAGz1zZE4JK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGzZ
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3
bl/gp8B4Kws8zX50]Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE43K3b1l/qp8B4
Kws8zX5073Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50
JjY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE4JK3b1l/gqp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKe
YAZNChRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRA
Gz1zZE4jK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4]

K3bl/gp8B4Kws8zX50]YIm\nXsYgogyxy4zg701lwWgLwGa==\n--—-- END PRIVATE
KEY-—-—- \n",
"client email": "cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com",
"client id": "123456789012345678901",
"auth uri": "https://accounts.google.com/o/ocauth2/auth",
"token uri": "https://oauth2.googleapis.com/token",
"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",
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"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"

by

"proxyURL": "http://proxy-server-hostname/",
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",
"limitVolumeSize": "10T4i",
"serviceLevel": "premium",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "5",
"exportRule": "10.0.0.0/24,10.0.1.0/24,10.0.2.100",
"size": "5Ti"

ol 4 EINEENECE
IRBIERT R EPMFEMECE N GIRE X X storageClasses XZIEA o

£ FEMRINRAEREXXHR. AFEEFENILE THERNRIAME. XEFEBILET

snapshotReserve 5%% exportRule £/0.0.0.0/0, EIMFMEMIEFHITENX storage 25 TEULRFIA.

BNEENERIZE T B OMNFHEM servicelevel. HARLEMASBZIINME,

"version": 1,
"storageDriverName": "gcp-cvs",
"projectNumber": "012345678901",
"apiRegion": "us-west2",
"apiKey": {
"type": "service account",
"project id": "my-gcp-project",
"private key id": "1234567890123456789012345678901234567890",
"private key": "----- BEGIN PRIVATE KEY-----

\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/qp8B4Kws8zX50)Y9m\nznHczZ
srrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nznHczZsrrtHisT
sAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50jY9m\nznHeczZsrrtHisIsAbOguSa
PIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZN
chRAGz1zZE437K3bl/qp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1z
ZE4jK3bl/gqp8B4Kws8zX50jY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGZz1zZE4JK3bl
/qp8B4Kws8zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kw
s8zX503Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/gqp8B4Kws8zX507Y
9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3bl/qp8B4Kws8zX50)Y9m\nznHc
zZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50)Y9m\nznHeczZsrrtHi
sIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOgu
SaPIKeyAZNchRAGz1zZE4jK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyA
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ZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGZ
1zZE4jK3bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3
bl/gp8B4Kws8zX50)Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE47K3b1l/gqp8B4
Kws82zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX50
JY9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX50)Y9m\nzn
HczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE47K3b1l/gqp8B4Kws8zX507Y9m\nznHeczZsrrt
HisIsAbOguSaPIKeyAZNchRAGz1zZE4JK3bl/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbO
guSaPIKeyAZNchRAGz1zZE47K3b1l/qp8B4Kws82zX507YIm\nznHczZsrrtHisIsAbOguSaPIKe
yAZNCchRAGz1zZE4jK3b1l/gp8B4Kws82zX507Y9Im\nznHczZsrrtHisIsAbOguSaPIKeyAZNchRA
Gz1zZE4jJK3bl/gp8B4Kws8zX507Y9m\nznHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4 ]

K3bl/gp8B4Kws8zX50])YIm\nXsYgogyxy4dzg701lwWgLwGa==\n--—-- END PRIVATE
KEY--—-- \n"
"client email": "cloudvolumes-admin-salmy-gcp-

project.iam.gserviceaccount.com",
"client id": "123456789012345678901",
"auth uri": "https://accounts.google.com/o/ocauth2/auth",
"token uri": "https://oauth2.googleapis.com/token",
"auth provider x509 cert url":
"https://www.googleapis.com/ocauth2/v1/certs",
"client x509 cert url":
"https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com"
b
"nfsMountOptions": "vers=3,proto=tcp,timeo=600",

"defaults": {

"snapshotReserve": "5",
"exportRule": "0.0.0.0/0"
}o
"labels": {

"Cloud" 3 "gcp"
by

"region": "us-west2",
"storage": [
{
"labels": {
"performance": "extreme",
"protection": "extra"
by
"serviceLevel": "extreme",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "10",
"exportRule": "10.0.0.0/24"



"labels": {

"performance": "extreme",
"protection": "standard"
by
"serviceLevel": "extreme"
by
{
"labels": {
"performance": "premium",
"protection": "extra"
by
"servicelLevel": "premium",
"defaults": {
"snapshotDir": "true",
"snapshotReserve": "10"
}
by
{
"labels": {
"performance": "premium",
"protection": "standard"
by
"servicelLevel": "premium"
by
{
"labels": {
"performance": "standard"
by
"servicelevel": "standard"

IR StorageClass EX5|IA7T LiRF#EM, #F parameters.selector FEH. EAUAE
“StorageClassiEE B TFIEtEBHN BN, SREREMPENEZNFHo.

% — StorageClass (cvs-extreme-extra-protection)REEIE—NMNEMFMEM, XEMW——ATIRHR
=M aER Snapshot FE A 10% BYH, &R/5— 1 StorageClass (cvs-extra-protection)fEiEHt10%RER
TR ERITFEM. Astra Trident JREIZIZH D EMFEM, HBRBTIREINEER,

apiVersion: storage.k8s.io/vl
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kind: StorageClass
metadata:

name: cvs-extreme-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extreme-standard-protection
provisioner: netapp.io/trident
parameters:

selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-premium-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-premium
provisioner: netapp.io/trident
parameters:

selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-standard
provisioner: netapp.io/trident
parameters:

selector: "performance=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass



metadata:

name: cvs-extra-protection
provisioner: netapp.io/trident
parameters:

selector: "protection=extra"

allowVolumeExpansion: true

T—FRHA?
BIZRREEX G, BITUTE<:

tridentctl create backend -f <backend-file>

NREwHEIEZRY, NEHREELIEE, ERILUETU T KREFEETURERERRA:

tridentctl logs

HREHBIEEEXHHBvR@EE, R LUBXIETT create a5 <,

AicE NetApp HCI Z SolidFire [5im
T #RANMAI1E Astra Trident Z2EFRAIEF{ER Element G,

TBRENNA
* 51T Element MR ZRIFER S
* NetApp HCI/SolidFire £BEIRRHE - AP NERE, TR TEES
* BB Kubernetes TET mEIN RIS MY iSCSI TH, HEN "TETAASER

BEETHNER

o solidfire-san FERMEFZIFHHEER: XHMR, o Filesystemvolumemode. Astra Trident

SEBEHCIBEXH RS, XHRFHEEH StorageClass 157E.

IXThiZRF i EIRT ZHFRYIARIET TN H RS
solidfire-san iSCSI R rwo , rox, rwx TXHRS, [RigiR
Ko
solidfire-san iSCSI R rwo , rox, rwx TXHRS, [RigiR
¥
solidfire-san iSCSI NHRS: TE, ROX xfs, ext4d
solidfire-san iSCSI NERSE TE, ROX xfs, ext4
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Astra Trident 7ZEFA{EIG52%Y CSI ELEREFRI(EA CHAP ., WNREEANZE CHAP (X2 CSI RY
() =kgB) , UEBHTE—PEE, BYEREE secHar AEEMIECS! TridentfF
CHAP, &N, 155 "LEAL",

@ QBEEH T Astra Trident B9 4t3E CSI 2R 2 1FE1hR4E, NREE RTE CSI 2R TiETT,
M Astra Trident J&§{EHB CHAP ,

WMNRHEEEARRE AccessGroups B UseCHAP IREfG. BNBUTHUZ—:

* NRABIAE trident KMEHRILE. FEHIAHRIE,

s WRKRMEFEE, FH B Kubernetes kv 1.7 ESArAS, MR CHAP,
[GimAC &1

BXEIRECEED, 1S TR

BN Description Default
version AL 1
storageDriverName FEIRohIZERF RN RZ% 7 "solidfire-san”
backendName BE X Bk ain SolidFire + 7Zfi& (iSCSI) |IP ik
Endpoint fERRAFEHER SolidFire 8509
MVIP
SVIP 7Z6& (iSCSI) IP #hitFNimO
labels ENAFEN—HEE JSON &R
BIPREE
TenantName EFEANER B (WRKILE,
eYE)
InitiatorIFace 1% iSCSI REMRHIAFEENIEZEO default
UseCHAP 5/ CHAP 31 iSCSI #1TE{HI8IE true
AccessGroups EfEABIAIRILA ID 5K BB A "trident " BYIA1RILAAY ID
Types QoS #5E
limitVolumeSize MRBERPEARNEBIIE, WE " ERIAER T AEEI5LHE)
BRI
debugTraceFlags HBIEHRNEFERNIAR TS, = T
5 {"api": false , "method" :
true }
(D #m8M debugTracerlags MIEEMHTREHRA BEF AN AT

Xt FOEMFIA%, Astra Trident STEREAHSLETS7EMEt ERFTEIRE S 5514 M LUN
() . GREBRALNS MR NITE, HE R RNATE ST, X, B
AR E R B AR — 4 o] B AR5 B 55 T,
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51 BIERECE solidfire-san BB =MEXNIREIER

WRHIERT —MawmXH, EXH4ER CHAP SHIIEHERYE QoS RIEXN =MEXREH#HITEE, AR,

CRARERFRAEXFHEREREFRIE—F 10Ps storage classS#K,

"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://<user>:<password>@<mvip>/json-rpc/8.0",
"SVIP": "<svip>:3260",
"TenantName": "<tenant>",
"labels": {"k8scluster": "devl", "backend": "devl-element-cluster"},
"UseCHAP": true,
"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS": 2000,
"burstIOPS": 4000} },
{"Type": "Silver", "Qos": {"minIOPS": 4000, "maxIOPS": 6000,
"burstIOPS": 80001}},
{"Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS": 8000,

"burstIOPS": 10000} }]
}

mh2: NEHMEFEEEICE solidfire-san BB EINFHEMNIKER
RBIERT A EIMFE R ER G E X XM ARG | XAy StorageClasses o

£ TEFIRERAIEREXXAH. NEFELRE TRENRIAME. XEFEBIRET type ESilver. &
WFEMERHITEN storage B0, TEMTRAIF, FEFEHIRE TSR, MELMEES LRI

B,
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"version": 1,

"storageDriverName": "solidfire-san",
"Endpoint": "https://<user>:<password>@<mvip>/json-rpc/8.0",
"SVIP": "<svip>:3260",
"TenantName": "<tenant>",
"UseCHAP": true,
"Types": [{"Type": "Bronze", "Qos": {"minIOPS": 1000, "maxIOPS": 2000,
"burstIOPS": 4000} },
{"Type": "Silver", "Qos": {"minIOPS": 4000, "maxIOPS": 6000,
"burstIOPS": 8000}1},
{"Type": "Gold", "Qos": {"minIOPS": 6000, "maxIOPS": 8000,

"burstIOPS": 100001}}7,

"type": "Silver",
"labels":{"store":"solidfire", "k8scluster": "dev-l-cluster"},
"region": "us-east-1",
"storage": [
{
"labels":{"performance":"gold", "cost":"4"},
"zone" :"us-east-1a",

A type" . "Gold"

"labels":{"performance":"silver", "cost":"3"},
"zone" :"us-east-1b",

"type":"Silver"

"labels":{"performance":"bronze", "cost":"2"},
"zone" :"us-east-1c",

"type":"Bronze"

"labels":{"performance":"silver", "cost":"1"},

"zone" :"us-east-14d"

LIF StorageClass EX 5| 7T LREINFEMN, £ parameters.selector FEXH. & StorageClass#f
RIAATRATFRESHEMN,. SEEEEERIMHPENXENFH.

%E—~StorageClass (solidfire-gold-four iFMRET B F— PN EINFMEM, XEW—— @RS
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AEBYM Volume Type QoS Eh#, mfe—1"StorageClass (solidfire-silver)ARRMEIER4ENEAE
fist, Astra Trident 3 REIEZFW N EINFEM, HARHEEHEER,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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TRES(EE
L B

f£F3 ONTAP SAN IR hiEF B & f5 i

T ERYN{E{EEA ONTAP # Cloud Volumes ONTAP SAN IREHIZFERE ONTAP i,
. ER"
s "EoE MR

FA PR

Astra TridentiZ LAONTAP S SVMEIER FH151T. BHFA admin £EAF K vsadmin SVMAFHAEBHERE
AENEMZIRNAR, W ERAFNetApp ONTAP BYAmazon FSXERE., Astra TridentiZ{EE AR LIONTAP
HSVMEIE R B DIE1T fsxadmin AP E vsadmin SVMBFEHEGERAENEMIZTNAR . -

fsxadmin AR 2EHEERAFPNEREHF,

NREFH 1imitAggregateUsage B8 FEEHEEANIR, E1EERFNetApp ONTAP
@ #JAmazon FSx5Astra TridentE & B 2ER limitAggregateUsage SHAERT
vsadmin #l fsxadmin APKF, MNRIETEUSE, LERIEFEK.

BIARTLATE ONTAP FRIR Trident IXENTERF FI LAERRIIRGIMEERHA R, BRITFBINXF M. KSR
A Trident S ARFREZSHEM APl , MTEARTRIERES S HHE,

4% (B FIONTAP SANIREHIEF BB St

T AR ONTAP SAN IREHIZEFECE ONTAP [Gif. XtTFFrE ONTAP jgif, Astra Trident EEZE/D
3 SVM HEi—1NEE,

\icE, BERAIUETESNRER, HelEIEmER—PNIRIEFIEMESE, FI. ETUEEE san-dev @
FBBYZE ontap-san REHFEFFIA san-default EARIZE ontap-san-economy —%

Fi5 Kubernetes T{F T mEBPU AL EE HMISCSITE, FEN "I BXIFMER:
S HIIE
Astra Trident 2 7 F# X ONTAP [3imi# T B A IIERIET,

* Credential Based : EBFIFEIIER ONTAP BRI ZMERL, BINERETMEXNEZEERAE. Hi0
admin 3¢ vsadmin MRS ONTAP AR ARSI,

s EFEF: Astra Trident ] AEAGIRZEMNIERS ONTAP £ #1TE(E, LA, BREXHNEESE
PiImiEP, ZEAFEI{S CAIEHHY Baseb4 4wi3E (WNREA) (EiW) .

TR UEHRINE RiR. WEEETFERENGENETERNAGEZEBE, BR. —RIZF—HEHIIES
o BYMEIEMB MG E. SHMEHEEETRRFRIRE 777%.

@ MRERABR R ERENER . WERSIBERK. HETR—FER. BHEEXHHREHE
T BB RIETS Eo
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BRETRENSHIIE

Astra Trident ZE SVM SeE / £ESCRENEERNEIEAEES ONTAP Gim#{TEE. BiIVERNERTIE X
. 90 admin % vsadmine XHERI LIRS AR ONTAP A FEFIRE, XLLEARASAIEESFEINGE API
NFHERFR Astra Trident lRZASfER, AIURIEBEXZEERAEFHIEEAT Astra Trident , {BRENE
=<8

[EiRE MR TR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "secret",

IR, BREXEEREUAXAENFEHENE—E, QIR RE, AP R / 05 FER Base6d #H1T4REH
Ffi# 7 Kubernetes 20, i/ EFEREM —FETHREIIENSE, Alt, XR—IMXBERGRITIRE
, H Kubernetes S {7 EI2 G H1T.

BRETIERNSHIIE
MMM BENFEE LUERIERHS ONTAP Bim# TEE. BhEXFE=1"SH,

* clientCertificate : Z P IHIEPHY Base64 LRIZ(E,
* clientPrivateKey : XEx#73AR) Base64 JRi3{E,

* trustedCACertifate . Z{5E CA iEPH) Base64 fmhIE, INREHTIES CA, MATRHELLEEE, NRREE
FBRl{E CA, MBLUZEIIZE,

HANTEREEUTIE,

p

1. EREFHIEBMNER, £HHY, 2 AE (CommonName , CN) REBAEENZMHILIERN ONTAP
RF.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"

2. ]S CAIEHAINEI ONTAP ££58f, LRI seEMFHEERNIE, MRKEREIE CA, WAL,
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 72 ONTAP SH L REXFIRIEBMNER (MTE 1 718 -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. FIAONTAP R ERA BN cert BHWIEHE.

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. (BRAEMAERNIR B A, 3§ <SVM BIE LIF> 1 <SVM ZFF > B AEIE LIF IP #1 ONTAP &#F,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver—-name>"><vserver-get></vserver—-get></netapp>"'

6. (& Base64 HEF, ZEFAMEIE CA IEBHITHB,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERM E—FRENELIEE .
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

et fom e e
R e +F

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R e ettt fessssssssssssesessososssssssssss o=
fmm===== fememema=a +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

femmmmmmmma== R e R
L e X

BB INIE TS REACIRT R

TR LIERRIE Rin UEREMSHIIE S Z R EERE,. XAWANEER: ERAFR / BEMERKTLL
SEHAERIES; ERIEPNERAUERAETAFS / BiENEHE. Altt. EOTMFRIRE FHRIERGEH
AIFNBMIIES%. ARG, FREHGEMbackend jsonX . ZXHEEERITHFAESI tridentctl
backend updateo
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

WIRER, FHEIRRUMSE ONTAP LB MEN, AEHTEHRER. BIEHe
() LURRPRENS NS, 25, GREERLERIES, AEALUM ONTAP E2ERHIR
B,

EfERA=PY ELIZENIAR, MAREMEZERIINEGERE. MIINEIREMKREA, Astra Trident
BI LS ONTAP [Eim# TS H M IER RV EIRIE,
$E%E igroup

Astra Trident £/ igroup RizHIFMEAEERE (LUN) BiGR, ERGIHIERE igroup BY, BEIRERERMIER

* Astra Trident AJLABoh AT N EHRAIEFMERE igroup o 54 igroupName AESERHENX H. Astra
Tridenti& 81— J9Wigroup trident-<backend-UUID> £ SVM Lk, XEHERE N EHESE—1EH
89 igroup , FHAME Kubernetes T3 52 IQN BIEEHARNN / flB&o

* HE, WAILTEGSIREX PIRMETIFEIZER igroup o ATLUERTEMLLIE(E igroupName configB&#l, Astra
Trident 3 Kubernetes 352 IQN 780 / MlBREIE BB igroup Ho

BFEEMNRIE igroupName EXH. igroupName BJLAERAMIFR tridentctl backend update fE
FiAstra TridentE ot iBigroup. XEFEARAHET EiEEE TIEAHNEIIAR,. RRIEZEERLIERN
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igroup Astra Trident #1720 E,

79 Astra Trident B9 P HE—SEFIFEE— igroup B—PMERIESEE, X Kubernetes B2 RATE(E
BIERBEEH. CSI Trident Bl BEhA igroup AINFMIPREEF T = IQN , Mtk KHfE LT H
B, 1£ Kubernetes If18 (LA Astra Trident 22) H{ERMERAY SVM B, FEEEAM

@ igroup AIHALRT— Kubernetes SEBF PRIV E AR 2 &MMS 5 —1 Kubernetes £8$ K EXHY
igroup o Itt9h, EATAR Kubernetes EEEF PV E M T R#EEM—RY IQN . 30 EFMR,
Astra Trident = B&IE IQN BOARMAMIBR. EZNENZEIESFEFE IQN ATERXSEEHIMEN
FEEFEIRFHIELIFE LUN BARFHEHIMAE .

SR IE Astra Trident EEE A7 CSI BREFERF, N Kubernetes T IQN = BEIAINE] igroup FREEM igroup
bR, BT RARMEIKubernetes®E8$ /5. trident-csi DemonSetZfZEPOD (trident-csi-xxxxx). F
MRS SIEEIIMET S, Ta IQN W RINEIZiHR igroup . EXNT SHITIRES, BT HM Kubernetes
FRIBRES, BILARIT—LHZEARY D B MIER IQN -

YR Astra Trident R{EJ CSI EeERRFIETT, WAFEhEH igroup , LB E Kubernetes E8fHE M LTIET
=AY ISCSIIQN o FERMAN Kubernetes EEEF R T =AY IQN FRANE! igroup e FEIFE, M igroup FffIBRM
Kubernetes SEE¥HRIBRAYTI =AY IQN o

fEFXE CHAP X EEH TR I0IE

Astra Trident®] LUFE XN EICHAPISCSIZE#HITE A IOIUE ontap-san M ontap-san-economy IREHFER,
XEZFH useCHAP &, IRE NN true. Astra Trident2ESVMRIEIABIER T2 AL E XN ECHAP,
FMEHEXHFIKERFBMZEE, NetApp BiNERANE CHAP M EZH#HITEHIIE, BERIUTEERSG:

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "FaKePaSsWoRd",

"igroupName": "trident",

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

(D o useCHAP B Z—NMRTRIET. FEEEEE—R, RIABRT, WBHIGE RN false , BHIZE
Rtrue 5, TERBEIKEN false o

tb9h useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret,
chapTargetUsername, # chapUsername FIREXPHRNEEFER., FOIEERGE. FTLUEITRERXLE
B tridentctl updateo
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T{EREE
BTG E useCHAP Atrue. FHEBEIERIETAstra TridentE R EFiHAECBECHAP, HAE1E:

* £ SVM Lig&E CHAP :

° NRSVMH LA B oIiZEF LT 2R E AInone (BUAMKE ) " EHEE EFERILUN, NAstra Trident=4F
RN 2HENGE N cuar AEHAEECECHAPRIIEF UM BIrA P 2 %6,

° #N8R SVM &2 LUN , M Astra Trident RE7E SVM LB H CHAP , XA LIFEN SVM FBEESN
LUN B9i7RI A2 PRl

* icE CHAP Boiier UK BB BNER,; SAEEHEEPIEEXLEET (WLEFAR)
* BIEMAMNNBoIIEFIRIE igroupName TEfGimiEHt, WRKIBE. MBAIAA tridento

RIEFIFS. Astra TridentiS eI t ridentbackend CRDHIECHAPZEZAFIF R & 7768 Kubernetes®
£A. Itb/5imHER Astra Trident 8 ZBIFFE PV #0i§@1E CHAP H1TIEHMER,

RIEIEA B e

A LB BRI CHAPESHER EFHCHAPELE backend. json XX EEFTHCHAPZR S HER
tridentctl update Ap< ARBIXLEEL,

@ EHEIRAICHAPEREE, MHfEMA tridentctl BfEH. EZ70@d CLI/ONTAP Ul EHifFfE
B LRVEHE, E Astra Trident 0 £ 1EBUX L E L,
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "FaKePaSsWoRd",

"igroupName": "trident",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- o +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

e —— e — e
f——— R +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e e e
- e it +

MBEZBAZEm; WREIEE SYM £ Astra Trident B#1, NXEEEFRERTENRS. IEREE
REHRENERE, NEERBERAREENRT. WAHEMERAN PV RSEENEREMENEE.

ONTAP SANEZ & iEIAN R

T HRANMEITEIRRY Astra Trident 236 ONTAP SAN IREHIEF. A TIRM T EELE RFILURE X0
a5 /5imRET 2] StorageClasses BIFAAE B

[ imEC & T

BXEIHECEED, FSI TR

B Description Default
version 988N 1
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storageDriverName

backendName

managementLIF

dataLIF

useCHAP

chapInitiatorSecret

labels

chapTargetInitiatorSecret

chapUsername

chapTargetUsername

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

igroupName

storagePrefix

limitAggregateUsage

Description

FEIREDAE P B R AR

BE X &Mt Ein

EBHSVMEBIELIFRYIPHIEE H1T
Tcé8MetroCluster tJ#t. W3S
ESVMEELIF,

Y LIF B9 1P Htik, 345 IPv6 ,
BERALES. KERTEEMH

A CHAP ¥t iSCSI B ONTAP
SAN IXENIEF TR R IUIE [ 7R
B]

CHAP BoiiEF%EHH. IR A. N
FNEIN useCHAP=t rue

ENATFEN—HEE JSON &
BIAREE

CHAP BirBohiEF%5H, R
H. MANEIN useCHAP=true

NIERP R, R7A. WARNFED

useCHAP=true

BirAFP &, WRA. WA EH

useCHAP=true

& P imiEHBAY Baseb4 4mid{E, A
FEFIEBNEMDIEIE

EFin% AR Base64 R
B ATFETIEPHNEMHIIE

R{S1E CAIEFHY Baseb4 RS {E,
k. AFETIEBNSHIIE

RFEZEIER /SVM WA &
BTFETRENSHRIE

EERIERE /ISYM RS, ATE
FRIENSHIIE

E{FEMR Storage Virtual Machine

EFEAM SAN EH/Y igroup BIZ TR

£ SVM HECEFTER ERREIS.
RERTEEH

MREREBILLERD, NEE
KMo * NEHATIERT ONTAP By
Amazon FSx *

Default

"ontap-nas" , "ontap-nas-
economy-" , "ontap-nas-
flexgroup" , "ontap-san",

"ontap-san-economy-"

IXGHFZF R FR + "_" + dataLIF

"10.0.0.1",
abcd ©

"2001 :
fefe] "

1234

B SVMIKE, FRIFSEHEIRA

false

WMERIESVM. MRE
managementLIF BI8E

"trident — < JiF UUID >"
Trident

" (BRIAER R AR HISERE)
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o Description Default

=

limitVolumeSize MRBROESARNEIUE. WE " GUAER TARREISERE)
BRI

lunsPerFlexvol S FlexVol B9E2A LUN #t, &7 100
7£50, 200 EER

debugTraceFlags HWEEHBRN EERNERINS. &~ =T
5 {"api": false , "method " :
true }

useREST FAF1ER ONTAP REST API i9#5/R false
2%, MetroCluster A& 3F AR

1A %
Do

<code>useREST</code> = EIN

* useREST {EA— MM HEATGIRIEE. BINBTIKIFE. MAREFLERSE, IRE R
true. Astra Trident/§fEEFHONTAP REST API5 Rigi# T8 S, LIhREEZ(ERONTAP 9.10
@ KEShRAS, LI, FERBIONTAP ERAEUNNENIAR ontap NAERF, X—arlEd
FMENXEHE vsadmin M cluster-admin BB,

* useREST MetroCluster F%#¥,
T ONTAP &£85815, ENIRHESMIIIESHN, XTUELLEINARE /BB, il 2EELEMTEHR,

NREFERIEATFNetApp ONTAP [GiRAYAmazon FSX. 1718 E limitAggregateUsage B
@ o o fsxadmin M vsadmin Amazon FSX for NetApp ONTAP IRt ABFRE SN REAE
BB RH @I Astra TridentPRHIZR & BB R E A RINR.

(D) R cebugTracerlags MAREEAMTHIE AR BEILAH B S5,

o ontap-san WEpRERF. BIAER FERSVMARIFRA SIELIF IPHERISCSIZME. NAVEIELIFISEIPit
it ontap-san WEPRRF RG] CIHEA S RIZHERIEERMLL,

@ ﬁUL}:Jﬁ'ﬁEj 1518FX—m datalIF M storagePrefix BIEET/AEN, EEHXLESE,
EEEIE— I EIR.

igroupName AJLUEENBEEONTAP &8 FAIEMigroup. WRFKISE, N Astra Trident BEISIE—INE A
trident -<backender-UUUUUID> B igroup » MIREBEEZEIHZE SVM , NINRIEHTIE XA igroupName
, NetApp B E Kubernetes EEE8¥FH— igroup o XXJF Astra Trident BEH{REF IQN 70 / RIBRE L
=0

[imtb Al LATE BB G & # igroup :

* AJLLEHT igroupName LUIEMATE Astra Trident Z 9N SVM _ERIZEFIBEIRAIER igroup o

* AJ LA igroupName » 7EXIER T, Astra Trident 35 BE&htIZFEIR trident -<backend-UUUUID>
igroup o

EXRMERT, HEGEERt. KRNEMHSERERMER igroup o EEHAZHETEHREIIM.
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A LAIEEST 2R EEE (FQDN) managementLIF &I

‘managementLIF" X FFrEONTAP REhiERE. WAILUKE NI1pveithit, HfRIE
Trident5—RRE "--use-ipv6e" 1FE&. DIEEENX “managementLIF HIESHH
IPveithit,

{EFAIPVEIIALEY. 1HHEFR managementLIF M dataLIF (MIREESERHENX H)EHESAH
@ TEX. flgN. [28e8: d9fb: aB825: b7bf: 69a8: d02f: 9e7b: 3555], %M dataLIF WIREK
feftt. MAstra Tridenti& MSVMEZERIPVEEIELIF,

ZEfFontap-sanIFEHIEF REBSERACHAP, I5IEE useCHAP BHIKE N true HRIHRENF. 7AIF, Astra
Trident S¥ECE XM CHAP R EAEFmLAE SVM BEIAFHIIE, BS "thal" THRETERIE,

o ontap-san-economy JEEIFEF. limitVolumeSize iEIIAZIRHIEAEIENgtreeMILUNSRRAK
o

Astra Trident27E{EH IR B "Comments"FEEFIE B BT ontap-san KohiEFo
@ WFOIEMENE, FlexVol £ERY "Comments" FELSEREFREFME M _ EMFRIEREIET. 7

EEBAR UAT N FREBENRE, HREENPEIENMMESEHITOH, X, B LR

ERIHIEPREN—ATBEXITERAFEMXDET

BT EREE/NEIRECE XD
TR LR B RS HER D P EA X ERTRIZFIRNEES N ENA . BXTA, BSRUTEERSG,

B2 Description Default
spaceAllocation LUN B=8] 73 B true
spaceReserve TEFMEER; "X (FE) H" T

5" (B)
snapshotPolicy E(FAA Snapshot FKEE V.,
gosPolicy EREENE DAL QoS HKE&H, "

ERENEEM / FIRAY gosPolicy
3} adaptiveQosPolicy Z—
adaptiveQosPolicy ERCENEDEHEIEN QoS &K "
B&2H, EERENEFME / FiRH
qosPolicy 3 adaptiveQosPolicy Z

snapshotReserve NIREBIRERE RS "0 %M snapshotPolicy B"XE". &
g

splitOnClone BIEEsEERY, MERXERIFDZ7ME false

splitOnClone SR ERY, MERXRIFDZ7rE false
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o Description Default

encryption 1134 B FANetAppBINIZ(NVE) false
5 BIAA falseo, BEfERILLIEDN,
WATESE R FIR1E NVE BT H B
F NVE ., MNR7E/FiwEA TNAE.
M 7EAstra Trident? R B FU{E I &R
BBHENAE, BXIFHAEERE. 7S
Dl: "Astra Tridentifl{fel 5NVE
FMNAEECSEA"

luksEncryption BALUKSINZ, iEE R "EHLInux ™
F—EZHILE(LUKS)"
securityStyle HENZEER "unix"
tieringPolicy R " & " D B RS 1EFF ONTAP 9.5 SVM-DR Z#iHY

ECERY " IXIRER

7£ Astra Trident FfFF QoS RESHAFEE ONTAP 9.8 EE A, EINFEHAIEHEE QoS HKEKLH
O | SHBTRRBESSINAT S5 S, 25 Qo RIRHFTA LML SHE L

THEHZEXTERIAMERRE:

{
"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "trident svm",
"username": "admin",
"password": "password",
"labels": {"k8scluster": "dev2", "backend": "dev2Z2-sanbackend"},
"storagePrefix": "alternate-trident",
"igroupName": "custom",
"debugTraceFlags": {"api":false, "method":true},
"defaults": {
"spaceReserve": "volume",
"gosPolicy": "standard",
"spaceAllocation": "false",
"snapshotPolicy": "default",
"snapshotReserve": "10"
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BT ERCIEMNFIES ontap-san EENF2FE. Astra Trident=EFlexVol FIMNRIN10%MN B E.
@ UBHLUNTTEGE. LUN BERBFE PVC FiERIHEIA/NEITECE, Astra Trident 3§

FlexVol 11 10% (£ ONTAP HETRATTAAX/N) » BRMERKREMERNARRTE, e

BOARRIBALE LUN BRARBRE, BRIEEZSFATETE. XAERTF ontap-san-economy.

BFEXMEIH snapshotReserve. Astra TridentF#Z0 FFARITESE A/

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 2 Astra Trident [ FlexVol ZI7MNAN 10% LB LUN o##E. EHTF snapshotReserve = 5%. PVCig
K= 5GiB. &E2A/NA5.79GiIB. FIAK/NA5.5GIB, o volume show B3P MNERS LU TREIZEPIAILE

Aggregate State

_pvc_89f1cl56_3801_4ded_979d_034d54c39514

online RW 18GE 5.88G8B
_pvc_ed2ecbfe_3baa_4afbe_996d_134adbbbBebd

online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_95l1a_@Bael5elc@ba

online RW 1GB 511.8MB

3 entries were displayed.

Ba1, AR NENNESERMITENE—T%,
RIRECE R
UTFRAIERTHAZSHESHREANBRANENEREE, XBEXERNREERETT E

@ WNRIEIETEH NetApp ONTAP _EAY Amazon FSx 5 Astra Trident &£ &1E 8, i LIF 18
DNS &%, MARZ IP ik,

ontap-san EEETIEPNEHRIENIRIIEF
X1 REEIHEE A, clientCertificate, clientPrivateKey, # trustedCACertificate

(ANRFEFAREIMECA. NENE)FIATE backend. json MNFIRAEFWHIES. & AEHMAECAIERHbase64
RIS ME,
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"version": 1,

"storageDriverName": "ontap-san",
"backendName": "DefaultSANBackend",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm" :
"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",

"svm iscsi",

"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",

"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRlc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

ontap-san EBWA@ACHAPRIIRLHIZEF

XE2— 1T REEHIEE R, LEKXIEEECE ontap-san [5iR useCHAP IRE M trueo

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",
"svm" :
"labels": {"k8scluster": "test-cluster-1",
sanbackend"},
"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",

"svm iscsi",

"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",

"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret"

ontap-san-economy JXEHFEF
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"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",
"svm": "svm iscsi eco",
"useCHAP": true,
"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",
"username": "vsadmin",
"password": "secret"
}
REINFF it e U s 171

ETEATHNRFIGHREXXGPR. NFAEEENSENRTNEIAME. B8 spaceReserve T,
spaceAllocation Hfalse. # encryption Hfalse, REINTFEMEMEFEILDHHFHITE Xo

FURGIR, BEEFEMSICEB CHEMEM spaceReserve, spaceAllocation, # encryption {E.
MELMEEE FIRGENERIME,

"version": 1,

"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "i1iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

"password": "secret",

"defaults": {

"spaceAllocation”": "false",
"encryption": "false",
"gosPolicy": "standard"
by
"labels":{"store": "san store", "kubernetes-cluster": "prod-cluster-

1"},
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"region": "us east 1",
"storage": [

{

"labels":{"protection":"gold", "creditpoints":"40000"},

"zone":"us east la",
"defaults": ({

"spaceAllocation”": "true",
"encryption": "true",
"adaptiveQosPolicy": "adaptive-extreme"
}
by
{
"labels":{"protection":"silver", "creditpoints"

"zone":"us east 1b",
"defaults": {

"spaceAllocation”": "false",
"encryption": "true",
"gosPolicy": "premium"

"labels":{"protection":"bronze", "creditpoints"
"zone":"us east 1c",
"defaults": {

"spaceAllocation": "true",

"encryption": "false"

T 2MiSCSIiRfil ontap-san-economy JREHFERE :

48

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"svm": "svm iscsi eco",

"useCHAP": true,

"chapInitiatorSecret": "cl9gxIm36DKyawxy",
"chapTargetInitiatorSecret": "rgxigXgkesIpwxyz",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",
"igroupName": "trident",

"username": "vsadmin",

:"20000™"},

:"5000"},



"password": "secret",

"defaults": {

"spaceAllocation”": "false",
"encryption": "false"
by
"labels":{"store":"san economy store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"oracledb", "cost":"30"},
"zone":"us east la",
"defaults": {
"spaceAllocation": "true",

"encryption": "true"

"labels":{"app":"postgresdb", "cost":"20"},
"zone":"us east 1b",
"defaults": {

"spaceAllocation": "false",

"encryption": "true"

"labels":{"app":"mysgldb", "cost":"10"},
"zone":"us east 1c",
"defaults": {
"spaceAllocation": "true",
"encryption": "false"

e

& fGiRERETE| StorageClasses

LAF StorageClass EX 5| 7T LREINFEM, £ parameters.selector FEEH. & StorageClass#f
KRR THRESHNEMY. SREEEEIEPRE XENHH.

* 85— StorageClass (protection-goldFBRETEIRHIE—N. EZNEIAFEM ontap-nas-
flexgroup FHIEIHME—EIMFEMREMN ontap-san Fif. XEMW——MeHEESHKFIFBIAM,

* " StorageClass (protection-not-goldFREEIFME =1 BN EMFMEM ontap-nas-
flexgroup FHEWRME N B=NEPEMEM ontap-san Fif, XLt EHE—RER SR IUIMRIP
Gl
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* $5="StorageClass (app-mysqldb)iFERE FPRIEI PN EIFEEM ontap-nas PRIEHMNE = EIMN
ZfiEM ontap-san-economy [Gif. XLEMEM—7 mysqldb KRN AIZFREEFMFEHECERIM,

* P9 StorageClass (protection-silver-creditpoints-20k)iGIRETE|PRISE = MEINFE A
ontap-nas-flexgroup FHEIHME ZMEMFEME N ontap-san Bif. XLEMEMH—LL 20000 MEH
RIRMEESREFRIPHM,

* A StorageClass (creditpoints-5k)RFIETEIFRIE ZMEIAFMEM ontap-nas-economy FHIfG
ImM B = NEINTEEM ontap-san [Gif. XM ——HEAE 5000 ME R 5o

Astra Trident ¥ RE EZEM N EPFEN, HRRBREEEEK,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

creditpoints=20000"
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BCEONTAP NAS/Gi%

T RAN{a{E AR ONTAP #1 Cloud Volumes ONTAP NAS IRZHIZFEIE ONTAP Fif,

e
BRI

B AIER ontap-nas EBRTHEHIERIP. KEMREMBohIERE = TR HRVIREHTE
@ FFo Astra ControlB] AEASIZMEIRMETEFRIP. KEMEMZoIMYE ontap-nas REPFE

o o ontap-nas-economy JRapiER{iEH TS FEAEIRE TONTAP ZFNERFERB

Fo. HEZETHARNEIERIP. K¥ERE X ZohE (TEKubernetesE 8 27 8115514 ) E K,

PR
Astra TridentiZ LAONTAP B SVMEIR R HME1T. BEFERA adnin EBAF XN vsadmin SYMAFSKEEHEE
AENEMZITIER. X FiEATFNetApp ONTAP B9Amazon FSXERE. Astra TridentiZ{#EFEEEEF LLAONTAP

SVMEEREIEIT fsxadmin FAFE vsadmin SYMAF X ABHEBEAGHEMZTAA,. -
fsxadmin AP EEHEERAFANERENHAR.

NREFH 1imitAggregateUsage B FEEHEIEANIR, TR ERFNetApp ONTAP
@ #YAmazon FSx5Astra TridentE & EHAY. S8R limitAggregateUsage SHAERTF
vsadmin #l fsxadmin AP, MRIEELSE, IREREBEK,

BIARILATE ONTAP H18l# Trident IXEHAZ2FFI LAEABIIRGIMEERIVAE, ERINTFENZFR. KNS HHHR
AH Trident S FAREZSHIEM APl , MMIEARTRIEEES S HE,

R FEFAONTAP NASIREHAEF EC B /o i

T HRUNELERER ONTAP NAS IRSHfEFACE ONTAP fGiR. X TFFrE ONTAP fGin, Astra Trident EEZE/D
7 SVM B Ee—1EBE.

It FFFE ONTAP Gif, Astra Trident EEZE/DA SVM HEc— 1M ERE.

HIEE, BRI TENREER, HElEEmER— N RIZEFINEFEESE, Fl. SR E—MERNE
£33 ontap-nas BapIZEFMFEHRVTESE ontap-nas-economy —

FrEKubernetes TET m RN ML EE UMINFST B, 152N "Ihb BXFMEE
BB
Astra Trident 128 7 Ff3t ONTAP GFifiH#1T S 491 FaIER,

* Credential Based : EBFIFEIIER ONTAP BRI ZMERL, BINERTMEXNEZEERAE. 0
admin 3¢ vsadmin MRS ONTAP AR ARSI,

s EFEFH: Astra Trident BRI AFEAGIRZEMNIEES ONTAP £ #1TEE, LA, BREXHNEESE
PImIEP, ZEAFEI{ES CAIEHHY Baseb4 4wi3E (WREA) (EiW) .

TR UEHRINE RiR. WEEETFERENGENETERNAEZEBE, BR. —RIZF—HSHIIES
o BUMEIEMBHIIETE. SN EHEETRRFRIRE 7775,
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(D REZ AR R TIRIIER . WERIZERRK. HER—FHER. BHEEXFPiREM
T EMBNINIET .

ERETRENSMHEIE

Astra Trident 52 SVM SEH / £ESCRENEERMIEIEZEES ONTAP Bin#{T@E. BINERITERTIE X
A, 90 admin B vsadmin, XHFFAI LIRS RHKEY ONTAP IRARBIFRE, XLEhRZA]REZfELNAE API
NFFHERER Astra Trident hRAEA, FTUEIEZBEXREERAEBHIBEEAT Astra Trident , BRRINE
Fo

[EmE X B0 TR

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret"

IR, BREXEEREUAXAENFHENE—E, QIEERE, AP R / B0 FER Baseod H1T4RIEH
Fi& 7 Kubernetes 230, tliE / EfEREH—FETRERENSE, Ait, XER—T{NHEBRRITIVRE
, H Kubernetes S ZEEE R HIT.

BRET IR M IIIE
MMM ENEEHA] LUERIERHS ONTAP EiR# TEE. BHEXFTE=1"SH,

* clientCertificate : & IHIEHAY Base64 43 {E,
* clientPrivateKey : XEXFAHRY Base64 ZRiL{E.

* trustedCACertifate : Z{S1E CA iEHHY Base64 fwiZ{E, WMRFEHTE CA, NATIREILSE, WNRFEE
FBE{E CA, MATLZEIIZE,

HANTIEREEUTIE,

p

1. EREPHIERMER, £ME, ¥2AAE (Common Name , CN) REBRNEERNFHILIEN ONTAP
R

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=vsadmin"

2. FEl{E CAIEFAINE ONTAP &8%, iR ERFHEEER MR, WRKEHREE CA, WA,
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security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 72 ONTAP SH L REXFIRIEBMNER (MTE 1 718 -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. FIAONTAP R ERA BN cert BHWIEHE.

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>
security login create -user-or-group-name vsadmin -application http

—authentication-method cert -vserver <vserver-name>

5. FEREMIBEFNIXFHIIE, 3§ <SVM B LIF> F1 <SVM &5 > Bt HERE LIF IP 1 ONTAP &K,
B NRRLIFRIRS RBRIRE N default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. f£F3 Base64 XHIE+H, ZIAMAIE CA IEBHITHRID,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. ERM E—FRIFHELIE SR,
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +

T S IIE TS A BRI R

TR LEH A EiR AR RS HIIEG A RE TR, XMHANEER: E£RAFR / BENERA L
EHRAERIES; ERIERNERAUERAETHAS [ BENER. Ntt. EATMERIE B HIRIESEH

RINFNBMIIES%. AE. FEREMGENbackend jsonXX . ZXHEEBERITHFAESE tridentctl
backend updateo
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cat cert-backend-updated.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "secret",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

WIRER, FHEIRRUMSE ONTAP LB MEN, AEHTEHRER. BIEHe
() LURRPRENS NS, 25, GREERLERIES, AEALUM ONTAP E2ERHIR
B,

EFERASPEHNECIRENIR, BASEMEZGRINEERE, RIINEHREMNKRA, Astra Trident
AILLS ONTAP Gim#t{TIBEH A ER KM EIRIE,
EIE NFS SR
Astra Trident £/ NFS i SRB&KIZHIM HECERIERITR
EASHRIEET, Astra Trident 324 T FNEIN:

* Astra Trident EJLIBISEESHRRAS; FINMRFERAT, FREEASEE—RTUES IP ks

CIDR $RFIFR, Astra Trident 2 BB FXEEENT R IP ANEFHREH, &, MRKEEEMA
CIDR , NET R LILEIMEA2FEEERERE IP #RARINEI S HREH,

* FREERTUFHEESHRIEFRMAN, BRIEFEREDISE T ARINSHKRIEZIR, TN Astra
Trident B ERARIANSH L,
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HSBIRES HHRR
CSI Trident 20.04 KR LAGHSEIE ONTAP FiRlISFHIREE, X1F, ZREERMAUATET R IPIEERTF
Bt =E], MARFHNENXERXMN, EAKELT SHRBER,;, BREHRBABEEFTEFH#SE

B LIbSh, XBBTRNEFAEERRIARIRE ANAY IP AT EECERN IR RIAR, MMZEHEENE
ML EE,

(D 5B CSITrident # S B ERSHER, HSUHRTIET RRE NAT L2,

Nl

WAERR ML EED, THE—MNaHENX R

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap nas auto export,
"managementLIF": "192.168.0.135",
"svm": "svml",

"username": "vsadmin",

"password": "FaKePaSsWoRd",
"autoExportCIDRs": ["192.168.0.0/24"],

"autoExportPolicy": true

FEFIULTIAERY , EATUBAR SVM FREVIRIES BTl S HEERs, B4 AT S CIDR
() SeSHn (BIMBGASHIER) . EALEIE NetApp BILHRESE, H Astra Trident &
A SVM,

TR ERLRRAIX It Thae ) TERIESHITHINER

* autoExportPolicy IRE N true. XFK/Astra TridentE REIESFHIREE svml SVMHAFERLIEF N BT
INFNMIFR autoExportCIDRs #IHEIR, a0, UUIDH403b5326-8482-40db-96d0-d83fb3f4daecHliyf5im
autoExportPolicy BN true SIERNNFHREEE trident-403b5326-8482-40db-96d0-
d83fb3f4daec T SVM ko

* autoExportCIDRs EIEHUNRTIR, WWFERAENEFE, BAIAA "0.0.0.0/0, ": : /0" MRREX,
M Astra Trident ZARINTE LIET = LI EINFRE 25 CRER S B,

LRI, BER 192.168.0.0/24 IRt T HIE=SE], XRRUMASEEIR Kubernetes T3 IP 71N
% Astra Trident SI2HI S HEREEH, HAstra TridentEMHEIZITAAEN T REY. ERNRIZT RBYIPHIALHFRIE
SRR BRI E#HITHIE autoExportCIDRs, ik IP &, Astra Trident ZAHELIBIZF iR IP €2S
HERBSAIN, HAEARRNE N REIZ— .

&I LIS HT autoExportPolicy A autoExportCIDRs AT EiR. ErILIANBEENEmMINEAY CIDR
, WATLUMIFRIIER CIDR o Bk CIDR BHiES /D, UBARIMEEEASF, Sl LUEFEER
autoExportPolicy AF/Ein. HEIRFFoHEIENSHER, XEEIKE exportPolicy B,

T£Astra Trident| B EFEiRZ/a. BRI LUERKEGIR tridentctl AN tridentbackend CRD:
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./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:

chapTargetInitiatorSecret:

chapTargetUsername:
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd
YU AN EIKubernetesEE 85 H /A EllAstra TridentiThl286S. MEGRRNSHERSH#ITEFR(FHREEREI ML
FHiEERHASEEA autoExportCIDRs [Gi)o

BFFT ==, Astra Trident ZIOEFFBEAGENR, UBBRIZT REVHRIFN, @EMZERIRTS H R
BRULLTI R IP,  Astra Trident RIBILEAEEIESE, FRIFLL IP ATREEPIFTREEER,

MNFUEERNRIR. 1BEREMEIR tridentctl update backend EffRAstra TridentBEIBEIESHE
B, XIGEIE— 1 LUSIH UUID s BB SRR, B LEENSEESEMERNERMEIENSH R,

@ ErRE B EERES HERRNERFEMRESEIBIS HERR, NREHMCIERR, WFHMA
FIBER, HEIERHETH R,

MREHFH T EIT =Y IP ik, MARELT = EEHEE Astra Trident Pod o $AfS, Astra Trident 3 EHE
EENEIRNSHERE, UM IP B4,

ONTAP NASHD &I AN =1

T RRAAITEERY Astra Trident RERRIZFNER ONTAP NAS IREhi2F. TR T BREERGIURE X
A fEiRRETE StorageClasses FIIEEE.

[EUREC B I

BXEREEER, 52N FER!

B Description Default

version AR 1
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storageDriverName

backendName

managementLIF

dataLIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

igroupName

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

Description

FEIREDAE P B R AR

BE X &Mt Ein

EBHSVMEBIELIFRYIPHIEE H1T
Tcé8MetroCluster tJ#t. W3S
ESVMEELIF,

Y LIF B9 1P Htik, 345 IPv6 ,
BERALES. KERTEEMH

B R B EheEMN B FH RS [ 7R
E]

BT imiEKubernetes T s IPHYCIDR
53R autoExportPolicy ERH

BEVHAFEN—AEE JSON &R
RIFRES

E P iRiFHAY Base64 4RiS(E, F
FEF BN BRI

EFinE A% A8 Base64 4whg
B, BTETFIEPMNEHRHIEIE

Z{S1E CAEHH Baseb4 4Ri{E,
ik, ATFETIEPHNEHIIE

RFEZEIER /SVM WA &
RAFETEENSHIIE
EIEEISERE /ISYM ES, ATE
FEENSHIIE

E{FMARY Storage Virtual Machine

EFEAM SAN EHY igroup BIZ TR

£ SVM AERE FrES A REIZ,
KB EEH
MNMRFEREEIE DL, WEE
KW, * REBETFERTF ONTAP B9

Amazon FSx *

RBRBERNESLLE. WE
BRI

&1 FlexVol BYER A LUN %1, @470
£50, 200 BEAN

HWEEHBRN EFERNIRIR IS, &
5l {"api": false, "method" :
true }

Default

"ontap-nas" , "ontap-nas-
economy-" , "ontap-nas-
flexgroup" , "ontap-san",
"ontap-san-economy-"

IXEhIZF 2 FR + "_" + dataLIF
"10.0.0.1", "2001 : 1234 :

abcd . . 1 fefe]™”
B SVM k%, BRIESHEIHEA

false

["0.0.0000", " : /0T

NRZBSVM. MIR4E
managementLIF BiEE

"trident — < fFiF UUID >"
Trident

" (BOAER AR S 5E)

" (BRIAER AR HISERE)
100

%
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o Description Default

=

nfsMountOptions NFS EHEIMIE S HFRYIE !
gtreesPerFlexvol & FlexVol UK qtree £k, 71 200
£50, 300 SEEMA
useREST FAFEF ONTAP REST API B9#a/R false
2%, MetroCluster R 1F AR
A %
Do

<code>useREST</code> = EIN

* useREST {EA— M RATGhRIEM. BINAFILIFIR. MAREFLIERE, RE N
true. Astra TridentiF{EFONTAP REST API5Eim#TiES. LINEEEEFEAONTAP 9.10
@ NESRA, 5. FERONTAP BERABEUINMENAIN ontap NAERF. X—ar@Eid
FMENFHE vsadmin M cluster-admin A,

* useREST MetroCluster A3z #F,
EL5 ONTAP £85@(s, ENIRMHEHIIIESE, XUESLLERNARE /| ZiE, a2 REMIES,

WNREERERATNetApp ONTAP [5imEYAmazon FSX. 1B70187E limitAggregateUsage &
@ o o fsxadmin M vsadmin Amazon FSX for NetApp ONTAP {2 A EAREERERRS
RIERHEE Astra TridentfREIR & (£ AIB AR RYIAIEIR,

(D #7R debugTracerlags BIHEEEHTHI AR BN A S,

@ BIR/EIEY. 1HIEfE datalIF Ml storagePrefix BIEETEEN. EEMXLESH, BFE
BB — RIS R,

A UIEE T RER R (FQDN) management LIF ETB AT LIAIIEEFQDN datalLIF I, TEXFHER
T. FODNIEHFNFSIEHRIE, XiF, ERAUGIZMEF DNS , LUBEEZ MR LIF Zi8Seilfa 3T o

‘managementLIF" XFFrBoNTAP REhiZRr. WAILLIGE HI1pveitit, HfRiGastra
Trident&E&EE| "--use-ipv6" 1HE. BIVNLENX “managementLIF HIESHEY
Ipveitiit,

EAIPVEIIALET, JEH1R managementLIF M dataLIF (MIREBESERWENX P)EHIES R
(D) 7. flm. [28e8: dofb: a825: b7bf: 69a8: dO2f: 9e7b: 3555], Fff datallr MIFK
=Mt MlAstra Tridenti§ MSVMEZEXIPVEERIELIF,

fEF autoExportPolicy #l autoExportCIDRs i, CSI Tridentr] LABEHEIESHERIE, FiA ontap-nas-
* IXhiZ P32 It T RE

o ontap-nas-economy WENFEF. limitVolumeSize EIIARIRGIT HqtreeFILUNMU M EIBNENRK
K/ gt reesPerFlexvol AT BE X & FlexVol BExKqtree#,

o nfsMountOptions S¥PIATIEEEHIAD, Kubernetes KA MBERIEEETRBETEFMELPIEE, B
REFMERPRIEEEBIED, N Astra Trident OB AEREFHEEREEX FHIEERNERET. NRERE
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ERHECE X PRIEEEHIED, N Astra Trident FEEXREKBKA LS LI B EAIHEFHED,

Astra Trident=1E R EIENFIEER"Comments" FEEHIR BEACEIT® (ontap-nas M(ontap-
nas-flexgroup. RIBFMERABIREIFZR. ERFEEEFlexVol L#ITIZE (ontap-nas)

@ 8{FlexGroup (ontap-nas-flexgroup) o Astra Trident &7 & FE I EEMEH ARG
HEEHEZFES. FREERTUASMEENE XIRE, HUFHEHPIENFIEEHTT
4R, X#E, EriA LURBEIREE PRMUHN—AR BE XInERAEMX DS T,

AT EE &R E RN
TR LIRS B S HE D R E AR ERTRITFIRINEES N ENA . BXTA, BERUTEERSG,

S8 Description Default
spaceAllocation LUN BY=SiE] 92 i true
spaceReserve TEFRBERN,; "X (KEE) ;" L

5" (B
snapshotPolicy E(F AR Snapshot FKEE 7o
gosPolicy ENRIENEI AR QoS K&,

FEARENEMEM / [FiHR qosPolicy
g}, adaptiveQosPolicy Z—

adaptiveQosPolicy ERNCENEDEIEIEN QoS &K "
B&LH, EFRENMEMEM / FiRY
qosPolicy 3 adaptiveQosPolicy Z
—, A% ontap-nas-economy.

snapshotReserve HNREBIMENER S LR "0" %1% snapshotPolicy B"E" &
g

splitOnClone SRR, MERXLRIFSZ7kE false

encryption T#E LB FENetAppEIMNZH(NVE) false

; BRIAA falseo, EfERILLEIDN,
WATESERE FIR1E NVE BRI H B
A NVE ., MNREEmZBATNAE.
M7EAstra Trident? Bt & RIE R &R
BEEANAE, BXEFMAER. 15S
I "Astra Tridentfl{AI 5NVE
FMNAEBESERE"S

securityStyle HENTLED "unix"

tieringPolicy fER " T " WD ERE iEFF ONTAP 9.5 SVM-DR ZFiHY
FCERY " (VIRER "

unixPermissions HERED 777.

snapshotDir =HIBIAI DY . snapshot BR false

SRR BEANS HRE default

securityStyle MmENZSER "unix"
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7£ Astra Trident R QoS RIZLAFEE ONTAP 9.8 FEBARAS. EIVERIEHZ QoS HKEEA
O | SHBRRBESSINRT S5 S, #3 QoS RIRHFTALIFRANLSHB -

THEHZEXTERIAMERRE:

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "customBackendName",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"labels": {"k8scluster": "devl", "backend": "devl-nasbackend"},
"svm": "trident svm",
"username": "cluster-admin",
"password": "password",
"limitAggregateUsage": "80%",
"limitVolumeSize": "50Gi",
"nfsMountOptions": "nfsvers=4",
"debugTraceFlags": {"api":false, "method":true},
"defaults": {
"spaceReserve": "volume",
"gosPolicy": "premium",
"exportPolicy": "myk8scluster",
"snapshotPolicy": "default",
"snapshotReserve": "10"

EATF ontap-nas Pl ontap—nas—flexgroups\IW,T:T:\ Astra Trident=ERFHIITE S AR
fRFlexvol BIAK/NSsnapshotReserveBS b PvctERE, HAFIEXK pvc B, Astra Trident =fE
BfmtEeIEAEEZTENEREIE Flexvol . WITERIMERAFE pvc FKEIFMERNAESE, AR
INFEIERB=IEl, F v21.07 Zal, WRAFIEK pve (B30, 5GiB ) , H#H snapshotReserve
7 508 , MREIKRE 2.5 ci HWAIETE, XERNAFIBRNEENEMN “snapshotReserve =HAH
H—1B7tb. ETrident 21.0750. BFIERIERIETIE. Astra TridentEX T snapshotReserve #FRMR
BIMNENBD. XFAERT ontap-nas-economyo BSIATRAILL T BETERIE:

HEGENT:

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

3+F snapshotReserve =50% , PVC &K =5GiB , HEA/NA 2/.5=10GiB , AJAX/NA 5GB , XEBF
£ PVC 5 RAIEKRBIA/N o volume show BB MNETRS A TRAIZZIARILER:
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Vserver Lui tat Size Available Used%

online Rw 18GB 5.

pvc_eB8372153_9ad9_474a_951a_08ael5elc@ba
online RW 1GB 511.8MB

2 entries were displayed.

TEF4R Astra Trident BY, FoaiLEMNINE GIHERE LR RBERES, M TFEARZAICENSE, BNAEHE
SR/, DUEMZRFIFTMAIE. H190. BEFEH2 GiB PVC snapshotReserve=50 ZRIMNERZE. E0lig
1 GiBRIAIE=ia), 0, KFEK/NEAEA 3GIB A ANAIEFE— 6 GiB £ _Ligft 3GiB f9AI E =8,

RIRECE A
UTFRAIERTRAZSHEHREANBRANENESELE, XBEXEHRNRESETT .

@ WREFRFA Trident B9 NetApp ONTAP £ Amazon FSx , Zi LIF 5% DNS &%k, M+
= |P bk,

ontap-nas EEETFIE PN BRI IREHIER

X— 1M REEHEERAl, clientCertificate, clientPrivateKey, # trustedCACertificate
(UNREAASCA. WAIEVEFET backend. json P FIRAEFFIRIEH. THBIHMAISCAIEFNbase64
YmAE{E,

"version": 1,

"backendName": "DefaultNASBackend",
"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.15",

"svm": "nfs svm",

"clientCertificate": "ZXROZXJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRl1c2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz",
"storagePrefix": "myPrefix "

ontap-nas EF B S HERIIRIIERF

LRI 2R T W1{AI$E7R Astra Trident (ERATHAS S H R EMIEN EESHRRR, HREXTHEWL
ontap-nas-economy Ml ontap-nas-flexgroup JKoIIEFo
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"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"labels": {"k8scluster": "test-cluster-east-1la",
nasbackend"},

"autoExportPolicy": true,

"autoExportCIDRs": ["10.0.0.0/24"],

"username": "admin",

"password": "secret",

"nfsMountOptions": "nfsvers=4",

ontap-nas-flexgroup JKLIFEFE

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",

"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"labels": {"k8scluster":
ontap-cluster"},

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

ontap-nas X¥#FIPv6RIIRGHIZF

{
"version": 1,

"storageDriverName": "ontap-nas",

"test-cluster-east-1b",

"backend": "testl-

"backend": "testl-

"testl-ontap-

"backendName": "nas ipv6 backend",

"managementLIF": " [5c5d:5edf:8f:7657:bef8:109b:1b41:d491]",

"labels": {"k8scluster": "test-cluster-east-1la", "backend":
ipve"},

"svm": "nas ipv6 svm",

"username": "vsadmin",

"password": "netappl23"

}
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ontap-nas-economy JXEHFEF

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret"

REPAFE R IR

ZETEPATHRFIEHREXXHH. SNMEFFEMSERENRIAME. 5190 spacerReserve .
spaceAllocation Hfalse. # encryption Hfalse, REINTEMEMEFMEIFDHHITE X

ELRfIh, REEFENRIGE B SHFEMED spaceReserve, spaceAllocation, gl encryption B.
MELMSBE ERISERRIAE,

ontap-nas IXENFIEF

{

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "admin",

"password": "secret",

"nfsMountOptions": "nfsvers=4",

"defaults": {

"spaceReserve": "none",
"encryption": "false",
"gosPolicy": "standard"
by
"labels":{"store":"nas store", "k8scluster": "prod-cluster-1"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
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"encryption": "true",
"unixPermissions": "0755",

"adaptiveQosPolicy": "adaptive-premium"

"labels":{"app":"slack", "cost":"75"},
"zone":"us east 1b",
"defaults": {
"spaceReserve": "none",
"encryption": "true",

"unixPermissions": "0755"

"labels": {"app":"wordpress", "cost":"50"},
"zone":"us east 1c",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0775"

"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

ontap-nas-flexgroup WENTEF

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",
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"defaults": {
"spaceReserve": "none",
"encryption": "false"

by

"labels":{"store":"flexgroup store", "k8scluster":

"region": "us east 1",
"storage": [
{
"labels":{"protection":"gold",
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"labels": {"protection":"gold",
"zone":"us east 1b",
"defaults": {

"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"
}
by
{
"labels":{"protection":"silver", "creditpoints":"20000"},
"zone":"us east 1c",
"defaults": {
"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0775"

"labels":{"protection":"bronze",

"zone":"us east 14",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

"creditpoints":"50000"},

"creditpoints":"30000"},

"prod-cluster-1"},

"creditpoints":"10000"},
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ontap-nas-economy JXEHFERF

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "secret",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas economy store"},
"region": "us east 1",
"storage": [
{
"labels":{"department":"finance",
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"creditpoints":"6000"},

"labels":{"department":"legal", "creditpoints":"5000"},
"zone":"us east 1b",
"defaults": {
"spaceReserve": "none",
"encryption": "true",
"unixPermissions": "0755"
}
by
{
"labels":{"department":"engineering", "creditpoints":"3000"},

"zone":"us east 1c",

"defaults": {
"spaceReserve": "none",
"encryption": "true",

"unixPermissions": "0775"



"labels":{"department":"humanresource",
"creditpoints":"2000"},

"zone":"us east 1d",

"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

iR RETE] StorageClasses

LU StorageClass X 5| 7T LIREEF#EM, B parameters.selector FEH. B StorageClass#f
STERATATRESHNENY,. SRERAERMHAENXENAHE.

* Z5—StorageClass (protection-gol dFRETEIFRIE—. BZNEIUEMEM ontap-nas-
flexgroup PHIGEHME—NEIAFEMEM ontap-san [Fif. XEME——MERHBESREIFHI,

* B8 ” StorageClass (protection-not-gold)FMEEIFHE =, BEPMEIUEMEM ontap-nas-
flexgroup FHEHRME . B=NEMEFEMEM ontap-san Fif. XLEitEE—IREREERUIMRR
58I,

* B8=“StorageClass (app-mysqldb )Rt PR E O PN EINERE M ontap-nas PRIGIHME =P EIN
Ff#EM ontap-san-economy [Glf. XLEMEBMH—I mysqldb FERHIN BIEFREFFENEERM,

* 2809 StorageClass (protection-silver-creditpoints-20k)¥GHRESEIHBYE =N EINTERE
ontap-nas-flexgroup FGIHME PN EIMEMEMN ontap-san [Gim. XLEMEMHE—LL 20000 MEH
RIBHETRRIPRIM,

* 88 StorageClass (creditpoints-5k)EFMETEIFHAIE — MNEIMTFEMEM ontap-nas—economy FHfG
A B = NEIAEMREM ontap-san [k, XEEZH——FEHR 5000 M5 H =AM~ .

Astra Trident FRTE LRI EPFMEM, HBRBEFHEEK,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysqgldb"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: protection-silver-creditpoints-20k

provisioner: netapp.io/trident
parameters:
selector: "protection=silver;
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"
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3% Astra Trident 53&FF NetApp ONTAP Y Amazon FSX 45 &1

"IE&FTF NetApp ONTAP BY Amazon FSX"@—M2ZEM AWS RS, ZIFEFBoi#liETTH NetApp 89
ONTAP 7FEIRERSIRIHT HHX RS, Amazon FSX for NetApp ONTAP Z#H&EF) A IEZEM NetApp Ih
BB, MAEFEIETHAE, RRTFIATE AWS LEMEEUEREE Y, RIEM, T2MMEY B, FSX 2 F ONTAP
B2 X HERAIREFEIE AP 6

X FRSEZE Amazon FSX RNEBEHIR, LIMTREREER ONTAP &8, T8 SVM A, &R LIgIB— e
210 E, XEERRXHNXHRFEEX G RATHIESS. HBNEAT NetApp ONTAP B Amazon FSX
, Data ONTAP RfEAZHHREEXHRFR M, FPIXHRF LR * NetApp ONTAP *

Wi Astra Trident 5iEFF NetApp ONTAP B Amazon FSx & 1ERA, &8 LUH{R7E Amazon Elastic
Kubernetes Service (EKS) HinfTHY Kubernetes &£&# 7] LIECE I ONTAP F {2 RRA Xk A S,

Bl#2I1EFF ONTAP #Y Amazon FSX X4 &%
Trident T35 MIBRTER B T B5hE DB Amazon FSx XERZ LOIENSE. Efif: PVC , BEE
FrhffiER PV #0 ONTAP B9 FSX %,
Eh b tbn)EER , BERITUTRE:
* JBER " HIREIE " KAIEIEATF ONTAP M) FSX XHEERSE, RECIBRT{ERuEEE
&, BEREHIEFREEDR,

B T ATRONE " B, REEDEN. RAEDHEHTUE Tident RIS, MERS
—5§EE7J:Fﬁo

v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
0 Disabled

T fi# Astra Trident
WNEREZ Astra Trident BIFTAF , 1BER TEIRHOFHEHITHE:

* "B IR SRR

* "{& 3 Astra Trident BYZE K"

* "EBZE Astra Trident"

* "EREE AT NetApp ONTAP BJ ONTAP , Cloud Volumes ONTAP #1 Amazon FSX BYE{E5LEk"
* "% Astra Trident"

* "ONTAP SAN [GifEi&"

* "ONTAP NAS [SixAcE"
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AT AR ENTZ R INRE "Ik

iEFATF NetApp ONTAP BJ Amazon FSX f£/8 "FabricPool" IBIBEFMHE., @I E, EraLiRIEHIEEST R EH
AR EIEEETER .

Astra TridentR/fEAIETT vsadmin SVMBRFR S AEHEEAEHNEMZTRIAR, iEATFNetApp ONTAP
MIAmazon FSXE A fsxadmin BIEEH#ONTAP I, admin £8P, FAEINFEA fsxadmin AP, fE
FBTrident. ¥EA vsadmin SVMAF R] LA IR 8E ZAstra TridentZhEE,

IRShiZER
fEAT LAE R L R IRBHAZ 38 Astra Trident 53&F3F NetApp ONTAP B Amazon FSx 5% :

* ontap-san. BEENEIPVEIEE B ZAAmazon FSX for NetApp ONTAP &HRY—LUN,

* ontap-san-economy: ECENEIMPVEE—1LUN. 3FFNetApp ONTAP %. &1~ Amazon FSXHILUN
HEZEAEEN,

* ontap-nas: BENESIPVEIR—MEATFNetApp ONTAP H5EEAmazon FSX%,

* ontap-nas-economy. HCEMEIPVEIZR—qtree. ¥ FNetApp ONTAP %&. & 1"Amazon FSXHqtree
HERAEN,

* ontap-nas-flexgroup: ECEHEIMPVERR—ER FNetApp ONTAP FlexGroup BY5EEAmazon FSX
o

B{HI0IE

Astra Trident It B9 I0IEET
* EFEH: Astra Trident 5 SVM EREMIIERS FSX XHF RS LR SVM #H1TE(E.
s EFEIE: EeIUEA fsxadmin XERAHAF vsadmin ASVMECERAF.

@ A 15RZIEEINER vsadmin AP, MAR fsxadmin ECEGiR. Astra Trident 3 {EALLA
FRMZBS FSX X RGHITIBES,

TR UEFRNA RlR. WEEETEENGEZNETEBNGEZEBE, BR. —RIZF—HIMIIES
Ho BYMEIEMBMIIET A SN EHREETRRFRINE 7575,

@ NREZ AR R TIRIER . WERIERRK. HER—FHER. BHEEXFPiREM
T EMBNIRIET .

BEBTRAEXSHIIINEMAEE, BRI TREE:
* "ONTAP NAS"
* "ONTAP SAN"
f£AIEATF NetApp ONTAP HJ Amazon FSX 7£ EKS ZBEFAIE Astra Trident

BEENHRA
* EEMIHBAmazon EKSEEFE B &1EKubernetes&EEF kubect1l BRI,
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https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-mgng-stor-tier-fp/GUID-5A78F93F-7539-4840-AB0B-4A6E3252CF84.html

s AIMEEMN TET 2iAaaERT NetApp ONTAP X R 4:H] Storage Virtual Machine (SVM ) HYIHE
Amazon FSX .

* WAEBILERNIET R "NFS #1/ 2 iSCSI"

@ Ha{#R3ZEE Amazon Linux #1 Ubuntu FrEEBY T s ER P B#HITIRIE "Amazon Machine BR{&"
(AMIS ) , BABURATFERI EKS AMI 38,

BXHfth Astra Trident 3K, EE0 "Lth4k",
HIE
1. FREFP—FhEFZ Astra Trident "SFZE 751"
2. BB TS BEE Astra Trident :

a. & SVM FEIE LIF DNS &#R, flal. EBAWSH<ITREE DNSName FHY% B Endpoints —
Management BT TFGL/G:

aws fsx describe-storage-virtual-machines --region <file system

region>

3. ﬁuL#i%Fﬁ?%fﬁqlﬁEEﬁﬁE:ﬁo yu%luA%%E,JIE ontap san }:J-ffl-]\ % "ﬂ:t&" yﬂ%n’.’kﬁﬁﬁﬂ’g%
ontap-nas [aifk. BEEN "L,

R UM AT LA R X R AT R EFER SSH BREINXHERS (Hla0, ZEIEBH) . FH
@ fsxadmin AP, QIEXEHRSGNEEENZEUNMTHNEIEDNSEZFR aws fsx describe-

file-systemso

4. EREIEBMEIE LIF B9 DNS I FmXHE, AT REIFIR:

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "customBackendName",

"managementLIF": "svm-XXXXXXXXXXXXXXXXX.Ls-XXXXXXXXXXXXXXKXXX.fsx.us—
east-2.aws.internal",

"svm": "svmO1l",

"clientCertificate": "ZXROZXJIJwWYXB...ICMgJ3BhcGVyc2",

"clientPrivateKey": "vciwKIyAgZG...0OcnksIGRlc2NyaX",

"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz",

BXUERRNER, FEUUTHHE:

* "{EF ONTAP NAS IREhiEFE & GiR"
* "5 ONTAP SAN IREhiEFE & R im"
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@ 157067 datalIF o ontap-san # ontap-san-economy X #FAstra TridentfEFE % E1ZAYIK
iz

@ o limitAggregateUsage ¥ ARIERTF vsadmin M fsxadmin AP, MNRIETEILSE
, BRERIEEERK,

HWETAGE, RITUTTRUGNE "FhiEE, RRESULKEERE Pod H'

THREZER

* "Amazon FSX for NetApp ONTAP 244"
* "BXiEATF NetApp ONTAP #J Amazon FSX HIfEE X ="

{58 kubectl SR
BIRENX T Astra Trident SFERFAZEIX R, ©E5IF Astra Trident IR S5ZFERFAHITES, LUK Astra
Trident MR IZTZERRAICES. K3 Astra Trident 5, FT—F EEI#/SiH. o« TridentBackendConfig

il B EXEIRENX(CRD). EA U EE & IKubernetes REI IR EE Trident/Gif. &SR LUERMITILIRME
kubectl 8{5Kubernetesy & hREHICLIT &,

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfig)@— MR ATNEMFIHCRD. AIBFE
12 Astra Trident/gif kubectlo, IITE. KubernetesfIiEEEIE A A LI EIZBIIKubernetesin £ 1T REEIEME
BEi. MERETABITERARER (tridentetl) o

Bll##8Y TridentBackendConfig WM&, FRELUTIER:

* Astra Trident ZIRIBEIREECE BohtI G, EEREPRSTA TridentBackend (tbe,
tridentbackend) CRo

* o TridentBackendConfig Mi—4#fE %] TridentBackend X&HAstra TridentBliZE,

B TridentBackendConfig A% —IT—MEt TridentBackendo BiI& & NEFIRENATIIHAE
EGmmiEL; FER Trident RREFEHETRIA .

@ TridentBackend CRSHAstra TridentBzitliE, & * R * BREl]. MREEHMEIK. 58
HEBRAITILIRME TridentBackendConfig MK,

BXEIL. BB TRAI TridentBackendConfig CR:
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

EERILUEBFRIRA "Trident ZE2F" FRREHET S / IRSHRFIEEE R,

o spec RANVGEIHIHENEESH, FUROIP. FiRfER ontap-san FHEREIER. HERILAPIRHNEE
2. BXRAFEEENIZEFNEEETTIR, HEN "FHEREFNEREEREE"

o spec BTILEE credentials Ml deletionPolicy FE&. XEFEEERFILA
TridentBackendConfig CR:

* credentials: WBRENEFE. G8ATHEEFEEAS/RSHITEHDEIINETIE, HZEIEENAF
#28 Kubernetes Secret o ERERGELUANAF N EE, ALSSHIEIR.

* deletionPolicy: ItFERENXTEERBINAITIIRIE TridentBackendConfig EMIBR. E©RILIEA
UTRMageEZ—!

° delete: X¥EMIBFRXME TridentBackendConfig CRIUNKEEMNGIRK, XEMIAME.

° retain: HHIBY TridentBackendConfig CREMIFR. FIREXNIEE. AIERAIITER
tridentctlo REMBRIREZIGE N retain AFHAFBRAEIFEAIRZA(21.04 2 BIRIhRZS ) H RGBS
U, WWFEMERIMUEZIGEH TridentBackendConfig BEAliE,

EiRNBZIRMERRITIZE spec.backendNameo MEXRIEE. NEHENZFEEE RNZTR
(D TridentBackendConfig &R (metadata.name), ZINFEREXIZEGIHAN

spec.backendNameo

ERRIZEMEIR tridentetl ZHXBER TridentBackendConfig WK, ERILUERERE
ISR kubectl BT EIE TridentBackendConfig CR.ATUNMEEMEERIELE S E (!

i spec.backendName, spec.storagePrefix, spec.storageDriverName' %)

o Astra Trident¥BISPEMEIEN " TridentBackendConfig ERTNLEERN G,

i LA
BUEFA VRS kubectl. EREITLLTHRIE:

1. B "Kubernetes #172", IthZZEAEIE Astra Trident STEEEEE / RS BEFIENER,
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2. I TridentBackendConfig MR, HPBEFXFMHER / RSMFMAER, H3IHT L—FPelE

HYE Ao

tiERIRE. BRI LUERAMEREIRES kubect]l get tbc <tbc-name> -n <trident-namespace> FHUEE

HWFAER.

%1% i Kubernetes 173
tiE—IE, EFESEHRNIARER. XEENFERS /I FEFEEN. UTE2—1nR5):

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: backend-tbc-ontap-san-secret

type: Opaque
stringData:

username: cluster-admin

password: t@AxQ7qg (>

TRLETEMEFHTENNERLMESHNFER:

FETaBFRip SR
Azure NetApp Files

&AT GCP 19 Cloud Volumes
Service

&ATF GCP 89 Cloud Volumes

Service

Element ( NetApp HCI/SolidFire
)

ONTAP

ONTAP

ONTAP
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M=
clientld

private_key _id

private_key

2
Ui =

username

password

& F IR PRE A

FEG o) R
N AR EMFNE 5 ID
THZEHAWNID, BEF CVS BIERA

B GCP ARS31KA B API A
;=P

LHARA. BE CVS BEEGRAEN
GCP RSB #9 API ZZ$BRY—2B5

e, EHER SolidFire S2E#HY
MVIP

RFEZEIEE /SVM WA &
BTFETFRENSHREIE

EERIERE /ISYM RS, ATE
FREENSHIIE

EFim% AZ AR Base64 R
B, ATETFIEPMNEHIE



FETF e E F il M ¥ EgIn) i ik
ONTAP BFR#& NIEFRP &, W15 useCHAP=true

» MANE, EBTF ontap-san
# ontap-san-economy

ONTAP chaplnitiatorSecret CHAP BoiiEF%H, R
useCHAP=true , NMIAANED, &
FF ontap-san # ontap-san-
economy

ONTAP chapTargetUsername B4RAIF %, W18 useCHAP=true
, MAMEmR, EAF ontap-san
# ontap-san-economy

ONTAP chapTargetlnitiatorSecret CHAP BirBoiiZE 25, R
useCHAP=true , AN FEDL, i&
BT ontap-san # ontap-san-
economy

BEFS | BILPBHEIEMNE spec.credentials FE TridentBackendConfig £ F—F HEIENIT

o

%24 . 8 TridentBackendConfig CR

WME. EAILEIET TridentBackendConfig CRIEMRGIP. BEMAMGI ontap-san KehiEFEER
BI#H TridentBackendConfig MR TFFAR:

kubectl -n trident create -f backend-tbc-ontap-san.yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret
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F£34 . WAV TridentBackendConfig CR

m

2

Bt

. BRIET TridentBackendConfig CrI\ ] UIIPIRES. BB LT R

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

Nt EimHIGESEER] TridentBackendConfig CR.

R LURAUT™EZ—:

* Bound: TridentBackendConfig CR5GIHXEL. GIREE configRef IREAN

TridentBackendConfig CRAJUID,

* Unbound: FAER ""s o TridentBackendConfig HWERKRPERGiH. FREFEIEN

TridentBackendConfig ERIANER . CRSATFULMER. WMEEREENRGE, SELEBRERA
"Unbound (BEGHSE) "o

* Deleting. TridentBackendConfig CR deletionPolicy BI&&E Ndelete, X

TridentBackendConfig CREF#EMIBR. ©IGLIEE|Deletingth o

° NRFHAFEEXRAEEIFK(PVC). 1BEMIFR TridentBackendConfig T Astra TridentflbR/5 1%
WM TridentBackendConfig CR.

c MNRFHEFEE—ITHEZD PVC , MEHABBFRIRE. o TridentBackendConfig CREEGHH NMIER
FMER. [EimAN TridentBackendConfig REEMIBRFIEPVCEA MR,

* Lost: 5XBXHU/GI% TridentBackendConfig BN EMPET CRF TridentBackendConfig CR

e FHERIFREEIH. o TridentBackendConfig LIFEAM4A. HAIMBRCR deletionPolicy it
B

* Unknown: Astra TridentZT/AHE S KB EIRIVIRSHEEFEE TridentBackendConfig CR.GIU0. 40

£

BEAPIARSS28RMINEY tridentbackends. trident .netapp.io H/VCRD, XAJREEEHF T,

LERNER, BERIheIREN! Lo, TS MEME, B0 5l Bl EmMmER".

(E%) % 4 5. RENEZFMAER

Vo

10N
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kubectl -n trident get tbc backend-tbc-ontap-san -o wide



NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8efb6-
bab2699%e6ab8 Bound Success ontap-san delete

IEh. &R BT BISREXEY YAML/JSON%%f# TridentBackendConfigo

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09%c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6£f60-4d4a-8ef6-bab2699%e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo B & backendName # backendvulD AN BIZERSIKEY TridentBackendConfig CR.o
lastOperationStatus FEEFRRLEMIEIERVIRE TridentBackendConfig cr. AJLL AP LA (0. A
PERERTELEAR spec)dHAstra Tridentfifi & (F140. 1EAstra TridentE#/BahEAIE]). B LARATN, tEILL
BEM, phase RRZIBEJXFRBVIRZES TridentBackendConfig CRMGiR. E LEEARAIF. phase E4F
EfE. XEIKE TridentBackendConfig CREGimKEL,
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BRI LIBTT kubectl -n trident describe tbc <tbc-cr-name> 8p% LIFRENEHBHENIFAEE,

@ EREEEF TN E S KBRIEUR TridentBackendConfig WRFEMA tridentctl, TR
?ﬁﬁﬁﬁ&ﬁ’]ﬁgx tridentctl ] TridentBackendConfig, "iBZILIEAL",

£/ kubectl HITRIREIE

T BN ERRITIRIREIEIRIF kubect 1o

il

i TridentBackendConfig. &AL RAstra Tridentflff/{REEIR(ETF deletionPolicy) o EfflfF
[Eif. 1EMTR deletionPolicy K E Ndelete, {XMIFf TridentBackendConfig. BHAR
deletionPolicy REBNRE. XEFEAIUBKRERINATEE. HolEBEHITEIE tridentctlo

BITUATmS:
kubectl delete tbc <tbc—-name> -n trident

Astra Trident A= MIBR EEE AR Kubernetes#l® TridentBackendConfig. Kubernetes FAF f13Ri5IE%
Ao MIBRANZERIAIIND. REERHAFERVER, 7RIS EMR R,

EENERIR
BITU TSRS

kubectl get tbc -n trident

eI BIiETT tridentctl get backend -n trident 8¢ tridentctl get backend -o yaml -n
trident SREVFIE RRAITIR. tTIRIEGEIEEALIZEN/EY tridentctlo

Eiain
BRI R SHER:

 ERERANEIREEEN. EENEE. 5EAPFERAKubernetes Secret TridentBackendConfig #40
B R, Astra Trident B ERIRENRMERENEFNER. BT TS LIEHR Kubernetes Secret :

kubectl apply -f <updated-secret-file.yaml> -n trident

* FEFMSE (BINPRERR ONTAP SVM BIER) o EXMIER . TridentBackendConfig AJLAE
Zi@idKubernetes BEH A Ko
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kubectl apply -f <updated-backend-file.yaml>

&, Wl IMEHITE TridentBackendConfig crizfTLAFap<:

kubectl edit tbc <tbc-name> -n trident

NREHEHMKRY, NEkhERFEE LDREMEER. EEIIETREERTUBELERR
kubectl get tbc <tbc-name> -o yaml -n trident 3{ kubectl describe tbc <tbc-name> -n
tridento

WBEHEEEEXHFNREGE, ErRIUENETT update 8%,

5 tridentctl TSR EIE

THRRUNEERRITEIREIER!E tridentctl,

elf=I=rs
BIRE EIREE T, BITUTHS

tridentctl create backend -f <backend-file> -n trident
MREHEIEEY, NEREEEHINAE, EAILUETU TaSREERAEUBRELAERRA:
tridentctl logs -n trident

MEHEBEREXHRNREE. BRFISITENE create %

il B f= i
E M Astra Trident FHIBRSIR, EHRITLLTIRE:
1. KERHRZFR:

tridentctl get backend -n trident

2. MIERE

tridentctl delete backend <backend-name> -n trident
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(D 9N2R Astra Trident MIL/RIRECE T HEFERISHIRER, NRFREHEELEHEERES, BG4
S50F " RF "OIRES, T Trident AL EEXLEEMIRIE, HEREMBRLL,

EEIEER
BEE Trident 7TEEMEIR, BERITUTIRE:

* BIRBUEE, BETUTHS:
tridentctl get backend -n trident
s BRENVFABEIEAEE, BETUTHS:

tridentctl get backend -o json -n trident

Eiiain
BIRMNEREENHE, BTN THe:

tridentctl update backend <backend-name> -f <backend-file> -n trident

NREHREMRRY, NEHEEDRDTRESHOERTR. EAUNETUTHSREERSUAEAEREA

tridentctl logs -n trident

WEHEERBEXHRNRBE. ERBEITAE update B
HE R ERIITFHESR

XE— R WK LIBTRE#E 5ISON—ICIR AR tridentetl ERMN RV L, IIRIERFAE
R jq SRRAER. EFEREZLARER.

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

XMERTFEACNENGIR TridentBackendConfigoe

ElRmE R RN Z [B)f5 5]

T #RNAITE Astra Trident PEIE[Si%, M TridentBackendConfig' I7E. EIE G 7] LUBE MAMHSH A XN EIE
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[GiR. XEIEH A TIRE:
* AJLAFERLIZEI tridentctl BEHITEIE TridentBackendConfig?

* AILUERRIERIR TridentBackendConfig FIEAH#ITEIE tridentctl?

EI2 tridentctl FIR{FEA TridentBackendConfig

AUNBERERLENEIRIENS R tridentetl B SIEE @I Kubernetes R H
TridentBackendConfig MR,

XIERATFLUTIEHR
* TS FENGIR. %A TridentBackendConfig RAENIZEALERN tridentetlo
* FARRENHG tridentctl MEM " TridentBackendConfig W RIFE,

EXHEMHERT, BRINEEE, HA Astra Trident 2T RIEH T EH#HTIRE, BEAALUERU TGN
Zz—:
* YREEEA tridentctl UBIBERT AENEIR.

* FERIENHERIR tridentctl FIFTEY TridentBackendConfig MR, XIFEMEKRE GG ERHTT
EIE kubectl MARE tridentctlo

FHREEEER kubectl. EEEQIE TridentBackendConfig HBEFME K. FTEHEENETEMNT
{EIRIE:

1. 872 Kubernetes ¥12%, ILZREAEIE Astra Trident STEMEERE | IRZBEFENEIRE,

2. 8 TridentBackendConfig W R, HABEEXFMHESR / RSIFAEE, H5IBT L—FHeliE
HEEH, HIVNCIEEHERIMEES (9] spec.backendName, spec.storagePrefix,
spec.storageDriverName F), spec.backendName AIKE NIMERIHHIEFR,

F 04 HERH

LEIiE TridentBackendConfig MRBEDIMEER. WEERNEIENEE, FHRfd, RIKEFEAL
T JSON EXEIE T f5iH:

tridentctl get backend ontap-nas-backend -n trident

frecsmssmemeso oo ==== frosssssassmssme=s
fem========ssscsessssossssssss==ss=sa== fr==m====== fom======= ¥

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e foss=============

e fomm - fomm - +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3be5ab5d7 | online | 25 |

fmm fmm e

fressmsseee e e m s m e s e s e e pemmm=m== i I
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cat ontap-nas-backend. json

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {

"spaceReserve": "volume",
"encryption": "true",
"unixPermissions": "0755"

"labels":{"app":"mysgldb", "cost":"25"},
"zone":"us east 14",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

%1% 62 Kubernetes #1%

IE— N EESRREEONE, MUTRAFR:
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cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

passWord: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

%2 . G TridentBackendConfig CR

T—# 282 TridentBackendConfig ¥ BEMHETIEBEMMCR ontap-nas-backend (JAARBIFFR)o
HiRHEUTENR:

* FEXTHENGEHZFF spec.backendName,

* EBESHMSRBEIRER.

© EINEEH (WRET) 45 RBEHRERFEBENIRE.

* EIE@E1T Kubernetes Secret fefit, MARUANXAR R IR

EXMBER T BE/R TridentBackendConfig U0 FFAR:



cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

B3P WIEAPIKES TridentBackendConfig CR

25 TridentBackendConfig BEIE. EMEMINA Bounde B©IRNRMSINE GimtER Y Ei%3 TR
UuID .
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kubectl -n trident get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

WE. EmRBERAHITTEELEIE tbc-ontap-nas-backend TridentBackendConfig XK,

EIE TridentBackendConfig [Gimf#H tridentctl

‘tridentctl® AAFYIHERLIENGIR
‘TridentBackendConfig o It4h. BIERFLUEFBEERLEEIEFIR tridentctl®
B “TridentBackendConfig® HMfR 'spec.deletionPolicy’ IKBEN “retain’o

F 0L HERH

man. R TERESEREIEN TridentBackendConfig:
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M

%

ik

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

PRI B HIX—S TridentBackendConfig BRINEIEHEE 2 BRI GHAIUUUUID],

1% . HiA deletionPolicy I8E N retain

HAR T E—THNE deletionPolicyo HWEEBIZGEN retain. XHEA] LAMBREH AT

TridentBackendConfig CREMIER. BHEXNEE. AIEAFHITEE tridentctls
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

()  W2#AITT—%. B3E deletionpolicy BEX retain,



%25 . MIF& TridentBackendConfig CR

=g— @MPBR TridentBackendConfig CRIAIAIG deletionPolicy IREM retain. EOJLIAREMIT
BRI -

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

fosessssssssssas==== R e
e e et fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fom fom e
R R fomsmm==== +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

fosesssssssasmas==== fosssssmss==sms=a
fessssssssssssesessosssssasssssssasaaaa femmmm=== fommmmm=a= 4

IFREY TridentBackendConfig MR, Astra TridentI =G EHMIBR. AL EIRA S
Vax A z

(SPEEAES

BB XCIEFESE, BrFEEULEENEFHEENER.

RIHEESR

BB A BXRTARFERURMNAEEXLEXNFRER, FEL.

BIEFES,
BUERFMEAIHE, BITUTHS:

kubectl create -f <storage-class-file>

<storage-class-file> WEAFMEEXHR.

illERER S

B Kubemetes FHIRS7ZHE, BETUTHS:

kubectl delete storageclass <storage-class>
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<storage-class> NERNENTFHESE,

BT F AR A RAMERRIFAZE, Astra Trident AL HHATERE,

Astra Tridents8&IEA=T fsType BIENS. WNFiSCSIEkH. EiN5RHILHE
(D parameters.fsType TEStorageClassH. &N MIFR{ER € RIStorageClassesHEHFHEIEEA]

parameters. fsType BiEE.

ERUBFME

* EBEFIWE Kubernetes FESE, BETUTaRL:

kubectl get storageclass

* BEFE Kubernetes FEEIFAER, BEBITUTHS:

kubectl get storageclass <storage-class> -o json

* EEF Astra Trident WEIFFMER, BESTUTHL:

tridentctl get storageclass

* EEF Astra Trident NEISFEEIFAER, BEITUTHL:
tridentctl get storageclass <storage-class> -0 json

RBERNIAFESE

Kubernetes 1.6 1811 7 IRERIATFMEEBITHEE, WMRAFREXALERR (PVC) HIEEXAMNE, MItEF
A TEE XA LS.

c BT BEIERE X RINTFES storageclass. kubernetes.io/is-default-class EFEIRENXH
Atrue, RIFME, ERIEMETATERFEIINA false o
* BRI LUER U TS RINBEMELE HEIAFIEE:

kubectl patch storageclass <storage-class-name> -p '{'"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* @, EHAILER T o LRIBREVAFRERITE:
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kubectl patch storageclass <storage-class—-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

Trident REIZFEHREE RS HATERRA,

@ T‘ et ERTE], SEEPREE—MRINEMHEZL, Kubernetes TERAR EARAEILIEIE 21704
, [BETARMGIRAIZERIAFHELE—1F.

MEFEENEIR
XE— A HEBBER LUEE @RS 5JSON—IEe YA tridentctl Astra TridentfSim3d &R 894
Ho Jtt?s&f’ﬁ’l—:ﬁﬂ% jq KRER. ErgeRELRENTBRER,

tridentctl get storageclass -o json | jgq '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’

WITEIRE
T fi# Astra Trident A EIEEIZHAITHEE,

* "EF CSI #hFh
* "EARER"

{53 cSl #R#p

Astra Trident B] LUB S B EFMEIZEEFH B EMINNEI Kubernetes S8BT = "CSI #R¥MHEE"s {FH CSI
¥ IhaEE, B LUARIERXISAN o] B4 ISR 3 B8R RRHI A — NPT = 1%, BBI=IRERE, Kubernetes
BEATUERETOIXNTR. TRAUIF—IMXIEANARETBEXEF, el FARKEZE, 5~
TEFEZXIFEMF AT ENEHECES, Astra Trident T CSI Rk,

THRE CSI RHINNREMESER "It

Kubernetes 1t 7 Mt —RIEH TR

* M volumeBindingMode & B Immediate. Astra Tridenti§8lEE. MASRIEMIAIN BIE
PVC RIS AMEEHENDESIEE, XEHIAME VolumeBindingMode MG FAR&FIIHEIRHMNREHIFE
B, BIEAAMSBE, FREHMTIEKE Pod BUITRIER,

* M volumeBindingMode IR &M WaitForFirstConsumer. {EITXIFEIEERAPVCEIPodZ . ik
IRAPVCRIZMBE KA MS., XiF, EUSBIEHINERKESBISLHERYITRIPREHIR A,

() - waitForrirstConsuner SEMAFRBIEIMFE, WIMEANRITF CSI HEHINEEREF.
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BEENAS
B(EM CSI b, BFEBRUTHM:

* iz1THIKubernetes& & "2 ERIKuberneteshii 2"

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amdoc4"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el11e4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

s EEPT AN EB R 5| NIRINERFNBHRE (topology. kubernetes.io/region

92

topology.kubernetes.io/zone) o {E&ZE Astra Trident Z 8, EEFHT R ENEFEEXLERE *, )L
f&5 Astra Trident BEEIRBIRFH,

kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"linux", "kube

rnetes.io/arch":"amdo64", "kubernetes.io/hostname" :"nodel", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/master":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone":"us-eastl-a"}]

[node2,

{"beta.kubernetes.io/arch":"amde64", "beta.kubernetes.io/0s":"linux", "kube
rnetes.io/arch":"amdo64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/0s":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"node3", "kubernetes.io/

os":"linux", "node-
role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone":"us-eastl-c"}]
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$15: RTBAEINIEE

BILAIZIT Astra Trident Z G, MUERETAUXEEEFMIEES. S EHEBTUAEE— LN
supportedTopologies RN EZIFN D XFMXIFEFIRAIIR, M FEAILLGFIHAY StorageClasses , RETE
RRFXE / KIFHP RN BREFIEKRE, A261iEE,

THRZERE R

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",

"svm": "iscsi svm",

"username": "admin",

"password": "xxXXxXXXxXXXxXXX",
"supportedTopologies": [
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"},
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-b"}
]

}

supportedTopologies FAFREESNGEIHMXKIFMHOXTIR, XEXIFHMDXKREE
StorageClass iR R IFETIR. W T EEEIHRMERIE 72 XI5 73 XM StorageClasses ,
Astra Trident B1EEIRAIES,

&R LIE X supportedTopologies WE B NMFHEMH—1 BESWUTRA:
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{"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "nas-backend-us-centrall",
"managementLIF": "172.16.238.5",

"svm": "nfs svm",

"username": "admin",

"password": "Netappl23",

"supportedTopologies": [
{"topology.kubernetes.io/region": "us-centrall",
"topology.kubernetes.io/zone": "us-centrall-a"},
{"topology.kubernetes.io/region": "us-centrall",
"topology.kubernetes.io/zone": "us-centrall-b"}
]
"storage": [
{
"labels": {"workload":"production"},
"region": "Iowa-DC",
"zone": "Iowa-DC-A",
"supportedTopologies": [
{"topology.kubernetes.io/region": "us-centrall",
"topology.kubernetes.io/zone": "us-centrall-a"}

]
by
{

"labels": {"workload":"dev"},

"region": "Iowa-DC",
"zone": "Iowa-DC-B",
"supportedTopologies": [
{"topology.kubernetes.io/region”: "us-centrall",
"topology.kubernetes.io/zone": "us-centrall-b"}

]

ELERFIP. FER region M zone IBERNFHEM(UE, topology.kubernetes.io/region

topology.kubernetes.io/zone FEEFEMNERUE.

% 2. EXARARFMY StorageClasses

RIENER R T AR MHBVRFMEZE, FILUS StorageClasses E X ABEHRIME

IERER RETFREM, LUIKRAIFER Trident EEEMERT R F&o

BELTRA:
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apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:

name: netapp-san-us-eastl

provisioner: csi.trident.netapp.io

volumeBindingMode: WaitForFirstConsumer

allowedTopologies:

- matchLabelExpressions:

- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b

- key: topology.kubernetes.io/region
values:
- us-eastl

parameters:

fsType: "ext4d"

7£ EiRStorageClassEXH. volumeBindingMode IXEH WaitForFirstConsumer, {ELLFFEIHIBERD

PVC 7 Pod 5| B ZHIASH1TIZ{E, f. allowedTopologies IRMEFEAMNDIXMXIFH, o netapp-
san-us-east1 StorageClassi1E L BI##PVC san-backend-us-eastl EIARTE X MGk,

3% SIBMEER PVC

832 StorageClass FHIGHME IR, EMERLULIE PVC,

BEB RG] spec LT

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERLERBIE PVC SR TER:
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B{E Trident IR EHFHLE

96

kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

EI PVC , I57E Pod HfER PVC o BT RA:



apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

ltpodSpeci&KubernetesTE AT &= Eit¥IPod us-east1 Xig. ARG MFBIEAT SFHEITIER us-
eastl-a B{ us-eastl-b PX,

BEEIU T



kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

BHERIULEE supportedTopologies

AUEHBEE EmUAEIEYIR supportedTopologies ] tridentctl backend update. XAZEM
BEENE, #FENBATREEMPVC,

THREZER

* "EIERBHNRR
T RIERRER

BRI R KB
L RERAR
EFTRER

f&e] LAGIER KA TSE%(PV)EI’JKubernetes VolumeSnapshot (BRR). LUZEIFAstra Trident&
BB REI A, Lo, R UMMEERRBREIE— M HE. BIFA_clone , ZIFHIRER

ontap-nas, ontap-san, ontap-san-economy, solidfire-san, gcp-cvs,
M azure-netapp-files JKoHFERSo

FHaZ Hl
SR E B IMEBIRIRITHI2SF B E X HRIBEE X (CRD), XEKubernetesiZ4mHHER (5130: Kubeadm. GKE
. OpenShift)BYER R,

WNRIEFIKubernetes 3 AR A B S RIRIZTHIZZFICRD. 15BN [EEEIRRIZHIZE].

@ NREGKE- R HEIBILFEIRIE. B7VIRRIRITHIZEE. CGKE-ERNERIIRRE IRIRITHIZE.

%14 . Bl VvolumeSnapshotClass

HEREIEEIE— N EREE,
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cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: csi-snapclass
driver: csi.trident.netapp.io

deletionPolicy: Delete

o driver }&[AAstra TridentBYCSIIREIIEs deletionPolicy AJLLGE Delete B Retaino &E MY
Retain. FHEEH THNEEYIEREBESARYE. BMEEFERNBEEUNItE VolumeSnapshot TR E MR

BEXEMEE. BB WFEE: /trident5|A/objects.htmi#Kubernetes -volumesnapshotclass-
objects[VolumeSnapshotClass]o

£ 2% CIZIME PVC BRI
LR BRI I A PVCRIRER,

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:
persistentVolumeClaimName: pvcl

EUERBIR. AR ANPVCEIERER pvel RIBABRIFIZKEN pvel-snapo

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

X2 T volumeSnapshot X HRo VolumeSnapshotZEUFPVC. H5XEX VolumeSnapshotContent &
TEFRRIBRIIT R

A LIFRIR VolumeSnapshotContent BIRTR pvel-snap VolumeSnapshotdyistER,
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kubectl describe volumesnapshots pvcl-snap

Name : pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap

Snapshot Content Name: snapcontent-e8d8alca-9826-11e9-9807-525400f3f660

Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl

Status:

Creation Time: 2019-06-26T15:27:297

Ready To Use: true

Restore Size: 3Gi

o Snapshot Content Name FRiR¥FEEILIRIREIVolumeSnapshotContenti %R, o Ready To Use BEFERR
BIf# F Snapshot | ZFBIPVC,

% 3 4. M VolumeSnapshots 8l PVC

RS EARREIZPVC:

cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io
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dataSource ERIER R /IBIVolumeSnapshottEPVC pvcl-snap fEAEIER. LIRIEEIETR Astra
Trident MIREREIEE PVC . €I PVC &, RILUSEKIME Pod £, HEEREMREM PVC —HFER,

@ s BE XELIREBAIKA M ST, BN Trident BIEEIFH A " IEEMFR " KES. EMIFR Astra
Trident &, NHBRZEHIIRER,

EPEEIRIRITHIZS
WNREFIKubernetes 3 AR A B & RIRIEHIZZMCRD. M AT LUZRIN FArRHITEIZ,

p
1. BIEEIRIRCRD,

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-

6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-

6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam

1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. EFRrEH B TEIF ) ESnapshotiTHlzs. RIEBLLT YAML BELENHE TE,

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

EES
R

* "VolumeSnapshotClass"

BHE

1B Astra Trident , Kubernetes FAFP B]LITECIREEXNE#ITY B, TIREXY B iSCSI #] NFS BFAERLE

Y1580
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BFF iSCSI &
EaILAfERA CSI BEdERZFY B iSCSI kAME (PV)

S

@ S HHSCSIEY B ontap-san, ontap-san-economy, solidfire-san JRohiEFHE
EKubernetes 1.16 X B EARA,

7R
i & iSCSI PV SfELL TR

* ¢miEStorageClassTEX LIIEE allowVolumeExpansion FERIEE M trueo
* YREEPVCENXFHEH spec.resources.requests.storage URMHEEN R/ ZRKNBIKXFRE
Ko
* ZRAR PV K/, I PV EEE| Pod . % iSCSI PV K/N\BY, BFRFHIER:
° YN PV E#ZE Pod , NI Astra Trident ¥ BEERIRNE, EMPRBISEHEAEXXGRAKR .

o 2FARREE PV BIR/NEY, Astra Trident 2 REM#RIRNE. & PVC 4JE % Pod [, Trident
SEFAMSSHIARXERSE AR ARG, Kubernetes 71X B2 IERINTRIGEH PVC X/

UTRBIERTH & ISCSI PV WI{ERIE,

% 1 BCE StorageClass LI iSHT B

cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

3 FBEFERIStorageClass. B HFHITHIELEE allowvolumeExpansion B4,

%25 FREHIEN StorageClass 8iE PVC
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cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-—-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Astra Trident 28IE—MNKkAMSE (PV) HBEESIHKAMESE (PVC) XE.

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

% 3% EXEHE PVC 19 POD

ELERBIR. GBI T —MERBIPOD san-pveo
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kubectl get pod
NAME READY STATUS RESTARTS AGE
centos-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: centos-pod

B4 EFPV

ERELIZRIPVMIGITEEN2GI. 1EREPVCENXHEH spec.resources.requests.storage £2Gio
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%\-

'fd X

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 2Gi

5% Wit &

S,

EaLL@ideE PVC , PV #l Astra Trident ERYA/NVRIGIHT BESIERIEIT:
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e
e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e
fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=
fem======== e Bt fmm====== fememe==== 4

BFF NFS &

Astra Tridentz#5Xf _EECERINFS PVi#1TEY B ontap-nas, ontap-nas-economy, ontap-nas-
flexgroup, gcp-cvs, # azure-netapp-files Gifo

% 1% BCE StorageClass LI &Y B

EAENFS PV K/, BIEAEAEERTIREXRMEFEIEUATFEY B allowvolumeExpansion FE&
WEN true:

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

MREEIEEBLLRMAEMEE. WREEARENEF#EEET kubect]l edit storageclass AR
EY R
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% 2 {EREEIEM StorageClass 8l PVC

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Astra Trident 2 A1tk PVC 83— 20 MiB NFS PV :

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE
pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO
Delete Bound default/ontapnas20mb ontapnas
2méd2s

E3%: BFPV

ERHEIER20MIB PVIAEA1GIB. 154IEPVCHIHITIZRE spec.resources.requests.storage |1
GB:
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kubectl edit pvc ontapnas20mb

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 1Gi

Fa4¥: WV R

R L@ eE PVC , PV #l Astra Trident ERIAR/NVRIGIEEEA/NEEIER TIE:
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom—m————— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fomm—————— fom -
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
et ittt L fommm - fom e
fom - oo fom - e +

PN

o] UERRB I B F#EEEIKubernetes PVE A tridentctl importo

XFESANEKDIERF
TRNE T ZFSNENRENIEF RE T NRIRZS,

Kopize hR 7S
ontap-nas 19.04
ontap-nas-flexgroup 19.04
solidfire-san 19.04
azure-netapp-files 19.04
gcp-cvs 19.04
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KohizFr RS,
ontap-san 19.04

N ARFSNE?
R¥&SAE Trident BIERBRA S

* WNAREFHTASUHESEERANAHES
* NGB AEFEREEENTRE
* BEEAEMIEDN Kubernetes 8%
© TERMEIRE HRIET S N T2 EdE

SANITERERHA?

HESNIRFEAKAMERE (PVC) XHAIE PVC, PVC XN ZE/DEE name , namespace ,
accessModes # storageClassName FE&, LU T RGBT

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

o tridentctl BEFIRATSANMEBEFES. Trident BIREETEIEHECIZE PVC M PV REANE

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-file>

EEN\GFEE, BIEEEE8ZEM Astra Trident FIRAIZ MU A TFH—IRREFE LNERZFE (FI0:
ONTAP FlexVol , Element Volume , CVS &HRE) ., FHEELMAIFE/ Fibinl, HeHISER Astra
Trident fGimihiRle o -f FRIBSHAET. BHAFIEEYAMLIEJSON PVCX AR,

Y Astra Trident NRIS NEIBERES, RASTE PVC FREHIRENBEEKR . FHRERDEFENER, R5F
gl PV, HFAEBIE— Claims Ref , [BINRBERIIZE N retain EPVH, Kubernetes FIH4FE PVC #l
II;;V &, BEHEIWEREE LALREMERIEIWERES, FESEAIEINREE AR delete. MIBRPVEY. 1ZAEERHN

FHAENER --no-manage BH. TridentARSEXNRHE G BEARNPVCEPVRITEMREMIRIE,

A Trident=ZBEHIPVAIPVCEH --no-manage R, WEFPVEIA=RIREZEES. ERENERNAESEEHM
BRIEHEWZIR, NREWNAERUWITEREFER Kubernetes , {BZFEE7E Kubernetes M EIRZ SN A h/E
HA, MtiEmEEE R
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PVC M PV R AII—MRE, BRTFHETEESAUR PVC Ml PV EEEEE, FRAEASMIBRIAT .

Trident 19.07 M EShRAFIAME PV BUERE, HESANENEZHZE, W T ERREBIRZERN Astra Trident 3417

SN, BIRREPAIHITEMRE, SRANEFZRIEREIUEHE, MRESALEG

9. StorageClassAIEME). o] LUBTREPV LHIEIKREEEXARIME retain. MIFRPVCHIPV. ARE

idvolume importan <,

ontap-nas # ontap—-nas-flexgroup SA

FEREIENENE ontap-nas IREIFEFEONTAP &8 ERYFlexVol, S A\FlexVol ontap-nas JRoiERF
HT{ERIEAER., ONTAP &£ FE&FERFlexVol AIUEAS N ontap-nas PVC, [E##. FlexGroup volst? ]

PUIEASFN ontap-nas-flexgroup PVC,

@ EH Trident X\ ONTAP &, T8 rw 8, tNREMZEES DP, NJ SnapMirror BT

R FERERRGRR, ARBRESNE Trident 1,

@ o ontap-nas BEIiEFELESNMEEgtrees o ontap-nas # ontap-nas-flexgroup I

HEF AR ERAEENER M,

BIan. SARHAME nanaged_volume (U FHE NG ontap nas. HEAMUTHL:!

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

- o m b
fomm o fomm - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fom e
fomm o fomm e +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6a4-b052-423b-80d4-8fb491alda22 | online | true |

o fomm fom -
fomm et e fomm - fomm - +

SANEZHHIE unmanaged_volume (L ontap nas backend). MiTridentAf=EIRILI. BEAUTHS

1M



tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-file>
--no-manage

fos=ssss=s=ssscsessssssssosossssssss==ssa=s fmmmmeme=s fmmmmmmssssema==
e e e e e e e e e e fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e e e e e e e e ) fro— e s e
frems=m=m==s e ittt R remmmeme== +F
| pvc-df07d542-afbc-11e9-8d9£-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad4-b052-423b-80d4-8fb491ald4a22 | online | false |

fossssssssss s e se s s oses oo sssssss s s e fremmmmmeee e
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

fEMAIY --no-manage . TridentFEEHRBEXRIERTSEES. MRERFIER, WESNRER
eSS

@ SERITEEMFERBE X UnixPermissions S NEMNBIZEREEE, B LITE PVC E X /EiHAD
EH$ETE unixPermissions , 3157 Astra Trident HER S NE,

ontap-san SFA

Astra Trident X ] LIS N EEE D LUN BY ONTAP SAN FlexVol o X5—2 ontap-san WRopigFE. AT
ZIFlexVol AEEPVCHILUNSEFlexVol, ERILUER tridentctl import S¥HIA RS HMIBE RIER:

* BIEMRFR ontap-san 5.

* RIUEZES D FlexVol BI&#R, 1FIEE, Lt FlexVol (XEE&—MAIFAB LUN 6

* RIEMANSESERANPVCE XERE - £ ido

© AILLOEEX PVC #H1TEIR, WAJLUEERAMEFHITER, BINERT, Trident FEIE PVC HEME Gin
B FlexVol #1 LUN . ZFAIFREEFAN. 5% E --no-manage 1o

SANIEZER ontap-san EFMLUN. ERH{RFlexVol FRILUNRE /I 1uno MRS A BT
BnhiZFMigroup. Astra Trident 2 EEI RN E S NIRRT,

SRS, Astra Trident S A\ FlexVol HEHS PVC EXXEE, Astra TridentiE=2¥FlexVol EdFR& A pve-
<uuid> ¥FlexVol FHAJLUNFE LT 1uno,

BNSNEEERE, NEBESA\SAERNS, BEEELS, AEBATIA,

Nl

2l

LIS\ ontap-san-managed E7F7ERIFlexVol ontap san default [Glfi. IBT tridentctl import #n
&
N
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tridentctl import volume ontapsan san default ontap-san-managed -f pvc-

basic-import.yaml -n trident -d

fos=ssss=s=ssscsessssssssosossssssss==ssa=s femem==== R e
e e e e e e e e e e fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I
| pvc-d6eedf54-4e40-4454-92£fd-d00£c228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5ced4ca’57 | online | true |
fossssssssss s e se s s oses oo sssssss s s e e e
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

@ ONTAP HRIZERLAAN RW , 7 BEE Astra Trident § N\ MIREMIZEE N DP, MK
SnapMirror Bi5#; 1E18&ES N\E Astra Trident 28, WHPMEERX R,

element A

&R LUER Trident 35 NetApp Element ZR{4+ /NetApp HCI £S5 A\ ZF| Kubernetes 5854, REER{HAstra

Trident/FIRAIR IR, URENSHBENPVCXXHFIIE—RHR tridentct]l import Fp<:

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

e femmm==== fosssmssmssaaaa
o e s e e s e e e e fro— e 1
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

frosssscesme s m e e oo s e a e e e e s e freo=m==== frocssesssemeea==
fre=====m==s fEmsmesessesosssssssssss e sessososs==== fe=m====s fremmmeme== WF
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
R frEmm====== fossseesmema====
fmmmmmmm==a R fmmmmm==e femememaae +

@ Element IREIIZFSIFEENER M, MREZMEE, N Trdent WESNIERREHEIR, 1F
NGB ERRER, FfEEHRUE—NERT. ARSARENE,

gcp-cvs A

gﬁ: GCP 15 N\ NetApp Cloud Volumes Service 1%, 1ERERIRMIEZFRFITIRZ
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SN gcp-cvs R EMEIRA gepevs YEppr BEIE adroit-jolly-swift. EFERAUTHRS:

tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

LBttt P Fommmmmmcmemem=
Fommmmmomoe Fommemererrorerrrrrrresersrreee e s s Fommmmmoe e +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
e Frommmmom= Fommmmmmemoomo=s
Pommmmmmm== ettt P o= +

| pvc-ad6ccab7-44aa-4433-94bl-ed47£fc8c0fad5 | 93 GiB | gcp-storage | file
| €ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
T i P fommmmmmememem=
Fommmmmmm== L et Fommmmm== o= +

@ EHRERESHEREPR: / ZEHNED. Flt. NRSHEEIEN 10.0.0.1:/adroit-jolly-
swift. BEREN adroit-jolly-swifto

azure-netapp-files §A
S azure-netapp-files Gl EHEH azurenetappfiles 40517 HEK{F \importvoll™ T, BITLAT

ANA .
<.

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

- fommm - fomm -
fom - o fom - fommm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

et fommm - fom -
fom - o fom - e +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3adab | 100 GiB | anf-storage |
file | 1c01274f-d94b-44a3-98a3-04c953c9%ab5le | online | true |
o e Fomm -
fom - o fom - fomm - +

@ ANF SHEREZAT: [ ZBEIEHRET . fli. REHEEN
10.0.0.2:/importvoll. HEFEN importvolls
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I RTIEIZ B EENFSE

fEAstra Trident. ERILAIEE R =TRIPEIEE. HE—ITHZ N _LinZTEFHE
ZEo
IhRE

fE 8 Astra TridentVolumeReference CR. &R LATE—1 3% Kubernetesip & Tia) Z [B| &2
ZReadWriteMany (rwx) NFS%, IttKubernetesAs#Hlf RS R BB U TMRE:

* ALHEE ZNERFIAIGRIEGIRARE M
* EAFFTE Trident NFSHEIRTHIZZ
* REF FtridentctiFHE M EMIE RN IKubernetesIHEE

HWE SR T M MNKubernetests & TiE] Z [BJFINFSEHEHE,

"primary"
namespace

________________________

hamespace

TVol |€——» TVol

-

1
1
1
1
1
primary secondary .
"
1
1

TridentVolumeReference
i’
- ’ N N , F
2372 To - S I
Volume

AEN NS EBENEIRENFSEHRE,

BoEBIEPVCLUHEES
BB TR A B R TIHR)RPVCHEIRIINIR,
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o BT RATE P EIZCRIINIR

SHEEOMBIrHAT

e T BirfE = adelZETridentVolumeReference

Birdp =T

o ERRmETEFEIEMEPVC

TEFFEE. SBEERMBRNA

IBIRYFR A E 12T B TridentVolumeReference CRAIAN PR,

IBIHIFR B F &6 TridentVolumeReference CRLAS | FIEPVC,

=TEIFMEENDENIRE. &

HEZMIR (namespace?2)

Bt7e & SIaRIFE & 81 MEPVCLUERRPVCHRIYERIER.
BCERM BAnen & = (e
ATHRZ2ME, BHITARZRERGS
M BRESEERF AR,
*ﬂ%
BB EEFEE: “BIEPVC (pvel). MIEFSEFHEEE

shareToNamespace TRiFo

116

PersistentVolumeClaim
vl

kind:
apiVersion:
metadata:
name: pvcl
namespace: namespacel

annotations:

trident.netapp.io/shareToNamespace:

spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:

storage: 100Gi

Astra Trident&8IZ2PV N HEGiENFSTEiES,

o BRI LUMERIES 2 MRYIFRIEPVCHES

421

namespace?2

=(al, f4n:

trident.netapp.io/shareToNamespace:
namespace2, namespace3, namespacedo,

® .

TR UERAZEIFERRT

18] *, f540:

trident.netapp.io/shareToNamespace: *

o IRAI LI HFHPVCLLEHE shareToNamespace FERNRINAR £,



2. *EREIER: QIRATEXABFRITkubeconfig. LB FBirmATEIFIEEEERmZZEF 8
#ZTridentVolumeReference CREJIXFR,

3. *BfrmBTEIFFEE: *EEMRaETEFLES | BIR&H R TE# TridentVolumeReference CR pvclo

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. *BirmBFTEIFAEE . *BIEPVC (pvc?2) (namespace?) shareFrompPvC FBFIEERPVCHITRE,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

(D EfFEPVCHANMSRNFRETFEPVC,

=

Astra TridentiZEY shareFromPvC £ BArPVC LRI E. HEBEIPVEIBA—IMNEE. MEBE&EIER
FEPVHNEMEERR. HEZFEPVEMEEIFR, BrPVCHIPVERNIEEHE

BIFEHZES

TR LMFRE Z M e R EEHENE, Astra Tridenti M ER3TIRAR 2 i8] LERYIAE. HAERRNEZZENE M
R iERYInE. MERSIAENFREGRRZEG. Astra TridentiFIFRZE.
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f# ... tridentctl get BIAMNEE
fEA[tridentctl KAERF. EBAILUETT get ATFRBIMBENGS. BXIFMEE. BENHEE

. Jtrident referation/tridentct.htmi[t ridentctl Sn<F1%EIR],

Usage:
tridentctl get [option]
flags

* *-h, --help:. &,
* ——-parentOfSubordinate string:. EEERHIAMNESE.

* ——subordinateOf string. BEHEEGINENTE,

BRI

* Astra TridentT/AfRIE BRss R =B EANRZES, ENERAXAIEHEMHIZR LBEHZEHE.

* (EARBEEI PR RUE X RPVCRYIf A shareToNamespace 3 shareFromNamepace tR/+ 3 MIFR
TridentVolumeReference CR.EBHHIAR. HAIMIERMEPVC,

* TEEMNEE LRITRIR. eEMREE.

BXRIFHES ...
ET7RAXESETEEHANEMEE. BRITUTERE:
- BHE ESSSAZERES: WESETEEHERHel0"

* MEET "NetAppTV'

534= Astra Trident

Astra Trident 32t T —2H Prometheus $5t5imm, &0 LU# XL IG = 15 1F Astra Trident AY4EEE,
1#3d Astra Trident IR EBIIENR, ERTLURITIATIRE:

* (REBA X Astra Trident BITIRRMEERET =, ER]UEERIENRINEZE UK ERTEBRITHAS EiR
HITES,

* RERRERERESR, HTHERREENSHEURSANTZEES.

* P E A RIRECE N ERENRT X R,

* IRERI%RE, ERILLT iR Astra Trident 5 Eim@EFH I TIRIEFT SR AVETEL,

@ ZKINBER T TridenttViEtir=EREBMRHOL 8001 L /metrics s &EE Trident B,
XLEIEIREIAN * BB ¥,
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s &7 Astra Trident B9 Kubernetes ££&%,

* — Prometheus 5, BILLZE "B 2e{k Prometheus ZPE" &, B LUERIE Prometheus {ERIBIT"
[RENBRER"S

%1% EX Prometheus Bfx

1B TE X — Prometheus BArIAEEISIRHIRENE X Gi% Astra Trident BIZIE R, BRIENESE, X &
=" NBUIE Prometheus 1 Grafana 5 Astra Trident & & B XM RIE R, BENE T AT Kubernetes
SR LIRER B 171817 Prometheus , BAKEN{AIEI32 ServiceMonitor 3RIREX Astra Trident BY35#x,

% 2 %5 6132 Prometheus ServiceMonitor

B(SEATridentfEtF. B EIE— N ISIERIPrometheus ServiceMonitor trident-csi IREZHUIIF metrics if
. 7=~f§l ServiceMonitor 31 FFA7R:

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics

interval: 15s
Ltk ServiceMonitorE X IEHZRIREIMIEIT trident-csi RS HEIIEHK metrics IRSEMiRS, Hit,
Prometheus I EEECE /9 7 f# Astra Trident BY3E%R.

bR 7 B2 MAstra TridentIRIGEIFEIR Z M kubeletiR AFF 71T Z4E1T kubelet volume * @i H 2RVEIRIRR
BEIET. Kubelet AILURMHAXBIEENS, Pod MELEMEMAIIRIENES. BEN "L,

% 3% {£H PromQL &if Trident 15%x
PromQL IEEIE S 6 R [EIET 8] F 53 RAR RN FRIA .
AT LUER LT PromQL &1
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FREX Trident T TIRRER

* &8 Astra Trident B9 HTTP 2XX MR BB 7 B

(sum (trident rest ops seconds total count{status code=~"2.."} OR on()

vector (0)) / sum (trident rest ops seconds total count)) * 100
* ELRESHIER A Astra Trident 89 REST MR H 23 tb

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds total count))) * 100

* * H Astra Trident HU{THUIR IR IGREEESE] (ZFD) *

sum by (operation)
(trident operation duration milliseconds sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds_ count{success="true"})

5%EY Astra Trident FEE 2

* ERN THIE

trident volume allocated bytes/trident volume count

* B EREENEETE

sum (trident volume allocated bytes) by (backend uuid)
RERBNERERESR

()  a7EmEPRE kubelet $51TRY, 7 2B ALLHEE,

* BT ENERTEIESE

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100
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T iR % Astra Trident AutoSupport ENHER
ZANBERT, Astra Trident 228 HT52M NetApp &KX Prometheus 1IEIRMEARFIHRE Eo
* EPH1EAstra TridentEINetApp&iXPrometheusiEfrfIE R FiREE. 15%E —--silence-autosupport
7£Astra TridentZZEHAiE]#RiC,

* Astra Tridenti®A] URIEE ER AR HELEEINetAppZFFEP ] tridentctl send autosupporto (&
FEfh & Astra Trident A EZEHBE. TRXBEEZH, ELIES NetApp
Ahttps://www.netapp.com/company/legal/privacy-policy/["BRFAELER "o

° ﬁ?ﬂF%ﬁlﬁﬁﬁ, :I)nu Astra Trident %)‘AL% 24 /_I\E—_HIEHREIL,\O

* A UERIEE HEFREYEEERE --since 5&. HI80: tridentctl send autosupport
--since=1h, MIEEBIWEMALIX trident-autosupport SAstra Trident—iCZENBEs. ERILL
MIRENA 288 "Trident AutoSupport”s

* Trident AutoSupport FEHEHMAZMES (Pill) HPAER. EMHET "EULA" XRERT
Trident BRERIREAS . ERILUFHH T iR NetApp WEUBR S ERIAE "Lk

Astra Trident ZIXHIB M A EHRFII0T:

"items": |
{
"backendUUID": "f£f3852e1-18a5-4df4-b2d3-£59f829627ed",
"protocol": "file",
"config": {
"version": 1,
"storageDriverName": "ontap-nas",

"debug": false,
"debugTraceFlags": null,
"disableDelete": false,
"serialNumbers": [
"nwkvzfanek SN"

1,

"limitVolumeSize": ""
b
"state": "online",
"online": true

* AutoSupport ;B E R &KX E| NetApp B9 AutoSupport i s, SNREFERAMB FMRFMHED[E. NaT LUE
A --image-registry o

* B LUBEE TS YAML XHRECERIE URL . Al LUEAFERILIRIE tridentct]l install
--generate-custom-yaml BIEYAMLX&H RN --proxy-url FIBE trident-autosupport A28
trident-deployment.yamlo
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https://hub.docker.com/r/netapp/trident-autosupport
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/company/trust-center/index.aspx
https://www.netapp.com/us/company/trust-center/index.aspx
https://www.netapp.com/us/company/trust-center/index.aspx
https://www.netapp.com/us/company/trust-center/index.aspx
https://www.netapp.com/us/company/trust-center/index.aspx

M Astra Trident $5%1x

B2 HREIElR. MERAERBENXYAML --generate-custom-yaml 5 )F xS E# T4 LRI
--metrics ATFIAANFE trident-main’ A28,
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HRINFRE © 2023 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESRLBEITFA, ANAEPZIMARIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp HARBIBFMITEVRGEEELER, HE2HMAREFL, EEBRE XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.
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