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LA RRZASSZ4F Trident $2ERF

* Anthos On—Prem (VMware)#1Anthos on Bare metal 1.12
* Kubbernetes 1.21 - 1.27.
* OpenShift 4.9 -4.12

Astra Trident XA 5 Z HT 2 BN BHEEH Kubernetes =R SFEH, 3% Google Kubernetes
Engine (GKEE) , Amazon Elastic Kubernetes Services (EKS) , Azure Kubernetes Service (AKS)
, Rancher 1 VMware Tanzu Portfolio o

@ EE B %% Astra TridentfIKubernetesEEEM1.24FH4LE1 25 B S R A2 FI. BB "ARETF
Helm BUIRIERRE",

xR (F(E)
E{EF Astra Trident , BFEEU T — I HENRXFHNGEH:

* &R NetApp ONTAP #J Amazon FSX
* Azure NetApp Files
* Cloud Volumes ONTAP

* Cloud Volumes Service for GCP

* FAS/AFF/Select 9.550 8 = iz

* NetApp % SAN f&%!] (ASA)

* NetApp HCI/ Element®#X {4115 E Skl s

hEeE K
TRELE T LLhRZSEY Astra Trident Sz 71589 Kubernetes hiRZsie 1 B9INEE,

ThRE Kubernetes hft7s ERRERETR(]?
CSI Trident 1.21-1.27. &
HIRE 1.21-1.27. =
HREBHH PVC 1.21-1.27. =
iSCSI PV JEZEK/N 1.21-1.27. =
ONTAP 3X[& CHAP 1.21-1.27. =
AT H RS 1.21-1.27. =
Trident IEER 1.21-1.27. =



IngE Kubernetes hfzZs
Csl $R# 121-1.27.

BN ENIRIERSE

B AAstra Trident R ERXZFHFERNRER A, EERUTIHEEEN:

* OpenShift& 22 & (AMD64F1ARM64) %15 #RedHat CorEOS (RHCOS kR

* RHEL 8+(AMDG64F1ARM64)
* Ubuntu 22.045( & &S hRZS(AMD64F1ARM64)
* Windows Server 2019 (AMDG64)

AIAMBRT, Astra Trident EAZEHIETT, FEKEREM Linux TEREF LiE17. B2, RIBEFERNGER,
X R THEERBERITAE NFS PGS iSCSI Bani2FHER Astra Trident 12 (R

o tridentctl SRARERFIERILATELINUXBYERIX LD K hR EiETT.

ENECE

Kubernetes&e8¥ RHVFRE TIET &L AE BB NPodECERNS., BEFITFT R, BIAREEIEZENIKRNTE

FRENFSHISCSITE,

AT A"
FHERARE:

Astra TridentF] SERBABRIF AL, RERWEEASEEAE.
"REEH"

Astra Trident 7
Astra TridentFE B 045 Eim DA BEFH1TIE S,

"Astra Trident Iz["

A 255 LA KA B0 Kubernetes ks

MNFHESRLRE, THEFILHT %% Astra Trident FRFRRIB 8RR £ tridentctl images ATFRIEFAERER

RIRRTIRAIEB Lo
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Kubernetes hRZs
v1.21.0

v1.22.0

v1.23.0

BERIR

dDocker, io/NetApp/trident: 23.04.0
docer.io/NetAppl/trident-autostsupport: 23.04

SEM 3R k8s.io/sig-storage/CSI-& AL EIZF
1 v3.4.1

JEMf R k8s.io/sig-storage/Csl-attacher: v4.2.0
73R k8s.io/sig-storage/Csl-6:F #2F: v1.7.0
JEAfER k8s.io/sig-storage/Csl-snapshotter: v6.2.2

73R k8s.io/sig-storage/Cs|-NT5 52 IREHFZEF M
23 v2.7.0

dDocker .io/NetApp/trident-operator: 23.04.0 (7]
%ie)

dDocker, io/NetApp/trident: 23.04.0
docer.io/NetApp/trident-autostsupport: 23.04

JEARER k8s.io/sig-storage/CSI-& EREIEF
. v3.4.1

JEAR K k8s.io/sig-storage/Csl-attacher: v4.2.0
73R k8s.io/sig-storage/Csl-6:F #2F: v1.7.0
73R k8s.io/sig-storage/Csl-snapshotter: v6.2.2

SRR k8s.io/sig-storage/Cs|-NT5 52 IREHFEF 1
#8. v2.7.0

dDocker .io/NetApp/trident-operator: 23.04.0 (7]
%i5)

dDocker, io/NetApp/trident: 23.04.0
docer.io/NetApp/trident-autostsupport: 23.04

JEfER k8s.io/sig-storage/CSI-& EREIZF
. v3.4.1

7EAf R k8s.io/sig-storage/Csl-attacher: v4.2.0
3R k8s.io/sig-storage/Csl|-6:%F F2F: v1.7.0
7EAf R k8s.io/sig-storage/Csl-snapshotter: v6.2.2

SR k8s.io/sig-storage/Cs|-NT5 52 IREHFEF £/
28 v2.7.0

dDocker .io/NetApp/trident-operator: 23.04.0 (7]
%i5)
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Kubernetes hRZs
v1.24.0

v1.25.0

v1.26.0

20

BERIR

dDocker, io/NetApp/trident: 23.04.0
docer.io/NetAppl/trident-autostsupport: 23.04

SEM 3R k8s.io/sig-storage/CSI-& AL EIZF
1 v3.4.1

JEMf R k8s.io/sig-storage/Csl-attacher: v4.2.0
73R k8s.io/sig-storage/Csl-6:F #2F: v1.7.0
JEAfER k8s.io/sig-storage/Csl-snapshotter: v6.2.2

73R k8s.io/sig-storage/Cs|-NT5 52 IREHFZEF M
23 v2.7.0

dDocker .io/NetApp/trident-operator: 23.04.0 (7]
%ie)

dDocker, io/NetApp/trident: 23.04.0
docer.io/NetApp/trident-autostsupport: 23.04

JEARER k8s.io/sig-storage/CSI-& EREIEF
. v3.4.1

JEAR K k8s.io/sig-storage/Csl-attacher: v4.2.0
73R k8s.io/sig-storage/Csl-6:F #2F: v1.7.0
73R k8s.io/sig-storage/Csl-snapshotter: v6.2.2

SRR k8s.io/sig-storage/Cs|-NT5 52 IREHFEF 1
#8. v2.7.0

dDocker .io/NetApp/trident-operator: 23.04.0 (7]
%i5)

dDocker, io/NetApp/trident: 23.04.0
docer.io/NetApp/trident-autostsupport: 23.04

JEfER k8s.io/sig-storage/CSI-& EREIZF
. v3.4.1

7EAf R k8s.io/sig-storage/Csl-attacher: v4.2.0
3R k8s.io/sig-storage/Csl|-6:%F F2F: v1.7.0
7EAf R k8s.io/sig-storage/Csl-snapshotter: v6.2.2

SR k8s.io/sig-storage/Cs|-NT5 52 IREHFEF £/
28 v2.7.0

dDocker .io/NetApp/trident-operator: 23.04.0 (7]
%i5)



Kubernetes hizZs AR
v1.27.0 * dDocker, io/NetApp/trident: 23.04.0
* docer.io/NetApp/trident-autostsupport: 23.04

* SEARER k8s.io/sig-storage/CSI-B BLBIZF
1 v3.4.1

* 5EA K k8s.io/sig-storage/Csl-attacher: v4.2.0
* SEARER k8s.io/sig-storage/Csl-65% #2F: v1.7.0
* 3EA 3R k8s.io/sig-storage/Csl-snapshotter: v6.2.2

* SEARER k8s.io/sig-storage/Cs|-NTi 52 IREHAZFEAR
23 v2.7.0

* dDocker .io/NetApp/trident-operator: 23.04.0 (7]
%ie)

7EKubbernetes 1.21 M EEhrAs £, FALEIEHN registry.k8s.gcr.io/sig-
storage/csi-snapshotter:v6.x N HIMESAQIEIE v1 IR IEFEIRH

@ volumesnapshots.snapshot.storage.k8s.gcr.io CRD, 18R vibetal hRZASIETE
JICRDIBIHZIF/AIRM v1 hrads. BFEABRIEN registry.k8s.gcr.io/sig-
storage/csi-snapshotter:v3.x B,

23t Astra Trident

THEB XAstra TridentZEHE 2

AT afRAstra TridentBEB LEEZMIFIEFAL . NetAppief T SR, &n]
AER Tridenti2ERT (FohaiFEAHelm)3 22 Astra Trident tridentctl, ZASERIRHT
BEXNEEFERTEIENEEEFE,

£ XAstra Trdent 23.04HVEEEZ R

1SR LU R B XAstra TridentfIEE(E &,

<strong> 1755 X Astra </strong> FI{E &

* WTE. 7ETridentZIFKubnetes 1.27, EH K Kubernetes Z FiFZk Trident,

* Astra Trident= ™ MR HITESANIMEPER L HKRZACE. BIEN find multipaths: no
#Emultipath.conf>X &4,

EARIFZRFECED find multipaths: yes 8} find multipaths: smart multipath.conf3fF
PHERSEIEFHAY. TridentBZINfEMA find multipaths: no H21.07hRiE,
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FaZ Hi
T B LR WA, GBI
* WE1TR X FIKuberneteshk 4<H B A 7 THEEE RIIZ T FiKubernetes £ BRI ENR, &BEF "E3K" THE
ETAIEISH
* HiRZ 2 IEHINetAppfEiE R S5
BENE MPTBE Kubernetes TIET &%,
* BERILinuxEAN] kubectl (B oc(MIREFERAIZ0penShift)\ ELREHEE N ERE(FHAIKubernetestE

o

* o KUBECONFIG MEL 2B NIEMERIKubernetes B ERE
* WNREIE Kubernetes 5 Docker Enterprise 58 1#R, "REBESEZA CLIAIE"

MBEMRAE EARE, THER— P RIX— BARMIFE.

ERRERE
EREESENEER L, EENERNIFESEIN "5 286" TEMEHRE Z i
{ERTridentizE AT

Tt FohEpEBE LR B ERHemIPE. TridentiZER AR B E L LZEM S EE Astra TridentZE FREER . &0
PUMEIX—& "BENX TridentiEEREIE" EAPMEM TridentOrchestrator BENXZIE(CR),

EATridentZBRFRIMB EIE:
<strong> A Trident¥} % </strong>
Tridenti2{ERT = Bh N EAIKubernetesh s 8l LU F X R,

* ##ERBIServiceAccount

* ClusterRole#1ClusterRoleBindingto the ServiceAccount

* L FPodSecurityPolicy (&M FKubernetes 1.255%F RhRZA)
* BREERE

<strong> —{& & IfE—</strong>

1R T Astra TridentfY R, FHEIREVEFERERFIE. GIAIESAIRBIRHEIMESL. &
trident-operator-<generated-id> tEHEBIESXEXAIPOD TridentOrchestrator B3

T Astra TridentfICR, XHFA] LUfREEF P RE—1Astra TridentLFIHIZHIHIZE. MMARTZEETK.
WNEREHAITENR (GINRESHSHT RBUHIRE) B, RERSIRFIXLEEIHEMEEEN.
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<strong> E#1 7 A LEH</strong>

e UERIRMERBENERNAEHNE, ERERIE TridentOrchestrator crAEMEE,

B0, BEEEERA Astra Trident IERIAIXBENIER . Hltt. 151E% TridentOrchestrator 1%
& spec.debug to true:

kubectl patch torc <trident-orchestrator-name> -n trident --type=merge
-p '{"spec":{"debug":true}}'

ZJ5 TridentOrchestrator BfifG. RIERBUMIBEERHEMNINBELE, XL IR Pod L
MR B R,

<strong> Kubernetes#+£k</strong>

LY Kubernetes IRAFREIR ZHFAVARAREY, 1RER=BIEHMINEH Astra Trident REHHITE
B2, VMIREHE Kubernetes iRZASHIEKR,

NREBHARDNAZZIFNRD, NIRIERASFEIEZRE Astra Trident » IR BREIRERRE
@ T Astra Trident , MIEER—%Z4E, 57T Astra Trident REEARZ XM Kubernetes fi
7k,

<strong>{£FNetApp ConsoleZE1E Kubernetes £8¥</strong>

fEBIfEFNetApp Console HJAstra Trident , ERILIAKEI G ARZASBIAstra Trident, MMM EIRFMEIEHF
BEEERITEIFE, LURMERCloud Backup ServiceFZpiEAE, EH A FEMTridenti2ERFrhE]
£/ Helm EBZAstra Trident o

{#F tridentctl

MREHAEHBLAAR. HECRENBERHTREEEN. NNER . XZEE Astra Trident BIEHT

7Eo

&R LA R TridentZB RRVE R, HAEHE Astra Trident EREIZFCIZENVEE, BUHIRE, IRSIKFAMEE
At

M 22.04 FRFFEE, SR%3E Astra Trident BY, AES Z$REABEHER. 7TLbARAF, Astra
@ Trident B RE—PMHHNBERNR, ZHNRIEREZ EIFEGFE. XEMKE. tridentctl
1£22.047, B LUENE ScaiRASEI Trident. {BRHRRRAS TS EENE22.04%23E,
EFRIEYUMLE method,
ERREELN

RIBEAIELIFTEERY_installation mode"(fri). "Offline" (B 41)3X"Remote" (IZi2 )R TE 2B BT 720

23



TREREE
XELHEAstra TridentNE&E R G E. BRATASEASEMMERFINIFE, mEREENERRIAER
RFKFMEFTFBITrident (docker.10)FICSI (registry.k8s.i0)M &,

ERMERTIEY. Astra TridentZREiZF4:

* J&@id InternetiZEX A 28 AR(&
c SIEHEN T RECHMRE. LUEEKubernetesEEB AT E & £ 48T == LB BhAstra Trident Pod

bk et

FHEXNORLZ2UEFAEFERNLZERL, EXMERT. ErUIR— N TRANREEMRIM N5
BOEMRREZMEFTFE B TridentAM CSIBR A,

() FrmERENA. COMGHMUTLRE— MRS,
iR
TEGERA T IRREE:
* BRBEHHRAHY kubectl TEEEREAstra TridentfViZiz it B Lo
* MKubernetes& B S HIELE X 4H1& B KUBECONFIG iZfZ it EH LIRE T =,

* B3 kubectl get nodes MEURIERE I LUEERIFAERKubernetesE8%,

* EAMVERESBMZZT BN EE,

RIEER AR LRI 12
HRTER. BEFEENARZ.

737k TR
Tridentiz 8% (F3h) Kovz<
"Bl
TridentiZ B #F(Helm) o
Ulk<
tridentetl "TREBA R
HERETEZ AR

ERILURE B R BT 5. EHRITIIR(EZRI. BE R TEI:

o ZEMEZ Astra Tridenthd, BBKERERNGE. NRESFEHASPE tridentetl. ERFERBIERZRR
& tridentctl FFiEIEAstra Tridentt Z#FIXH, B, WREFERIRERFITEE. NNRE
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TridentOrchestrator CRMIEE spec.uninstall=true H#Astra Trident,

* NREHEBETIRIER. WERERILEZEHCALILEE tridentctl E&iE Astra Trident. &R ScywiE

TridentOrchestrator FI&E spec.uninstall=true & Astra Trident, SA/SMIFR
TridentOrchestrator MIREREE, ARG, BAILUERARE tridentctlo

* NREEANZETRERNFHHE. HEEEAETHelmMTridentiRESIEE. NN FFahENHLEERE

ER. ARBHITHelm& R, X#F, Helm Fie] AERFEIREMIREREZE Trident $2E5. RFH

1Tt 1E, WETF Helm Y Trident #EREPBRFKY, HERTEIWIEHIRAITERIERIR, MRER

‘tridentctl BEFEE. KR UERAEFHemBIEE. MABE ),
Hh B A E LM
7€ VMware Tanzu Portfolio /= fa_t &% Astra Trident BY :

* BRI AR TR H.

* o --kubelet-dir IFEMNIRE FkubeletB RHIIMUE, BINBER . ER
/var/vcap/data/kubeleto

fEEEkubeletilE --kubelet-dir BAIEAF TridentEfER. Helm# tridentctl EE,

fEFATridenti2ER &2
FrhEPETridentiZE R (FREER)

1B AFEhERE TridentiREGR L R 3 Astra Trident, L3RG ERTR L. H
. Astra TridentFiEE R BRMERSEEET R EIMERF. NREE T ARG EMER.
1B "IHAVLEE T IE"

B XAstra Trdent 23.04EEE R

AT L T X Astra TridenttVEEE &,

<strong> 1755 X Astra </strong> FI{Z &

* 7E. 7ETridentz3FKubnetes 1.27, TEFKKubernetes Z BiFH£& Trident,

* Astra Trident= ™ MR HITESANIMIEPERA S HRZACE. #IEN find multipaths: no
fEmultipath.confX &5,

EAIFZRRECE find multipaths: yes B{ find multipaths: smart multipath.confXXff

HEEESBUEHALK. TridentBEINEA find multipaths: no EH21.07HR#E.

FahEfETridenti2ER HZETrident
BHER "TEMAR" DRREEREIREHHAENIFR ISR IE R R 2%,

Fiazal

FiaREZ . BEFRILnuxENHRIICET EEEE—NMEEZTH. "2 Kubernetes 81" H A

RBECENFN.
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(D f£AOpenShift oc MARE kubectl £ FEFIERGIF. BT RS admin*BHER oc

login -u system:admin 5 oc login -u kube-admine

1. I8iFKuberneteshiR7s

kubectl version

2. WIEEEREIE AR

kubectl auth can-i '"*' '*' —--all-namespaces

3. WIFEE A8 LIMDocker Hub/EEh{E B MR PODH@EITPODMEIF R E R S :

kubectl run -i --tty ping --image=busybox --restart=Never --rm -- \
ping <management IP>

$£1%: THTridentZERRFE
Astra TridentZE 12 F B8 S EPE TridentiRER M ZZEAstra TridentFFERIFAIENS. M FEFHFIRENGEHThRZS
B TridentZ 2R "GitHub _ERY assets B9

wget https://github.com/NetApp/trident/releases/download/v23.04.0/trident-
installer-23.04.0.tar.gz

tar -xf trident-installer-23.04.0.tar.gz
cd trident-installer

%25 6l TridentOrchestrator CRD

Bl TridentOrchestrator BENXRIBENX(CRD), & E3Z TridentOrchestrator MEBENZE R,
{FEAHENICRD YAMLIRZ deploy/crds LB TridentOrchestrator CRD,

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

$£34 . EETridenti2{ER

Astra TridentZERZFRE T —MEXMH. THTRERERMEBEXRBENR, FRAILIRGIE S Hn] LIS FAER
EiRERAHE AN E T Astra Trident,

* XFiE1TKubornetes 1.24T( BB Ry AAIEEEE. 56EMA bundle pre 1 25.yamlo
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* WFizsfTKubernetes 1.25F EShRASHIEEEE. 7B bundle post 1 25.yaml,

FaZ Al

* BABER T, BIERAZIRRERERF. AILUEREPEIRIESR trident SREE, YR trident BARE(E
NMFE. BERU Tt EaR =i

kubectl apply -f deploy/namespace.yaml

* FIERB TR EBIRIER trident MATIEL. BH serviceaccount.yaml,
clusterrolebinding.yaml #l operator.yaml FHEREMBEIEXH kustomization. yamlo

a. Bl kustomization.yaml FAMU TS, HEH_ <bundle>_JJ bundle pre 1 258
bundle post 1 25 R#EMEAIKubberneteshii s,

cp kustomization <bundle>.yaml kustomization.yaml

b. R THLHFENLE. HAP_Data <bundle>=E bundle pre 1 253K bundle post 1 25 tR#E
f&BIKubberneteshit s,

kubectl kustomize deploy/ > deploy/<bundle>.yaml

p
1. IR IRHEREIRIERA:

kubectl create -f deploy/<bundle>.yaml

2. WIERRECNRRER. BEMEIFE.

kubectl get all -n <operator-namespace>

(D) 1 Kubemetes SEB¥-RREEH * —MRBIERISIEI * o JA/VBIRE Trident HBFRAS BB,

4% . B3 TridentOrchestrator FH&Z&ETrident

ME. EBRILIEIE TridentOrchestrator FH &% Astra Trident, W ETLLEIR "BEE N TridentZ 2" ERFN
B TridentOrchestrator &
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kubectl create -f deploy/crds/tridentorchestrator cr.yaml
tridentorchestrator.trident.netapp.io/trident created

kubectl describe torc trident

Name :
Namespace:
Labels:

Annotations:

API Version:

trident

<none>
<none>
trident.netapp.io/vl

Kind: TridentOrchestrator
Spec:
Debug: true
Namespace: trident
Status:
Current Installation Params:
IPv6: false
Autosupport Hostname:
Autosupport Image: netapp/trident-autosupport:23.04
Autosupport Proxy:
Autosupport Serial Number:
Debug: true
Image Pull Secrets:
Image Registry:
k8sTimeout: 30
Kubelet Dir: /var/lib/kubelet
Log Format: text
Silence Autosupport: false
Trident Image: netapp/trident:23.04.0
Message: Trident installed Namespace:
trident
Status: Installed
Version: v23.04.0
Events:
Type Reason Age From Message —---——- —————-— ———— ——m= === Normal

Installing 74s trident-operator.netapp.io Installing Trident Normal

Installed 67s trident-operator.netapp.io Trident installed

ErallEoe™N

AILUEE M7 ERIEEIRE,
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{£F TridentOrchestrator status

Pr=0~

YIRS TridentOrchestrator IEREZEER

SR HERBERENTrdenthikZs, TR

HH'EI\ E’J'{kll_a\

TrldentOrchestrator B A Installingto Installedo WIREMRE Failed K&, HERERTE

"$ﬁ§ E IL;\ 0

BiTIE.

Status

=P

S

BRE
IETEENE,

B
KW

ETEEH

error

EIE{EFAPODBIRIRS
Eo] LB E A B LIEPodBIRES K ifFiAAstra Trident®

kubectl get pods -n trident

NAME

AGE
trident-controller-7d466bf5c7-v4cpw
Im

trident-node-linux-mr6zc

Im

trident-node-linux-xrp7w

Im

trident-node-linux-zh2jt

Im
trident-operator-766£f7b8658-1dzsv
3m

{£F tridentctl

/J \
AN

ER]LAER tridentctl MEZRZERIAstra TridenthRZso

Description

BRIERIEEFEA L% Astra Trident
TridentOrchestrator CR.

Astra Trident B IhZ&E,
2R IETEHIE Astra Trident. EA

spec.uninstall=trueo
Astra Trident B E1%,

BRERTARE. 24, EHTaEE
Asta_‘”‘/)ﬂlhit ?9.%1’!5741—:EE)JEEUMZ%UEPWEO gn
RICRENAFE, WEEHITHERR.

BERIEAEEMINA RE

o TridentOrchestrator kXfEMH, EEEF—1
715,
TRERETM:
READY STATUS RESTARTS
6/6 Running 0
2/2 Running 0
2/2 Running 0
2/2 Running 0
1/1 Running 0
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./tridentctl -n trident version

o fmm e +
| SERVER VERSION | CLIENT VERSION |
fom e frmmm e +
| 23.04.0 | 23.04.0 |
Fom e oo +
=178

MERILLY "eIR eI FImMEFMEE. BEEHEEEHEIPodH",

FrhEBE TridentiR(E 5 (BAHRT)

180 AFEhERE TridentiREGR LRI Astra Trident, Lthi3F2GAMEERTR T, H

. Astra TridentFR BB s GRTFEE LT B/EMERY, WMRELE T RMGIMER. 1B
B "t EZERE"S

B XAstra Trdent 23.04HEEE R

R EE L T XAstra TridentfIEE(E &,

<strong> 1755 X Astra </strong> HI{Z &

* WTE. 7ETridentZ3FKubnetes 1.27, EHFKKubernetes ZFiFZk Trident,

* Astra Trident= ™ MR HITESANIMIEPER ZHRZACE. #IEN find multipaths: no
fEmultipath.confX &5,

EAIFZRFECE find multipaths: yes B{ find multipaths: smart multipath.confXXff
PHRERSEIEHAY. TridentBZINfEMA find multipaths: no H21.07hRiE,

FohEBETridentiZERH ZE Trident

BHEER "TEMAR" DRREEREIREHHAENIFIR ISR IERI R 5%,

FFeaZ Bl

BEFRILinuxENHKRIIE B EEEIRIE R TIEAM "SZ15HY Kubernetes 221" H BIZRBE L ERIFFN,

@ f£AOpenShift oc MARE kubectl £ FEBFIERGIH. BT RS admin*BHER oc

login -u system:admin 8 oc login -u kube-admine
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1. I8jFKuberneteshi s :

kubectl wversion

2. IIEEREFEIR AR -

kubectl auth can-i '*' '*' —--agll-namespaces

3. IFEEE ] LUMDocker HubEEh{E FEBIPODHIEIEPODMLRIF RITZE R 4

kubectl run -i --tty ping --image=busybox --restart=Never --rm —-- \
ping <management IP>

F15 . THTridentLERZFE

Astra Trident2E 12 F H B8 R ZPE Tridenti2ER % EEAstra TridentFF ERIFFENS. M TEFHIRENGR RS
B TridentZ3EF2F "GitHub_EAY assets #F93"

wget https://github.com/NetApp/trident/releases/download/v23.04.0/trident-
installer-23.04.0.tar.gz

tar -xf trident-installer-23.04.0.tar.gz

cd trident-installer

24 6l TridentOrchestrator CRD

Bl TridentOrchestrator HEXEIREX(CRD), R TridentOrchestrator HEEENXEIR,
fEFRAFENEICRD YAMLARZS deploy/crds LB TridentOrchestrator CRD:

kubectl create -f deploy/crds/<VERSION>.yaml

$3% . BRI RIERRLUE

£9 /deploy/operator.yaml. $B#T image: docker.io/netapp/trident-operator:23.04.0 LA
R BRBRIG R RAVAIE . Your "TridentfICSIBRER" B LU F— M EMREAREBEMRA. EFECSIBREGRE
L FRE—EMRAP. Flan:

(/7

image: <your-registry>/trident-operator:23.04.0 HIREMESIBAF—EMERF,

* image: <your-registry>/netapp/trident-operator:23.04.0 YR TridentP&5CSIIEITF
AREBYEMTRA,
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$4% . ZETRIdentiRER

Astra TridentZZEREFRET —MNEXH. TRTRERERMEBEXEN R, FERLLRLIE AR LR IRHER
ZRERHERRIARE T Astra Tridents

* XFizfTKubornetes 1.245(E R hitAsHIEEE*. B bundle pre 1 25.yamlo
* }TFiE1TKubernetes 1.255 B shiAsAIEEE. 75 bundle post 1 25.yamlo

Fraz Al

* FOAMERT. BEERZRRERF. AILUEREEIRIER trident BRTE. MR trident BETIE
EE. BEAU TS EIZaR T

kubectl apply -f deploy/namespace.yaml

* FIEMRBTEIFEEIR(ER trident MR TE. B serviceaccount.yaml,
clusterrolebinding.yaml #l operator.yaml FHEREMREIEXH kustomization. yamlo

a. Bl kustomization.yaml EAMU TS, HEH <bundle>_JJ bundle pre 1 258
bundle post 1 25 IRIEEAIKubberneteshiiZs,

cp kustomization <bundle>.yaml kustomization.yaml

b. FFAUTHLHFS LS. H Data <bundle>Z bundle pre 1 25 3 bundle post 1 25 iRiE
& H9KubberneteshR 7o

kubectl kustomize deploy/ > deploy/<bundle>.yaml

p
1. SIERRHEERER:

kubectl kustomize deploy/ > deploy/<bundle>.yaml
2. WIFREBECIRIRER. HENEIFE,

kubectl get all -n <operator-namespace>

(D) 7 Kubemetes SBITRELE * —MBERRE* o IB/OIR Trident BERIS S,

F54 . EPEMRGEMRAE TridentOrchestrator

Your "TridentAICSIBRE" BI LML F—NEMRSEAFREM KRR, BFIECSIBGERAUII FE—EMERP. &
#T deploy/crds /tridentorchestrator cr.yaml RIEEMRECE RME M EE,
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— INEMERPEIIR G

imageRegistry: "<your-registry>"
autosupportImage: "<your-registry>/trident-autosupport:23.04"
tridentImage: "<your-registry>/trident:23.04.0"

RENEMRABIBRER
ALk il sig-storage £ imageRegistry ERRENEMERMUE,

imageRegistry: "<your-registry>/sig-storage"
autosupportImage: "<your-registry>/netapp/trident-autosupport:23.04"
tridentImage: "<your-registry>/netapp/trident:23.04.0"

%64 6l TridentOrchestrator HZ&ETrident

ME. EJLLEIEE TridentOrchestrator FZ&#EAstra Trident, &R LUEIRMARLEEIR(E "B E X TridentZ 2"
ERAFBEM TridentOrchestrator ML TREIERT TridentfICSIBUG I FARRLEMERFHIZLE,
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kubectl create -f deploy/crds/tridentorchestrator cr.yaml
tridentorchestrator.trident.netapp.io/trident created

kubectl describe torc trident

Name : trident
Namespace:
Labels: <none>

Annotations: <none>
API Version: trident.netapp.io/vl
Kind: TridentOrchestrator

Spec:
Autosupport Image: <your-registry>/netapp/trident-autosupport:23.04
Debug: true

Image Registry: <your-registry>/sig-storage
Namespace: trident
Trident Image: <your-registry>/netapp/trident:23.04.0
Status:
Current Installation Params:
IPv6: false

Autosupport Hostname:

Autosupport Image: <your-registry>/netapp/trident-
autosupport:23.04

Autosupport Proxy:

Autosupport Serial Number:

Debug: true
Http Request Timeout: 90s
Image Pull Secrets:
Image Registry: <your-registry>/sig-storage
k8sTimeout: 30
Kubelet Dir: /var/lib/kubelet
Log Format: text
Probe Port: 17546
Silence Autosupport: false
Trident Image: <your-registry>/netapp/trident:23.04.0
Message: Trident installed
Namespace: trident
Status: Installed
Version: v23.04.0
Events:
Type Reason Age From Message —-—--——- —-—————-— ———— ——m= === Normal

Installing 74s trident-operator.netapp.io Installing Trident Normal
Installed 67s trident-operator.netapp.io Trident installed



FERE,

AILUEE M7 ERIE SR

{£M TridentOrchestrator status

FIRZS TridentOrchestrator IEREZEEENIN. HERELEMNTridenthkds, EZLE

EHAlE). RORTS

TridentOrchestrator 8f¥H Installingto Installed, YIREMERE Failed RS, HHEIRERTE

" AfEIL_A o

BiTIE.

Status

=F|

T

BRE
IETEENE

B
KW

IETEEHT

error

EEFEAPODEIERE
BB LU B E B AIEPodBIRAS K Astra Trident®

kubectl get pods -n trident

NAME

AGE
trident-controller-7d466bf5c7-v4cpw
Im

trident-node-linux-mr6zc

Im

trident-node-linux-xrp7w

Im

trident-node-linux-zh2jt

Im
trident-operator-766f7b8658-1dzsv
3m

Description

RIERIEEEALLEZEEAstra Trident
TridentOrchestrator CR.

Astra Trident B Ih &%,
2{ERIETEEIE Astra Trident. EA

spec.uninstall=trueo
Astra Trident B E1%,

BERTARE. 24, EHTaEE
Asta =i /JﬂlJﬁt ?5.%1’!5 AR TJJEEUMZUKM hiRE
RICRENAFE, WFEEHITHERR.

BREREEEMNARE

o TridentOrchestrator XEH,. BEE=2R—1

EZE

o Yl

TRERETM:
READY STATUS RESTARTS
6/6 Running 0
2/2 Running 0
2/2 Running 0
2/2 Running 0
1/1 Running 0
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{£M tridentctl

AT LUER tridentctl KWERERMAstra Tridenthk s,

./tridentctl -n trident version

fom e o +
| SERVER VERSION | CLIENT VERSION |
Fom e o m e +
| 23.04.0 | 23.04.0 |
fom e from e +
T—#178

MAERUT "SR EmMEFEESR. RESHIEEEHEIPods",
fEAHelmZBE Tridenti®(E R (TR EER)

B LUEAHelmEF E Tridenti2{E R FH L EEAstra Trident, LT IRBAIBIER = i
. Astra TridentFr B RSB MEREFRET R EMERS. NMREEET ARG EMER.
TEER "IRVEE L IE"

HXAstra Trdent 23.041VEEE R
fEAZm R L B X Astra TridenttVEE(F B
<strong> 175 X Astra </strong> [ 2

* MTE. 7ETridentZiFKubnetes 1.27, EH K KubernetesZ BiF£& Tridents

* Astra Trident= ™ &2 FITESANIFIRPEA S HRIFECE. BB find multipaths: no
7Emultipath.confSX 451,

EAIFZRREERN find multipaths: yes B{ find multipaths: smart multipath.confSXff
PRERSEIEFHRY. TridentBZINfEMA find multipaths: no B21.07hRi,

ZRETridentiZ{ER H FFHHelm%Z 2 Astra Trident
fEFTrident "HelmEFR" & 0] LI—F ZBE TridentiRER H L& Trident.
BEE "TEMR" URRGE ZERRSHH N ENIFE SR ERYZEE,

Faazal
BR7T "HEFHRFH" BFE "Helm higds 3%

P
1. ZxflAstra Trident Helm7EhE&=E
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helm repo add netapp-trident https://netapp.github.io/trident-helm-chart

2. ffMA ... helm install HAEMEBIEE— AW, WLLTREIFFIR 23.04.0 2EEREMAstra
TridenthikZ<o

helm install <name> netapp-trident/trident-operator --version 23.04.0
-—-create-namespace --namespace <trident-namespace>

@ MREE A Tridentf| iR =T(E). MEE/R --create-namespace SHAR B ZH s

=l

TRILMERA helm list EEREFAMER. FINBI. R=TE. BR. RS, MARFRE. AEITRS.

FEREHRE L A E R
TEREEHRE), ATLOBE RS UL RECE KR!

EIN Description

--values (& -£) EEBSBERNYAMLX . AILZRIEELE, &G
MBS AR

Blgn. EFEARVERIAE debug. IBITUTES --set BpUE 23.04.0 BEELERAstra TridenthRZs :

helm install <name> netapp-trident/trident-operator --version 23.04.0
--create-namespace --namespace --set tridentDebug=true

FCEEI

IR values. yaml X (B FHelmBERMN—Z 0 e E T R#IIKMEZIAES

1IN Description Default
nodeSelector FFPODZSECHITI RATEE
podAnnotations POD#rE

deploymentAnnotations ZBEINE

tolerations PODZECHVE(E

affinity BFPodEcHIME X

37



il

tridentControllerPluginNod
eSelector

tridentControllerPluginTol
erations

tridentNodePluginNodeSelec
tor

tridentNodePluginToleratio
ns

imageRegistry

imagePullPolicy

imagePullSecrets

kubeletDir

operatorLoglLevel

operatorDebug

operatorImage

operatorImageTag

tridentIPvo

tridentK8sTimeout

tridentHttpRequestTimeout

tridentSilenceAutosupport

tridentAutosupportImageTag

38

Description

PodBYEMT RikiRes. HEM 7
E@??%U%%Pod%ﬂ*ﬁ)ﬁ%d T HREARE

ZE=Kubernetesi{PodMIR5E, &
B TR HI2Podf I =Pod T
fRIXAE R,

PodBIE T mikiRes. EEM 7
%??%U%Podﬂ:ﬁﬁPod THIEAE

& EKubernetesXtPodBI A 8. 18
B0 7 RIEHEI2EPodf I SPod T
EAERE,

PRRAYEME trident-operator "

, trident I EMER,
SIINE,

EHMRIZENREE trident-

operatoro

RERMRIEINE A trident-
operator, trident MEME %,

AIFE Ekubelet N ERIRASHIEM(L
&
ARFETridentiZERTRI B ERS )&

BN. trace, debug, info,
warn, error BY ‘fatalo

SR TridentiR(ERFRY B TR 51
B HDEBUG,

AFEEBEMIMMER trident-

operatoro

AFEENRC trident-
operator B,

ARFEIPVeEREH{FEHAstra
Trident,

BEKZ#Kubernetes APIZ{ERY
ZRIASOFVEBET(IIRA AT, M LAFY
NEAI),

ERBEHTTPIERAIEAIA0TD BT
0s FBRIRYTCPRIFEEET B, RAVF
fERRIE,

A AAstra TridentE
HAAutoSupport &

SVFE = Astra Trident AutoSupport
BEsHBRIGATIC,

B LUE

Default

IfNotPresent

"Ivar/lib/kubelet™

"info"

true

false

o

"905"

false

<version>



1IN Description Default

tridentAutosupportProxy i Astra Trident AutoSupport 28 "
B HTTPRIEFTTENR,
tridentLogFormat & B Astra TridentBEIERIE "text"
(text 8% json) o
tridentDisableAuditLog X Astra TridentEFZ B &R Fo true
tridentLogLevel AV Astra TridentBI BELFIKE "info"

M. trace, debug, info,
warn, error ¥ fatalo

tridentDebug A1 Astra TridentBI HERFNIEE false
H debuge
tridentLogWorkflows AW REREAEERIBAERELER ™
B3 EMAstra Trident T{E,
tridentLogLayers AFNBEEAESERIEAETRZLEER "
B EMAstra TridentZo
tridentImage AIF B EAstra Tridentd9iR{&R, ™
tridentImageTag RIFEEAstra TridentBIIEARId, ™
tridentProbePort ARIFEERTKubernetes;Erh/FiE "
IR MBERIA IR O
windows AFEWiIndows TIET =2 L% false
E Astra Tridento
enableForceDetach AT RE RS D EEE. false
excludePodSecurityPolicy MEESIEFHIRIZERPODRE false
HE&o

T iR H|28Pod T S Pod

Astra TridentfEA—MZHIZEPODIETT. HEEETHE N TET R BT — 1T =P0OD, TV HmPODAIEE
A AT REE = E Astra Trldent%EI’JEHU:Lﬁo

Kubernetes "1 ;3E3% 28" M "SRR E" AFRHIPodERET R B IET A EiE1T. A ControllerPlugin’
M NodePlugin. EAJLIIEEANRNEE

* iITHBEM AR SR EMNEE, FINRBRIEZEK /],
* TR SEFEERIIT R,

T—$475h
MAEAUT "R EmMEFEESR. BESHIEEEHEIPods",
fEFAHelmZBE Tridenti®(E 5 (ARHIER)

&) LIEAHelmBBE Tridenti2{E R H L3 Astra Trident, iZiEF MBI ERI= T2, E
. Astra TridentFR BN B 3G IFEE LT BEMERT, WRELE T HMGIMER. 1
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https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/

5 "tEEE R

B XAstra Trdent 23.04NEERZ S

R 5I%R LT B X Astra TridenttfNEEF S,
<strong> 5 X%Astra </strong> FI5 &

* MTE. 7ETridentZ1FKubnetes 1.27, FHKKubernetesZ BiF£& Tridents

* Astra Trident= ™ M52 B TESANIMERERAZRZECE. BIEN find_multipaths: no
7Emultipath.confSX 4,

EAIFZRRECE R find multipaths: yes B{ find multipaths: smart multipath.confXXff
PREESBIEFHRK, TridentBZIER find multipaths: no B21.07hRiC,

ERE Tridenti2ER F{FHHelm % ZE Astra Trident
fEATrident "HelmE X" #£8] LA—F ZFE Tridenti2 R FH L& Trident,
BHEER "LEMAR" DRBRHEREIRSHHNEIFRIEFIE M R EIETL,

Fraz Al
bR "HEFHRFMH" EBFE "Helm higds 3%

HIE
1. Z"hNAstra Trident Helm 72§ :

helm repo add netapp-trident https://netapp.github.io/trident-helm-chart

2. {FH ... nhelm install HABEMMPGEMRMUEBISE—NEF Your "TridentFICSIFRE" BRI LI F—
AMRIAEHGEM RS, BFFECSIBUGERAANL T E—FMERF, TERfFlh. 23.04.0 SRBERE
BYAstra TridenthRZ<o
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— INEMERPEIIR G

helm install <name> netapp-trident/trident-operator --version
23.04.0 --set imageRegistry=<your-registry> --create-namespace
-—-namespace <trident-namespace>

RENEMRFAYBRE
A ailuaml sig-storage ]| imageRegistry ERAREMRAUE,

helm install <name> netapp-trident/trident-operator --version
23.04.0 --set imageRegistry=<your-registry>/sig-storage --set
operatorImage=<your-registry>/netapp/trident-operator:23.04.0 --set
tridentAutosupportImage=<your-registry>/netapp/trident-
autosupport:23.04 --set tridentImage=<your-
registry>/netapp/trident:23.04.0 --create-namespace --namespace

<trident-namespace>

@ NEEEATridentbliEfp R =iE. MEKER --create-namespace SHARONEE{thdp
8o

/(_JR__“J\@}EH helm list & E 1¥ 1§/u\\ @Uﬁﬂgﬂ’\ DI'—‘% |E—|_|\ .ﬁ ’Iklu\\ mﬁﬁﬂ%’%—mﬁzﬁ\ *u'ﬁ%:l«—_rhﬁ%o

EREHAEIL A E IR
L&A, AJLUBIRTH AL RECEE:

eI Description

--values (& -£) EEBSBENYAMLX . RIS RIEELIE, &G
MBS R

--set ERLIT LEEE S,
BN, ZBeIMIBRINME debug. BT T --set BLULE 23.04.0 BEEREMNAstra Tridenthi s :

helm install <name> netapp-trident/trident-operator --version 23.04.0

--create—-namespace --namespace --set tridentDebug=true

FCEET

bR values. yaml XH(BFHelmERN—E D )IRM T BT RRHEEIAE,
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nodeSelector
podAnnotations
deploymentAnnotations
tolerations

affinity
tridentControllerPluginNod

eSelector

tridentControllerPluginTol
erations

tridentNodePluginNodeSelec
tor

tridentNodePluginToleratio
ns

imageRegistry

imagePullPolicy

imagePullSecrets

kubeletDir

operatorLogLevel

operatorDebug

operatorImage

operatorImageTag

tridentIPvo

tridentK8sTimeout

42

Description Default

FFPODSERHT mines
POD#RE

BEINE
PODAEEHIE(E
FFPod BECRIMER 4

PodVEMT =ikFEeR. B2 7
Rz H28PodM I mPod T #FIFLE(E
& =KubernetesXPodMI R 8. 18
20 T #REEI2Podf I = Pod T
AR,

PodfVEMT kR eR. B2 7
AT HI2EPod AT = Pod T #RIFAA(S
& =KubernetesifPodMIRiE, 15
B0 T RIEEI2EPodf T 5Pod T
AR,

MRIRAYEMER trident-operator
, trident MIEMER, BTLUE
ZEINME,

WERMGIZENREE trident -

operatoro

WERMEGIEENE trident -
operator, trident 1 EME %,

AVFE ZkubeletIEBIRZSHI EAN L
=1

AR TridentRERFRY B ELR A&
BN:. trace, debug, info,
warn, error 8{ fatalo

SR Tridenti2{FRTH) B SR 512
B ADEBUG,

AFREBEMNIRER trident-

operatoro

AFBEENNRC trident- "
operator B,

ARFEIPVeEE P {FHAstra
Tridents

BEAKZ ¥ Kubernetes APHZERY  ©
ZIAIOFVEBRT (IR AAE. W LLFD
N,

IfNotPresent

"Ivar/lib/kubelet™

Al infO"

true

false



il

tridentHttpRequestTimeout

tridentSilenceAutosupport

tridentAutosupportImageTag

tridentAutosupportProxy

tridentLogFormat

tridentDisableAuditLog

tridentLogLevel

tridentDebug

tridentLogWorkflows

tridentLoglayers

tridentImage

tridentImageTag

tridentProbePort

windows

enableForceDetach

excludePodSecurityPolicy

T fiRIE |22 Pod 1T = Pod

Astra TridentfEn—

/\/\ IJ%%

— g —

PODI=1T.

Description Default

ERBEHTTPIERAIEAIAQ0FVEERT "90s™
0s JEBRYRYTERIFLATIE, RAAVF
fERRE,

AIFEAAstra TridentE false
HAAutoSupport RS,

AYFE = Astra Trident AutoSupport  <version>

A HRERAFIC.

i Astra Trident AutoSupport 88
BEHTTPHRIEE#HITER,

1% B Astra TridentAEICRIET "text"
(text T json) o

%"—fﬁHAStra Tr|dent$*z E IL,\*HEF_O true

RIFEAstra TridentfI BERFIEE "info"
M. trace, debug, info,
warn, error By fatale

iFEAstra TridentfIAERFIEE false
79 debuge

AFNEREASIEEFHESZELESE ™
BiFERAstra Trident T{ER

AFNBREASICRIEEZLER ™
A ERAstra TridentZo

AiIFELBEAstra TridentAyi R, ™
AIFEEAstra Tridentl9i g trid,. ™

AEFBEZAFKubernetes;Ea/fhgE "
MY ERIA LR O

RIFEWindows TIET 2 & false
I Astra Trident
AVFB RS EINEE. false

MEIERIIEFHIFFZERRPODRE  false
ERE&,

e e EE# Astra Tndent%ﬂ’]ithﬁo

Kubernetes "1 ;237615 28"

# NodePlugin.

1&eI LS

"l—"—|

baFS!

FRE" AFREIPodESFE T R EIET R _EiE1T. #H ControllerPlugin®

ELRMBE.

* ITHIBEM AR SREMNEIE. FINRBRIEZEK/,

* TRiEGRR

T EEREE

TR

\O

HAESETHNS I LN R LBT -1 RPOD. T RPODXATEE
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T—F175
MERILLY "eIE e FmMEMEE. BEEHEEEHEIPodH",

BENXTridenti®{EFR L

ERATridentZ2{ER BT LIEARRIE M B E X Astra TridentZ2E TridentOrchestrator
MRINREENLZEHITEEN.. FEHBLHTEAERE TridentOrchestrator 8
. IBEREMFR tridentctl £RBENXYAMLB R UBRIEEZEEHITER.

T R H28Pod AT S Pod

Astra TridentfEA—MEHIZZPODIETT. HEEBETHNE N TET A LB T— 1T HAPOD, T RPODAITEE
Al geEIEF Astra Trident&EB A _EIETT.

Kubernetes "1 s 176 #%28" M "B AFIRE" BFREIPodERE T mEEIET = _EiB1T, {#H ControllerPlugin®
M NodePlugin. ERJLIIEELIRNES,

* IThlgtEM A R SR EMER. FIANRIBAIEE R/
* TR SEFEERIIT R,

[iGy=$viai]

spec.namespace {EFFEE TridentOrchestrator FRNEE T Astra Tridentiyen & Tial, Itk
(D 580 %3 Astra Trident BEEEH * o MREIMPUTLLIRME. WRSH
TridentOrchestrator BEENBVIRE Failedo Astra TridentREEEE & =T8T,

WRIFMN B THHKXEE TridentOrchestrator BM.

B Description Default
namespace AT % Astra Trident B985 g %5|8]  default
debug 77 Astra Trident 2B false
enableForceDetach ontap-san #ll ontap-san- false

economy 1XfRo

A] 5KubnetesIEIEE T =%
HIINGN)EEFEH. FEEEIERAE
BETRETIRRAEEREEE
HENTENHTSMTRIFT
50
*XE23.04Fp—INst e IhEE, *
217 [8 X 2HI B iE4(E %] T

MREBFAMEERE,

windows BN true BAEWiIndowsT{E false
TE R,

useIPv6 ZRET IPv6 BJ Astra Trident false
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2

=

k8sTimeout

silenceAutosupport

autosupportlImage

autosupportProxy

uninstall

logFormat
tridentImage

imageRegistry

kubeletDir

wipeout

imagePullSecrets

imagePullPolicy

controllerPluginNodeSelect
or

controllerPluginToleration
S

nodePluginNodeSelector

Description
Kubernetes 12 {F#BAY

AE @ NetAppA&iXAutoSupportif£h
a

Bxzh

AutoSupport ZEH A28

FF &% AutoSupportFy IR Ayt
i
=N

BT EZ; Astra Trident B94RE

E(EEY Astra Trident BEIC R
I [text , json]

BLRIEM Astra Trident BR{ER
REFEMRAVERR. 18

<registry
FQDN> [ :port] [/subpath]

FH_EH kubelet B RBIKEZR

EfPRARITE 2 MIPRRZEIRSIR
Astra Trident

MR 25 AR AR IR 0N S

5N

RE Tridentz B ATHYBRIRIZENR
B%. BRIEN:

Always LAIRLLIRENBRIR,

IfNotPresent (NET R LEAE
TEBRGES A 1R BZ PR R

Never MAIZENARIER,

PodBVEMTI RikiRes. EiESHE
il

pod.spec.nodeSelectore

ZEEKubernetesitPod I AR, &
BSERREI
pod.spec.Tolerationse
PodRYELfth T3 mikiFEes. EESHER
BRI\

pod.spec.nodeSelectore

Default
30

false

"NetApp/trdent AutoSupport
: 23.07"

ll<a
href="http://proxy.example.com:888
8ll"
class="bare">http://proxy.example.
com:8888"</a>

false

X

"NetApp/TRIdent: 23.07"

"k8s.gcr.io/sig-storage"(K8s 1.19+)
¥ "ka.io/k8scsi"

"Ivar/lib/kubelet"

IfNotPresent

TEAE; AIE

TEVAE; FIE

TENAE; FIE
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o Description Default
nodePluginTolerations B =Kubernetes3tPoddi R, & TRAUIAE; A%
B 5HEEE

pod.spec.Tolerationse
() AR POD SHENHAER, SHBR 5 Pod HELTI A,

B RaH I 4EE R

Al 3B ARGIETFF ontap-san #l ontap-san-economy ¥R, EREFABHIMF ZF]. HMTEKubbernetest
B LBRIEEETAXAINGN), BXFMER, FEN "Kubnetes: T RIEERE XA

HFAstra=Im7Z &K FKubbernetes NGN. F|ILLiE7IMIBE out-of-service BITIKRAAIER
MNP aRsSEEMEE. BEREFTAERUXFNIEAZ NI, RAaSEti ARz
A e fa M R IR EE R F

LKubnetesEEEIE AN 7B node . kubernetes.io/out-of-service=nodeshutdown:NoExecute
T S HMFESHE enableForceDetach IREN true, Asta TridentiSHET 2RSS, F:

1. B EHEIZT SRS ERI/OIE,.
2. BAstra=iH T R RIFEH dirty HFHERYIFAL L),

B REMBIASINEFTNE) LA, SthEA (Trident ISHISSIBBIMIIRHBIER
(D dirty) RETEASa=ITPIERENSIIE SR DAL HPVCIE T 1F 5 3 EDEIE SRR T 0B 1T
RRRIFABRERER). LTIENHARRIES clean (TRLLIHHAT),
MRS B TPRRHARIASRIE. Asta Trident:

1. BWEHBMRT R EFRIBRE AR,

2. yu% £T_L:_FEFI cleanable %/L,\(Eﬂﬂ”&%ﬂﬁﬂq:l'—ﬁﬂqﬁlgﬁ #E. '5&3:)'*/@\ Ready )Iklb\) #ﬁﬁﬁﬁﬁﬁj
MEAMRZEHZT #H. AstaZIRRARE T REFERN clean AAWB T RAHHHELHE.

[Ry=wany /il
TR LAIEENXER ERE M TridentOrchestrator BREN R,
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M EXBEXEE

XE—MNEFBENXEETR.

cat deploy/crds/tridentorchestrator cr imagepullsecrets.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullSecrets:

- thisisasecret

f2: ERT RIERISEEE

RIS ER T SRR A 5 4R 28 BB E Trident:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
controllerPluginNodeSelector:
nodetype: master
nodePluginNodeSelector:
storage: netapp
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f513: fEWindows T{ET & FER=

IR EI35 B T SNl FEWindows T{ETS & _E2FE,

cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
windows: true

{EAtridentcti#{ T
{EAtridentcthH# T

e LA %% Astra Trident tridentctlo. UEETEFAIBERIHE L. ,\':F' AStra
TridentFTEEN B es R BB FHIETRFIMERD, UBENX tridentctl ZE. iBEL"
BHENX tridentctl ZFZ&",

B xAstra Trdent 23.04VEEE L2
TRARNE LB X Astra TridenttVEEF B
<strong> 1755 X Astra </strong> FI{E 2

* WTE. 7ETridentZ3FKubnetes 1.27, EH K Kubernetes Z FiFZk Trident,

* Astra Trident= ™ M52 HITESANIMIRPER S KRZACE. BIEN find multipaths: no
FEmultipath.conf>X 5,

EFAAIEZRREERN find multipaths: yes B¢ find multipaths: smart multipath.confSXff
FREESEIEHAK, TridentBZIFER find multipaths: no B21.07hRiC,

fEF %3t Astra Trident tridentctl
BHEER "TEMAR" DRBREERZREFREHHAENIFR ISR IE R R EIEDL,

FaaZ Al

HFHRZTEZH. BERILinuxENHRIITERTEEEE—NMERIEITH. "SZ#50 Kubernetes 585" #H A
B NERRNG
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(D f£AOpenShift oc MARE kubectl £ FEFIERGIF. BT RS admin*BHER oc

login -u system:admin 5 oc login -u kube-admine

1. I8iFKuberneteshiR7s

kubectl version

2. WIEEEREIE AR

kubectl auth can-i '"*' '*' —--all-namespaces

3. WIFEE A8 LIMDocker Hub/EEh{E B MR PODH@EITPODMEIF R E R S :

kubectl run -i --tty ping --image=busybox --restart=Never --rm -- \
ping <management IP>

$£14 . THTridentZERFE

Astra TridentZ 2 2F & n] 832 Trident Pod. ELERATHRIFEIKESHCRDIIR. HAIIELCSI sidecars AT TAD
BEUNIGEMMEIEE ENFIRE N TEHHIRINEMRAN TridentZ 32 "GitHub_ERY assets Zf93"
ERBIF. EREER<trident-installer-XX.XX.X tar.gz> TridenthR2~E#_Astra Tridents

wget https://github.com/NetApp/trident/releases/download/v23.04.0/trident-
installer-23.04.0.tar.gz

tar -xf trident-installer-23.04.0.tar.gz

cd trident-installer

$254 ;. L3 Astra Trident

B TEFT R & TiEl X #Astra Trident tridentctl install @< ERILURMMEMBSECRIEEREGE
RAIE,
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FRAERRTU

./tridentctl install -n trident

— INEMERPBYBRE:

./tridentctl install -n trident --image-registry <your-registry>
-—autosupport-image <your-registry>/trident-autosupport:23.04 --trident
-image <your-registry>/trident:23.04.0

AELFAZRABIBRE
RATMINN sig-storage B imageRegistry ERAARRMEMRAE

./tridentctl install -n trident --image-registry <your-registry>/sig-
storage —--autosupport-image <your-registry>/netapp/trident-
autosupport:23.04 --trident-image <your-
registry>/netapp/trident:23.04.0

BRI RIS NI TR

INFO Starting Trident installation. namespace=trident
INFO Created service account.

INFO Created cluster role.

INFO Created cluster role binding.

INFO Added finalizers to custom resource definitions.

INFO Created Trident service.

INFO Created Trident secret.

INFO Created Trident deployment.

INFO Created Trident daemonset.

INFO Waiting for Trident pod to start.

INFO Trident pod started. namespace=trident
pod=trident-controller-679648bd45-cv2mx

INFO Waiting for Trident REST interface.

INFO Trident REST interface is up. version=23.04.0
INFO Trident installation succeeded.

FIER%,

o] LUFEFAPODRIEIREHIIELLEE tridentctlo
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[FTE(EFAPODRIEIRES

Eel LUBE EE B SIEPod IR K iAAstra TridentZ X2 E B 5T

kubectl get pods -n trident

NAME READY STATUS RESTARTS AGE
trident-controller-679648bd45-cv2mx 6/6 Running 0 5m29s
trident-node-linux-vgc8n 2/2 Running 0 5m29s

MNRLZERRFAREINTERD trident-controller-<generated id> (trident-csi-

<generated id> 7E23.01ZAIMRAER)FEE ERSITIRS. RAKRRELTFE, €A ...
-d to "FTFHEEURTC" FHX R EEIR FHITHFEHR.

fEF tridentctl

R LAER tridentctl KWEZZERAstra Tridenthi s,

./tridentctl -n trident version

vt

1 BREAER FWindowsT S fAsta=ixZIF

EEWindows T R _EIZ1TAER =2

tridentctl install --windows -n trident

Tf52: EHforce detach

BXEEMTFAIFAEE. ESN "BE X Tridenti@ER L5

ZE% o

tridentctl install --enable-force-detach=true -n trident
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=178
MERILLY "eIE e FmMEMEE. BEEHEEEHEIPodH",

BH7E XtridentctlZeiE
o] LIE A Astra TridentREERRF HE X R,
TRZERRR

fEFAstra TridentZ&ERZRF I LIBEXEBM. Hli0. NREE TridenttMGEF|ZE BEMEE. Mol LUEHRISEM
BB --trident-image, MRER TridenttRERLUKRFIFERICSI sidecarff MR EHIEIE BE(ERE. N&IFER
FEEZIFEENME --image-registry 33N, HEFERX A <registry FQDN>[:port]o

NREERNEKubernetesf 3 &R, HA kubelet BEIMIBEFRBEIEEERIE L /var/lib/kubelet. &
AILMFERIEE AR —-kubelet-dirs

MNREEEBENTE, FHEBEHNTZEERSHNAFEE, WEAUBENXEBEX S, #H --generate
-custom-yaml SEBELZEEZRFEIZELLTYAMLYX Y setup BF:

* trident-clusterrolebinding.yaml
* trident-deployment.yaml

* trident-crds.yaml

* trident-clusterrole.yaml

* trident-daemonset.yaml

®* trident-service.yaml

* trident-namespace.yaml

* trident-serviceaccount.yaml

* trident-resourcequota.yaml

EMXEXE. ERUREFEHITER. ARER --use-custom-yaml REBTEXEE,

./tridentctl install -n trident --use-custom-yaml

T EMA?
RiEAstra Trident/S. BRI UMMV, QIBTEMHE. RESURSSEEIIPoIT,

F17. tIERK

M, EEILARERIR— MG, i Astra Trident EEEE[ER. ALk, 158/ backend. json BEUESEHY
Xo FIERIHREIREERERIREIECEXH sample-input BRo

BB I BXRIOAAEREEEEX I EZIFRER.
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cp sample-input/<backend template>.json backend.json
vi backend.json

./tridentctl -n trident create backend -f backend.json

fomssmmmmaaaaa fomssmsmmmaaama=a R
e e X

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

froscscssss==== frosssssassmssme=s frommoeesosscs s e e m s e e e e
fe======s e F

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

foss=ms=m===== foss============= fEmsmesessososssssssssssscsessososs====
s e +

NRBEKM, NEIHEE LA™, EILUETU TS REEASEUHELERRA:

./tridentctl -n trident logs

fRRrEfE, RAFROEAZIMPENFAHAER. BXEBESHERRRET, 520 "SEHR" 8850

£2%: QIREME

Kubernetes AP EAIEERXKAMLEE ( Persistent Volume Claim , PVC) ECE#E "1FiEE" 1R& . 1*F4
SEXAPRRE, EEEXTIMRETZENEERER (EERGIHA Trident) UMRZEMEERERFIE X

BIE7Z(#EZE Kubernetes AFRKHEEMNERES. ZENEEFTEN L —POIRMEIRER, LUE Astra Trident
AILMfEAEREENE.

BAEEFEANRERFEREEETEMES sample-input/storage-class-csi.yaml.templ REERF
FEMIEYSZ M. Bk BACKEND TYPE MFERHIER % FFo
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./tridentctl -n trident get backend

e o T bt
o F—————— +

| NAME | STORAGE DRIVER | UulbD

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

XZ—1MKubernetestR. FEMERTLUER kubectl UTEKuUbernetesHBI%E,

kubectl create -f sample-input/storage-class-basic-csi.yaml

IM7E, Kubernetes # Astra Trident #3271 * B -CS| * 238, Astra Trident N B &I fGimAY i,
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kubectl get sc basic-csi
NAME PROVISIONER AGE

basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json

{

"items": [
{
"Config": {
"version": "1V,
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"
by
"storagePools": null,

"additionalStoragePools": null

by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggrz",
"aggr3",
"aggrd"

F3IT:. BEF—E
Mz, BEESFNSEEE—1E. HEIEIE Kubermnetes SRFERMIIRIE KA EEER" (PVC) XK,
FERNIRIEIZRFMERIIEEE PVC

1520 sample-input/pvc-basic-csi.yaml B8, HRFERZITSELIZERN R FRITE,
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kubectl create -f sample-input/pvc-basic-csi.yaml

kubectl get pvc —--watch

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

basic Pending

basic 1s

basic Pending pvc-3acb0dlc-blae-11e9-8d9f-5254004dfdb7 0

basic 5s

basic Bound pvc-3acb0dlc-blae-11e9-8d9£f-5254004dfdb7 1G1i

RWO basic s

F 4T FEHEEHE Pod

IM7E, iEFTEHSE, BNPEBsI—nginx POD. #EPVHEHZEIT /usr/share/nginx/htmls

cat << EOF > task-pv-pod.yaml
kind: Pod
apiVersion: vl
metadata:
name: task-pv-pod
spec:
volumes:
- name: task-pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: task-pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/usr/share/nginx/html"
name: task-pv-storage
EQOF
kubectl create -f task-pv-pod.yaml
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# Wait for the pod to start
kubectl get pod --watch

# Verify that the volume is mounted on /usr/share/nginx/html
kubectl exec -it task-pv-pod -- df -h /usr/share/nginx/html

# Delete the pod
kubectl delete pod task-pv-pod

tBS, Pod (NMARERF) ABEFE, BENE. IRFE, EAILUMS—1 POD EAE,
ZERE, BEMFRERA:

kubectl delete pvc basic

IE, ERILBAITEMESS, flin:

* "EeEEfER, "
* "RIEEfEMESL,
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=18 Astra Trident

4% Astra Trident

4% Astra Trident

Astra Trident BEZEAHTE, 8V HAFREONEERE, S NHREEEEILA
ARZSBYER _ EAERRY, AR EHEThsEM R sm U R IREE M Ui INEE, BB INES
FEDFLL—R. LUFIAAstra TridentBIFRTHEE,

FRETREEEIN
HRFREFARASE Astra Trident B, iEZELTEIN:

* E4LEKubbernetes £EFHRVFTA R T EP RN RE—TAER 71 =iwmkflo
* M Trident 20.01 FF48, XFRMIXAR "EIRIE" 2325, Kubernetes BIEGIN R R £ME N EIF alpha

Snapshot X REFHFMiKAR, UREBEEBH alpha Snapshot o

° M Kubernetes 1.20 714, CSI &RFBIMERE GA HAE, Fhkzrl. ENERMIBRAIpha Snapshot CRD
tridentctl obliviate alpha-snapshot-crd fIfEFERRBISEAHCRD,

°© MILhREVERIZSINT —HEIEXHICRDA—MRIZITHIZE . X MEHENEARAstra=InFiEZ
AIHITIRE.
s BXIFMER, FEM "FRKubbernetes B RIRE 7 RAVEIN",

* M19.04 R ER2IRAARNFAERAEFEZBITEBAsta=TTEIE etcd FICRDN R, HfRETR "EHAstra

TrdenthRZSEY & FASCHE" LUT BEARB TIERIE,

* FHRBY. BB RM parameter. fsType TEH StorageClasses HAstra TridentfE B, &R LUMBRHE

Bl StorageClasses MASFHEE S,
° XEPATH—I1 * B3K * "22 X" SAN %o

° samplelfi \ B R E & https://github.com/NetApp/trident/blob/master/trident-installer/sample-
input/storage-class-samples/storage-class-basic.yaml.templZ& R ffl[storage-class-
basic.yaml.templ)FI§%#Z: https://github.com/NetApp/trident/blob/master/trident-installer/sample-
input/storage-class-samples/storage-class-bronze-default.yaml[storage-class-bronze-
default.yaml’s BXIFMESR, BEEN "EH0H"

F1F . WA
Astra TridenthR AR EF HHIRARZA vy . MM 88 RAE. EF"YY'BE—FFRERUHF. "MM"EA

7
7z,

DOThRAZIEMEA vy . MM. X 9. HA'X"BEMIZEFRI. ERIRIEEMPARBMAEEEZAREIRIR

* BRI EEARE B R ERASHNENRAE OREEABIRRE. Fla0. ErRILIEREM22.04745%123.04 (

BHEEMDOThRAS. 14022.04.1),

* MREERNERHMRA. NN ERBNARAFSERITZ S AR, LIRRRERRE, XERET AR
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BE TR MRS OBRRRE, Fla. WMREFTHZ18.07. HEFEALKEI20.07hA. HRE TE
RIS T ARSI IZHITIRIE:
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a. BRM 18.07 A4&ZF 19.07 »
b. SAIGM 19.07 #4&ZI 20.07

7EOpenShiftR2sF & LA TRIDentRERZFHITHERES. NAKEITRIDent 21.01. 1 FEEAR
(D % 21.01.0 lR%#09 Trident EBRAE—MEANFEAE, % B 21.01.1 P8, HX¥
A58, W GitHub L MITRIHA SR,

B2W . MERBLESE
BE. ENERSTIRRERRNGERITHER. BER UM "TE2iE 5527 8",
EEMTE RIZ i Astra TrdentBHERRIARZS. EHRITULTIRE:

1. fF ... kubectl get pods - trident ¥Z&Pod,
° YNRGHIRIERPOD. MfEARET Asta=lf# tridentctls
* IRBRERIER. MER=IRRERFEEEAHelmEZRETAEA #I =,

2. NRERERITHIE. 1BER kubectl describe tproc trident BEREERAHelmZET Astra
Trdent,

° R BHelmiFZE. MK TAsta Trdent2ERAHelm&Z A,
° MR EEHelmITZ. NMERTridentREA RFILEEAIER FTridents,

B3F . EREARGE
BRM TG AR AR Asta= iR E i

IR R IR R FITH R
Al A A S IR SRR AR K.

s BERERIRIERNZE T Astra Trdent tridentctlo
s &ENE T CSI= TR, (BLREPRTEIBIATEE.

* MEREETCSIMAstra=Imk AR, H2007F1987 BENFIBMRAIIETCSI, ERINE=hfFiEnS
= (B P RYPod AKIE S BIRRAS

° 23.01ZHiINRASHFBIPODEF & {FMAH: trident-csi-*
° 23.01 REEhR A HIPoder &AM

* trident-controller-<generated id> iZHl2§Pod
* trident-node-<operating system>-<generated id> T1mPod

" trident-operator-<generated id> XTFIR{EME

(D wREEMOE. EMEMEERF R Trident etod BF TridenttIARA(19. 04 ERHT),
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{AIRFERAFLR tridentcetl
&R LU IR IRV ZEA tridenctl ZEAstra= i LM,

tridentctl BR#FAsta TridentfIfE 5575, NEBERBEXNAFRETARSHET., BEXFAER, 5
B0 "ERLEFE

MEEAFHIT T EeL

21.01hRAYAsta=IRI IS IN T T E S REITIEL:

* BRERTINTER * SEEFEE * o LAFIRY Trident IZEATSLG (RRZs 20.04 %] 20.10) A * mATESEE *- &
ESEEAMNEEREEME, ERWNT:

° FWRRME: RMERIMER LUEERARIEIES Astra Trident REEEXMNE R, EREEAstra Tridentid#2
. RERFERRIEMHEIFZ )RR ownerReferences, 4P ownerReferences EEEHEEMZA
B E. EiKubernetes D HHRITRER S| A IR, 5I800penShift, FRAKESCEMNIEE R AIE LR,
3FF Trident ZIRRYBoHEEMERS, XB—IMEXER,

o ENEFAIENEIE: EST2MIPR Astra Trident , HEMBRFAIEXRBENZR,. HRATECENEENARSE
MIBRERSTEIRIAIR (5140 clusterRole , ClusterRoleBinding-and PodSecurityPolicy ) BJi@Z!a)g%,
HEFFEATE, S CENEERTAIERLILREER, AP UTSENE Astra Trident HEF E8Y
BHRE,

* TridentProvisioner MMBEMAN TridentOrchestrator {FARTFLZEFNEIEAstra TridentlIBE X
KB, tkoh. FERIEPIIANA—NAFEL TridentOrchestrator MR P A LIEE N IE R LZE/FRKinZ
=8| Trident spec.namespace F&o ERIUEE— G "tbab",

ERRIERFLR
1] LUMERIRERFoIsHemBRIA AR IN B BAsta= iF R 2,
fEATridenti2ERT 1T H K

BE. BNERARVTEAsta=InFMENFF AN AR A RAsta=imizliE. BER "SEALGE EEER
= IREERERTHITHR Z A,
MERHE T ESEEEE R (MR4520.07%120.10)L2EMATER FTridentSEBIFARES. ZEERT
=85

* 7¥# tridentProvisioner ZJA tridentOrchestrator EEHEREB IR,
@ * P& TridentProvisioner MR tridentprovisioner CRD

* RAER SHRERARIIFERRESEEIRF R Thi 4

* BAER TRALENGRTEILEEEFN G R <EF

HRERSEEM TridentEER LR

O U FHRER TR S HIRER T, FiEAstra Trident 21.01 N ESRAISEREE TENIZE R,
AR =Wl

HRREERNEETEETHIKubbernetes &8 "2 15 HKuberneteshii 2",
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PIE
1. I8iFAstra TridenthRzs ;

./tridentctl -n trident version

2. MIBRA TR LA Astra Trident SRFIRY Trident TERF, Flil. MNMREM22.01HALK. BEETUTHL:

kubectl delete -f 22.01/trident-installer/deploy/bundle.yaml -n trident

3. MNRBFERABEENXTHIALEE TridentOrchestrator B, BAILIYREE TridentOrchestrator AF
BREZESHIINR, EF A eEEENRVIENIEEH E TridentF I CSIMUE EMER. BRI BEDISEMR
GAR B SAFR B E 2,

4. FERERTEIFIEMAstra TridenthR A IE IR B YAML X L& Astra Trident, fflg0. dNRE
JIKubenetes 1.27 &% Asta Trident 23.04. iHE{TIUTHS:

kubectl create -f 23.04.0/trident-installer/deploy/bundle post 1 25.yaml
-n trident

TridentiZ2ft T — MRS EX 4. ] BFLERIERH IKuberneteshi 45 8 K EX 3T R,

@ ° X Fiz{TKubornetes 1.243 B RhRABIEEE. 1FER "bundle_pre 1 25.yaml’s
° 3 FiEiTKubernetes 1.25 BiShRASHIERE. EFA "H4IE_ 5 1 25.yaml's

%

TridenttR{E S IBEIAMIAstra Trident L ELFHEE SH(ERABRAIARES.

FHRe TR R

(T SR o % 2RI B R E T (A2 20.075120.10) 22350 Astra DentSeffiFHEIE B BEIMIRIER R,

FaaZ Al

BEEFERAEYSEYAMLYX MNP EE R T ESCENEE R
https://github.com/NetApp/trident/tree/stable/vXxX.XxX/deploy/BUNDLE. YAML EHH:
vXX. XX BRRASSH BUNDLE. yAML BIREFEYAMLIHZ,

T
1. B83F TridentProvisioner MAM {\f270i@} {\f151. } Installeds
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kubectl describe tprov trident -n trident | grep Message: -A 3

Message: Trident installed
Status: Installed
Version: v20.10.1

@ MBREETR Updating, BHMRTHRILREA. ARBHE. BXABHRSETIER, 18
S0 "I,

2. 683 TridentOrchestrator {EATridentLEiZEMEMIBY;EFE 6132 CRD,

# Download the release required [23.04.0]

mkdir 23.04.0

cd 23.04.0

wget
https://github.com/NetApp/trident/releases/download/v23.04.0/trident-
installer-23.04.0.tar.gz

tar -xf trident-installer-23.04.0.tar.gz

cd trident-installer

kubectl create -f

deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. ERHBRMRE ARG EN.
a. HREAFEBIB RS,

pwd
/root/20.10.1/trident-installer

b. HifRen & =IEEERNIEE M.

kubectl delete -f deploy/<BUNDLE.YAML> -n trident

serviceaccount "trident-operator" deleted
clusterrole.rbac.authorization.k8s.io "trident-operator" deleted
clusterrolebinding.rbac.authorization.k8s.io "trident-operator"
deleted

deployment.apps "trident-operator" deleted
podsecuritypolicy.policy "tridentoperatorpods" deleted

c. MIAEMPR=IRIEEIRIFRT,
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kubectl get all -n trident

NAME

pod/trident-csi-68d979fb85-dsrmn

pod/trident-csi-87jfhf
pod/trident-csi-jtnjz
pod/trident-csi-1lcxvh

NAME TYPE
PORT (S) AGE
service/trident-csi ClusterIP

34571/TCP, 9220/TCP 105d

READY
6/6
2/2
2/2
2/2

STATUS

Running
Running
Running

Running

CLUSTER-IP

10.108.174.125

RESTARTS AGE

12 99d
6 105d
6 105d
8 105d

EXTERNAL-IP

<none>

NAME DESIRED CURRENT READY UP-TO-DATE
AVAILABLE NODE SELECTOR AGE
daemonset.apps/trident-csi 3 3 3

3 kubernetes.io/arch=amd64, kubernetes.io/os=1linux 105d
NAME READY UP-TO-DATE AVAILABLE AGE
deployment.apps/trident-csi 1 1 105d
NAME DESIRED CURRENT READY
AGE

replicaset.apps/trident-csi-68d979fb85

105d

(AR EFEBRLZESI. BB TridentProvisioner MM XAIRERIEER. FIUNEN: WE
tridentImage, autosupportImage. B IRGIEEEFTR imagePullSecrets)o BXRAEHM5T

BEHIIR. BN "LEED,

kubectl patch tprov <trident-provisioner-name> -n <trident-namespace>
-—type=merge -p '{"spec":{"debug":true}}'

- REASECEABTRIdentiE (FRF,
a. HREAFEBIB RS,

pwd

/root/23.04.0/trident-installer

b. FR—ar R T RN RELERCENIZES.
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Tridentieft T —MESEX . AT TRERERHIKuberneteshR As 8 KEX X Ko

@ * S FiE{TKubornetes 1.24E¢ B R AR AHIEREE. IEER "bundle_pre_1_25.yaml"
* WFizTTKubernetes 1. 255 Bia R ABIEEE. 1BER "HLE /5 1_25.yaml’

kubectl create -f deploy/<BUNDLE.YAML>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#A1ll tridentProvisioners will be removed, including the CRD itself
kubectl get tprov -n trident

Error from server (NotFound): Unable to list "trident.netapp.io/vl,
Resource=tridentprovisioners": the server could not find the
requested resource (get tridentprovisioners.trident.netapp.io)

ftridentProvisioners are replaced by tridentOrchestrator
kubectl get torc

NAME AGE
trident 13s

C. BEMZTEFHW=1Pods o trident-controller MPODZ# &I T 23.01F 5| NGB E.

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-controller-79df798bdc-m79dc 6/6 Running 0

Imdls

trident-node-linux-xrst8 2/2 Running 0

Ilm4dls

trident-operator-5574dbbc68-nthijv 1/1 Running 0

Im52s

d. HI BB = inE BRI FREARR A,
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kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v23.04.0

FHERET Helm AVIRIERRE
BALET Helm BHRERRE, BRITUTIE.

&L T Astra TridentBIKubernetesEE B M1.24 AR 1. 25 EahR AB. &7t values.yamlE
(D ¥ Hset excludePodSecurityPolicy to true ZAN --set
excludePodSecurityPolicy=true | helm upgrade 5%,

3
1. FEHERHH Astra Trident AirZ<,
2. {#H nelm upgrade SLIE trident-operator-23.04.0.tgz RMT BAHLKEIRIRRZS,

helm upgrade <name> trident-operator-23.04.0.tgz

NRFENIEREHENRE T ERIARRIAEDFIIN A TridentFICSIBREIEE T ARVIRGIEM R
h 1BEA --set ATHRXLEIXRME & upgradeis TH. BNXEEREENAIAE,

B0, BEXHIRIAE tridentDebug’ T, BT TS

®

helm upgrade <name> trident-operator-23.04.0-custom.tgz --set

tridentDebug=true

3. J31T helm list WIFERMNBERFREYEFHR. BIT tridentctl logs BEEEMAIKEE,
&
Tridenti2EG IS HREINE BIAstra TridentZEFIGH AL E 512 ERERAIRR S
MIAEIRER B EAHK
o] LUMA LB R RRASB Tridenti®{ER tridentctl &,

TIE
1. FEHRHH Astra Trident ArZ<,
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# Download the release required [23.04.0]

mkdir 23.04.0

cd 23.04.0

wget
https://github.com/NetApp/trident/releases/download/v22.01.1/trident-
installer-23.04.0.tar.gz

tar -xf trident-installer-23.04.0.tar.gz

cd trident-installer

2. B tridentorchestrator ;a8 HAICRD,

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. BEE EENERMHEER R =TEH,

kubectl create -f deploy/<BUNDLE.YAML>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created

podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE

trident-controller-79df798bdc-m79dc 6/6 Running 0 150d
trident-node-linux-xrst8 2/2 Running 0 150d
trident-operator-5574dbbc68-nthijv 1/1 Running 0 1m30s

4. 6l TridentOrchestrator Z#Astra TridentlICR,
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cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident

kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE
trident-csi-79df798bdc-m79dc 6/6 Running 0 1m
trident-csi-xrst8 2/2 Running 0 1m
trident-operator-5574dbbc68-nthijv 1/1 Running 0 5m4dls

°. WIABR=IIZhaE AR FHRMR AN,

kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v23.04.0

Ve

WA BN PVC 285 .

@A tridentctl H1THLE

o] LUERARIAHEIIEBAstra TridentR3E tridentctlo

FERAHKAstra=imEIINEE tridentctl

HEFEIF LI Astra Trident RIfERNFH L, EIE Trident B, RN&MIFR Astra Trident SREFRERMKA EEE
B8 (PVC) FMXkAME (PV) o 7£ Astra Trident Bi#1ERiE], EECER PV BRI, i Astra Trident F1EmE
BENE RTELLERIEI 82 RE ] PVC BEE %S

Fazal
BEE "EEARTTIE" AERZA tridentctlo

p
1. ERBEITHEG S tridentctl MFRSAsta TrandentXBXBIFRE ZIR(CRDFMEX I RERIM o
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./tridentctl uninstall -n <namespace>

2. EFiLEAsta Trdent, IEEN "FEF tridentctl 22 Astra Trident"s

() sEmEA RS, BREREFETRE.

FERAALE tridentctl
A =R ,.ﬂx_JLﬁFIJFHEﬁﬁE’J_ﬁ%&?EH&ZIKEPkﬁ”—(E’J AFEMRE(FIINIRBBIRER). WAILUFERAALSE

tridentctl upgrade <%

NRFERBE. WG EMNFSTISCSIZERIFAREICSIZKEE, LUEAAsta=t#EFI—RBEMIY
BE. Trident EBERIRA PV XIFE4INRES

Faazai

EREREARDICSIZER ZF]. BEELUTEIR:
* ERIBEARFEARFES. URISIRNE R HRHERIET.
* FHREY, PV AILUMEAZE / REEN—HDEH. FREXANE / KEE.
© FHRBY, & Tk ¥ PV EIEEIHII POD . EAEREZHI, ERXEF POD .
* MHEEAREIEE PVC M5, FH&aI, MBIBRFMSAKLES PVC H%5,

g
1. iB1T kubectl get pv FIHPV,

kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY
STATUS CLAIM STORAGECLASS REASON AGE
default-pvc-1-a8475 1073741824 RWO Delete
Bound default/pve-1 standard 19h
default-pvc-2-a8486 1073741824 RWO Delete
Bound default/pvc-2 standard 19h
default-pvc-3-a849e 1073741824 RWO Delete
Bound default/pvc-3 standard 19h
default-pvc-4-a84de 1073741824 RWO Delete
Bound default/pvc-4 standard 19h
trident 2G1 RWO Retain
Bound trident/trident 19h

BHi. Trident 20.07fEAEIE TPV netapp.io/trident ELETEFo

2. 3517 kubectl describe pv LIREXPVAVIEL(E R,
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kubectl describe pv default-pvc-2-a8486

Name: default-pvc-2-a8486
Labels: <none>
Annotations: pv.kubernetes.io/provisioned-by: netapp.io/trident
volume.beta.kubernetes.io/storage-class: standard
Finalizers: [kubernetes.io/pv-protection]
StorageClass: standard
Status: Bound
Claim: default/pvec-2
Reclaim Policy: Delete
Access Modes: RWO
VolumeMode: Filesystem
Capacity: 1073741824
Node Affinity: <none>
Message:
sSource:
Type: NFS (an NFS mount that lasts the lifetime of a pod)
Server: 10.XX.XX.XX
Path: /trid 1907 alpha default pvc 2 a8486
ReadOnly: false

PVEHEHEIEH netapp.io/trident ELEZFMEEANFS, EXHF Astra Trident IRIEHIFAB #INEE,
R PV AR EI CSI 28,

3. 1&1T tridentctl upgrade volume <name-of-trident-volume> AT IEEHAstra Trident&EHLK
EICSIHISERaR <,
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./tridentctl get volumes -n trident

| default-pvc-2-a8486 | 1.0 GiB | standard
b052-423b-80d4-8fb491alda?22 | online |
| default-pvc-3-a849e | 1.0 GiB |
b052-423b-80d4-8fb491aldaz2 |
| default-pvc-1-a8475 | 1.0 GiB |
b052-423b-80d4-8fb491aldaz22 |
| default-pvc-4-a84de | 1.0 GiB |

b052-423b-80d4-8fb491aldaz22 |

true |
standard
online | true |
standard
online | true |
standard

online | true |

Fommmmmmecemsmeseseme= P Fommmmmmemememe= Pommmmmmm==
Fommmmmmmmesrrrrrrrre e reme s e mmm o Frommmmom= Fommmommm= +
| NAME | SIZE | STORAGE CLASS | PROTOCOL |
BACKEND UUID | STATE | MANAGED |
Fommmmmmmmrmemeoeosoes Fommmomom= Fommmmmcmmeocosafoonoomomos
Fommmmememesesesese s s s s e eses P Fommmmmm== +
| default-pvc-2-a8486 | 1.0 GiB | standard | file |
b052-423b-80d4-8fb491ald4a22 | online | true |
ittt Fommmmmm== fommmmmmememem= Pommmmmmm==
Bt e e o= Fommmmmm== +

S

4. IB1T kubectl describe pv WIEtERT NCSIH,
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cba6bfoad-

cbaocfoad-

cbaofoad-

cba6bfoad-

cbaobfoad-



kubectl describe pv default-pvc-2-a8486

Name: default-pvc-2-a8486
Labels: <none>
Annotations: pv.kubernetes.io/provisioned-by: csi.trident.netapp.io
volume.beta.kubernetes.io/storage-class: standard
Finalizers: [kubernetes.io/pv-protection]
StorageClass: standard
Status: Bound
Claim: default/pvc-2
Reclaim Policy: Delete
Access Modes: RWO
VolumeMode: Filesystem
Capacity: 1073741824
Node Affinity: <none>
Message:
Source:
Type: CSI (a Container Storage Interface (CSI) volume
source)
Driver: csi.trident.netapp.io
VolumeHandle: default-pvc-2-a8486
ReadOnly: false
VolumeAttributes: backendUUID=c5a6f6a4-b052-423b-80d4~-
8fb491alda22

internalName=trid 1907 alpha default pvc 2 a8486

Events:

name=default-pvc-2-a8486
protocol=file
<none>

1%L Astra Trident
IRYE Astra Trident WLZE AT, BESMEE %,

53 Helm E1Z;

NREERHelmZ & T Astra Trident. AT AEREEEE, helm uninstall,
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#List the Helm release corresponding to the Astra Trident install.
helm 1ls -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

{5 Trident 12 {ERFENE
WNRIEFERIRIERILET Astra Trident , MATLUESHITU TIREZ—HHEHTE:!
* *Y®iE TridentOrchestrator BIREHEHINE . *ErILIYRIE TridentOrchestrator HIZE

spec.uninstall=trueo. 4R4E TridentOrchestrator CRHIZE uninstall Fric80 FFAR:

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"uninstall":true}}'

Y uninstall FREIRE N true. TridentRERHIGEIE Trident. {BER&MIERTrident Orchestratords &, 4l
REE, &5 TridentOrchestratord Al E— N ERY
B TE =i,

* *Mif% TridentOrchestrator: BIMIPR TridentOrchestrator criAFEfEAstra Trident. ULEATIEE
B 2EREF Trident, R{ESBMIBRIMIBRIZIE TridentOrchestrator SAIG4X4:MIBRAstra Trident
EBEMBUEE N . HMRERZEIIZFEIENTrident Pod,

E22ffiBRAstra Trident (E1EH EIZBICRD)H B BHIZEFRIR. I LUHITYHRIE TridentOrchestrator
PUEE wipeout HEINIES I LA TR

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec": {"wipeout": ["crds"],"uninstall":true}}"'

X T2 ENE Astra Trident HiBMF 5 RiRREEENERXHNMETHE. BELERINEHZE,

@ DEERTREHEN, ANEEIER CRD . HEETERCE. * RIFGEEEHEIIHAIES
#TEY Astra Trident 245, ZNiE7M1ERR CRD o

{EREIE, tridentctl

&7 uninstall 88N tridentctl Y TR, MBRERCRDAMBXITR ZIM 5 Astra TridentXEXRIFRE H
R MIMA] LURFA B HTIn T R A2 LU Zl &R hitaso
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./tridentctl uninstall -n <namespace>
E52 2 MIFR Astra Trident , ERZMIBRE Astra Trident £IZ2#) CRD HRA LR HHIFRXLE CRD

P&4% Astra Trident
T RMEL I R HBARZASHY Astra Trident it S OS2,

fr] B 2R
ERIRERE ERANEMERR, Flm:

* M2

* U EMEEREARMAMAVEIR

* KFIX RO, ARKBFNRTE
T EIfEA CRD B Astra Trident hRZsBY, [WEFERELR. HTFAstra TridentfEFACRDEFRIFIRES. FEILLEIEAIFR
BEELE(ER. FME3E. PVAISIRE)EER XBANCRDMR. MARBEANRFMEIE trident PV (HFEEA
REMAstra TridenthRZAEH). FEIZEMN PV , FHMEESRIIMEAN CRD MRFITLHER,

BNEIA I FEHCRDIZTTRIAstra TridenthRA<(19.07 R B S hR AN )#1TRE R, XA LIFRIEMRR G BRI Y
BiAstra TridenthR A< 1 TRYIZE,

(CENEREEA
EARNPEREERRTridenthR A etcd LURFFPRZE(19.04 REFIRA). FR/T, ERHH] Astra Trident lRZASH
THFrERIEEA SRR R, EEIREIFHERMRASES, FEIERY PV ReIfA. EEBOF AR, X5,

PV, FHERFMERE (BCIE /B / MR FXRFAMBBYELLI Astra Trident RAI I, ME R RHIREF =
FRlfT 3 B 62 FHARR A BIEEY PV B9iA1R], BRIEEXMEFITH LR,

fEAIRIERRE Astra Trident BYAIPRRITFE
MNFEATridentiRIERTTAMNRRE. BEIBFEMAR. FFEEMEMA tridentctlo
X FEMA Trident BIFFFTMEIRE, Astra Trident BT LA LA TE—T:

© ERGESMEENERG (20.07-20.10) REHHIRE.

* FRSEEEEER (21.01 XEShE) TEMNRE.
PR AR CRENEER
BF Astra Trident B AEREESCEIZETRIMNRZS, BRITUTI R,

P$IE
1. "E1Z Astra Trident"s *BRIFBTLMPRIMELE. TNEMMBFXLECRD
2. A LMERSER TridenthRZs X EX AR IE G B B R MIBR Tridentiz B /T, F40:
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https://github.com/NetApp/trident/tree/stable/vxX.xX/deploy/bundle.yaml EH:

vXX. XX BhRAS (6180 v22.10)F bundle. yaml ZIRGFEYAML 42,

3. BT REFTENRASHY Astra Trident H4EPER, IRBBPTERRASHISCRY 1 TIR1E,
PR E R T ESEEEERT
AT R TR E 20.07 F 20.10 SEEIARY Astra Trident lRASFS RIS, ZRAEEREGET
BRI#ITRE,
SIE

1. "E1Zf Astra Trident"s * BRrIFET2MFRINERE, BNIEZIMFFRXL CRD

2.

3.

74

1R tridentorchestrator SR,

#Check to see if there are any tridentorchestrators pre
kubectl get torc

NAME AGE

trident 20h

sent

#Looks like there is a tridentorchestrator that needs deleting

kubectl delete torc trident
tridentorchestrator.trident.netapp.io "trident" deleted

AILAEA S5 &R TridenthR 4 KEXRYIR(E 53 7B S K MIBR Tridentiz BT, f40:

N
3

/

SEERYE

https://github.com/NetApp/trident/tree/stable/vxx.xx/deploy/bundle.yaml E/:

vXX. XX BhRZASS (5190 v22 . 10)F bundle. yaml 2IHEYAMLX H 2,

P& tridentorchestrator CRD,

#Check to see if "~ “tridentorchestrators.trident.netapp.

present and delete it.
kubectl get crd tridentorchestrators.trident.netapp.io

NAME CREATED AT
tridentorchestrators.trident.netapp.io 2021-01-21T21:

kubectl delete crd tridentorchestrators.trident.netapp.

customresourcedefinition.apiextensions.k8s.io
"tridentorchestrators.trident.netapp.io" deleted

B2 EZ; Astra Trident o

REFT TR E R, IR TR S H1TiR(Fo

io®™" CRD is

11:372
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£/ Helm &K

BEEGE. 15EH helm rollback a8%: BESWLLTRA:

helm rollback trident [revision #]

% Astra TridentBTBIFELRTFE tridentetl

NRBERZTE T Astra Trident tridentctl. BREIREREUTETE, WINFEFIESETHM Astra Trident
21.07 7153 20.07 BIFERIT IR,

@ EFFEMEEZ AT, B AiEKubernetesEEBEAVIRIR etcdo XHE, ERLAILAER ) Astra Trident BY
CRD MYHEPRE T o
g
1. FIR(EALZETrident tridentctl. MRERHEUAZE Astra Trident , IFETTUA T BN :
a. 5|t Trident &R = [E]HHY Pod

b. HEEREEFITITH Astra Trident BURRZS, ERILUER tridentctl BEEH Trident PodRERARE
%o

C. YNRE*KREE* AtridentOrchestrator. ()A tridentprovisioner. (8¢)%&AHIPod
trident-operator-xxxxxxxxxx-xxxxx. Astra Trident BE&% tridentctls

2. [FHEMAEHAstra Trident tridentctl Zi#HIXMHF, EXMIBERT, EBFEH 21.07 Z#HEISXEHEH,

tridentctl version -n trident

Fom e oo +
| SERVER VERSION | CLIENT VERSION |
fom o frmm e +
| 21.07.0 | 21.07.0 |
Fom e o +

tridentctl uninstall -n trident

INFO Deleted Trident deployment.

INFO Deleted Trident daemonset.

INFO Deleted Trident service.

INFO Deleted Trident secret.

INFO Deleted cluster role binding.
INFO Deleted cluster role.

INFO Deleted service account.

INFO Deleted pod security policy.
podSecurityPolicy=tridentpods

INFO The uninstaller did not delete Trident's namespace in case it is
going to be reused.

INFO Trident uninstallation succeeded.



- SERItIRIEE, IREXPRFEARZASHY Trident —3#HIX M (TELLRBIRA 20.07) , HEAERE Astra Trident
o BAILANERBEENX YAML "HEX ZE" IRFE,

cd 20.07/trident-installer/

./tridentctl install -n trident-ns

INFO Created installer service account.
serviceaccount=trident-installer

INFO Created installer cluster role. clusterrole=trident-
installer

INFO Created installer cluster role binding.
clusterrolebinding=trident-installer

INFO Created installer configmap. configmap=trident-
installer

INFO Deleted installer cluster role binding.
INFO Deleted installer cluster role.
INFO Deleted installer service account.

BRI E TR,



{E A Astra Trident

HEETFTR

KubernetesSeB¥ RRVFRE TIET &R IIRENSHEE NPodECEN S, EEFTFTR. &
AURIE AN F R ENFSEISCSIT A,

ERRIENTER
MRBASFERARDIEF. NNZENFSHISCSIT A,

NFSTH

NREFERANEU TR, BEENFSTEA: ontap-nas, ontap-nas-—economy, ontap-nas-
flexgroup, azure-netapp-files, gcp-cvs

iSCSITA
NREBEANEUTH S, BLXEISCSITA: ontap-san, ontap-san-economy, solidfire-san

() BABRT. BkEAIIRedHat CoreOSREENFSFISCSI,
T RRS A
Astra Trident= = B & NIT REE A LUE1TISCSIZINFSARSS .

@ TRRSZIAIRFNEA MRS . BLERIERSEERIE. k. NREERIAIIRS.
M ERIES R KMo

BEEMH
Astra Trident2 AT REVEZHLIRRRMBIRSS. BEEEXLESM. BE1T:

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node

name>

BEEXIAIRS
Astra TridenttRiR A TridentTs RCR EREB I T RBARRS. BEEEAIBIARSS. 51E1T!

tridentctl get node -o wide -n <Trident namespace>

NFS%&
ERERTENIRERANGORENFSTE, BIENFSIRE BERREIRGM.
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RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D RENFSTAREMEHTABA. MR EEEHESNEAN,

iSCSI &

Astra Tridente] LABshE2ILISCSIEIE. FHELUN. M ZREFKE. WEHATERAUHIEEEHEIPod,

iSCSIBREEIhaE
FFTFONTAP Z4:. Astra TridentEB R D HIE1T—/XISCSIBFKEBE. LUE:

1. B PR RYISCSIZIE IR HATRIISCSIZIERS.

2. BARERES S HRTRSHITIR. UHMEFRFRIBE. Astra Tridentr]HEBE ML ARIRAIIE S RIBY
8o

3. FEERITUEE A EIE HRIISCSISIEREME NFAEMISCSISIERE

@ BHEEFENHEM TP trident-main fHNHDemonset Pod_ LA 2. EEEFHE. #I91E
%8 debug TEAstra TridentZZEHBI& & A "true"s

Astra Trident iSCSIB &S ThaEB BN T A LE:

* EMZEZEER 2 ERRER ERMRIATIZITTAREEMISCSIRIE, MRKIFEIT. NAstra Trident=
Z&Eo%. AEEITHEUEREILISIIPIEE,

Bt UIEAETRREIREISR F IR T CHAPEISE. TOMIANTIT T i, MIIAM(stal) CHAPEH
©) VRIS, EESIRERIORRILA. S A 208 TR EHHCHAPES
3.

* FR/DiISCSI&iE
* fR/DLUN
ZitiSCSITA
FERERTENRIERZN GRS REISCSITE,

FaaZ Al
* Kubernetes £85I KL EEE—RY ION . * XRLEMFHRRM * o
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* NRFEHARHCOS 4. 5 EEiAHEMSRHELFRABILinUXD ZhR. 1554 SR solidfire-san IR5f
2 #Element OS 12: 58 ERMRAS. BHRTHNCHAPE S IRIEE EIZEE AMD5
/etc/iscsi/iscsid.conf. Element 12.71{H T R EFIPSHEZECHAPREASHAT. SHA-256F1SHA3-
256,

sudo sed -i 's/”\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* {EAIEITRHEL/RedHat CoreOSH1iSCSI PV T{ETI saBY. 153ERE discard StorageClassH
HImountOption. FAAFHITEEI=EEIUR, EEN "RedHat BISTHE",
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

2. 197 iscsi-initiator-utils iRA<E /9 6.2.0.877-2.el7 HE Shits:
rpm —-gq iscsi-initiator-utils
3. BB RFon:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZEE:
sudo mpathconf --enable --with multipathd y --find multipaths n
@ R etc/multipath.conf B8 find multipaths no P defaultse

S. 15MIR iscsid Ml multipathd IETEIGTT:

sudo systemctl enable --now iscsid multipathd

6. EAHEL) iscsi:

sudo systemctl enable --now iscsi

Ubuntu
1. RENTRERGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. ¥97 open-iscsi lRASEE N 2.0.877-5ubuntu2.10 XEShRAS (WFFNFHRL) 5( 2.0.877-
7.1ubuntu6.1 XESEhRZAS (XFF Focal ) :



dpkg -1 open-iscsi

3. BRI ENF:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZRE:

sudo tee /etc/multipath.conf <<-'EOF
defaults {

user friendly names yes

find multipaths no

}
EQF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

(D R etc/multipath.conf B8 find multipaths no T defaultso

5. 15HA1R open-iscsi M multipath-tools BEAAEIEFIEIT:

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

(D FFUbuntu 18.04. BAGERAMBRHO iscsiadm BENE] open-iscsi LUG
fiSCSISFIFHTE, B aI LB iscsi BERTIAIARS iscsid Bl

(D =sSCOITAREMBHTSA. MUHIHESEEEHIEBHEY,

Fic & e

==y

[EIRENX T Astra Trident STEERAZBINXFR. ©5IF Astra Trident 8l 51Z1FME R %
HITEES, LUK Astra Trident AN IZTZE R REC B E.

Astra Trident= BB MG IRIRIMAT SR ML EXMNBERNEFMEML. TR AFERREE G,

—_—

81



* "B2 & Azure NetApp Files [Gi%"

* "BEEEIEAF Google =F&HI Cloud Volumes Service fGifk"

* "B2& NetApp HCI 3% SolidFire f5iF"

* "[EFRONTAPCloud Volumes ONTAP NASIK G2 F L & Ia "

* "{§F ONTAP 5} Cloud Volumes ONTAP SAN IREhiZF AL & G in"

* "¥& Astra Trident 53&FF NetApp ONTAP BJ Amazon FSX &£ A"

Azure NetApp Files

BCE Azure NetApp Files /5

&/ LU Azure NetApp Files (ANF)ECZE fAstra TridentfIfSim. &7 LUERANF/SIRIE
ENFSHISMB%,
AEEIM

* Azure NetApp Files BRSZF32#/VF100 GBEYIE., SNRIERIBR/, N Astra Trident = EZIEIE 100 GB
.

* Astra Trident{X 2 #FESMBEHEE FIWindows T = _EizfTHIPod,

/& Bl E Azure NetApp Files [5i%
7EECEAzure NetApp Files [FifZAl. BHEERFERHEUTER,
NFSHISMB#&HIRIIR &4

(D WNRIE B E RERAzure NetApp Files SRTEFTUEFEA. NFEEHIT LY EFIREAZzUre
NetApp Files FRIENFSE, 120 "Azure: & EAzure NetApp Files FEIZENFSE",

ECEFMEER "Azure NetApp Files" [alf, BREHEUTEK:

s —NBEM, iEB I "Microsoft: JJAzure NetApp Files RIS E:th",
* &Ik Azure NetApp Files BIFM, EE D "Microsoft: FFMZE kL Azure NetApp Files"s
* subscriptionID MBA T Azure NetApp Files BYAzurei o

* tenantID, clientID, M clientSecret M "NATEFEFM" 7 Azure Active Directory R, BB EBRY
Azure NetApp Files BRSZSAPR. AR EMR R TE—II:

° FRFEESTTIE A "HAzZureFIlE X",

o B'EENTHEAE" ITIH%KT (assignableScopes). FEBLUTIR. XLLEMNFRIXPEFAstra
TridentPFBEINR. SIEZBENXAERE. "FEHAzurel JFDECHEE",

{

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",
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"properties": {

"roleName": "custom-role-with-limited-perms",

"description": "custom role providing limited permissions",

"assignableScopes": [

1,

"/subscriptions/<subscription-id>"

"permissions": [

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

"Microsoft.

A
4

"Microsoft.

ey

"Microsoft.

te",

"Microsoft.
d" 0

"Microsoft.

te",

"Microsoft.
ete",

"Microsoft.

{

"actions": [

NetApp/netAppAccounts/capacityPools/read",

NetApp/netAppAccounts/capacityPools/write",

NetApp/netAppAccounts/capacityPools/volumes/read",

NetApp/netAppAccounts/capacityPools/volumes/write",

NetApp/netAppAccounts/capacityPools/volumes/delete",

NetApp/netAppAccounts/capacityPools/volumes/snapshots/read

NetApp/netAppAccounts/capacityPools/volumes/snapshots/writ

NetApp/netAppAccounts/capacityPools/volumes/snapshots/dele

NetApp/netAppAccounts/capacityPools/volumes/subvolumes/rea

NetApp/netAppAccounts/capacityPools/volumes/subvolumes/wri

NetApp/netAppAccounts/capacityPools/volumes/subvolumes/del

NetApp/netAppAccounts/capacityPools/volumes/subvolumes/Get

Metadata/action",

"Microsoft.
ead",

NetApp/netAppAccounts/capacityPools/volumes/MountTargets/r

"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",
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"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations

/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* Azure location E/DEIE—D "EIkFM"s ETrident 22.01BFYE 1location S ERIRECEXETNEMN
WHEFEL, TEEIMAPIEENUEERHZR,

SMBERYEMER
EfESMBE. S MAR:
* BAc&Active DirectoryFiZE1&ZIAzure NetApp Files, 12N "Microsoft: BIEFIEEAzure NetApp Files
AJActive DirectoryiZEiE",

* —PKubernetes&E2f. EFRBEE—MLinuxiTHlgs T 2 UREL—1MNEITWindows Server 201989Windows T
ET . Astra Tridentf¥Z#51ESMBE&EEE FWindows T s _EiB1TRIPod,

* E/b—EEActive DirectoryE#EHIAstra TridentZ£A. LAEAzure NetApp Files B LA [EActive Directoryif
TBMHRIE. UAEMZETA smbereds:

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'

* BEE AWindowsRSZHICSIIE, ALE csi-proxy. 1BEM "GitHub: CSIHTIE" 8§ "GitHub: i&F
FWindowsHICSHLIE" S&AF1EWindows_EiniTHIKubernetes T &0
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Azure NetApp Files [FIfHEC & EINFIR G

THEANFEINFSHISMBEIRAC B IR, HEFRERH,

[EUREC B I

Astra Trident2EA/EIRECE (FMW. EMNE. IRSEFIFMUE)EIFRNUERENETEM LEIRANFE. F

515REIARS 5 F MIITEC,

@ Astra Trident A% #FF 5 QoS BE,

ANFEimiRfit 7 X LR B,

28

=

version

storageDriverName

backendName
subscriptionID
tenantID
clientID
clientSecret

servicelLevel

location
resourceGroups

netappAccounts

capacityPools
virtualNetwork

subnet

networkFeatures

Description Default
BET 1
FFHEIREhAZ B9 & R "Azure-netapp-files”

BE X B FhE i

Azure ITIRHBIITIH ID

N A 2R EMRRYAER 1D
2R MR s 1D
R AR MR P iR %R

WEhiZF R AR + " + FEAF AT

Hrf—4* standard, Premium® " (F&#1)

3 ‘Ultra

ZOIEFEMN Azure NIBEHRT
RAFmEERMBRENRRATIR "[1" (ThHikses)

BF LS LIEIRA NetApp tkF "[" (FiFixss)

LB

RAFmEERIMARNBEMIIR )" (Tinikes, FE)
BB EIRF MBS RI 2R
FRGFHBYRTR "

Microsoft.Netapp/volumes

—NEB—HVNetIIBERTRER
Basic Y Standardo

WLEThEEHIETERT B X A AT .
AREBEEITRFER. 18€
networkFeatures IIRFKFBALL
IheE. N=SEERLRERK,
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=K Description Default

nfsMountOptions FEIRE NFS HEEH%I, "nfsvers=3"
SMBE B2,

BFEANFS 4.13EHE. BEE
nfsvers=4 1£18 5 73 fREVIEEZEIN
HIIFRPIEIENFS v4.1,

FERE X PIgBENEHENSE
ERHICE Pig B EEED,

limitVolumeSize MRIFERWEARNEILE, WEE " (BRIAMER T F5&EITHE)
BERM
debugTraceFlags WIEHRN EFERANARINES. & T

Bl \{"api": false,
"method": true,
"discovery": truel}. FRIEMEIE
EFITHERRRHEEIFANEE
fE, [NIFDERILEINEE.

nasType BOENFSESMB&AIE, nfs
EINEIFE nfs, smb AT, ERIA

BERT. BREANTSRBNFSHIR
BEh=,

(D)  BEREhEreEEs. BB 0 TREAze NetApp Files SHIMAEE

FRFBIRAMZIR

NRELEPVCEIRE" R BB EM iR, WERIN AR EM A 8828 KEXRIFTERIRMZIR(FM. EPAN
&, nEM), MRBATEIR. MWAstra TridentFiZR IR EIRIT L IMAIAzUre BiR, WIERHETEFERIEEM
A,

A{E resourceGroups, netappAccounts, capacityPools, virtualNetwork, #l subnet AJLUfE
?E%Wﬁ%@ﬁﬁ@%%ﬂ@%ﬁo ERZHIERT. BIVERR2EER. RAEBRIFATUSZIERBRRIRL
o

o resourceGroups, netappAccounts, # capacityPools {EEigfmites. AT LKIMHI—HRIER
HtEEEIRTBNER. HETUUERAEFRIEE. TE2RERMEALUTER:

Type 2o

Resource group < ZRAH >

NetApp f < HiR4H >/< NetApp 1K >

AEM < FWIR4 >/< NetApp K >/< B2 >
REPAPILS < HIRA >/< EINMLE >

Subnet < BIRA >/< BRI >/< FW >
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SicE
TR LB R B S RV TR ER 0 RIS RE LU T ETRIERIBUAS B E, B2 W [ROECE] THIFRES.

B2 Description Default
exportRule FENSHFN, "0.0.0.0/0
exportRule WiizE LAICIDRERE
RNHERIPvARIIESEIPvAFWLH
BES A RYIR.
SMB& B 28K,
snapshotDir 174l .snapshot BRAYR]I 4 false
size FERFIAKN "100 5% "
unixPermissions MBRUNIXRPR (4N \E#EIEF ). ™ (FIEINEE, FEEITEATIN
H&8)
SMBE&EE 2B,
THIELE

w1 HRECE

XM RBEIHIEE. FALEE, Astra Trident R AMEBEEMEZEIKEA ANF BIFFE NetApp i
P, BREMNFR, HENRHEHRETEER—MMFM L. ER nasType BE& nfs BRINERTIE
. B ANFSEERE,

HIENIFFIAMER ANF AR MITRXIRIER, HECERIEBRIRRE, BXFE, BEENREENSRM
BEZERERE.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91le5713aa
clientSecret: SECRET

location: eastus
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Tl 2 . ERRENHERISERSRIEE

eI ER B EMEEAzure eastus filE Ultra BEM, Astra Trident R BaIAIIZ I BEERIKA
ANF BUFREFM, HEEHNEEF—FHLERE— S,

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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3 BRECE

EREEH# - BERETESE N N—NFN, FERTRESEENIAE,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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e EPGHECE

HEIHRECERITE— T XEREX S EFE, NREES T REWSIFAENRS R, HEEHEE

Kubernetes el R TXEARSZRANNTFMESL, MWILIHEEIFEER. EINITERTRIEX Dt

performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2

T E X

MU TFASA StorageClass EXEIE ERTFEM,
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ERNRHIENX parameter.selector FE&

fEF parameter.selector EAILLAETMERE StorageClass BFREENENT, HSEEIEEMPRENX
EN A,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"
allowVolumeExpansion: true

SMBERIRFITE X

1R

f£F nasType, node-stage-secret-name, #l node-stage-secret-namespace. &EAILIIEESMBE
FHRFRERActive Directory £z,
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M RS R=E ENEAREE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

Tf2: BhaR=EREIERATRNESH

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

T3 BMEERRENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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@ nasType:  smb ZFFSMBERMAYFILES. nasType: 'nfs B nasType: ‘null NFSHIEY
[idvit N

ek =gy

PIREIREREXHE, BITUTHS:

tridentctl create backend -f <backend-file>

NREHEIBRY, NEkicE LM, EaLUsTU TR KREEATUMELERR:

tridentctl logs

MEHEEREXHHREGE, EeJLIB/RIBIT create 85 <,

71Google Cloud/5ixAE Cloud Volumes Service

T BRAN{A(E IR R R HIEC B 5 &R T Google CloudfINetApp Cloud Volumes Service B
B N Astra TridentL &M G,

T #BEHAFGoogle CloudfJCloud Volumes Service fJAstra Tridentz

Astra TridentB] LITER P& H B2 Cloud Volumes Service 2z — "IR55 25"

* CVS-Performance:. ZEXiABYAstra TridentlRSZHEE, XFHMEMUHRSEEZESEM EEMNE = TN
#H,, CVS-PerformancefREZIEEIE—MEEHIZETL. ZIFHEXNELDLN100 GiB, EAILLEFE— "= 1R
LRl

° standard
° premium
° extreme

* *CVS*: CVSIRZRBRMISKIIAIAM. 1HaeksIREINTEF. CVSIRSERER—MRMIETL. FIfER7F
@M NE1 GBRIE, FEERZAIES50TE. HFMESHAZHNETEMMEE, EaILUEE—"
MRS RA"

° standardsw

° zoneredundantstandardsw

TEENAS
ECEFER "EH T Google Cloud B9 Cloud Volumes Service" [al, BEEHEUTEX:

* BZE T NetApp Cloud Volumes Service FYGoogle Cloudi
* Google Cloud P B 4=

* Google CloudfRE M netappcloudvolumes.admin role
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* Cloud Volumes Service i FIAPIZZEA {4

[EimEC BT

B RIRERZTE— Google Cloud XIFFELES, BEHMKIEEIES, EaUEXEMGIH,

B Description

version

storageDriverName ZEIRTHTEFR AR FR

backendName BE X A FiE G

storageClass BFIEECVSARS LB ES
o
fEH ... software FEFCVSARSE S

1, BN, Astra Tridenti§F

FACVS-Performance RS E!
(hardware) o

storagePools {NFRCVSARSZ KA, BFIEERT

IR SRR EBRYRIES L,

Google Cloud tkFIE%S . L&
B]7E£Google Cloud| JFP T £k

2o

MRFEAHZVPCHE. MAHNE
I, fELIE=AP.
projectNumber EARZBIME.

hostProjectNumber &N
=]

Astra Trident€l/3#Cloud Volumes
Service EMGoogle=X1F, BIEE
XigiKubernetes5848Y. EHEIE
% apiRegion ATAFIEZS
MGoogle Cloudit XA = _Eit%
BT e #H,

projectNumber

hostProjectNumber

apiRegion

BXIERERFEEIMNLAS,
Google CloudBR551tk F RYAPIZ £A

netappcloudvolumes.admin £

o

apiKey

©8#E Google Cloud REZ £
FEAXHR JSON REHRE (&
FEHDEHEENY) -
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Default
BN 1
"GCP-CVS"

XEhiZF 2R + " + API ZEAR—
b



proxyURL

nfsMountOptions

limitVolumeSize

servicelLevel

network

debugTraceFlags

allowedTopologies

SECE LI

Description Default

RERSHBFRIEZICVSIKFBY
FIRIEURL, LIEARSS2RFTLARE
HTTP 32, WAILUZ HTTPS £
2,

3FF HTTPS {18, BBLIIERIIE

, UATERERSSHERAEE

RiEPH,

g;i'iﬁ)%ﬁﬁ T BPIIERRIEARS

FELRITEI NFS $EE)H%EI, "nfsvers=3"
MRBEBRPERNEBILE. WEE "™ EHAER T REHISEH)
BRI,

H#&RICVS-Performances{CVSAR CVS-PerformanceZXIAE
S50 H"standard",

CVS-PerformancefEfJ standard CVSEKIA{EN"standardsw",

, premium B{ ‘extreme,

CVS{EN standardsw 3§

zoneredundantstandardswo

AT Cloud Volumes Service & default
BIGoogle =ML,

HWEEHBRN EFERNIRIR TS, &
Bl \{"api":false,
"method":true}o

H}

PRAFEIETEE I THIE R H R EF
%E MWBEEEME, [NE7EEMLED
AEo

BEABKEHE. B

X StorageClass
allowedTopologies AMEFEFR
BiX,

fBign:

- key:
topology.kubernetes.io/reg
ion

values:

- us-eastl

- europe-westl

TR ATERIEHBOIAEECE defaults B850
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2

=

exportRule

snapshotDir
snapshotReserve

size

CVS-PerformancefR s £ B R

Description Default

MENSHAN, HMZ2U CIDR  "0.0.0.0/0
RTVERTHER IPv4 HIiFEY IPv4
FMAEHNES 7RI

i8] . snapshot BH false

NREBMBNET L " (3= CVS BRiAMERO)

AN, CVS-PerformancefR53 £ BAIA
79"100GiB",

CVStges//ME100 GiB,
CVSHRZREKRIGEIINE. BEE
CVS&/JMEN1 GiB, ‘DEE1 GiB,

AT R FIRME T CVS-Performance IRSZ R MR BIEE
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I

RIREE

XZ2ERZRIACVS-Performance RE X B U R EIN A" RS KN R/ NG IHAL B,

version: 1

storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2

apiKey:

type: service account

project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-

project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth
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token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com



Th2: BRSRRIRE

RGBT RiREC &R, BHERS KA NERIAE,

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth



token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti
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T3 EPCHECE

R BIfER storage BEERERIMAH storageClasses X@

HIRE X 320

I AIG B RIFRE RIS E TR EBIFRIAE snapshotReserve 5%# exportRule F]0.0.0.0/0, FEM
MTEFHITENX storage #7. ENEMMEEN T BSHIEMM servicelevel, HFEARLEMRES

INME, BIHIrEAFIRIEX 9 performance # protections

version: 1

storageDriverName: gcp-cvs
projectNumber: '012345678901"

apiRegion: us-west2

apiKey:

type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgogyxy4zg701lwWgLwGa==

e, BB [FHEEEN] UBEFMHEE
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client email: cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:
performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard
servicelevel: standard
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FHEREX

LU R StorageClassE XiE AT EINHEIE R, #MH parameters.selector. EAILIAE{ StorageClasstg
EHATFESHEN,. ERERTEMPEXENHH,.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: netapp.io/trident
parameters:

selector: "performance=standard"



allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: cvs-extra-protection

provisioner: netapp.io/trident

parameters:

selector: "protection=extra"

allowVolumeExpansion: true

* 85— StorageClass (cvs-extreme-extra-protection)ME B —NEIM, XEM——RIRHK

=1MaER Snapshot T 10% BYHE,

* Ixfa— StorageClass (cvs-extra-protection)iAEIEH10% R
EIEFEHAEI. FHitRAE REMEERK,

CVSHRS5 KRB R

T REIRM T CVSIRS XA RAIRE.,

e

nn

B RERI7ZAEM, Astra Trident/R
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XEERNRIEEIRICE storageClass FEECVSIRESEERFERIAE standardsw IREEKF

106

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

storageClass: software

apiRegion: us-eastd

apiKey:

type: service account

project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com
client id: '123456789012345678901"



auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
servicelevel: standardsw
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version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:

type: service account

project id: cloud-native-data

private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"'



auth uri: https://accounts.google.com/o/ocauth2/auth

token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:

https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:

https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-

sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software

zone: europe-westl-b

network: default

storagePools:

- 1bc7£380-3314-6005-45€9-c7dc8c2d7509
servicelevel: Standardsw

T2 EtAa?
SIBEREEEXHE, BITUTHS:

tridentctl create backend -f <backend-file>

MNBERAELN, NEEREERMNENE, EalETU TS REEAEUREREER:

tridentctl logs

HBEAHBIEREXHRREE, R LUBRIETT create a5,

At E NetApp HCI 5 SolidFire G

T RRUN{AITE Astra Trident ZZH 2 F1EH Element [5if.
VAR =]

Fe)EElementfGimZ8l. BEEHEUTEXK,

1517 Element M4MIS ZIFEFHE RS,
* NetApp HCI/SolidFire £EEIE R AP HER, JHETEES,
* & Kubernetes TET REPN LEEHM iSCSI TH, #8880 "TIET

FERR

\>&%1§ I%\"O

o solidfire-san FERMMIEFZFHMHEIREI: XHMR, o Filesystem volumemode. Astra Trident

FEBEHCIBXH RS XHHRYELEH StorageClass 57%E.
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REhiZ X IR FEFBIIAIRETC X RS

solidfire-san iISCSI iR rwWo , rox, rwx X RG, [RIAIR
15
solidfire-san iSCSI R rwWo , rox, rwx TXH RS, [RigiR
1%E,
solidfire-san iSCSI NHERSE TE, ROX xfs, ext3, ext4
solidfire-san iSCSI NHRS: TE&E, ROX xfs, ext3, ext4

Astra Trident 7ZEFA 1152 % CSI ECBIZFAIEMA CHAP , MNREFEANZ CHAP (XZ CSIH
() BuRE , NEB#HTE—SES. BUERIRE vsecunr AMEFEXFECS| Trident(HF
CHAP., &M, BB "ItbAk"s

@ DFIEAT Astra Trident B9E43E CSI HEZEA 1FEIHIRIH, NRECE ANTE CSI B FiaiT,
M Astra Trident J&{EH CHAP ,

NREHEEARE AccessGroups B UseCHAP IR EfG. BMNAUTMZz—:

* MNRAFINME trident KNEIHRILA. ERTEIRA,

* WNRFWMENARE, HE Kubernetes s 1.7 sk ESRRE, M={FERH CHAP
[EimAC &I

BXEIRECEED, B2 TR

B Description Default
version RLE 1
storageDriverName FHERTHIZFRY B R G227 "solidfire-san"
backendName BE X R F &R SolidFire + 7Zfi& (iSCSI) IP it
Endpoint ERAEFEHEM SolidFire 528519
MVIP
SVIP ZfE (iSCSI) IP #tibAluR O
labels ENVATHEHN—HER JSON B
IR
TenantName EFERANMER AR (WRKHD,
meUzEe)
InitiatorIFace ¥ iISCSI mMEMRFIAREENIEO default
UseCHAP EF CHAP 3 iSCSI #{THIIE true

AccessGroups ZfEAIAIRIA ID FIR EH RN "trident " BYIHIR)ZERY ID
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o Description Default

=

Types QoS #5E

limitVolumeSize MRBEBRPEARNEBIIE, WE " FRIAER TAREI5EHE)
BRI

debugTraceFlags HPEHPRN EERE RIS, &~ T
5 {"api": false , "method " :
true }

(D #WEM debugTracerlags MIEEMDHTREHRA BEFAN AT

T BNEHECE solidfire-san BB =MEXBNIRNIERF

WRHIERT —MawmXH, &XHER CHAP B RIRIEHERYE QoS RIEXN =MEXREFITER, AR,
BIRFIRERERAEXFEERRERHEPHE—HF 10Ps storage classB Ko

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
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wEl2: HEEMFEMERECE solidfire-san EEEIMBNIRTHIZER
R RR T EF R E YRR E X X4 LUK 5 | X LY StorageClasses,

EECERY. Astra Trident= 7 & ERVITE EHIZIEIREFMELUN. AT HEREN. FREERALUIRITENE
MEIHIAETE XITE,

£ FEMRINRAIEHREXXHH. AFEEFELIRE TIHERNRIAME. XEFMEBIRET type ESilver. [E
POBERHITEX storage B3, EUIRAIR. REFEBZIKEECHRE, MELFEHSEBES LEHIRE
HYERINMES

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"
UseCHAP: true
Types:

- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1

storage:

- labels:
performance: gold
cost: '4'

zone: us-—east-la
type: Gold

- labels:

performance: silver
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cost: '3'
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: '2'
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: '1'"
zone: us-east-1d

LU FStorageClassEXGIAT LiREM, A parameters.selector FEEH. F StorageClassEFi<1EH
ATRATFIEESNEN, SREEEEIHEXENAH.

S5—StorageClass (solidfire-gold-four)FMRESEIE—NEM, XEM——PEhETIRHTHEIEER

M volume Type QoS iEhf. mG—1 StorageClass (solidfire-silver)ARiRHIRE4EREMEME
Mo Astra Tridenti/RE IZEZEWEINM. FHBFRHEEFMEENR,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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TRES(EE
L B

ONTAP SANIREHTEF

ONTAP SANIRzhiZ A

T #RYN0{A1{EEF ONTAP # Cloud Volumes ONTAP SAN IRGHFZFECE ONTAP Gif.

BXONTAP SANIESIIEFMEEERE

Astra ControlF] A{ERA SN BIRETLERIP. KEMEMIEENE (FEKubernetes&8¥ 2 [BI#%5h%) ontap-nas
, ontap-nas-flexgroup, #l ontap-san JEEIFERF. BB "Astra Control EFIFIIEZ A" THIFMEE,

* BAIER ontap-nas EATHEHIERIP. REMEMBaHERNEFTIEHEH,
* {#f ... ontap-san-economy MEANEFHAENITIZS TFTONTAP X HNAE,

* M ... ontap-nas-economy X HFEAEFERAENITESTFTONTAP ZiFH A=Y, LUK ontap-san-
economy ToAERIKEIIER,

* I5701£H ontap-nas-economy FUUEIERIF. RMEMEHEEERIT K.
FA PR
Astra TridenthZ LIONTAP S(SVMEE R FHIETT. BEMEM adnin £REHAFN vsadnin SVMAFABHHF
AENEMBIFNAR . X T ERTNetApp ONTAP fJAmazon FSXERE. Astra TridentR{E LR LIONTAP

FSVMERB R BHI1B1T fsxadmin AP S vsadmin SVMAB R EGHEACHNEMIZITNA . -
fsxadmin AP EEHEERARPNEREXH .

MNREMFER 1imitAggregateUsage 8. TEEHEIEGINR, T EAFNetApp ONTAP
@ HJAmazon FSx5Astra TridentE & B, 2ER limitAggregateUsage SHAERT
vsadmin #l fsxadmin FAPIKF. SRIETEULSE, EEEREEEK.

RIATTLITE ONTAP F 6l Trident IXEHFEF o] LAEABIRREI S ERBMAE, BRNFAENXEM. KZEHFR
2B Trident S THAEBEENEM AP, MMIEALRTERBESZHE,

HEZ{EFHONTAP SANIREHIZFERE Tl

T #R{EFHONTAP SANIRGHFEFED B ONTAP SRV E R & 19 30 IE %10,
D e

JtFFrE ONTAP [Fi, Astra Trident EEZE/DR SVM S E—1PES,

BicE, BERAIUEITENRMER, HelZIEEREPR—PNIREEFIFELE, Fla. EIUECE san-dev #
ML ontap-san BEhFEFFA san-default EHAMZE ontap-san-economy —1

FiEKubernetes T{ET S i ML EYRIISCSITE, FEN "EF TET A" THRIFMAEE,
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JTONTAP/Gi%#H1T B D I0IE
Astra Trident 12 T H#X% ONTAP Gim#E{T S0 KIERIIRET .

* Credential Based : EHFIEINIRR ONTAP AR ZMERL, BINERTMEXNEZLERAE. 0
admin 3¢ vsadmin MRS ONTAP AR AFES 4,

s EFEH: Astra Trident AR LUFARBHRETENIERES ONTAP £ ITERE, Itd, BRENMIAEEE
PIIEH, ZZ$AFEI(E CA IEPBH Base6d RiBE (WRFEH) G .

ERILIEFIE Rin. UWEEETRENGEZNETIEBNGEZEE, BR. —RINF—ME WIS
o BYMREIHMBHIIES A KM EIKREERRIFINET %o

@ NREZAR R TREIIER . WERIERAK. HAET—FER. BHEEXFPEM
T EMHBHEIETS Eo

BRETRENSHIE

Astra Trident 2E SVM e / £ECENEIEANEIEAES ONTAP FiR#H{TBE. BIERRERNTIE X
A, 5130 admin 5 vsadmine XA LIRS EKFKA ONTAP RASEFIFEDS, XLERRASATRESFEINEE API
NFHEAKFRB Astra Trident lrd<EH, AIUCIEBENX ZEERABHIEEAT Astra Trident , {BAREEINE
o

[EimRE X0 TR

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

{
"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",
"username": "vsadmin",

"password": "password"
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IR, BREXEEREUAXAENFHENE—E, QIEERRE, AP R / B0EFER Base6d H1T4RIEH
Zf#7 Kubernetes ZH, RIS EHEIREE—FE FMEENTE, Alit, XE—IT{XHEERNITHIRE
, H Kubernetes S Z & EIE 1T

BRETFIEPNEHIEIE
MM EN S LUMERIEHH S ONTAP EiRi#{TEE. BIREXEE=12%,
* clientCertificate : B IHIFPHH Base64 fi3E,

* clientPrivateKey : XEXFA$AH Base64 ZRiS(E,

* trustedCACertifate . Z{5{E CA iEPHH) Base64 mhIE, INREATIES CA, NN HILESE, NREREE
S CA, MATLZEIIZE,

HANTEREFEUTIE,

p

1. £EMEFPIEPRA. £/, B2AE (Common Name , CN) iEBHNEENSHIRIER ONTAP
BF.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=admin"

2. ¥¥0]{S CAIEHAINEI ONTAP ££8f, It EMFMHEER MR, MRKEMREIE CA, WAL,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7Z ONTAP S8 L REZFIRIEBMNER (MTE 1 F18) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

++ 3R BT E, ONTAP {2 RMANIER. MILFE 1 h4ERH k8senv.pem XHFARZR, AR
"END’ ASER R 3%,

4. #INONTAP R2BERABXHE cert SMHEIET 4.
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security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. FRAERANERNNR S HDIF. & <SVM I8 LIF> F1 <SVM ZF > B SR LIF IP 1 ONTAP Z#F,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver—-name>"><vserver-get></vserver—-get></netapp>"'

6. {§/H Base64 XEPH, AT AS CA IEBHITH,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERAMN E—TREBNELIREIR.
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

E SIS A BRI E

IR

ANy

AILUEM A R U EREM S M IS ASie EEE. XRMASIEER:. FRAFRA / ZEpYEHA UL

BEWAERILES, FRIEPNEHRTTUERAETRPE / BENGEH. Alt. ES4IRRIE SHIIEREH
AINFRSHISIESZE. FAE. EREMHGENbackend. jsonX . ZXHEEEMITHIFR
backend updateo

ESH tridentctl
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

RIRTIE, FAEBERMIMIE ONTAP EEMAFRNENE, AEH#HITEHER. BHRIEH
, AIAAPARMZMNMER. 25, BREERUERFIESR, ARSI ONTAP SEF kR
IRIEH,

EERASTHNERIRERENIANR, UASFNEZREINEEE, RNNEIHEMKRAE, Astra Trident
AILLS ONTAP Gl TIBE H A IERKHEIZRE,

fEFXE CHAP X EEH#HIT R I0IE

AStra Trident®] LAE BN ECHAPXiISCSIRIE#HITE A IIE ontap-san # ontap-san-economy IXENFER,
XEEZF useCHAP I, 1&E Y true. Astra Tridentlel—:SVME’JEﬁAEEb*%)??ié’l‘i@ﬂ%?ﬂﬂﬁCHAP\
HMERXHFIRERR AMZEE, NetApp BiIVERANE CHAP 3 EE#ITHMIIE. BRI TERERG:
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ o useCHAP B EZ—NMRTIET. HEEEEE—RK, RIABERT, WBEISE N false . BFHIEE
N true [5, TERBEHIKEN false o

tb9M useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret,
chapTargetUsername, # chapUsername [GIHEXFPUNBEEFER, FLIBEIRG. PILUSTTREHXLE
B9 tridentctl updateo

T1ERIZ
BTG E useCHAP Atrue. FHEEIERIETAstra TridentE R EBIHACBECHAP, HAE1E:

* £ SVM Lig&E CHAP :

° JIRSVMBIFRIAB EhiZF R 2K B Anone FAINRE) M EF KB EFEHILUN. NAstra Trident= 4%
RINR2LAIGE N cHAP ARUERLECHAPRE IIZF IR BARA R 2 M ZE W,

° 9N SVM &% LUN , M Astra Trident 7&7f SVM L= H CHAP . X#Fa] LR SVM EBEFEN
LUN BYifial A2 PR,

* BCE CHAP BatiZF AR BArAF & MEE; AAE/GIRACE TEEXEERT (M LEFR) .

BIiEEiRfS. Astra TridentiS8IZHENM tridentbackend CRDHIZECHAPZEEAFN B - Z 77 1% IKubernetes®
$A. Ub/SUHA Astra Trident SIZRRIFRE PV &8 CHAP #1THEEMIERE,

R EEH B R

fEAT LUBE BT RICHAPSHEREFHCHAPEHE backend. json XX B EEMCHAPZR IS H
tridentctl update SR LARMIXLEER,

@ BHEIEMICHAPZ IR, M{ER tridentctl BHFGIH. B70Ed CLI/IONTAP Ul B#1Z(E
8 FHEE, Ef Astra Trident FTE R EBUXEEE K,
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e —— e — e e ettt
t——— R +

MBEEZERAZEMm; WREED SYM £8 Astra Trident B3, NMXLEERREREREENIRS. FEEEE
REHMENERE, IEERESRRFRITENRT. WAHERMEZAN PV BSRENERAERENETE.

ONTAP SANED & 3EINAN =1

T RRANEITEERY Astra Trident A EIEFIER ONTAP SAN IREhiERF., AT T i5in
AeE 5 AR B X Aa R[5 imPRET 2] StorageClasses BYIF4H1E Bo

[EIRBC BT
BXEREEER, B2 TF&!

o Description Default

version RN 1
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storageDriverName

backendName

managementLIF

dataLIF

useCHAP

chapInitiatorSecret

labels

chapTargetInitiatorSecret

chapUsername

chapTargetUsername

clientCertificate

Description

FEIREDAE P B R AR

B E X &1z iE G
&Ry SYM BIE LIF B IP it

EH1TIcEMetroClusterilJift, &44

FEESVMEIELIF,

I LEE ST £ REE S (FQDN),

WNRERLRIET Astra Trident. MAT

LB E AERIPVEItE --use
-ipv6 5o IPveHIAE AT 5 1E

SENX. H80: [28e8: d9fb: a825

: b7bf: 69a8: d02f: 9e7b:
3555],

X LIF BY 1P bk,
1570 NiISCSHERE, Astra TridentfsE

FH "ONTAP EZFEMLUNBRET" &I
I ZRRIESIEFTEAYISCI LIF, W0

R, MEERES datalLIF BE

BEHATE Yo
{EFCHAP}ISCSIBYONTAP SAN
RohIEE# 1T B P IRIE[fR/R1E]o

BN true 1ltAstra Tridenth[5im

BEBISVMECEHERNECHAP

EREAB R, SN EEE

FEONTAP SANIRGHIEFEL & fois"
TRRFMAEE,

CHAP B&iiEFZEiH. tERHA. N
FAEIN useCHAP=true

ENVHAFEN—AHEE JSON &R
BIPREE

CHAP BirE@ohiZF%E5H. MR
H. MANE useCHAP=true

NP WRA. WABER

useCHAP=true

BfrAP &, WRA. WHBFED

useCHAP=true

Z P iRIEHBH Base64 4RiL{E, FI
FEFEBNEHRIIIE

Default

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san,
ontap-san—-economy

IXGHFZFF B FR + "_" + dataLIF

"10.0.0.1 ", "2001 : 1234 :
abed @ © : fefe]"
HSVMIk&E

false
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2

=

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags
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Description

EFinE A% Base64 4wig
B, BFETFIERNBMHMIIE

Z{=1E CAEHH Base64 {REIME,
Bk, AFEFIEBNEHIIE,

5ONTAP &84 BEFrBRAF 2o
BTFEFEENEHIIE,

5ONTAP 25 BIEFRVER. A
TETRENS NI,

E{FMRY Storage Virtual Machine

£ SVM HRECEH BRI ERRIRIZ.
AR EN. BEMILSHR. &
FEQE—METRIER.

MREREBILES, NEKEE
KMo

AR EERIER FNetApp ONTAP
fEimiIAmazon FSX. BE7I8E
limitAggregateUsageo TRIHH

fsxadmin fl vsadmin BB

RERSERBERAENNE. HE
FiAstra TridentXx E i#17PR &,

NRIBREVER/NEILE. WE
BRI,

s EZREIENgtreeFILUNE
BRERNRAKR.

&1 FlexVol BYERA LUN %1, #4700
£50, 200EER

HWPEHERIN EFEANIARITS. &
5 {"api": false , "method " :
true }

FRAFEfEH I TR ERIR AR R4
BRSHiE. SNIEZER.

Default

WMEREBSVM. MR
managementLIF BI&E

trident

Y (BOAER AR L)

"(BRIAEIR S AR FISETE)
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useREST

BT EEENEIRECE XN

Description

BF 1 ONTAP REST API B9%57/R
B, * AR

useREST fEA— AT Gkt
. BWATFIRAFE. MARE
FIL{ERE, 18BN true

. Astra TridentifEEFHONTAP
REST API5S Gimi# T8 5. IthIhEE
EEFEAONTAP 9. 1.1 M ESHR
A, b5, EFHBONTAP ERAE
B NGRIR) ontap NBERF. X
— R ALEEFIE MR HE vsadmin
M cluster-admin B,

useREST MetroCluster R #5,

Default

false

TR IR R EAREETUERIBIARE defaults BEEEED. BXTA, BEUUTERESRG,

2

=

spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

Description

LUN BY==[a) 3 e

TERIMEEN; "X (FFE) ="
&" (B)

FE({FFARY Snapshot L

ENOIEMEDE QoS &L,
FEARENEMEM / [FIHRY qosPolicy
g} adaptiveQosPolicy Z—,

£ Astra Trident FfEEFH QoS ZRE&LH
FE ONTAP 9.8 FEEARA, EiY
ERIEHEZ=QoSHEIEAE. HIFRE
BASINAFEIHLE. HE
QoS HKERAR XA TIEREHNE
S =35 LR,

ENOIENEDEEIER QoS &K
B&LH, RS NEEM / FiREY
qosPolicy 8 adaptiveQosPolicy Z
NREBOTMENEE DL

B TEER, MERXRIFDEME

Default

true

7

7

%1 snapshotPolicy N"XE". &

g

false
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encryption

luksEncryption

securityStyle

tieringPolicy

SECET
TEHE—TMEXTRIAMENRG:

version: 1
storageDriverName:
10.0.0.1
svm: trident svm

managementLIF:

username: admin
password: <password>
labels:

k8scluster: dev2

Description Default

% LB EANetAppEINZE(NVE)
5 BIAA falseo, BEfERILLIEDN,
AT B E3R1E NVE BOIFRIH B
A NVE .

false

NRERHEATNAE. NI7EAstra
TridentP B & HIERIEEIE R
FANAE,

BEXEHMEE. EBN:. "Astra
Tridentd0{Al SNVEFINAEEZ & £

o

BRLUKSINZE, &0 "EHLInux ™
Fi—2EAIR E (LUKS)"

MENRERI
fER" T "HIE RS

unix

IEFF ONTAP 9.5 SVM-DR Z &l
BOERY " (XIRER "

ontap-san

backend: dev2-sanbackend

storagePrefix:
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard

spaceAllocation:

alternate-trident

'false'

snapshotPolicy: default

snapshotReserve: '10'
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BT ERCIEMNFIES ontap-san EENF2FE. Astra Trident=EFlexVol FIMNRIN10%MN B E.
@ UBHLUNTTEGE. LUN BERBFE PVC FiERIHEIA/NEITECE, Astra Trident 3§

FlexVol 11 10% (£ ONTAP HETRATTAAX/N) » BRMERKREMERNARRTE, e

BOARRIBALE LUN BRARBRE, BRIEEZSFATETE. XAERTF ontap-san-economy.

BFEXMEIH snapshotReserve. Astra TridentF#Z0 FFARITESE A/

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 2 Astra Trident [ FlexVol ZI7MNAN 10% LB LUN o##E. EHTF snapshotReserve = 5%. PVCig
K= 5GiB. HSK/NH5.79GB. AJHA/NAS5.5GB, o volume show BB ¥NERSUTRAIEZMIER:

Aggregate State i Available Used%

_pvc_89f1cl56_3801_4ded_979d_034d54c39514

online RW 18GE
_pvc_ed2ecbfe_3baa_4afbe_996d_134adbbbBebd

online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_95l1a_@Bael5elc@ba

online RW 1GB 511.8MB

3 entries were displayed.

Ba1, AR NENNESERMITENE—T%,

RIRECE R
UTFRAIERTHAZSHESHREANBRANENEREE, XBEXERNREERETT E

@ IR Amazon FSx on NetApp ONTAPSAsta DentsE & fER. NIEBRINE HIEEDNSZR. M
RZIPHbL,

ONTAP SANSEEC &R

X2 ERANEREE ontap-san WRENFEF,

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm _iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>
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ONTAP SANZ 4 =1REC & Rl

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

username: vsadmin

password: <password>

EF B F D IIETRA

ERERRRETRGIP clientCertificate, clientPrivateKey, M trustedCACertificate (W
REAFECA. MELEMFIET backend. json HIDFIRARFFIHIED. TREHAMAESCAILES
Hbase644miS{E,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
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XA CHAP I

XL RGER G iR useCHAP BN trueo
ONTAP SAN CHAP: =l

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SANZZ £ CHAPI

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

RE A = i~ f51)

EXERAIFHEXXHH. APRBEFHEMISE TIFEIAME. FIU spacerReserve .
Jfufalse. # encryption Mfalse, FEIHMIEFEMEE D HFHITE Mo

spaceAllocation

Astra Trident=7E"Comments"FEEFIS BB, FF1EFlexVol EIRE, 7EACERY. Astra Trident=4F EHL
M ERNFEREEREIEFEES, AT HERI. FREERIT RIS AENEMBIASEE XITE,

EXLERAIR, FEEFEBZBITIRE spaceReserve,

spaceAllocation, M encryption {B. MELE



MEEBEIINME.
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ONTAP SAN/fI
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'
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ONTAP SANZZF MR

version: 1

storageDriverName: ontap-san-economy

managementLIF: 10.0.0.1
svm: svm _iscsi eco
useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

¥ iR RETE] StorageClasses

LU StorageClass® X # & [[EitfEimn0l]l. #H parameters.selector FERH. F StorageClass#i=
BHTATFRESHNEME, SEEEEEINVEPREXE N A H.

* o protection-gold StorageClassiFIRETEIFHIE— M EIMAM ontap-san Gk, XEW—IREEER
PRI,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"

* o protection-not-gold StorageClassiFIRETEIFRHIE ZMME =P EPAM ontap-san fFik. REX
LR AV RIFR AR ZEgolds

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClassfBRETE|F Y E =P EIAM ontap-san-economy [Fif. X&/AImysqldb
KN BREFIREEFEANRENHE—,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* o protection-silver-creditpoints-20k StorageClassiFIREEIRRYE — MM ontap-san /3
i, XEM—IRMIREIRIPAI20000™ME A KRBT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* o creditpoints-5k StorageClassiFRTEIFRIE =N EAM ontap-san FHIFiHMNSEEEIAA
ontap-san-economy [Gif. XEM——{EH=E/I500089t o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Astra Tridenti/RTEEZEM D EMM. HIBFRHEFEER.

ONTAP NAS IXcHi2F

ONTAP NASIXEHFE 7R

T FRUN{EfEEFAONTAPHICloud Volumes ONTAP NASIREHFZF Bl & ONTAP G,
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A XONTAP NASIRGHiEFHEEES

Astra Control A AfE IR GIRHETEFRIP. KEMENZoh% (FEKubernetesi 8% 2 [B)#25h%) ontap-nas
, ontap-nas-flexgroup, M ontap-san REhiEF. BB "Astra Control EFIFITESRMA" T HEIFHAIES.

* ERATER ontap-nas EATEEHIEFRP. KEMEMBEIENEF TIERH,
* {8 ... ontap-san-economy AN EFHENITZS TONTAP ZHFHNEE,

* f£A ... ontap-nas-economy X HFHANESFEHAENIZSTONTAP XA ERY. LUK ontap-san-
economy FTAERIRHIERF,

* J5701£R ontap-nas-economy FUUEIERIF. RIMEME SEEERIT K.

PR

Astra TridentiZ LAONTAP S SVMEIER F{2151T. BHFA admin E£EAF K vsadmin SVMAFHAEBER
RAENEMBIRIAR,

3+ FiEAHFNetApp ONTAP BJAmazon FSXZRE, Astra Trident/{FHEEELIONTAP S SVMEIE R B 51T
fsxadmin AP vsadmin SYMAFHAEHEBEACGHNEMBIFNAF. « fsxadmin AR EEEHEIERH
FHBERERBF.

NREFH 1imitAggregateUsage B8 FEEHEIERNIR, TR ERFNetApp ONTAP
@ BJAmazon FSx5Astra TridentE & H. 28R limitAggregateUsage BHAERT
vsadmin #l fsxadmin FAPIKF. WMRIEEIUILSE, EEEREGEEK.

BIAT LITEONTAPHREIZR— A LI Z iRk shiz R EARIRFIE ERM AT, BRI FRIGXH M. KRS
hRZSHY Trident AT EZENEM APl , MMMEALTSEREES S HiH.

EEFFHONTAP NASIRTIIEFEC B 5%
T RRfEFAONTAP NASIREZFECEONTAPEIRMNER. FHIIEETN S H R,

£

* 3 FETE ONTAP [5i%, Astra Trident EEZE/DH SVM DEE—1NEES,

* BRBITE N RoER, HelBEmEP—NEIEFNEFEESL, flil. EUEE—MERNESE
ontap-nas IXshiZ AN A RVERREZE ontap-nas-economy —

* FiEKubernetes TET 2 AN ZEZ HAINFST B, 55N "IbAh BXFMAEE:
* Astra Trident{X 2355 SMB&EHEHEH ZIWindows T & _FiTTHIPod, 1EEM EEELESVMBE THIFAFEE,

FFONTAP/SI#1T ST
Astra Trident 121 7 /3t ONTAP BiE#H T H D IRIERIIE,

* Credential Based : EBFIEMNEL ONTAP AFHAFRBMELE, BNERATEXNEZEERAE. Fi
admin 3 vsadmin LIRS ONTAP RSB RAFES M,

* ETFIEH: Astra Trident B A UEREIRZERVIERS ONTAP £EHAITEE. LA, BREXOAEEER
FimiE$, ZEAMAIME CAIEBH Basebd RiZE (WMRFEA) EiN) o
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B EHRRE RR. WEEETEENSENETIEBNAEZERE. B2, —RIHF—MHEMIIES X
o BUMRBIEMBMINIES A, BAMGIREEPRFRINET .

@ NREZAR R ZREIIER . WERIERAK. HAET—FER. BHEEXFPiEH
T SMHEHEIETS Eo

BRETRENSHIE

Astra Trident 2E SVM e / £ECENEIEANEIEA8ES ONTAP FiR#H{TBE. BINERRERNTIE X
. 5130 admin 5 vsadmine XHERILURSEKFKA ONTAP RASEFIFES, XLERRASATRESFEINEE API
NFHHEAKFRB Astra Trident hrd<EH, AIUCIEBENX ZEERABHIEEAT Astra Trident , {BAREINE
o

[EimRE X0 TR

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

{
"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",

"password": "password"

IR, BREXEEEUANSERFENE—MIE, IERRE, BFRR / BB ER Base6s #H1T4RIEH
77fE7 Kubernetes 0, i / BEFEREM —EETHRIIENTE, Rit, X2—INXBEEEGRITIIRIE
, H Kubernetes S ZEEERHIT.
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BRETIERNS K IIIE
FMMENFEHA LUERIERHS ONTAP EiR#{TEE. BHEXFTE=1"5%,

* clientCertificate : B imIEHHY Base64 4Ri3{E,
* clientPrivateKey : XEXFAARY Base64 ZRi5{E.
* trustedCACertifate : Z{51E CA IEPHY Base64 fRiZE, IRFEHRIE CA, MATHRHILBE, MRAFEE
FBRl{E CA, MEIZEILIZE,
HANTERBIEUTSE,

p

1. £EMEFPIEPRA. £ME, B2AE (Common Name, CN) iEBNEENSHIRIER ONTAP
=)=

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. FEI{E CAIEHAINE ONTAP 8%, ItiRrseERFHEEERAIE, WRKEHAEE CA, WA,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 72 ONTAP S8 L REZFIRIEBMNER (MTE 1 F18) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. BIAONTAP Z2ERABLIF cert BRWIES %,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

S. FEAAEMAER NI Z DRI, & <SVM B2 LIF> 1 <SVM R #F > B HEIE LIF IP 1 ONTAP &#F,
SR ARLIFRIARS SRE&IKE N default-data-managemento
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. {5/ Base64 XIEH, HEAMAIE CAIEB#HITHRIG,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. ERAMN E—TRIENVELIRER.

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...OVaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

e o —— e
- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm - fom o e
+—— o +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

t———— o —— e et ittt T
o e +
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E S INIE TS A BRI E

TR AE A Rin U ER RS HIIE A AN RE TR, XRHANEER. EARFRR I BRIERA L
EMAERIES; ERIERPNEHRIUEMAETRFR | BRNERK. Ailt. SATRERIE S HRIEREH
AINFHNEMIIES %, RAE. BEREHENbackend jsonX . ZXHBEEERITHFAESI tridentctl
update backendo

cat cert-backend-updated.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmemm== Fommmmmeemeeee== LB e
Fommmmmoe Fommmmomos +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

S Fommemerememomom= e
Fommmmmme Fommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

Fommmmmommmos e Fommcmcccosssssrsres e e e Ee Ee s e e e
Pommmmm== Fommmmme== +

WIRERI, FHERRUTE ONTAP LB MEN, AEHTEHRER. BIEHe
() LURRPFENS NS, 25, GHEERLERIES, AEALUM ONTAP E2EHHIR
B,

BiRRAIPNEIRENIAR, BASHMEZREILNGER, NNNEIHRENRE, Astra Trident
BJLAS ONTAP Gin# TS HMIERKEI SR,

EIE NFS SR

Astra Trident £/ NFS 5 ZRESRITHI HEEEIIAIN,

FERSHERET, Astra Trident 12T FNED:
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* Astra Trident AJLUGHSERSHERRAS; FIHMEERAT, FREERSIBE—INFTRAHET IP #iltsy
CIDR $RFIFK, Astra Trident 2 BB FXESEENT R IP ANEFHREF, &, MRKEEEMA
CIDR , MET R LXEIREA2EEERERE IP &R ARINEI S HRET,

* FHREEERATUFEHEESHREARMMAN, FRIFERETEE T ARNSHRERATR, BN Astra
Trident Y2 FARAIA T H HRE&,

S EESHERR

CSI Trident 20.04 hix P LABIZSEIE ONTAP [FiRHIFHREE, Xi¥, FHEEESMAUNTET R IP IEELVF
pustint=SiEl, MARFEIEXERNMN, EAKEU T FHRBER; BRSHRBABEFEFHTHEFES

Bf, Itboh. XBEBITF I FEMEEEMIARIRE AR AFIPAFIEESCEAN TET Ripn. MMZHHEENER
e,

(D) 28 CSI Trident A S EhA GRS HHERS, A5 MR TIET 2RH NAT LI,

]l

HIERRNECEED,. FTER—MMaimE X R

version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

ERILIIAERS. EATBRESVMAHIRIES BASRORIS MR, A AV SCIDRAMY
() SEMNEINEASRES), HEEEE Nethpp BINHBESE, % Astra Trident £ SVM

TR R LRIt Thae sy TERIEHITHIIRER:

* autoExportPolicy BN true, XFK/Astra TridentiF AEIEFHERE svml SVMFE R L IEFNAT R
MNFOMIFR autoExportCIDRs HIHEIR, a0, UUID/H403b5326-8482-40db-96d0-d83fb3f4daecHliyfSim
autoExportPolicy IRBEN true SIERZRNHIFHEEE trident-403b5326-8482-40db-96d0-
d83fb3f4daec £ SVM ko

* autoExportCIDRs EIEMIHRTIFR, WWFERAFNEFER, #AIA% "0.0.0.0/0, ": : /0", MERREX,
M Astra Trident SAMIE LT = L3 EIRIFAE /5 CERV S B,

FMRAIR. FER 192.168.0.0/24 R THINTE, XRRUEHUSEERB Kubernetes T3 1P R0

%| Astra Trident SIEZBYFHRIEH, ZHAstra TridentEMEBITFAIENT REY. ESNRZT RBYIPHIUEHRYE
FRRHEATHIAER I H#1THE autoExportCIDRs, ik IP 5, Astra Trident R AHLIMNZEF R IP 2SS
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HERERFN, FHAEMRNES N RelZ— N,

] LAEHT autoExportPolicy M autoExportCIDRs BFGiR. ErI LA BoIEENGEHHMNFT CIDR
, WElUMIBRIIER CIDR . MiFR CIDR BHIESHIVD, LIARMEEZETSMH. ST LOREER
autoExportPolicy AF/Ein. HEIRFIFEIENSHEER, XEEIKE exportPolicy B,

1EAstra TridentB| B EFHEFIFZE. EoUERAKERIF tridentctl SABMNEY tridentbackend CRD:

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

T A EIKubernetesEE B H it EllAstra TridentiThlI238Y. MEGEHRN S HEBSHITER(FIIREE(I ML
FHIEERHUSEEIR autoExportCIDRs [GlH)o

B TS 5= JE, Astra Trident 2O EFREBAGR, DBIERIZT SA9ARIFN, @i M2 E Gimi S H SRS Al
BRIETI M IP , Astra Trident AJFALEREER, BRIELL IP THEEFPNH T RESFER.

MNFLUFIEERNRR. 1BFEREMEIR tridentctl update backend BEfafRAstra TridentBoIBEESHE
B XIGEIE— 1 LUSIE UUID s BT SRR, Bk L EENSSESEMEHNERMCIZENSH R,

(D HFrEE B EES HRBIEREHIFEISEIBHNS HERR, NREMLIZERER, NWFHEMN
AHHER, FIEEHRFTFHRE,

WREH T AT AR P ik, NARTELT R EEH/Z5) Astra Trident Pod o $Af5, Astra Trident EHE
EENEIRNSHEE, MURMIL IP B,

EEICESMBS
REHEEES. B UEREESMB%E ontap-nas REHFER.
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@ FZoiE, ENIESVM LEEREEENFSFHISMB/CCIFSHMY ontap-nas-economy i@AFA
ZBONTAP HISMB%E, SNRFKEEEEBHPE—MY. NAERE SMBERIERFKK.

FaaZ Al
EECESMBEZHI. EIURE LTt

* —PKubernetes&E2f. EFREE—MLinuxiTHlgs T 2 UK EL—1MNETTWindows Server 201989Windows T
ET =, Astra Tridentf¥Z#51ESMBE&EEE FIWindows T s _FiB1TRIPod,

* E/b—1E&Active DirectoryZ£iERVAstra TridentZ$h, LUIERZER smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* EEB AWindowsARSZHICSIKIE, ECE csi-proxy. BEM "GitHub: CSIHLIE" 8 "GitHub: &
FWindowsHICSIHLIE" & B F1EWindows_EiE{THIKubernetes T &,

p
1. S FREBONTAP, ERJLUEEZFIESMBHE. A LUEFAstra= iRz fENEEIE— M=,

@ Amazon FSx for ONTAPEESMBHE,

TR MER U TR ANz —RIESMBEIEHE "Microsoft EIEIEH| 5" HEX MR EERRITEAONTAP
RITSHE. BEAONTAP Si<1TRECIESMBHE., FHITLUTIRE:

a. AKE, AHELIBRERRIZEM.

o vserver cifs share create MYSERIEHZER G ﬁﬁ-pathﬁﬁq:?aﬁﬂl‘]ﬂg@o WNRISTE R
BAREFE, WaHRK.

b. 8 5EESVMXEXHISMBHE:

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c BIIRRELIBEE:

vserver cifs share show -share-name share name

() msm ol sve £3 THREE¥EEL.

2. pEERmE. HIMEEEUTHRBUIEESMBE, BXIEHATONTAP GinFrEFSXELE XL, ES N EA
FONTAP BYFSXED & ZEInFl ",
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https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
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https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html
https://docs.netapp.com/us-en/ontap/smb-config/create-share-task.html

S Description A5

=

smbShare smb-share nasType
TR LfEE U TRz —: &

FMicrosoftEIR{=HI 5 ONTAP

LT REEIZNSMBHEZMZR

; JhiFAsta=iREIThEERIESMBE

EMNEIR; HE. EAILUESHE

LR L EHITBRAEZ IR,

ITFREEONTAP. LI A%
A

&34 FAmazon FSx for
ONTAPGimANETL. REEA

e
T o

*ATISEN smo MR AT, MEX smb securityStyle
IANA “nfso

ENZeER, ntfs 5 mixed ¥} FSMBE unixPermissions

WITUZE N ntfs I mixed A
FSMB%,
ONTAP NASEZ & iEIA R

T RRANAITE Z2EAstra TridentBS BIZEFEEFHONTAP NASIKGHEERF. ANt T RiRiE R
FILL KB X a{alig R imRET 2l StorageClasses FYIFHHE B

[EiREC B T

BXEREEER, 520X

B Description Default

version IR 1

storageDriverName FEIRshIZRR BT "ontap-nas" , "ontap-nas-
economy-" , "ontap-nas-
flexgroup" , "ontap-san",
"ontap-san-economy-"

backendName BE X B MHEEGIR IXchiZF&#R + "_" + dataLIF
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managementLIF

dataLIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

Description Default

EEB¥E] SVM BIE LIF 89 IP bt "10.0.0.1", "2001 :

abcd @ @ : fefe]"
1T IEMetroClusteriJift, &44
TIEESVMEIELIF,

] LEE ST £ REE S (FQDN)o

WNR(ERALEE T Astra Trident. 7]
LUBIS E AERIPVEILE —-use
-ipv6 5o IPveHIIE AT 5 1E
SENX. 5I90: [28e8: d9fb: a825
. b7bf: 69a8: d02f: 9e7b:
3555],

1234

WY LIF 89 1P btk EERIHBILEKE B SVM (MR KHE

TE)(FIN)
BiIIETE datalIF, WNRFKIRMLL
288, NAstra Trident& MSVMIZEY
BIELIF, SR LUEERTNFSHEE
BRIERSELIREIE A (FQDN). M
BILARIZRTEIRDNS,. LUEE SR
HELIF Z 8] S B0 £ 2 1,

AUEIRIREREN. BSW .

WMNRFEHLEET Astra Trident. NIB]
LU & B NEAIPveiitE ——use
-ipv6 ITnE. IPveitb ARG
SENX. f5la0: [28e8: d9fb: a825
. b7bf: 69a8: d02f: 9e7b:
3555],

BRI RMEHRS R #R  false
1Elo

f#H autoExportPolicy
autoExportCIDRs &, Astra
Tridentr] L BshEIE S H 5K,

BT ifiEKubernetesTi s IPBYCIDR ["0.0.0.0/0", ":
53R autoExportPolicy BR
Ho

R autoExportPolicy M
autoExportCIDRs 1%&Ijl. Astra
Tridentr] LA BohE IR S H 5K,

ENWHTEN—HERE JSON B "
BARE

2 FiEIEBA Base64 fRidE, A "
FEFIEPMBHIIE

. /0T
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2

=

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

limitAggregateUsage

limitVolumeSize

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nasType

146

Description

EFinE A% Base64 4wig
B, BFETFIERNBMHMIIE

Z{=E CA LAY Base64 4RifE,
Bk, BTFETFIEBHNSHIIE
AT IEERIER /SVM NEBF &,
BFETEIENSHDEIE

EREFISERE /ISYM NEE, ATE
FEENSHIIE

E{FMRY Storage Virtual Machine

£ SVM FECEHERIEANEIS.
RERTEEM
MRERAEBILBESL, NWEE
KMo

* RERTIERT ONTAP BY
Amazon FSx *

MRBEBRPERNEI I E. WE
BRI

PMRIFRNERNEDLLE. WES
BERMo

tboh. E=FREIE AgtreeFILUNLEL
REBHNENRAKN
qtreesPerFlexvol EMATFEE
XA MFlexVol g Aqtree$l,

&1 FlexVol B9E K LUN £, @470
£50, 200 EER

HPEHIBRN EERIRIR TS &
5 {"api": false , "method " :
true }

15701 debugTraceFlags FRIE
S EEH I THRIEHRH R E 4R
HE¥#,

Ao ENFSZSMBERIZE,
EINEFE nfs, smb AT, ZRIA

BERT. FRENESRNFSHEIR
BER=,

Default

WMEREBSVM. MR
managementLIF BI&E

Trident

" (BRIAER AR HISERE)

"(BRIAE S AR HISL )

"(BRIAEIR R AR FISE )

H}

nfs



o Description Default

nfsMountOptions NFSHEHIETRE S 2 fR5FRo !

Kubernetes}F A EBIIEH TR E

EEFMEEPIEE. BUNREEESR

FoRIETEHERED. NAstra Trident
BRI FRFEME G E X

FERERVFERIET,

MREFEENEREXHEFRIEE
BE#HEIR, N Astra TridentRETEx
BRI A MBS B iRt

I,

gtreesPerFlexvol &1 FlexVol BIER K qtree %, 71 “200”
7£50, 300 EEMA

smbShare T EA ™Rz —: & smb-share

HMicrosoftE Iz H| & 3y ONTAPH:
SITREAIENSMBHENRZTR;

ARiFAsta= iR EITNEELIESMBHEE
R, HE. BrILESHET
LARA XS & TiB A E = 1510,

X FAZBONTAP, LS E A%
B

Lt EE3FFAmazon FSx for ONTAP
iR AAEI. REEAS,

USeREST FF{ER ONTAP REST API 9%5/R false
B, * AR *

useREST {EA— M RATN S ARE
&, BWAFULIME. mMARE
FEIERE, 1IRE Y true

« Astra Tridenti§ffEFIONTAP
REST API5 EimE TiE S, LthIhEE
FEFHONTAP 9. 11 1M EShR
7S, Ltkoh. ERRIONTAP ERAE
WATERGHIR] ontap MR, X
— R A FIE N K#HE vsadmin
M cluster-admin B,

useREST MetroCluster ~3 13,

AT EEEN G E RN
TR AR R EA R EETUERIBIARE defaults BBEED. BXTH, BEERUTRERH,

B Description Default
spaceAllocation LUN BY=SiBl 72 e true
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2

=

spaceReserve
snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

tieringPolicy

unixPermissions

snapshotDir
exportPolicy

securityStyle

Description

TEFMER; "L (&) =0
" (B

E{FMAAY Snapshot K&

ZHEIEINEDERY QoS HREELA,
ERENEEM / FIRAY gosPolicy
g} adaptiveQosPolicy Z—

ZREIENEDENBIEN QoS &R
BX4H, RS MEMEM / FiREY
qosPolicy Z¥ adaptiveQosPolicy Z

[e}

A% ontap-nas-economy.

FREROFNENER DL

BIETeER, MERXRIFDZ5ME

1£#7% £ /S FANetAppE INZE(NVE)
; BRIAA false. EfFRILLIEDR,
WIIEEEEE L3RG NVE BOIFRI /3
FA NVE .

MRERIHEETNAE. NI7EAstra
TridentfPECEREMEEIE S
FANAE,

EXEFMEE. BB "Astra
Trident?f1{fEl SNVEFINAERR & 1E A

o

fER" T "HIE RS
MERRI

EHIBRI WM . snapshot BR
EFEANSHER
MENZeER,

NFS¥#F mixed fl unix E&HiR
o

SMBS‘Z?% mixed fl ntfs Z&I&

Lo

Default
7o

p

%1% snapshotPolicy N"E" &

U\”J#glm
false

false

IEFF ONTAP 9.5 SVM-DR Z &l
BOERY " (XIRER "

T FNFSER"777"; JFFSMBEH
T (RER)

false

default
NFSERIAEN unixo

SMBERIAEA ntfso

7£ Astra Trident I QoS RELHAFE ONTAP 9.8 FES AN, EIVFEAIELE QoS HKERA
() | mEEmAslmETFE RS S, 2 QoS BEABHIE TIERSNEEILE T L

Ro

148



HECE T
THE—TEXTRIAMERRG:

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'

iEFTF ontap-nas # ontap-nas-flexgroups M. Astra Trident=RFERAMBITE S EFRSR
fRrlexvol BIKR/NSsnapshotReserveEEEMPvCcHEE, HAFIEK pvc BY, Astra Trident =#
RftECIZAREZSTEINRIR Flexvol . WITEAIHEBFE pvc FKREIFMEKRNAIEZE, MAE
INFERIERN=IE, F v21.07 Z#l, WRAFIEK pve (B30, 5GiB ) , #H snapshotReserve
7 508 , MREIKE 2.5 ciB HWAIETE, XERANBFRIBRHUEENEM snapshotReserve @HH
B— 1B tb. ETrident 21.07F. FHAFIEKRMNERETIE]. Astra TridentEX T snapshotReserve ¥#FRR
BIMNENBDL. XFAERTF ontap-nas-economyo S IATRAILLT BETERIE:

HEGENT:

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

33F snapshotReserve = 50% , PVC &K =5GiB , HEA/\7 2/.5=10GiB, AJAKXK/NF 5GB , XEAF
£ PVC IBERFIEKRIA/N o volume show B NERSUUTRHIZEPUAILER:
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Vserver Volume Aggregate tat '‘pe Size Available Used%
_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74
online Rw 18GB

pvc_eB372153_9ad9_474a_951a_088ael5elc@ba
online RW 1GB

2 entries were displayed.

TEF4R Astra Trident B, FtaiREMNINE ERFREB LR IGBEES. MTEALZZFCIENE, ENIARE
SR/, LUEMZRFIFAMAIE. H190. BEFEM2 GiB PVC snapshotReserve=50 ZRIMNERZE. E0lig
1 GiBRIAIE=ia), 0, KFEK/NEAEA 3GIB A ANAIEFE— 6 GiB £ _Ligft 3GiB f9AI E =8,

xIRECERA
UTFRAIERTRAZSHEHREANBRANENESELE, XBEXEHRNRESETT .

@ WNERTEFR A Trident BY NetApp ONTAP _EfEF Amazon FSx , ##iX A LIF 8% DNS &#F, A
2 1P H#ufik,

HRIXECE <code>ontap-nas-economy</code>

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

MR{EECE <code>ontap-nas-flexgroup</code>

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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SMBEMRIREE

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

ETFIEBRI SR INIE

Xe— EEHEETRGl, clientCertificate, clientPrivateKey, #
trustedCACertificate (MRFEARECA. MANHEPFIET backend. json M FIRARFIHIER.

TP IS CAIEBRIbase644mi3{E,

version: 1

backendName: DefaultNASBackend

storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB
clientPrivateKey: vciwKIyAgZG.
trustedCACertificate: zcyBbaG.

storagePrefix: myPrefix

...ICMgJ3BhcGVyc?2
. .0cnksIGR1c2NyaX
.. b3Igb3duIGNsYXNz
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B5)S ke

IR 2R T WAl Astra Trident (ERATHAS S H R EMIEN EESHRRR, HREXTHENL
ontap-nas-economy M ontap-nas-flexgroup JoIIEFo

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4

{EFIPV6thE

I RFIERT managementLIF {EHIPveiit,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:1090:1b41:d491]1"
labels:
k8scluster: test-cluster-east-la
backend: testl-ontap-ipv6
svm: nas_1ipvé6 svm
username: vsadmin

password: password
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{#EFASMB#%HEJAmazon FSx for ONTAP

o smbShare {EFASMB&RIFSx for ONTAPEE S,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

datalLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

RE A = i~ f51)

ZETHETRHNRFIRREXXGHF. NPABFEMNSE TIREMIAME. B30 spacerReserve J.
spaceAllocation Mfalse. #l encryption Hfalse, EINHMEFMEELD PHITE N

Astra Trident=7E"Comments"FE IS B EITE. 7EFlexVol EIZE T R ontap-nas FFlexGroup
ontap-nas-flexgroup. {ERCERY. Astra Trident= R BN _ ENFIEREEHIEIZEES. AT HERR. &
EEIE R A LURITE A8 B A E E XIRE,

EXLERGIR, EEEFEMSEITIRE spaceReserve, spaceBAllocation, M encryption {H. MELE
MEBEHIAE
E=EmHA o

153



ONTAP NASfl

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NAS FlexGroup:Rfjl

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NASZZF MR

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

B EiHSTE| StorageClasses

LU R StorageClassEXIEE M [FE /S0, A parameters.selector FEEH. & StorageClass#l
2FEHTATRESNEDNL, SBEEERIERENE N AHE.

* o protection-gold StorageClassiFMRFEIPRIE—NFIE Z PN EIMAH ontap-nas-flexgroup fg
i, XM B —IRMHBRERIPAIA,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassMEtEIFRHYE = NFIFEMEMEA ontap-nas-flexgroup
[Gif. XLt B —IRHEETRIAIMRIPEIIRIM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClassiGBRETE PRI AP EIAM ontap-nas fGif. XEAmysqldoZEEAIR A
FEFRHEE DA E R —t,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* o, protection-silver-creditpoints-20k StorageClassi&RgtE|FAYE =B ontap-nas-
flexgroup Gk, XEMW—IERHIEERIFF20000MME A =AM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* o creditpoints-5k StorageClassiFRTEIPRIE =P EAM ontap-nas FHIFIHME Z N EIAA
ontap-nas-economy [Gif. XEM——{EH=E/I500089:t™~ Mo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Astra Tridenti/RTEEZEM N EMM. HIBFRHEFHEER.

B dataLIF YIMRECEG

TR UTEARECE R ECRBUELIF. HERBITU TS, NG IHJSONS R EHAVEIELIF,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

160



@ EE%PVCE%EU—/PEJZ%/PPM\ MABRAFFENNPod. ARKEMER. FHEBIELIFAEE
o

iEFF NetApp ONTAP A9 Amazon FSX

% Astra Trident 53&FT NetApp ONTAP Y Amazon FSX &&1E M

"1& T NetApp ONTAP B Amazon FSX" @— 2t EMNAWSARS. rI{EE - Bah#l
1IZ1THNetApp ONTAP FEIRERARIRHEIZIFHXH RS, EBHERTFTONTAP BYFSX.

BB UF) RIS SEHINetAppIhAE. HREFIEIRTHAE. FIRFIBEAWS EZMEEUERIE @
M. REM. ZeMMEY EM, FSX for ONTAP X1FHONTAP X4+ R A HEEFM EIEAPI,

pu

XHRGEZE Amazon FSX RV EBRZIR, FINTAEPERERY ONTAP &8, &1 SVM H, EALIGIE—1
20 E, REERRBXAMXHREFEEXRATRIHIESR. EEIEMAT NetApp ONTAP #J Amazon FSX
, Data ONTAP RfEAN=HFEITEX R SR M. MBI RGEETTA * NetApp ONTAP *

BT 3% Astra Trident 5iEATF NetApp ONTAP B Amazon FSx & &ER, &r]LIFA{RTE Amazon Elastic
Kubernetes Service (EKS) H3infTHY Kubernetes &£ AILIECE B ONTAP F {0 HIRA Xk At E.

iEFF NetApp ONTAP BJ Amazon FSX {8 "FabricPool" L EIEFER. @I T, EaURIESIESTREH
B RAGEIREETE R o

AEEM
* SMB#&:
° SMBEX#H#FEHH ontap-nas XRIREHTEFo

° Astra Trident{¥Z & SMBEEEH ElWindows T3 = _EiE1TAIPod,

* TridentZToAMBRTERB B T Boh& B EIAmazon FSXX U RS LEIENE. EMIER PVC , EEEFshfiFR PV
# ONTAP B9 FSX &, ERFIEICIREER , BHRITLLTIRE:

° TBMEER " IREEE " REEIEAT ONTAP By FSX XS, RECIZTIERIBRABMER, B
TR ERFIR IR,

° %Hﬂ AR ERIR " B, RRABmHE&EN. RRBIEMFILUE Trdent BIIMERE, MERE—TFhT
o

v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
© Disabled
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IRShiER
f&a] LAEA LR IR BhAZ 45 Astra Trident5i& FH FNetApp ONTAP EYAmazon FSxEERK :

* ontap-san: BRBEMNSIMPVEIZEBZHAmMazon FSX for NetApp ONTAP &HAI—PLUN,

* ontap-san-economy. BCENEMPVERE—TLUN. ¥ FNetApp ONTAP %#. & Amazon FSXHILUN
HEEAEEN.,
* ontap-nas. ECENEMPVER—MEF FNetApp ONTAP BY5EEAmazon FSX%E.

* ontap-nas-economy. ECEMEINPVEIZR—qtree. ¥ FNetApp ONTAP &. &1 Amazon FSXHqtree
HEZEAEEN,

* ontap-nas-flexgroup: EEEMEIMPVEIZR—MEFRTNetApp ONTAP FlexGroup HI5EEAmazon FSX
%o

BXRIEEFFMER. EED "ONTAP REpIERFE",
SWIE
Astra TridentiR (I F# Z 2 IIFE .
* EFIEH: Astra Trident KA SVM ELRERIERS FSX XHERS LA SVM #HITE(S,

c EFEIE: ErIUEA fsxadmin XHERAHAF vsadmin ASVMECERAF.

Astra TridentR{E39iE4T vsadmin SYMAR RESHERAENEMEIMES, 10
(1) FNetApp ONTAP #Amazon FSXEE £sxadmin HIRBIRONTAP HIFIF admin B
Po EN1BRZVEIER vsadmin A Astra Tridents

U EHRREUEETERENA EZMETIEBN A A2 E#EE), B2, REZ IR EREMER. WSk
SIBERN, BB EMEHINIESZE. KM EIHREEPRBRIE 5%,
BEXBRBMIIENFHAER. F2RERTENRIZEF RN B HDIIE:

* "ONTAP NASH {4 3% "

* "ONTAP SANES {458 F"

THREZER

* "Amazon FSX for NetApp ONTAP 14"
* "G 3XEFAF NetApp ONTAP HJ Amazon FSX MEE X E

£ & T NetApp ONTAP fJAmazon FSX

&0 LUEIE AT NetApp ONTAP FJAmazon FSXX RS 5 Astra TridentSER. LAFRTR
7£Amazon Elastic Kubernetes Service (EKS)Fiz1THIKubernetes& & 0] LAFC & FHONTAP
IR SZIFERA KA LS
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R
LtEGh "Astra Trident Z23R"EBIFEAFONTAP BIFSx5Astra Trident&ERL. BEE:

+ EEMIMEAmazon EKSEE S H B1EKubernetes&E ¥ kubectl BRE,

s AT MEEM T ET =iA1a A E Amazon FSx for NetApp ONTAPX {4 £ 4:#1Storage Virtual Machine
(SVM)o

* WEBILENI(ET R "NFSEISCSI",

@ HRZEAmazon LinuxFlUbuntuFr BT s R T BI#H1TIR(E "Amazon Machine BREER"  (
AMIS ) , BEREUATFER EKS AMI 38,

* Astra Trident{XZ#i5SMBEHEZ EIWindows T & _Liz{THPod, 15& N EFECESMBE THIFMAEE.
ONTAP SANFINASIXEHIZFER
(D mEErSMBEEE. MBI EERESVBE SIREH .

g
1. FEREP—FhEFZE Astra Trident "SFZ 754"

2. IREESVMEELIF DNSEFFR, fBlal. FHAWSHLITREEX DNSName FAIZEE Endpoints —
Management IE{TA LG

aws fsx describe-storage-virtual-machines --region <file system region>

3. BIENMREIES "NASFIHSHIUIE" & "SANSIHS 7 IUIE"

BRI UM AT LA R R AT R EFER SSH BREINXHERS (Hla0, ZEIEB) . FH
fsxadmin AP, QIEXEHRSGNEEENZREUMTHEIEDNSEZFR aws fsx describe-

file-systemso

4. ERERIEBMERE LIF B9 DNS BRI EmXMH, AT RGIFR:

163


https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html
https://docs.aws.amazon.com/AWSEC2/latest/UserGuide/AMIs.html

YAML

version: 1

storageDriverName: ontap-san

backendName: customBackendName

managementLIF: svm—XXXXXXXXXXXXXXKXXX .L5—XXXXXXXXXXXKXXXXKXX . fsx.us~—
east-2.aws.internal

svm: svm01l

clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc2

clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

JSON

{
"version": 1,
"storageDriverName": "ontap-san",
"backendName": "customBackendName",
"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-

XX XKXXKXXKXXKXXKXXXXXX . fsx.us—-east-2.aws.internal",
"svm": "svmO1l",
"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGR1lc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

BEXUERmNER, B TEE:

> “fEFONTAP NASIREHIEFEC & R iH"
° " ONTAP SAN IR FE & R im"

4

EEERG. ERILGIE "FiEE, IEESUNLREEEZE Pod H

EBIESMBS

TR LA AECESMBE ontap-nas WEpEF. FEMAT ONTAP SANFINASIRGIIZFERL el TH B
FaZal

7 HEERECESMB% ontap-nas WEITERF. NAFUHRE AT &G

* —PKubernetes&Ef. EFRBEE—MLinuxiThlgs T 2 URELD—1NEITWindows Server 201989Windows T
ET 5, Astra TridentfN 3518 SMB&EIEE ZE|WindowsT 52 _Eiz1THIPod,
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* E/b—EEActive DirectoryZiEHIAstra TridentZH, MUEKZR$A smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* BEE AWindowsREZHICSIIE, ACE csi-proxy. 1BEM "GitHub: CSIHTIE" 8§ "GitHub: i&F
FWindowsHICSI{LIE" & FEWindows_LiziTHIKubernetes T 50
T

1. 8JESMBHE, ErIUFEARAUTHRHMARZ—CIESMBEERE "I\/Iicrosoft"éﬁ?i{%']‘m“",\¥Y1¢9€ﬁf¥$
FTTHEAONTAP S 1THRE. EFEAONTAP i TREAIESMBHRE., HHMITIU TR E:

a. NBEXVE, NHECIEBRRBIZEM,

o vserver cifs share create ML EECIEHZFHEINE-pathiEMHPIEENRER. NRIEER
BARFE, WapRRK,

b. Bl 5EESVMEEHSMBHE:

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C. IWIFRTBELERE:

vserver cifs share show -share-name share name

() #BR bl sV £ TREE¥EEL.

2. QIEEEIRRY. MAECE U TABRLUIEESMBE. BXIEMATONTAP FiniFTEFSXECEETL. FS W &
FONTAP HIFSXEC & ETAR A"

B Description Al

smbShare o EL TRz —: & smb-share
FBMicrosoft EIE{T %l & L ONTAP
mYITRECIEANSMBRENR
R, HE A IFAsta=iEZITHAES]
ESMBHER AR,

JFFAmazon FSx for ONTAPfG
im. WWBHIENE

nasType WAIEE S smb YR AT. NMEK smb
i*y‘j ‘nfso
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S Description A5

securityStyle HEMNZEET, ntfs 5 mixed ¥} FSMBE
ATIZE N ntfs of mixed F3
FSMB%.,

unixPermissions HENER, XFSMBE. HmE "
To

& T ONTAP FIFSXED & &I AN~ 151
T RRIEFATFONTAP AYAmazon FSXMGIRECE 1D, AATiett T BiRicE R G,

[EiREC B I

BXEREEER, 520X

= Description ]l
version YREEN 1
storageDriverName FEIREHIZF AR TR ontap-nas, ontap-nas-

economy, ontap-nas-
flexgroup, ontap-san,
ontap-san—-economy

backendName BE X B FiEEin IXGHFZRFRAFR + " " + dataLIF
managementLIF g8t SVM B2 LIF 89 IP sk "10.0.0.1", "2001 : 1234 :
abed @ © . fefe]"

1T iEMetroClustertlJit, &44
TIEESVMEIELIF,

] LEE ST £ REE S (FQDN),

WNR(ERALEE T Astra Trident. 7]
LB E AERIPVEIlE --use
-ipv6 Fr&o IPveHIIb AT 5 1E
SENX. 5l90: [28e8: d9fb: a825
. b7bf: 69a8: d02f: 9e7b:
3555],
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S Description A5

dataLIF X LIF B9 1P ik,

* ONTAP NASIREHIZF*: EBilis
TEdataLlF, SNERFRIEMHULSE
MAstra Trident& MSVMIREXER
BLIF, &olLIEER FNFSIEH R
EM L PREE R (FQDN). Mme]
LIBIZEEIFDNS. LUETEZ MR
ELIF Z 8] SR fa & F17, vl LATEH])
BISEREN. 1BEEW .

* ONTAP SANIRZHFERE*: &
FiSCSIFETE. Astra Tridentfs
FHONTAP JEF M4 LUNBRET K & T8
U ERERTEFTEMISCI LIF, 308
BEMAE X T dataLIF. NMIS4EREZE

= =

Ho

WREALEE T Astra Trident. NIF]
LU E NEAIPveiitE -—use
-ipv6 ITnE. IPveHiE AT SE
SENX. Hg0: [28e8: d9fb: a825
. b7bf: 69a8: d02f: 9e7b:

3555],
autoExportPolicy BREMEIRMEHSHER[HE/R false
Elo

R autoExportPolicy
autoExportCIDRs &, Astra
TridentA] LA Bh B IE S H 5K,

autoExportCIDRs BFHikKubernetesm 2 IPBYCIDR "['0.0.0.0/0". ": : /0"]"

53R autoExportPolicy BEE
o

R autoExportPolicy
autoExportCIDRs &, Astra
Trident®] LA B 5h EIE T H 5K

labels BWATFEN—HEE JSON B
AR
clientCertificate EFIHIFHH Baseb4 {Ri%E, A "
FEFEBNEMRIIIE
clientPrivateKey B FinE A% AR Base64 4wig
B, ATFET IS HIIE
trustedCACertificate Z{SE CAEHH Base64 4Ri{E,
A%, AFEFIEBHE DRI,
username BFEZDEEYSVMEI AR &,

BTFETRENSHEIE. f

. vsadmine
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2

=

password

svm

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

168

Description NGl

AT EERI SR SVMII R, A
FETFRENS DRI,

E{FAM Storage Virtual Machine  #NSR$EESVMEIELIFNKAE,
£ SVM R EFHENERANEIZR. trident

BIBETAEN. BEEMILSH.
BEELIB—I B EIR.

J&/N+EEAmazon FSx for NetApp &7,
ONTAP,

R fsxadmin M vsadmin 5

MEEKNEREAFERBRTERIN

FH%EJ F{ERAstra Tridentdt Ei#1TR
I [o]

MRBFBRPERNEILE. WE " BOAER TRRESLHE)
BRI

tbsh. E=PREIE 7qtreeFILUNLEL
REBNENRAKN
qtreesPerFlexvol EMATFEHE
X & MFlexVol BgzAqtree#i

S FlexVol IR ALUNEUARE 100
50. 2005EEIA,

{YSAN,

HWIEHRN EFERANARINS. & T
5 {"api": false , "method " :
true }

15711ER debugTraceFlags BRIE
BIEERITHIEHRRHFEZ AN
HEF i,

NFSEHIAIAE S 73 MR 120

Kubernetes}FA EBIIEH TR E

EFMEEPIEE. BUNREFME

hoRIETEFEH A, MAstra Trident
B EhRE(FERFMEEIRICE X HF P

FERERVFERIED,

MREFEENEREXHETRIEE
LR, N Astra TridentR 1%

Hﬁﬂ’ﬂiﬂ'l&%kiﬁ%&ﬁ?ﬁﬁiﬁ
i,



S Description A5

nasType BEENFSESMB&E I, nfs
EIEE nfs, smb AT

AR BN smb W FSMBE, *
MRIGERT. MEHAANFSE,

gtreesPerFlexvol 8 FlexVol B95xK qtree £, w71 200
7£50, 300 EEN
smbShare BaLIEE U EmMz—: f# smb-share

FBMicrosoft® iE?:fE'JL‘IJZONTAPnp
LITRmEIENSMBE ;E’J%ﬁ’]’
HE AIFAsta=IRE|INEELI ESMB

HE=R,

3tFAmazon FSx for ONTAP/G .
B HENEDN,

USeREST BF{EFH ONTAP REST APl B9%/R false
S, * FHATE *

useREST fERN— M AT SRR
. BWNATFIRAFE. MARE
FEI{ENEH., EBEHNN true

. Astra Tridenti&fEEFHONTAP
REST API5 iRl iTiE s,

HIHREEEFEAONTAP 9. 111K FE
ShRAs, LI, EFIBIONTAP ER
BBENIERGHIRE ontap AR
Fo X— s Al@id FRE XK B

vsadmin M cluster-admin f8

o

T3 datalIF YIBECER
SR UEVIREE R ENEUELIF. HERBEITUTHm S, AMEIRISON IR EHIEUELIF,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

@ QE%PVC EEE—PHZMPod. MHBRAFFENNPod. ARKEMER. FHEUELIFAEE
Ko

FAFEE SN IR E LM
TR AR R EAREETUERIBIARCE defaults BEEED. BXTA, BEERUTRERG,

169



2

=

spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

unixPermissions

170

Description

LUN B=iB1 A ER

TEMEEN; "k (KFE) ;"
5" (B

E{FFARY Snapshot L
ZEHBIENEDEH QoS LA,
RSN EFEMEEIRRIqosPolicy
g{adaptiveQosPolicy Z —o

£ Astra Trident FfEEFH QoS ZRE&LH

=2 ONTAP 9.8 S ESARAS,

BINERIEEZQoSHRARA. Hif
RERBADHNATF SIS,
HE QoS RESAREXFIE TIEfE
NEFLEXHE LR,

Default
true

none

none

ENEIRNEDERIBIEN QoS &R °

B&LH, EFENEENH G
AJqosPolicys{adaptiveQosPolicy 2

o}

A% ontap-nas-economy.

FREROTAENER DL

BIZTER, MERXRIFDE7TE

1T¥% _E B FNetAppEBIIZ(NVE)
5 BIAA false. BEfERILIED,
AT S EE 3RS NVE BOIFRIHE
FA NVE »

NREFUWEA TNAE. MTEAstra
TridentRECEREREERTE
FANAE,

EXFAEE. E5N: "Astra
Tridentd1{fal SNVEFINAEE &{E A

[e}

BRLUKSIZE, F&0 "EALinux

Si—EEAIRE (LUKS)"

{YSAN,
EFHIER none

MEREL,
I FSMBERE N,

%1% snapshotPolicy /¥ none,
else"

false

false

snapshot-only I&@FFONTAP
9.5 SVM-DRZ HitVFEZ &



o Description Default
securityStyle MENLTEER, NFSERIAEN unixo

NFSX#F mixed fl unix Z&HIR SMBEIAMEN ntfso
o

SMBE‘Z?% mixed Ml ntfs TR

o

il

f#H nasType, node-stage-secret-name, # node- stage-secret—-namespaces Ea] LIIEESMBHE
FIRMHFrEERYActive DirectoryEE, SMB&EXIFER ontap-nas NRIXKENTER.

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: nas-smb-scC

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

5 kubectl Sl /FiH

BImENX T Astra Trident 5SEERAZIBINXFR. EFIF Astra Trident WA S5 ZZ RS
HITIBE, UK Astra Trident d0{EI MiZ7E 11%%2?‘@3%%0 23t Astra Trident f[§, F— L/'ZIE
tli2/5l%. o TridentBackendConfig BiIBENXRIRENX(CRD). &AL IEEZE
idKubernetes RESIZEFM E IR Trident/GiH. &R LUERARITIIZIE kubectl 8§
5Kubernetes7 & N EFMBICLIT B,

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfig)@—NarRANTNEMFIIHCRD. AIBFE
IPAstra Trident/5ifi kubectlo, MITE. Kubernetesf17ZfEEIE 5 0] LIEH @ idKubernetesin ST R EEIEME
Biein. MEAHEAGSITERIERF (tridentctl) o

Bll##8Y TridentBackendConfig MR, FERELUTIER:

* Astra Trident 2IREZIR BN E BohtIEEIR. IWEENZPRTA TridentBackend (tbe,
tridentbackend) CRo

* o TridentBackendConfig Mi—#4fE %] TridentBackend XEHAstra TridentliZE,

B TridentBackendConfig A% —IFT—MEt TridentBackendo BiI& & NEFIRENATFIIHAA
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BEHRNEZED,; BEER Trident RNEFR IR RIA o

(D TridentBackend CRSHAstra TridentEaitliE. & * AR * BHEN]. NREFHGH. 5@
IHEBRHITILIRME TridentBackendConfig MR,

B, BB WL TFRA TridentBackendConfig CR:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

TR ABFERRIRG] "Trident Z3i2F" FAREET S / IRSHTHIEEB R,

o spec RBNEIRIFENEESE, FRFIP. FiHfER ontap-san FERIIER. HERLILAFIRIEE
28, BXAEFEERDIEFNEERDSIR, B2 "FEREFNEIRLEEEE

o spec FBTILEIE credentials Ml deletionPolicy FE&. XEFEEHEFFIZAY
TridentBackendConfig CR:

* credentials: JJI[Z’(R?&TLEZ\iE—?—ER\ BERTREEAR/RSHITEHRIENER, LEEIEENAFE!
#21 Kubernetes Secret o ERERGEUANAF NEE, FALSSHEIR.

* deletionPolicy: WFERENXTEMFERABINHMITHIIRIE TridentBackendConfig BEfibR. B©RILEA
TR AgeEZ—:
° delete: XFEMIPRXFHE TridentBackendConfig CRIUANMKEXMGIR. XEIAE,

° retain: HHIBES TridentBackendConfig CREMIR. FBIREXNFE. SIERHITER
tridentctlo FMIPRIRESIGE N retain ﬁifFﬁH)'—L'B%&EUE,HHHﬁZK(Z‘I.O4ZHIJE’]H)§2|K)#T%“’J@U§¥EI'\JE
. WWFERRIER LATEZ [EEH TridentBackendConfig BEIE,

[EIRMI R FRER#FITIRE spec.backendName, WMRKIEE. NEHNZFIFILEHHZFF
@ TridentBackendConfig X% (metadata.name), EiXERERIZERIHZFR

spec.backendNameo

FAAEMNGIR tridentctl ;R B XELA TridentBackendConfig XR, ERILUAERERE
ISR kubectl BT TridentBackendConfig CR.ATUNMEEMEREIBECE S E (!
i spec.backendName, spec.storagePrefix, spec.storageDriverName’ %)

o Astra TridentiBmh4EFEIEN "TridentBackendConfig {E R EIFIE G,
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https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples
https://github.com/NetApp/trident/tree/stable/v21.07/trident-installer/sample-input/backends-samples

T EELR

LSRRG kubectl. BT TR E:

1. BlEE "Kubernetes #172", LZEAEIE Astra Trident STEEERE / RS BEFIENER,
2. 8 TridentBackendConfig MR, HPEEEXEFMER / RESFHMER, H5IBT L—T el

HYE Ao

tiERIRE. BRI LUERAMEREIRES kubect]l get tbc <tbc-name> -n <trident-namespace> FHUE

HFAER.

%1% i Kubernetes 13
BE—IME, EFESEHRNIARER. XEENFERS /I FEFEEN. UTE2—1n5):

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: backend-tbc-ontap-san-secret

type: Opaque
stringData:

username: cluster-admin

password: password

TRLETEMNEFHTENNEFLMESHNFER:

FiET et BFERiREA
Azure NetApp Files

Cloud Volumes Service for GCP

Cloud Volumes Service for GCP

Element ( NetApp HCI/SolidFire
)

ONTAP

ONTAP

iz
clientld

private_key _id

private_key

RYTN]
Ui

username

password

FEgia)ER R

N AR EMFRIZE AR D

THEHANID, BB CVS EER
AT GCP ARS51KA B API A
B—&B

LHARA. BE CVS BEERAEN
GCP RSB H9 APl Z2$ARY—2B5

e, EHER SolidFire S2E#HY
MVIP

RFEZEIEE /SVM BWRAF &
BTFETRENSHEIE

EERIERE /ISYM RS, ATE
T REENSHIIE
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https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/
https://kubernetes.io/docs/concepts/configuration/secret/

FiEF aNEF R

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

M
& P imtX PR A

BR#&

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

FEgin) itk

EFinE A% A8 Base64 4rhg
Bo ATETIEPHNEMHIE

NP &, W3R useCHAP=true
, MAKFED, EATF ontap-san
# ontap-san-economy

CHAP BapiZFEH. 1R
useCHAP=true , MANFEDL, &
AT ontap-san | ontap-san-
economy

BirAF . MR useCHAP=true
, WANE, EBATF ontap-san
# ontap-san-economy

CHAP BirathiZF%5H. R
useCHAP=true , MIAXFED, &
FB7F ontap-san # ontap-san-
economy

BEFS| BT BEREIEAINE spec.credentials FER TridentBackendConfig £ F—F HEIER R

o

%29 6I# TridentBackendConfig CR

WME. EAILEIET TridentBackendConfig CRIEMRGIP. BEAMGEL ontap-san KehiEFEERH
BI#ZH TridentBackendConfig MR TR

kubectl -n trident create -f backend-tbc-ontap-san.yaml

174



apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

$3% . WIFAVIAFS TridentBackendConfig CR

IWIE. EBIET TridentBackendConfig cr. ERILISIEIRES. 1BERLLTRAG):

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BRI EHRHRFELSEER TridentBackendConfig CR.
MEERT AR T™MEZ—:

* Bound: TridentBackendConfig CR5GIHXEL. FIREE configRef IREN
TridentBackendConfig CRAJUID,

* Unbound: FA#EH ""s o TridentBackendConfig MRAHBEEIGiH. FTEMEIERN
TridentBackendConfig BAINER T CRSTFILMER. IWMERLREERE, BT EBEXERA
"Unbound (EBUEHE) "o

* Deleting. TridentBackendConfig CR deletionPolicy BI&& Ndelete, &
TridentBackendConfig CREE#EMIPR. ©IGiLIEE|Deletingh o

° MNBRFHAFEEKAEEIBRKPVC). 1BMIFR TridentBackendConfig T Astra TridentflbRS %
Xz TridentBackendConfig CR.

c MRBIHFEE—ITHZD PVC , MEHANBIFRIRES. o TridentBackendConfig CREEEWMFH NMIBR
ME%, fRUHF] TridentBackendConfig RBEMBRFIEPVCEZA MR,

* Lost: S5XBXHEIH TridentBackendConfig BIMHEBEMIPET CRFM TridentBackendConfig CR
5| BEMRNER. o TridentBackendConfig TiBFERAMA. HEIMERCR deletionPolicy ft

o

* Unknown: Astra TridentB/5HE 5 XN GIRAIRESHEEFE TridentBackendConfig CR.AIU0. 40
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EAPIARSE 28RN EY tridentbackends.trident .netapp.io f/PCRD, XAJREHREHF T,

EUtFEr, EmMTZhEIERR! thoh, ErILESZMESE, FI Ein Sl immER"

ERILUETT A R ap < SRIRENE K IHRTIFAER .

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£f60-4d4a-8ef6-
bab2699%e6ab8 Bound Success ontap-san delete

b, EIE BT LASREXBIYAML/JSONS%f#E TridentBackendConfigo

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112Z"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo B & backendName #] backenduuID AN BIE/GIHEY TridentBackendConfig CR.o
lastOperationStatus FEEFRRLRIEIERVIRE TridentBackendConfig cr. AJLA AP LA (0. A
PEHRERTELAR spec)zHAstra Tridentfifi &k (5140, 1EAstra TridentEFEahERIE]). FTLARALLN, AL
TBKM, phase RRZIEIXRAMIKRE TridentBackendConfig CRMGiIR. E LEAVRHIF. phase BEHF
EE. XELKE TridentBackendConfig CR5GiRXEL,

BRI LIBTT kubectl -n trident describe tbc <tbc-cr-name> 8p<% LIFRENEHBHENIFAEE,

@ EREE BTN E S KBXRIEiR TridentBackendConfig FWRFEMA tridentctl, T HEY]
?ﬁﬁﬁﬁ&ﬁqﬁ% tridentctl # TridentBackendConfig, "5Z LI,

£ kubectl ITEIFEIE
TRRMNFERRITRIREIEREIE kubect 1o
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llE3 =Y

fE& TridentBackendConfig. EALIFERAstra TridentBlif/{RE G (ETF deletionPolicy) - M
[Gim. 1BHR deletionPolicy IRE Ndelete, XMIf& TridentBackendConfig. IBHEER
deletionPolicy IRENFRE. XFAIURFREIRIMAEE. HolERFHITEIE tridentctlo

kubectl delete tbc <tbc-name> -n trident

Astra Trident A& MIBR EEFE B BIKubernetest| 2 TridentBackendConfig. Kubernetes FAF fa TiRIER
o MFRMZERIRIUIND. REERIRRERVIER, A MEERBR.

EERIN AR

IBITUA TS
kubectl get tbc -n trident

AT LUIETT tridentct]l get backend -n trident 3 tridentctl get backend -o yaml -n
trident REVFAIBERIRAVFIR, IHIFREFGEIEEAEIENEN tridentctlo

Eiain
BRI IaEE SFRE!

* FRREAFNEEEENR. EEMERE. BFEAPFERANKubernetes Secret TridentBackendConfig 7
TR, Astra Trident FERIREN R ESIEEERGE. BT TS LUES Kubernetes Secret :

kubectl apply -f <updated-secret-file.yaml> -n trident

y EEEE?E?’B%‘& (FIgNFR{EFRAY ONTAP SVM BIEFR) o
EXMER . TridentBackendConfig AU EEZEIIKubernetes BFXT K,

kubectl apply -f <updated-backend-file.yaml>

&, WA IMEHITELL TridentBackendConfig criz{TUA TaE<

kubectl edit tbc <tbc-name> -n trident

MREHEMEY, NEHNEFREE LREMEER. BB IETREERTUBELERR
kubectl get tbc <tbc-name> -o yaml -n trident 3§ kubectl describe tbc <tbc-name> -n
tridento
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MEHEBIEEEXHFHNREGE, ErRIUERIETT update 8%,

{8 tridentctl {TEIHEIE
THEENPMERNITEIREIEIR(E tridentctls

elf=I=rs
BIRE EIREEXT, BTN TR

tridentctl create backend -f <backend-file> -n trident
MREHEIEEN, NEKEEEHRINAE, EILUsTU TaSREERAEUBRELAERRA:
tridentctl logs -n trident

HBEHBEREXHRNREE. BRFISITEE create %

llEEE
E M Astra Trident FRIIBRIEN, TBHITIUTIRIE:
1. KRR R

tridentctl get backend -n trident
2. fipREs:

tridentctl delete backend <backend-name> -n trident

@ 9N2R Astra Trident MIL/RIRECE T HEFERISHIRER, NHFREHEELHEERE, BG4
S50F " RR "OIRES, T Trident IFALSEEXLEEMIRIE, HEREMBRLL,

EEIEER
BEBEE Trident 7TEEMEIR, BHRITUTIRE:
s BIREWHE, BETUTHS:

tridentctl get backend -n trident
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* BREFTAFAESR, BBITUTH<!

tridentctl get backend -o json -n trident

Eiiain
BRMNEREEXHE, BTUTHS

tridentctl update backend <backend-name> -f <backend-file> -n trident

ﬂﬂ%l‘iﬁﬁ%ﬁ?&)& NEHEEHNREKERIRNER LR EeILUETUTHRLSKEERAEUBRER ERE

tridentctl logs -n trident

MEHEEREXHPNEEE. BRFEZITENA update 8%

HaxE fE R R mBYTFiESR

XE— Al REEA LS REAEE 5JSON—RIZHAYRR tridentcetl FIHRITRAVIL, LHRIERRE
R jq SSRER. EFEREZEARER.

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

XMERTFFEACNENGI TridentBackendConfigo

Al
ERiREIEIRINZ 875
T BRON{AITE Astra Trident PEIEfFiR
BT EEGIRAYIEIN
FERfE " TridentBackendConfig' i 7E. BIE G A] LUEE FFtiFH A N BB G, Xt AT ia)@:
* AJLAMERBIZGIR tridentctl BEHITEIE TridentBackendConfig?

s AILUERARIERUR TridentBackendConfig FIEAHITEIE tridentctl1?

EIF tridentctl [FIRHfER TridentBackendConfig

ENNEBEEREFERENEWRAENTE tridentctl B AIEEHZEIKubernetes R HE
TridentBackendConfig X%,
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XiERFUTIER:
* FAEEENGIR. &EB TridentBackendConfig AAE(IREAEIER tridentctls

* FARENHGI tridentctl MEM "TridentBackendConfig W RIFE,

EXFMHERT, BRNSERE, HA Astra Trident Rt RIEH T E#H{TIEE, EERATLUEEFEUTHEMA
z—

* PEE(ER cridentctl WEEBERAECIZENGIR,

s ERENGERIR tridentctl FIFTHY TridentBackendConfig TR, XEMEREGRRISERIT
B2 kubectl MAR tridentctls

FREEEERI kubectl. BEEQE TridentBackendConfig HEFMERiH. FTHEHEBENAT NI
RIRIE:

1. BlZ Kubernetes #1%, LZR(AEIE Astra Trident S1Z(E5EERE / IRZBEFAENER,

2. Bl# TridentBackendConfig MR, HABEEXFMHEER / RSFMES, H5IBT L—FHoliE
HZH. HIVNMEEMENEESE(II0 spec.backendName, spec.storagePrefix,
spec.storageDriverName %), spec.backendName HIIKENINE RFIHHIRE TR,

F 0L HERH

IDRElfES TridentBackendConfig MRMPEDMEER. NWEERNEIHREE, Y:EJJZIZT_I_'\WJEP, BIgEFERUT
JSON EXEIET fFif:

tridentctl get backend ontap-nas-backend -n trident

P cemsmesememe= P m===
Fommmmmmrmemsrrrrrrr e reme e ee e e o Frommmmom= Fommmmmmm= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e e e Fommmmmmocmeomooo=
Fommmmcccosssssrsrss e e s T E e e S e e Fommmmmm= Fommmmmmm= +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

Tttt Fommmmmmmmeme===

oo sesesesse s s s s e s o= o= +

cat ontap-nas-backend.json

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",
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"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
by
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {"app":"mysqgldb", "cost":"25"},
"zone":"us east 1d",
"defaults": {

"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

%1% 62 Kubernetes #1%

RIE— I EERRERENNE, MUATREIFR:
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cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: ontap-nas-backend-secret

type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

%2 . G TridentBackendConfig CR

T—# 282 TridentBackendConfig ¥ BEMHETIEBEMMCR ontap-nas-backend (JAARBIFFR)o

fREEUTEK:

* FENXTHEEINEIRZIR spec.backendNames

* BESHSRInERER,

s EPCHENREE) VNS REERIRFERE.
 Z1EIEIT Kubernetes Secret 12, MARUAN AR IR,

EXMBER T BE/R TridentBackendConfig U0 FFIR:
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

B3P WIEAPIKES TridentBackendConfig CR

25 TridentBackendConfig BEIE. EMEMINA Bounde B©IRNRMSINE GimtER Y Ei%3 TR
UuID .
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did

not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

WE. EmRBERAHITTEELEIE tbc-ontap-nas-backend TridentBackendConfig XK,

EIE TridentBackendConfig [Gimf#H tridentctl

‘tridentctl® AIAFIIHERCIENGIR

‘TridentBackendConfig o It4h. BIERFLUEFBEERLEEIEFIR tridentctl®

B “TridentBackendConfig® HMfR 'spec.deletionPolicy’ IKBEN “retain’o

F 0L HERH

man. R TERESEREIEN TridentBackendConfig:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

MEHP A LB X —& TridentBackendConfig ERINEIEHLE R iR EimEIUUUUID],

%15 . A deletionPolicy IRE M retain

TR T HE—THNE deletionPolicyo HWEEBIZGEN retain. XHEA] LAMBREH AT
TridentBackendConfig CREMIER. BHEXNEE. AIEAFHITEE tridentctls

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

()  W2#AITT—%. B3E deletionpolicy BEX retain,

186



%25 . MIF& TridentBackendConfig CR

=g— @MPBR TridentBackendConfig CRIAIAIG deletionPolicy IREM retain. EOJLIAREMIT
BRI -

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

fosessssssssssas==== R e
e e et fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fom fom e
R R fomsmm==== +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

fosesssssssasmas==== fosssssmss==sms=a
fessssssssssssesessosssssasssssssasaaaa femmmm=== fommmmm=a= 4

IFREY TridentBackendConfig MR, Astra TridentI =G EHMIBR. AL EIRA S
BIRFAESE
WA LABIRTFESE, BIRREFHEEUNEBNAEHES,

RIHFESR

BEEN I R ARFERUINAEE XLEERAFAER, BS W

BIEFER.
BRI, BITUT®S:

kubectl create -f <storage-class-file>

<storage-class-file> WERAFMEENHFR.

R BRTE A
E M Kubernetes FRIBRFESE, BIETUA TS

kubectl delete storageclass <storage-class>
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<storage-class> NERNENTFHESE,

BT F AR A RAMERRIFAZE, Astra Trident AL HHATERE,

Astra Tridents8&IEA=T fsType BIENS. WNFiSCSIEkH. EiN5RHILHE
(D parameters.fsType TEStorageClassH, &N MIFRINE StorageClassesHFEHEMEIEEL]
parameters. fsType BiEE.

ERUBFME

* EBEFIWE Kubernetes FESE, BETUTaRL:

kubectl get storageclass

* BEFE Kubernetes FEEIFAER, BEBITUTHS:

kubectl get storageclass <storage-class> -o json

* EEF Astra Trident WEIFFMER, BESTUTHL:

tridentctl get storageclass

* EEF Astra Trident NEISFEEIFAER, BEITUTHL:
tridentctl get storageclass <storage-class> -0 json

RBERNIAFESE

Kubernetes 1.6 1811 7 IRERIATFMEEBITHEE, WMRAFREXALERR (PVC) HIEEXAMNE, MItEF
A TEE XA LS.

c BT BEIERE X RINTFES storageclass. kubernetes.io/is-default-class EFEIRENXH
Atrue, RIFME, ERIEMETATERFEIINA false o
* BRI LUER U TS RINBEMELE HEIAFIEE:

kubectl patch storageclass <storage-class-name> -p '{'"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* @, EHAILER T o LRIBREVAFRERITE:
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kubectl patch storageclass <storage-class—-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

Trident REIZFEHREE RS HATERRA,

@ IR ERTE, EBRREEE— M EAIAFER. Kubemnetes TERA E AR IEEIRE ZMFE
X, BETAMGRILBINANEFEL—F.
HE F R SR

XE— Rl RPRERI LB RE#E 5JSON—IECiRHAYR tridentctl Astra Trident/SimXY KAV
tHo IHRIERMER jq SSAER. EARERRALRILEAER.

tridentctl get storageclass -o json | jgq '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’

MITEIRIE
£/ CSl ifh

Astra Trident ] LUBE E A EFHEIZEFHIEEMI NN E] Kubernetes 285 HITI = "CSI
FRFNIIEE"S

5%
£ CSI $h#hINRE, AILUMRIEXKISA A BB SR RIREIA—NNBD T R. W%, EBERRMER,

Kubernetes BRI IEMET HENT R TR UUITF— M KERNAFRETRAEXEEF, el IFRE
Xigzial, ATEFESKEEAFATIEAHECES, Astra Trident £ 7T CSI #hih.

THE CSI RHINNREMESER "It

Kubernetes 1t 7 mME—EHERT

* {#F volumeBindingMode IREN Immediate. Astra Tridenti§tlEE. MASRMEMATS. CIE
PVC BRI BEEHEMMNSERE. XEMIAE VolumeBindingMode FIIERF RRHISLHEFRFMRSIHIE
B SIEXAMER, FREMBTIEKD Pod BIITRIER,

* {#H volumeBindingMode IRE N WaitForFirstConsumer. {EItEIFEIZEFERAPVCHPodZHI. i
RAPVCAIAMEAA S, i, SHSRIERIEREHITIEH RSO,
(D . waitForrirstConsumer SEMAFBBIGIMGE. IIMEARIT CSI HEHDEERER,

EREHNNE
S{EM CSI A, EBERELTF&ME:
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* IBZ{THYKubernetes&EE "7 #FHIKuberneteshi 28"

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99dt",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:49z2",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

s EFEPNTH RN AR TS| AHEINEABNRE (topology. kubernetes.io/region
topology.kubernetes.io/zone) o TERZE Astra Trident ZHij, EEPMT R ENFEEXLERE *, L
f§ Astra Trident BETEIRBIFEFM.

kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{ .metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"nodel", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/master":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

$1F:. SRR
BILAIZIT Astra Trident #ZfiEfaln, MUERETAEXKEEEREMEES. S EHRETTUEE—AERN

supportedTopologies RN IFH 2 XA XIFFIFRAIR, M FEAILL/SIRAY StorageClasses , RETE
2K/ KigHitRI BREFIEKEY, FREIEE.
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THEHE—TEREXRH:

YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl

managementLIF: 192.168.27.5

svm: iscsi svm

username: admin

password: password

supportedTopologies:

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-a

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-b

JSON
{
"version": 1,
"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",
"svm": "iscsi svm",
"username": "admin",
"password": "password",
"supportedTopologies": [
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"},
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-b"}

]
}

supportedTopologies ATREENFHNKIFEN D XTIR, XEXIFN S XRRAIE
(i)  storageClass iRt A iFfETIR. WTFBAFMHRBHMBHREFSKE StorageClasses ,
Astra Trident ¥7E/5iREIES,

AT LAE X supportedTopologies BB NMEMEMI— BEEWLUTRAE:
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version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
region: Iowa-DC
zone: Iowa-DC-A
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
region: Iowa-DC
zone: Iowa-DC-B
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b

ELERBIP. FER region M zone IBERNEFHEMI(IE, topology.kubernetes.io/region
topology.kubernetes.io/zone IEEFEBHNERE,

% 2. EXARARFMY StorageClasses

RIBREBE T RIRMHERVIRIMEZE, BILUE StorageClasses EX NEEHRIMER. XRHERE PVC 1EK
IEREXR RETFREM, LUIKRAIER Trident ECEMERNT R F&o

BEILTRA:
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apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:

name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io

volumeBindingMode: WaitForFirstConsumer

allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b

- key: topology.kubernetes.io/region

values:
- us-eastl
parameters:
fsType: ext4

7£ EiRStorageClassEXH. volumeBindingMode IXEH WaitForFirstConsumer, {ELLFFEIHIBERD
PVC 7 Pod 5| B ZHIASHITIZ{E, f. allowedTopologies IRMEFEAMNDIXMXIFH, o netapp-

san-us-east1 StorageClassi1E L BI##PVC san-backend-us-eastl EIARTE X MGk,

3% SIBMEER PVC

832 StorageClass FHIGHME IR, EMERLULIE PVC,

BEB RG] spec LT

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERLERBIE PVC SR TER:
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B{E Trident IR EHFHLE

kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

ltpodSpeci&KubernetesTE AT &= Eit¥IPod us-east1 Xig. ARG MFBIEAT SFHEITIER us-
eastl-a B{ us-eastl-b PX,

BEEIU T
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

BHERIULEE supportedTopologies

AUEHBEE EmUAEIEYIR supportedTopologies ] tridentctl backend update. XAZEM
BEENE, #FENATREEMPVC,

THREZER
* "EERBNER
RS P =bri s
* "SRERMEAD R KB
*IREMNAE"
fERRE

f&e] LAGIER KA TSE%(PV)EI’JKubernetes VolumeSnapshot (BRR). LUZEIFAstra Trident&
BB REI A, Lo, R UMMEERRBREIE— M HE. BIFA_clone , ZIFHIRER

ontap-nas, ontap-nas-flexgroup, ontap-san, ontap-san-economy,
solidfire-san, gcp-cvs, M azure-netapp-files KEIFEF,

FHaZ Hl
SR MR IRIRITHI2SF B E X AIEE X (CRD), XEKubernetesiZ4mHHER (5130: Kubeadm. GKE
. OpenShift)BYER R,

WNRIEFIKubernetes 3 AR A B S RIRIZTHIZZFICRD. 15BN [EEEIRRIZHIZE].

(D) RECKERSAREBSREA. BOURRRZHSE. CKE-CANENIMRALHS.

%14 . Bl VvolumeSnapshotClass

HEREIEEIE— N EREE,
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cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: csi-snapclass
driver: csi.trident.netapp.io

deletionPolicy: Delete

o driver }EMAYER J1=IKCSIIKEIFEF, deletionPolicy FJLAE Delete B Retaino, &= N
Retain. FHEEE LNKEVEREBSRE. BMEEFEAN ML volunesnapshot X REMIBR.

BEXEMEE. BB NIEEE: /trident5|A/objects.htmi#Kubernetes -volumesnapshotclass-
objects[VolumeSnapshotClass]o

£ 2% CIZIME PVC BRI
LR BRI I A PVCRIRER,

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:
persistentVolumeClaimName: pvcl

EUERBIR. AR ANPVCEIERER pvel RIBABRIFIZKEN pvel-snapo

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

X2 T volumeSnapshot X HRo VolumeSnapshotZEUFPVC. H5XEX VolumeSnapshotContent &
TEFRRIBRIIT R

A LIFRIR VolumeSnapshotContent BIRTR pvel-snap VolumeSnapshotdyistER,
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kubectl describe volumesnapshots pvcl-snap

Name : pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap

Snapshot Content Name: snapcontent-e8d8alca-9826-11e9-9807-525400f3f660

Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl

Status:

Creation Time: 2019-06-26T15:27:297

Ready To Use: true

Restore Size: 3Gi

o Snapshot Content Name FRiR¥FEEILIRIREIVolumeSnapshotContenti %R, o Ready To Use BEFERR
BIf# F Snapshot | ZFBIPVC,

% 3 4. M VolumeSnapshots 8l PVC

R BIERREREIZPVC,

cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io
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dataSource ERIER R /IBIVolumeSnapshottEPVC pvcl-snap fEAEIER. LIRIEEIETR Astra
Trident MIRERGIEE PVC . 8I& PVC fa, RILUGEMINNE Pod £, HEEREMEEM PVC —HER.

(O 2ESHERNSEZETLRPVC datasource,

MIFRE S IRFEBIPV

@Fﬁﬁﬁﬁ KEXRERRIKAMER, HEWNHY Trident EXFEFHA " ETEMER "R MIERERIRUMIBRAsta Trdent

EESRIRITH2S
SNR1EHIKubernetes 3 AR A B S RERIEHIZBFMCRD. WA LURIN FRR#E T8 E,

TR
1. BIEHREBCRD,

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. gIERRARITH2R,

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

@ NBEMNE. FTF deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml HEH namespace 5 T8,
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fERRRRE SHE

AINERT. REBERATFRERS. UERAEEMESERRENSHNFREM ontap-nas M ontap-
nas-economy JXEIFEF. B .snapshot BRUBEMREBIRE LR,

fEAvolume Snapshot restore ONTAPER 1T R EE & X R EI SRR I RAVIRE,

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap_ archive

(D) EEsSnapshotflssy, MEERERHESR, SR SnapshotBIAEHEMERRNERSESR.

WEESHEEE
* BRE
* "VolumeSnapshotClass"

BRHE

i@ Astra Trident , Kubernetes BF AJLIE G2 ERNEHTTT B, EREXT &
iISCSI #1 NFS HEFrEECEMER.

BFF iSCSI &
EaILAfEA CSI BEcEfRZFY B iSCSI kAME (PV)

@ S HFSCSIEY B ontap-san, ontap-san-economy, solidfire-san JRohiEFHE
EKubernetes 1.16 BB AR,

7R
& iSCSI PV SfELL TR

* ¢miEStorageClassTEX LIIEE allowVolumeExpansion FERIEE N trueo

* YREEPVCENXFHEH spec.resources.requests.storage URMHEEN K/ ZXKNBHIKXTFRE

Ko
* BIRE PV K/, BT PV IEHEE Pod o 5% iSCSI PV A/NBY, BFFHIER:
° WIR PV E#E Pod , M Astra Trident R RFEEHRINE, EMEMIREFEEXHRAXI.

o S2FARREE PV BIA/NEY, Astra Trident ¥ RE#RIRNE. & PVC 4J%E % Pod [, Trident
SEFPMSSHARXERSE AR ARG, Kubernetes 71X EBARIERINTRIGEH PVC X/

UTRBAIERTH & ISCSI PV W I{ERIE,

% 1 BCE StorageClass LI iSHT B
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cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True

3t F EFTERIStorageClass. B HEHHFITHRIBLUIERE allowvolumeExpansion %,

% 2. FRELIER StorageClass ¢l PVC

cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apivVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Astra Trident KEIE— N KAME (PV) #FRBESIKAMERE (PVC) XEBL

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s
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E 3. EXEE PVC B9 POD

FtRfFIR, eI T —1ERBIPOD san-pveo

kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name: san-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc-protection]
Capacity: 1G1i
Access Modes: RWO
VolumeMode: Filesystem
Mounted By: ubuntu-pod
4w BFPV

ERECIENPVMIGITEEN2GI. 1BHREBPVCENXFHEH spec.resources.requests.storage £2Gio
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%\-

'fd X

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 2Gi

5% Wit &

S,

EaLL@ideE PVC , PV #l Astra Trident ERYA/NVRIGIHT BESIERIEIT:
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e
e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e
fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=
fem======== e Bt fmm====== fememe==== 4

BFF NFS &

Astra Tridentz#5Xf _EECERINFS PVi#1TEY B ontap-nas, ontap-nas-economy, ontap-nas-
flexgroup, gcp-cvs, # azure-netapp-files Gifo

% 1% BCE StorageClass LI &Y B

EAENFS PV K/, BIEAEAEERTIREXRMEFEIEUATFEY B allowvolumeExpansion FE&
WEN true:

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

MREEIEEBLLRMAEMEE. WREEARENEF#EEET kubect]l edit storageclass AR
EY R
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% 2 {EREEIEM StorageClass 8l PVC

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Astra Trident 2 A1tk PVC 83— 20 MiB NFS PV :

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE
pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO
Delete Bound default/ontapnas20mb ontapnas
2méd2s

$E3%: BHPV

ERHEIER20MIB PVIAEA1GIB. 154IEPVCHIHITIZE spec.resources.requests.storage |1
GB:
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kubectl edit pvc ontapnas20mb

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 1Gi

E4F . Wity B

SR LL@deE PVC , PV #ll Astra Trident ERIAR/NRIGIEEEA/NEEIER TIE:
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
et ittt L fommm - fom e
fom - oo fom - e +
PN

SR LUER “tridentctl import @ 8I# A Trident SN FREIFHABER (PVC) Fill
B1EEES NN Kubernetes PV,
BEAFEREIN
BRI LUEES N\BAstra=H B LU & :
s BNBREFRASUHEEFERENEHIRESE
* N— M BRERERMIEENTRE

* EEAEHERKubrenetes5E
* EREVRE BRI N AR R

AR EM
SNEZH. BEEUTEESEI,

* Asta=ImkAIR HEES ANRW (115 )REMIONTAPE, DP (BUERIP)EENEZSnapMirrorBicE, EEES
MNAstra=InfEfiEZ g, ERAPETHRGR R,
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* HNBNSNEEEDERNE. ESRASRERANG. BRELE. ARRITEAN.

@ XN FRELHEE. FJyKubnetesFERIREILAIAERE. H B UBMMG EEEE
F|Pod, XFIRERFEHUREIRIT,

* Fid storageClass AMEPVCLIEE. AEAR BESNHEAERILLSE. CIEEHESERFEMEER

EEERIEMPTRBPRRITER,. BTEEFE. BLSNREAFREZE N, Eit. BESIFT5PVCH
EENFEEFLRENERIGER. SAEFZEW.

* WEEXNEPVCHBENIRE, FHREEFSANER, RAKFEE PV, HFAHESE— Claims Ref,

o BIUERIRRVIEE N retain EPVH, Kubernetes BIH4FE PVC 1 PV &, S EFHEIUNERIR UL F
BRI B R,

° FFERMIEIURIE ABT delete. MIBRPVEY. FHESIEHMIFR,

* BUANBRT. Asta=IRFEEEPVC. HERIHREMZFlexVoIfILUN, ERILUEIE --no-manage TS

NEREENIRE, WMREFER --no-manage’ §, AER BENRIESBEHARNPVCEPVHITEME
ke, MEEPVE. FaMFEEES. HEERENSONEABRSHMRFESR AR,

NREBX AU TIEAFHFER Kubernetes , BFHETE Kubernetes MNP EIRFMEENERAE
HA, MLEIEEHR,

PVC # PV RERM—MRE, BFRETEESAUKR PVC Ml PV ZEEBEE, FNEEMBRILIRE,

SN\E
&R LAER “tridentctl import” Zi8d 812 E Trident S NERER PVC RS NS,

() m®:EmPYC TR, NEBTHRER tidentct KENE.
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£ tridentctl
SIE

1. gIE—1 PVC X (5180, pvc.yaml) , ZXHFERATFEIE PVC, PVC XHREHE name.
namespace. accessModes '# “storageClassName, &, ERILITE PVC EXHIERE
unixPermissionso

AT B iR RSB

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

() weEmEnsl. PV SHREA NSNS HATESHEAR KK,

2. M tridentctl import BB LUEEESENAsta=TEIBERIRNBIRUREERE LE—IRREN

ZFR(FE0: ONTAP FlexVol. Element#. Cloud Volumes Service&1%). o -f IEEPVCXHHIRIR
FESH

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-
file>

&M PVC I8
FTIE
1. {EFAEM Trident ENTREEIZE PVC YAML XX (fl#0, pvc.yaml) o PVC XN EIE:

° name M namespace ETTEIEF

o

accessModes. resources.requests.storage | storageClassName EMAEH

° FRE:

" trident.netapp.io/importOriginalName: [Gif_ERYER TR

* trident.netapp.io/importBackendUUID: &E{FEMNGiHm UUID

* trident.netapp.io/notManaged (Optional): NAEFEEEIREN "true"s FRINMEN

"false"o

THESAEEENTROIE:
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "<volume-name>"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>

storageClassName: <storage-class-name>

2. ¥ PVC YAML X R/ E] Kubernetes S£8%:

kubectl apply -f <pvc-file>.yaml

Trident 3 BsISANEHIEELHEE PVC,

Tl

BREUTESATA. THRZFNIREIERF,

ONTAP NASFIONTAP NAS FlexGroup

Astra=TINEESZ FHEAS A% ontap-nas f ontap-nas-flexgroup WEIFERF.

@ * . ontap-nas-economy WENEFTES AT EEgtree,
* o ontap-nas #l ontap-nas-flexgroup RENIEFARIFFERAEENERZM,

FERLIENE 1 ontap-nas IREHIERFEONTAP &8 EBFlexVol, #H S N\FlexVol ontap-nas IRohiEF
M ITERIEMERE. ONTAP &&f L EFERIFlexVol BILUENEF AN ontap-nas PVC, [E##. FlexGroup volstla]
PUIEASF N ontap-nas-flexgroup PVC,

{E 8 tridentctl A5 ONTAP NAS =l
UTFRAERMNEER tridentctl SAFEESNIEIEE S,
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REL

U TFREIESANEB RS nanaged_volume UFHAK/GEH ontap nas:

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

st ettt T T e e Fom -
fom - ittt ittt fom - e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fomm - fomm -
fom - o fommm - fommm - +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

o fommm - fomm -
fom - o fom - Fom—m————— +

FREE

fEFBY --no-manage 2%, AEA BAMNEHITEDR

o
A,

#
UFREIS N unmanaged volume £ L ontap nas /gim

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o e Fomm -
fom - o fom— - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fommm————— fomm -
fom - o fomm - fommm - +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5ab6f6ad-b052-423b-80d4-8fb491ald4a22 | online | false |

o - fommm - fomm -
fom— - o fom - e +

f£ BB PVC 7 ¥ BY ONTAP NAS 7T fjl
U T RAERINEER PVC ERENFEETERE S,
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REE

T RBIMELE 81abcb27-ea63-49bb-b606-0a5315ac5f21 BANFRA “ontap volumel HI
1GiB ‘ontap-nas &, fEF PVC ARIKE T RWO ihaiER:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <managed-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap volumel"
trident.netapp.io/importBackendUUID: "8labcb27-ea63-49bb-b606-
0a5315acb5f21"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

FREE

LUITFRGIER PVC 3B MIgiH 34abcb27-ea63-49bb-b606-0a5315ac5£34 S ANRA “ontap-
volume2 'Y 1Gi ‘ontap-nas %, FI&E RWO ARIEL:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <umanaged-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap-volume2"
trident.netapp.io/importBackendUUID: "34abcb27-ea63-49bb-b606-
0ab5315ac5f34"
trident.netapp.io/notManaged: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>
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ONTAP SAN

Astra=ININEEZ FHFHASNE ontap-san REHTER,

Astra=IH7ZERT LS AN E S ENLUNBIONTAP SAN FlexVol, X5—% ontap-san KEiEFE. AT AFlexVol
RS NPVCHILUNRIZEFlexVol, Asta=i#{iI S A\FlexVolFiEHEH S5PVCRE X XEX{C3H,

UTFRAIERTMRSARESHITES:

KK

gt

I':é

WFZELE. Asta=IHiEEEFlexVolE&FRZ N pve-<uuid> ¥FlexVol FRILUNAE K 1uno,

TSN ontap-san-managed L#F7EHFlexVol ontap_san default /gif:

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

fossssssss=sssesess s osssososssssssssssss=s Fem=m==== e et
fem=======a fememmesessss s s e sese s eessasaa s f=m===== fememema=a +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
fossssssssssscessssssssesosossssssssssssa=s femmmm=== fosssmmsmsmaaaa
fressmm=a==s L R L e X
| pvc-d6eedf54-4e40-4454-92£fd-d00fc228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5ced4ca’57 | online | true |
frosssssesmssmeme s oo s e n s s e s e e froccsssssmeea==
femm======a R fe======s e +
F=REE

UFRBIS N unmanaged example volume £t ontap san fgim:

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage

e L L Fommmmomos Fommmmememesemos
et ettt Fommmmmms Fosommmmes +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmcmcosososssrs e e e e Ee T e E eSS eSS Fommmmmme= Pomemmsmsmssemss
Pommmmmmm== e cemes e s s s s s s s s ssss Pommmmm== o= +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759£555a | online | false |
Fommmmmmemsmesessse s s s s e e o= o=
Fommmmmomo= B e e e Fommmmmoe e +
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MR ERELUNBRSTEI 5Kubornetes T1 RIQNHEZIQNigroux.  FNLAFRFIFAAR. EEUEIFEIR: Lo
already mapped to initiator(s) in this group. EEEMIFFENIZFECEMESLUNABES N
o

Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-4138-9eb@-c7719tc21913
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0

unmanaged-example-igroup
mixed linux ign.1994-05.com.redhat:4c2elcf35e@

Element

Astra=ImfF #2155 FANetApp ElementZR 4 FINetApp HCIESE A solidfire-san JREHFERF,

@ Element IRGHIEFZIFEENERZ . BER. NIRFEEEMNERFR. Asta DentiFiR[EIHIR,
NIGEFRRER. RiEE. REE—NEIMHASATENE,

UTREIERN element-managed [k LHYE element defaulto

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

Fommmmmmemsmemrrrrrrrrre e e e e Fommmmo= Fommemmcememoo=s
Fommmmmmm== o mes e s s s s s s s eees Fommmmm== P +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Rttt i Fommmmmcemememe=
Fommmomomme R S e +
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
e eatet Frommomoms Fommmmmmomoomo=s
Fommmmmomo= B e Fommmomoe oo +

Google =&

Astra=BIRE FfEA S ANE gep-cvs REpiERFo

E7EGoogle=F A H S ANetApp Cloud Volumes Servicez35M%. ERERRHTEZE. K
() ERENSHBEEN—EBI. GFZE /. Ml ODRSWEEH 10.0.0.1:/adroit-
jolly-swift. BEEN adroit-jolly-swifto

Google Cloud Platform:i{l
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UTROIEFN gep-cvs [GiHLEME gecpevs YEppr BER{E adroit-jolly-swifte

tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

Fommmmcmcosososssrs e e e e Ee T e E eSS eSS Fommmmmms Fommmmcmcmsmsmss
Pommmmmmm== e cemes e s s s s s s s s ssss Pommmmm== o= +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmesessse s s s s e e e i Fommmmmmememem=
Fommmmmomo= B e e e Fommmmmoe e +

| pvc-ad6ccab’7-44aa-4433-94bl-e47£c8c0fad5 | 93 GiB | gcp-storage | file
| ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
R Frommmmom= Fommmmmcemoomo=s
Pommmmmmm== ettt P o= +

Azure NetApp Files

Astra=ININEEZ FHFEASANE azure-netapp-files M azure-netapp-files-subvolume JREIFERF,

@ EF NAzure NetApp Filess. BREBRREREZE. SRERENSHBEN—&D. ITZE

1 /o g0, WNREFEHEKIER 10.0.0.2:/importvoll. HEEN importvolls

UTREEFN azure-netapp-files [Gix EHE azurenetappfiles 40517 HI1E importvolls

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

Fommmmmmmmsmeseseseses s s s s e o= o eemememe=
Fommmmmomme Fommememeressrereemenessosoeseesomomoms Fomommmme Fommmmomos +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

Fommmmmmomomoososorreroemememenemeoememmm o Frommmmomos Fromcmmemememonos
Fommmmmmms FosmsmsmsrorsrsrossoosososEsEeneses oo o Fommmmmos Fosmmmmmes +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274f-d94b-44a3-98a3-04c953c9%a5le | online | true |

ARttt Fosommmmes Fomosmsmsssmsoss
Pommmmmmm== o memes s s s s s s s Pommmmm== o= +

TR TEIZEIHENFSE

fEFAstra Trident, ERILIEE SR TEREIEE. HE— TSR TEPH
ZEo

Nt
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fEFHAstra TridentVolumeReference CR. &R LATE—1N 2 % NKubernetesip & Ta] Z (8] L ittt
ZReadWriteMany (rwx) NFS#, ﬁtKubernetesﬂK*)lﬁrF/i’%E% BEBEUTME:

* BT Z MRS IFREESRBGRE SN
s EATFFRBE Trident NFSHIRTHIZEE
* FRF FtridentctiHAE M EMIEARYIKubernetesThEE

B ER T N Kubernetesii & 8] Z [BIFINFSEHEHE,

"primary" o
namespace

namespace

1

1

1

1
secondary "
1
TVol €—» Tvol '
:

1

=
3
2

.......................

TridentVolumeReference

r
\ #
Storage L — '
Volume

AENNSEBEEIKENFSEHE,

o FEERPVCUHZESE

Rep B =EEPIAE B R T IHERPVCHEIIERIIR,

BFEBIrS R TIEFRIZECRAIR
EREER MBI RATENFIE &R FEIETridentVolumeReference CRAVIX R,
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e X Bird & =ialelE TridentVolumeReference
Bt & eI A & %8I TridentVolumeReference CRLLS|FIEPVC,

o B R=E R e EMEPVC
Biren BT BRI E & I MEPVCLUERIRPVCHIEIE TR,

&R Biran R =iE

NTHRE2E. BaRTEHEFERGBTEMEE. SHEERNBTGIZRMEENDENRE. &
N RE S %F‘%@o

TE
1. BB TEREE: *BIEPVC (pvecl). UEF5S5BIrmB T EHZNINIR (namespace?)

shareToNamespace triEo

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Astra Trident28lIZEPV X E[GiHNFSTE(EE.

o BRI UEIE S ARRYIRIGPVCEZSL L s =TiEl, flil:
trident.netapp.io/shareToNamespace:
namespace?,namespace3, namespacedo

@ © WRILERHAZEIFESmRTIE *. fl:

trident.netapp.io/shareToNamespace: *

o & IEMPVCLAEHE shareToNamespace BERNARINTRE,

2. *EREER. QIEATEXABHRITkubeconfig. LIRFBEIrmRATEIFIEEEEIFMATIEFE)
#ZETridentVolumeReference CRIIAPR,

3. *Birmn B TEIFfEE: BB TEPEIES | BIRaE e TridentVolumeReference CR pvcilo
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apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. *BirenBTEIFTEE: *QIEPVC (pvc2) (namespace?) shareFromPVC B FIEERPVCHTRE,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

()  BiPVCHAIKTINFREFEPVC,

#ZR

Astra Tridenti2BX shareFrompvC fEBIRPVC LARIIIRE. FHREMPVRIZN—TINEE. MEBSZEEHD
RPVRTFERIR. HARZERPVEMERIR. BIRPVCHIPVERNIEESE.

BsEZES

ST BREZ N e B TEJHEMNE, Astra TridentEfBRx R TE_ EEIAE. FHRIFHHFZENEM
R TEIAYIANE. MIFRS|IEENFIEaRRTEIG. Astra TridentiEIBRiZE,

£/ ... tridentctl get BIEAMNES

fEA[tridentctl XARFEAR. EAILUETT get BTFRBMEBEN TS, EXFMER. BEENHEE
Jtrident referation/tridentctl.html[t ridentctl S8 FEIN],
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Usage:
tridentctl get [option]
flags

* -h, --help:. HBEH,
* ——parentOfSubordinate string. BFEWEREHIAMEE,

* ——subordinateOf string. BEHEEGINENTE,

BRI

* Astra TridentTAfHLIE BfRas BT RIS AR RS, BN ERAXANEREMHIZRGIEBEHLZEHE.

* fERBEBI IR RIBGE FHRPVCHYIAIR) shareToNamespace 8% shareFromNamespace tr+ 3R
TridentVolumeReference CR.EBHUHIAR. HAIAMIERMEPVC,

* TEEMBEE LRITRIR. EMEREE.

BXRIFEES ...
BT REXESZTEEHEAMEMER. BRITUTRE:
- BiHE ESSSAZERES: WEGETEEHEARHel0"

* B LRYET "NetAppTV'

54% Astra Trident

Asta Tridentig{t 7 —2HPrometheusistnimm. BT 41T Asta TridentBY4ERE,

RN

B3t Astra Trident 12AVIEHR, ER]LIBITLATRIE:

* (REAX Astra Trident IBITIRRAMECERIET R, &R LI ERIERNMINIZE UK ER S EBRIAS Gk
HITBIS.

c MBEGREABRER, ATHRERREENSEHEUNRSANEEES,

s HIPR AR ENSHENRE X R,

* IRERMERE, ERILLT 2 Astra Trident S5igim@EHHRITIREFrERIETE],

@ ZMAB R T Tridenttlistna B REERHOL 8001 £ /metrics S, L& Trident BY,
XLEERRERIAN * BBE * o

BEENHRA
s 2T Astra Trident B Kubernetes &%,

* — Prometheus 5, BILLZE "B 2e{k Prometheus ZFE" 8&, EHRILUERIE Prometheus {ERIBIT"
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https://prometheus.io/download/

[RENBERF"

%1% EX Prometheus Bfx

&N E X — Prometheus BARIAUEEISIRHIRENE X/5in Astra Trident EIEREE, BEIENES, X &
=" N BUIE Prometheus 1 Grafana 5 Astra Trident 5 & B XM ZRIE R, BENE T AT Kubernetes
%ﬁqﬂ LU21E R B 191517 Prometheus , LIXRUNMEIEIEE ServiceMonitor 33KEX Astra Trident B938%5.

% 2 % 6132 Prometheus ServiceMonitor

B(SEATridentiEtF. B EIE— M ISIEIPrometheus ServiceMonitor trident-csi BREZHGIIF metrics if
M. =~f§l ServiceMonitor ¥1 FFA7R:

apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics

interval: 15s

Ltk ServiceMonitorfE X I ZIR [EIAYIERT trident-csi BRSB. HEIIEH metrics IREWEH S,
Itb. PrometheusIIEECE 7 T fi#Asta =Mt (X
FetTo

FRT B MAstra TridentIRIGHIIEFTR Z I kubeleiR AFF TIFZ4EHT kubelet volume * i@id B 2HIIEIRHR S
BEEIENT. Kubelet BILUEMHEXEEIEN%E, Pod RELEHMEMAIHRIENEE, 550 "I,

% 3% {£H PromQL &if Trident 15%x
PromQL FEEIE S 6 R[EIRT 8] 53 R IR FRIA .
AT LAER LT PromQL &1
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FREX Trident T TIRRER

* &8 Astra Trident B9 HTTP 2XX MR BY B 7 B

(sum (trident rest ops seconds total count{status code=~"2.."} OR on()

vector (0)) / sum (trident rest ops seconds total count)) * 100
* ELRESHIER A Astra Trident 89 REST MR H 23 tb

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds total count))) * 100

* * H Astra Trident HU{THUIR IR IGREEESE] (ZFD) *

sum by (operation)
(trident operation duration milliseconds sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds_ count{success="true"})

5%EY Astra Trident FEE 2

* ERN THIE

trident volume allocated bytes/trident volume count

* B EREENEETE

sum (trident volume allocated bytes) by (backend uuid)
RERBNERERESR

()  a7EmEPRE kubelet $51TRY, 7 2B ALLHEE,

* BT ENERTEIESEL

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100
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T iR % Astra Trident AutoSupport ENHER

ZANBERT, Astra Trident 228 HT52M NetApp &KX Prometheus 1IEIRMEARFIHRE Eo

* EPH1EAstra TridentEINetApp&iXPrometheusiEfrfIE R FiREE. 15%E —--silence-autosupport

TEAstra TridentZ &£ HAE]ARIC,

* Astra Tridenti® ] ARIBE B B2 HEAIXEINetAppZ1FEB|] tridentctl send autosupporte
FEMAL Astra Trident A EEERE. ERXRBEZHI, ERNIES NetApp BY
"BRFAELER"S

* BRAERHWEA, BN Astra Trident &M X 24 EHEEXAE.

s A UERIEE HEFREIESERE --since fr&. HI¥0: tridentctl send autosupport
--since=1h, IEEBEIIEMKIX trident-autosupport container
FEAER M= iR, el LUAMIRENA2ZIRAR "Trident AutoSupport”s

* Trident AutoSupport FZWEHEHMIAZMER (Pill) HPAFER. EMHER "EULA" FERTF=IkTF

ERRIREART . EEILUFH T fi#NetApp Xt BB L £ S ERIAE "Lhad",

Astra Trident ZIXBMAEFH RFIWO0T

items:
- backendUUID: £ff3852el-18a5-4df4-b2d3-£59£829627ed
protocol: file
config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags:
disableDelete: false
serialNumbers:
- nwkvzfanek SN
limitVolumeSize: "'
state: online

online: true

* AutoSupport JHE R &KX E| NetApp B9 AutoSupport i s, SNREFERAB IMRFHEDZRME. NoT LUE

B --image-registry R

s fSETLUBT N RE YAML XA4RECE IR URL o RILUERSTRLEIRIE tridentctl install

--generate-custom-yaml BIEBYAMLXEH RN --proxy-url FIBE trident-autosupport A28

trident-deployment.yamlo

M Astra Trident 1545
2RSSR, NEREMBETENXYAML --generate-custom-yaml i5& )FH 3 Ei#H 7458 LIMRIER

--metrics AAFIABNFE trident-main
PN
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https://www.netapp.com/company/legal/privacy-policy/
https://www.netapp.com/company/legal/privacy-policy/
https://www.netapp.com/company/legal/privacy-policy/
https://hub.docker.com/r/netapp/trident-autosupport
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/pdf.html?item=/media/14114-enduserlicenseagreementworldwidepdf.pdf
https://www.netapp.com/pdf.html?item=/media/14114-enduserlicenseagreementworldwidepdf.pdf
https://www.netapp.com/pdf.html?item=/media/14114-enduserlicenseagreementworldwidepdf.pdf
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i& A+ Docker BY Astra Trident
ZRERBIIESME
FEEDE Astra Trident 281, (EMAIE T L EAIE BN EM N ATER L,

FIEER

s TN ER T FHEFAEEX "EX',
* R ERETZHFM Docker hr7As, INRERY Docker iASBEIRY, "ZEHEME"

docker --version

* WIEREEAEEN EREMEE MNETR R

Y BRIERS e

NFS RHEL 8+ sudo yum install -y nfs-
utils

NFS Ubuntu sudo apt-get install -y

nfs-common
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X
iISCSI
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BRIERR
RHEL 8+

A
o

&
1

A
=
- RELUTRENME:

sudo yum install -y
lsscsi iscsi-initiator-
utils sg3 utils device-
mapper-multipath

M iscsi-initiator-utils kR~ 2
57 6.2.0.877-2.el7 HESAR
K

rpm —-g iscsi-initiator-
utils

B ENFE:

sudo sed -i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

ERZRIE:

sudo mpathconf --enable
--with multipathd y
-—-find multipaths n

R
etc/multipat

@ h.conf 18
find multipa
ths no F
defaultse

1R iscsid
multipathd EEETT:

sudo systemctl enable
--now iscsid multipathd

BRHE56) iscsi:

sudo systemctl enable
--now iscsi



X
iISCSI

B1ERS e
Ubuntu 1. REPTRARGE:

sudo apt-get install -y
open-iscsi lsscsi sg3-
utils multipath-tools
scsitools

2. 197 open-iscsi IRASEE X
2.0.877-5ubuntu2.10 S{E = AR
K (HFWFRS) 5§ 2.0.877-
7.1ubuntu6.1 SKESHRAS (XF
F Focal ) :

dpkg -1 open-iscsi
3. BHEgERFon:

sudo sed -1i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4 BRZRE:

sudo tee
/etc/multipath.conf <
«—'"'EQOF"'

defaults {

user friendly names yes
find multipaths no

}

EOF

sudo systemctl enable
--now multipath-
tools.service

sudo service multipath-
tools restart

ffafx
etc/multipat
(D h.conf 818
find multipa
ths no B
defaultso

5. 15H1R open-iscsi
multipath-tools BEEBHEA
IETEIETT:

sudo systemctl status
multipath-tools

sudo systemctl enable
--now open- 295
iscsi.service



2R Astra Trident
sudo systemctl status

i& AT Docker B Astra Trident Bl 3% 5i& T NetApp FET & Docker £ ARG E

o EXFIMFMETAE Docker ENMFHEARRENEE, HIRMH—MER, BTE
REANMEMF S,

Astra Trident B9Z P 3EBIR] AR ER—FEN LIET1T. XEFEATURRIEERIZ N FHRASRMNEMERE, Heeia
E X FAF Docker H#HI7Z(E

BEBENAR

B2 "EENRREM. BEBEHRSFMHE, BInIEE Astra Trident o

Docker T EHHF A% (1.13/17.03 RESIRA)
Sas = ATl
R IBEERTIPHIZES ERER T Astra Trident Z &89 Docker 1.13/ 17.03 , EHREERSZ
BHREME A EZRIZLE Astra Trident S#HFEHEF B Docker TP #HTE,

1. 2 IEFRE ETEETTRYSEA)

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. E¥iB5h Docker o

systemctl restart docker

3. FRE X% Docker 512 17.03 (HhRZs 1.13 ) HEShRAS,

docker —--version

NREHRABIH, "LENENLE"

pg
1. BUERECE S HIRIN T PR HE BTN -

° config: FINXX RN config.json\TEzEE\ f&0] LU 15 E SR (8 A Pk BRI B #R ‘config 1EIN
MXHER, BEXHHANMTH /etc/netappdvp EWERFG LHE R,

° log-level: ¥EEHEILFEET (debug, info, warn, error, fatal) o EXIAMEN infoo
° debug: EERERBARXEETIER. FRIAMEN false o TIRH true , MEBEZHELRT.
L. NEEEXHEIE—MIE:
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sudo mkdir -p /etc/netappdvp

ii. BlEECEM

cat << EOF > /etc/netappdvp/config.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EOF

2. EARERBMGRYSE) Astra Trident o B <version> EIETEEFARRAARZR (xxX.XX.X)o

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

3. FFYAfER Astra Trident SHFE B EC B RS MITENE,
a. BIER A "firstVolume" 1%

docker volume create -d netapp --name firstVolume

b. EA BT IRIIAS:

docker run --rm -it --volume-driver netapp --volume

secondVolume:/my vol alpine ash

c. fifgE "firstVolume" :

docker volume rm firstVolume

B45% (1.12 HERhRA)
FraaZ Al
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1. RSB L% Docker hRZs 1.10 B E S hRAS,

docker --version

NRERABEIH, BFEHREHNRE.

curl -fsSL https://get.docker.com/ | sh

5 "RIRIERA TERY D & hRZASEY IS BRI TIR(E S
2. WIRENENRFEE NFS # / K iSCSI .

-
1. LEFAE NetApp Docker #fEH
a. THHBESENBEF:

wget

https://github.com/NetApp/trident/releases/download/v23.04.0/trident-
installer-23.04.0.tar.gz

tar zxf trident-installer-23.04.0.tar.gz

b. BEpEHEFERFEPHEMIE:

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident

C. NECEXMHFEIR—MIE:

sudo mkdir -p /etc/netappdvp

d. BUERECE 4!
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cat << EOF > /etc/netappdvp/ontap-nas.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EOF

2. RETHBXHHEREEXHE, EAMFNEEXHEE Trident SFiF#IZ,

sudo trident --config=/etc/netappdvp/ontap-nas.json

() mibEE, SUBEHZFENEASIN netapp” o

Brhrir#iEfE, @SR LR Docker ST RERIZMERES
3. glEE

docker volume create -d netapp --name trident 1

4. EEhAEEHIECE Docker &

docker run --rm -it --volume-driver netapp --volume trident 2:/my vol
alpine ash

5. HiF% Docker %:

docker volume rm trident 1
docker volume rm trident 2

FERZ BN 5 Astra Trident

BXRETFRAFRINARFHIRBIR TS, 120 contrib/trident.service.example 7EGit repo. &
MRHELEALLX 4. iBEHMITUUTRE:

1. Bt EHZIERNLE,
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IRIEFIBITEZANEG], NEBTTS AR ERME—R R,

cp contrib/trident.service.example
/usr/lib/systemd/system/trident.service

2. fREEXH, B (55 2 17) ULEIRNEFBMMEEXHRE (5B 917) URMEMWIFIE,
3. EHFME systemd LU NEX:

systemctl daemon-reload

4. BRRS,

LB FFEEER R R XHEME /usr/1ib/systemd/system BRo

systemctl enable trident

S. BThBRSS.

systemctl start trident

6. BERS.

systemctl status trident

@ BYHEEHBETXHR. 15E1T systemct]l daemon-reload fp< ABHEBERIRBIFTMEIE
o

HRekEIE Astra Trident

e R et FALRIERTF Docker B Astra Trident , TIASITIEE{FERMNE=EEAIR

M, EHLIER. SE—EBIEHBE docker volume EREFGEHGSEARASE
%l\ NREREFRRTEESE. BIEGEENETHLE. EAZHERT, XREE/LHW

o

K

PITU TS BLUFALKERTF Docker B9 Astra Trident o

p
1. MBS
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docker volume 1ls
DRIVER VOLUME NAME

netapp:latest my volume

2. R

docker plugin disable -f netapp:latest
docker plugin 1s

ID NAME DESCRIPTION
ENABLED
7067£39a5d£5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. FHERIEM

docker plugin upgrade --skip-remote-check --grant-all-permissions
netapp:latest netapp/trident-plugin:21.07

@ Astra Trident 18.01 hREXfXT nDVP . BN EEMHALK netapp/ndvp-plugin LUEERHR
ERE netapp/trident-plugin B,

4. BN

docker plugin enable netapp:latest

o WIFERERAItEN:

docker plugin 1s

ID NAME DESCRIPTION

ENABLED

7067£39%9a5df5 netapp:latest Trident - NetApp Docker Volume
Plugin true

6. WIFEEERIN:

docker volume 1s
DRIVER VOLUME NAME
netapp:latest my volume

231



WREMIBRRAEY Astra Trident  ( 20.10 Z HiRVhRZA) FLRE| Astra Trident 20.10 HE SR
A, NTERBEEIR. BXFAER, BSL BRI, MRELER. WNTERA

@ IiEfr. ZARMBRILIES. BEIEE— MM E S HRREFFR R Astra Tridenthiizs
docker plugin install netapp/trident-plugin:20.10 --alias netapp
--grant-all-permissions config=config.json

N
HITUU TS BENEERE T Docker BY Astra Trident o

SIE
1. MERESIBIFRE .
2. 2REH:

docker plugin disable netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£3%a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. MBRIEM

docker plugin rm netapp:latest

ERE

eI LU AMERCE. ZEMMBIFRS docker volume IRIBEEISTE 7 Astra Trident
RehiEF B IFAVER <.

tEE
* ERBAB RO S RMEFNS:

docker volume create -d netapp --name firstVolume
* [ERRFER Astra Trident SRfIBIES

docker volume create -d ntap bronze --name bronzeVolume
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() mEREEEF ST, BERRHREFNRIAE,

* BERINER/). BERAEMIEFLIRZ 20GB &, BEILUTRA:

docker volume create -d netapp --name my vol --opt size=20G

EARNAFRERT, ZFNRES— eS8 TiEYE (fil: 106, 20GB,

3TB) o MRARIBERML, MAIAEN GRNBMAIURTH2H9% (B, KB, MB,
GiB, TiB) 5 108& (B, KB, MB, GB, TB) . HZEB{IEM2898ER (G=
GB, T=TB, ...) o

ifrE
* GRMERE R Docker H—HEMIFRILS :

docker volume rm firstVolume

() @M solidfire-san WatERH. LARAUGMIRAEERS.

HBATUTHZBUFARIE BT Docker BY Astra Trident o

RfEE

{EFBY ontap-nas, ontap-san, solidfire-san, # gcp-cvs storage drivers. Astra Tridentd]
MUreEE, R ontap-nas-flexgroup 3% ontap-nas—-economy JWoiEF. AXiFmlE, MNIIEELE
BB OIEMIRE,

* IEELIKERIR:
docker volume inspect <volume name>
* NEIEBRIEME, XRSEOIEMRE:

docker volume create -d <driver name> --name <new_name> -0

from=<source docker volume>

* MELMBRBEIENE. WREFZEIERIRE:

docker volume create -d <driver name> --name <new name> -0

from=<source docker volume> -o fromSnapshot=<source snap name>
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Nl

docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstvVolume",
"Name": "firstVolume",

"Options": {1},

"Scope": "global",
"Status": {
"Snapshots": [

{
"Created": "2017-02-10T19:05:002",
"Name": "hourly.2017-02-10 1505"

docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume
clonedvVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas --name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

paEIbiN=ielbe s Sy

NRARREEPX. FHAstra TridentSZ3FEXH RS (BN an). MBI LAERTrident * only *i@id 281571 9MEB
BB T (HETIE) extd B ° /dev/sdcl TiEiBidAstra Tridentif[a)).

IXhizRr T ARV BT

BIFRERIZFEE —AARANED, eI LIRS EEXLERTUR B E X ER,
BXRERATEEENFERSGRNEDR, BEIUTAS,

L QBRI EAXEETHFEE SR, ERRMAETMNE -o Ea<ITRERERERITIRE XESH
&= JSON ECE X RIEREFRE,
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ONTAP #&3%IN

NFS #1 iSCSI WERIEBENBEEUTRE !

JZEI

size

spaceReserve

snapshotPolicy

snapshotReserve

splitOnClone

encryption

tieringPolicy

LUTFMIINEBUE A F NFS * R * -

Description

BEHNRNRINT1GB,

EENERLES, PRIANIEE. BEN none (f5iE
BEE)H volume (BELE).

32 E=% Snapshot BERIGSE NFAEE. HIAMERN
none. XEKEASBIANERNEIRE, BRIEFHEE
BEREN, TNEE ONTAP &4 FHEE—IEH
"defaultion" FUSREE, ZREXBIEHERE/NDE/ET
TRER, FWNERRBMENESRERE, @i,

B LR E RBHIREHIEIE . snapshot EREEER
FHBE

R ER R IREBIBIEENPFTRE S, BRIAMER no
8, XEKREINREIERT snapshotPolicy , ONTAP
$53%4#% snapshotReserve GEE RN 5% ) ; MR
snapshotPolicy /7 none , Mi%E$E 0% o ERILTEECE
XEFRFRE ONTAP [SiRigEEIA
snapshotReserve {8, HEIREHERBE{ERR ontap-nas-
economy. LISMIIFERE ONTAP [GimAYE Bl 3R 1EI,

RS, IHRERELRERE ONTAP ILEIMERE
wHDEME. BIMEAN false. ERMEENFELERE
o, RFECERIUAEREMEREDFS,
ARKA B EAREFERERNNS. FlWl, =E
THIEFEA LT EAENE, ETENEFMERD, B
M ERYF BN 7 Te o

E#1E LB ANetAppEME(NVE); FIAAN falseo
BERALED, HAESREF LIRS NVE BRI HEA
NVE o

MRERHBEHATNAE. NIfEAstra TridentPECERIE
(EESEREI=E A =N

BXFMER. FBM: "Astra Tridentil{A 5NVE
FINAEER&ER"

REBRATENDEREE. XREREHIEEZENIFE

RS (R) HESBEDRR.
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il

unixPermissions

snapshotDir

exportPolicy

securityStyle

UTFMEDUE A T iSCSI * 1R * -

peirtd|

fileSystemType

spaceAllocation

)
BEUUTRA:

* Bl 10 GiB %:

Description

HEIMAFIERIAE RS RERINR, FOABERT.
NIRBIEERN ---rwxr-xr-x WUKFERT
750755, M “root BEAFIEE., XAHEFIEX
¥ efER.

BEIGE RN true HoliE .snapshot HRENE PG
AUEEINE R, BIMESN false. R RME
.snapshot RINBERT. BERLTFREARS., FLem
B (FI9NE 5 MySQLERR)EB1 TR T AR FARIETT
.snapshot BRA M,

REBRATENTHREE. FRINMEN defaulto

RERTIHRENE 2R BIAEN unix. BNIE

7 unix M mixedo

Description

BB TFIEINK iISCSI EMXH RS, RRINMER
extdo BMEN ext3, extd, F xfso

BHISE N false ¥XRHALUNKZBISECIIEE. BRIA
BEA true. RZHETEIARBEFHLUNT AIES
ENBf. ONTAP =mEFENAHBER, IFEITHE 781
ONTAP 7 EAMBREGER B ahEW=al,

docker volume create -d netapp --name demo -o size=10G -o

encryption=true

* BIEZABRIRAY 100GIB £

docker volume create -d netapp --name demo -o size=100G -o

snapshotPolicy=default -o snapshotReserve=10

* SIEBRAT setuid IS
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docker volume create -d netapp --name demo -0 unixPermissions=4755

B/INEAR/INA 20MiB o
MR KIS EIREBINE HIRBEFEIR AN none. Tridenti$E 0% IRIBFNE,

* BUETRIRERE B LTIRIENEHE

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

* QIE— P TIRRREEE BE X IRIEFAE S 10% BE:

docker volume create -d netapp --name my vol --opt snapshotPolicy=none
--opt snapshotReserve=10

* QIZABRIBEREM 10% BEXREBABNE:

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

* ERRERRIEEIES, HIES ONTAP MBLARERINE (BEHN5%)

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy

Element R {4-%3%10

Element IS B R 5EXKHA/NMARSFRE (QoS) RE&. CIEEM. BEMEESHXIKAIQoSER

B -0 type=service level AiE,

£ Element IRGHTEFENX QoS FRBFRFINE—FT B E/DOIE—FRE, HiEESEHEXHTRMNINKENE
N, BARMEL IOPS,

Hth Element Z{H & LI ETEIE:

IR Description
size BHAN, BIAN 1GB HECERE ... "AIAE" !
{"size": "5¢"} o
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JFEIN Description

blocksize {5 512 8§ 4096 , 2RiAA 512 SKECERE
DefaultBlockSize o

Nl

BEERLUTEE QoS EXRIRFIACE X 4!

"Types": [

{
"Type'": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000
}
by
{
"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000
}
by
{
"Type": "Gold",
"Qos": {

"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

ELEREEF, BINE=1ERBRENX: A, BENSE, XEZREEEN,
* 8l 10 GiB &5

docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G
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* 872 100GiB k5% :

docker volume create -d solidfire --name sfBronze -o type=Bronze -o
size=100G

LI&* E ITAN
ERI LS B S AR B 1THEH R, WS BSRY757ARIZETT Docker fAFRY A TR

gk BiS LU TTE R R

T
1. NREERBINAIEEIGEHE AWM. F8 docker plugin ). BRI TFAAITREREN]:

docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume

Plugin false
journalctl -u docker | grep 4fb97d2b956b

A SIERESIN AFIEIZIIR SR, MRELXMXERE, WIUBAFRETIER.
2. ZERARRAERLER, BLREBATRHATIERAES:

docker plugin install netapp/trident-plugin:<version> --alias <alias>
debug=true

HE, FEREEFNELTEREHASTIER:

docker plugin disable <plugin>
docker plugin set <plugin> debug=true
docker plugin enable <plugin>

3 MREFMNEBToHBIXEARE. MENPSERMAZE /var/log/netappdve BF. BEBAFEKXAEIL
R. BIBTE -debug BT,

—AREEHRR R

* MAPBINSRENNRARKEERY, SEHATENGEN. MRAEXMER, ERRNTERIEBEH
, BRIEZBINTHER:
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Error response from daemon: dial unix /run/docker/plugins/<id>/netapp.sock:
connect: no such file or directory

XERERBGTIER. FIENE, ZEGENET2ENAKICRINE, ATUEMEIZEHAIEBEINAS

ia]d

* NRTEEPVEHEI RN HIAR, BHARXE rpcbind ERERIETIET. FRENIRERFARENIR
HEEERHNERS rpcbind EFEIE T, ErLUBHIEITRIEErpcbindIRSBHVIRES systemctl
status rpcbind FEFMI,

EIEZ 1 Astra Trident 245

NRFLERERIREZ NMEEEE, WEEZ Trident 2, ZNLFIRXBEZRERNERE
HARREIR --alias E. {E —--volume-driver EEN_ESEFIY TridentBdBYE
I,

Docker &G (1.13/17.03 HESIRAE) HYH 12
1. BEEE R B MELE RIS — N6,

docker plugin install --grant-all-permissions --alias silver
netapp/trident-plugin:21.07 config=silver.json

2. BEIEZAREA, EEEMGIRMEEX .

docker plugin install --grant-all-permissions --alias gold
netapp/trident-plugin:21.07 config=gold.json

3. BIER AR IBERETEF B IFNE,
fan, WFEEE:

docker volume create -d gold --name ntapGold

f5en, 3FREE:

docker volume create -d silver --name ntapSilver

B4 (112 HERRAE) BT FE
1. EEBEENXIETER ID BrhEH NFS EErEMG:

240



sudo trident --volume-driver=netapp-nas --config=/path/to/config
-nfs.json

2. FRBENXRNIER ID BEhE A iSCS| BB REH:

sudo trident --volume-driver=netapp-san --config=/path/to/config
-iscsi.json

3. AT IRENIEFLFIECE Docker &

f5an, 33F NFS:

docker volume create -d netapp-nas --name my nfs vol

540, X+F iscCsl :

docker volume create -d netapp-san --name my iscsi vol

2 Fi e =prinl]

BB IERTFIEH Astra Trident Bt B IR B &I,

2 HECE XN

XL EIRTUE A FFE Astra Trident B2 &, MAE EFAIERNFMETE,

7RI Description Gl

version A EXFhrE= 1

storageDriverName ZEIRTHIZEFE R B FR ontap-nas, ontap-san,

ontap—-nas-economy,
ontap-nas-flexgroup,
solidfire-san

storagePrefix ERMIEERISR. FIAE: staging_
netappdvp o

limitVolumeSize EXNBALERRS], BOAE: """ ( 109
SRR I SLhE)
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B7NER storagePrefix TtRGIMII(BIERIAE). FHINBER . solidfire-san WKEhiERF
BRBISE. MAERRZR. BITRIVERSFENTER ID #1T Docker HIREY, HETERTEE
%%TE{E%WE’\J'I‘%H‘FTE% Docker H3E7ERY Docker hids, IRshiZRF15 EMIRIARFRIE ML

TR UERMIANETRE R R ZNES N E LIEEXERT, o size RTABTFABERIZEEE, BXMNMAIR
BIANERNBTRA, 1520 ONTAP EEE—T5o

7RI Description 5
size MERRERNAKR D BUIAME: 16 106
ONTAP ECE

IR7T bR F/ECEEZIN, EEEA ONTAP BY, i&rTLAER LA T IR IED,

1IN Description 45

managementLIF ONTAP EIE LIF B9 IP #hitk, &7] 10.0.0.1
LIeETLeREE®Z (FQDN) .

dataLIF X LIF B9 1P ik, 10.0.0.2

* ONTAP NASIREHFERF*: #EiX
8T dataLIF. WNRFKIRMHIL
2%, NAstra Trident2 MSVM
IREVEGELIF, ErILeER
FNFSEHIZEN T2 REE
Z(FQDN). Ma] LLEIETE
IADNS. UEEZMEUELIFZ
EESNAE R .

* ONTAP SANIRGHIERR*: &~
JiSCSHEE, Astra TridentfsE
FH "ONTAP #EF M LUNBRET" &
WEN ZRIRRIEFERISCI
LIF, SNREM. MSEREE
dataLIF BEAME Mo

svm E{FFAY Storage Virtual Machine  svm_nfs
(UNEREIE LIF EEELIF, WA
IAYETR)
username BFEEINEFFLEFNARE vsadmin
password BFEEIEFEEISENE secret
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1PEI0 Description T 5

aggregate ERRENRS (Ahk; WRIKET aggrl
RS, Mg HE SR SYM
) o o ontap-nas-flexgroup
IXCHFERS. LLIETUE #2288, 2EC
4 SVM NFBER&#HATEE
FlexGroup %,

limitAggregateUsage )i, NRFEASEEILESDL, 75%
MELE LK
nfsMountOptions 3 NFS HEHIATUHITIRAITH]; B\ -0 nfsvers=4

INA -0 nfsver=3 , (UEAT
ontap-nas #l ontap-nas-
economy REIIEF. "IEZ LA
B NFS EHEEEE"

igroupName Asta=TTEIERIZT R EIEMEE netappdvp
igroups {E/N netappdvpo

IERREE R & B,

{iEFTF ontap-san JREHiZERF,
limitVolumeSize A[IERMRAE AR/ gtree XE 3009

K/ FAF ontap-nas-economy
KopiERe. LETUASRHIE G2

AIFlexVolFI A\,
gtreesPerFlexvol 8 FlexVol 9B K qtree FULMTE 300

50 , 300 EEMA, BIAEH 200
o *FAF ontap-nas-economy JX
ohizF. AT TFEENX S
Matree* BV Ex AFlexVol £

TR LUMERRAETRE R LEZNE N E e E X kT

JEIN Description el
spaceReserve TEIFNEER; none FEBECE)IH none

volume (&)

snapshotPolicy EfEAAISnapshotFHE&. ZRIAH none
none

snapshotReserve Snapshotfi8 H 5t BRUIAEA™ 10
LUIEZONTAP BRIAE
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il

splitOnClone

encryption

unixPermissions

snapshotDir

exportPolicy

securityStyle

fileSystemType

tieringPolicy

R

Description Gl

SRR EMREIRS. BAIA  false
) false

TE LB ENetAppEINIZ(NVE)  true
; ZRIAN falseo EfERILEDN,
AT B E3R1E NVE BOFRIH B

A NVE .

WMREFIHBE TNAE. NI7EAstra
TridentPECEREAEEE R
FANAE,

EXEFMEE. BB "Astra
Tridentf1{El SNVEFINAEBR & 16

o

FWFEEREBENNFSE. NASIEIER 777
N 777

BFIARIBINASIEDT . snapshot  true
BR. BN false

E(FEAMNNFS T H HRBRAINASE defau
. BAIAA default

AT AR 2B ENFSERINASIE unix
i,

NFS#F mixed Ml unix L&
o FMAEN unixo

SANIEMEIEIZF XM RALE., B xfs
NS ext4

EEANDEEREE. FRIAR none, none
snapshot-only & FONTAP
9.5 SVM-DRZ BIHVECE

1t

o ontap-nas Ml ontap-san RENFEF = HE " Docker&EB|ZE—1ONTAP FlexVol, WFENEET S,
ONTAP 5% #F 1000 4> FlexVol , M&EEF&RZZHF 12, 000 4> FlexVol , R
#l. MEER ontap-nas BT FlexVoligt 7 HMINEE. la0DockerEHIEREB 2. FLIEEFEE

ENASHRIR TS 2o

&B9DockerEE RIS LR

YR FrFEBIDockerE #1812 FlexVol FREIFTEERMBIENE. 15%EHF ontap-nas-economy & ontap-san-
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economy IXENIERF-

o ontap-nas-economy RIFEFEE— N ENEIERNONTAP &t DockerE B E /9FlexVol qtree, gtree
Y BeENiESTIt, BIMEETRxZAY E 100, 000 1, BMEHRZAYE2, 400, 00014, BE
LINEERREIFE M, o ontap-nas-economy JRaiZEFEAZHDocker&EHIE IRIRE 52 [E,

@ o ontap-nas-economy H#I. Docker SwarmAZiFIRopiz. EHNSwarmA =B Z N1 Rk
HE6IE,

o ontap-san-economy REIEFEE—HENEIERFlexVolfapFIHZ R DockerE I Z /IONTAP
LUN, X1, 81 FlexVol IARXEF— LUN , FETBIL SAN TIEAFIREEGFHInIY Bt RIEFME
[EHIRIRE, ONTAP S NEERZ X 16384 N LUN, HFEHETEM LUN , EItbIbIREhF2F 235 Docker
LR ERE b,

%% ontap-nas-flexgroup RipizFr. AFHHTUHRSIENE. ZERAUT BEIGEHHZ MG
BIPBSEMEl, FlexGroup FY—LEIBABFRFIEIE AI/ML/DL , KEIEF DM, NEWE, RNEH, XHEEFEHES
ficE FlexGroup &8, Trident 2fEA A4 SVM HIFRFEER S, Trident Y FlexGroup TR B EFE LT
BIN:

* % ONTAP 9.2 S{E SRS,

* BEXSHESE, FlexGroup {3Z#f NFSv3 .

* B SVM B H 64 il NFSv3 #RIRFT.

* BiWMER/\ FlexGroup A\ 100 GB o

* FlexGroup EAZF &,

BXRIERATF FlexGroup B9 FlexGroup fITEHEHMEE, BB " ( NetApp FlexGroup Em{ELEA L HEE
Y "o

EER—IMERIRESRINEMAIIET B, ErILUE1T% MDocker& LB, HHF—MEM ontap-nas
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"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"defaults": {

"size": "10G",

"spaceReserve": "none",

"exportPolicy": "default"

#9* NFS/=ffl ontap-nas-flexgroup JRapizfE*

"version": 1,
"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {

"size": "100G",

"spaceReserve": "none",

"exportPolicy": "default"

#9* NFS/~f§l ontap-nas-economy REhFZHE*
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"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"datalLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

#Y* iISCSI/~ff] ontap-san REhFERE*

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

#* NFS/~f§l ontap-san-economy REhFEF*

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"

Element Zi {4 E
MRT2REEEZIN, EEA Element 8 ( NetApp HCI/SolidFire ) BY, i&B] LA X LA,
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1IN Description

Endpoint \https: <login><element-version>
. <password>@<mvip>/json-
rpC/RPC

SVIP iSCSI IP hitF1i% O

TenantName FE(FEA/ SolidFireF fAF (308 %

HE, M)

InitiatorIFace ¥ iSCSI MEMRFINIEERIAZ O
, JAEEZO

Types QoS #sE

LegacyNamePrefix HEER Trident REMFIZR, 1R

SRR 1.3.2 ZA18Y Trident ki
EHMMEERITHE, WEEIL

B IttE7 geiAa)EE volume-name
FiEMSHIBE,

o solidfire-san RohfEREAZHFDocker Swarm,

Element 24L& X4 Rl
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"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

B &0 )& PR
BHA XA Astra Trident 5 Docker £5& 5B KB ANAZIA RIS B

¥ Trident Docker &4+ M IBhAALE] 20.10 XESHRASSHARKK, HEFEE
TR e B R iR

ImES ARIRER
1. 2R
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docker plugin disable -f netapp:latest

2. MBRIERM

docker plugin rm -f netapp:latest

3. B RMESMNIEH EM TR config B

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant
-—all-permissions config=config.json

SRMIKELNEDN 2 NFRo

@ XE Docker EFIHHIRTl, BPIHESBENFRBIRMERE Windows B1R, "EE IR
25773",

gzo%ker Swarm HE LT HEFELE Astra Trident EE N ZEMIRTHIEFAH S P HEHIEH
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* HiEREFRLZEEF Swarm £BFHNEN T S,

* EiffF (8¥E Astra Trident ) #4717 Swarm E£8HPHENTH R EIHITIETT,
HFONTAP M ITEARXFAS I ontap-nas # ontap-san REPIEFIEEIETT. BENEFEH—EER
EXLERHI T IE1TRIIRGIIEF,
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By WX "; 5190, Element BE—TUNRE, AIFEEBHERIRIE, B ID RE.

NetApp B[7 Docker FIPAfR iR i%, (BB EMTREREIREHKATLURA.
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SER YUY ER Astra Trident )28 NFS PVC ?

=B, ALY B Astra Trident 8I32RY PVC , 1532, EEMEKE—IN ONTAP IhgE, FiERTF Trident

o

MNEFHKBIEZTE Astra Trident SN RIER, SE I LUIBES A\ E Astra Trident ?
M 19.04 &, ErILIERESAIIEEREES|IN Kubernetes o

A A UESELTF SnapMirror #iE{R1F (DP) SFANIRNETSAE?
WRIMNBELTF DP EXEN, MEFAERK. EIWEIUTHEIZES:
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Error: could not import volume: volume import failed to get size of
volume: volume <name> was not found (400 Bad Request) command terminated
with exit code 1.

Make sure to remove the DP mode or put the volume online before importing
the volume.

SR T LY ER Astra Trident £387 iSCSI PVC ?
Trident 19.10 ZiEA CSI BRBIZREH B iSCSI PV .

IS ZIRECENAL ) NetApp 58%?

RE NetApp FEEBRE, Kubernetes EEZRIFICAMIEEIEMH. H NetApp FERTFTREFEMLEAZIF
Kubernetes EREIZ BT, Astra Trident &=iRE0E, B&HE,

SE T LEA Astra Trident G2 EREE?

EM, Astra Trident 2N IRIBEIZIZFEREBIRALS. EMNREBCIZEPV. &R
VolumeSnapshotDataSource EREHINEE o

ML IR THIR 2 43 Astra Trident B REB?

BEaE. HINREEFREIZF ontap-nas, ontap-nas-flexgroup, ontap-san, ontap-san-
economy, solidfire-san, gcp-cvs, #l azure-netapp-files [GimIKEIIERFo

NI 79 B ONTAP H Astra Trident 2 & HI%& SR IREBE4?

It INBERT MIRTF ontap-nas, ontap-san, # ontap-nas-flexgroup RENTEF. EWRILIIETE
snapshotPolicy . ontap-san-economy FlexVol AIAIIREHFER

WA UE EEEBILER ontap-nas-economy IREhiZEF. {B7EFlexVol KFIKIE E. MATEqtreeRAINIE Lo
E A XtAstra Tridentfid BRI ERVIREBINEE. 151§ B backendB4UEIN snapshotPolicy FJONTAP [GisE XY
FREEIREREE, Astra Trident JoiAIR B EEITHIZSCI R EAIRER,

AR 9@ Astra Trident ELEVEIKEIRBIIE B o LL?

AL, ErI LU ERTNBIFE B 2L E T 8. LUE@EidAstra TridentfZfi&Snapshotg| 4
snapshotReserve B, NRERE snapshotPolicy 0 snapshotReserve EERENXHH. RERT
BEDLLEIBIEIRER snapshotReserve [GimXHFPIERMNE D, R snapshotReserve RKigMBE S

b, BRINBRT. ONTAP S REBIE B2 LLIEE N5, WR snapshotPolicy I E Anone. [REETM
BB E RO,

EAT L EZILRSREERMEHISHE?
AL BRI LUEITIEE KRR TridentEd B RYE _ERYSnapshotB & snapshotDir FRIRENX XHHHSE,
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=S R LUEE Astra Trident #&1%E SnapMirror ?

Bail, HIEHA ONTAP e5<175REE, OnCommand R4 EIR2R1TIMIBIEE SnapMirror o

WA KA SRR EIFE ONTAP [REE?
EEEILRE] ONTAP 1RER, BRITUTHE:

1. HEEEERKXAMEEHNINAIZRF POD .
2. j@id ONTAP &< {TREL OnCommand R4 EILEE R FIFTRHIIRE,
3. E#fREINARERF POD o

Trident2E A UERE T HHEZRENSVM LA ES?

BEILUDEENFSIRIEHIERSVMBVIR G R A B HZHRE, ONTAP 2B TridentBIZRISEH M HHER
R XARERFIHEHEHIER, EATridenttZZ1MNEMH. EEEEEURTONTAP B HEZHR.

MAXDENEF | HPNEERERER?
Kubernetes AR IFEM R T B ERFMESE, B=F, ErJLIFER Kubernetes B3 ERAE N R T BN FHEER

FCEKIRGI S o R TR EFEENER. BELFENR TR FEFMERIR, BRZEFEENFERE
BIZEN O,
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2§55

Astra Trident @—NB 7 258 NetApp B, &r] LUEREERENIHIELZR NetApp ,
HIRSFAI BB R FF.

TEFEANIMAstra L. TE— 1 HBBRAF (E1FAstra TridentFF A AR)S5RERA QT #HX "REFM" X2—
Rerpysthys, AILURHAXIMBN—MRAE, HF5EEESHETITHEEXER.
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i FEHEER

fER LR RIS SRR R A E A Astra Trident BRI BEIBERYE] L,

@ gﬁﬁgﬁ%Astra TridentB9#E38). BEARESIFE tridentctl logs -a -n trident 3
BHLE NetApp Support <Getting Help>o

BXRBPEHFNENTEIIR, 50 "NetApp FIRE (FEER) "o BEAJLUEIE XGRS
Astra #EXRIEERAYE S "Jttkl\"o

= A EBEHER

* W1 Trident Pod /A IEHE BEh(FI80. ZHTrident PodREAFEY) ContainerCreating MiEPRIZLER 23D
FMN). [ETEIET1T kubectl -n trident describe deployment trident M kubectl -n
trident describe pod trident--** AJLURHEZ AR, IKEkubeletBE(IU0. &F journalctl
-xeu kubelet)RER,

* R TridentHEFHEEARE. BrIUERABEIEZER A TridentB BIBINE -4 IRIBEINLZEIEXETIRIC
Hinstall &%k,

Aie. FERBIABEIREEI . /tridentctl logs -n trident F#EE level=debug msg EHEH,
FEIR1E R —EEREE
kubectl patch torc trident -n <namespace> --type=merge -p
'{"spec":{"debug":true}}'
IR EISEFBEIPRA Trident Pod , XFIRERE /LA ERRYBET(E], XR] LUET X £ 4% H AV HAMR 515K A&
EIIER kubectl get pod -n tridento
JtFAstra Trident 20.07#120.10. I&1ER tprov K& torco

i Helm —if2%&3E

helm upgrade <name> trident-operator-21.07.l-custom.tgz --set
tridentDebug=true"

{EF tridentctl 23

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

s SR LUEE BERREE N EiRIEREE debugTraceFlags 1 ERImENXH, fla. B1F
debugTraceFlags: {“api”:true, “method”:true,} {ETridentBERIREXAPIARM A EEH. I
BlEmA AR debugTraceFlags BACE tridentctl backend updates
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* f£ARedHat CoreOSHY., EMFHITIIRIE iscsid BT A LBAHERIABE. FLUER OpenShift
MachineConfigs S{&2 s AR R R SE R LR ES

* {8 Trident BIATBESIBEIMY—NE LB "Azure NetApp Files" AP FIZ P in K BAER BN B2
FFiEfft. Bx Trident EREISTEFIFR, 1HB M "Azure NetApp Files" Configuration

* NRTEEPVEH IR HIM A, BHRXE rpcbind EREBIETIET. FREVIRERFARENIR
HEEERHICERS rpcbind IEEETT. BRI ERKES rpcbind BEIETTIRMARS systemctl
status rpcbind SEFMIN,

* TridentFimIREHAITH failed State REZBIEMITIIRIE. (BrIEEERHTEN T 5iFIHmXE
FISVM/adminERMSH, FREMEIREE tridentctl update backend &, HF Trident POD
REE Lt g,

* NREHLK Kubernetes E£8¥H1 / ¢ Trident LUERMILIREIRER, ERFEETEMBRFAIEIER alpha
Snapshot CRS » ZAfG. &RILAER tridentctl obliviate alpha-snapshot-crd FAFMiERalpha
snapshot CRDEVE <, 1SN "AIEE" T #EEH alpha REFTS RV,

* NRERBEITIIRETridentBHBEINRRIE. BEIHFERALTETrident --in cluster=false Ir&o X
NS EAREZERFPOD. HaBEZELIMAPRR) trident-installer BB,

* £ uninstall parameter <Uninstalling Trident> BAFHEEBITERNGEHITEE, BIANBERT,
ZIATR=MBR Trident 81728 CRD , FLLEMEFEEEETHEESR, WollZetHEHERRE,

* NRERLKEIREIRASEI Trident. 1B5CIE1T tridentcetl uninstall AFMIBRTridenttVds<, THFIE
B9 "Trident hiy <" FHEHARZ tridentctl install ap<: RBEEXRCIER PV BXRXNIE PV/ Bk / 7
EXRHITERNBERT, ATEEESR. ATFTridentIEFEACRDRMFIFRES. BULCIEBIFIEEMESE (G
if. TZER. PVAIEIRER)ESAESE associated CRD objects <Kubernetes
CustomResourceDefinition Objects> MARE NEIRERENTridenthR AP HEIPVAHRIEIE, *
ol PV RO R MR A, *FBEKE, Trident L EBEIXERIR, PV, FHEEMERE (B
U2 / BFT / BIPBR) FIRREAMMEVER * o IR ER Trident W ASFRERBY PV {HA] {4 Trident &, R
IROIZEIRHAAR A, WA= EFERIBRACIZERN PV BYiAR], FRIFENEHH#ITHR.

s BRLMIFRTrident. IHIEIT tridentctl obliviate crd fd: IHIRIESHIBRERIE CRD WRHEUHE
X CRD, Trident §FBEBHEERENTMA PV,

() 2B BEARFREHERE Trident .

* INRER. WMERPVCEKIER Pending MER. IB1T kubectl describe pvc AILURHHENEE . %
BATrident A1 & A LLPVCECEPV,

ERIRERIMRMINA Trident SFEHITHEHR

MNRFERIRIERZETrident. MABPIRZS TridentOrchestrator BE¥H Installingto Installedo R

EMERE railed RS, HEBREALEBITME. BNEBTUTHLHKEERERNAS:

tridentctl logs -1 trident-operator

ERER trident ##(F2R B BN EE I ReSIEMIAEFITE. FlW, HP—MrEER AR AMIZTT RIFAVIFIES
By B AR PIREN R R RV A 28R R

ETHRANAEZERIEE {51, } & {\f151, }
JEEE TridentOrchestrator Ko
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kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPvo6:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'

I EIRRREFE TridentOrchestrator

BT ZETridents K& MKubbernetesfE&f R AE
MRE— (51, } BRIEGRTHARERSERN ({151, }
HE—1EDEYE] TridentOrchestrator AILA

ElfE

ItE5h, R Trident Pod BPRZEH B] LR BERE SR ER.
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kubectl get pods -n trident

NAME

AGE

trident-csi-4p5kg

5ml18s
trident-csi-6£f45bfd8b6-virkw
5ml9s

trident-csi-9g5xc

5ml18s

trident-csi-9v95z

5ml8s
trident-operator-766£f7b8658-1dzsv
8ml7s

TR LU BB FIPod T AT 2 WAL
EARER—T S B2ER G

READY

1/2

4/5

1/2

1/2

1/1

BRI, BN YEEE TridentOrchestrator CR.

E. B LUIBR TridentOrchestrator, AEBIEHRE

Hep— P EXZ SN BERHTIR.

STATUS

ImagePullBackOff

ImagePullBackOff

ImagePullBackOff

ImagePullBackOff

Running

RESTARTS

ERMARATIRITridentE Z# 1 THEHFR tridentctl

NTHBBHELIM T HAlBE, EEIUERENEITEERRF -d 28 BFHARREAHTERE T i &Fh

£

./tridentctl install -n trident -d

R e, ERILURINTRIREIER R, AREIT tridentctl install A%

./tridentctl uninstall -n trident
INFO Deleted Trident deployment.
INFO Deleted cluster role binding.
INFO Deleted cluster role.

INFO Deleted service account.

INFO Removed Trident user from security context constraint.

INFO Trident uninstallation succeeded.
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Ex{ESSERFIZEIN
ZRE
7EZBZE Astra Trident BY, JEER AN HAVIE I

MEINERAmRTIE

"R TE ERARNEEFRZEEMERRS, RRBREZNER, fli, — iR =TEH PVC FEEMNS—
MNenBTE)HEH, Astra Trident /9 Kubernetes B HIFIE MR Tialieft PV FIR, MMABEGRANE
BIARSS MK o

Itk5h, 3518) Trident POD RIREREA F AR IF IR F AL ZTIEN HMBURES. BESUHRRYBEFAFNE
BN AR TEIAIR Trident RE X5 Pod A&

fi& FRBC &I SC Bl PRl SR R (i H %

Kubernetes EBMININAE, XLEINRELEG[EAG, FIHRH—MINAEIR RRINEIRIRGIN BIEFRHE M. -
"THELELG" EEEREBES R TR ESLHER /A EMN RITHCHFEREI LU E TFERAR
fillo LS, fER SEEIRG" HWRTEE PVC B KRB AAEERRF 281, ZIEKRENLTFR/NMENSERETEER.

XEEZRBBRTEENY, XERES T HRERMUEXTEHRFRERNE BXiER, B2 "IN
el % FBECER"

FhEicE

NetApp/ = m & PHNENMAET S EEBREFNIIE. TIENARFERRLIERERE
b EBREEMPR =,
FaR

Trident B]J5 ONTAP # Element £&#H, XB— 1M FALLB— 1 FEEESFENAERNZSE, BE, £
ERTEN, NEENAREFSEERHMNER,

EMERERAERMNNENRERFENELARELR, 3E, BHAUZSERNAREFRESLR WRE)
5ials, FiEEM PVCIRBEAEAR, WEAMKENBREFLLEE.

ONTAP #1 Cloud Volumes ONTAP SR{E5%

TR Trident BEZE ONTAP #1 Cloud Volumes ONTAP BISR{ESL %,

TR ENB R TEREHEE ONTAP BEN, REFUITIENES LA Trident ISEENS. NEEHIT
EENABREZIFERRER M,

{EFRE T Trident B SVM

Storage Virtual Machine (SVM ) TJ7E ONTAP &4 LR 2 EILIREMEERE. @3 SVM £/ F
NRER, RIUEIRFNGR A & SE R PR HI R #E.
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EdSMAEEE SVM ©

s ERIRECE PR EERBIEEOUNENIERE, FHIEE SVM &FF,
* {£F3 ONTAP ZAEIESHHLITHRE N SVM SIEZEREEEO,
* 5 NFS RO = EE/AE,

AESMIBERT, #EOMMNALIT DNS &, ECE Trident BYN{EA DNS B, XEBTFENERMEZS I RERIF
SRR E R EME TS, F190 SVM-DR o

7 SVM BRETAER LIF IHEEIE LIF Za8EEaRF, B2, BNRERMNELZEERSEIERNGE
—, TeWfal, EIE LIF iZrJi@:d DNS i518], USLIMHEAKRIEM "SVM-DR" 5 Trident £& .

REIRAEEK

ONTAP FERAEERAEL, BAEEUATIREREFEHTFE. 152 "NetApp Hardware Universe" LA
ONTAP HaEHIRS. HEITHARE, EEEREARANE Trident LK, MBESMFABEE#HIEREK,

Trident®y ontap-nas # ontap-san RapFEF A LIRS MKubernetesi K A M E(PV)EBE—1

FlexVolume, o ontap-nas-economy REIFZEFEANEF2001PVEIERALI— 1 FlexVolume (RJ7E50%F]300 j8]
fid&E). o ontap-san-economy JREIIERF KL NE100NPIVEIE—FlexVolume (RJTE50FI200Z [B]ECE ).
ERFLE Trident SEEF#ASKLNFMERRS, B3 SYVM KBRS, Sl UMBLSITHRITIIRE:

vserver modify -vserver <svm name> -max-volumes <num of volumes>

HY{E max-volumes RIBEHNIFRIFEN S FHMBERRE:

* ONTAP £ HENHE
* FHEBTE Trident 29N EMN BEFEBENEE
* Kubernetes [ FATE R F0HA b ARV K A 4 E2K

o max-volumes {ERTEONTAP £EBFHFIET R LEEENSEH. MARERTONTAP TR LEENSE
o Alt, ERLEFRT, ONTAP E£E T RFECER Trident HRIEITE S F 50 FHEMT <o

Blgn, — AT = ONTAP B &R Z A LIFEE 2000 4 FlexVolume » FHRABEISEN 1250 MFIFE S,
B, MRAR "BE" N— I HRNEE SVM ,, BN —INROENRETERE (BId, BFFE) , N
BT TRBEMAFRE Trident BREEHN BT, XEWRE. AJRESEZANATIZT RBVERE max-volumes 1A

MBS, FEBEERIZT R Tridentfl EMEIR(E, * BB HEEEHPE I T RNRE DS
Trident EAAY SVM B EXMIE R, *

FR] Trident BIEMERRAK
ENTridentr] LISIENERRERAK/. BFEH linitvolumeSize HBISE backend. json E X,

BRT T HITEERES EREXRNZIN, EIERFF Kubernetes ThaE,

BC & Trident LAfEA Y= CHAP
B UERIRENX HIEE CHAP BahiEF U BirB PR &M%EES, H7E SVM L2 A Trident CHAP ., {8
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useCHAP BHIEGIRACER. TridentEFACHAPXIONTAP GiEiSCSIEZH#H T HLIF, Trident 20.04 &
FEhRZAS 2353 A CHAP

BIEHFEA SVM QoS Fi&

FANATF SVM BJ ONTAP QoS k&, PR Trident ELERIERIERAY IOPS #1&, XEBFEM "FhIie s
R HITHEIRBASS, UFEEHARSFM Trident SVM LUIMNI T ES o

R LB LN B SVM I QoS K&, BEXRAMMNEE, 158 INERTER ONTAP iR, LU
TREPERIZE— QoS HE&, 1§ SVM BJHRE I0PS BRI 5000

# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>

Ite5h, WNRIEBY ONTAP AR S H5ItbINRE, MR FRERKIR QoS RFRIEABU I FRHNELE, BiEN
QoS 5 SVM &5 REEAR 3R A

TRTASBUIIEAE IOPS REBERTIFZ A H. HPEHE:!

* ERFEMEEFINEMTER R, REFETS Kubernetes BEBLXNEHMIT(ERAZ, NREEFIAERHERR
, MHRXETEAHAIBINZEIRF RN,

* BEPBTHNFTHATERH. R I0PS EXBRENITERHKERREFEZIT, N QoS REERA=FHH
A RIFL,

BESIEE, E SYM EFNDECH QoS REEEFSHECEER| SVM NFMEEHZER— IOPS i, tNR—1 eI E
AN AERFR I0PS XS, Nl hHEMBEREITERHNIE ST RNNARERF. NREXMER
, BRIREFREZEERIMNIBMILRDEETER QoS K&,

() % ONTAP BRARTF 0.8, MIEHRLL QoS HHASHTL SVM * 12"

73 Trident €172 QoS ZRE&LA

REF/RE (QoS) AMRXBIIENBIMEFASRFHAIIEAZMPESR. ONTAP QoS HKEEA HEIRRE QoS
W, HERFPEBA—IRZNTIEAHEXETE LR, BX QoS MiFAEE, 52N &Y QoS RIEE
HE",

BRI I imsEfE IS E QoS HRE&LH, XLERARN AT Z I EmeIENE &

ONTAP B2 QoS RB&H: EHMBEN, EHAHRMKAL I0PS AEMIRHEENEAR (HE/)) &
M2, BiEWN QoS 2RIELENHANEDYT BETE, HEILEMHANZETHETRIF IOPS 5 TBSGB
LR, MREBEARIEREBHRE RN TN IENE, WXEHFREERE,

B QoS ZRERLART, BEEL TEI:

* fEWIRE gosPolicy WIN defaults [GIRECE IR, 1BEIUTRIRECERG):
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg

* BREZNSITENARRBYA, UESIEHRERBARENBIELE, FHFHERBA,

BX QoS RISAMEMIEE, 15EM "ONTAP 9.8 QoS <"

SIEREATRHIAIRGN Kubernetes EBR R

FREIXT Trident BIEEAY NFS %40 iSCSI LUN 891582 Kubernetes EPEZ 2R RRIEBAMER D, XA LS
LERETF Kubernetes £E8¥HIEH 1501 EH AT sER IMEEIE,

BSH T R R TEE Kubernetes FEIRRNZEIANR, RIKE—SI=TRFHNRRIURLE, EEEHNZE, &
BEaRTEEE, XEKE, BIfEPVE2REMNR, BEHEE PVC B, Ef1R8ERR—&=EHHY Pod
el * BSRRERGRTEEEEIRM DR *

RZHARTE Kubernetes IIEHREIELR 2 A EMNEERERE, BEFHHZRLUAREHEIENERERAT
AENFME, "RTE SEMEXMERENHRE, B, FE—TFI%: HIER.

BNRNARZIEETHABLLEEBRES ENEHINREIELE. RINERT, XERTAIWKIELR, Fitis
HRERZALLINEE "POD T2 5",

IFFEEM Kubernetes HISMEENIFRNE, NRAZHAHNEEREFE, HFHEERSIANPV, MARH
Trident B2, XA LRI BT Kubernetes FIMBEN M EZ BEABFEALLER, 7 SHERILEFES, It
G, BAIUNEEENSHER, UEM Kubernetes 58571 m A Kubernetes 585 LASMY B FRARSS 281715

ials

XTFEBTREMRET R (FI800penshift) S E T AT XIA A N ARFIT RRHE. NERRMIFHR

Bt —H RN EFRERIRNIAE. HPEEANHERXLEAMBRETI RRIARSS (F140 OpenShift #EtrFIAEIER
ARS3) UK BRE EIAREA IR T R BIITER A2 02 B H 2R RR
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ERETASHER

BNRFERENERSE— N SHERE, ZEBNAFAR Kubernetes SEEFRAYTI S, M 20.04 kRFFIE, Trident
AIUBERIEN SRS HER, BIdXMAR, Trident SIEFIXTEEIBE L Kubernetes ST S HIERIIA(R]

, FEMET S B9 / BiER.

HE, BHAIUFEESHER, HER— RSN SHEANKIAFT IR, XLESEHMNBTFLESI TS
JHIEERK:

* M vserver export-policy create AT ERIESHIREEEIONTAP s THREN D,

s FARRSHERERIMNIMN vserver export-policy rule create ONTAP S 1THREM D,
B ETXESS, ErLRFIHL Kubernetes T3 = 8] LAIAIRIEHE,
2 showmount BFNAEFSVM
o showmount B INEE. NFSEF KA U MSVME IR ANFSEHFIFR, ZBEEIKubernetesEEEERIPODA] L
FHEITRREER shownount -e XWEIBLIFHITHSHIBZW AT AEHTIR. SEFEETNARMNER, BAXEK
BHASENME S, BEEHEISIRERNVENEE, AT REENMEFEEE NFS &,

BN E2H showmount EHASVMAERIBIONTAP s ${TREG S

vserver nfs modify -vserver <svm name> -showmount disabled

SolidFire sx{E5LE%
TR Trident ECE& SolidFire ZERNR{EL,

BlZ SolidFire Tk~
1 SolidFire t(KP#RR—IM—HNERES, FEKRECH—HRISEFEMIIEMNY ( Challenge-

Handshake Authentication Protocol , CHAP ) &iE. &ErILUERAM P ZFRFMEX CHAP gD &@id &k a2
HRIDEAKF NS, — MKPRZEIUSEE 2, 000 MNE, BE—1NERERTF—IIK .

87 QoS &
NMBEBEHREFEINAT S INENIRENIRSHREIRE, 15 SolidFire fRSFHEE (QoS) H.

TR LUREIRE QoS B, BIRE=IMHEEMNSHRENX QoS , AJLUHERENERNIERE: &/IVIOPS, &
K IOPS f1R& I0PS ,

AT ZE 4 KB SRA/NR A BERR/)Y, BRAMIRAK IOPS fHo

IOPSZ&#{ EX &/)\walue ZAE =AXE (4KB)
=/)\ IOPS LEHIMRERELRF, S0. 50. 15000
5K IOPS HRERSEBITULR  50. 15000 200,000

o
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IOPS&#{ EX &/]walue INE =AE (4KB)

=% IOPS EENRLZERE TR 50. 15000 200,000
HHIRA IOPS .

@ RARK IOPS 1% IOPS BJIRE =L 200, 000 , BENLIRRAMERERERBE R
BT RERERIRS,

RANHH B BTN IOPS &, MEERA/NIIEM, RASKHREEMEILIBERARK/NIENRI. B
ATHENEN, RAEEEBEEIN IOPS HEHZEL, ESN "SolidFire fRSHE" BX QoS MMEERTIFR(E

(a3 Yel

SolidFire B{3IE

Element 32 MM S HI0IEF 7% CHAP MELIEAE (VAG) o CHAP fEf CHAP thilm/aimx ENEITS
P, HipeBiEHIN EECERERIGE. NetApp BINER CHAP #1TBMHRIE, HAECEER, HEKE
BRI,

@ BA1ERE CS| ELBREFM Trident XA CHAP S17501E, VAG REETE(ZHRRVIE CSI 121(F
R TER.

QEETFIKFAVIFIEEHIZ X8 CHAP B I10IE (RIERMEFERNBIRERF) o WREM CHAP #1758
I0IE, MBI AR LT B[E CHAP FIXX[E CHAP . BE CHAP /A SolidFire P & BEhiEF %=
BN ERHEHTEMIUIE. WA CHAP ETARMERENEZMNINIESE, RAEREIIKF 2B ENIE
FERNENEITHMEIE, ARENEIKA RV BAREANEHITE M.

B2, NRTEER CHAP BEE[EMA VAG , BtIEIFRAFE VB EFEMERIZISAE, FmELE
BILARE 1QN B AT LUERSARER CHAP B910iEihRATHNE NS, R iSCS| BhiEFi & HER
CHAP B1I63E, NSFEREFIKA AR, R iSCS|I BrhiZFERECE NIER CHAP SHIIE, N&fE
FR&ifRAsEE S,

IFEREZES
TEFIHT —LeRERBEXR, 3R NetApp &' S F RIS

* ONTAP *

* "NFS SR{ESLERANSTAEIER"

* " ( SAN EiEfER) " (WTFiscCsl)
* "&MF RHEL 19 iSCS| tRiRFCE"

* Element 3§ *

* "B2EIiEAF Linux B9 SolidFire"

* NetApp HCI *

* "NetApp HCI ZRERITREZH"

* "jf5i8) NetApp ZBE3|Z"

* MARERRELRER
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TE

1. EIEEIEBERENLUKSIIZE M, BXONTAP SANMGISRE AT IEAEE. iE20 "ONTAP SANFD
Bk,
"storage": [

{
"labels":{"luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. {fH ... parameters.selector {FRALUKSIZE X FEM, Flu0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: netapp.io/trident
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

3. PIBE— " EELUKSEREIEMNZ R, Bli0:

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

$S{pvc.namespace}
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LUKSHIZ RIS TTEFIFONTAP &8 #iEm BRI SR E4E1N6E.

AFSALUKSEHNFiRECE

B2 ALUKSE. HIIRE luksEncryption to(true fE/Gife o luksEncryption OptionA] SRIAER #
H=IREER R BT ELUKS (true)HARFELUKS (false). SALTRABIFRR.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

WIRLUKSZIE5T1E
ER] LUCRLUKSZ IS FZEH i IA R i,

(D BSICREEE. FIEEHIMERE. REBIZATESIBE. MRFIBNBEREER. &
AT EEHILE. FRBIERREMEBRESET AR,

XFIAES
NREIEMBLUKSZEIFZIEGCIR THHEBHIPOD. NMEAELUKSEDE BRI, CIZMIIPodEY. Astra
Trident= 1% LRILUKSZRIFEE S B AP RE RN BIDEIEH T,

* NRE EHNEEEES BAPNENRZDRER L. NSXERH],

* NRE_LWRILIZIES TP ECHRIBITELE. MEER previous-luks-passphrase SEIGHEZ

o

T
1. 7N node-publish-secret-name # node-publish-secret-namespace StorageClassZ#, i

284



apiVersion:

kind:

StorageClass

metadata:

name:

provisioner:

parameters:

csi-san

storage.k8s.io/vl1

csi.trident.netapp.io

trident.netapp.io/backendType: "ontap-san"

csi.
csi.
csi.

csi.

storage
storage
storage
storage

.k8s.
.k8s.

.k8s

io/node-stage-secret—-name: luks
io/node-stage-secret-namespace: S${pvc.namespace}

.1o0/node-publish-secret-name: luks
.k8s.

io/node-publish-secret-namespace: ${pvc.namespace}

2. ESSIRE LRI B BEIE,

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EMBHLUKSEALIEE MEIEFZIEM £

BIDFEIE, R previous-luke-passphrase-name #

previous-luks-passphrase ILAZ_ E—NHIEETIE,

apiVersion:

kind:

Secret

metadata:

name:

stringData:

vl

luks-pvcl

luks-passphrase—-name: B

luks-passphrase:

secretB

previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. BIE—RRHENPOD, XERBMEERPTHEN,

o. WIFEIEIER S BRI,
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Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

=

R EMIRIE_LIREIFEGEER . 4 SRIRELEEE,

(D NERIREIHNZLETIE. 190 luksPassphraseNames: ["B", "A"]. #HHATE, &r1LL
i & FrPODLIZE I TR H 1,

ERET R
TR TELUKSIIZENE LB RS B

p

1. BH cSINodeExpandSecret DHBEI J(MIhR1.2500 L), 1EBM "Kubernetes 1.25: f& AN #1T RIK
HEICSIET B" TIFHER.

2. N node-expand-secret-name #ll node-expand-secret-namespace StorageClass&#f, flal:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: netapp.io/trident

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

ZR
BEhEXAFHEY AT, kubelet= SN H R ELWEZF.
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https://www.netapp.com/virtual-desktop-infrastructure/netapp-hci/

TR

Trident 52237 #F NetApp HCI ., Trident AJ LIEZ7E[K/E NetApp HCI FEEF A L ARS U BEFICENEE
EEIRE.

Azure NetApp Files

"Azure NetApp Files" @—Fh{E ek Azure XHHZARSS, H NetApp B2 HF, ERILITE Azure RAZH A
BITERRTZNETXHNIERE, FNES NetApp NEMNIEENFEEHNEIEEIETIEE,

i&FF Google Cloud B Cloud Volumes Service

"i&FF Google Cloud H9 NetApp Cloud Volumes Service" @—M=BREXEARSS, BliET NFS #1 SMB 1244
BEEL2NEFMEEN NAS &, IIRSZIFEGCPaAEBEITERALIEAE. SIEEANARER. TRET T2
REMIRS, miRiRE—SEkee, BNES5E, HIBFRIPLUAIT Google Compute Engine ( GCE ) SEf
HZ£ihinl,

Kubernetes f Trident 3£

@] LUBEITIRENA B N R REMN R F{FEAH REST APl 5 Kubernetes #1 Trident #1738

B, Kubernetes 5 Trident , Trident 577K Kubernetes 5ZEZ BIIXZAZNE
BNRARE, HP—LEWRIED Kubernetes H#{TEIE, MR —LXKRNET Trident #17T
B8,

MNRIMAEERE?
THNR, NROABRURNEREARNNKERFERER, EfE Kubernetes AR B RMFAEIBX:
1. AP 83 PersistentVolumeClaim iEKRHEY PersistentVolume FIK/N StorageClass ZBIHERE
REEEM,

2. Kubernetes storageClass ¥TridenttriZ N EEERRF. HES5—LEH. BT R TridenttNE AiERHY
KBS,

3. TridentiiI&EF StorageClass BFHERE. AFARIRILAL Backends M StoragePools RAIAF KA
B,

4. TridentE CECHIRIRECEZHEHBIEM PR A PersistentVolume fEKubernetes. LtEp<$E
JFKubernetestfAI &=+ FEHMWIEE. UIKRETridentPREMNEZ B X FREBE PersistentVolume
LPRTERE,

5. Kubernetes#fE PersistentVolumeClaim EIFHY PersistentVolume, B EHIPod
PersistentVolumeClaim ¥lttPersistentVolumeiE & B EizTFRIERNEREN Lo

6. AP A& volumeSnapshot MIBPVC. £ VolumeSnapshotClass XFtETrident,

7. Trident #7iR5 PVC XBM%E, HEHRIRLIEENIRE, ©IE20I# volumeSnapshotContent X¥Hg
T Kubernetes#{al iR FIRER,

8. FHF A LIBIEE PersistentVolumeClaim M VolumeSnapshot {ENIR.
9. TridentHEFTERIRER, HUITSRIEMERMN—AP R persistentVolume Fl A Volumeo
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Tift—5 7 #R Kubernetes X%, BIRINERIR KA NS Kubemetes STHYBI—5,

Kubernetes PersistentVolumeClaim Y&

—Kubernetes PersistentVolumeClaim MREKubernetesfE& A F & HHTEEIE K,

BRTHRERISEZS, MRAFAEBERERFREETIRENIINME, Trident EAVFAFIEE U MIE FERIRE

NES B 251 E ez

trident.netapp.io/fileSystem yeEEY ontap-san. solidfire-san. ontap-
san-economy.

trident.netapp.io/cloneFromPVC cloneSourceVolume ONTAP NAS.
ONTAP SAN. Solidfire-san
. azure-NetApp-files. GCP-CVS.
ontap-san-economy.

trident.netapp.io/splitOnClone splitOnClone ontap-NAS , ontap-san
trident.netapp.io/protocol X 1T=
trident.netapp.io/exportPolicy SHERR ONTAP NAS.

ONTAP—NASEF
Al ONTAP—NAS—Flexgroup

trident.netapp.io/snapshotPolicy snapshotPolicy ONTAP NAS.
ONTAP—NAS£ 3
A, ONTAP—NAS—Flexgroup. O
NTAP—SAN

trident.netapp.io/snapshotReserve  SnapshotReserve ONTAP NAS.

ONTAP—NAS—Flexgroup. ONTA
P—SAN. GCP—CVS

trident.netapp.io/snapshotDirectory snapshotDirectory ONTAP NAS.
ONTAP—NASZ %
BJ. ONTAP—NAS—Flexgroup

trident.netapp.io/unixPermissions  unixPermissions ONTAP NAS.
ONTAP—NASZ
BJ. ONTAP—NAS—Flexgroup

trident.netapp.io/blockSize AN solidfire-san

IR BIFEAIPVESA Delete reclaiming policy. Trident7EPVRRHRES (BN F #ikRPVCH)E B RIFRPVAI G &
Eo WRMBRZIELRM, Trident =3 PV tric HAENE PV , HERREIRIGRE, BEHRIERINEE PV Fanfl
BRALE, PVERIBY Retain HREEH. Trident=ZBRIZHKEE. HEREEERFEMKubernetesflFimEIEZE. MU
BEMRE Z IR EFTROINE, EER, Wbk PV A2BEILERR Trident HPFEESE. ER(E
FIREST AP EMIBR (tridentctl) o

Trident 3245 CSI FLELIZ SRR . BRI LUSIRERBHISHBIFRIERR=ENE PVC . Xt¥, PV HHY

i8] BT el LULIREBEIHZ N AFFLR Kubernetes o 7AJS, BILUERRBEIZEIA PV . 15EE On-Demand
Volume Snapshots T H#EETERIE,
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Tridenti®4gf cloneFromPvC #l splitonClone FERIETEMNINE, B0 LUERXLEIREREPVC.
T EEACSISEHE(TEKubbernetes 1.13F1E RhRA L), HE IR EAIKubberneteshk s A 3z 135 MR ki & 1k
FA(Kubbernetes 1.16F1EB R Hx7), 1&+E, Trident 19.10 23FM PVC £ CSI TEF.

@ R LAER cloneFromPvC #l splitonClone fEFCSI Tridentd Bz fZ 4 IECSIFTHRAITRE,

UTR— . sMREFEE— 1R AMPVC nysql. AP AIUEIE—NE RBFPVC mysglclone AR
. 5030 trident.netapp.io/cloneFromPVC: mysqlo IRE 1 UtArAERE, Trident 5 fES mysql PVC
HWNHE, MARMKFIREEES

BEERUT/LR:

* BT NE.
* — PVC REZRENAIFE— Kubernetes sa 2 =a]H, HEGHEEMNEMHEE,

* f£F ontap-nas #l ontap-san PohiEF. AIEEEEIGEPVCHNFE
trident.netapp.io/splitOnClone 5455 trident.netapp.io/cloneFromPVC, f§F
trident.netapp.io/splitOnClone IREAM true. Trident2ERENESRKERD. MNMERENE
S5ERXENGmARTESE. MMEET F#ERZE, RIKE trident.netapp.io/splitOnClone
BHIEEN false XIFAJLUBDEIRNTEERE. MASERXENRESZEISIZKHXA. ELtBRIEET
MrRserE. ST ERFERE. TN RESEEXHN—MER, BRETHEESN, 2ERERRERE
RAWESR, TiEM ONTAP IREMFEMETZE,

o sample-input BREBEBEFTridenttIPVCENX R, BXE Trident HXEXAISEFNIE BRI E R FEIA
) %%J’Tl Trident %grj%o

Kubernetes PersistentVolume W&

— Kubernetes PersistentVolume MRFRAHKubernetesEEBHF RN —KFE. EMNESRHSERE
89 POD &%,

@ TridentBllZ PersistentvVolume iE#EKuUbernetesEEFFRECEME. BHEIE XL R
FlKubernetesEE & H, BN BITEEEL T

Bl 5 | FEEF TridentfIPVCHEY StorageClass. Trident2FERENMFEXREEE— I ME. HAZEEM—
MEPV, EECECERERNSMMENE PV BY, Trident & &L TN :

* Trident &9 Kubernetes 4% PV B3N EB FEREFMEIRNE R, EXFEMERLT, SEAIURERZR
EHESEREAEMH—/,

* BHIARNS PVC FIFKIIANR AT EEILED, {ERgexIRIBET & RENEARIZIEN A D ECHE,
Kubernetes StorageClass WM&

Kubernetes StorageClass FMREFIZBIFISRE PersistentVolumeClaims EF—HAEMEEFE, FiE
RAGMNREEANEERRF, HIREEERERFATRIARIEE X ZEMHE.

EEFENEERSIBRMEENRIEEINRZ— F— 1R Trident FIHH R,

—““MKubernetes StorageClass fEATridentAI I RINTFAT:
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

XLEESEZE Trident EABY, BJFHIF Trident MR E S,

FHELESHEE:
B Type Required Description
B mapl[string]string S BELTENESES
FiEth maplstring]StringList S ¥ Ein 2 FRERT R 5K
FREYTFRE A ER
Fihn StoragePools map[string]StringList S Gl FRER Y
FRETEENTIR
HERR StoragePools maplstring]StringList S [GimAFRER G F]
H|H PRYTEREA
FiERE R E AT sRE R D R ATEMEMEERE N Kubernetes B4,
FiEMEREE N
XLEBBURTE T R EAHLE Trident BIRAIFEMEMRALBEL EREINSE,
B Type =l hE 25
R string HDD , BA&, Pool & ItkKE! 8EMNHRIEE  ontap-nas ,
SSD Nk, BEa%k ontap-nas-
ENE) economy. ontap-
nas-flexgroup ,
ontap-san ,
solidfire-san
FoERE string f&E, B Pool X#FILECE EEMECEHE  Thick: All
FiE ONTAP ; Thin
. All ONTAP &
solidfire-san
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B% Type (=] = BN 3§

[S iR string ontap-nas HETFIERY ETEH FREIREhIER
. ontap-nas- )=t
economy. ontap-
nas-flexgroup
« ontap-san
.« solidfire-san
. GCP-CVS
« azure-netapp-
files. ontap-san-
economy.

snapshots H true false Pool Z#FEAHR BATHRENE ontap-nas,
BiE ontap-san ,
solidfire-san ,
gcp-cvs

e A true false Pool X#FmfEgE BATRMENE ontap-nas,
ontap-san ,
solidfire-san ,
gcp-cvs

= A true false MZHFINESE EEAMZENE  ontap-nas ,
ontap-nas-
economy-.
ontap-nas-
flexgroups ,
ontap-san

IOPS RER EE#H Pool BEIZIRIELL HIRIEXLE IOPS solidfire-san
SEEIRAY IOPS

' ONTAP Select AR HF

TERZHERT, BRNEEELMEE; fN, FREEESSHERERE. B2, Element FiEH=E
%E?%T#E’\J IOPS B/MEMEZAERKIZE QoS 1B, MARIBEKRNE. EXMERT, BERNENRABTEEREME

BREERT. BLUER attributes BREEEMARERELXESRMENEFHEREERE, TridentxBaiAk I
FiEFESR_all_LEEHNEM#EM attributes EIE5E.

MRERIMBSTEEER attributes BEASNAENEEEZESENM. EAILUER storagePools
additionalStoragePools BF#H—FTMUMEEIREFE—ARE MBS,

EOILUEH storagePools BIH—F IRHISIEEFMEMMITERIME attributes, S Z. Trident(
BHRIRAHEAI X attributes #l storagePools BAFEEMNSEI, ErIIRMFERSE, BeJUER
ERXHE,

&P LAEA additionalStoragePools SN ETrident FECER—AM. MR EEFERERIINMRE

attributes # storagePools parameters

%Eﬂiﬁﬁﬁ excludeStoragePools AT mikTrident A FECEN—HMHSE, EASHENERERITER
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79 storagePools #] additionalStoragePools B, EMNEBEXRBMNER
<backend>:<storagePoolList>. HMF <storagePoollList> efsEEmMNEFEFEMTIR. URSESTH

fRo 51390, BY{E additionalStoragePools RIRERI RFA/R

ontapnas 192.168.1.100:aggrl,aggr2;solidfire 192.168.1.101:bronzeo
XS RIZS FIREMTIRENENRAXE, EAILUMFER tridentctl get backend MUIRENFimAE A

Ik

Kubernetes B4

XERIEARZFMN Trident FEEISECEHABNEZFRIFAEN / [Bin. Bk, XEREMIRM Kubernetes KA LS

XFNSH. TFNTRARXGRSECIRREE, HEUREFEXGRSSLARER, B0 xfsprogs o

B%

FSType

RWFEY R

SHERT

Type &

string extd , ext3,
xfs &

boolean true false

string BB,

sumer"

Description

RE M RGE

=)= Ereey==popid
B PVC K/heYsE

TR AR #H#TE
WaitForFirstCon 4BEMEhASEE

MXIKSHIZEF Kubernetes
version

solidfire-san £
« ontap-nas

« ontap-nas-
economy. ontap-
nas-flexgroup

. ontap-san

« ontap-san-
economy.

ontap-nas , 1.1 REShRZES
ontap-nas-
economy. ontap-
nas-flexgroup ,
ontap-san ,
ontap-san-
economy.
solidfire-san ,
gCcp-cvs ,
azure-netapp-
files

£ 1.19-1.26

295



* o fsType BHATFIEHISAN LUNFRENIXHRSZETR, b KubernetesiEF=fEMA
fsType EFEEPLUIERXHFRACET. AJLUEREFIEMBIN fsGroup NHHINLLF
B, PodfZ L L FTXAKRER £fsType BIRE. HEM "Kubernetes : /7 Pod 2 A 25L
ELZe I BXRERIKEESMENIIBLIAR fsGroup 18, Kubernetesi§N A fsGroup
QAEEUTER A AE:

° £sType EEEEPIZE,
° PVC HIaEXH RW .

3T NFS ZHEIREHTER, NFS SHAPBEEXMHRS. MWEER fscroup FHEMESE
E fsTypeo ERJLUGHEIGE N nfs HEMIETE,

CIFEN EAE BXRET BRNESFAEER,

* TridentZREREFERME T LN REIFEEEX. AFHEITrident sample-
input/storage-class-*.yamlo Mk Kubernetes ZZEEMEMIBRIERAY Trident F4&

%

Kubernetes VolumeSnapshotClass JR

Kubernetes VolumeSnapshotClass JMREMATF StorageClasses, ENEMFEXZNEFMEE, HAER
BB5| LS IREB SRR E XK, S MERBES —MERBEAEXE.

% VolumeSnapshotClass ESIERR. WHBERENX R ERAUTENXSIEEIRIEE:

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

o driver IBEIERIEIRIBAIKUbernetes csi-snapclass FHTridentfh3E, , deletionPolicy IEEL
T BRIRERBY B ITAIIE(E, B8] deletionPolicy IRE N Delete. HRBIRUUMEFMHEER FHKEIRE
STEMBRIREBRES MR, HE. HAUBEHEIREN Retain XEKE VolumeSnapshotContent FHIREB IR

TRER,

Kubernetes VolumeSnapshot &

—“ 1 Kubernetes VolumeSnapshot XM REEIEEIREBAVIEK, # PVC KRAFAXNELHINER—E, HIR
B EHEFAIAE PVC RIEREBRIEK,

KEIBREBIEKRG. Trident= BIEEEGIRNGEIRRBIIERE. HiBIERE—REBRAFIRE
VolumeSnapshotContent R, ERILMIIE PVC SIZIRIR, HECIER PVC BT REXLERBAE
DataSource o

VolumeSnapshot WA d AR SIRE PVC £k : BMEMBRTIRE PVC , REUXIFEFE. WRA
() AEBURENPVCEY, Trident 235Ut PVC MREEATIZN » EFEMIR " R3S, BRRIGHS
2%, BIRFTEXBRAR, SHHHIRE.
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https://docs.netapp.com/us-en/trident/trident-use/vol-expansion.html
https://docs.netapp.com/us-en/trident/trident-use/vol-expansion.html
https://docs.netapp.com/us-en/trident/trident-use/vol-expansion.html
https://docs.netapp.com/us-en/trident/trident-use/vol-expansion.html
https://docs.netapp.com/us-en/trident/trident-use/vol-expansion.html
https://docs.netapp.com/us-en/trident/trident-use/vol-expansion.html

Kubernetes VolumeSnapshotContent MR

—“MKubernetes VolumeSnapshotContent MRFRTMERENELIEZNIRE, ©FRMUF
PersistentVolume MRRFMEER LEENREB. EAF PersistentvolumeClaim
PersistentVolume XR. BGIEMREAY. VolumeSnapshotContent W RIFFSHI—IF—hRET
VolumeSnapshot MR, ZMREIFKEIERE,

@ Trident@ll## volumeSnapshotContent EIEKubernetesEE B FIECERNE. Bl XL RIEM
FlKubernetes®&8fH, EARNBITEEE( .

o VolumeSnapshotContent MREEATFH—IRIRREBIIFMEE. 90 snapshotHandleo X
snapshotHandle =PVEIFMBZAE—HS VolumeSnapshotContent POE 8

WEIRERIEKG, Trident 2TEEIHEIEIRER, ERRERE. Trident2ECE VolumeSnapshotContent IR,
MImIEREE LA FFEIKubernetes AP,

Kubernetes CustomResourceDefinition W&

Kubernetes HE X &R Kubernetes APl ViR =, HEEREXHBTFXHRMUBTRFHITH4H, Kubernetes
FIFPIEAEX B RUEENRER, EAILUETIBITRAEUXLERIRENX kubectl get crdso

BEXKREX (CRD) KMEXBMIRITHIERH Kubernetes FFETEELTTIBF MR, XEMIEFE N Trident
Bl SIRAVTFE,

M19.07hHRFFEE. Trident={FFE % CustomResourceDefinition AFHRETrident iR EHHIFTR.
W Trident/FiK. TridentfZEZEM Trident®H, XLEXREA Trident BIE, LbSh, CSIHIRBIEZREFINT —LEENX
EIRIBFFER CRD o

CRD Z2—7% Kubernetes 15, ERZFEHITREA Trident S, B0, FEHECIERGEHE tridentctl. MM
tridentbackends BIECRDM&RHKubernetesfE,

BX Trident B9 CRD , i&FELUTF/LA:

* %% Trident BY, RATCIER—H CRD , HAIGEREMEMBIRER R,

* MIcHIhRZASEY Trident (ERBYARZS)AHEREY etcd AT RIFIRE). TridentZERZFEMEBHIE etcd BEH
EEFMEH CIZMENAICRDI R,

* FHREIFTridentf tridentctl uninstall a3, Trident Pod=# bk, BEIZEAICRDASHEIE,
BHE N "HIE Trident" T AIA ML TR MBRFEZFECE Trident o

Trident StorageClass &

Trident2 IKubernetesfll}Z LAY TE(ESE StorageClass IBEMMR csi.trident.netapp.io
Inetapp.io/trident EHEERERFFEH, FEXBTTSKubernetesBIBFRILEE StorageClass BFIfL&
TR

@ {EKuberneteshy. XL R ETEKubernetesBY Bt storageClass R TridentfE NECE
ERHITEM,

FERES—HEER, Trdent ZRFXEERSSNMENFRIBIEHITIE; MRLE, NiZEFELEER
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ZFERECEERNB M BT,

&a] LUER REST API SIBEEREE U BEEEXFESL, B2, WFKubermnetesZhE. K 1HEE T
#FKubernetesBY Bl iR XLEEPE StorageClass W Ro

Trident [FIR3TR

RISRTIFERS, Heh Trident E#; #4 Trident SHIE I ERERHBHIE,

() HRCoSURMEENFEHMIREBZ—, S— P RKubemetes StorageClass X,
BXMANRREHRIFAEE. BEN EEREER

Trident StoragePool MR

FEURTAES N EHREENARNME, T ONTAP , XEEREWNTF SVM FHEE, 3T NetApp
HCI/SolidFire , X%t QoS HEEXNFEERIEER QoS 7. *F Cloud Volumes Service , XLeXIF 3tz
FoirtBXE, SNEEWESHE—ARENEERYE, BT EXE S EMEBUERIPFIE.

SIAHEMNRAR, FEBERENRIGRZBMARNER,

Trident volume &

EREARERT, HEHRIHERAM, FIa0 NFS HZFiSCSILUN , EKubernetesd. XLEXRBZEMN T
PersistentVolumes. BIEERN, BEWEAREAEEMESE, WEXTHRETREIZENUE AKX

(D 7 Kubemetes 1, XEFIRREMBTEIE, EALBEEIIUEE Trident REHNNZ,

R BB XEXIREER PV BY, HERAY Trident & T * IEEMER * KRS EMIER Trident &,
1& N B IZ BRI IRER,

SEEEX TEENENAEEGNEM.

B Type Required Description
version string & Trident APl fras ("1")
name string =0, ZE0ZNERIRR
FiEE string =0, ALEENEFRNEESE
size string =8 EREMNEARN UFD
JIEA)
Y string &= E(FEAINER; “file"
g} "block"
RERE FR string £ FERR LRI RBIR,
H Trident £ 5%
cloneSourceVolume string & ONTAP (NAS, SAN
) #1 SolidFire —* : M
R RV SRR IR
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B Type Required Description

splitOnClone string & ONTAP (NAS, SAN
) . BREMERERD

snapshotPolicy string S Snapshot-* : BFHEN
ONTAP £RB&

SnapshotReserve string & Snapshot-* : JIRERTAEE
HEB 7L ONTAP

SR string ES ontap-nas* : BEANST
HH SRR

snapshotDirectory i = ontap-nas* . @EENE
BER

unixPermissions string S ontap-nas* . #J#8 UNIX
PR

HRA)N string =S SolidFire — * : &/ BKX
K

XH RS string S XHRGIE

AL Trident internalName BIEEN, XBERIMTE. BE. ESMERNEERIR(FAIAE trident TG
IHECEPRIFIR)AINEIER IR, MMEMRRENBIR <prefix>-<volume-name>, /G, TIHFHREIEIER
, BREHARFFERANFR. 3 TFONTAP Gif. EXEFHERATRLE L. RAEIATRHEN
<prefix> <volume-name>) . XIF Element f5i%, B TILBRNEF.

o UEREEEFAREST APIEEACES. B7EKubermnetesEiER. B LE RSB P EERR
#Kubernetes PersistentvVolumeClaim HATERREIFER. {\f429 trident} S EIEIRILLETR
AEo

Trident Snapshot &

REESNEEREIZ, FTRFREMEHEFERS. ETKubemetesH, XLEXREZEWNT
VolumeSnapshotContent R, B MREHLS—MNEEXEL, ZERENIIER,

B Snapshot MREIFLUTE4:

B Type Required Description

version string =21, Trident API higZs ("1")

name string =0 Trident Snapshot ¥R AY
BFR

REBR IR string =8, FHER S L Trident
Snapshot IREIZ R

volumeName string =/, NEBIEREBIKALS
SNE=R

volumelnternalName string =1 FEFR S L XEXBY Trident
EXNRIBZIR
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(D) Kubemetes o, EFRREHTEE, EAUEEEIIUEE Trident REHNE.

LKuberneteshY VolumeSnapshot JWRIEKEQIIE. Tridentr[ BEEEBEFHEASK LR REBIRKT

o o internalName FYREIREBE I EHBILKEMB snapshot- {#F UID B VolumeSnapshot Xf
K190, snapshot-e8d8alca-9826-11e9-9807-525400£3£660) o volumeName Al
volumeInternalName BT IRENEHIFMEERER

£o

Astra Trident ResourceQuota M&

TridentBIPERfERA system—node-critical FEkIFE—Kubernetes ] RS M TR FE—R FH{RAstra
TridentBEIS7E IEE T m XA HAIELRBIFEIESE. FH 4 Trident demonset Podif i FRE NI m FUEB L Lk
BRI TR H,

Ak, Astra TridentRE T ResourceQuota FFHFRARE TridentFE LI RAT m X" MARLIIHR, £
ZREFBIEemonsetZ Hi. Astra Trident2Z&#% ResourceQuota WR. WNRKXELM. MEZALEITR,.

MNREEEWNBRINZRECEFIN AR EHITEZITS. AILIEM custom. yaml HEACE ResourceQuota f#
FAHeImBERIX R,

I TF2—1 " ResourceQuota X RAVR . ZXREMAMIETridentFE,

apiVersion: <version>
kind: ResourceQuota
metadata:
name: trident-csi
labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator : In
scopeName: PriorityClass
values: ["system-node-critical"]

EXRBETIFMAEE. 152N "Kubernetes: HIRECEN",

5I2 ResourceQuota MBRLZELIK

ERDEIERT. ZESTEZEKRM ResourceQuota MREQIE. iFh=1d "IEHEHE" AREHRE,

WNRAEIER. BFoMIFR ResourceQuota R,

fifl B ResourceQuota

MREFHLEITHIB SN ERESES. B LUFRAstra Trident ResourceQuota {FRAMBSHINR:
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kubectl delete quota trident-csi -n trident

tridentctl 55 < #1370

o "Trident ZEREFE" BIEGSITSHER.

tridentctl. AJEMIAHIR]Astra Tridents

BB BHBNREM Kubernetes FAF AJLUFER R L4 Astra Trident , HEZESHRXBELUE

IEE1% Astra Trident Pod Bysp & =518,

5] FARY AR < AN LI
BEXFEABRER. BIB1T tridentctl --helpo

AL /IETEE:

Usage:
tridentctl [command]

AT
* create: FFRAINEAstra Tridento
* delete: MAstra Tridentfipr— P Z N ER.
* get: MAstra Tridenti RER— 1M Z & Ro
* help: BXEAF<SHIEEEN,
* images: ¥TENE&Astra TridentFiEE R eRlUR YR,
* import: FMBHRSANEAstra Tridento
* install: T#Astra Tridento
* logs: MAstra Trident{TENHE,
* send: MAstra Trident&IZH Ro
* uninstall: El#{Astra Trident,
* update: B2 Astra TridentFBYE Ro
* upgrade: F&kAstra TridentF YR,
* version: ¥TENAstra TridentBJhRZS,

flags

* °—-d, --debug: AiREEH,

* °-h, --help: #BJ tridentctls

* '-n, --namespace string. Astra TridentZpZER A ZTIE,

301


https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases

* ‘-0, --output string: HH&I. json_yaml_name_wide|ps Z— (ZiA) o

* ‘-5, --server string:. Astra Trident REST#Z[RYMIL/im .

@ BT LU Trident REST 2 OB ML 127.00.1 HFFIPva) & ¢ 1 1) GFFIPv6)

oA EE (AR SS

@ B LU Trident REST 32088 AMXLL 127.0.0.1 FF IPv4) 8¢ (& :

MR HARSS.

create

TR LAEFIETT create A FAAstra Trident/NINZRIRAIE Lo

Usage:
tridentctl create [option]

AJ IR ;
backend: ¥EimANIEIAstra Tridents

delete
A LUETT delete FiF MAstra TridentFfiBg— N 2N E RIS,

Usage:
tridentctl delete [option]

A PR IEIm ;

* backend: MAstra TridentsPlfx— M MEEE R,

* snapshot: MAstra Tridentfllfg—1Nk Z &R,

* storageclass: MAstra TridentFlpg— a2 MNMEESE,
* volume: MAstra TridentPiBF— o ZNFES.

get

EA] LUETT get AT MAstra TridentIRER— MR Z MR BRI &L

Usage:
tridentctl get [option]

B AT
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* backend: MAstra TridentFRER—NEX S MNMEER .
* snapshot:. MAstra TridentFZREX— 8¢ ZMRER,
* storageclass. MAstra TridentfREX—1 3k % MNMEES,

* volume: MAstra TridenBREX— N Z N5,

volume PR .

*_h, --help:. BEH,

* ——parentOfSubordinate string: EEIERHIAMNEE.
* ——subordinateOf string. BFEBERHIAENTE.

images
AT LUETT images FAF$TENAstra TridentFhE A 28 MG RV E.

Usage:
tridentctl images [flags]

flags
*-h, --help': Help for images.
* -v, -k8s-versionFfTER: KubernetesSE&fHYIE X R 7S,

import volume
BRI LUETT import volume FATFRIMNEETNEAstra TridentfVar <,

Usage:
tridentctl import volume <backendName> <volumeName>

Al
volume, v
flags
* “-f, --filename string:. YAMLE{JSON PVCXH&HIER,
* '-h, --help: HHIEEL
* “--no-manage: {XBIEPV/IPVC, FERELEEMEARERE,
install

AT LUETT install FAFREAstra TridentdtrEo

[flags]
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Usage:
tridentctl install [flags]

flags

* “—-autosupport-image string: AutoSupport & NEIE 231G (FRIA I "netapp/trident autosupport
1 20.07.0")

* *-—-autosupport-proxy string: FAF&iXAutoSupport EMAIHIERIMNE/IR O,
‘—-—csi: RIECSI Trident (& FKubernetes 1.13. FEINEE])o

* “--enable-node-prep: HIRAET R EREMFNRGE,

* “--generate-custom-yaml: FERREERMABTHIER FERYAML

* '-h, --help: RE#EH,

* "—-http-request-timeout: Ez IridentfZHlIZZHIREST APIFYHTTPIE KBRS (FAIAE /I 1mM30s).
* "--image-registry string: PREBMEEMRAIMNLRO,

* "—-k8s-timeout duration: FrEKubernetestZ{ERVBET(ZRINE/93mO0),

* “—-kubelet-dir string: kubeletAEPIREHIENLE (FRIAME " var/lib/kubelet")o

* “—-log-format string: Astra TridentBEIZFEEIN(XZA. json)(BRIA A "text")o

* “——pv string: Astra TridentfEFBHIREPVHZ IR HIRIL R FRARTEIE(ERIA A "trident ")o
* —-pvc string: Asta=IxEFRENEEPVCHETR, MEAEECIAN=ZHE").

* "—-silence-autosupport: AEHEMENetApp&iXAutoSupport IHLFE(ERIAAtrue)s
* “--silent: AREHEBRAASHEL.

* “——trident-image string: BLIEMAstra Tridentbl{&,

* *--use-custom-yaml: fEAIEEBRPIERILEYAML 4,

* ~——use-ipv6: 1FAIPVEH{TAstra Tridentf@ (S,

logs

;fga_l-l’}\ 1—_|- quS ﬁﬁ:_F}\AAStra Trldent?TEr—l E IL;\E’J*]‘II_;\O

Usage:
tridentctl logs [flags]

flags

‘-a, --archive: BRIESHEWA. ZNFERMAEBELIEL TN,
* °-h, --help: AE#EEI
* -1, --log string: BERRBYAstra TridentHE. Trident FIEY—™ "auto"|trident IEIERT "All"  (FRIAS
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"auto" ) o

* “—-node string. BEMHUET mPodHERKubernetesT
‘-p, —-previous: JREVFCEIAELAIM A EIREE).

‘——sidecars:. ¥HisidecardssHIHE,

send

BB LUIETT send AAF MAstra Trident R X Z BRHHS,

Usage:
tridentctl send [option]

B] FkI
autosupport: FFAutoSupport A1 K IXLANetAppo

uninstall

BRI LUETT uninstall AT EIEAstra TridentBI45 S,

Usage:
tridentctl uninstall [flags]

flags
*_h, --help:. HIZEZEEEN,
* ——silent: HEHAEIZAAXZEHE L,

update

&R LUETT update FFTEAstra TridentEE RIS <

Usage:
tridentctl update [option]

A A% ;
backend: {EAstra TridentP EE /G,

upgrade

BRI LUETT upgrade FAFTEAstra Trident P AR ZR RIS,

~o
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Usage:
tridentctl upgrade [option]

B FRIET .
volume: F—PHBZMNKAEEMNFS/ISCSIFREICSI

version

A LIETT version FAATFITENRRZASAIATE tridentcetl URIEFEBITHTridentBRSS,

Usage:
tridentctl version [flags]

flags
*——client: XPREFIHRE(FEERS2S).
*-h, --help: hWRASHEEBR,

PODZ£nE(PSS)M1Z £ L TXIRHI(SCC)

Kubernetes Pod & £ 457/ (PSS)MPod & £ A& (PSP)E XX ELk 7 H R HIPodEI1T

Ao OpenShiftZe £ XA (SCC)EHFE X T HFE FOpenShift Kubernetes5|ZHIPOD
R, RTIRMILBENIZEE. Astra TridentS7EREHREE ARLENR, UTETHIEHA
Y487 Astra Tridenti& & FIA R,

@ PSSIEELPod R £ 5B (PSP), PSPEfEKubernetes v1.21HF . FHIE7Ev1.25HiBR, BX
FAER, FEM "Kubernetes: 24",

FrEERKubernetesZ £ T XHEXFEL

R Description

LS CSIEXREFEH A ANMESH =, XEKETridentT
HPODAIIEITHIINA 28, BXIFHEER, BN
"Kubernetes: EH{EE"

ENRLRIEE iSCSISFIP#IZFAER, iscsiadm BERISCSHEHH
EAFENMEZIEESISCSITIF#HZRTEE,

FEHUPC NF S ##42i8]38 {5 (Interprocess Communication
. IPC)5NFSD#{Ti#{Z,

FEHIPID FERZD) rpc-statd I FNFS, Astra Trident2&E1f)
EFWHBEUBERS rpc-statd IEEFEHNFSEZ A
51T,
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I Description

Ihge o SYS_ADMIN LtINREZRISFINA 28HIBAIATHEER—ET
53 530, Docker I ERIRIAEFIGE T LA FINEE:
CapPrm: 0000003fffffffff
CapEff: 0000003fffffffff

Seccomp Seccomplt B X N A SBIHHRA R F IEZR"RE
; Ak, TiEEAstra TridentP2HE,
SELinux 7EOpensShift . 15INAZBEFIEIT spc_t ("EBRIFN

A" EM LB 2R EFIBEIT container tid, F
/8 containerd. ffH container-selinux &%
[&. FTERBREBREFIEIT spc_t B, XSERE
FASELinux. Flltk. Astra TridentRE7R10

seLinuxOptions E& 28

DAC BRI B ZBZ AL root AR 511517, IERFINA 2
PlrootFF B1517. LAIAIRICSIFRERIUNIXER T,

PODZ £1r/E(PSS)

Label Description Default

pod- AEFR TridentiTHIZBFA T RUWANER  enforce: privileged

security.kubernetes.io/enf ZEmRZTIE,

orce enforce-version: <version
BNE KRR TIEIF R of the current cluster or

pod- highest version of PSS

security.kubernetes.io/enf tested.>

orce-version

@ FUH BTN E R RS PodRitRl. LI QIR HE: . "2 "L Trident CSI-..." &0
REEXTER. BFRENGETENTS privileged BER. NRE. FEHLE Trident,

PODZ =%k (PSP)

FE& Description Default

allowPrivilegeEscalation BRI A BN A IFIPRFA R true

allowedCSIDrivers TridentAE LS CSIIRI &, =

allowedCapabilities I TridentR2BZFIENIEER S T
BERIANRE. MIENESRRIRE
Fi& RIBERYINEE.

allowedFlexVolumes Trident A ER "FlexVolumelk&hfg =
F'. AEfNF2E88TEATFNSE
e

allowedHostPaths TridentT RPODEHT RIVEXH =

4. EIigEIYIRLEFL.
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FEL Description Default

allowedProcMountTypes Trident R EF{E] =
ProcMountTypeso

allowedUnsafeSysctls Trident AR EFEAALEH =
sysctlso

defaultAddCapabilities TR EANRIA 23 RINERITH Zs
ap
BEo

defaultAllowPrivilegeEscal RIFNIEHLKREST NTrident PODHF false

ation TR,

forbiddenSysctls & sysctls i 2

fsGroup Trident& 28 LLroot& 191517, RunAsAny

hostIPC HEHNFSEFZEEIHNIPCARESHIT true
@1 nfsd

hostNetwork iscsiadmEB R ENML SISCSIFIF  true
HIZHITIEE,

hostPID EEFRTHPIDINERESEFE true
rpc-statd IEfETI R _EIE T,

hostPorts Trident R EREM ENIKE, =

privileged TridentT RPod U THIIN A 284 true
BEEEHE.

readOnlyRootFilesystem TridentTs RPodANE NTRAXHR false
o=

=JLo

requiredDropCapabilities TridentT RPodiZ1TENPEHNASES. none

T EMIBRINEE,
runAsGroup Tridenta 28 LrootF {9117, RUnAsAny
runAsUser Trident& 28 Lroot& {21&1T, runAsAny
runtimeClass Trident~EFR RuntimeClasseso T
seLinux Kig&Trident seLinuxOptions &

AR zsiz1TATEIFIKubernetes sy

A ESELinuxi A = B RITETE

o
supplementalGroups TridentA 28 LLroot&1931&1T, RunAsAny
volumes Trident Pod & BiX te&ifHH, hostPath, projected,
emptyDir

Ze F X IRFI(SCC)
v Description Default

allowHostDirVolumePlugin TridentT3 RPodEH T REIRXH AR true
o
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s

allowHostIPC

allowHostNetwork

allowHostPID

allowHostPorts
allowPrivilegeEscalation

allowPrivilegedContainer

allowedUnsafeSysctls

allowedCapabilities

defaultAddCapabilities

fsGroup

groups

readOnlyRootFilesystem

requiredDropCapabilities

runAsUser

selLinuxContext

seccompProfiles
supplementalGroups

users

volumes

Description
HEHNFSEZEXHIPCARESHTT
8IS nfsdo
iscsiadmE K ENIMNLE 5iSCSISFIF
HIEHITIBES,
EEFERAINPIDNEEEGFE
rpc-statd IEfET R EIE T,
TridentREREM ENIFC,
BENRA B2 R IFI PR TR
TridentT A Pod A G  THINN S 2871
BEHEHS
TridentFHBEEAARLZEH
sysctlsoe

JERN Trident B 2SFT B TEER =
BERINEE. MENBSRSIRE
Fr & B sERYTNEE
ZE%W’%WBEE’\J@%%%DDE@UJ
Beo

Trident& 28 LLrootH {9151To

tESCCERTF TridentH4E I EHA
Fo

TridentTI mPod%ME N T =X FR
7%,

TridentT™ mPodizf T BRI A 25
To EMIBRINEE

Trident& 28 LU root & 191& 17,

FKi&ETrident seLinuxOptions
A AR 28z T EIFIKubernetes sy
AIZFEAESELInuxM AR BRITFE

=2
BNRH R R BLBT"TRH"
Trident& 28 LLrootH {9151To

M7 —1%E. ATFEILSCCH
TE & Tridentdn & = iE] F Y Trident F
Fo

Trident PodZE

XS,

Default

true

true

true

false

true

=

Z

RunAsAny

b
i

false

none

RunAsAny

%

%

RunAsAny

TiEF

hostPath, downwardAPI,

projected, emptyDir

309



PNES]E
SEEETHRGRIRAET, iR, SHIBIEL
hRAY

"https://www.netapp.com/company/legal/copyright/"

Bl

NetApp . NetApp #ARH NetApp Etriim L5 HAIFRIERE NetApp «  Inc. BIEIR. EMABSMN~mBAFRATEE
EHEZBEFREENET.

"https://www.netapp.com/company/legal/trademarks/"
=2
BX NetApp HEMEFINEMNTIR, 1FIAHIA:

https://www.netapp.com/pdf.html?item=/media/11887-patentspage.pdf

EENIZE S

"https://www.netapp.com/company/legal/privacy-policy/"

F GRS

A UTE S MRAS B A EE AT Astra Trident B NetApp 2R ERRISE =75 MARFI YR a3
https://github.com/NetApp/trident/,

310


https://www.netapp.com/company/legal/copyright/
https://www.netapp.com/company/legal/trademarks/
https://www.netapp.com/pdf.html?item=/media/11887-patentspage.pdf
https://www.netapp.com/company/legal/privacy-policy/
https://github.com/NetApp/trident/

RS B

HRINFRE © 2026 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESLBEITFA, ANAEPZIMRIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.

311


http://www.netapp.com/TM

	Astra Trdent 23.04文档 : Astra Trident
	目录
	Astra Trdent 23.04文档
	发行说明
	新增功能
	23.04中的新增功能
	23.01.1中的变更
	2001年23月的变更
	22.10中的变化
	22.07中的更改
	22.04中的更改
	22.01.1 中的更改
	22.01.0中的变更
	21.10.1 中的更改
	21.10.0中的变更
	已知问题
	了解更多信息

	文档的早期版本

	概念
	了解 Astra Trident
	概述
	支持的 Kubernetes 集群架构
	什么是 Astra ？
	有关详细信息 …​

	ONTAP 驱动程序
	Asta Control支持的驱动程序
	适用于ONTAP的Astra三端存储驱动程序

	配置
	存储类关联
	卷创建

	卷快照
	了解如何创建卷快照

	虚拟池
	了解虚拟池

	卷访问组
	了解卷访问组


	入门
	试用
	了解测试活动

	要求
	有关Astra Trdent 23.01的重要信息
	支持的前端（编排程序）
	支持的后端（存储）
	功能要求
	已测试主机操作系统
	主机配置
	存储系统配置：
	Astra Trident 端口
	容器映像以及相应的 Kubernetes 版本

	安装 Astra Trident
	了解有关Astra Trident安装的信息
	使用Trident操作员安装
	使用tridentctl进行安装

	下一步是什么？
	第 1 步：创建后端
	第 2 步：创建存储类
	第 3 步：配置第一个卷
	第 4 步：将卷挂载到 Pod 中


	管理 Astra Trident
	升级 Astra Trident
	升级 Astra Trident
	使用操作员升级
	使用 tridentctl 进行升级

	卸载 Astra Trident
	使用 Helm 卸载
	使用 Trident 操作符卸载
	使用卸载 tridentctl

	降级 Astra Trident
	何时降级
	何时不降级
	使用操作员安装 Astra Trident 时的降级过程
	使用安装Astra Trident时的降级过程 tridentctl


	使用 Astra Trident
	准备工作节点
	选择合适的工具
	节点服务发现
	NFS卷
	iSCSI 卷

	配置后端
	配置后端
	Azure NetApp Files
	为Google Cloud后端配置Cloud Volumes Service
	配置 NetApp HCI 或 SolidFire 后端
	ONTAP SAN驱动程序
	ONTAP NAS 驱动程序
	适用于 NetApp ONTAP 的 Amazon FSX

	使用 kubectl 创建后端
	TridentBackendConfig
	步骤概述
	第 1 步：创建 Kubernetes 机密
	第2步：创建 TridentBackendConfig CR
	第3步：验证的状态 TridentBackendConfig CR
	（可选）第 4 步：获取更多详细信息

	使用 kubectl 执行后端管理
	删除后端
	查看现有后端
	更新后端

	使用 tridentctl 执行后端管理
	创建后端
	删除后端
	查看现有后端
	更新后端
	确定使用后端的存储类

	在后端管理选项之间移动
	用于管理后端的选项
	管理 tridentctl 后端使用 TridentBackendConfig
	管理 TridentBackendConfig 后端使用 tridentctl

	管理存储类
	设计存储类
	创建存储类。
	删除存储类
	查看现有存储类
	设置默认存储类
	确定存储类的后端

	执行卷操作
	使用 CSI 拓扑
	使用快照
	展开卷
	导入卷

	在命名空间之间共享NFS卷
	功能
	快速入门
	配置源和目标命名空间
	删除共享卷
	使用 …​ tridentctl get 查询从属卷
	限制
	有关详细信息 …​

	监控 Astra Trident
	概述
	第 1 步：定义 Prometheus 目标
	第 2 步：创建 Prometheus ServiceMonitor
	第 3 步：使用 PromQL 查询 Trident 指标
	了解有关 Astra Trident AutoSupport 遥测的信息
	禁用 Astra Trident 指标


	适用于 Docker 的 Astra Trident
	部署的前提条件
	验证要求

	部署 Astra Trident
	Docker 托管插件方法（ 1.13/17.03 及更高版本）
	传统方法（ 1.12 或更早版本）
	在系统启动时启动 Astra Trident

	升级或卸载 Astra Trident
	升级
	卸载

	使用卷
	创建卷
	删除卷
	克隆卷
	访问外部创建的卷
	驱动程序专用的卷选项

	收集日志
	收集日志以进行故障排除
	一般故障排除提示

	管理多个 Astra Trident 实例
	Docker 托管插件（ 1.13/17.03 或更高版本）的步骤
	传统（ 1.12 或更早版本）的步骤

	存储配置选项
	全局配置选项
	ONTAP 配置
	Element 软件配置

	已知问题和限制
	将 Trident Docker 卷插件从旧版本升级到 20.10 及更高版本会导致升级失败，并且不会显示此类文件或目录错误。
	卷名称的长度必须至少为 2 个字符。
	Docker Swarm 的某些行为会阻止 Astra Trident 在每个存储和驱动程序组合中为其提供支持。
	如果要配置 FlexGroup ，则在第二个 FlexGroup 具有一个或多个与要配置的 FlexGroup 相同的聚合时， ONTAP 不会配置第二个 FlexGroup 。


	常见问题解答
	一般问题
	Astra Trident 的发布频率如何？
	Astra Trident 是否支持特定版本的 Kubernetes 中发布的所有功能？
	Astra Trident 的运行是否依赖于其他 NetApp 产品？
	如何获取完整的 Astra Trident 配置详细信息？
	我能否获取有关 Astra Trident 如何配置存储的指标？
	使用 Astra Trident 作为 CSI 配置程序时，用户体验是否会发生变化？

	在 Kubernetes 集群上安装和使用 Astra Trident
	支持的版本是什么 etcd？
	Astra Trident 是否支持从专用注册表脱机安装？
	是否可以远程安装 Astra Trident ？
	是否可以使用 Astra Trident 配置高可用性？
	Astra Trident 是否需要访问 Kube-system 命名空间？
	Astra Trident 使用哪些角色和特权？
	是否可以在本地生成 Astra Trident 用于安装的准确清单文件？
	是否可以为两个单独的 Kubernetes 集群的两个单独的 Astra Trident 实例共享同一个 ONTAP 后端 SVM ？
	是否可以在 ContainerLinux （以前称为 CoreOS ）下安装 Astra Trident ？
	是否可以将 Astra Trident 与 NetApp Cloud Volumes ONTAP 结合使用？
	Astra Trident 是否支持 Cloud Volumes Services ？

	故障排除和支持
	NetApp 是否支持 Astra Trident ？
	如何提出支持案例？
	如何生成支持日志包？
	如果需要提出新功能请求，我该怎么办？
	我应在何处提出缺陷？
	如果我有有关 Astra Trident 的快速问题需要澄清，会发生什么情况？是否有社区或论坛？
	我的存储系统密码已更改， Astra Trident 不再工作，如何恢复？
	Astra Trident 找不到我的 Kubernetes 节点。如何修复此问题？
	如果 Trident POD 被销毁，是否会丢失数据？

	升级 Astra Trident
	是否可以直接从旧版本升级到新版本（跳过几个版本）？
	是否可以将 Trident 降级到先前版本？

	管理后端和卷
	是否需要在 ONTAP 后端定义文件中同时定义管理和数据 LIF ？
	Astra Trident 是否可以为 ONTAP 后端配置 CHAP ？
	如何使用 Astra Trident 管理导出策略？
	是否可以在 DataLIF 中指定端口？
	IPv6 地址是否可用于管理和数据 LIF ？
	是否可以在后端更新管理 LIF ？
	是否可以更新后端的数据 LIF ？
	是否可以在适用于 Kubernetes 的 Astra Trident 中创建多个后端？
	Astra Trident 如何存储后端凭据？
	Astra Trident 如何选择特定后端？
	如何确保 Astra Trident 不会从特定后端配置？
	如果存在多个相同类型的后端，则 Astra Trident 如何选择要使用的后端？
	Astra Trident 是否支持 Element 或 SolidFire 的双向 CHAP ？
	Astra Trident 如何在 ONTAP 卷上部署 qtree ？一个卷可以部署多少个 qtree ？
	如何为在 ONTAP NAS 上配置的卷设置 Unix 权限？
	如何在配置卷时配置一组显式 ONTAP NFS 挂载选项？
	如何将配置的卷设置为特定导出策略？
	如何使用 ONTAP 通过 Astra Trident 设置卷加密？
	通过 Astra Trident 为 ONTAP 实施 QoS 的最佳方式是什么？
	如何通过 Astra Trident 指定精简配置或厚配置？
	如何确保即使意外删除了 PVC 也不会删除所使用的卷？
	是否可以扩展由 Astra Trident 创建的 NFS PVC ？
	如果我的卷是在 Astra Trident 外部创建的，是否可以将其导入到 Astra Trident ？
	是否可以在卷处于 SnapMirror 数据保护（ DP ）或脱机模式时导入它？
	是否可以扩展由 Astra Trident 创建的 iSCSI PVC ？
	如何将资源配额转换为 NetApp 集群？
	是否可以使用 Astra Trident 创建卷快照？
	哪些驱动程序支持 Astra Trident 卷快照？
	如何为采用 ONTAP 的 Astra Trident 配置的卷创建快照备份？
	是否可以为通过 Astra Trident 配置的卷设置快照预留百分比？
	是否可以直接访问卷快照目录和复制文件？
	是否可以通过 Astra Trident 为卷设置 SnapMirror ？
	如何将永久性卷还原到特定 ONTAP 快照？
	Trident是否可以在配置了负载共享镜像的SVM上配置卷？
	如何区分每个客户 / 租户的存储类使用情况？


	支持
	故障排除
	常规故障排除
	使用操作员对未成功的 Trident 部署进行故障排除
	使用对未成功的Trident部署进行故障排除 tridentctl

	最佳实践和建议
	部署
	部署到专用命名空间
	使用配额和范围限制来控制存储消耗

	存储配置
	平台概述
	ONTAP 和 Cloud Volumes ONTAP 最佳实践
	SolidFire 最佳实践
	如何查找更多信息

	集成 Astra Trident
	驱动程序选择和部署
	存储类设计
	虚拟池设计
	卷操作
	部署 OpenShift 服务
	指标服务

	数据保护和灾难恢复
	Astra三元数据复制和恢复
	SVM复制和恢复
	卷复制和恢复
	Snapshot数据保护
	Astra Control Center应用程序复制

	安全性
	安全性
	Linux统一密钥设置(LUKS)


	参考
	Astra Trident 端口
	Astra Trident 端口

	Astra Trident REST API
	何时使用REST API
	使用REST API

	命令行选项
	日志记录
	Kubernetes
	Docker
	REST

	与 Kubernetes 集成的 NetApp 产品
	Astra
	ONTAP
	Cloud Volumes ONTAP
	适用于 NetApp ONTAP 的 Amazon FSX
	Element 软件
	NetApp HCI
	Azure NetApp Files
	适用于 Google Cloud 的 Cloud Volumes Service

	Kubernetes 和 Trident 对象
	对象如何相互交互？
	Kubernetes PersistentVolumeClaim 对象
	Kubernetes PersistentVolume 对象
	Kubernetes StorageClass 对象
	Kubernetes VolumeSnapshotClass 对象
	Kubernetes VolumeSnapshot 对象
	Kubernetes VolumeSnapshotContent 对象
	Kubernetes CustomResourceDefinition 对象
	Trident StorageClass 对象
	Trident 后端对象
	Trident StoragePool 对象
	Trident Volume 对象
	Trident Snapshot 对象
	Astra Trident ResourceQuota 对象

	tridentctl 命令和选项
	可用的命令和选项
	create
	delete
	get
	images
	import volume
	install
	logs
	send
	uninstall
	update
	upgrade
	version

	POD安全标准(PSS)和安全上下文限制(SCC)
	所需的Kubernetes安全上下文和相关字段
	POD安全标准(PSS)
	POD安全策略(PSP)
	安全上下文限制(SCC)


	法律声明
	版权
	商标
	专利
	隐私政策
	开放源代码


