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* Credential Based : EBFIFEIIER ONTAP AR ZMERE, BINERETMEXNEZEERAE. Hi0
admin 3¢ vsadmin MRS ONTAP AR AFRS 4,

* BEFEF: Astra Trident AR UERERLENIETS ONTAP EE#HITERE, L, RiREXSANEEE
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

{
"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",
"username": "vsadmin",

"password": "password"
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* clientCertificate : B IHIFPHH Baseb4 fwi3{E,
* clientPrivateKey : XEXFA$AH Base64 ZRiS{E,

* trustedCACertifate . Z{5E CA iEHH) Base64 mhIE, INREATIES CA, MATRHIIESE, NRREE
FBRl{E CA, MELUZEILIZE,

HANTEREFEUTIE,

p

1. £EMEFPIEPNRA. £/, B2AE (Common Name , CN) iEBHNEENSHIRIER ONTAP
BF.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/0O=NetApp/CN=admin"

2. ¥¥0]{S CAIEHAINEI ONTAP ££8f, It EMFMHEER MR, MRKEMREIE CA, WAL,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. 7Z ONTAP S8 L REZFIRIEBMNER (MTE 1 F18) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. H5IAONTAP Z2ERABXF cert BPIRIES £,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—-authentication-method cert



5. FEREMMEBNXBZHINIE, & <SVM BIE LIF> fl <SVM &ZFF > i 9 EIE LIF IP 1 ONTAP &#F,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. {§/H Base64 XEPH, AT RS CA IEHHITHE,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERAMN E—TREBNELIREIR.

cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

P mm== e LB e ettt
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e e Fommmmmmmmescrrrrrrrre e reme s e emm o
P o= +

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fommmmmmmmm== e LB et
Fommmmm== et +
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AINFNEMIIES%. RAE. FEREHENbackend jsonX . ZXHBEEERITHFAESEI tridentctl
backend updateo

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e i fom e o
R remmmeme== +F

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R et R fessmsmess e s ss s oses s s s e=s
fmm====== fememe==== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma=s R fesssssssssscsesessosssassssassssasmaaa
from e fr e +

RERIN, BRI ONTAP LB ME, AR TRNER. BIEHse
() . TURRRRNSNES, 25, GHEERLERINES, G5 ONTAP EE I
B,

EERASTRNERIEENIAN, UASRNEZREINEEE, RNNEIHEMKAE, Astra Trident
A LIS ONTAP Fim#TiBEH A IERENERRE

ERAN A CHAP JHEZEHITE D IIIE

Astra Trident®] LU{# XX EICHAPRISCSIRE#H 1T B A IIE ontap-san # ontap-san-economy IXEHFER,
XEEBH useCHAP T, B HBY true. Astra Trident2IFSVMHZINBHIEF R EMERE AW ECHAP,
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ o useCHAP B EZ—NMRTIET. HEEEEE—RK, RIABERT, WBEISE N false . BFHIEE
N true [5, TERBEHIKEN false o

tb9M useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret,
chapTargetUsername, # chapUsername [GIHEXFPUNBEEFER, FLIBEIRG. PILUSTTREHXLE
B9 tridentctl updateo
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e —— e — e e ettt
t——— R +

MBEEZERAZEMm; WREED SYM £8 Astra Trident B3, NMXLEERREREREENIRS. FEEEE
REHMENERE, IEERESRRFRITENRT. WAHERMEZAN PV BSRENERAERENETE.
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S8 Description Default
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storageDriverName

backendName

managementLIF

dataLIF

useCHAP

chapInitiatorSecret

labels

chapTargetInitiatorSecret

chapUsername

chapTargetUsername

clientCertificate

Description

FEIREDAE P B R AR

B E X &1z iE G
&Ry SYM BIE LIF B IP it

EH1TIcEMetroClusterilJift, &44

FEESVMEIELIF,

I LEE ST £ REE S (FQDN),

WNRERLRIET Astra Trident. MAT

LB E AERIPVEItE --use
-ipv6 5o IPveHIAE AT 5 1E

SENX. H80: [28e8: d9fb: a825

: b7bf: 69a8: d02f: 9e7b:
3555],

X LIF BY 1P bk,
1570 NiISCSHERE, Astra TridentfsE

FH "ONTAP EZFEMLUNBRET" &I
I ZRRIESIEFTEAYISCI LIF, W0

R, MEERES datalLIF BE

BEHATE Yo
{EFCHAP}ISCSIBYONTAP SAN
RohIEE# 1T B P IRIE[fR/R1E]o

BN true 1ltAstra Tridenth[5im

BEBISVMECEHERNECHAP

EREAB R, SN EEE

FEONTAP SANIRGHIEFEL & fois"
TRRFMAEE,

CHAP B&iiEFZEiH. tERHA. N
FAEIN useCHAP=true

ENVHAFEN—AHEE JSON &R
BIPREE

CHAP BirE@ohiZF%E5H. MR
H. MANED useCHAP=true

NP WRA. WABER

useCHAP=true

BfrAP &, WRA. WHBFED

useCHAP=true

Z P iRIEHBH Base64 4RiL{E, FI
FEFEBNEHRIIIE

Default

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san,
ontap-san—-economy

IXGHFZFF B FR + "_" + dataLIF

"10.0.0.1 ", "2001 : 1234 :
abed @ © : fefe]"
HSVMIk&E

false
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clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

Description

EFinE A% Base64 4wig
B, BFETFIERNBMHMIIE

Z{=1E CAEHH Base64 {REIME,
Bk, AFEFIEBNEHIIE,

5ONTAP &84 BEFrBRAF 2o
BFETFEIENEHIIE,

5ONTAP 25 BIEFRVER. A
TETRENS NI,

E{FMRY Storage Virtual Machine

£ SVM HRECEH BRI ERRIRIZ.
AR EN. BEMILSHR. &
FEQE—METRIER.

MREREBILES, NEKEE
KMo

AR EERIER FNetApp ONTAP
fEimiIAmazon FSX. BE7I8E
limitAggregateUsageo TRIHH

fsxadmin fl vsadmin BB

RERSERBERAENNE. HE
FiAstra TridentXx E i#17PR &,

NRIBREVER/NEILE. WE
BRI,

s EZREIENgtreeFILUNE
BRERNRAKR.

&1 FlexVol BYERA LUN %1, #4700
£50, 200EER

HWPEHERIN EFEANIARITS. &
5 {"api": false , "method " :
true }

FRAFEfEH I TR ERIR AR R4
BRSHiE. SNIEZER.

Default

WMEREBSVM. MR&E
managementLIF BI&E

trident

Y (BOAER AR L)

"(BRIAEIR S AR FISETE)

100

null



useREST

BT EE &N /EIRACE EIN

Description

Default

BFEHA ONTAP REST API B9#5/R false

B8, * BATE

useREST fEA— AT Gkt
. BWATFIRAFE. MARE
FIL{ERE, 18BN true

. Astra TridentifEEFHONTAP
REST API5S Gimi# T8 5. IthIhEE
FEEFEAONTAP 9. 1.1 MESHR
A, b5, FEFBONTAP ERAE
ABENGRIR) ontap NBTERF. X
— R ALEEFIE MR HE vsadmin
M cluster-admin B,

useREST MetroCluster R #5,

ISR ATE P AR ERTUEHIBUAERE defaults BB D BXRTH, FERUTEERA.

S8
spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

10

Description
LUN By== 853 Ed

TEFERN; "X (FsfE) "
" (B)

E{FEAAY Snapshot K&

EHRIEINEDERY QoS HREELA,
RS NMEEM / [FIRMY qosPolicy
g} adaptiveQosPolicy Z—,

£ Astra Trident &£ QoS ZRE&LH
FE ONTAP 9.8 IES A, ZEiX
ERIFHEZQoSHKIEAE. HIBRE
BRASINAFEIHDE. HE
QoS HERARMFIE TIERHMNED
H=HE LR,

Default

true

p

p

ENEIENEDERIRIEN QoS &’ "

BRLH, EFRENEEM / FiRY
qosPolicy 3 adaptiveQosPolicy Z

FREROFTNENER DL

BIZTeER, MERRIFDETE

% snapshotPolicy B"XL". &

g™

false



encryption

luksEncryption

securityStyle

tieringPolicy

SECET
TEHE—TMEXTRIAMENRG:

version: 1
storageDriverName:
10.0.0.1
svm: trident svm

managementLIF:

username: admin
password: <password>
labels:

k8scluster: dev2

Description Default

% LB EANetAppEINZE(NVE)
5 BIAA falseo, BEfERILLIEDN,
AT B E3R1E NVE BOFRIH B
A NVE .

false

NRERHEATNAE. NI7EAstra
TridenthP B & HIE(RIEEIE R
FANAE,

BEXEHMEE. EBN:. "Astra
Tridentd0{Al SNVEFINAEEZ & £

o

BRLUKSINZE, &0 "EHLInux ™
Fi—2EAIR E (LUKS)"

MENRERI
fER" T "HIE RS

unix

IEFF ONTAP 9.5 SVM-DR Z &l
BOERY " (XIRER "

ontap-san

backend: dev2-sanbackend

storagePrefix:
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard

spaceAllocation:

alternate-trident

'false'

snapshotPolicy: default

snapshotReserve: '10'

11
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BT ERCIEMNFIES ontap-san EENF2FE. Astra Trident=EFlexVol FIMNRIN10%MN B E.
@ UBHLUNTTEGE. LUN BERBFE PVC FiERIHEIA/NEITECE, Astra Trident 3§

FlexVol 11 10% (£ ONTAP HETRATTAAX/N) » BRMERKREMERNARRTE, e

BOARIBALE LUN BRARRE, BRIEEZSF AT ETE. XAERTF ontap-san-economy.

BFEXMEIH snapshotReserve. Astra TridentF#Z0 FFARITESE K/

Total volume size = [ (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 2 Astra Trident [ FlexVol ZI7MNAN 10% LB LUN o##E. EHTF snapshotReserve = 5%. PVCig
K= 5GiB. HSK/NH5.79GB. AJHA/NAS5.5GB, o volume show BB ¥NERSUTREIEZMIVEER:

Aggregate State i Available Used%

_pvc_89flcl56_3801_4ded4_979d_034d54c39574

online RW 18GE
_pvc_ed2ecbfe_3baa_4afbe_996d_134adbbbBebd

online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_95l1a_@Bael5elc@ba

online RW 1GB 511.8MB

3 entries were displayed.

Ba1, AR NENNESERMITENE—T%,

RIRECE T
UTFRHIERTHASHSRRENMNENEARE, X2ENRHNBERSE.

@ IR EIEAmazon FSx on NetApp ONTAPSAsta Dent&E&ER. NMIEINE NIEEDNSZMR. M
RZ2IPibit,

ONTAP SANSIEEC &

XE2FEAMNEREE ontap-san WoiEF.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>
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ONTAP SANZ 4 =1REC & Rl

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

username: vsadmin

password: <password>

EFIEBF D IIERA

ERERRRETRGIP clientCertificate, clientPrivateKey, M trustedCACertificate (W
REAFECA. MELEMFIET backend. json HIDFIRARFFIHIED. TREHAMAESCAILES
Hbase644miS{E,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz



XA CHAP I

XL RGER G iR useCHAP BN trueo
ONTAP SAN CHAP: =l

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SANZZ £ CHAPI

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

BRG]

EXLERGIEHREXXER. NFAEEFEEMSE THRHEIIAE. B8 spaceReserve T,
JHfalse. #l encryption Afalse, FEIMNMIEFMEIRDFHITE N

spaceAllocation

Astra Trident=1E"Comments"FEEFIS B EINS . FREFlexVol LigE, EECERT. Astra Trident= R EHA
W EMFREREEHIEIEFES. AT HELER. FEEEA LIRS SN EPHIA S E XIRE,
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EXLERfIF, BLEEF#EMEBITIRE spaceReserve,
A BEIANE

spaceAllocation, 0 encryption B. MmE
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ONTAP SAN/fI
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'



ONTAP SANZZF MR

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'
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zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

5 /5IREYE] StorageClasses

LA R StorageClassE N F & [FEitfEimnll. f#F parameters.selector FEEP. EStorageClassEfs
EHUTBATRESHNEN, EREEERIHNRENEZ NS,

* o protection-gold StorageClassigiRetE|HME— PN EIM ontap-san [Fik. XEW—IRMHEEERE
PRy,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassiGBREFEIFREIE —PNFIE = NEIMA ontap-san Fif. REX
LR AV RIPR SR Egolds

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"

T — 2l

* o app-mysqldb StorageClassi& RSt E|FAYEE =N EIAM ontap-san-economy [Rif. XEAmysqldb
KRN BIEFIREFMEMEE R —i,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* o protection-silver-creditpoints-20k StorageClassiFIREEIRRYE — MM ontap-san /3
B, XM IR RIS RIHI20000-ME B AT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* o creditpoints-5k StorageClassiFRTEIFRIE =N EAM ontap-san FHIFiHMNSEEEIAA
ontap-san-economy [Gif. XEM——{EH=E/I500089t o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Astra Tridenti/RTEEZEM D EMM. HIBFRHEFEER.
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