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# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg
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1. EIEEIEBERENLUKSIIZE M, BXONTAP SANMGISRE AT IEAEE. iE20 "ONTAP SANFD
Bk,
"storage": [

{
"labels":{"luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. {fH ... parameters.selector {FRALUKSIZE X FEM, Flu0:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: netapp.io/trident

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. PIBE— " EELUKSEREIEMNZ R, Bli0:

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA
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PR
LUKSHIZ RIS TTEFIFONTAP &8 #iEm BRI SR E4E1N6E.

AFSALUKSEHNFiRECE

B2 ALUKSE. HIIRE luksEncryption to(true fE/Gife o luksEncryption OptionA] SRIAER #
H=IREER R BT ELUKS (true)HARFELUKS (false). SALTRABIFRR.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

WIRLUKSZIE5T1E
ER] LUCRLUKSZ IS FZEH i IA R i,

(D BSICREEE. FIEEHIMERE. REBIZATESIBE. MRFIBNBEREER. &
AT EEHILE. FRBIERREMEBRESET AR,

XFIAES
NREIEMBLUKSZEIFZIEGCIR THHEBHIPOD. NMEAELUKSEDE BRI, CIZMIIPodEY. Astra
Trident= 1% LRILUKSZRIFEE S B AP RE RN BIDEIEH T,

* NRE EHNEEEES BAPNENRZDRER L. NSXERH],

* NRE_LWRILIZIES TP ECHRIBITELE. MEER previous-luks-passphrase SEIGHEZ

o

T
1. 7N node-publish-secret-name # node-publish-secret-namespace StorageClassZ#, i
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apiVersion:

kind:

StorageClass

metadata:

name:

provisioner:

parameters:

csi-san

storage.k8s.io/vl1

csi.trident.netapp.io

trident.netapp.io/backendType: "ontap-san"

csi.
csi.
csi.

csi.

storage
storage
storage
storage

.k8s.
.k8s.

.k8s

io/node-stage-secret—-name: luks
io/node-stage-secret-namespace: S${pvc.namespace}

.1o0/node-publish-secret-name: luks
.k8s.

io/node-publish-secret-namespace: ${pvc.namespace}

2. ESSIRE LRI B BEIE,

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EMBHLUKSEALIEE MEIEFZIEM £

BIDFEIE, R previous-luke-passphrase-name #

previous-luks-passphrase ILAZ_ E—NHIEETIE,

apiVersion:

kind:

Secret

metadata:

name:

stringData:

vl

luks-pvcl

luks-passphrase—-name: B

luks-passphrase:

secretB

previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. BIE—RRHENPOD, XERBMEERPTHEN,

o. WIFEIEIER S BRI,
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Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

=

R EMIRIE_LIREIFEGEER . 4 SRIRELEEE,

(D NERIREIHNZLETIE. 190 luksPassphraseNames: ["B", "A"]. #HHATE, &r1LL
i & FrPODLIZE I TR H 1,

ERET R
TR TELUKSIIZENE LB RS B

p

1. BH cSINodeExpandSecret DHBEI J(MIhR1.2500 L), 1EBM "Kubernetes 1.25: f& AN #1T RIK
HEICSIET B" TIFHER.

2. N node-expand-secret-name #ll node-expand-secret-namespace StorageClass&#f, flal:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: netapp.io/trident

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

ZR
BEhEXAFHEY AT, kubelet= SN H R ELWEZF.

23


https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/
https://kubernetes.io/blog/2022/09/21/kubernetes-1-25-use-secrets-while-expanding-csi-volumes-on-node-alpha/

RS B

HRINFRE © 2026 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESLBEITFA, ANAEPZIMRIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23k, SRERAEENGTE, ZFBERaEL, WAREFE, BMRESR
FHIRFARIBIN EE BT ERABE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELHIE, ZEBRXERIPENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp://www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~RA
il ge = HE BB & BIET.

24


http://www.netapp.com/TM

	最佳实践和建议 : Astra Trident
	目录
	最佳实践和建议
	部署
	部署到专用命名空间
	使用配额和范围限制来控制存储消耗

	存储配置
	平台概述
	ONTAP 和 Cloud Volumes ONTAP 最佳实践
	SolidFire 最佳实践
	如何查找更多信息

	集成 Astra Trident
	驱动程序选择和部署
	存储类设计
	虚拟池设计
	卷操作
	部署 OpenShift 服务
	指标服务

	数据保护和灾难恢复
	Astra三元数据复制和恢复
	SVM复制和恢复
	卷复制和恢复
	Snapshot数据保护
	Astra Control Center应用程序复制

	安全性
	安全性
	Linux统一密钥设置(LUKS)



