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* OpenShiftA28F & (AMD64F1ARM64)3z #F#IRedHat CorEOS (RHCOS)hfz s
* RHEL 8+(AMDG64F1ARM64)

* Ubuntu 22.045( & S hRZS(AMD64F1ARM64)
* Windows Server 2019 (AMDG64)

AIMBERT, Astra Trident EAZHIETT, FEUKEREM Linux TFRERF LT, B2, RIBEERNGER,
XEERTRERBFERITE NFS P Indk iSCS| BohizFHEE Astra Trident 12 1A%,

o tridentctl SKAATERFIER] BATELInUXBIERIXEE S R AR _EiE1T,

ENECE

Kubernetes&eB¥ RHVFRE TIET &L A BB NPodELERNS. BEEILFTR. BIAREEEZENIKRNTE
FRENFSEiISCSITA,

TEEITETR"

FHERSECE
Astra TridentF] SE BB A BERF RS, ABEHREES SEERT.

"REEH

Astra Trident i [
Astra TridentFE Z 1545 Eim QA4 BEHTTIBS,

"Astra Trident g ["
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A 255 LA KA B0 Kubernetes ks

WNFHESNERE, THYIHT %% Astra Trident FIFRIE 28R, £ tridentctl images ATRIEFAESR
SBIRTIREF L,
Kubernetes hixZs BERER
v1.22.0 * dDocker, io/NetApp/trdent: 23.07.1
* docer.io/NetApp/trdent-autostsupport: 23.07
* JFAREK k8s.io/sig-storage/Csl-& BLETEF: v3.5.0
* JEAfER k8s.io/sig-storage/Csl-Attacher: v4.3.0
* JEfR3R k8s.io/sig-storage/Csl-sA[@E: v1.0.0
* AR k8s.io/sig-storage/Csl-snapshotter: v6.2.2

* SEARER k8s.io/sig-storage/CsI-NT5 & IREHAZ AR
g5 v2.0.0

* dDocker .io/NetApp/trdenti@{EFf2R7: 23.07.1 (7]
12t

v1.23.0 * dDocker, io/NetApp/trdent: 23.07.1
* docer.io/NetApp/trdent-autostsupport: 23.07
* SEARER k8s.io/sig-storage/Cs|-& ECEFEF: v3.5.0
* JEfR3R k8s.io/sig-storage/Csl-Attacher: v4.3.0
* JEARER k8s.io/sig-storage/Csl-sA[E: v1.0.0
* JEffER k8s.io/sig-storage/Csl-snapshotter: v6.2.2

* JEARER k8s.io/sig-storage/Cs|-NT5 52 IREHAZFEAR
8. v2.0.0

* dDocker .io/NetApp/trdentiZ2{Ef2F: 23.07.1 (7]
%)

v1.24.0 * dDocker, io/NetApp/trdent: 23.07.1
* docer.io/NetApp/trdent-autostsupport: 23.07
* SEARER k8s.io/sig-storage/Cs|-& ECBEIZF: v3.5.0
* JEfER k8s.io/sig-storage/Csl-Attacher: v4.3.0
* S} k8s.io/sig-storage/Csl-sR[E: v1.0.0

* JEAfER k8s.io/sig-storage/Csl-snapshotter: v6.2.2

* SEARER k8s.io/sig-storage/Cs|-NT5 52 IREHAZF5EAR
#5. v2.0.0

* dDocker .io/NetApp/trdentiZ2 i 23.07.1 (7]
%)
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Kubernetes hRZs
v1.25.0

v1.26.0

v1.27.0

BERIR

dDocker, io/NetApp/trdent: 23.07.1
docer.io/NetApp/trdent-autostsupport: 23.07
SRR k8s.io/sig-storage/Cs|-B EREFER: v3.5.0
7EMf 3R k8s.io/sig-storage/Csl-Attacher: v4.3.0
7EMRER k8s.io/sig-storage/Csl-sA[E: v1.0.0

JEAR K k8s.io/sig-storage/Csl-snapshotter: v6.2.2

SR k8s.io/sig-storage/Cs|-NT5 52 IREhFZF i
5. v2.0.0

dDocker .io/NetApp/trdentiZ{EF2R5: 23.07.1 (7]
1%E)

dDocker, io/NetApp/trdent: 23.07.1
docer.io/NetApp/trdent-autostsupport: 23.07
JEAfER k8s.io/sig-storage/Cs|-& BCETZER: v3.5.0
7EAR R k8s.io/sig-storage/Csl-Attacher: v4.3.0
7EAR % k8s.io/sig-storage/Csl-sAR[E: v1.0.0

7EAR 3R k8s.io/sig-storage/Csl-snapshotter: v6.2.2

SRR k8s.io/sig-storage/Cs|-NT5 &5 IREHFZF £ M
5. v2.0.0

dDocker .io/NetApp/trdenti2{Ef2%: 23.07.1 (]
1%E)

dDocker, io/NetApp/trdent: 23.07.1
docer.io/NetApp/trdent-autostsupport: 23.07

7 R k8s.io/sig-storage/Cs|-B EEEFERF: v3.5.0
7EAR R k8s.io/sig-storage/Csl-Attacher: v4.3.0
73R k8s.io/sig-storage/Csl-sR[E: v1.0.0

7EAR 3R k8s.io/sig-storage/Csl-snapshotter: v6.2.2

SEAAER k8s.io/sig-storage/Cs|-NTi &5 IREhTZF M
zs. v2.0.0

dDocker .io/NetApp/trdentiZ{Et2~F: 23.07.1 (7]
vi)
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%3t Astra Trident

TR *XAstra TridentZZENE B

N T HyfRAstra TridentBEIE ZEEZFHIMEFIHLE . NetAppigfit 7 2 MR, &0]
LAE A Tridenti2ERF (FohsEAHelm)3t Z2E Astra Trident tridentctlo ZIKIFEE{
ﬁ*jjn[_{: 96?§.|—.Eﬁﬁ gL*EEEIJEETDIQ\O

B XAsta Trdent 23.07THIEEEE

1R EE L T XAstra TridentfIEE(E &,

<strong> $175 X Astra </strong> FI{= &

* 7E. 7ETridentz3FKubnetes 1.27, EFKKubernetesZ BiFH& Trident,

* Astra Trident= ™ MR HITESANIMEPER S HKRZACE. #IEN find multipaths: no
fEmultipath.confX &5,

EAIFZRRECED find multipaths: yes B¢ find multipaths: smart multipath.confXXff
FRERSEIEHRY. TridentBZINEMA find multipaths: no H21.07hRi,

a2 Al
TICEHLERRING, EEYF

* BT ZFIKuberneteshiR A3 /B8 A 7 THEEE R S #FKubernetes EE B T2 B, &BF "EK" THE
ETIEICH

* JHiRIZ S IEHINetApp Rt R S5

* BEB METE Kubernetes TIET SiE#H %,

* ABEMLinuxEN kubectl (8% oc(WIREFEABIZOpenShift)ELREHALE N EREFARIKubernetest
B

* o KUBECONFIG ETEiLE NiEMEMIKubernetes AL E
* INRIEE Kubernetes 5 Docker Enterprise &5 5, "#&EEFTEERH CLI A"

MBEMRANE EAHE", IHER— D RIX— BTN,

ERESENRELE. EENEENERS "E5A2 BB EMERE Z A,

{EFETridentizE &

Tt FohEPE LR B ERHemEPE. TridentiZ{ER AR B E L LZEM T EE Astra TridentZE R EER K. &0l
UMEIX—m "BE X TridentiZ2ERZE" FEAPEM TridentOrchestrator BENXZIR(CR).
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EATridentiZ BTN B EE:
<strong> A Trident{%</strong>

Trident2ERF = Boh N EMIKuberneteshR 2< Bl i2 A F X R,

* 21ERMYServiceAccount

* ClusterRoleF1ClusterRoleBindingto the ServiceAccount

* L APodSecurityPolicy (& FKubernetes 1.255% & FhRZx)
BT X

<strong>tKkF </strong>

EEECEM = IR SRR R R R BIE S5 Astra= I8 E REXRBKNHIR, XrDR/MEM S ZIESE
BRSPS RN R R A EFEEIHEIR. XN TEREENMBHEXREE,

<strong> —{& S IjiE—</strong>

1R1F R T Astra TridentfREE. FEhREVEFERARIEEA. HIENERZASRBIFRIMES. &
trident-operator-<generated-id> HBEHEBIESXEXAIPOD TridentOrchestrator B3

T Astra TridentBfICR, XHER] U HREEF P R B —MAstra TridentSLFIHITHIEIRE. MMARTEEK.
WNREHITENR (FINMERSENT REUFIRE) B, BRERFIRAIXELEEIHEMEEE .

<strong> E 17 A L&EH</strong>

BRI UME IR ERBRINEFHINEEE, ERERIE TridentOrchestrator criAEMEE,

Ban, EEEEFEEZA Astra Trident LERKIEIXBHENIER . Ak, EE# TridentOrchestrator 1%
& spec.debug to true:

kubectl patch torc <trident-orchestrator-name> -n trident --type=merge
-p '{"spec":{"debug":true}}'

ZJG TridentOrchestrator B/, RIESFLEERHEMNNERE, Xulgeaft g elEFHPodItE
Rz E R R4,

<strong> CleanE=# &R </strong>

BT ERSCEM IR AS IR, AU 2MRERSEENRIR. AR RS2 #Astra tandent3H
BMEBEMRE,



<strong> KubernetesF+£k</strong>

LB Kubernetes MR ASFREIZ ST FRURRASEY, 1R ERSEIEHIMAER Astra Trident REHHITE
2, UMREHE Kubernetes MiZABIER,

MNBEBHARDNAZZIFNRD, NIRIERSFELIEZEE Astra Trident » R EREIRERRE
@ T Astra Trident , ME&ER—FKELE, 157 Astra Trident ZEFARZ L 1EHM Kubernetes AR
xt,

<strong> & {EFBlueXP (LAg1#ICloud Manager)</strong> #{TEEEIE

fEF "{EFIBlueXPHIAstra Trident". &0] AAREISRFhRASAIAstra Trident. AN EIRFMEEHBEHIEE
B TEIRIE. LUK fERCloud Backup Service &K AME. BlueXPZ#HER TridentiR{ER Fohak(E
HHelm&fZE Astra Trident,

{£M tridentctl

MREHAEHBLAAR. HECRENBERHTEEEEN. NNER . XZEE Astra Trident BIEHT

/80

&R LA R TridentZ RAVE R, HAEHE Astra Trident EREIZHEIZENEE, BUHIKE, IRSIKFAMES
At

M 22.04 HRFFEE, SX%EE Astra Trident B, AES AR ABEFHEM. ELbhRZASP, Astra
@ Trident B RE—NFHINEBERNR, ZNRITEREZBRFSEFTE. XEKE. tridentctl
7£22.047, B LAENE AR A Trident. {BRERRRAT A ENH22.04% %,
TEFREHMLE method,
TR RENRT

RIBEBALFRER_installation mode"(fr£). "Offline"(B%#1)2%"Remote" (12 ) SR Hi T S & 1T 120
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TREREE
XELEAstra TridentNE&E R G E. BRATAZSEASEMMERGINIFE, HEREENERRIAER
RFKFMEFTFBITrident (docker.10)FICSI (registry.k8s.i0)M &,

ERMERTIEY. Astra TridentZREiZF4:

* J&@id InternetiZEX A 28 AR(&
c SIEHEN T RECHmRE. LUEEKubernetes BRI E & £ 48T =2 LB BhAstra Trident Pod

bk et

AHEXNORLZ2UEAREFERNLZER L, EXMERT. ErIUEIR— N TRANREEMRIFM N5
BOEMRREFMEFTFE B TridentAM CSIBR A,

() FrmERENA. COMGHMUTLRE— MRS,
iR
TEGERA T IRREE:
* BRBEHHRAHY kubectl TEEEREAstra TridentfViZiz it B Lo
* MKubernetes& B S HIELE X 4H1& B KUBECONFIG iZfZ it EH LIRE T =,

* B3 kubectl get nodes MEURIERE I LUEERIFAERKubernetesE8%,

* EAMVERESBMZZT BN EE,

RIEER 7S AR IVEFRI 2
ERER. EEEFERRIE,

T3k RS,
TridentizZ B RF (Fzh) "R

"B "
TridentiIzBERF(Helm) R

"B "
tridentetl "TREBIA R
ELREFEZIEI%Dh

TR LURE BARE TS R, ERITILIRIEZ AT, BE B TEI
© REMEHAstra Tridentf, FRXERBEENTG Z. NREEEAIME tridentctl. BNERRIERNAR
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& tridentctl AFEHIEAstra Tridentf ZHBIN M, FEIF. NREFERIRERSFITIE. NR4RIE
TridentOrchestrator CRHIZE spec.uninstall=true 1 Astra Trident,

* MREEBETIRER. VWERFRILEFEH LB LEE tridentct]l EEfEAstra Trident. N 5TdRiE
TridentOrchestrator FI&E spec.uninstall=true H#&Astra Trident, SASMHIER
TridentOrchestrator MIRIEREE, ARG, ErIUFHALE tridentctls

* MREEANZETIRERNFHHNE. HEEZEAETHelmMTridentiRESIEE . NN S FEhENHtbE
fER. ARBHITHelm& R, XF, Helm Fir] LUERFIEIITEMITEREZE Trident #2F5. FRFH
TIEIR(E, METF Helm BY Trident 2 EREBR KN, HETSMEWIEHRMITEIIEHIR. WRER

‘tridentct’ BEFEE. ErILUMERETFHelmMIZE. MABER ),

H{th B HIEC & 2L

7 VMware Tanzu Portfolio =g &% Astra Trident B9

* SEEMISHFENRRI TR H.

* o --kubelet-dir IFEMNIZE FkubeletB RHIIUE, BINBER . ER
/var/vcap/data/kubelet,

fEEEkubeletii& --kubelet-dir BEXIERAF TridentEfESR. Helm# tridentctl ZE,

EATridenti®2{Ea L3

FrhEFETridenti2E R (FREER)

1B LAFE ISR E Tridenti®E R L R Astra Trident, LI FEBAIBERIZE T3, H
. Astra TridentFr BN BB MEREFRET R EIMERS. NMREET ARG EMER.
TEER "RV E L IE"

A xAsta Trdent 23.07THEEER
AT L TS X Astra Trident N EEE &,
<strong> 5 XAstra </strong> FJZ 2

* 7E. 7ETridenthziFKubnetes 1.27, EFZkKubernetesZ BiF & Trident,

* Astra Trident= ™ M52 HITESANIMEPERZRZECE. BIEN find_multipaths: no
7Emultipath.conf>X 451,

EAIFZRRECED find multipaths: yes B¢ find multipaths: smart multipath.confXXff
PRERSEUIEHRN. TridentBZINfEMA find multipaths: no B21.07hRiE,

FohERETridenti2EG H ZE Trident
BHEER "TEMAR" DRREHEREIRSHHAENIFIR ISR IEH R EIEDL,

Fiaz Al
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FaREZH. BEFILinuxENHRITEEE EEEE—NMERIZTH. "S2iFH Kubernetes 5£85" # 8
SIHE VBRI,

@ fEAOpenShift oc MARE kubectl £ FEBFIBTRFIP. BITLU RS admin*B{BER oc

login -u system:admin 3f oc login -u kube-admine

1. I&iFKuberneteshRZs :

kubectl version

2. IIEEREF EIE IR :

kubectl auth can-i '*' '*' —--3all-namespaces

3. WIEEEE B LAMDocker Hub/2Eh{E MR HIPODH@IZPODMR I R fZiE R Sk

kubectl run -i --tty ping --image=busybox --restart=Never --rm -- \
ping <management IP>

F1%5 . THTridentLERREE
Astra TridentZE 12 F B 8 2 ZPE Tridenti2/ERFZEEAstra TridentEF EMIFFENR. M TE I IRENGEFRES
B TridentZ 2R "GitHub £ assets B9

wget https://github.com/NetApp/trident/releases/download/v23.07.1/trident-
installer-23.07.1l.tar.gz

tar -xf trident-installer-23.07.1.tar.gz

cd trident-installer

%25 6% TridentOrchestrator CRD
8 TridentOrchestrator BENXZRIRENX(CRD), ZRFEIE TridentOrchestrator HEEENXZR.
FEAPHENEICRD YAMLIRZ deploy/crds LLBI# TridentOrchestrator CRDo

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

#3445 HETridenti2ER

Astra TridetZERZFRE T —1NEXH. ATRTLEREIMEEXRBENR, FRH LIRSS HE o] LS IARER
ZiRERHE AN E TEEAstra Trident,
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* XFizfTKubornetes 1.245( B RhikASHVER*. 75(EMA bundle pre_1 25.yamlo
* XFiziTKubernetes 1.253 EShRZASHIEEE. 75 bundle post 1 25.yamlo

ez el

* BINBER T i_i_@ﬁﬁ:iﬁ”ﬁ?f“&r _JLJ\?'_qJﬁB%EET’Em trident AAR T, IR trident SRR TIE)
RiEE. BEAUTHSEGRRZT

kubectl apply -f deploy/namespace.yaml

* FIEMBATEPEHEBIRIER trident B TIE). B serviceaccount.yaml,
clusterrolebinding.yaml # operator.yaml FERERFHE XY kustomization. yamlo

a. B kustomization.yaml EAL TS, HA_<bundle.yaml>_J}J bundle pre 1 25.yaml 3
bundle post 1 25.yaml {RIEEBIKubberneteshis,

cp deploy/kustomization <bundle.yaml> deploy/kustomization.yaml

b. AU THLHENDLE. HAP_Data <bundle.yaml>E bundle pre 1 25.yaml 3§
bundle post 1 25.yaml {R#EEHIKubberneteshiks,

kubectl kustomize deploy/ > deploy/<bundle.yaml>

p
1. QB RIRH BRI

kubectl create -f deploy/<bundle.yaml>
2. WIFRRECNRIRER. HEMBEIALE.

kubectl get all -n <operator-namespace>

() 7 Kubemetes SEBffR AL * —MB(FRISIAI * o /MBI Trident IIERISMEE,

%645 Bl TridentOrchestrator H%ETrident

ME. EBRILIGIE TridentOrchestrator FH&EAstra Trident, W ETLLER "BEE N TridentZ 2" ERHFN
B TridentOrchestrator &
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kubectl create -f deploy/crds/tridentorchestrator cr.yaml
tridentorchestrator.trident.netapp.io/trident created

kubectl describe torc trident

Name : trident
Namespace:
Labels: <none>

Annotations: <none>
API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Spec:
Debug: true
Namespace: trident
Status:
Current Installation Params:
IPv6: false

Autosupport Hostname:

Autosupport Image: netapp/trident-autosupport:23.07
Autosupport Proxy:

Autosupport Serial Number:

Debug: true

Image Pull Secrets:

Image Registry:

k8sTimeout: 30
Kubelet Dir: /var/lib/kubelet
Log Format: text
Silence Autosupport: false
Trident Image: netapp/trident:23.07.1
Message: Trident installed Namespace:
trident
Status: Installed
Version: v23.07.1
Events:
Type Reason Age From Message —---——- —————-— ———— ——m= === Normal

Installing 74s trident-operator.netapp.io Installing Trident Normal
Installed 67s trident-operator.netapp.io Trident installed

IEREE,

AILUEE M7 ERIE RS,



{# TridentOrchestrator status

Pr=0~

IR TridentOrchestrator IBREZERER

—+=n

ICN O

B1TE

\

Status

Lo e o

IR

Bt
IETEENE,

BEH
KW

IETEER

error

IE7EEAPODRIEIRES
A LUEE BEE B AIEPodRIIR S K HaiAAstra TridentZ

1R
i l_;\

kubectl get pods -n trident

NAME

AGE
trident-controller-7d466bf5c7-v4cpw
Im

trident-node-linux-mr6zc

Im

trident-node-linux-xrp7w

Im

trident-node-linux-zh2jt

Im
trident-operator-766f7b8658-1dzsv
3m

{#M tridentctl

R LAER tridentctl MWEZRZERAstra Tridenthi s,
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SR HERER
TridentOrchestrator B H Installingto Installed, ¥R

EmTridenthrd, EZE
Rz

ANy

HH'Ej\ E’JJ*IL’\
lJ Failed )Iklt_.\\ #ﬂ?ﬁﬁﬂfﬁ'\%ii

Description

BRERIEEFEA L% Astra Trident
TridentOrchestrator CR.

Astra Trident B IhZEE,
e RIETEE1EAstra Trident. X9

spec.uninstall=trueo
Astra Trident B 1%,

isﬁﬂEm?Exi < R ERREEE
Asta=1if; )”'Jlit ?9.%1’?9—41—:Eﬁbz:ﬁtMl%kuﬁF'WE
RICRSMHAFE, WEEHITHRERR.

BEREEEMNARE

o 30

o TridentOrchestrator K{#EH. BEEERF—
EEE
TRERETM:
READY STATUS RESTARTS
6/6 Running 0
2/2 Running 0
2/2 Running 0
2/2 Running 0
1/1 Running 0



./tridentctl -n trident version

o fmm e +
| SERVER VERSION | CLIENT VERSION |
fom e frmmm e +
| 23.07.1 | 23.07.1 |
Fom e oo +

FohERE Tridenti2{ER (AAIER)

&Rl LUFBhERE TridentiR2ER LIR & Astra Trident, IiIIEGMEERIE &, H
FA. Astra TridentPh BN B 2BMEREFEET T A EMERT. NRELETHAMRGIMER. 15
£ "tESRERIZ",

A XAsta Trdent 23.07HEEEE

AR LT B X Astra TridenttIEEE B

<strong> 175 X Astra </strong> FI{E 2

* WTE. 7ETridentZIFKubnetes 1.27, EH K Kubernetes ZHiFZk Trident,

* Astra Trident= ™ M52 HITESANIMRPER S HKRZACE. BIEN find_multipaths: no
#Emultipath.conf>X 5,

EFAIEZRREER find multipaths: yes B{ find multipaths: smart multipath.confSXff
FRERSEIERKM, TridentEZiNEA find multipaths: no H21.07hRi2,

FrhEPE Tridenti2(E G H L2 Trident

BEER "TEMAR" DR ELEFIREMHHNENIFIR ISR IR 2 E1EDL,

FFHaZ Al

BRELinuxENHKRIEEREIEEEIRIEE TIEMF "SZ15H Kubernetes £285" H BIGIHAE N ERIRIY

@ £ OpenShift oc MARE kubectl £ FEBFAERAFIP. BITLIRS: admin*SHER oc

login -u system:admin 3{ oc login -u kube-admine
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1. I8jFKuberneteshi s :

kubectl wversion

2. IIEEREFEIR AR -

kubectl auth can-i '*' '*' —--agll-namespaces

3. IFEEE ] LUMDocker HubEEh{E FEBIPODHIEIEPODMLRIF RITZE R 4

kubectl run -i --tty ping --image=busybox --restart=Never --rm —-- \
ping <management IP>

$£145 . THTridentLERRFEE
Astra TridentZE 2 F B8 S ZBE TridentiRERFZEEAstra TridentFFEMIFFENR. M T EFHIRENGETIRES
B TridentZ T2 "GitHub_ERY assets Zf93"

wget https://github.com/NetApp/trident/releases/download/v23.07.1/trident-
installer-23.07.1l.tar.gz

tar -xf trident-installer-23.07.1.tar.gz

cd trident-installer

%25 QI TridentOrchestrator CRD
B3 TridentOrchestrator BENXZRIBREN(CRD), I TridentOrchestrator HEBENER.
{ERAFENEICRD YAMLARZS deploy/crds LB TridentOrchestrator CRD:

kubectl create -f deploy/crds/<VERSION>.yaml

538 ENREATREVERRAUE

£# /deploy/operator.yaml. B#HT image: docker.io/netapp/trident-operator:23.07.1 LA
R BRERIGEMRAVUE. Your "TridentFICSIBRE" B AL F—MEMRIABREMRP. {BFIE CSIBREGER
FULFRE—EMERF. Flun:

* image: <your-registry>/trident-operator:23.07.1 MRENMRGEIBUTF— NIRRT,

* image: <your-registry>/netapp/trident-operator:23.07.1 WIRTridentfR{G5CSIBRGAITF
REBFEMRTRSF.
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%44 . EETRIdentiZ2ER

Astra TridentZERZFRE T —1NEXH. TTHTLRERERMEIEXRBENR, FERIIRGIESHE 0] LIS AER
ZiRERHERAIIAIGCE T Astra Trident,

* 3FiziTKubornetes 1.24(E RhRAHIEEE. 15(FH bundle pre 1 25.yamlo
* }FiE1TKubernetes 1.255 B ishi AR, 751 bundle post 1 25.yamlo

a2z Al
* BABER T, BIERAZIRTERRRF. AILUEREREIRIESR trident SREE, YR trident BARE(E
NMFE. BERU T o<t EaR =i

kubectl apply -f deploy/namespace.yaml

* FIERB TR EPBIRIER trident MATIEL. BH serviceaccount.yaml,
clusterrolebinding.yaml #l operator.yaml FHEREMBEEXH kustomization. yamlo

a. Bl kustomization.yaml FAMU TS, HH_ <bundle.yaml>_J}J bundle pre 1 25.yaml 3%
bundle post 1 25.yaml {RIBEHIKubberneteshi 4,

cp deploy/kustomization <bundle.yaml> deploy/kustomization.yaml

b. FERAUTHLHEENLE. HAP_Data <bundle.yaml>& bundle pre 1 25.yaml 3
bundle post 1 25.yaml {RIEEBIKubbernetesh s,

kubectl kustomize deploy/ > deploy/<bundle.yaml>

p
1. IR RHEREIRIER:

kubectl create -f deploy/<bundle.yaml>
2. MR R ERIRIRIER. SEMBIARE,

kubectl get all -n <operator-namespace>

(D) 7 Kubemetes SEB¥RREEA * —MRIFFTE * o BB Trident IBIERNS B,

$50 . EHEMMEEMRNE TridentOrchestrator

Your "TridentFICSIBRE" RILMIF—NEMRIAFBEMERP. BPIECSIRGEAILFR—IMEFR. &
#1 deploy/crds/tridentorchestrator cr.yaml RIEFMRECERMEMAIE I,
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— INEMERPEIIR G

imageRegistry: "<your-registry>"

autosupportImage: "<your-registry>/trident-autosupport:23.07"

tridentImage: "<your-registry>/trident:23.07.1"

REIEARPEIBRE

1R

ALk il sig-storage £ imageRegistry ERRENEMERMUE,

imageRegistry: "<your-registry>/sig-storage"
autosupportImage:

"<your-registry>/netapp/trident-autosupport:23.07"
tridentImage:

"<your-registry>/netapp/trident:23.07.1"

%65 Bl TridentOrchestrator H}%&ETrident

ME. EBRILIAIE TridentOrchestrator FH&E Astra Trident, & ] DUEIRMRLEEIR(E "EHE X Trident& 2"
EFRPREM TridentOrchestrator ML TRAIERT TridentFICSIBE(I F AR EMTRPILE,
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kubectl create -f deploy/crds/tridentorchestrator cr.yaml
tridentorchestrator.trident.netapp.io/trident created

kubectl describe torc trident

Name : trident
Namespace:
Labels: <none>

Annotations: <none>
API Version: trident.netapp.io/vl
Kind: TridentOrchestrator

Spec:
Autosupport Image: <your-registry>/netapp/trident-autosupport:23.07
Debug: true

Image Registry: <your-registry>/sig-storage
Namespace: trident
Trident Image: <your-registry>/netapp/trident:23.07.1
Status:
Current Installation Params:
IPv6: false

Autosupport Hostname:

Autosupport Image: <your-registry>/netapp/trident-
autosupport:23.07

Autosupport Proxy:

Autosupport Serial Number:

Debug: true
Http Request Timeout: 90s
Image Pull Secrets:
Image Registry: <your-registry>/sig-storage
k8sTimeout: 30
Kubelet Dir: /var/lib/kubelet
Log Format: text
Probe Port: 17546
Silence Autosupport: false
Trident Image: <your-registry>/netapp/trident:23.07.1
Message: Trident installed
Namespace: trident
Status: Installed
Version: v23.07.1
Events:
Type Reason Age From Message —-—--——- —-—————-— ———— ——m= === Normal

Installing 74s trident-operator.netapp.io Installing Trident Normal
Installed 67s trident-operator.netapp.io Trident installed
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E_“;{l%ﬂ **H/iiﬂiﬂuﬂ’]&%o

{#M TridentOrchestrator status

HIRZS TridentOrchestrator IERRERETMIN. HERBLRENTridenthkads, FERERE. KRS
TridentOrchestrator B{H Installingto Installed, UIREMERE) Failed RS, HERERTE
E{Tl‘ \ " ATEIL:\ (o)

Status Description

T4 BRIERIETEF ALt L& Astra Trident
TridentOrchestrator CR.

B&%E Astra Trident EIh&R %,

IETEENE 1RERIETEEH Astra Trident. E X
spec.uninstall=trueo

BEE Astra Trident 2 &1,

N ?ﬁf’ﬁi?ﬁ;fﬁ?%s B4, FEFTIENEL
Asta=i#Mi; ?9.%1’!5541—1EE?Jz:lﬂMlZJkUEP’WEO an
%Jﬂ:ﬁu%%ﬁ?f, MFEEH T EEHERR,

IEEE#H BRIERIEEEHMBERE,

error o TridentOrchestrator KXFEH. BEEERZ—1
=F15

EEEAPODSIERS

BRI LB EE B RIEPodIIRES K i Astra TridentZE 2B BTl :

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-controller-7d466bf5c7-vdcpw 6/6 Running 0
Im

trident-node-linux-mr6zc 2/2 Running 0
Im

trident-node-linux-xrp7w 2/2 Running 0
Im

trident-node-linux-zh2jt 2/2 Running 0
Im

trident-operator-766f7b8658-1dzsv 1/1 Running 0
3m
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{#M tridentctl

R LAER tridentctl MWEZRZER Astra Tridenthi s,

./tridentctl -n trident version

Fomm e oo +
| SERVER VERSION | CLIENT VERSION |
fom e frmm e +
| 23.07.1 | 23.07.1 |
fom e fmmm e +

fEAHelmEBE TridentiZ2E 5 (TREIRR)
B LUEAHelmEFE Tridenti@{ER FH LI Astra Trident, IR AMIEERIE 8. H

==

. Astra TridentFR BN B3 EASERETREMEKRP. NREE LT HIRGEMER.
BEA "R EIIE"

£ XAstra Trdent 23.07. 1EEE R
AR EIELL T B XAstra TridentlIEEEE,
<strong> 1755 X Astra </strong> HI{Z &

* WTE. 7ETrident £ FKubnetes 1.27, EH K Kubernetes Z FiFZk Trident,

* Astra Trident= ™ MR HITESANIFIRPER ZHKRZACE. BIEN find multipaths: no
fEmultipath.confX &5,

EAIFZRRECES find multipaths: yes B{ find multipaths: smart multipath.confXXff
PREESEIEHAK, TridentBEIEFERA find multipaths: no B21.07hRiC,

ZRETridentiZER FHFEAHelmZZEAstra Trident
fE Trident "HelmEZ&" & 8] LA— P ZBE TridentiRER H L Trident,
BHEER "TEMAR" DRBREERZEFREHHAENIFR ISR IE R R EIEDL,

FaaZ Al
BRT "BRERIRRF A" LFEE "Helm hitZs 3"

P
1. ZxflAstra Trident Helm7EhE& =

helm repo add netapp-trident https://netapp.github.io/trident-helm-chart

39


https://artifacthub.io/packages/helm/netapp-trident/trident-operator
https://artifacthub.io/packages/helm/netapp-trident/trident-operator
https://artifacthub.io/packages/helm/netapp-trident/trident-operator
https://artifacthub.io/packages/helm/netapp-trident/trident-operator
https://artifacthub.io/packages/helm/netapp-trident/trident-operator
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html#before-you-deploy
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html#before-you-deploy
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html#before-you-deploy
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html#before-you-deploy
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html#before-you-deploy
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html#before-you-deploy
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html#before-you-deploy
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html#before-you-deploy
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html#before-you-deploy
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html#before-you-deploy
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html#before-you-deploy
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html#before-you-deploy
https://docs.netapp.com/zh-cn/trident-2307/trident-get-started/kubernetes-deploy.html#before-you-deploy
https://v3.helm.sh/
https://v3.helm.sh/
https://v3.helm.sh/
https://v3.helm.sh/
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2. M ... helm install HAEHMBEIEE—TIBM. WATREIFFAR 23.07.1 BRREREMNAstra
Tridentifizs,

helm install <name> netapp-trident/trident-operator --version 23.07.1
-—-create-namespace --namespace <trident-namespace>

@ QD%,.,\E',jjTrldentﬁlJE nBTE. MEER --create-namespace SHARCIEH fhan
=),

ERILAERA helm list EEREFAMER. FINBH. sR=E. BR. RS, MARFRE. NEITRS,.

ERFEHETEECE IR
EREEHE, AILOBEE RS UL RECE R

1B Description
--values (3¢ -f) EEBEBENYAMLX S, AJUZXIEELE, &G
MBS R 5T

--set ERRIT LEEEE S,
Blgn. EEAERIAE debug. IBITUATED --set AMUE 23.07.1 BEELEMAstra TridenthRZs :

helm install <name> netapp-trident/trident-operator --version 23.07.1

--create-namespace --namespace trident --set tridentDebug=true

[iA=$va0l
bR values. yaml XH(BFHelmEIRB—&E D )IRM T BT RRHEEIAE,

PRI Description Default
nodeSelector FTPODRAECHYTI SRR
podAnnotations POD#r:F

deploymentAnnotations EREINE

tolerations POD#ECHE(E

affinity BFPodyECHIME X1
tridentControllerPluginNod PodfJEfthT RikiFes. BEEN 7
eSelector R %U%Pod*ﬂ’ﬁﬁPod TRREAE

ICNO
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PRI
tridentControllerPluginTol

erations

tridentNodePluginNodeSelec
tor

tridentNodePluginToleratio
ns

imageRegistry

imagePullPolicy

imagePullSecrets

kubeletDir

operatorLogLevel

operatorDebug

operatorImage

operatorImageTag

tridentIPvo

tridentK8sTimeout

tridentHttpRequestTimeout

tridentSilenceAutosupport

tridentAutosupportImageTag

tridentAutosupportProxy

Description

& &EKubernetes¥PodMI R iE, 15
B0 7 RIEHEI28Podf T =Pod T
AR,

PodBVEMTI RikiRER. BSM 7
fRizHl2EPodM T mPod T AEFAAE

[anYe]

ZE=KubernetesitPodMIRiE, &
B TR H2Podf I =Pod T
fRIAEE,

PRRAYEMER trident-operator "

, trident MEMER, BTLUE
REIAE

IRERIRIRIZENERES trident-

operatoro

RENMGIZENEH trident-
operator, trident 1 EE%,

SV Ekubelet N ERIRZSBY EAL
B
RIFE Tridenti2 EFTRY A &R 7%

BN. trace, debug, info,
warn, error'3f “fatalo

RIFF Tridenti2EFTRI A &R F1%
& /IDEBUG,

AFTEEEME trident-

operatoro

AFEEMINRIC trident-
operator B,

ARIFFEIPVeERE R fEAstra
Trident,

B & A% Kubernetes APIHZEH
FASOFEBRT (IR A AT, LT
N,

ERBEHTTPIERAIEAIA0TDEERT
0s JOBRYRYTERIFLRATIE], RAAVF
fERRE,

A2 Astra TridentE
HAAutoSupport IR &

R IFE & Astra Trident AutoSupport
BERHAVBRIRIRIC,

i Astra Trident AutoSupport 88
BEHTTPRIE#HITER,

Default

IfNotPresent

"/var/lib/kubelet™

n infoll

true

false

o

"905"

false

<version>
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il

tridentLogFormat

tridentDisableAuditLog

tridentLogLevel

tridentDebug

tridentLogWorkflows

tridentLoglLayers

tridentImage
tridentImageTag

tridentProbePort

windows

enableForceDetach

excludePodSecurityPolicy

T R H28Pod T S Pod

Astra TridentfEA—MEHIZEPODIE
e eEEEF Astra Tndent%EI’JImt

Kubernetes "1 '5\‘155?*%%" Mmaz

— g —

=17,

FMRE" ﬁH:_FBE“rE'JPodT_ﬁ

Description

& & Astra TridentB HiZRAE =,
(text 3% json) o

= Astra TridentEE iz B E1EFo

B Astra Tridentl BERFIEE

. trace, debug, 1nfo,
warn, error ¥ ‘fatalo

i Astra TridenttI B 5L E

ﬂgdebugo

ﬁltFijEEZF\ E u_.\laiﬁi E E%JJ:E

BiEEMAstra Trident T{E.

ﬁltFijEEZF\ E uﬂiﬁﬁ E El_.:\;"-f.u:El

FAiFERIAstra TridentZo

ARIFTELEEEAstra TridentdIBRE,
B EAstra TridentBIMUEARIC.
B E A FKubernetes B R/t 4k

HEENBIERINIR .

AFEWindows TET S %R
I Astra Tridento

FRVFIE AR D BTN EE.

MBI IR HIFFZFRPODRE

RE&o

—_—y—

=170

M NodePlugin. EEJLIIEELIRMNBES

* ITHIBEM A SRS EMNEIE. FIIIRBRIEEK/,

* TR SBFEEREIT R,

fEAHelmZE TridentiRE R (FRHIER)

e L EAHelmEFE TridentiZ2ERH L
. Astra TridentFr BB 3R FEMHEET BFMER+ . NR

A "TREZPERIE

B XAsta Trdent 23.07HEEERE

BAMFEIELL T A XAstra TridentNEEEE,
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& Astra Trident, IS iEIG 0 IBIEF

Default

"text"

true

"info"

false

false

false

false

HESEBEPHNESMI TR BT 1T RPOD, T RPODXTEIE

= 51T, £ ControllerPlugin’

b
Rt%\ ﬁ

BT ARGIEMRE. 1
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<strong> 175 XAstra </strong> FJ{5 &

* MTE. 7ETridentZ1FKubnetes 1.27, EHKKubernetes BiFt£& Tridents

* Astra Trident= ™ & 52FITESANIFIR REA S HRIFECE. BB find multipaths: no
7Emultipath.confSX 4,

ERIFZ R ER find multipaths: yes ¥, find multipaths: smart multipath.conf> {4
FRERSBIEHKM, TridentE2BiNEA find multipaths: no H21.07hRiE,

ZRETridentiZER FHEAHelmZZEAstra Trident
{EATrident "HelmE&" 8] LI —F ZBE Tridenti@ER H %2 Tridents
BEER "TEMR" LHRGELZREREHHNEIFIR TR I 22D,

ez Al
BT "EREBRIRFME" BF/E "Helm higZs 3"

BB
1. ZxfNAstra Trident Helm & :

helm repo add netapp-trident https://netapp.github.io/trident-helm-chart

2. f§F ... helm install FABEMREIMRMUBIRE— TR Your "TridentFICSIBRE" AILMIF—1

AMRIAREAGEMERS. BFFECSIMUGERA N T E—EMERFR, ERGIP. 23.07.1 ERELRE
BYAstra TridenthiRZ<o
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— INEMERPEIIR G

helm install <name> netapp-trident/trident-operator --version
23.07.1 --set imageRegistry=<your-registry> --create-namespace
-—-namespace <trident-namespace>

RENEMRFAYBRE
A ailuaml sig-storage ]| imageRegistry ERAREMRAUE,

helm install <name> netapp-trident/trident-operator --version
23.07.1 --set imageRegistry=<your-registry>/sig-storage --set
operatorImage=<your-registry>/netapp/trident-operator:23.07.1 --set
tridentAutosupportImage=<your-registry>/netapp/trident-
autosupport:23.07 --set tridentImage=<your-
registry>/netapp/trident:23.07.1 --create-namespace --namespace
<trident-namespace>

@ NEEEATridentbliEfp R =iE. MEKER --create-namespace SHARONEE{thdp
8o

/(_JR__“J\@}EH helm list & E 1¥ 1§/u\\ @Uﬁﬂgﬂ’\ DI'—‘% |E—|_|\ .ﬁ ’Iklu\\ mﬁﬁﬂ%’%—mﬁzﬁ\ *u'ﬁ%:l«—_rhﬁ%o

EREH L B E NI
EREEHE, ATLOBE M7 UL R E R

BT Description

--values (8 -£) EEBSEBEENYAMLX ., AJUZRIEEIE, &E
MEISTEIEMR o

-—-set Eﬁ@?ﬁi%i%ﬁo
Fla0. EFENMIZRIAE debug. BT TS --set BpSIIE 23.07.1 BEELRERAstra TridenthiZs :

helm install <name> netapp-trident/trident-operator --version 23.07.1
--create-namespace --namespace trident --set tridentDebug=true

[iy=gral]
IR values. yaml X (B FHelmBIRMN—E DR HE T BIIRMEEIAES
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PRI

nodeSelector
podAnnotations
deploymentAnnotations
tolerations

affinity
tridentControllerPluginNod

eSelector

tridentControllerPluginTol
erations

tridentNodePluginNodeSelec
tor

tridentNodePluginToleratio
ns

imageRegistry

imagePullPolicy

imagePullSecrets

kubeletDir

operatorLogLevel

operatorDebug

operatorImage

operatorImageTag

tridentIPvo

tridentK8sTimeout

Description Default
FAFPODZECAY T mARE

POD#RE

BERE

PODZECHYE(E

FFPod7 EcRIHER 1%

PodBIE T = ikiRes. EEM 7
iRz 28 PodA T mPod T #RIFLAS

S Ye]

& =KubernetesXPodMI R 8. 18
20 T #REEI2Podf I = Pod T
AR,

PodBYEth Ty mik#Ras, BEEW 7
iz HlEEPodA T mPod T #RIFA(E

IENO

& =KubernetesifPodMIRiE, 15
B0 T RIEEI2EPodf T 5Pod T
AR,

MRIRAYEMER trident-operator
, trident MIEMER, BTLUE
ZEINME,

WERMGIZENREE trident -

operatoro

WERMEGIEENE trident -
operator, trident 1 EME %,

IfNotPresent

RIEFBZKubeletNEBRSH ML "var/lib/kubelet™

B

AR TridentRIERFVEELRFE  "info"
BN:. trace, debug, info,
warn, error 8{ fatalo

AR TridentiZ2{EFTRIBERFNIR  true
B ADEBUG,

AFREBEMNIRER trident-

operatoro

AFBEENNRC trident- "
operator B,

AIFEIPVeEREP{EHAstra false
Trident,

BEAKZ ¥ Kubernetes APHZERY  ©
ZIAIOFVEBRT (IR AAE. W LLFD
N,
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1IN Description Default

tridentHttpRequestTimeout {ERABEHTTPIEXKAIZAIA0FIERT "o0s™
0s NBETHILPRIFEAYEl, AT

WAL=
tridentSilenceAutosupport FIFEHAstra TridentE false
HAAutoSupport IR
tridentAutosupportImageTag FiF7Es=Astra Trident AutoSupport <version>
REHIRERAFIC,
tridentAutosupportProxy f¥FAstra Trident AutoSupport 28 ™
BEHTTPARIE#HITEIR,
tridentLogFormat 1% B Astra TridentHEIERET "text"
(text T json) o
tridentDisableAuditLog 2 Astra Trident®E1Z B ERRFo true
tridentLogLevel AV Astra TridentBI HELFIKE "info"

M. trace, debug, info,
warn, error By fatale

tridentDebug AIFRAstra TridenttI HERANIZKE false
79 debuge

tridentLogWorkflows AFNREFEAEICRFEETRZLEER "
B3 EMAstra Trident T{E,

tridentLogLayers AFNREASIEEHEERILEE ™
FAYFERIAstra TridentBo

tridentImage AiIFELBEAstra TridentAyi R, ™

tridentImageTag IFEEAstra TridentA9BR&ERIZ. ™

tridentProbePort AIFBEERAFKubernetes&oh/FiE "
IR MBI ERIA IR O

windows AFEWindows TET S LR false
ZE Astra Tridents

enableForceDetach AVFB RS EINEE. false

excludePodSecurityPolicy MEIES T HIPRIRERPODZE false
HE&o

T—%175h

B ENXTridenti2{E R it

{FEATridenti2{ER ] LIERATPRIE M B E X Astra TridentZ2E TridentOrchestrator
PR EENLEHITEENX.. FHBHTIAASERE TridentOrchestrator B
. IBEREMER tridentctl £BEXYAMLB R LUBRIEZEEHITER.
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T iRIH|28Pod T S Pod

Astra TridentfE/9—MEHIZEPODIETT. HAEEEFPHNES TN TET S LIETT— M T RPOD, T RPODKMEE
AR RE B Astra Trident&HIEH_EiETT,

Kubernetes "5 17615 28" M "B AMIRE" BFREIPodERET R EIET = _EiB1T, {#H ControllerPlugin®
# NodePlugin. EAILIBENRME S,

* IhigstE AR EEREMEER. FIANRIEAIFEE R/
* TREFABEEERET R,

=%l

spec.namespace FEHERE TridentOrchestrator FRNEEE T Astra Tridentdyds 2 i8], Itk
S L& Astra Trident FEEHRH * o MNRSHARITLIRE. NS
TridentOrchestrator BEENARIRE Failedo Astra TridentRaEiSdan & = ialE 2,

LR IFANBTHEXREE TridentOrchestrator &4,

o5 Description Default
namespace BT %% Astra Trident B8R =58 default
debug 73 Astra Trident /2 i1 false
enableForceDetach ontap-san # ontap-san-economy PR false
Al 5KubnetesIEFIEETRKXHAINGN)ESER. 5
HEEREBET RBTIRRE R EENEEEHENT
EE LTS ES R T =,
X B23.04F I —ISLI0ThEE, *IFS I [ 5atkiT
HIFHERE] TREEFMAER.
windows KB N true BAEWiIndows TET 2 EHIRE, false
IPv6 ZEET IPv6 B Astra Trident false
k8sTimeout Kubernetes 12{E#BHS 30
silenceAutosupport AEM[ENetApp&iXAutoSupportifi4iel false
Bzh
autosupportImage AutoSupport ZNE A 235 "NetApp/trdent
AutoSupport: 23.07"
autosupportProxy T %i%*AutoSupportBX BRIt /i% O "<a
EM href="http://proxy.example
.com:8888""
class="bare">http://proxy.
example.com:8888"</a>
uninstall BT E#E; Astra Trident FIIRE false
logFormat E{H 87 Astra Trident HEIERAET [text , json] XA
tridentImage ELEEM Astra Trident BR{& "NetApp/TRIdent: 23.07"
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2

=

imageRegistry

kubeletDir

wipeout

imagePullSecrets

imagePullPolicy

controllerPluginNod
eSelector

controllerPluginTol
erations

nodePluginNodeSelec
tor

nodePluginToleratio
ns

®

BRI BIFAER

Description

REEMRBEER. 1830

<registry FQDN>[:port] [/subpath]
FH_EA kubelet B RBVERFR

EfipRUIT=EMBRIVERIRSIE
Astra Trident

MREREM R PIRIRGRINEZE R
RETridentz EATHYIRIGIZENRER, BRUEN:

Always BASRZEIEENIRIG,

IfNotPresent NHT 2 L AEEMEGE A EENIZ
(e

Never MAIZENIRIE,
PodBVEMTI kR ER. EESHEREI

pod.spec.nodeSelectore

E=KubernetestfPodI A e, EESHERBIRIEI

pod.spec.Tolerationse

PodBYEMTY RikiREs. BRSHEBREI

pod.spec.nodeSelectore

B &Kubernetes3tPodI R e, EESHERBEIEI

pod.spec.Tolerationse

BXREIL POD SHHFAER, FEL K Pod HELET ="

Default

"k8s.gcr.io/sig-
storage"(K8s 1.19+)
3} "ka.io/k8scsi"

"Ivar/lib/kubelet"

IfNotPresent

TERINME; BNk

TERIAE;

TERINME;

TERINME;

AIXSfEFSREIET I ontap-san # ontap-san-economy XPR. 7E/3 ARG Z A, #TEKubberneteste
B LBRIEEETRXAANGN), EXFHES, BESN "Kubnetes: T RIFIEE XA

HFAstra=In7Z &K FKubbernetes NGN. FILLiE7IMIBE out-of-service BITIKRAIER
R R=SEEIRRA. BEMTIFMERIZIFNTERAE 1L, A5 S EHML B I MbR%
AR A] BE =fe M feim EIR R

LKubnetesE B EIERAMN A THY node . kubernetes.io/out-of-service=nodeshutdown:NoExecute
T SFEFEESSE enableForceDetach IREB N true, Asta TridentiEHET 2IRE, F:

1. EIEEHFIZT RHVERIELHI/O0V5IE,
2. BAstra=IH T R RIFIEH dirty (IFHERYFL L),

AN REMBTERIAERRIENE)ZA. SR (TridentiZEH S IFIEL IR L T EIBER

®

dirty)e RBETEAsta=infFiEReIBINIEER BEEHPVCHEM TERH(BMEEEH T RIET

WRRFEEESEMER). WIERHA ZWIER clean (AIREXRBHITHIM).

48


https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown
https://kubernetes.io/docs/concepts/architecture/nodes/#non-graceful-node-shutdown

EMET RETIRRFHBIBRIIL SRS, Asta Tridentd:

1. MEHBRT R ERIANERRREZ.

2. ﬁﬂ%_ﬁ,mﬁ?q:‘ cleanable %lu\(EﬂﬂUﬁ%HE%EPI*ﬁE"J%Bﬁ\ #E%/.\\La:)lklu\ Ready )Ikn_,\) #Eﬁﬁﬁi‘iﬁq
NEAMBREHET 2. Asta=inRARRT REMRERN clean HARWTATRABHHNE LTS,

[ =many ]l
e IEENXRER EARE M TridentOrchestrator BEN R,

i BERBEXERE

— M EEBENXEETA.

cat deploy/crds/tridentorchestrator cr imagepullsecrets.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullSecrets:
- thisisasecret

m2: ERT RIERISEEE

R B BR T YRl e AR 5 s 28 8FE Trident:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
controllerPluginNodeSelector:
nodetype: master
nodePluginNodeSelector:
storage: netapp
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Tf513: 7EWindows T{ET & FER=

IR EI35 B T SNl FEWindows T{ETS & _E2FE,

cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident

windows: true

{EAtridentcthf#{ T3

{EBtridentctiF# T

A LIfE R L3t Astra Trident tridentctl. LhIERBAIBERZE 3. H, Astra
TridentFRrEM R2sMGE BB FHEET AEMRT, UBEN tridentctl EE. HEW "
BEENX tridentctl ZRE&",

BXAsta Trdent 23.07THEEE R
BRI L T B X Astra Trident VN EEEF B,
<strong> 5 XAstra </strong> FJZ 2

* MTE. 7ETridentZ1FKubnetes 1.27, FHKKubernetesZ FiF+£& Tridents

* Astra Trident= ™ FITESANIMEPER ZRFEE. BINEN find multipaths: no
FEmultipath.conf>X &5,

EAIFZRRECE R find multipaths: yes B¢ find multipaths: smart multipath.confXXff
PREESBIEFHRK, TridentBZIER find multipaths: no B21.07hRiC,

{EF %% Astra Trident tridentctl
BEE "LEMR" DBERH R ZETIREHH AN ERRIE AR E IR,

Fraz Al

HFHZEZH.. BERILinuxENHRIIERTEEEE—NMERBITH. "SZ#FH Kubernetes 585" # A
B NERRG
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(D f£AOpenShift oc MARE kubectl £ FEFIERGIF. BT RS admin*BHER oc

login -u system:admin 5 oc login -u kube-admine

1. I8iFKuberneteshiR7s

kubectl version

2. WIEEEREIE AR

kubectl auth can-i '"*' '*' —--all-namespaces

3. WIFEE A8 LIMDocker Hub/EEh{E B MR PODH@EITPODMEIF R E R S :

kubectl run -i --tty ping --image=busybox --restart=Never --rm -- \
ping <management IP>

$F1F5 . THTridentZEREFE

Astra TridentZ 32 B8] 6872 Trident Pod. ECE A FHRIFEIRSHCRDM R, HHIIAKCSI sidecars LAMAITED
BE UG SR LR ENFIRE. N THHHIRIRMMRANTridentREFZRF "GitHub EFY_assets_Z19"
ERBIF. FEREER<trident-installer-XX.XX.X tar.gz> TridenthR 2~ #_Astra Tridents

wget https://github.com/NetApp/trident/releases/download/v23.07.1/trident-
installer-23.07.1l.tar.gz

tar -xf trident-installer-23.07.1.tar.gz
cd trident-installer

$24 . LI Astra Trident

B ITE S A& Bl Z & Astra Trident tridentctl install &< ERILURINIEMSECRIEEIREE
ARAIE,
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FRAERRTU

./tridentctl install -n trident

— INEMERPBYBRE:

./tridentctl install -n trident --image-registry <your-registry>
-—autosupport-image <your-registry>/trident-autosupport:23.07 --trident
-image <your-registry>/trident:23.07.1

AELFAZRABIBRE
RATMINN sig-storage B imageRegistry ERAARRMEMRAE

./tridentctl install -n trident --image-registry <your-registry>/sig-
storage —--autosupport-image <your-registry>/netapp/trident-
autosupport:23.07 --trident-image <your-
registry>/netapp/trident:23.07.1

BRI RIS NI TR

INFO Starting Trident installation. namespace=trident
INFO Created service account.

INFO Created cluster role.

INFO Created cluster role binding.

INFO Added finalizers to custom resource definitions.

INFO Created Trident service.

INFO Created Trident secret.

INFO Created Trident deployment.

INFO Created Trident daemonset.

INFO Waiting for Trident pod to start.

INFO Trident pod started. namespace=trident
pod=trident-controller-679648bd45-cv2mx

INFO Waiting for Trident REST interface.

INFO Trident REST interface is up. version=23.07.1
INFO Trident installation succeeded.

IEREE,

] AEAPODEBIRES T IOUERZE tridentetlo
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F1E{EFAPODRIERIRES
BRI LLUBE EE B RIZEPodBVIRES K iAAstra TridentZE 2B E 5Tl :

kubectl get pods -n trident

NAME READY STATUS RESTARTS AGE
trident-controller-679648bd45-cv2mx 6/6 Running 0 5m29s
trident-node-linux-vgc8n 2/2 Running 0 5m29s

MR REREFARMINTHMIE trident-controller-<generated id> (trident-csi-
(i)  <generated ia> 723, OB PR EEEST R, FRARRULTE. 2.
~d to "FIAFIEEREC" H el F TR

{#H tridentctl

EEILMEA tridentcetl MBI Astra TridentER 7S,

./tridentctl -n trident version

Fom e b +
| SERVER VERSION | CLIENT VERSION |
fom e frmm e +
| 23.07.1 | 23.07.1 |
Fom e o +
FCE R

1. BEAER FWindowsT mHYAsta=inZ|F

EFEWindows T |2 LIZTTAER 2

tridentctl install --windows -n trident

Tf§l2: EFforce detach

BXREREEFFIFAGER. BN "BE X Tridenti@ERZE",

tridentctl install —--enable-force-detach=true -n trident
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HE XtridentctlZ it
& LAfE A Astra TridentZ 3£ F B ENX T3,

TRRERR

fEFHAstra TridentZERERF I LIBEX B, Hli0. WREE TridenttiGEH|2E BEMEZE. Mol LUFERSEM
BB --trident-image. FIRBERETridentBRELAKFIFERICSI sidecarlREEHIEIEBFME. NRIFFER
IEEZIFEENME --image-registry 3X#Hl. EFERX A <registry FQDN>[:port]o

NREFEANEKubernetesfy 3 K. HH kubelet FHIBIBEBFRETIEEERF L /var/1lib/kubelet. &
Bl LMERIEEEARR --kubelet-dire

MREFEZAEX LR, HFHBHZEEFSHNAFER, WEAUBEXEEX S, £ --generate
-custom-yaml SEEELEREFPEIELULTYAMLX & setup BR:

* trident-clusterrolebinding.yaml

* trident-deployment.yaml

* trident-crds.yaml

* trident-clusterrole.yaml

* trident-daemonset.yaml

* trident-service.yaml

* trident-namespace.yaml

* trident-serviceaccount.yaml

* trident-resourcequota.yaml

ERXEXHE. EURBESEEHITEHR. ARMFER --use-custom-yaml REBETENIE,

./tridentctl install -n trident --use-custom-yaml
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{E A Astra Trident

HEETFTR

KubernetesSeB¥ RRVFRE TIET &R IIRENSHEE NPodECEN S, EEFTFTR. &
AURIEEEER IR ENFSEISCSIT A,

EREAIENTER
MNRBASFERARDIEF. NNZENFSHISCSIT A,

NFSTH

NREFERANEUTHD. BEENFSTEA: ontap-nas, ontap-nas-—economy, ontap-nas-
flexgroup, azure-netapp-files, gcp-cvs

iSCSITA
NREBEANEUTH S, BLXEISCSITA: ontap-san, ontap-san-economy, solidfire-san

() BABRT. BkEAIIRedHat CoreOSREENFSFISCSI,
T RRS A
Astra Trident= = B & NIT REE A LUE1TISCSIZINFSARSS .

@ TRRSZIAIRFNEA MRS . BLERIERSEERIE. k. NREERIAIIRS.
M ERIES R KMo

BEEMH
Astra Trident2 AT REVEZHLIRRRMBIRSS. BEEEXLESM. BE1T:

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node

name>

BEEXIAIRS
Astra TridenttRiR A TridentTs RCR EREB I T RBARKRS. BEEEAIIARSS. 51E1T!

tridentctl get node -o wide -n <Trident namespace>

NFS%&
ERERTENIRERANGORENFSTE, BIENFSIRE BERREIRGM.
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RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D RENFSTAREMEHTABA. MR EEEHESNEAN,

iSCSI &

Astra Tridente] LABshE2ILISCSIEIE. FHELUN. M ZREFKE. WEHATERAUHIEEEHEIPod,

iSCSIBREEIhaE
FFTFONTAP Z4:. Astra TridentEB R D HIE1T—/XISCSIBFKEBE. LUE:

1. B PR RYISCSIZIE IR HATRIISCSIZIERS.

2. BARERES S HRTRSHITIR. UHMEFRFRIBE. Astra Tridentr]HEBE ML ARIRAIIE S RIBY
8o

3. FEERITUEE A EIE HRIISCSISIEREME NFAEMISCSISIERE

@ BHEEFENHEM TP trident-main fHNHDemonset Pod_ LA 2. EEEFHE. #I91E
%8 debug TEAstra TridentZZEHBI& & A "true"s

Astra Trident iSCSIB &S ThaEB BN T A LE:

* EMZEZEER 2 ERRER ERMRIATIZITTAREEMISCSIRIE, MRKIFEIT. NAstra Trident=
Z&Eo%. AEEITHEUEREILISIIPIEE,

Bt UIEAETRREIREISR F IR T CHAPEISE. TOMIANTIT T i, MIIAM(stal) CHAPEH
©) VRIS, EESIRERIORRILA. S A 208 TR EHHCHAPES
3.

* FR/DiISCSI&iE
s TR/DLUN
ZiiSCSITA
FERERTERIERZ S REISCSITE,

FaaZ Al
* Kubernetes £8P ST RELEEE—RY ION . * XRHEMFHRRM * o
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* NRFEHARHCOS 4. 5 EEiAHEMSRHELFRABILinUXD ZhR. 1554 SR solidfire-san IR5f
2 #Element OS 12: 58 ERMRAS. BHRTHNCHAPE S IRIEE EIZEE AMD5
/etc/iscsi/iscsid.conf. Element 12.71{H T R EFIPSHEZECHAPREASHAT. SHA-256F1SHA3-
256,

sudo sed -i 's/”\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* {FHIZTTRHEL/RedHat CoreOSHIiSCSI PVRI L{ET 2B, 15387 discard StorageClass™
HmountOption. FAFHITEE=E]EIUR, EEN "Red Hat 314"
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-
mapper-multipath

2. 197 iscsi-initiator-utils iRA<E /9 6.2.0.877-2.el7 HE Shits:
rpm —-gq iscsi-initiator-utils
3. BB RFon:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZEE:
sudo mpathconf --enable --with multipathd y --find multipaths n
@ R etc/multipath.conf B8 find multipaths no P defaultse

S. 15MIR iscsid Ml multipathd IETEIGTT:

sudo systemctl enable --now iscsid multipathd

6. EAHEL) iscsi:

sudo systemctl enable --now iscsi

Ubuntu
1. RENTRERGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. ¥97 open-iscsi lRASEE N 2.0.877-5ubuntu2.10 XEShRAS (WFFNFHRL) 5( 2.0.877-
7.1ubuntu6.1 XESEhRZAS (XFF Focal ) :



dpkg -1 open-iscsi

3. BRI ENF:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZRE:

sudo tee /etc/multipath.conf <<-'EOF
defaults {

user friendly names yes

find multipaths no

}
EQF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

(D R etc/multipath.conf B8 find multipaths no T defaultso

5. 15HA1R open-iscsi M multipath-tools BEAAEIEFIEIT:

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

(D FFUbuntu 18.04. BAGERAMBRHO iscsiadm BENE] open-iscsi LUG
fiSCSISFIFHTE, B aI LB iscsi BERTIAIARS iscsid Bl

(D =sSCOITAREMBHTSA. MUHIHESEEEHIEBHEY,

FCEMNEEGiR

==y

[EIRENX T Astra Trident STEERAZBINXFR. ©5IF Astra Trident 8l 51Z1FME R %
HITEES, LUK Astra Trident AN IZTZE R REC B E.

Astra Trident= BB MG IRIRIMAT SR ML EXMNBERNEFMEML. TR AFERREE G,
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* "B2 & Azure NetApp Files [Gi%"

* "BEE1ERTF Google =F&H Cloud Volumes Service f5iH"

* "B2& NetApp HCI 3% SolidFire f5iF"

* "[EFRONTAPCloud Volumes ONTAP NASIK G2 F L & Ia "

* "{§F ONTAP 5} Cloud Volumes ONTAP SAN IREhiZF AL & G in"

* "¥& Astra Trident 53&FF NetApp ONTAP BJ Amazon FSX &£ A"

Azure NetApp Files

BCE Azure NetApp Files /5

&0 LU Azure NetApp FilesER B fAstra=1i, &0 LAfEEFIAzure NetApp Files/gimiE
ENFSFHISMB%,
Azure NetApp FilesIREH2FIEAEE

Asta=ImbE R T LU T Azure NetApp FilesT#EIRchizF. ATSEEHITERE, IFHNMHRRIEE
. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

KaptzrRs X BRI ZFEFRYIAIEIRT SR G RS

azure-netapp-files NFS XHRG Rwo. ROX. rwx. RWO nfs, smb
SMB P

AREM

* Azure NetApp Files IREF 45/ VF100 GBHE, MNRIBERHER/N, N Astra Trident = BE&HEIZE 100 GB
FESS

* Astra Tridentf¥ 2 #51%SMB&EEE FIWindows T 51 _EimiTRIPod,

/AL E Azure NetApp Files Gl
7EfCEAzure NetApp Files [FinZAl. BEREEMRFRHEUTER,
NFSFISMB&HIFIHE &4

@ WNREZE RERAzure NetApp Files REFIEFEA. WHEEHITLVBRECERIEEAzUre
NetApp Files HBIZENFS#E, HEM "Azure: & EAzure NetApp Files HEIENFSE",

FCEMBER "Azure NetApp Files" fgif, BHREHEUATEK:

* —INAREHM, EEM "Microsoft: JJAzure NetApp Files SIEZB =",

* &Jk4Azure NetApp Files BIFM, ES I "Microsoft: FFMZ kA Azure NetApp Files"s

* subscriptionID MBI T Azure NetApp Files BYAzureiT #,

* tenantID, clientID, # clientSecret M "NETEREM" 7E Azure Active Directory 1, BB R
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Azure NetApp Files ARSI, NFFZFEMRER L FE—I:
c TEERRMERE "HAzureFIE X",

c B'EBEMTIMEAE" ITIR%KS (assignableScopes). HFEBLUTNRE. XLLEMNPRIXEFAstra
TridentFrEBIRR. CIBBEXABRE. "FEHAzure] JF DECAE"

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [

"/subscriptions/<subscription-id>"
1,
"permissions": [

{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/read

"
’

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/writ

e"’

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/dele
te",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets/r
ead",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/read",
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"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations

/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrations
/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,
"notActions": [],
"dataActions": [],

"notDataActions": []

* Azure location Z/MEIE— "EIkFM"s BTrident 22.01BHYE location SR ERWEEENXEGHTNER
WIEFER, TEEINhATE E’JT.L%@H?EZUB&

SMBHERVEMER
ZeIESMBE. EHUHAR:

* BEZEActive DirectoryH %1% %|Azure NetApp Files, 1EE I "Microsoft: BIEFEIEAzure NetApp Files
AJActive Directoryi®EE",

* —PKubernetes&E2f., HFRBEE—MLinuxiTHlgs T = UK EDL—MNETTWindows Server 201989Windows T
ET 5o Astra TridentfN 5 ESMBEHEH EIWindows T3 s _EIE1TRYPod,

. E'l\—/\@ Active Directory/E#EHJAstra Trident®A. LAfEAzure NetApp Files B] LA[FEActive Directoryi#
TBMWIE, LUAERMZEH smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* BEE AWindowsARZHICSHLIE, ACE csi-proxy. B2 "GitHub: CSHTIE" 8§ "GitHub: &
FWindowsHICSHLIE" S&HAFTEWindows_EinfTHIKubernetes ¥ &0
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Azure NetApp Files [FIfHEC & EINFIR G

T BB&ER T Azure NetApp FilesBINFSHISMB/GEimEL B ixEINH EEEE R Flo

[EUREC B I

Asta=InfFEERENEREE(FM. EMNSE. RSEIFUE)TIERUERTANEEB LEIZEAzure

NetApp Files®. H51ERKBIARS %K 5F1FM LA,

@ Astra Trident A% #FF 5 QoS BE,

Azure NetApp Files/Gimte it 7 X LEAL B IET,

28

=

version

storageDriverName

backendName
subscriptionID
tenantID
clientID
clientSecret

servicelLevel

location
resourceGroups

netappAccounts

capacityPools
virtualNetwork

subnet

networkFeatures

Description Default
BET 1
FFHEIREhAZ B9 & R "Azure-netapp-files”

BE X B FhE i

Azure ITIRHBIITIH ID

N A 2R EMRRYAER 1D
2R MR s 1D
R AR MR P iR %R

Hp—4 standard, Premium®> "™ (FBEHL)

o ‘Ultra

ERIEFHEN Azure (IBMZFR
BFmEeAMABRNZRATIR " (Einitss)

BFimEE LI ZEIRN NetApp A "[" (FTiHiEeR)
LIS

AFFEELANABNBEMGIR 1" (EHLE, RH)
BEERTREENRENEH
ERANTFRNEH "

Microsoft.Netapp/volumes

—NEB—HVNetIIBERTRER
Basic X Standarde

WL IhEEHAFTEFT A X BRI A
ARERETITRPER. 8E
networkFeatures IIRFKFBALL
e, M=SHERERK,

WEhiZF R AR + " + FEAF AT
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=K Description Default

nfsMountOptions FEIRE NFS HEEH%I, "nfsvers=3"
SMBE B2,

BFEANFS 4.13EHE. BEE
nfsvers=4 1£18 5 73 fREVIEEZEIN
HIIFRPIEIENFS v4.1,

FERE X PIgBENEHENSE
ERHICE Pig B EEED,

limitVolumeSize MRIFERWEARNEILE, WEE " (BRIAMER T F5&EITHE)
BERM
debugTraceFlags WIEHRN EFERANARINES. & T

Bl \{"api": false,
"method": true,
"discovery": truel}. FRIEMEIE
EFITHERRRHEEIFANEE
fE, [NIFDERILEINEE.

nasType BOENFSESMB&AIE, nfs
EINEIFE nfs, smb AT, ERIA

BERT. BREANTSRBNFSHIR
BEh=,

(D)  BEREhEreEEs. BB 0 TREAze NetApp Files SHIMAEE

FRFBIRAMZIR

WRTELIEPVCEIULEI"No Capacity Pools"(RIXFIBE )iz, WK BIERF M I 888 H XEERIFTEAR
MBR(FM. EINE. BEM), WERBHETIAIL. MAstra Tridentic ReIESiHRI L MAYAzUre BR, 0IE
EREEFEREENAE.

A{E resourceGroups, netappAccounts, capacityPools, virtualNetwork, #l subnet AJLUfE
?E%Wﬁ%@ﬁﬁ@%%ﬂ@%ﬁo ERZHIERT. BIVERR2EER. RAEBRIFATUSZIERBRRIRL
o

o resourceGroups, netappAccounts, # capacityPools {EEigfmites. AT LKIMHI—HRIER
HtEEEIRTBNER. HETUUERAEFRIEE. TE2RERMEALUTER:

Type 2o

Resource group < ZRAH >

NetApp f < HiR4H >/< NetApp 1K >

AEM < FWIR4 >/< NetApp K >/< B2 >
REPAPILS < HIRA >/< EINMLE >

Subnet < BIRA >/< BRI >/< FW >
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SicE
TR LB R B S RV TR ER 0 RIS RE LU T ETRIERIBUAS B E, B2 W [ROECE] THIFRES.

B2 Description Default
exportRule FENSHFN, "0.0.0.0/0
exportRule WiizE LAICIDRERE
RNHERIPvARIIESEIPvAFWLH
BES A RYIR.
SMB& B 2B,
snapshotDir 174l .snapshot BRAYR]I 4 false
size FERFIAKN "100 5% "
unixPermissions MBRUNIXRPR (4N \E#EIEF ). ™ (FIEINEE, FEEITEATIN
H&8)
SMBEE 2B,
T E

w1 HRECE

XREMNREEIHICE. FRALEE. Asta=inFEr UL B EIEZR KL Azure NetApp FilesBIFR
ENetAppitk P . BEMAFW. HEBEVISHEHRETEP—MMFW L, EHR nasType BEE nfs FRIA
BRTER. EREANFSERE,

HIENIRIFFafEAAAzure NetApp FilesH I FELEIR(ERT. HECERIEBALRE. BLfHR L. EFEENFRE
BEERHEIMNEESRE.

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91le5713aa
clientSecret: SECRET

location: eastus
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Tl 2 . ERRENHERISERSRIIEE

66

AL E S E B TAzure® castus B Ultra BEM, Asta=iRFiEENEAIZMIEER
¢6Azure NetApp FilestIFRE FW. HEENEEFR—NFW LEHE— I #HE

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2



3 BRECE

EREEH# - BERETESE N N—NFN, FERTRESEENIAE,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'
size: 200Gi

unixPermissions: '0777"'
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e EPGHECE

HEIHRECERITE— T XEREX S EFE, NREES T REWSIFAENRS R, HEEHEE

Kubernetes el R TXEARSZRANNTFMESL, MWILIHEEIFEER. EINITERTRIEX Dt

performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2

T E X

MU TFASA StorageClass EXEIE ERTFEM,
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ERNRHIENX parameter.selector FE&

fEF parameter.selector EAILLAETMERE StorageClass BFREENENT, HSEEIEEMPRENX
EN A,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"
allowVolumeExpansion: true

SMBERIRFITE X

1R

f£F nasType, node-stage-secret-name, #l node-stage-secret-namespace. &EAILIIEESMBE
FHRFRERActive Directory £z,
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M RS R=E ENEREE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

Tf2: BhaR=ERIERATRNESH

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

T3 BMEERRENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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@ nasType:  smb ZFFSMBERMAYFILES. nasType: 'nfs B nasType: ‘null NFSHIEY
[idvit N

ek =gy

PIREIREREXHE, BITUTHS:

tridentctl create backend -f <backend-file>

MRGEHEERERY, WEkEEHIRAF, ErILUETUTHSREFERTURERERR:
tridentctl logs

MEHEEREXHHREGE, EeJLIB/RIBIT create 85 <,

71Google Cloud/5ixAE Cloud Volumes Service

T BRAN{A(E IR R R HIEC B 5 &R T Google CloudfINetApp Cloud Volumes Service B
B N Astra TridentL &M G,

Google CloudiFshiEFEAME R

Asta=TINEERME gecp-cvs SEEBENIREF. ZHRVIFRZEINEE: ReadWriteOnce(RWO)
« ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWtriteOncePod(RWOP),

KEhiERr Y HER SRR EET SZRNXHRR
gcp-cvs NFS XHERG Rwo. ROX. rwx, RWOP  nfs

T &R FGoogle CloudfJCloud Volumes Service fJAstra Tridentsz 5

Astra Trident®] ILA7EF N E 63 Cloud Volumes Service &2 — "IRFEZZEE":

* CVS-Performance:. ZXiABYAstra TridentlRSZEE, X MREMUBIRSZSEEZESEMMERENE~ TR
%, CVS-PerformancefREZHEEB—MEHIZETL. ZIFHNEXRNELDL 100 GiB, EAILLEE—N "= IRS
LRl

° standard
° premium
° extreme

* *CVS*: CVSIRSZREURMBIHATAM. HaeLknIRFINTE, CVSIRSZEERZ— ML, AIEREF
B I NE1 GBHE, FEMERZAIEE501E. HFMESHAZHNEEM ML, EaILUEE—"
MRS RA"

° standardsw
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° zoneredundantstandardsw

EREHNE

ECEFER "EH T Google Cloud Y Cloud Volumes Service" [al, BEEHEUTEK:

* BZ&E T NetApp Cloud Volumes Service FYGoogle Cloudti
* Google Cloud HF T B 4=
* Google CloudfRE M netappcloudvolumes.admin role

* Cloud Volumes Service i HIAPIZEA {4

[5imEC B T

B RIHEZTE— Google Cloud XIFHFELES, BEHEMKIEGIES, Ea]UEXEMGIH,

*
S

version
storageDriverName

backendName

storageClass

storagePools

projectNumber

hostProjectNumber

apiRegion

apiKey
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Description

TFEIREAE P BY R FR
BE X B2 FEa i

FT1EECVShRSS XK AR ARSI,

A ... software WEECVSIRBZ KR, BN, Astra
Trident¥§ 3 FCVS-PerformancefRS £ A (hardware

) o

XPRCVSARSS KA, BTEERTEIBENEFME LA
S

Google Cloud tkFIBE %S, It{ERI7EGoogle Cloud
TP EREE

MRFEAHEZVPCHLL. MANKFED, FLFESA.
projectNumber EIRZMEB.
hostProjectNumber EEHINE,

Astra Trident@l3£Cloud Volumes Service #&/IGoogle
=X, BIEEXEKubernetesEEERY. 7EHBIEM
% apiRegion AJAFEZNGoogle CloudtiX BT &=
LRI TERE,

BXERE R ERINRA,

Google CloudBR551tk F RYAPIZ £A
netappcloudvolumes.admin B,

E84E Google Cloud ARS51K P & FARAX I JSON
BANRE EFFEFZEHREEXH) -

Default
R 1
"GCP-CVS"

IXEhiZR R AR + "_" + API
RN —E 5


https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=NetAppTrident_ReadTheDocs&utm_campaign=Trident

=2 Description Default

proxyURL RIBRRS B R EEZTICVSIKF BT AIEURL, RIEAR
SERALUE HTTP R, HAILARZ HTTPS HiE,

XF HTTPS I, BBLIIEBRIVIE, UAFERIER
SaPEABERIEH,.

AEHFEAT SMERIENRIERS .
nfsMountOptions FELRITHI NFS %0, "nfsvers=3"

limitVolumeSize MRBROEARNEIUIE. MWEEKK. " (BROAES R ASRESE
i)

servicelevel FEBICVS-Performancez{, CVSAIRSZ K 5o CVS-PerformanceZXIAE
H"standard"s
CVS-PerformancefE/y standard, premium'3{
‘extremeo CVSEHIAE
JF"standardsw",
CVS{EN standardsw 3§

zoneredundantstandardswo

network FBFCloud Volumes Service ##Google =ML, default
debugTraceFlags PR HBRE EERERIRS. . T

\{"api":false, "method":true}o
PRIEEETEHITH R R H S EIF AN B S5 E, BN
BDERLtLIhEE.

allowedTopologies EFBAEXIFIAR. 13E X StorageClass
allowedTopologies WEIEFTE X,

fBgn:

- key: topology.kubernetes.io/region
values:

- us-eastl

- europe-westl

LB LN
SR UITERITHIBRIAEECE defaults B9,

S8 Description Default

exportRule MENSHIN, wmZL CIDR  "0.0.0.0/0
RTVERTHMER IPv4 ity IPv4
FWAESENES IIRYIFR

snapshotDir iﬁfﬂ—l_l .snapshot E§ false

snapshotReserve HNREBEFENEB DL "™ (3% CVS ZRAMENO0)
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S Description
size WEHRN.
CVSI%aEs/IME/100 GiB,

CVS&/IMEN1 GiB,

CVS-PerformancefR 52 £ B4R

T RFIRE T CVS-Performance RGBS E AL IR BIEE

74

Default
CVS-Performancefgs3 2R ZRIA
49"100GiB",

CVSERSZRERIGERIAME. BE
DEE1GiB,



I

RIREE

XZ2ERZRIACVS-Performance RE X B U R EIN A" RS KN R/ NG IHAL B,

version: 1

storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2

apiKey:

type: service account

project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-

project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/oauth2/auth
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token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com



mh2: BRSRRIRE

RGBT RiREC &R, BHERS KA NERIAE,

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y%m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth
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token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—-admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti



T3 EPCHECE

W RBIER storage BLEEIMMH StorageClasses XEEEN . BB [FEEE N UEBRFHESE
BIE X o

I AIG B RIFRE RIS E TR EBIFRIAE snapshotReserve 5%# exportRule F]0.0.0.0/0, FEM
HMIEFHITEN storage B ENEIMMEEN T HOHEMAM servicelevel. HFERLEMNESES
INME, BIHIrEAFIRIEX 9 performance # protections

version: 1

storageDriverName: gcp-cvs

projectNumber: '012345678901"

apiRegion: us-west2

apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
XsYgogyxy4zg701lwWgLwGa==



client email: cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com
client id: '123456789012345678901"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:
snapshotReserve: '5'
exportRule: 0.0.0.0/0
labels:
cloud: gcp
region: us-west2
storage:
- labels:
performance: extreme
protection: extra
servicelevel: extreme
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:
performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard
servicelevel: standard



FHEREX

LU R StorageClassE XiE AT EINHEIE R, #MH parameters.selector. EAILIAE{ StorageClasstg
EHATFESHEN,. ERERTEMPEXENHH,.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=extreme; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=extra"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: netapp.io/trident
parameters:
selector: "performance=premium; protection=standard"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-standard
provisioner: netapp.io/trident
parameters:

selector: "performance=standard"



allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass

metadata:
name: cvs-extra-protection

provisioner: netapp.io/trident

parameters:
selector: "protection=extra"

allowVolumeExpansion: true

* 85— StorageClass (cvs-extreme-extra-protection)ME B —NEIM, XEM——RIRHK

=1MaER Snapshot T 10% BYHE,
* Rfe—" StorageClass (cvs-extra-protection)fEiRMH10%RBINZEHEMITZE M, Astra TridentR

EEZRM A EI. HERBEERBINEER,

CVSHRS5 KRB R

T REIRM T CVSIRS XA RAIRE.,



TN RIRECE
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XEERNRIEEIRICE storageClass FEECVSIRESEERFERIAE standardsw IREEKF

version: 1

storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software

apiRegion: us-eastd

apiKey:

type: service account

project id: my-gcp-project
private key id: "<id value>"
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gp8BR4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNChRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/gqp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws82zX507)Y9m
XsYgbgyxy4zq701lwWgLwGa==

client email: cloudvolumes-admin-sa@my-gcp-

project.iam.gserviceaccount.com
client id: '123456789012345678901"



auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
servicelevel: standardsw

85



Tfl2: fFiEhECE
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W RFIEHREICEF A storagePools BLEFEM,

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079"
apiRegion: europe-westl
apiKey:

type: service account

project id: cloud-native-data

private key id: "<id value>"
private key: |-

MIIEvVAIBADANBgkghkiGI9wOBAQEFAASCBKYwggSiAgEAAOIBAQDaT+0ul 9FBAwW1 9
L1AGEkrYUS5xd9K5N105JMkIEFNDSWCD+Nv+jdlGvt FRLaLKSRVXyFS5wzvztmODNS+
qtScpQ+5cFpQkuGtvIUI+N6qtuVYYO3b504Kp5CtqVPICgMJakK2j8pZTIgUiMum/
5/Y90TbZrjAHSMgIm2nHzFg2X0rqgVMaHghI 6ATm4 DOuWx8XGWKTGIP1cO0gPqJlgsS
LLaWOH4VIZQZCAYyW5IUp9CAMWgHgdGOUhFNfCgMmED6PBUVVLsLvcg86X+QSWRIk
ETQElj/sGCenPF7tilDhGBFafd9hPnxg9PZY29ArEZwWY 9G/Zj ZQXTWPgs0VvxiNR
DxZRC3GXAgMBAAECggEACN5¢c590G/gqnVEVI1ICWMAa1M5M2z09JFh1L11JKwntNP]j
Vilw2eTW2+UE7HbJru/S7TKQgASDnn9kvCraEahPRuddUMrDOvG4kT1/IODV6uFuk
Y0sZfbgd4iMUQ21smvGsgFzwloYWS5qzO1W83ivXH/HW/1igkmY2eW+EPRS/hwSSu
SscR+SojI7PBOBWSJh1V4ygqYf3veD/D95e12CVHERCkL85DKuUmeZ+yHENpiXGZAE
£8xSs4a500Pm6NHhevCw2a/UQ95/foXNUR450HtbjieJo50+FF6EYZQGEU2ZHZ08
37FBKuaJdkdGW5xgaI9TL7agkGkFMF4F2gv0OZM+vy8QKBgQD40oVuOkJD1hkTHP8 6W
esFlwlkpWyJRI9ZATLIOG/rVpslnX+XdDgOWQf4umdLNauShYEHOLU6ZSGs1Xk3/B
NHwR60XFugEKNi1iu83d0zS1HhTy7PZp0Zzdj5a/vVvQfPDMz70vsqLRdA7YCAbdzuQO0
+Ahg0ZtwvgOHQ64hdWO0ukpYRRWKBgQDgyHj 98ogswoYula+pPlySOpPwlmjwKyNm
/HayzCp+Qjiyy7Tzg8AUqlH10u83XbV428)jvg7kDhO7PCCKFg+mMmfgHmTpbOMag
KpKnZg4ipsgPlyHNNEoRmcailXbwIhCLewMgMrggUiLOmCw4PscL5nK+4GKu2XEL
JLqjWAZFMOKBgFHkKQIXXRAJ1kR3XpGHOGN890pZ0kCVSrgjubalef /5KY1FCt8ew
F/+alxM2iQSvmWQYOvVCnhuY/F2GFaQ7d0om3decuwI0CX/xy7PJHMkLXa2uazs4
WR17sLduj62RgGXRLX0c0QkwBiNFyHbRcpdkZJQuibYMhBa+757SxT4BtAOGAWMWT
UucocRXZm/pdvz9wteNH3YDWnJILMxm1KCO6gMXbBoYrliY4sm3ywJWMC+1Cd/HBA
Gecxd/xVuSmA2L2N3KMgl8Zhz8Th0G5DwKyDRJIgOQ0Q4 6 yuNXOoYE]jlo4Wjyk8Me
+t108iK98EO0UMZnhTgfSpSNE1bz2AqnzQ3MNOUECgYAqdvdVPnKGEfvdtZ2DjyMod
E89UIC41W])jIGmHsd8W65+3X0RWMzKMT 6aZc5tK9J5dHVMWIETnbM+1TImdBBEFga
NWOC6£f3r2xbGXHhaWSl+nobpTuvlo56ZRJIJVvVk71FMsiddzMuHH8pxfgNJemwA4P
ThDHCejv035NNV6oKyoO0tA==

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396"'



auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelevel: Standardsw

T R4
REHREXHE, ETUTHS:

tridentctl create backend -f <backend-file>

NREHEIBRW, NEkicE LM, ErLUsTUTHn<SKREEATUMEAERR:

tridentctl logs

MEHEERREXHHIRHG, EeJLIB/RIBTT create 85,
At E NetApp HCI 5 SolidFire G
T fRUN{AI{EAsta TridentZ 26l 2 F1{E FHElement/Fim.

ElementIXshiZF 1540 2

Asta=TNINgelR it solidfire-san AT SEBENFREERIER. ZFRLRENEE:
ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

o solidfire-san FEREIIEFZFF file F_block HEI, o Filesystemvolumemode. Astra Trident
KOBEHCBEXH RS, XHFRFHIEER StorageClass FEE.

IXEhiZRE i EIE ZFRIARIET TN H RS

solidfire-san iSCSI iR Rwo. ROX. rwx. TLTXHZRS, RIBR
RWOP %8

solidfire-san iSCSI NERSE Rwo. RWO1. xfs, ext3, ext4
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ez Al

TEEIZElement/FiHZ Al !

HEREULTEK,

* i&1T Element EMIZ ZIFFER S,
* NetApp HCI/SolidFire EB¥ERANA R HRNER, TRTERES,
* Fi& Kubernetes TET S&#N LG YA iSCSI TH, BFEN "TETSESEE"

[EmEC BT

BXEIRECEED, B2 TR

B Description Default
version RLEH 1
storageDriverName FEIRshIZR IR R BLL7 "solidfire-san”
backendName B E X &R F g iH SolidFire + 7Zfi& (iSCSI) IP it
Endpoint EREFEEM SolidFire 28519
MVIP
SVIP =fiE (iSCSI) P #htFlimA
labels BWATFEN—HEE JSON
BITREE
TenantName EFEANER B (WRKILE,
M eE)
InitiatorIFace ¥ iSCSI EMREHIAFEENIEO  default
UseCHAP fEFCHAPI}iISCSIi#1T & {550 true
iE. Asta=imZE|FERCHAP,
AccessGroups EFRAIAIEA ID xR EH B A "trident " BYIAIE)ZERY ID
Types QoS ;e
limitVolumeSize WMRIBEBRVEANBIIE, WE " FRIAER TAREISEHE)
BEXW
debugTraceFlags WIEHERN EFEANARINS. & T

5l {"api": false, "method" :
true }

(D #7R debugTracerlags BIHEEHTHI AR BRI A S,

51 BIERECE solidfire-san BB =MEXNIREIER

WREIERT —NEHEXYE, EXEHER CHAP BHIIEHERYEE QoS FRIEx =& ITEE, ARG,
CRARERFEAEXFHEEREREFIE—F 10Ps storage classS#K,
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"
TenantName: "<tenant>"
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

T2 EmATEEEECE solidfire-san EBEICHIIRCHIEFE
IR R T B R E YRR E X X4 LUK 5 | X LY StorageClasses,

EECERY. Astra TridentZ 7 & ERIITE EHIZIEIREFMELUN. AT HEREN. FREEBERALIRITENE
TEINHHAEE XATE,

£ FEMRHNRAEREXXHH. AFEEFEBIRE THERNRIAME. XEFMEBIRET type ESilver, [E
POBERHITEX storage #d. FURAIF. REFEHBZIKEECHRE, MELEFEHSES LEHIRE
HIERINMES

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: "<svip>:3260"

TenantName: "<tenant>"

UseCHAP: true
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Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1

storage:

- labels:
performance: gold
cost: '4'

zone: us-east-la
type: Gold

- labels:
performance: silver
cost: '3"

zone: us-east-1b
type: Silver

- labels:
performance: bronze
cost: '2'"

zone: us-east-1c
type: Bronze

- labels:
performance: silver
cost: '1"

zone: us-east-1d

LU FStorageClassiE X5 T LiRE, A parameters.selector FEXH. - StorageClassEi=1EH
ATRATFEEENEMN,. SRIEEEIHAPEXENAHEH.

55— StorageClass (solidfire-gold-four)RMRESEIE—TEM, XEM——PEhETRHTHEEER
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A vVolume Type QoS iEh#. mfa—1 StorageClass (solidfire-silver)ARiRHEIEEEEEREMEME
Mo Astra TridentRERTEEZ I EINH. HERHEFHEEK.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=gold; cost=4"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=3"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=bronze; cost=2"
fsType: "ext4d"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver; cost=1"
fsType: "extd"
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:
selector: "performance=silver"

fsType: "ext4d"
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TRES(EE
L B

ONTAP SANIREHTEF

ONTAP SANIRzhiZ A

T #RYN0{A1{EEF ONTAP # Cloud Volumes ONTAP SAN IRGHFZFECE ONTAP Gif.

ONTAP SANIRGIEFIFAMER

Asta=infFfifie 7 LU SANTFERTNIZRF . AT SONTAPEE#HITERE, IFHILEEAEHE
. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

()  nmmEmAsta Control#(FRIP, tRERIBE. IRk Astra ControlIKENTZR A,

oz

ontap-san

ontap-san

ontap-san-economy

ontap-san-economy

i
iSCSI

iSCSI

iISCSI

iSCSI

Astra ControlIRchHiZF A4

Astra Control AT AfEFRIENERETEFIP. REMEMFEoh % (TEKubernetesE8f 2 [B]#% 5% ) ontap-nas
, ontap-nas-flexgroup, 1 ontap-san IRaPFEF. SN "Astra Control EFETIRFMH" THIFMER,

BRI
3R

X RS

3R

X RS

SEFHYIAIEMRTC EBIX RS

Rwo. ROX. rwx. RWO FEXH&RY; RIGRIGE
P

Rwo. RWO1. xfs, ext3, extd

RoxFlrwx1E X 4 R A EIR
X TR,

Rwo. ROX. rwx. RWO FEXH&RY; RIGRIGE
P

Rwo. RWO1. xfs, ext3, extd

RoxFlrwx1E X 4 R A EIR
X TARATH,

* £ ... ontap-san-economy REHKAMEFERE RIS TN, A2ERIE "2

RIONTAPEFRH"S

@ * {83 ... ontap-nas-economy RE YK A MEEREHETHES TN, A2BRIbE =i
FIONTAPZEIRS" 1 ontap-san-economy To/AERIRENIEF

* J/0ER ontap-nas-economy FSIERIF. REHERBHIMENBR.
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Astra TridentiZ LAONTAP S SVMEIER F{HI51T. BHFA admin E£EAF K vsadmin SVMAFHAEBHER
AENEMZIRIAER, 3T ERTFNetApp ONTAP BIAmazon FSXERE. Astra TridentN {EFEEEELIONTAP
HSVMEIE R F{DIE]T fsxadmin AP E vsadmin SVMABFHEEERAENEMIZITHAR . -

fsxadmin AP EEHECEGAFPNEREAHF,

WREFER 1imitAggregateUsage B, FTEEHEIERNIE, EREHE T NetApp ONTAP
@ #9Amazon FSx5Astra TridentE & {EHAY. S8R limitAggregateUsage SHAERTF
vsadmin #l fsxadmin AAPKF, MNRIETEUSE, ELERIEEEK.

BIARTLAIFEONTAPH G — AT LI = in R shig A BRRGIE ERrIA &, ERNAFERNXF M. KRS
FRZSHY Trident SRR FTEZENEM APl , MEARTSERES S HH.

% EFIONTAP SANIRFNIZF B E /5 i
T fR{EFAONTAP SANIRGIFEFECE ONTAPG IR E R & 19 18117,

B3R
JTFFRE ONTAP [Fi%, Astra Trident EEZE/Df SVM HEc—1MEE,

BiLE, BRAEITENRMER, HelZEEREPR—PMIREFIEFELE, Fla. EIUEEE san-dev &
FBBYZE ontap-san RENFIEFFA san-default EHRIZE ontap-san-economy —%

FiEKubernetes T{ETI SN MELEIELMISCSITHE, EHEEN "EE&TET S THRIFAER,
FONTAP/S 1T ST
Astra Trident 121 7 A3t ONTAP BiE#H T M IRIERIIE,

* Credential Based : EBFIEMNEL ONTAP AFHAFRBMEE, BWERATEXNEZ2ERAE. Hi
admin 3 vsadmin LIRS ONTAP RSB RAFES M,

* ETFIEH: Astra Trident EA] AERERZERVIERS ONTAP £EHAITEE. LA, BREXOAEEER
FimiE$, ZEAMAIME CAIEPH Basebs RiZE (WMRFEA) EiN) o

TR UEFRNA RR. WEEETEENGENETEBNGEZEBE. BR. —RIZF—MIMILIES
Ho BYMEIEMB ML A SN EHRECETRFRINE 5%

@ NREZHFR R FREAER . WEHREIEBRRK. HER—FHER. BHEEXAPRM
T EMBNINIET .

ERETRENSMHEIE

Astra Trident T2 SVM B / £ESCRENEERMIEIEZEES ONTAP Bin#{TEE. BINERITERTIE X

A, B9 admin B vsadmin, XFFEILABRSARRR ONTAP hRAMAIFRES, XERAFIGESEEINEE API

NFFERER Astra Trident hRAEEA, FTMUEIEZBEXREERAEBHEEAT Astra Trident , BRRINE

Fo

[EUmRE X0 TR -
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",
"password": "password"

HAR, BRENXEERUAXNARAFENE—ME, IR IRGE, AFR / B35 EA Base64 HITHRIDH
Ff# 7 Kubernetes ZH, RIEREHEHEM —FE TMEENTE, Alit, XE—T{XHEERHITHIRE
, H Kubernetes S 17 EI2 G 1T,
BRETFIEPNEHIEIE
MM EN G LUERIEHH S ONTAP EiRi#{TEE. BREXEE=12%,

* clientCertificate : B iHiFHH Base64 fi5{E,

* clientPrivateKey : XEXFAHRY Base64 4RAL{E,

* trustedCACertifate . Z{51E CA iEHHY Base64 Fwi3{E, WMRFEHAFES CA, MATIREILSE, WMRFEE
FAA]{= CA, MeJLZBRILISE,

HANTEREEU TSR,

p

1. EREFHIEBMER, £, F2AE (CommonName , CN) REBANEENZMHILIERN ONTAP
RF.

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. FEl{E CAIEHAINE ONTAP &8, ItiRArIseERFHEEERAMIE, WRKEHAEE CA, WA,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7Z ONTAP S8 L ZEZFIRIEBMNER (MTE 1 F18) -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. HBIAONTAP 2B RABLIF cert BRWIES %,

security login create -user-or-group-name admin -application ontapi
—authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

5. FERERAGERNNR S HIIE. & <SVM BIE LIF> F1 <SVM &1 > e HEIE LIF IP 1 ONTAP &Z#F,

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
-—-cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. f£F8 Base64 XIEH, HEAMAIE CAIEB#HITHRID,

base64 -w 0 k8senv.pem >> cert baseb64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. ERAMN E—TRENEEIRER.
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

E SIS A BRI E

IR

ANy

AILUEM A R U EREM S M IS ASie EEE. XRMASIEER:. FRAFRA / ZEpYEHA UL

BEWAERILES, FRIEPNEHRTTUERAETRPE / BENGEH. Alt. ES4IRRIE SHIIEREH
AINFRSHISIESZE. FAE. EREMHGENbackend. jsonX . ZXHEEEMITHIFR
backend updateo

ESH tridentctl
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

RIRTIE, FAEBERMIMIE ONTAP EEMAFRNENE, AEH#HITEHER. BHRIEH
, AIAAPARMZMNMER. 25, BREERUERFIESR, ARSI ONTAP SEF kR
IRIEH,

EERASTHNERIRERENIANR, UASFNEZREINEEE, RNNEIHEMKRAE, Astra Trident
AILLS ONTAP Gl TIBE H A IERKHEIZRE,

fEFXE CHAP X EEH#HIT R I0IE

AStra TridentA] LA XN @ CHAPXISCSI= 1TB{PIE ontap-san M ontap-san-economy RENFEFo
XEE/SH useCHAP &, BN true’ ':F', A{’Fﬁﬁ EiﬁSVME’JEﬁMFﬂJ&F‘EzéEEE%?J?XI‘]CHAP, ¥
RERHXHFNARZNZEH, NetApp BiIVERANE CHAP 3 EE#HITH M. BRI TERERG:
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ o useCHAP B EZ—NMRTIET. HEEEEE—RK, RIABERT, WBEISE N false . BFHIEE
N true [5, TERBEHIKEN false o

tb9M useCHAP=true, chapInitiatorSecret, chapTargetInitiatorSecret,
chapTargetUsername, # chapUsername [GIHEXFPUNBEEFER, FLIBEIRG. PILUSTTREHXLE
B9 tridentctl updateo

T1ERIZ
BTG E useCHAP Atrue. FHEEIERIETAstra TridentE R EBIHACBECHAP, HAE1E:

* £ SVM Lig&E CHAP :

° INRSVMBVERIABBIiEF L2 £ 8 finone FRINRE) M*EFERBEARILUN, Asta TIDent=IFRAIA
Z2RAIGE N cuapr ARKEALECHAPBIER UK BicA R B EE,

° 318 SVM & LUN , M Astra Trident R*&1E SVM L2 CHAP , X RIHERERMSVM_ EEBEE
FILUNBYIR R A2 PRl

* BCE CHAP BatiZF AR BArAF A MEE; AAE/EIRACE TEEXEER (M LEFR) .

BIiEEiRfS. Astra TridentiS 82N tridentbackend CRDHIECHAPZEEAFN B F & 771% IKubernetes®
$A. Ub/SUHA Astra Trident SIZRRIFRE PV &8 CHAP #1THEEMIERE,

R EEH B R

fEAT LUBE BT RICHAPSHEREFHCHAPEHE backend. json XX B EEMCHAPZR IS H
tridentctl update SR LARMIXLEER,

@ BHEIEMICHAPZ IR, M{ER tridentctl BHFGIH. B70Ed CLI/IONTAP Ul B#1Z(E
8 FHEE, Ef Astra Trident FTE R EBUXEEE K,
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm" :
"useCHAP": true,

"username": "vsadmin",

"ontap iscsi svm",

"password": "password",

"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbeb5c |
online | T

e —— e — e e ettt
t——— R +

MBEEZERAZEMm; WREED SYM £8 Astra Trident B3, NMXLEERREREREENIRS. FEEEE
REHMENERE, IEERESRRFRITENRT. WAHERMEZAN PV BSRENERAERENETE.

ONTAP SANED & 3EINAN =1

T RRAN{AI{EAstra= IR LRI EAONTAP SANIREHIEF. A TiRE T /5
Zl|StorageClassesiV /G imAc E R FIFIIFAE R

[EUHECE I

BXEIHECEED, HSM TR

B Description Default

version RN 1
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2

=

storageDrive
rName

backendName

managementLT
F

datalLlIF

svm

useCHAP

chapInitiato
rSecret

labels

chapTargetIn
itiatorSecre
t

chapUsername

chapTargetUs
ername

clientCertif
icate

Description

FHEIREDAE P B R AR

B E X &Mz iE G
SR FHSVMEIELIFAYIPHIE,

I LEE T2 REE S (FQDN).

INREAIPVOITERE T Asta=J7cH. MRTLUSE N
FRIPveitiiit, IPvestib A ER SRS HITENX . il
[28€8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555

lo

B XTI sMetroClustertJit. FEM

o
Y LIF B9 IP ik,

BN NISCSHETE, Astra TridentfFH "ONTAP 1%E#%
SIEFFEMISCI LIF, 0
REW. WEERESE datal1F ERRHAE X,

MELUNBRET" R ZEREF

*ItFMetroClusterg &, *i&

E{FMRY Storage Virtual Machine

*ItFMetroCluster& B&, *i&

fEFACHAPX$iSCSIFYONTAP SANIRGHIZF#{TE 1150

IE[fR/R1E]

IGEN true itAstra TridentﬂjFﬁﬁﬁéﬁEE’JSVMEEE#
FERANECHAPTEREIAB D IRIE, I
FHONTAP SANIKEHIEFFERE f5iR" Tﬁepﬁéémn,u o

CHAP BifieFEiH. RN WAKFEIR

useCHAP=true

EVATFEN—HER JSON BAHIRE
CHAP BfrBohiEFEH, RN, MANED

useCHAP=true

NEAFPRZ, NRA. MANEIN useCHAP=t rue
BirEP %, NRA. MWANFEN useCHAP=t rue

MetroClusterix

£, MetroCluster=filo

2, MetroCluster=filo

Default

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san,
ontap-san—-economy

IXEhiE R MR+"_"+ dataLIF

"10.0.0.1", "2001 : 1234 :

abed @ © : fefe]"

HSVMIR4E

NRZBSVM. MIR4E
managementLIF BiEE

false

EFIRIEBRY Base64 fidE. ATFETIEBHNEMHE

JE
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25 Description Default
clientPrivat ZHPinEHAZIAN Basebs wiEE, ATFETFIEPFHNEG ™
eKey R IIE
trustedCACer ={={E CAiIF+HH Baseb4 {mhdfE, Ak, AFEFIE ™
tificate BB PRI,
username 50NTAP &£ BEFRENEFR R, BTETEENSG ™
PI8IE,
password 5O0NTAP &£8BEFrENER, BTETEENSSH ™
I9E,
svm EfFFPAY Storage Virtual Machine MEIBSVM. MRE
managementLIF BI8%E
storagePrefi 7f SVM FEEIFHENERNEIZ, trident
x
TATHIEER. BEMILSHR, BRBZUR—THNG
o
limitAggrega WRFEAEEEIEDLL, MWEEEXK. " (BRIANIER T AR EHISEAE)
teUsage
YN R 1&E FEE T NetApp ONTAP fGiRAYAmazon
FSX. 1B7J18E limitAggregateUsageo, HefitAY
fsxadmin ] vsadmin BB ERERBSFEHB R
ERRPR. FEHAstra TridentX E#{TIRA,
limitVolumes WIRIBERWEA/NEIILE. MEE XK, "(FRINIE R T AR EISLAE)
ize
o, EEREIE HqtreeFILUNE BB R AKX
e
lunsPerFlexv &1 FlexVol BYEAX LUN %1, WAE S50, 20035EE 100
ol A
debugTraceFl HEHBFNEFHBIIARGS. Hw0. {"api": null
ags false. "METHO": true}
BRIEIEFEFHITHIEHIFRH B IFMANEEEME. TS
IMIER,
useREST
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BT EH ONTAP REST API B9fR/REBE, * IATIYW false

useREST fEA— AT G RIEH. BB F MR
5. MAREFLIIERAH, RENH true. Astra
Tridenti&{EFIONTAP REST APIS Fimif{Ti8{5, Lt
IHREEBE(FEAONTAP 9. 11 1 R ESARA, Itoh. FA
HIONTAP B RABMINERIAN ontap NEBERF.
X— B AEE FIE X KA E vsadmin Ml cluster-
admin B,

useREST MetroCluster R #5,



BT EEENEIRECE XN

1R ATE P A X ERTUTHIBUAERE defaults BB D . BXTH, BFESRUTEESRG.

spaceAllocation
spaceReserve
snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

securityStyle

tieringPolicy

SECET

TEHE—TMEXTARIAMENRG:

Description

LUN By== ) 3 g

TEMER; " ()X E"(F)
E{FEMAM Snapshot K&

ENOIEME DA QoS HEEH,
FEARENEEM / [FIHRY qosPolicy
g} adaptiveQosPolicy Z—,

£ Astra Trident FfEEFH QoS ZRE&LH
FE ONTAP 9.8 REShRAS, iV
ERIEHEZ=QoSHEIEAE. HFRE
BASINAFEIHSE. HE
QoS HERARE XA TIEREHNE
B E L5 LR,

Default
"TER"

THOIRIEHENEET QoS F

B&LH, RS NEEM / FiREY
qosPolicy 8 adaptiveQosPolicy Z

NREMENEB DL

BIETER, MERXRIFDETME

1T$% _E B FANetAppEIIZE(NVE)
5 BIAA falseo, BEERILLIEDN,
WATESE R FIR1E NVE BT H B
FA NVE .

MRERHBHATNAE. NIfEAstra
TridentPEC B AVERIEEE B
FANAE,

BXEMEE. BB "Astra
Trident?l{El SNVEFINAERC &S 1E

o

yn%ﬁuou\ D‘Juﬂgnon
snapshotPolicy /"none". &HNY

ygn
false

false

BALUKSIZE, &5 “EALinux ™

R—EAIZE (LUKS)"
MENZ2RI
fER" T "HIE RS

unix

JTFONTAP 9.5 SVM-DRZ B AR
B, RNIRE"
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
qgosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

BT ERCIENFIES ontap-san EENFEFE. Astra Trident=EFlexVol FIMNRIN10%MN B E.
@ UBALUNTTER. LUN B ERBFE PVC 5KV AR/)NEITECE, Astra Trident 3§

FlexVol &1 10% (£ ONTAP RERATTAA/N) » ARIERRSMEKRNTHERE, ILE

BUREIRALE LUN ZRARRES, BRIFEFZRSFIARIATE,. XAERT ontap-san-economy.

BTFEXMElE snapshotReserve. Astra TridentE3ZUN FFARITEE A/

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 2 Astra Trident [ FlexVol Zi5MNARNN 10% LB LUN 7T#dE, iEATF snapshotReserve = 5%. PVCIE
K= 5GiB. HE2K/NAS5.79GiB. ATAKA/NFS5GIB, o volume show B3N ERS U TREIZEMABILE

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd

online RW 5.79GB
_pvec_e8372153_9ad9_474a_951a_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

Ba1, AR NENNEEERMITEIE—T%,
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RIRECE A
UTFRAIERTRAZSHEHREAMANENESEE, XBEXEHRNRESETTE.

(D IR Amazon FSx on NetApp ONTAPSAsta Dent&E & fER. NIEINE NIEEDNSZR. M
R2IPihit,

ONTAP SAN/RfI

XZ2EANEREE ontap-san RENFEFo

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

ONTAP SANZ 4RI

version: 1

storageDriverName: ontap-san-—-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>
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MetroCluster; 3|

1R

150

AL EiR#HITRE. LB RETHIRMIEEFohEREHREX "SVMEFIFIE",

BT[], 1EFERISESVYM managementLIF F A& dataLIF ] svm parametersffl0:

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password

E TR E R IIIERA

ERERERERGIP clientCertificate, clientPrivateKey, M trustedCACertificate (W
REARSCA. MEIE)FIEF backend. json MR FRBEFIFIER. TRRAFRSCAILES
Hbase64 w3 B,
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version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_ iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz



XA CHAP I

XL RGER G iR useCHAP BN trueo
ONTAP SAN CHAP: =l

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SANZZ £ CHAPI

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

RE A = i~ f51)

EXERAIFHEXXHH. APRBEFHEMISE TIFEIAME. FIU spacerReserve .
Jfufalse. # encryption Mfalse, FEIHMIEFEMEE D HFHITE Mo

spaceAllocation

AER 27E"Comments"FEEFISBEREINT, TB1EFlexVol Li&E., FECERT. Astra Tridenta¥5 Bt _EAY
FREIEEREEFEES. NTAEEN. FHEEERTLUIRITE AT N EICHIIAETE XFE,

EXERAIR, FEEFEBZBITIRE spaceReserve,

spaceAllocation, M encryption {B. MELE



MEEBEIINME.
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ONTAP SAN/fI
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: 1JF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '40000"
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: '20000'
zone: us_east 1b

defaults:
spaceAllocation: 'false'
encryption: 'true'

qosPolicy: premium
- labels:
protection: bronze
creditpoints: '5000'
zone: us_east lc
defaults:
spaceAllocation: 'true'

encryption: 'false'
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ONTAP SANZZF MR

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm _iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: 'false'
encryption: 'false'
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: '30'
zone: us_east la
defaults:
spaceAllocation: 'true'
encryption: 'true'
- labels:
app: postgresdb
cost: '20"'
zone: us_east 1b
defaults:
spaceAllocation: 'false'
encryption: 'true'
- labels:
app: mysqgldb
cost: '10'
zone: us_east lc
defaults:
spaceAllocation: 'true'
encryption: 'false'
- labels:
department: legal
creditpoints: '5000'



zone: us_east lc

defaults:
spaceAllocation: 'true'
encryption: 'false'

¥ iR RETE] StorageClasses

LU StorageClass® X # & [[EitfEimn0l]l. #H parameters.selector FERH. F StorageClass#i=
BHTATFRESHNEME, SEEEEEINVEPREXE N A H.

* o protection-gold StorageClassiFIRETEIFHIE— M EIMAM ontap-san Gk, XEW—IREEER
PRI,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"

* o protection-not-gold StorageClassiFIRETEIFRHIE ZMME =P EPAM ontap-san fFik. REX
IR AV RIFR AR ZEgolds

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClassfBRETE|F Y E =P EIAM ontap-san-economy [Fif. X&/AImysqldb
KN BREFIREEFEANRENHE—,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* o protection-silver-creditpoints-20k StorageClassiFIREEIRRYE — MM ontap-san /3
i, XEM—IRMIREIRIPAI20000™ME A KRBT,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* o creditpoints-5k StorageClassiFRTEIFRIE =N EAM ontap-san FHIFiHMNSEEEIAA
ontap-san-economy [Gif. XEM——{EH=E/I500089t o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Astra Tridenti/RTEEZEM D EMM. HIBFRHEFEER.

ONTAP NAS IXcHi2F

ONTAP NASIXEHFE 7R

T FRUN{EfEEFAONTAPHICloud Volumes ONTAP NASIREHFZF Bl & ONTAP G,
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ONTAP NASIRGIEFIFME R

Asta=infEfifie it 7 LUFNASTEERTNIZRF . AT SONTAPEE#HITEES, IFHILEENEHE
. ReadWriteOnce(RWO). ReadOnlyMany(ROX). ReadWriteMany(rwx). ReadWriteOncePod(RWOP),

@ WNREERAstra Controli#{TRIF. MEMIEEH. 1BIRIE Astra ControlIREHEFE A 14

Konizre Y BRI XEFHIRIEET RN HRR

ontap-nas NFS NHRSG Rwo. ROX. rwx. RWO "' nfs, smb
SMB P

ontap-nas-economy NFS X4 A% Rwo. ROX. rwx. RWO ", nfs, smb
SMB P

ontap-nas-flexgroup NFS XHRG Rwo. ROX. rwx. RWO " nfs, smb
SMB P

Astra ControlIRchHiZF F A4

Astra Control ] AfEFRIENEIRETEFRIP. RMEME M oh % (TEKubernetesE8 2 [B]#% 5% ) ontap-nas
, ontap-nas-flexgroup, 1 ontap-san IRaHFEF. SN "Astra Control EFETIRHM4" THIFMER,

* £ ... ontap-san-economy REHKAMEFERE RIS TN, A2ERIE "2
HIONTAPHERE!",

@ * {83 ... ontap-nas-economy RE YK A MEEREHETHES TN, A2BRIbE =i
FIONTAPZEIRS" 1 ontap-san-economy To/AERIRENIEF

* /05 ontap-nas-economy FISIERIF. REMERBHIMENBR.
FAF R

Astra TridentiZ LIONTAP & SVMEIE R B{Hi51T. BHEFA admin E£EAF K vsadnin SVMAFHEGHEF
AENEMZFRAR,

JFFEAFNetApp ONTAP BJAmazon FSXERE. Astra TridentR/ S FIEEEELIONTAP {SVMEIE R B 49517

fsxadmin FAF 3 vsadmin SVMAFRHEBHRACHNEMBIFNEF, o fsxadnin AP EEBHEEAH
FHRBERERXEBF.

NREMER 1imitAggregateUsage 8. TEEHEIEGIR, T EAFNetApp ONTAP
@ HJAmazon FSx5Astra TridentE & B 28R limitAggregateUsage SHAERTF
vsadmin #l fsxadmin APKF, MNRIETEUSE, LERIEFEK.

BATUEONTAPHEIE— N LU H = mIRshiEF ARSI Fai A e, ER1IAEINXEM. KZEHH
hRZsBY Trident A2 TAAEEEENEM APl , MTTEALZEREES S HHE.

& EFONTAP NASIE SRR E G
T fR{EFAONTAP NASIRGIIZFECEONTAPEIHME K. F4IWIE &N S HFHEg.
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2K

* 3 FFFE ONTAP i, Astra Trident EEZE/DA SVM DE—1NEE,

s BRI LUB1TE N IREIIER, HelEismER—PNRGIIEFEMFEES, G, EaUEE—MERNESE
ontap-nas REPIZEFMFE RS ontap-nas-economy —1

* FiBKubernetes TIETI m &M ML EELHMINFST A, B8N "It BXFHAEE:
* Astra TridentfN 2 #5315 SMBEEEH FIWindows T ;2 _EIz1THIPod, 1BEE N EEILESVMBE THIIFMEE,

JTONTAP/GiH#H1T B9 I0IE
Astra Trident 12t T H#X% ONTAP Gim#{T S0 KIERIET .

* Credential Based : EHBFIEIIRER ONTAP AR ZMERL, BINERTMEXNEZLERAE. Hi0
admin 3¢ vsadmin MRS ONTAP AR AFES 4,

* EFEH: Astra Trident R LUFEABHRETENIERES ONTAP £ ITERE, It, BRENMIAEEE
PUIEH, ZZ$AFEI(E CAEPBH Base6d RIBE (WRFEH) GV .

EEILIENIE RR. UWEEETRENGEZNETIEBNGEZEE, BR. —RINF—MEHIIES
o BYMREIHMBMIIES A KON EIKREERRIFINET %o

@ NREZHAFE R EEIER. WEHRIEEEK. HER—FKEIR. BHEEXHPIEM
T SR BERIIE %

BRETEIENEHIIE

Astra Trident & SVM SEE / £ESCENEE G EIEA8ES ONTAP Eimi# @S, BIVERITRAERTIE X

A, 90 admin 5% vsadmin, XA AMRSHRFKAY ONTAP hRAMFIFRS, XLEhRAEIBESEINEE API

RFEERKBY Astra Trident iR ASER, FILIBIZBENXZEERABHEEAT Astra Trident , {BEREINfE

Mo

[EimRE X0 TR
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

IR, BREXEEEUANSERFENE—IE, IERRE, BFRR / BEEER Base6s #H1T4RIEH
76&79 Kubernetes 50, i / EMEHEM—FETHREENTE, Alt, XZ—IT{XHEERRITHIRE
, H Kubernetes S ZEEIERHIT-
BREFIEENS4HICIE
MMM ENGEHA LUERIERHS ONTAP Eifi#TEE. BREXEE=1EH,

* clientCertificate : B imIEHHY Base64 43 {E,

* clientPrivateKey : XExA$AH) Base64 Ri3{E,

* trustedCACertifate . Z{5E CA iEHH) Base64 fmiIE, INREHRES CA, MAtHttSE, MNREREE
FBrl{E CA, MBI ZEILIZE,

HANTEREFEUTIE,

p

1. £EREFPEIEPRA. £/, B2AE (Common Name, CN) iEBNEENSHIRIER ONTAP
BF.
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. ]S CAIEHAINEI ONTAP &£58%, ItiRBrAIseEMFHERERNIE, MRKEREIE CA, WAL,

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 12 ONTAP S8 L REXFIRIEBMNER (MTE 1 718 -

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. HIAONTAP REERABXE cert HHWIEHE.

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. FERAERHNERNNR S HIF, & <SVM B8 LIF> F1 <SVM Z#F > B SR LIF IP 1 ONTAP Z#F,
S HRRLIFBIAR S RE&IKE N default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"

vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>'

6. f£F Base64 XIEH, HEAMAIE CAIEB#HITHRIG,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base64

7. ERAMN E—TRENVELIRER.
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cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...O0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— o et ettt it
o +—— +

| NAME | STORAGE DRIVER | UuIlbD

STATE | VOLUMES |

o —— e e it ittt et P
+————— - +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o f——————_ Rt et L P
o t———————— +

T S IIE TS A BRI R

eI LIERIE Rin AR EMS R IIE R AN RREFRE, XRMANEEH: FRARS /I BHENERKAT L
SERAERILES; ERIEBNEHIUERAETRFR / BENER. Altt. SXRERIRE B HIEIESEH
RINFNBMIIES%. AE. FEREMGENbackend jsonXX . ZXHEEBERITHFAESE tridentctl
update backendo
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cat cert-backend-updated.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

Pommmmmmmmm== Fommmemcemmes=e== B e
Fommmmmoe e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmmmmomo= S e e Fommmmmmmmesrrrrrrrre e reme s e mmm o
Fommmmme Pommmmmme= +

| NasBackend | ontap-nas | 98el9b74-aec7/-4a3d-8dcf-128e5033b214 |
online | 9 |

P e Fommmmememesesesese s s s s e eses
o= Fommmemm== +

WIRER, FHEIRRUMSE ONTAP LB MEN, AEHTEHRER. BIEHe
() LURRPRENS NS, 25, GREERLERIES, AEALUM ONTAP E2ERHIR
B,

EFERASPEHNECIRENIR, BASEMEZGRINEERE, RIINEHREMNKRA, Astra Trident
AILLS ONTAP Gim#t{TIBEH A ER KM EIRIE,
EIE NFS SR
Astra Trident £/ NFS i SRB&KIZHIM HECERIERITR
EASHRIEET, Astra Trident 324 T FNEIN:

* Astra Trident EJLIBISEESHRRAS; FINRFERAT, FREEASEE—RTUES IP #iiksy

CIDR $RFI5K, Astra Trident 2 BB FXEEENT R IP ANEFHREF, &, MRKEEEMA
CIDR , NET R LIXEIMEA2EEERYERE IP #RARINEIF HREH,

* FREERTUFHEESHRIEFRMAN, BRIEFEREDISE T FARINSHKREZIR, TN Astra
Trident B EARIAS H L,
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SEES LR

Asta =X AR T Eh S EIEONTAP/G IR S H SRBEBITNEE, XiF, FHEEERMAIUATETR IP EEAWF
Aottt ==a], MARFHEXERMU. EXKAELT SHERBRERE,; EARURBTIBREFHTIEIMHEE
B b XBB RN EFAEERRIARIRE ANAFIPU T EE CERNN TEN RiAR. MMFEHEAR B
e,

EADSSHERI. 57ERMRHE 5 (Network Address Translation. NAT), fEFINAT
() 0. RSB ARSIBIMENATIN, MARSIRPIA ML, Fit. MRS EMNETE
PRI, MBI,

Nl

HIERRNEEED,. FTER—NaihE R

version: 1

storageDriverName: ontap-nas
backendName: ontap nas auto export
managementLIF: 192.168.0.135

svm: svml

username: vsadmin

password: password
autoExportCIDRs:

- 192.168.0.0/24

autoExportPolicy: true

@ fERALLThRER . EATRHRSVMAIRESAB LRt/ EZNFHRE. FEBEARITT RCIDRIRAY
SEAN(FIINFRINS L), 1RELERENetAPp BRI RESLE. NAstra=InfFiEEZ FASVM,

TR R LRRAIx It Thae sy TERIEHITHINER:

* autoExportPolicy BN true, XF/Astra TridentiF AR FHERE svml SVMFE AL IEF AT R
MNFNMIFR autoExportCIDRs #IHEIR, a0, UUID403b5326-8482-40db-96d0-d83fb3f4daecHliyf5im
autoExportPolicy BN true BIERNHISFHIREE trident-40305326-8482-40db-96d0-
d83fb3f4daec £ SVM L,

* autoExportCIDRs EIEMINRTIR, WWFERAFNEFE, BIAK "0.0.0.0/0, ": : /0", MRREX,
M Astra Trident AN LT R LI EIRFAE £ BSEE RSB L,

LRI, FER 192.168.0.0/24 IRt T HINE=E], XRRUMUSEEIRB Kubernetes T5m IP R 71N
%| Astra Trident SIEBYFHRIEH, ZHAstra TridentEMEZITAAIENT REY. ESNRZT RBYIPHIUEHIRYE
SRR BRI E#HITIOE autoExportCIDRs, ik IP &, Astra Trident SAELIBIZFin IP €I2S
HERBEHIN, HAEARRNE T REIZ— 1,

&AT LIS HT autoExportPolicy A autoExportCIDRs AT EiR. ErIIANBEENFImMINEA CIDR

, WAl UMFRIIER) CIDR . MR CIDR BHIES&/IWG, LARMEEZETSMH . ST LOEEE
autoExportPolicy AF/Ein. HEIRIFoHEIEZNSHER, XFEEIKE exportPolicy B,
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TEAstra TridentfliZEFFIRZG. BRI LUERRZERIE tridentcetl GHEMNE tridentbackend CRD:

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

B RN EIKubernetesEEB# H /A A Ell Astra Tridentizhl2s8Y. MEERNSHERSH#HITTEH(BIIREENMI
FrIEERIHIIEREA autoExportCIDRs [Gif)o

BIFFTIm/E, Astra Trident RI0EFFBEAGENR, UBIBRIZT REVHRIFEN, @TMZERIRETS H R
BRILTI = 1P, Astra Trident AJRILE GRS, FRIFLL IP TRSEPRF T REEEA,

MFUBIEFEENGR. 1BFEREMEI tridentctl update backend BfafRAstra TridentBohBEIESHE
B iXi%@UE—ALXF AUUIDE BT S HIREE. G ENEEEMEENEERM RS HER.

@ HErEE B EERES HRBIEREHFDSEIZHNS LR, MREHCERR, WSKEMR
RHIBER, HEIEHBITH R,

MREFHTIEDT A IP sk, MHBIELT = EEFH/E5h Astra Trident Pod o« Af5, Astra Trident 3 E#HE
EENEIRNSHEER, DU IP B2,

ERRESMBS
QEHEEES. BIALUEREESMBE ontap-nas RahiEF.

(D FZoE, ENIESVM_EEREEENFSFHISMB/CCIFSHMY ontap-nas-economy i@AFHA
ZBONTAP FISMB%E., SNRFKEEEEBHPE—MY. NALERE SMBERIEFKK.

FaZz Al
EECESMBEZ AT, EIURE LTt
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* —/Kubernetes®E&f. EHREE—MLinuxiThlgs T m AR ZE /D —1ME1TWindows Server 201989Windows T
ET 5o Astra TridentfNZ & SMBEEH EIWindows T ;2 _EIE1THIPod,

* E/b—PEEActive DirectoryE1EHIAstra TridentZ$8, LIERLZEEH smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* EEEAWindowsAREZMICSILIE, BEE csi-proxy. BN "GitHub: CSIYIE" & "GitHub: &M
FWindowsHICSIHEIE" & BF1EWindows_LiE{THIKubernetes T &=,

p
1. S FHREBONTAP. R LUEIZFECIESMBHE, WATLIEFAstra=infFE NG L E— M=,

@ Amazon FSx for ONTAPEESMBHE,

EEI LAER U TR AR 2 —RIZSMBEIEHE "Microsoft BIRIZH 6" HEXHREE R TTHFEAONTAP
BLITRE. EfEFAONTAP S TRHECIZESMBHER. FHRITLUTIRE:

a. AEKE, AHELIBERRIZEM.

o vserver cifs share create ﬁ%%&ﬁﬂ@?t?ﬁﬂfﬁliﬁﬁ-pathﬁlﬁﬂlﬂ‘éiﬂ’\ﬁ%@o WNRISTE R
BAREE, WapSREK,

b. S SEESVMEXEXHISMBHE:

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C BIIRRELIBEE:

vserver cifs share show -share-name share name

() msm bl VB £3 THREE¥EEL.

2. g EmE. HIAECE UL TRBUIEESMBE, BXIEHTONTAP EiRMFIEFSXECEIED. 1EEN EH
FONTAP BIFSXBL & ZEIAN ="
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smbShare

nasType

securityStyle

unixPermissions

ONTAP NASEZ & &A1 51

Description NGl

B BIsE A&z —: smb-share
FMicrosoft IRz H| & 3 ONTAP

B ITRELENSMBHEMZ TR

; AiFAsta=imEIThAERIFESMBH:

ZEWRIR;, HE. EAILEESHE

=S IERE#H I TEARZE AR,

T FREFONTAP. LB A%
A9

& ¥t FAmazon FSx for
ONTAPRIGAWNETL. REEX

=,

*ATIEEN smo MR AT, MEX smb
NN “nfso

HEMNZEED, ntfs B mixed ¥} FSMBE
IS BN ntfs T mixed

FSMB%.,

%ﬁ%ﬁ’ﬂ’fﬁ:‘cﬁo FFSMBE. HE ™

T FESNMEIBIZZONTAP NASIRTHZF H IS EH A FAstra= ik ik, ATiEt
Zl|StorageClassesHfEimAc 2R FIFIIFAE o

[RIHECE LI

BXEREEEDR, BFSRTx!

version

storageDrive fFEIREITZRFHIRIT

rName

backendName BENXZNFMEEIH

=8 Description

Default

B

TR e imiRgt

"ONTAP NAS ", "ONTAP NASZ

7. "ONTAP NASRELH"

. "ONTAP SAN ". "ONTAP SAN%

Vi

IXSHIERF B FR+"_"+ dataLIF
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managementLI
F

datalLlIF

svm

autoExportPo
licy

autoExportCI
DRs

labels

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

124

Description Default
SR SVM BIE LIF 49 IP bk "10.0.0.1", "2001 :
abed @ . fefe]"

I LEE T2 REE S (FQDN).

INRERIPVOITERE T Asta=Jcé. MRTLUSE N
FRIPveititit, IPvestib A ER SRS HITENX . il
[28€8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
lo

BxTIsEMetroClustertJift, iFE I MetroClusterii
5l

Y LIF B9 IP ik,
TE) ()

BIIERE datalIF, UIRFKIEHILSE. NAstra

Tridenta MSVMIREXEUIELIF, &R LUIEEATFNFSHE

HIREN T 2REEZ (FQDN). Ml e E1TE

IFDNS. LUETEZMEIELIF 2 [8) 2T fa & 17,

AILEMIRIRERENR. 150 .

MRFEHIPVOITERIE T Asta=7cAH. METLUEE S
HIPveitit, IPveittib i ERAIESHITENX . a0
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
o

*ItFMetroClustergB&, *iF2 I MetroClusterzfil,

EfFEFHHY Storage Virtual Machine MEISVM. MRE

1234

FEE RIS B SVM (MR Kt

managementLIF BI&E

*IFFMetroCluster& &, *IFE D MetroClusteri=fil,

BBt B EHS R /RE] false

f#H autoExportPolicy Ml autoExportCIDRs %

IM. Astra Tridente] LI EEIEIE S HFEER,

R FfiZEKubbernetes T3 RIPRYCIDRIZR ['0.0.0.0/0. ": :

autoExportPolicy ERE.

EJzz! autoExportPolicy | autoExportCIDRs i
I, Astra Tridentr] LA BEhEIES H K&,

BEWVATEN—HES JSON BINBIIRE
EFIRIEHHY Base64 fRiZ(E. ATFETIERNEMHRE ™

iE

& FinE AR Base64 HidE. BTETIERHNG
RI03E

Z{E1E CAIEHH) Baseb4 fRiDfE, PIik, AFETFIE ™
FHSHIIE

. 0T



2

=

username

password

storagePrefi
x

limitAggrega
teUsage

limitVolumeS
ize

lunsPerFlexv
ol

debugTraceFl
ags

nasType

nfsMountOpti
ons

gtreesPerFle
xvol

smbShare

Description Default

FiEEIEE /SVM AR R, ATFETRENSH
JoIE

EREIEE /ISVM BVERS. BTETRIENSHIIE

£ SVM FECEMERERANTR. KERTEEH  "ZREX"

MRERAEBILRDL, NEEXK. " BRAER TASRHISEHE)

* REBFEBF ONTAP BY Amazon FSx *
MRIBERERNBEUE. WEERK,
o RS PREIT fqtreeFILUN A R BB BRI R K

K/ gtreesPerFlexvol IEMATHENX ST
MFlexVol ByER Aqtree®,

& FlexVol 95K LUN %%, #Z07E 50 , 200 3sFE 100"

"(BRIAB R R AR HSL )

A
HWPEHBRN EFERNIERITS. Flgn. {"api": T
false. "METHO": true}

15711ER debugTraceFlags BRIEBIEIEHITHEHE
PBRHFBEIFHMRHEFE,

BEENFSZ{SMB& I, nfs
WEINEIE nfs, smb B &‘ﬁ?o FKINBERT. BIRER
ToBENFSHEIRBERNT

NFSEFHIZTE S 9 FR5 %o

Kubernetest i A SRV HIETNE B EFESEFIEE.
BINRIEFHEEPRIEEEHIAT. WAstra Tridenti$
[EIR 2| FRTF B S IR EC B S 4 FR s E R ENETL,

INRFEFERECE X R RIEEEHIET. MAstra
Trident RS TEREXBIRA M E LI E EAEFIEI

8 FlexVol 9B K qtree £k, @77 50 , 300 SgEE "200"
A

BRI U TIEI 2z —: EHAMicrosoft I HI&
'JZONTAP:-‘F’%?‘T??E@'JLE’JSMB?E;E’J%ﬂ’ s

PFAsta= IE I THRECIESMBREMZHR; HE. &
LU S E T LR IE X E# T B AR ZE 40,

smb-share

X FHEONTAP, LEEEZAIEH,

b &% FAmazon FSx for ONTAPGim AMAER.
BENZ,
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useREST

Description Default
FAF 1R ONTAP REST API H9%R/REH, * AT false
useREST {EA— AT GhRIRME. EIXAF A

B, MAREFILIEAH, IRENMK true. Astra
Tndenth@%ONTAP REST API5 [Rim#{Ti@(S, It

INREEEFAONTAP 9. 11 A NEShRA, Itkoh. FEA
FIONTAP BEFABNNENIAIR ontap MAER.
X— R B FE XK FHE vsadmin l cluster-
admin A8,

useREST MetroCluster R $¥,

RATFEREENEIRECE RN

TR P ERAXERTUEEIRIARE defaults BBEHD. BXRH,

S8

spaceAllocat
ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

tieringPolic
y
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BB RUATEETRAG.

Description Default
LUN BY==[8]53 Ed "IER"
TEIMERI; "T"(FE)H"E"(F) "I
E{FMAM Snapshot REE "I

EREIENESDECH QoS RI&A, mFGMFEM /
[Gi##Y qosPolicy 3% adaptiveQosPolicy Z—

BHRNENEDECREIERN QoS Hi&A, EEENMF
figth / F5i%AY qosPolicy 8% adaptiveQosPolicy 22—,

A% ontap-nas-economy.

NREFERNEB DL gnRA"o". Mg o

snapshotPolicy /"none". &N

ygml
ISR, MERXRIRD Z5RE false
£¥% L EFANetAppBEINIZR(NVE); ZRIAN false, false

BEALOED, AT LIRS NVE BT H B A
NVE o

WRESIRBE TNAE. NI7EAstra TridentPEZERIE
{A1&ERIE B FNAE,
BXFMER. FEM: "Astra TridentilfaA] 5SNVE
HMINAEEESER"

BT B R R 3+ FONTAP 9.5 SVM-DRZ B2

B, A"NRER"



=2 Description Default

=

unixPermissi HiEAIER "TIT"RTNFSHE; T(RER)R
ons T~SMB#

snapshotDir  #EHIIFHIIAIA) . snapshot BF false

exportPolicy BEFERANSHERER default

securityStyl HEHEMEE2ER. NFSZRINMEA unixo

- NFS3%#F mixed Ml unix ZEER, SMBERIAMEN ntfso

SMBXz#F mixed fl ntfs L&,

7£ Astra Trident Ff#F QoS RESHEFEE ONTAP 9.8 EE A, EINFEHIEHEE QoS HKEKH
O | SHBRRBESSINAT S 1555, 25 Qos RIHFTA LIRS SHEI L

SECET
TEHE—TMEXTRIAMER TG

version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svm: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: '10'
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G T ontap-nas #l ontap-nas-flexgroups M{E. Astra TridentRERAFMITESGEFRM
fRrlexvol BIKR/SsnapshotReserveE b PvCcHEE, HAFIEK pvc BY, Astra Trident &
BftRAEBAEELZTENERIE Flexvol . IITEHREFERAFE pvc FIKEIFMERNTETE, MAE
INFERIERISIE, £ v21.07 Zai, WRAFIER pve (fBlE0, s56iB ) , HE snapshotReserve
5 50% , MR 2.5 ciB WAIETE, XeRNERPIBERNEENEMN snapshotReserve mEH
B— 1A tb. ETrident 21.07F. FAFIEKWERETIE]. Astra TridentEX T snapshotReserve #FRMR
BNMNENADL. XFIERT ontap-nas-economyo S WATRAILLT BETERIE:

HEGENT:

Total volume size = (PVC requested size) / (1 - (snapshotReserve
percentage) / 100)

33F snapshotReserve = 50% , PVC &K =5GiB , £E2K/\F 2/.5=10GiB , AIEAX/NA 5GB , X=2HF
£ PVC iERAIERM AN o volume show AR MNERS AT REAIZEMARILERE

Vserver Volume tat 'pe Size Available Used%

online AW 18GB 5.
_pvc_eB372153_9ad9_474a_951a_@8aelSelc@ba
online RW 1GB 511.8MB

2 entries were displayed.

TEF4R Astra Trident BY, FoalRENINE GRFRE LR IGBERES. MTEALKZFEIRENE, ENIAEE
SR, DUEMRBIPIMAIENR. H190. BEBEH2 GiB PVC snapshotReserve=50 ZRINERE. &0z
1 GBI E=Ial, g0, FEXR/IAEA 3GB I ANBERE— 6 GiB £ _LiZft 3GiB (5 =8,

RIRECE R
UTRAIERTRBASHEHRBEABRNENERELE, XBEXEHRNRERTT .

@ WNRFERA Trident A NetApp ONTAP _EfF Amazon FSx , EiXH LIF 8% DNS &, WA
2 |P bk,

ONTAP NASZZF MR

version: 1

storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

128



ONTAP NAS FlexGroup:Rfjl

version: 1

storageDriverName:

ontap—-nas-flexgroup

managementLIF: 10.0.0.1

dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

MetroCluster; 5|

TR UM ERETERE. MR EYIRMYILEFERERENX "SVMERIFITE"

BT[], 1BERIEESVYM managementLIF FHEB& dataLIF ] svm parametersffli0:

version: 1

storageDriverName:

managementLIF: 192.

username: vsadmin

password: password

SMB& 5

version: 1

ontap-nas
168.1.66

backendName: ExampleBackend

storageDriverName:

ontap-nas

managementLIF: 10.0.0.1

nasType: smb

securityStyle: ntfs

unixPermissions:
datalLIF: 10.0.0.2
svm: svm nfs

username: vsadmin

password: password

mn
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EFIEBR S (D INIERG

XE— " REEHIEE R, clientCertificate, clientPrivateKey, #I
trustedCACertificate (MRFEABECA. MANHEFIET backend. json MAHIRAEFIHIER.
T RZRAF S CAIEERIbase644mi3{E,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

datalLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXROZXJIJwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BE)S SRR

LRI ER T W{AHER Astra Trident EFTHS S LR BN EESHERE, HREXNTFHENLE
ontap-nas-economy # ontap-nas-flexgroup JoIIEF.

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password
nfsMountOptions: nfsvers=4
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IPv6ithiE Rl

WRFIERT managementLIF fERIPvEiiL,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_ipvé6 svm
username: vsadmin

password: password

Amazon FSx for ONTAP{EFESMB% 5l

o smbShare EFASMB&HIFSx for ONTAPEE S,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIwYXB...ICMgJ3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

RE A S i 15

ZETEHETHRFIRREXXGH. NFBEFENSE TIREMIAME. B30 spacerReserve Jn
spaceAllocation Hfalse. # encryption Hfalse, REINMEFEMESED HFHITE N

AEA 27F"Comments"FEEHIGBEIEITE, 7EFlexVol EIRE 778 ontap-nas Z¢FlexGroup ontap-
nas-flexgroup. 1EECEMS. Astra Trident= R EMM EHNFABEIREEFIEIFES. AT HEEL. FHER
AR LIRIRE S BV AEE X iR,

EXLERfd, REEFE#FIBITIRE spaceReserve, spaceAllocation, A0 encryption B, MEL
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ONTAP NASfl

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: 'false'
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: '75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0755"
- labels:
department: legal
creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755"
- labels:
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app: wordpress
cost: '50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: 'true'
unixPermissions: '0775'
labels:
app: mysqgldb
cost: '25'
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"



ONTAP NAS FlexGroup:Rfjl

version: 1
storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: flexgroup store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: '50000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: gold

creditpoints: '30000"'
zone: us_east 1b
defaults:

SpaceReserve . none

encryption: 'true'
unixPermissions: '0755"
- labels:

protection: silver

creditpoints: '20000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

protection: bronze
creditpoints: '10000"
zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"
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ONTAP NASZZF MR

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: '6000'
zone: us_east la
defaults:
spaceReserve: volume

encryption: 'true'
unixPermissions: '0755'
- labels:

protection: bronze

creditpoints: '5000'
zone: us_east 1b
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0755'
- labels:

department: engineering

creditpoints: '3000'
zone: us_east lc
defaults:

spaceReserve: none

encryption: 'true'
unixPermissions: '0775"
- labels:

department: humanresource
creditpoints: '2000'
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: 'false'
unixPermissions: '0775'

B EiHSTE| StorageClasses

LU R StorageClassEXIEE M [FE /S0, A parameters.selector FEEH. & StorageClass#l
2FEHTATRESNEDNL, SBEEERIERENE N AHE.

* o protection-gold StorageClassiFMRFEIPRIE—NFIE Z PN EIMAH ontap-nas-flexgroup fg
i, XM B —IRMHBRERIPAIA,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: netapp.io/trident
parameters:
selector: "protection=gold"
fsType: "ext4d"

* . protection-not-gold StorageClassMEtEIFRHYE = NFIFEMEMEA ontap-nas-flexgroup
[Gif. XLt B —IRHEETRIAIMRIPEIIRIM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: netapp.io/trident
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* o app-mysqgldb StorageClassiGBRETE PRI AP EIAM ontap-nas fGif. XEAmysqldoZEEAIR A
FEFRHEE DA E R —t,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: app-mysqgldb
provisioner: netapp.io/trident
parameters:
selector: "app=mysgldb"
fsType: "ext4d"

* o, protection-silver-creditpoints-20k StorageClassi&RgtE|FAYE =B ontap-nas-
flexgroup Gk, XEMW—IERHIEERIFF20000MME A =AM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: netapp.io/trident
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* o creditpoints-5k StorageClassiFRTEIPRIE =D EAM ontap-nas FHIFIHME Z N EIAA
ontap-nas-economy [Gif. XEM——{EH=E/I500089:t™~ Mo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: netapp.io/trident
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Astra Tridenti/RTEEZEM N EMM. HIBFRHEFHEER.

B dataLIF YIMRECEG

TR UTEARECE R ECRBUELIF. HERBITU TS, NG IHJSONS R EHAVEIELIF,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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@ EE%PVCE%EU—/PEJZ%/PPM\ MABRAFFENNPod. ARKEMER. FHEBIELIFAEE
o

iEFF NetApp ONTAP A9 Amazon FSX

% Astra Trident 53&FT NetApp ONTAP Y Amazon FSX &&1E M

"1& T NetApp ONTAP B Amazon FSX" @— 2t EMNAWSARS. rI{EE - Bah#l
1IZ1THNetApp ONTAP FEIRERARIRHEIZIFHXH RS, EBHERTFTONTAP BYFSX.

BB UF) RIS SEHINetAppIhAE. HREFIEIRTHAE. FIRFIBEAWS EZMEEUERIE @
M. REM. ZeMMEY EM, FSX for ONTAP X1FHONTAP X4+ R A HEEFM EIEAPI,

pu

XHRGEZE Amazon FSX RV EBRZIR, FINTAEPERERY ONTAP &8, &1 SVM H, EALIGIE—1
20 E, REERRBXAMXHREFEEXRATRIHIESR. EEIEMAT NetApp ONTAP #J Amazon FSX
, Data ONTAP RfEAN=HFEITEX R SR M. MBI RGEETTA * NetApp ONTAP *

BT 3% Astra Trident 5iEATF NetApp ONTAP B Amazon FSx & &ER, &r]LIFA{RTE Amazon Elastic
Kubernetes Service (EKS) H3infTHY Kubernetes &£ AILIECE B ONTAP F {0 HIRA Xk At E.

iEFF NetApp ONTAP BJ Amazon FSX {8 "FabricPool" L EIEFER. @I T, EaURIESIESTREH
B RAGEIREETE R o

AEEM
* SMB#&:
° SMBEX#H#FEHH ontap-nas XRIREHTEFo

° Astra Trident{¥Z & SMBEEEH ElWindows T3 = _EiE1TAIPod,

* TridentZToAMBRTERB B T Boh& B EIAmazon FSXX U RS LEIENE. EMIER PVC , EEEFshfiFR PV
# ONTAP B9 FSX &, ERFIEICIREER , BHRITLLTIRE:

° TBMEER " IREEE " REEBIEAT ONTAP By FSX X4, RECIZITIERIBRABMER, B
TR ERFIR IR,

° %Hﬂ AR ERIR " B, RABmHE&EN. RRBIEMFILUE Trdent BEIIMERE, MERE—TFhT
o

v Backup and maintenance - optional

Daily automatic backup Info
Amazon F5x can protect your data through daily backups

Enabled
© Disabled
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https://docs.netapp.com/ontap-9/topic/com.netapp.doc.dot-mgng-stor-tier-fp/GUID-5A78F93F-7539-4840-AB0B-4A6E3252CF84.html

FSx for ONTAPIRENFEF ¥4 2
1&a] LUE B LU T IR shi2F 48 Astra Trident5i&FH FNetApp ONTAP BYAmazon FSxEERK :

* ontap-san: BRBEMNSIMPVEIZEBZHAmMazon FSX for NetApp ONTAP &HAI—PLUN,

* ontap-san-economy. BCENEMPVERE—TLUN. ¥ FNetApp ONTAP %#. & Amazon FSXHILUN
HEEAEEN.,
* ontap-nas. ECENEMPVER—MEF FNetApp ONTAP BY5EEAmazon FSX%E.

* ontap-nas-economy. ECEMEINPVEIZR—qtree. ¥ FNetApp ONTAP &. &1 Amazon FSXHqtree
HEZEAEEN,

* ontap-nas-flexgroup: EEEMEIMPVEIZR—MEFRTNetApp ONTAP FlexGroup HI5EEAmazon FSX
%o

BRREIEFFMER. BB "NASIKEIZE" M "SANIRENIZE"
SHWIE
Astra TridentiR {HF# Z 2 IIFE .
* ETFIEH: Astra Trident KA SVM ERERIERS FSX XHERS LA SVM #HITE(S,

c EFEIE: ErIUEA fsxadmin XHEFRAHWAF vsadmin ASVMECERAF.

Astra TridentR{E39iE4T vsadmin SYMAR RESHERAENEMEIMES, 10
(1) FNetApp ONTAP #Amazon FSXEE £sxadmin HIRBIRONTAP HIFIF admin B
Po EN1BRZVEIER vsadmin A Astra Tridents

U EHRREUEETERENA EZMETIEBN A A2 E#EE), B2, REZ IR EREMER. WSk
SIBERN, BB EMEHINIESZE. KM EIHREEPRBRIE 5%,
BEXBRBMIIENFHAER. F2RERTENRIZEF RN B HDIIE:

* "ONTAP NASH {4 3% "

* "ONTAP SANES {458 F"

THREZER

* "Amazon FSX for NetApp ONTAP 14"
* "G 3XEFAF NetApp ONTAP HJ Amazon FSX MEE X E

£ & T NetApp ONTAP fJAmazon FSX

&0 LUEIE AT NetApp ONTAP FJAmazon FSXX RS 5 Astra TridentSER. LAFRTR
7£Amazon Elastic Kubernetes Service (EKS)Fiz1THIKubernetes& 8 0] LAFC & FHONTAP
IR SZIFERA KA LS
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R
LtEGh "Astra Trident Z23R"EBIFEAFONTAP BIFSx5Astra Trident&ERL. BEE:

+ EEMIMEAmazon EKSEE S H B1EKubernetes&E ¥ kubectl BRE,

s AT MEEM T ET =iA1a A E Amazon FSx for NetApp ONTAPX {4 £ 4:#1Storage Virtual Machine
(SVM)o

* WEBILENI(ET R "NFSEISCSI",

@ HRZEAmazon LinuxFlUbuntuFr BT s R T BI#H1TIR(E "Amazon Machine BREER"  (
AMIS ) , BEREUATFER EKS AMI 38,

* Astra Trident{XZ##i5SMBEEZ EIWindows T = _Liz{THPod, 15& M EFECESMBE THIFMAEE.
ONTAP SANFINASIXEHIZFER
(D mEErSMBEEE. MBI EERESVBE SIREH .

g
1. FEREP—FhEFZE Astra Trident "SFZ 754"

2. IREESVMEELIF DNSEFFR, fBlal. FHAWSHLITREEX DNSName FAIZEE Endpoints —
Management IE{TA LG

aws fsx describe-storage-virtual-machines --region <file system region>

3. BIENMREIES "NASFIHSHIUIE" & "SANSIHS 7 IUIE"

BRI UM AT LA R R AT R EFER SSH BREINXHERS (Hla0, ZEIEB) . FH
fsxadmin AP, QIEXEHRSGNEEENZREUMTHEIEDNSEZFR aws fsx describe-

file-systemso

4. ERERIEBMERE LIF B9 DNS BRI EmXMH, AT RGIFR:
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YAML

version: 1

storageDriverName: ontap-san

backendName: customBackendName

managementLIF: svm—XXXXXXXXXXXXXXKXXX .L5—XXXXXXXXXXXKXXXXKXX . fsx.us~—
east-2.aws.internal

svm: svm01l

clientCertificate: ZXR0OZXJwYXB...ICMgJd3BhcGVyc2

clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz

JSON

{
"version": 1,
"storageDriverName": "ontap-san",
"backendName": "customBackendName",
"managementLIF": "svm-XXXXXXXXXXXXXXXXX.fs-

XX XKXXKXXKXXKXXKXXXXXX . fsx.us—-east-2.aws.internal",
"svm": "svmO1l",
"clientCertificate": "ZXROZXJIJwYXB...ICMgJ3BhcGVyc2",
"clientPrivateKey": "vciwKIyAgZG...OcnksIGR1lc2NyaX",
"trustedCACertificate": "zcyBbaG...b3Igb3duIGNsYXNz"

BEXUERmNER, B TEE:

> “fEFONTAP NASIREHIEFEC & R iH"
° " ONTAP SAN IR FE & R im"

EEESMBS

o] UERAECESMBE ontap-nas IRahiER. STE] ONTAP SANFINASIREHIZF SR ST TR,
PR, =P

7 BEERBIESMBE ontap-nas REhFEF. NS E LT 514,

* —/“Kubernetes& 8. EFEE—MLinuxiThlZs T R AR ZE/D—PET1TWindows Server 201989Windows T
FT &=, Astra Trident{¥Z#IESMB&EEH FIWindows T = _EiB1THIPod,

* E/b—EEActive Directory’Z#EfAstra TridentZ 0, LU ZH smbereds:
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kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

« BIE H9WindowsBREZHICSIAIR, BB csi-proxy. BB "GitHub: CSIfLIE" 5 "GitHub: &
FWindowsHICSHLIE" @A F1EWindows_EinfTHIKubernetesT5 &0

p

1. BIEESMBH =, ERILMFERUTRMA R Z—CIESMBEIEHE "Microsoft EIRIZH| &" HEXHREERE
TCELfEFIONTAP si <175 H. EfEAONTAP sp 21T EBIESMBHEE., BHITUUTIRIE:

a. AEKE, AHELIBRERRIZEN.

o vserver cifs share create MSEEOIEHZHAE ﬁé‘-pathiﬁﬁqﬂ?‘é‘@ﬂ’ﬂﬁﬁﬁo WNRISTE R
BAREFE, WepHRK.

b. S S5EESVMXEXHISMBHE:

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c. IMFERRELIEHRE:!
vserver cifs share show -share-name share name

() msm ol sve £3 THREE¥EEL.

2. piEERmEN. HNEEEUTHRBUIEESMBE, BXIEHATONTAP GinFrEFSXELE X, FE N EA
FONTAP BYFSXED & ZEIm A",

W

5 Description ANl

smbShare EBEIEE A T™EIMZz—: & smb-share
FMicrosoft EIB#5 %l & ONTAP
mRITHRECENSMBREENR
R, &R IFAsta=ImZEITHEES!
FESMBHEZEH A TR,

FFFAmazon FSx for ONTAP/G
s WLBSHENE,

nasType TS E S smb  IRAT. WWEL smb
ik%] \nfSo

securityStyle HENZEET, ntfs 3 mixed W FSMBE
WITZE N ntfs I mixed A
FSMB#5,
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unixPermissions

iEFFONTAP RYFSXED & AR5

Description

Nl

MR WFSMBE. HMH

z3
T o

T HEATFONTAP B9Amazon FSXEIRECE XN, ATIRMET BinEcE =G

[EiRECE TN

BXEIRECEED, 1S TR

2

version

storageDriverName

backendName

managementLIF

Description

FEIREDAE B R AR

B E X &8GR
&R SYM BIE LIF B9 IP ot

B LS E T2 REE# (FQDN)o

WNRERIPVOITELE T Asta=7T
¢4, MBTLUREAFEREIPv6it
i, IPVEHIIEAT R IES TE X
f540: [28e8: d9fb: a825: b7bf
. 69a8: d02f: 9e7b: 3555],

Nl
BT 1

ontap—-nas, ontap-nas-
ontap-nas-

ontap-san,

economy,
flexgroup,
ontap-san—-economy

IXCHIERFRBFR + "_" + dataLIF

"10.0.0.1 ", "2001 :
abed @ : : fefe]"

1234
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dataLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

146

Description

X LIF B9 IP ik,

* ONTAP NASIREHIZF*: EBilis
TEdataLlF, SNERFRIEMHULSE
MAstra Trident& MSVMIREXER
BLIF, &olLIEER FNFSIEH R
EM L PREE R (FQDN). Mme]
LIBIZEEIFDNS. LUETEZ MR
ELIF Z 8] SR fa & F17, vl LATEH])
BISEREN. 1BEEW .

* ONTAP SANIRZHFERE*: &
FiSCSIFETE. Astra Tridentfs
FHONTAP JEF M4 LUNBRET K & T8
U ERERTEFTEMISCI LIF, 308
BEMAE X T dataLIF. NMIS4EREZE

= =

Ho

WRFEARIPVOIRELLE T Asta=JT
2. NMBTLUEE NERIPv6itt
bt IPveHIIEA TR A ES E X
fl40: [28e8: d9fb: a825: b7bf
. 69a8: d02f: 9e7b: 3555],

BB BN EH T H R [(HR
(=18

R autoExportPolicy M
autoExportCIDRs 1%&EIl. Astra
Trident?] LA BshE RS H 5K,

BT ifiEKubbernetesTi &2 IP
BICIDR%IZE autoExportPolicy
[=y=)=H

fEF3 autoExportPolicy
autoExportCIDRs &I, Astra
Tridentr] LU BEh B IR S H 5REE,

BEVHAFEN—AEE JSON B
IR

EFIEIFHH Baseb4d {RiB{E, A
FEFEBNS R

EFinT A1 Base64 fmig
B, BTFETIERNEHRIIE
Z{SE CA LAY Base64 4Ri{E,
ik, ATETFEBMNEHIIIE,

AT &R ERBNSVMBAF R,
BTFETFRENSHEIE. F

M. vsadmin,

Nl

false

"["0.0.0.0/0 " ":

/0"



2

=

password

svm

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

Description NGl

AT EERI SR SVMII R, A
FETFRENS DRI,

E{FAM Storage Virtual Machine  #NSR$EESVMEIELIFNKAE,
£ SVM R EFHENERANEIZR. trident

BIBETAEN. BEEMILSH.
BEELIB—I B EIR.

J&/N+EEAmazon FSx for NetApp &7,
ONTAP,

R fsxadmin M vsadmin 5

MEEKNEREAFERBRTERIN

FH%EJ F{ERAstra Tridentdt Ei#1TR
I [o]

MRBFBRPERNEILE. WE " BOAER TRRESLHE)
BRI

tbsh. E=PREIE 7qtreeFILUNLEL
REBNENRAKN
qtreesPerFlexvol EMATFEHE
X & MFlexVol BgzAqtree#i

S FlexVol IR ALUNEUARE 100
50. 2005EEIA,

{YSAN,

HWIEHRN EFERANARINS. & T
5 {"api": false , "method " :
true }

15711ER debugTraceFlags BRIE
BIEERITHIEHRRHFEZ AN
HEF i,

NFSEHIAIAE S 73 MR 120

Kubernetes}FA EBIIEH TR E

EFMEEPIEE. BUNREFME

hoRIETEFEH A, MAstra Trident
B EhRE(FERFMEEIRICE X HF P

FERERVFERIED,

MREFEENEREXHETRIEE
LR, N Astra TridentR 1%

Hﬁﬂ’ﬂiﬂ'l&%kiﬁ%&ﬁ?ﬁﬁiﬁ
i,
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S Description A5

nasType BEENFSESMB&E I, nfs
EIEE nfs, smb AT

AR BN smb W FSMBE, *
MRIGERT. MEHAANFSE,

gtreesPerFlexvol 8 FlexVol B95xK qtree £, w71 200
7£50, 300 EEN
smbShare BaLIEE U EmMz—: f# smb-share

FBMicrosoft® iE?:fE'JL‘IJZONTAPnp
LITRmEIENSMBE ;E’J%ﬁ’]’
HE AIFAsta=IRE|INEERI ESMB

HE=R,

3tFAmazon FSx for ONTAP/G .
B HE2NEDN,

USeREST BF{EFH ONTAP REST APl B9%/R false
S, * FHATE *

useREST fERN— M AT SRR
. BWNATFIRAFE. MARE
FEI{ENEH., EBEHNN true

. Astra Tridenti&fEEFHONTAP
REST API5 iRl iTiE s,

HIHREEEFEAONTAP 9. 111K FE
ShRAs, LI, EFIBIONTAP ER
BBENIERGHIRE ontap AR
Fo X— s Al@id FRE XK B

vsadmin M cluster-admin f8

o

T3 datalIF YIBECER
SR UEVIREE R ENEUELIF. HERBEITUTHm S, AMEIRISON IR EHIEUELIF,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>

@ QE%PVC EEE—PHZMPod. MHBRAFFENNPod. ARKEMER. FHEUELIFAEE
Ko

FAFEE SN IR E LM
TR AR R EAREETUERIBIARCE defaults BEEED. BXTA, BEERUTRERG,
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2

=

spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

unixPermissions

Description

LUN B=iB1 A ER

TEMEEN; "k (KFE) ;"
5" (B

E{FFARY Snapshot L
ZEHBIENEDEH QoS LA,
RSN EFEMEEIRRIqosPolicy
g{adaptiveQosPolicy Z —o

£ Astra Trident FfEEFH QoS ZRE&LH

=2 ONTAP 9.8 S{ESARAS,

BINERIEEZQoSHRARA. Hif
RERBADHINNATF SIS,
HE QoS RESAREXFIE TIEfE
NEFHELHE LR,

Default
true

none

none

ENEIRNEDERIBIEN QoS &R °

B&LH, EFENEENH G
AJqosPolicys{adaptiveQosPolicy 2

o}

A% ontap-nas-economy.

FREROTAENER DL

BIZTER, MERXRIFDE7TE

1T¥% _E B FNetAppEBIIZ(NVE)
5 BIAA false. BEfERILIED,
AT S EE 3RS NVE BOIFRIHE
FA NVE »

NREFUWEA TNAE. MTEAstra
TridentRECEREREERTE
FANAE,

EXIFHEE. E5N: "Astra
Tridentd1{fal SNVEFINAEE &{E A

[e}

BRLUKSIZE, F&0 "EALinux

Si—EEAIRE (LUKS)"

{YSAN,
EFHIER none

MEREL,
I FSMBERE N,

%1% snapshotPolicy /¥ none,
else"

false

false

snapshot-only I&@FFONTAP
9.5 SVM-DRZ HitVFEZ &
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o Description Default
securityStyle MENLTEER, NFSERIAEN unixo

NFS#F mixed fl unix Z&HiR SMBEIAMEN ntfso
o

SMBE‘Z?% mixed Ml ntfs TR

o

il

f#H nasType, node-stage-secret-name, # node- stage-secret—-namespaces Ea] LIIEESMBHE
FIRMHFrEERYActive DirectoryEE, SMB&EXIFER ontap-nas NRIXKENTER.

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: nas-smb-scC

provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

£/ kubectl BIE[5iH

FImENX T Astra Trident 5EERAZIEINXR. EFIF Astra Trident A1 SZTZE RS
HITES, LUK Astra Trident S{AIMIZTZ 11%%%@3%%0 L4 Astra Trident [, T—F 2
i 2FiH. o TridentBackendConfig BiIBENZEBRENX(CRD). &AL EREE
idKubernetes R E B ZM EIE Trident/Gimo. &0 LUERHITIIRIE kubectl 8§
5Kubernetes73 & iR EFMHICLIT &,

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfig)@—NepRANTNEMFIIHCRD. AIHTFE
I#Astra Trident/gif kubectl, M7E. KubernetesHI{FEEIE R o] LAEIZ @it Kubernetesii L1 TR EEIEMNE
Biein. MEAHEEREGSITEAIERF (tridentctl) o

Bll##BY TridentBackendConfig W&, FRELUTIER:

* Astra Trident £iRIEEIREMNEIE Bt BEH. MEERNEERTA TridentBackend (tbe,
tridentbackend) CR,

* o TridentBackendConfig Mi—4fE %] TridentBackend XEHHAstra TridentBliZE#,

B TridentBackendConfig BRI —I—MEY TridentBackendo BIEENEFPIRMEIAEFIKITHE
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BEHRNEZED,; BEER Trident RNEFR IR RIA o

(D TridentBackend CRSHAstra TridentEaitliE. & * AR * BHEN]. NREFHGH. 5@
IHEBRHITILIRME TridentBackendConfig MR,

B, BB WL TFRA TridentBackendConfig CR:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

TR ABFERRIRG] "Trident Z3i2F" FAREET S / IRSHTHIEEB R,

o spec RBNEIRIFENEESE, FRFIP. FiHfER ontap-san FERIIER. HERLILAFIRIEE
28, BXAEFEERDIEFNEERDSIR, B2 "FEREFNEIRLEEEE

o spec FBTILEIE credentials Ml deletionPolicy FE&. XEFEEHEFFIZAY
TridentBackendConfig CR:

* credentials: JJI[Z’(R?&TLEZ\iE—?—ER\ BERTREEAR/RSHITEHRIENER, LEEIEENAFE!
#21 Kubernetes Secret o ERERGEUANAF NEE, FALSSHEIR.

* deletionPolicy: WFERENXTEMFERABINHMITHIIRIE TridentBackendConfig BEfibR. B©RILEA
TR AgeEZ—:
° delete: XFEMIPRXFHE TridentBackendConfig CRIUANMKEXMGIR. XEIAE,

° retain: HHIBES TridentBackendConfig CREMIR. FBIREXNFE. SIERHITER
tridentctlo FMIPRIRESIGE N retain ﬁifFﬁH)'—L'B%&EUE,HHHﬁZK(Z‘I.O4ZHIJE’]H)§2|K)#T%“’J@U§¥EI'\JE
. WWFERRIER LATEZ [EEH TridentBackendConfig BEIE,

[EIRMI R FRER#FITIRE spec.backendName, WMRKIEE. NEHNZFIFILEHHZFF
@ TridentBackendConfig X% (metadata.name), EiXERERIZERIHZFR

spec.backendNameo

FAAEMNGIR tridentctl ;R B XELA TridentBackendConfig XR, ERILUAERERE
ISR kubectl BT TridentBackendConfig CR.ATUNMEEMEREIBECE S E (!
i spec.backendName, spec.storagePrefix, spec.storageDriverName’ %)

o Astra TridentiBmh4EFEIEN "TridentBackendConfig {E R EIFIE G,
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TBRER
BRI EIR kubectl. ERMITITIRME:

1. B3 "Kubernetes #17", LZEAEIE Astra Trident STEEERE | RS BEFIENER,

2. B TridentBackendConfig MR, HFBEFXFMHER / RSMFMAER, H3IBT L—FPelE
AR,

tiERIRE. BRI LIEAMEREIRE kubect]l get tbc <tbc-name> -n <trident-namespace> FHUE
HiFds 2o

%1% 212 Kubernetes #1%
SIE—ME, EREEERNIFRER. XEENEMERS I FAMFEN. UT2—1NnREl:

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml
apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin
password: tRAx@7qg(>

TRLETENERTaNNBERLMESHNTFER:

FiET A EF R Mz FER e R

Azure NetApp Files clientld NBEREREEMHRNER i ID

Cloud Volumes Service for GCP private_key id EHZHAWID, BEH5 CVS BIER
AR GCP ARSIKF Y API Z$A
N—a&k5

Cloud Volumes Service for GCP private_key EZHZ5A. BEE CVS EIERAGN

GCP RSB HY APl ZZEARY—2B5

Element ( NetApp HCI/SolidFire IR fEAAF EHE SolidFire S£8¥8Y

) MVIP

ONTAP username BFEERIEE /ISVM 9B R &,
BTFEFEIENSHIIE

ONTAP password EIERIERE /ISVM &1L, BTFE
FEENSHRIE
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https://kubernetes.io/docs/concepts/configuration/secret/
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FiEF aNEF R

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

M
& P imtX PR A

BR#&

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

FEgin) itk

EFinE A% A8 Base64 4rhg
BHo ATETIEPHNEMHIIE

NP &, W3R useCHAP=true
, MAMFED, EATF ontap-san
# ontap-san-economy

CHAP BapiZFEH. 1R
useCHAP=true , NMANFEDL, &
AT ontap-san | ontap-san-
economy

BirAF . MR useCHAP=true
, WANE, EBATF ontap-san
# ontap-san-economy

CHAP BirathiZF%5H. R
useCHAP=true , MIANE, &
FBF ontap-san # ontap-san-
economy

BEFS| BT BEREIEAINE spec.credentials FER TridentBackendConfig £ F—F HEIER R

o

%2 . G TridentBackendConfig CR

IME. EBALIEIET TridentBackendConfig CRIEMRAIF. EFEANGI ontap-san RapizEFE A
B8 TridentBackendConfig MRIN TR

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

$34 . WIERYIRES TridentBackendConfig CR

IWIE. &R T TridentBackendConfig cr. ERILIGIEIRES. 1BERLLTRE):

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BN ERARFELEER TridentBackendConfig CR.
MELRI AR TEZ—:

* Bound: TridentBackendConfig CR5GIHXEL. FIHEE configRef IREN
TridentBackendConfig CREJuid.

* Unbound:. FA#FEH ""s o TridentBackendConfig MRAHBEEIFiH. FTEFEIERN
TridentBackendConfig FRINIER F. CRSAATFULHER, MMEEEAEENG, SRTEBRERA
"Unbound (BBUE4E) "o

* Deleting. TridentBackendConfig CR deletionPolicy BIRE Ndelete, X
TridentBackendConfig CR¥G#MIER. E&2EEIDeletingtkZ.

° MNBRFIHAFEKAMEEIBRK(PVC). 1BMIFR TridentBackendConfig ¥FEAstra TridentflbRS i
UKz TridentBackendConfig CR.

c MRBIHFEE—THZ PVC , MEFHNBIFRIRES. o TridentBackendConfig CREEEW#H NMIBR
FME%. EimAl TridentBackendConfig RBEEMIBRFIEPVCEZA =M.

* Lost: S5XBLMI/SIH TridentBackendConfig BN EMIPRT CRHM TridentBackendConfig CR

5| BERPRNER. o TridentBackendConfig TieERM 4. HEMIERCR deletionPolicy i
=

* Unknown: Astra TridentTo/AHE 5 XN GIRIVIRESHEEFE TridentBackendConfig CR.AIU. 40
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EAPIfRSE28KRMNEY t ridentbackends.trident .netapp.io f/PCRD, XAIREHRETF T,

EUtFEr, EmMTZhEIERR! thoh, ErILESZMESE, FI Ein Sl immER"

(i) F4 5. RENEZFMER
A LUBTT A T e S RN E X EIRIiF4E R

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£f60-4d4a-8ef6-
bab269%e6ab8 Bound Success ontap-san delete

b, EIE R LASKREXBIYAML/JSONS%f#E TridentBackendConfigo

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: "2021-04-21T20:45:112Z"
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo B8 backendName #] backendUUID AN EIZEMFIHAY TridentBackendConfig CR.o
lastOperationStatus FEEFRRLRIEIERVIRE TridentBackendConfig cr. AJLA AP LA (0. A
PEARERTELERNTA spec)dHAstra Tridentfil & (5130, 7EAstra TridentEH/EshHERE]). ATLUEMIN, AT
BEM, phase RiRZIBEIXZRZBPIRZE TridentBackendConfig CRMGlHR. E LEEARAIF. phase BE4F
EE. XELKE TridentBackendConfig CR5GiRXEL,

o] LUETT kubect]l -n trident describe tbc <tbc-cr-name> B LURENEHHENIEFAEE,

@ EREE BTN E S KBXRIEiR TridentBackendConfig FWRFEMA tridentctl, T HEY]
WFTH RIS tridentctl M TridentBackendConfig, "BEZNLIEALN,

EEIEy
8579 kubectl U1T/EIHEE

T RRMEERRITRIREIEIRIE kubect 1o
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g

i TridentBackendConfig. f&RILIIERAstra Tridentflff/{REEIR(ETF deletionPolicy) o ZffifR
[Gif. EMTR deletionPolicy KB Ndelete, {XMIFf TridentBackendConfig. BHAR
deletionPolicy REBEBNRE. XEFEALUBMKREHRIMNATEE. HolERAHITEIE tridentctlo

kubectl delete tbc <tbc-name> -n trident

Astra Trident A= MIBR EEE A Kubernetes#l® TridentBackendConfig. Kubernetes FAF f13R;5IE%
Ao MIBRNZR IV REERWHAREBVER, A RAEEMIFR.

BEENERR

BT TS
kubectl get tbc -n trident

ST LUBETT tridentetl get backend -n trident 3¢ tridentctl get backend -o yaml -n
trident JREXFTBGIHAVTIR, ItHREGEIZFERLIENGEIR tridentetls

skill=
EfERAIER SMIREA:

* ERASNEIEEENR. EFHER. BEAPERAAKubernetes Secret TridentBackendConfig W%
EHR, Astra Trident B FERIREN SR EREBEIEHRIR. BITUTH<LLULEH Kubernetes Secret :

kubectl apply -f <updated-secret-file.yaml> -n trident

s FEFWHSE (FIGNFRERRY ONTAP SVM BIRFR) o
o &R LAEHT TridentBackendConfig AU TH<SHEIEETKubeNetifAI IR

kubectl apply -f <updated-backend-file.yaml>

o ZyE. WAL BEHITELL TridentBackendConfig AL Tar<HITCR:

kubectl edit tbc <tbc-name> -n trident
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* MREHEHMRY, WEHNHKEFEEH DRERHEEEF. BB TREEAEUH
ERFEERERE kubectl get tbc <tbc-name> -o yaml -n trident 3 kubectl
(:) describe tbc <tbc-name> -n tridento

* MEHBIEREXATRIREG, ErRILEIEIT update 85,

{E tridentctl ITEREIE

T RENEERRITRIRE IR tridentetlo

ElkEd=r
BIEfE "EIREEXHT, BITU e

tridentctl create backend -f <backend-file> -n trident
MREwEIEEN, NEKEEEHRNAE, EILUETU TaSREERAEUBELRERRA:

tridentctl logs -n trident

MEHEEREXHPNEZ G, BRAF/EZITEIH create %

il =i
E M Astra Trident FHIBRSIR, EHRITLTIRE:
1. RRERZR:

tridentctl get backend -n trident
2. HipRES:

tridentctl delete backend <backend-name> -n trident

@ 9NR Astra Trident MIL/EIRECE T HFENEMRER, WHERERFELEERENE, RiRiFH
S0F " RR "OIRES, T Trident AL EIEXLEEMIRE, HEREMBRLL,

EENEGER
BEE Trident THERVRIR, IFHITUATRE!

* BREMEE, BT T
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tridentctl get backend -n trident
* ZRNFABIFAER, BIETUTH !

tridentctl get backend -o json -n trident

BHfanm
IEMHRREEX G, BITUTe<:

tridentctl update backend <backend-name> -f <backend-file> -n trident

NREHEHRY, WEHEE LM AREZANERLTYR. EAILUETUTHSREFHTURELERR

tridentctl logs -n trident

WMEHEEREXHFFHR@GE. EREEITEIA update Bp A

HE A RRIEFESE

XZ2— . i%EH,@EJL,LL_L_Iﬂ NiRZE 5JSON—ICIREAIIRIRE tridentctl EimMRME . HIR(EEE
g :’—ﬁﬁfr‘_\ REBLEZILAER.

tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

XMERFFEACNENGI TridentBackendConfigo
ElEmEERm 2 B)f%ah
T BRAN{AITE Astra Trident FEIE R

BT EEEIRHAYER
BERft “TridentBackendConfig 72, EIE R A LUBE RSN AN ERGRK. XSRHUTR-:

s A AMERAEIEGR tridentctl BE#HITEIE TridentBackendConfig?

* AJLUMERARIE#GIR TridentBackendConfig AIfERAHITEIR tridentctl?
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EI2 tridentctl [GIHfEMA TridentBackendConfig

TN LBEEBEFERAENERFIENSE tridentetl BEESIEEIE@EITKubernetes R
TridentBackendConfig X%,

XIS FUTER:

* BEEEim. {B)%E TridentBackendConfig RAENTEEREIEN tridentctls

* FARENHFGI tridentctl MEM "TridentBackendConfig X RIFE,

EXFmMERT, BRNSERE, HA Astra Trident R RIEH T E#H{TIEE, EERATLUEEFEUTHEM A
z—

* PEE(ER tridentctl WEERERECIZENGIR,

s ERENHEGIR tridentctl FIFTHY TridentBackendConfig TR, XEMEREGFRISERIT
B2 kubectl MAR tridentctls

FREEEERIR kubectl. BEEQE TridentBackendConfig HEFMERFiH. THEHEBENAT NI
EIRIE:

1. BlZ Kubernetes 1%, LZR(AEIE Astra Trident S51Z(E5EEE / IRZBEFAENER,

2. Bl TridentBackendConfig MR, HABEEXFMHEER / RSWFMER, H5IBAT L—FHolE
HZH, HIVNMEEMENEESE(HII0 spec.backendName, spec.storagePrefix,
spec.storageDriverName &), spec.backendName HIIKENINE FIHHIREFR.

F 0% HERH

IDRElfES TridentBackendConfig MRMBEDMEER. NWEERNEIHREE, Y:EJJZIZZI_'\WUEP, BIgEFERUT
JSON EXEIET Fim:

tridentctl get backend ontap-nas-backend -n trident

P cemsmesememe= P m===
Fommmmmmrmesrrrrrrrre e meme s e emm o Frommmmom= Fommmommm= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmrmemeseosoes Fommmmmmcmeomoom=
Fommmmcccosssssrsrss e e s T E e e S e e Fommmmmm= Fommmmmmm= +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

Tttt Fommmmmmmmemem===

oo sesesesse s s s s e s o= o= +

cat ontap-nas-backend.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
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"dataLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",
"svm": "trident svm",

"username": "cluster-admin",

"password": "admin-password",

"defaults": {

"spaceReserve": "none",
"encryption": "false"
}I
"labels":{"store":"nas store"},
"region": "us east 1",
"storage": [

{
"labels":{"app":"msoffice", "cost":"100"},
"zone":"us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels":{"app":"mysgldb", "cost":"25"},

"zone":"us east 1d",

"defaults": {
"spaceReserve": "volume",
"encryption": "false",
"unixPermissions": "0775"

%1% 62 Kubernetes #1%&

IE— N ESRREEOVE, MUTRAFR:
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cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

%2 . G TridentBackendConfig CR

T—%E6I2 TridentBackendConfig ¥ B4 EEIEBHIAICR ontap-nas-backend (JAZASRFIFTR).
MEAEUTEXK:

* RENX T HBEMNGEIHREFR spec.backendNameo

* EBESHMSRBEIRER.

* EIH(INRFE ) MRS [RiREiHREIRREAE R,

* ZIEED Kubernetes Secret &, MARUAX AR R RH,

EXMBER T BE/R TridentBackendConfig U0 FFIR:
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cat backend-tbc-ontap-nas.yaml
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas_ store
region: us east 1
storage:
- labels:
app: msoffice
cost: '100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755'
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

B3P WIEAPIKES TridentBackendConfig CR

25 TridentBackendConfig BEIE. EMEMINA Bounde B©IRNRMSINE GimtER Y Ei%3 TR

UuID .
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

WE. EmRBERAHITTEELEIE tbc-ontap-nas-backend TridentBackendConfig XK,

EI2 TridentBackendConfig [FIR{ER tridentctl

‘tridentctl” ATRAFIIHERACIENGIR
‘TridentBackendConfig o It4h. BIERFALLUEFBESRLEEIEFR tridentctl®
filf%x “TridentBackendConfig® HM{R “spec.deletionPolicy’ WEAN ‘retain’o

F 04 HERH

man. BRI TEmEEREIEN TridentBackendConfig:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

MEHPA B X —& TridentBackendConfig ERINEIEFHLE R iR EimEIUUID],

%15 A deletionPolicy IRE M retain

TR T HE—THNE deletionPolicyo HWEEBIZGEN retain. XHEA] LAMBREH AT
TridentBackendConfig CREMIER. BHEXNEE. AIEAFHITEE tridentctls

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

()  W2#AITT—%. B3E deletionpolicy BEX retain,
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%25 . MIF& TridentBackendConfig CR

=g— @MPBR TridentBackendConfig CRIAIAIG deletionPolicy IREM retain. EOJLIAREMIT
BRI -

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

fosessssssssssas==== R e
e e et fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fom fom e
R R fomsmm==== +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

fosesssssssasmas==== fosssssmss==sms=a
fessssssssssssesessosssssasssssssasaaaa femmmm=== fommmmm=a= 4

IFREY TridentBackendConfig MR, Astra TridentI =G EHMIBR. AL EIRA S

BIEMERFMEE

BIEFMES,
EcEKubnetes StorageClassRHBIEFMESR. LIIERAstra Tridentil{AIECE S,

fid EKubnetes StorageClassii %

o "Kubnetes StorageClassX %" ¥ Asta TridenttriR Az EFERNEERZF. FTiETAsta Tridentd{AECE
&, f5lan:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

BB "Kubernetes #ll Trident 3 5R" BXFERINAERBERFME R PersistentVolumeClaim MAFIF
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fllAsta TridentBe EEHI A VNS,

BlIETFEE.

tl#EStorageClassM R 5. ERILIBIREFMESR, [FHEETO] IBME T — Lo EER BRG],

g
1. XE—1Kubbernetes}R. FEILIEFHE kubectl LIfEKubernetesH8l7E,

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. IMTE, Kubernetes # Astra Trident #3N Z 7= * B -CS| * 771E2E, Astra Trident N E &M GiHAT M,

kubectl get sc basic-csi
NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json

{

"items": |
{
"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"
by
"storagePools": null,

"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggrz",
"aggr3",
"aggrd"

167



TFESRA
Asta=INIHEE "1E A T4 E RimaYE 2 FEEENX "

&, EWRILIHITYREE sample-input/storage-class-csi.yaml.templ BEREFMBMHIIIXE. ARG
HTER BACKEND TYPE MTFMEIRTHFZER & o

./tridentctl -n trident get backend

Fommmmmmmmem= Fommmmmemmemem=== e mes e s s s s s s ee s
Fomomomme e e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fommmmomoomoms Fommmmomomoomomms Fommomemeressmsreerenessosoeseoomomoms
Fommmmmms Fosmmmmmes +

| nas-backend | ontap-nas | 98el%b74-aecT-4a3d-8dcf-128e5033b214 |
online | 0 |

fom Fom e o
Pommmmm== Fommmemm== +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify @ BACKEND TYPE with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

BIREFMER
BRI EBMBFMEER. IRERINFEE. HEFMEEEIRURBIERFIES.

EEMEEMEE
* BEEWE Kubernetes 722, BEizfTAT@®HS

kubectl get storageclass

* EEE Kubernetes IFEFIFMEER, BETUTHS

kubectl get storageclass <storage-class> -o json

* EEFE Astra Trident RS FMESE, BETUTHS:

tridentctl get storageclass
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* BEEE Astra Trident RIS EESFMER, HETUTHS:

tridentctl get storageclass <storage-class> -0 json

RERINFESE

Kubernetes 1.6 &/ 7R BRNVATFHERRIINAE. SNRAAREKAMLERE (PVC) FEEXAME, NitE
EEATEE XA NS

c BITISBEERE X BRINTFES storageclass. kubernetes.io/is-default-class EFEIRENXF
Atrue, RIFBISE, EAEHMEIAFIRAEETIINA false -

* BRILMER U T o S RMBEFMELEENIAFESE:

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

* @, EWAILER U T LRIFREVAFERITE:

kubectl patch storageclass <storage-class-name> -p '{'"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"'

Trident REREFEFEE B S IAREBITRAE.

@ ERHP—RABEE— 1 ERIAEES, Kubernetes TER A EARSPHIEEIRE SN EESE, BHITH
FEBRAE B AN TEESLE %,
HE F e SR

XE—RG. RS R LUEE REfRE 5JSON—iR HAYA) t ridentct 1 Astra Trident/5imXd &R B9%a0
Ho HHRIESER g SHER. kR BALELLARER,

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’
fHBRTEAESE

EM Kubernetes Ffif&7EEZE, BT TS

kubectl delete storageclass <storage-class>

<storage-class> NERNENTFHESE,
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W IR ESERIZRERIRAMEFRITAZE, Astra Trident FHSWHHITEE,

Astra Tridents8HIERZT £sType BIENE, FFiSCSIigim. EINRH|SHE
@ parameters.fsType {EStorageClassH, f r\_ﬂﬂuB?f)uﬁstorageClasses#ﬁFﬁE%ﬁﬁUEEﬂ\]

parameters. fsType BI8E

ALEMEES

BREE

BIEZ— MEHA B A B RIKubernetes StorageClass3¥iE R XTPVAIIA BRI KA % (PV)F Kk
AMETERIB(PVC), AR, EaLIEPVEZEIPOD,

R

% "PersigentVolume" (PV) 2B EE 512 R EKubbernetes£ 8% _F At B VIR 1ZE S o
"PersigentVolumeClaim" (PVC)@ X &8 _EAV KA ERIHIRIIE K,

A LUEPVCERE NI KRIFE AR/ NTEE G RIED. @i ERXEXAIStorageClass, EEEIEG ] LUIEHIARRET
FEE RN IBRRT (BN BES AR S %K 5).

SIEPVAIPVCIA. R LIREEEEHEIPodH,

AN L]

PerfsentVolume = {jli& &8

LR BEEERT 5StorageClass XEXHI10giIE APV basic-csio

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: basic-csi
capacity:
storage: 10Gi
accessModes:
- ReadWriteOnce
hostPath:
path: "/my/host/path"
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PersentVolumeClaim:R{5i&E %

WRHIERT —MNEGEENENEARPVC. ZPVC5& AMStorageClassxBX basic-csio

kind: PersistentVolumeClaim
apivVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: basic-csi

PODBE R

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage

BIEZPVHIPVC

oz
1. BIEEPV,
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kubectl create -f pv.yaml

2. BIFPVIRES,

kubectl get pv

NAME CAPACITY ACCESS MODES RECLAIM POLICY STATUS CLAIM
STORAGECLASS REASON AGE
pv-storage 4Gi RWO Retain Available
Ts
3. Bl PVC,

kubectl create -f pvc.yaml
4. IEPVCIRE.

kubectl get pvc
NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

5. BEHEHEIPodH,

kubectl create -f pv-pod.yaml

@ A LIER BITHE kubectl get pod --watche

6. IWIFERREHEHE L /my/mount /pathe

kubectl exec -it task-pv-pod -- df -h /my/mount/path

7. 7R, EEILIIERPod. Pod AR ABFE. BERRE,

kubectl delete pod task-pv-pod

1BEE 0 "Kubernetes # Trident W %" BXEFEERMNASRXERIFEMEE PersistentVolumeClaim FIAFIE
#lAsta TridentBid EEHIH IS E,
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BRHE

1834 Astra Trident , Kubernetes BP A UERIZERENEHITT B, BERBEXYT R
iSCSI #1 NFS EFFERLEMEE.

BFF iSCSI &
Ea] LUER CSI BEEFfERFY B iSCSI kAME (PV) »

@ £ #FiSCSIEY B ontap-san, ontap-san-economy, solidfire-san JXohiEFHE
EKubernetes 1.16 % E = k7o

% 1% ECE StorageClass LU iHET R

{miEStorageClassTE X IR E allowVolumeExpansion FERIEE N trueo

cat storageclass-ontapsan.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

X FBEFERStorageClass. 1EXMEH#ITHRIEBIUEIE allowvolumeExpansion B,

% 2% {FRELIEM StorageClass £l PVC

PREBPVCE X HEH spec.resources.requests.storage URMEEENA/N, ZRK/NHBIARTFRIEK

o
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cat pvc-ontapsan.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Astra Trident 28IE—MNKkAMSE (PV) HBEESIHKAMESE (PVC) XE.

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

F 3% EXEE PVC B9 POD
BPVIEIZZIPODLUATE AN, JAZE iSCSI PV X/, BFiE)

* Y05 PV iEHEE Pod , M Astra Trident R REFEEIRNE, EMPMIREHEEXAHRGEKR.

* ZEARREE PV BIA/NEY, Astra Trident ¥ BEMEEIRNE. & PVC 40| Pod [5, Trident &
HAEISEFIABRXERSE KR, AE, Kubernetes &1 BIRENINTREEEH PVC X/

FRFIR. 12T —MEMABPOD san-pveo
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

B4 EFPV

ERELIZRIPVMIGITEEN2GI. 1EREPVCENXHEH spec.resources.requests.storage £2Gio
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%\-

'fd X

kubectl edit pvc san-pvc

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 2Gi

5% Wit &

S,

EaLL@ideE PVC , PV #l Astra Trident ERYA/NVRIGIHT BESIERIEIT:
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e
e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e
fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=
fem======== e Bt fmm====== fememe==== 4

BFF NFS &

Astra Tridentz#5Xf _EECERINFS PVi#1TEY B ontap-nas, ontap-nas-economy, ontap-nas-
flexgroup, gcp-cvs, # azure-netapp-files Gifo

% 1% BCE StorageClass LI &Y B

EAENFS PV K/, BIEAEAEERTIREXRMEFEIEUATFEY B allowvolumeExpansion FE&

WEN true:

cat storageclass-ontapnas.yaml
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true

MREBRIEEHIETMEMEE. WREERARIENEFMEEENT kubect]l edit storageclass KA

&Y o
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% 2 {EREEIEM StorageClass 8l PVC

cat pvc-ontapnas.yaml
kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi
storageClassName: ontapnas

Astra Trident 2 A1tk PVC 83— 20 MiB NFS PV :

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE
pvc-08f3d561-b199-11e9-8d9f-5254004dfdb7 20Mi RWO
Delete Bound default/ontapnas20mb ontapnas
2méd2s

$E3%: BHPV

ERHEIER20MIB PVIAEA1GIB. 154IEPVCHIHITIZE spec.resources.requests.storage |1
GB:
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kubectl edit pvc ontapnas20mb

# Please edit the object below. Lines beginning with a '#' will be
ignored,

# and an empty file will abort the edit. If an error occurs while saving
this file will be

# reopened with the relevant failures.

#

apiVersion: vl

kind: PersistentVolumeClaim

metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"

volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:

accessModes:
- ReadWriteOnce
resources:

requests:

storage: 1Gi

E4F . Wity B

SR LL@deE PVC , PV #ll Astra Trident ERIAR/NRIGIEEEA/NEEIER TIE:
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
et ittt L fommm - fom e
fom - oo fom - e +
PN

el UIERE I B FEEEIKubernetes PVE A tridentctl importo

AR FREEIN

BRI LU ESNEAstra=IHE| AT E

c B BEEFARMHESFRENEHES
* M—P R ERIEENTE

* BEERREHPENKubrenetesSEEE
* ERMERE BRIELNT R N AR IR

EEEIN
SEANEZHI. BEEUTEES,

* Asta=IRFE IR REES ARW (I 5)KEMONTAPE, DP (3IERIP)XENE ESnapMirrorBicE. EBES
NAstra=IH7ZEZ fil. BRI HREGX R,
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* HNBNSNEEEDERNE. ESRASRERANG. BRELE. ARRITEAN.

@ XN FRELHEE. FJyKubnetesFERIREILAIAERE. H B UBMMG EEEE
F|Pod, XFIRERFEHUREIRIT,

* Fid storageClass AMEPVCLIEE. AEAR BESNHEAERILLSE. CIEEHESERFEMEER
EEEFIEM I RR#HITIERE, ATEERERE. BRSNREAFTE®ZEM, ALk, BMEEITF5PVCH
BENEFEERALEN RSP, SABREEXK,

* WEEXNEPVCHBENIRE, FHREEFSANER, RAKFEE PV, HFAHESE— Claims Ref,

o BIUERIRRVIEE N retain EPVH, Kubernetes BIH4FE PVC 1 PV &, S EFHEIUNERIR UL F
BRI B R,

° FFERMIEIURIE ABT delete. MIBRPVEY. FHESIEHMIFR,

* BRINBR T, Asta=infFfEEIEPVC. HIEEIREMBFlexVolfILUN, ERILUEE --no-manage BF S
NEREENIRE. MRERER --no-manage’F, AER BEXNKRNESRBEHRNARNPVCHPVHITERIE
ke, MEEPVE. FaMFEEES. HEERENSONEABRSHMRFESR AR,

NREBX AU TIEAFHFER Kubernetes , BFHETE Kubernetes MNP EIRFMEENERAE
HA, MLEIEEHR,

* PVC #1 PV RERII—MRE, ATFHETEESAUK PVC 1 PV 2EEBEHE. RRAECEMBRILIRE,

SANE
AT LAER tridentctl import IS AE,

p

1. QKA MEBERPVC)XE@EIM. pve.yaml)e PVCXENEIE name, namespace, accessModes
, M storageClassNameo, fEWAILIERE unixPermissions FEPVCENXH,

AT RS RA:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

(D amaspvanmErSHHSE, XTELEERLESAGIEN,

2. fff tridentctl import ML LUISEESENAsta=THIRGEIRNEMUREEE EH—FRSERZR(
f5%0: ONTAP FlexVol. Element#. Cloud Volumes Servicel&12). » -f IEEPVCXHHNBRREESE,
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tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-
file>

Nl

BEUTESATA. THRZZEFNIEER.

ONTAP NASFIONTAP NAS FlexGroup

Astra=ININREX FHEAS NS ontap-nas M ontap-nas-flexgroup WEFEF.

@ * o ontap-nas-economy REIFZFTLESNFEEqtree,
* o ontap-nas #l ontap-nas-flexgroup RENIEFARAIFFERAEENEZM,

EREIENE & ontap-nas REHFEFEONTAP £8f FHIFlexVol, #HS N\FlexVol ontap-nas IREiEF
N ITERIEMEFE,. ONTAP &8f L E7F7ERIFlexVol AJLUEN RN ontap-nas PVC, [E##. FlexGroup volstB]
LIERE N ontap-nas-flexgroup PVCo

ONTAP NAS/fl
UTEZEENIEZEEZNBIRA,
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Ss
UTRHERNE IS managed volume {iiF&AMWGIH ontap nas:

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

e tomm - fom -
fomm - o e pomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fom e
fomm o fomm fo—m +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6a4-b052-423b-80d4-8fb491alda22 | online | true |

o fo—m fom -
fomm o fomm - fomm - +

FZES

FEHAKN --no-manage . AEH BN EHITEDZo

YENISIN unmanaged volume z=E ontap nas f5im

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o e Fomm -
fom - o fom— - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fommm————— fomm -
fom - o fomm - fommm - +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5ab6f6ad-b052-423b-80d4-8fb491ald4a22 | online | false |

o - fommm - fomm -
fom— - o fom - e +

ONTAP SAN

Astra=ININEEZ FHFEHASANE ontap-san BaiEF. AEIFHFERAFNE ontap-san-economy JRapiERF,

Astra=IHTZEER LS NE S EPNLUNBIONTAP SAN FlexVol, X5—% ontap-san KEhfEFE. AT AFlexVol
S PNPVCHILUNSIEEFlexVol, Asta=3# IS \FlexVolHEE 5PVCE N XEHEE,

ONTAP SAN/fI
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UTEREEMIEREETFNEIRA,

KK

=t
WFZELE. Asta=IHiEfEEFlexVolE&F & N pve-<uuid> ¥EFlexVol FRILUNME L 1uno,

TSN ontap-san-managed L#F7EHYFlexVol ontap_san default /gif:

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-

basic-import.yaml -n trident -d

fossssssss=sssesess s osssososssssssssssss=s Fem=m==== e et
fem=======a fememmesessss s s e sese s eessasaa s f=m===== fememema=a +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
fossssssssssscessssssssesosossssssssssssa=s femmmm=== fomssmssmemaaa
fressmm=a==s L R L e X
| pvc-d6eedf54-4e40-4454-92£fd-d00fc228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5ced4ca’57 | online | true |
frosssssesmssmeme s oo s e n s s e s e e froccsssssmeea==
femm======a R fe======s e +
FREE

UFRBIS N unmanaged example volume £t ontap san fgim:

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage

e L L Fommmmomos Fommmmememesemos
et ettt Fommmmmms Fosommmmes +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmcmcosososssrs e e e e Ee T e E eSS eSS Fommmmmme= Pomemmsmsmssemss
Pommmmmmm== e cemes e s s s s s s s s ssss Pommmmm== o= +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759£555a | online | false |
Fommmmmmemsmesessse s s s s e e o= o=
Fommmmmomo= B e e e Fommmmmoe e +

IR EIFELUNBRET ) 5Kubornetes T3 s IQNHEZIQNAigroux. SN FRAIFFR. EEWKEEEIR: LuN
already mapped to initiator(s) in this group. EHEEMIFFEINIZFHECHMRETLUNAREZAN
5o
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0

unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

Element

Astra= 7 # 2 FFERNetApp ElementfR{HINetApp HCIES AN solidfire-san JREhFER.

@ Element IXBiEFHFEENERIT, BR. MRFEEENEZM. Asta DentiiiR[EIFEIR, 1F
NIEEERR. "fEE. REHE—NEINHISARENS,

Tt &R
UTTRAIEFN element-managed Gl EHIH element defaulto

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s femem==== R e

e e e e e e e e e P fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=a==s et R fremememm=s I
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
fossssssssssssesessssoses oo sssssssss s R fossmessmemae==
fe========= femessesssssssasss s e se s esssss s f=m====== fememe==== 4

Google =F&

Astra=TNNRESFFERFANE gep-cvs WEpigF.

E7EGoogle=FEH S ANetApp Cloud Volumes Servicez#38#%. BEIRERRBTE XS, BK
() GRENSUBEN—EHH. GF2E /. G, NRSHEEN 10.0.0.1: /adroit-
jolly-swift. BTN adroit-jolly-swifto

Google Cloud Platform:if!
UTRBIERN gep-cvs fGimLHE gepevs YEppr BE&{E adroit-jolly-swifte

185



tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s femem==== R e
e e e e e e e e e e fro— e +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I

| pvc-ad6ccab7-44aa-4433-94bl-e47£fc8c0fad5 | 93 GiB | gcp-storage | file
| ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
fossssssssss s e se s s oses oo sssssss s s R e e
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

Azure NetApp Files

Astra=ITNINEEZFER S NE azure-netapp-files WRENFEFo

@ E2Z N\Azure NetApp Files%. BIRERFRTZE. BRERENSHEREN—IH. UTFZE
:/o BIE0. WNERIEFEHERIFN 10.0.0.2:/importvoll. HBEIEN importvolls

Azure NetApp Files =l
UTRBIEFN azure-netapp-files fgif LM% azurenetappfiles 40517 HEEE importvolls

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

Fommcmcmcososososrsre e e e T T E eSS e Fosmmmmmes Foccsmsmsssmsoss
Pommmmmmm== e e Pommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

Fommmmmmemsmesesesese s s s s e ss s o= P
Fommmmmomoe B e e e e e e Fommmmmoe Frommmmomos +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

Fommmmmmmmomeorrrrrrrrre s re e mm o e Fommmmmemesemos
Fommmmmmmms et Fommmmms Fommmmmme= +

TR TEZEIHENFSE

fEfAstra Trident, ERILIEE MR EFEES. HE—THZ P L2 =(aH
ZEo

it
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a,
Ae

I

{# A Astra TridentVolumeReference CR. &R LUE—1E % NKubernetesip & =
ZReadWriteMany (rwx) NFS#, ltl:KubernetesﬂW)lﬁmJU‘iﬁ BEEUTME:

* BT Z MRS IFREESRBGRE 2
* EATFrA Trident NFSHBIREHIER
* RRF FtridentctiHE M EMIEARYIKubernetesIHEE

SEIPAEIE-3ep:Eas

B 2R T A Kubernetesin & 8] Z [BIFINFSHHE,
K ---------------- S Primary PV Secondary PV oo
: "primary" o ; ' "secondary"
namespace = *—L,_n_a_m_e_%ace
py

1 Trident . "" ;

namespace

' primary secondary ;

i | TVol €——>» Tval ‘

.......................

TridentVolumeReference

Storage
Volume

-

%
B

>

']

>0
£

EL N T BEIANEENFSEHE,

\

BoEIJRPVCLUIHE S
AT EPFIEERTIHIREPVCHEIERINIR,

I>

iR

5]

a

BT RTE P EIZCRIINIR

EEEE AR BIAH R TENFIE &R FEIiE TridentVolumeReference CREYIX R,

il

T Birf & =aHelZETridentVolumeReference
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Bira =<

o B R =E R EMEPVC

= B|f R & &6 & TridentVolumeReference CRLLS|FIEPVC,

SIEFTEENIMENRE. &

Bires R R A E ¢ NEPVCLUERIRPVCHRIEIEIR.
ECERMBnes & =8
NTHREEE. BEaRTRHEFRERGRBTEMEE. EHEERNBRHAT
TN RE=IEERR %@o
p
1. “Res ZTEFAIEE: *BIEPVC (pvcl). MIRFE5BEFGRATIE

shareToNamespace TRiFo

HERINPR (namespace?)

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:
trident.netapp.io/shareToNamespace: namespace?
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:
storage: 100Gi
Astra Trident2 8lI3EPV R E G ImNFSTEfES
o R LUERES PIRYIRIGPVCHEEA Z N R TIa], fila0:

2 ~EREIER.

trident.netapp.io/shareToNamespace:
namespaceZ2, namespace3, namespaceio,

® .

ERILfERHXZEIFARRT

18] *, f540:

trident.netapp.io/shareToNamespace: *

o IRATLIEHFPVCLLEHE shareToNamespace FERRANARE,

*BEBE X AEHMITkubeconfig. LUI%F Biren

TEFFEEEE RS2 =E e

#ETridentVolumeReference CRHIFY R,

3. *BirmRT
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SEFEE: EETSRT

SEIRRIES | iR E

s8] TridentVolumeReference CR pvci,



apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. *BirenBTEIFTEE: *QIEPVC (pvc2) (namespace?) shareFromPVC B FIEERPVCHTRE,

2

kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

()  BiPVCHAIKTINFREFEPVC,

Astra Tridenti2BX shareFrompvC fEBIRPVC LARIIIRE. FHREMPVRIZN—TINEE. MEBSZEEHD
RPVRTFERIR. HARZERPVEMERIR. BIRPVCHIPVERNIEESE.

BEsHZES
ERILIMERE Z N e R = RIHZME, Astra TridentE MR Rep & ==ia] LERAR. HREGHZZENEM

WET

fEA ...

SRR, MRS |BENFEmETEIG. Astra TridentiFBRiZE,

tridentctl get TIEIMNES

fEA[tridentctl SEEREH. EILUETT get A ATFRBMEENG<. BXFAER. BENEHE
. Jtrident referation/tridentctl.html[t ridentctl B8 FIEIN],
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Usage:
tridentctl get [option]

flags

* -h, --help:. HBEH,
* ——parentOfSubordinate string. BFEWEREHIAMEE,

* ——subordinateOf string. BEHEEGINENTE,

PRI

* Astra TridentT/AfRLE BRas R =B EARES, ENERAXAIESEMHIZR LBEHZEHRE.

* fERBEBEI MR RIBGE FHRPVCEYIAIR) shareToNamespace BY shareFromNamespace 1R+ 3 IBR
TridentVolumeReference CR.EBHH AR, HAIMIERMEPVC,

* TEEMNBEE LIRITRIR. eEMREE.
BXEAER ...
BT RAEXESITREHENFAER. BHRITUATEE:
* JFipE "ERREEZERES: WEmRTEENRRHello"

* MWEET "NetAppTV's

fiEF CSl #RFh

Astra Trident 8] LB R G EF M GRS FIGEMIINE] Kubernetes SE85HEY T = "CSI
FaFrIEE"S

L7RUN
£ CSI #hFMIRE, AILURIERISA A B XIR  EEnRIREIA— DT R, W5, EE=RMEHE,

Kubernetes B2 R LIEMETF XM T R, TRl UIF— M ERBNREAAMEXIEA, WalULFFRE
Xigzial, AT EFEZXIEEWPATIENEECES, Astra Trident 7T CSI #hh,

THRE CSI RINNREMESER "It

Kubernetes 1t 7 FiftME—RIEH TR

* M volumeBindingMode & B Immediate. Astra Tridenti§8lEE. MASRIEMIAIN BIE
PVC RIS BEREMISEE. XEHIAE VolumeBindingMode Fi&ERF A oaHISLrEaFMNEHIBVE
B, BIEBAAMSER. FREHTELIFEKRINPODEYITRIER,

* M volumeBindingMode & &M WaitForFirstConsumer. fEITXIFICIEFERPVCHPodZEI. &I
IRAPVCRIZMBE KA NS, XiF, EUBIEHINERKESISLHERYITRIPREHISR A,

() - waitForrirstConsuner SEMRFRBIEIMFE, WIREANRITF CSI FEHINHEREF.

190


https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
https://cloud.netapp.com/blog/astra-blg-sharing-volumes-between-namespaces-say-hello-to-cross-namespace-volume-access
http://netapp.tv/cloud/details/29594?playlist_id=81&mcid=63262890210074608700682715883688763007
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes-csi.github.io/docs/topology.html
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/
https://kubernetes.io/blog/2018/10/11/topology-aware-volume-provisioning-in-kubernetes/

ERBEHNE
S5 CSI i, ERERRUTRM:

* IZ1THYKubernetesEEEE "SZ1FHIKubernetes iz 2"

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1le4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amdoc4"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99df"”,
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

s EEPIT AN EB R 5| NIRINERFIBIFRZ (topology . kubernetes.io/region
topology.kubernetes.io/zone) o TEREE Astra Trident ZHii, SEEHPNT R ENEFEEXLENRE *, )
& Astra Trident BESZIZ B3R,

kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"1linux", "kube

rnetes.io/arch":"amdo64", "kubernetes.io/hostname" :"nodel", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/master":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone" :"us-eastl-a"}]

[node2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"linux", "kube
rnetes.io/arch":"amdo64", "kubernetes.io/hostname" :"node2", "kubernetes.io/

os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone":"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/os":"linux", "kube

rnetes.io/arch":"amdo64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl","topology.kubernetes.io/zone":"us-eastl-c"}]
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£15: RTBAEHOEH

A LLi% 1t Astra Trident 75, LUERERIBAUXEAE RZFMEES. SR UEF—1hEN
supportedTopologies RN EZIFN D XFMXIFEFIRAIIR, M FEAILLGFIHAY StorageClasses , RETE
SRFXE / KGRIt BRERIEKEY, T2eESE,

THEHE—TEREXRH:

YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl

managementLIF: 192.168.27.5

svm: iscsi svm

username: admin

password: password

supportedTopologies:

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-a

- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-Db

JSON

{

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",

"svm": "iscsi svm",

"username": "admin",

"password": "password",
"supportedTopologies": [
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-a"},
{"topology.kubernetes.io/region": "us-eastl",
"topology.kubernetes.io/zone": "us-eastl-b"}

]
}

supportedTopologies AFRESNFIHMNXKIFM D XTIR, XEXIFHMDXFRREIIE
StorageClass Fig I R IFEYIR. MTEESGiRRHEAIER2 X552 XY StorageClasses ,
Astra Trident F1ERIRAIES,
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BRI AE X supportedTopologie

1

storageDriverName:

version:
ontap
backendName:
managementLIF: 172.16.23
svm: nfs svm

username: admin
password: password
supportedTopologies:

topology. kubernetes.io

topology.kubernetes.io
topology. kubernetes.io
topology. kubernetes.io
storage:
- labels:

workload: production
Iowa-DC
Iowa-DC-A

supportedTopologies:

region:

zone:

- topology.kubernetes.
topology.kubernetes.
labels:
workload: dev
Iowa-DC
Iowa-DC-B
supportedTopologies:

region:

zone:

- topology.kubernetes.
topology.kubernetes.

==

s @S MEEEN—1 BS

—nas

nas-backend-us-centrall

8.5

/region: us-centrall
/zone: us-centrall-a
/region: us-centrall

/zone: us-centrall-b

io/region: us-centrall

io/zone: us-centrall-a

io/region: us-centrall

io/zone: us-centrall-b

UL B

EUERBIR, FER region M zone I RNEEMAIAMIE, topology.kubernetes.io/region

topology.kubernetes.io/zone

EEFMEENERUE,

% 2% EXANRAIRIMY StorageClasses

RIEAEEPHT /IRMERFRIMFE, BILUR StorageClasses EX A B EHRIME
fRIEN REVEFE, LURAIGER Trident EEEMEN T RF&o

BEILUTRA:

Bo XRHERIE PVC IEX
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:

fsType: "ext4d"

7£ EiRStorageClassEXH. volumeBindingMode IXEH WaitForFirstConsumer, {ELLFFEIHIBERD
PVC 7 Pod 5| B ZHIASH1TIZ{E, f. allowedTopologies IRMEFEAMNDIXMXIFH, o netapp-
san-us-east1 StorageClassi1E L BI##PVC san-backend-us-eastl EIARTE X MGk,

%34 SIEMEER PVC
832 StorageClass FHIGHME IR, EMERLULIE PVC,

BEB RG] spec LT

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERLERBIE PVC SR TER:
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B{E Trident IR EHFHLE

kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

EI PVC , I57E Pod HfER PVC o BT RA:
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

ltpodSpeci&KubernetesTE AT 52 it ¥IPod us-east1 Xigd. G MFBIERT i

eastl-a B{ us-eastl-b PX,

BEEIU T
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

BHERIULEE supportedTopologies

AUEHBEE EmUAEIEYIR supportedTopologies ] tridentctl backend update. XAZEM
BEENE, #FENBATREEMPVC,

THREZER

* "EIERBHNRR
T RIERRER

BRI R KB
L RERAR
EFTRER

FAE(PVs)HKubbernetes & REBZ 1FEHBT B R B, &EB]LL9ERAsta TridentBlHY
EOEREE. FNTTAsta Trident/MERSIZEAVIREE. MU B IRBRIEFEURMNREBTE &
IR

5%

S #FEIRE ontap-nas, ontap-nas-flexgroup, ontap-san, ontap-san-economy, solidfire-
san, gcp-cvs, # azure-netapp-files RENTERF,

FaZ Al

EEARR. BOIEGINPIRBITHIZZMBEE X ZFIREE X (CRD), XEKubernetesiitZ4mHtE R (5140
: Kubeadm. GKE. OpenShift)#JE035,

WNREBIKubernetes 3 AR A B S RRIZTHIZZFMCRD. BB [EEEIRRIZHIZE].

(D) RECKERSAREBSREA. BIURRRZHSE. CKE-EANENIMRALHS.

BIEEERE
p
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1. 8l VolumeSnapshotClass. BXIFHEER, BB M "VolumeSnapshotClass's
° o driver 1BMAAER N =ixRCSIIRTITER

° deletionPolicy AILLE Delete B Retaino, RE MBS Retain. FHEEE FHNREVIERERR
E. EMEEFERANE 2Lt volumeSnapshot R E MR,

Nl

cat snap-sc.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. BIEIMBPVCHIRER,
Nl
° LR FIE IR I EPVCHIIRE,

cat snap.yaml
apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:
persistentVolumeClaimName: pvcl

° WWRFIERNZ NHPVCEIEBIREBIR pvcl REBIBIRIGEN pvcl-snap. VolumeSnapshotZ{ik
FPVC. H5XEX volumeSnapshotContent RNEFRRIBAI R,

kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

o &R LIMARE VolumeSnapshotContent YRR pvel-snap VolumeSnapshotBViftEH, o Snapshot
Content Name FRIFIRMHELEIRIBAIVolumeSnapshotContentif%R, o Ready To Use BERIREET]

AT eIZHHPVC,
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kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29%Z
Ready To Use: true
Restore Size: 3Gi
MEREBAIEPVC

EE] UM dataSource FRAZ NMNERBAIEPVC <pvc-name> ERNEIER, 8IZ PVC g, STLUSEMIM
E| Pod L, FHE&EEREMEREM PVC —HEEH,

@ PVCR S REER—EREIE, B8N "MIRENE: TEEERERLIEM=IHPVC Snapshot
BIEPVC",

U T RAEERBIZEPVC pvcl-snap EREIER.
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cat pvc-from-snap.yaml
apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: pvc-from-snap
spec:

accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

SNEIRE

Asta=ININEEST $F "KubbernetesTNEL & [REEIT 2" LMEERHEIEGAH
TridentMEB BRI RIS NIRER,

Sa . = WAl

Asta=IRfEEHNNE BIRHESNREBEHNR E.

S

1. *EBEIER: 88— VvolumeSnapshotContent 5|BEiH
TER

S gelfE VolumeSnapshotContent 1EAsta

REBRIM R

XIE1EAsta TrdentPBEHR

° IEFHIEERIRIREBAZ IR annotations YEN trident. netapp.io/internalSnapshotName:

<"backend-snapshot-name">,

°?Eﬁ§<name—of—parent volume-in-trident>/<volume-snapshot-content-name> {£H
snapshotHandle, XEIMEPIREBIZFIER AAsta TridentiRHtAIME—{Z 2 ListSnapshots B,

@ o <volumeSnapshotContentName> HHFCREZRH]. FEEIRASFIHIRBRIRIT

fico

Nl

UTREECIZE volumeSnapshotContent 5| BRIHMRBIINR snap-01.
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content—-name>

2. *EBEIEA . QI volumeSnapshot 5|HABICR VolumeSnapshotContent IR, IIRIEEIBERIFIRILL
{8 volumeSnapshot ELAERR TEH,

Nl

TG CI# volumeSnapshot CRE#® import-snap 5|HAM VolumeSnapshotContent BE&
import-snap-contento

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. *NERNIB( T FBHATIEMIRIE): *IMERIRIBIZEF ARSI 632 VolumeSnapshotContent BT
ListSnapshots B, Asta=TINEERI I TridentSnapshots

o SNERIRFRFZEFFHFIKE VolumeSnapshotContent to readyToUse #l VolumeSnapshot to trueo
° TRIdentiR[8] readyToUse=trues

4. “ERIFAF *BE— PersistentVolumeClaim BAS|IBH#HY VolumeSnapshot. HMH
spec.dataSource(EEspec.dataSourceReng*m%JVolumeSnapshot3g*mo

Nl

UTREECIE—5|FHBPVC volumeSnapshot B8 import-snapo
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

ERRRRE SHE

FRINBERT. REEROTFRERS. UERAEEMRSERIEENENREM ontap-nas M ontap-
nas-economy JX5I#EF. B .snapshot BRUBEMREBIRE LR,

fEAvolume Snapshot restore ONTAPER 21T R E & E R EI SRR I RIS,

clusterl::*> volume snapshot restore -vserver vsO -volume vol3 -snapshot
vol3 snap_ archive

()  i&mSnapshotElAs, MEERERKHEE. IESnapshotBIAs/EHEMIBFHIEREE K.

FR R A XEXIRIRBIPV
%‘Jl‘%ﬂﬁ KEXIRIRAO KA LR, N Trident SIFEFHH " IEEMER " RS MFFRERERLUMFRAsta Trdent

ERE & IRIBITHIZE
WNREFIKubernetes 3 AR A B & RRITHIZZFMCRD. Mol LUZIN FErRHITEE,

P
1. BI3EEMRIECRD,
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cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. IERRARITH2R,

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-
controller/setup-snapshot-controller.yaml

@ MEME. ITH deploy/kubernetes/snapshot-controller/rbac-snapshot-
controller.yaml HEH namespace & (8o

PSS

R

* "VolumeSnapshotClass"
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EIRF 5= Asta Trandent

ﬂ

2% Astra Trident

4% Astra Trident

Astra Trident BEZEAHTE, 8V HAFREONEERE, S NHREEEEILA
hRZSRYEA EMER. HIRE T IIhEE. HEEIESRINEE. BiIRBEMNGH, BIBNESE
FEDFLL—R. LUFIAAstra TridentBIFRTHEE,

FRETREEEIN
HRFREFARASE Astra Trident B, iEZELTEIN:

* FELAEKubbernetes R B¥HHIPRA B Ta]HH RN RE—MATER H=iHEH,
* Asta Trident 23.07 X ESRAZEEVIERE. FHEXIFAphasiBetalRiE,
* INREIEFEIE TIiEH T Google Cloud#ICloud Volumes Service "CVS JR55ZEEL", M AMEHFH fEIREIE A

BE{#FFH standardsw B{ zoneredundantstandardsw MAsta Trdent 23.01F BT RIARS Fl. TTiEEH
servicelLevel Efgim. REBRRETRESEMBIE, SN "CVSIRSELRA" THIFEMAEE,

* FHRBY. BB RM parameter. fsType TEH StorageClasses HAstra TridentfEH, &R LUMBRHE

%1

Bl storageClasses MASFHEE S,
° XEPATH—I1 * B3K * "22 R SAN %o

° samplelsi \ B & & & https://github.com/NetApp/trident/blob/master/trident-installer/sample-
input/storage-class-samples/storage-class-basic.yaml.templZ& R ffl[storage-class-
basic.yaml.templ)fI§%#Z: https://github.com/NetApp/trident/blob/master/trident-installer/sample-
input/storage-class-samples/storage-class-bronze-default.yaml[storage-class-bronze-
default.yaml®,

c BXIFAER, BBW BEAIEE,

2 i 23 TN

Astra Tridenthk A=K AEF HEARARZA vy . MvM SR E. ERYY'B—FEFHNEEHRUHFE. "MM'EH

7%

o

DOTHRAZERA vy . MM. x AE. HP"X"ZEMEFERF . ERREZMPARIRAEFEZAREIBIAR

* BRI U EEARE B REMRA A E QR ER B iRk, Fla0. ErILIE#EM22.07 (3ifE722.07

DOTHRZS )4k EI23.07,

* NRBMIAPNhRAE O ZIMIRESHITHE. BRITZTEAR WROARGPRHEITIRE "FHRA" fGIE
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7£OpenShift A28 F & _LFEA TRIDentRIEIZFHITHERE. MAKEITRIDent 21.01. 1K E SR
(D % 21.01.0 fR%A0 Trident EBRAE— M EANFDA, % B 21.01.1 P8, HX¥
A58, W GitHub L HITRIHA SR,
$25: MERBRESE
EBHERAIREAstra TrdentBIRAIMRA, EHITIUTHRIE:

1. f£F ... kubectl get pods -n trident ZPod,
° MNRGHEIRIEGRPOD. NfEARE T Asta=ixE tridentctlo
c IRBIRERIER. WER=ZIHIRERFHEAHelmEZRETAER HI=1%,

2. NBRFigERIEFIE. 15EA kubectl describe tproc trident MERTERHelm&ZiE T Astra
Trdent,

° NREBHelmtRE. MIFKRAsta Trdent2{EHRHelm& 3/,
° YNREHBHeImiFE. NIEATridentR{EA RFoNLEAER FTridents,
B3IW . EFEHEIE

BE. ENERASTRTERBNZERITAR. BERI LUK ELEGAZETIR" FEkAstra Tridentd
[ i =

* "ERA Tridenti@EFRF 1T

RITRNEEE 7 RIBERF R TR EERR M RMTARZ A,

(EaEEE b e
THRIBIERFHR LIS

AEERAZIREERIENARAsta=IRIEERF 2. BN 7 EARRELRENEGHIE
Hp S AN SRR EMBY =T ARERIZE. EHI25PodH 0TI mPod LA T3 RDemonSetitt
THEN,

TRIdenti2{EG FR M2

REER 7 — FRMESIIRERINME" REMFALAsta Trident2IETEFFRFINE EEHENE R T B4
IEAsta TridentflKubbernetesI 1R, BIXF AR Astra=iHR AR T USZIFEENAL. X AsiEH". LH
2. \BEid5KubenetesEE L FHITES. AILL:
* MBRHEFOE =KITHI2EEEF T mDemonSet,
* ERIRAEIRTRIDentiZHl25§PodFI TRIDent s = Pod,
c MBHRAREH. WAKBEIEFHFEHRT =,

° ABEEITT ZH T RPodiY T R 7 BeHEEE
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B %Kubbemetes B FAsta= I2RIIIFAIE . BB "Astra Trident i1

BIERARTIER
B = RS ERIER B oh AR
1. ZiRIZER
a. 1N HAT& iR Asta TrendenthRZs(hiRZs_n_)o
b. EFFTEKubnetesIR. EIECRD. RBACHI=IARSS,
C. MBRARZSH_n_BITRIdenti= 2820 E,
d. QEBARAN_n+1_BI=TUEHI2SERE,
2. *Kubernetes*4_n+1_8lI3& 7 =TT H28Pod,
3. ZImEER:
a. fifR_n_MI=INEAT T RETE. BERFEFHFT RPod&ILE,
b. J9_n+1_8IB=IE T £UETo
4. *Kubernetes*SRTEFRIZIT= i T3 mPod _n_BH = LB =TI mPod, XA LUIFRR— N = LB EfAThR
A =IHEMET RPod A= —1

HETRIdentR{ER L2k

&) LUE R = 12 E R Fes ERHelmHARAER F=igMAstra, &r] LAM— 1 TRIdent
BRERLZEARIE—PTRIdentRZIERZTEHMALK tridentctl TEE|—TRIdent
RERRRZA, BEFR "“EARG L AR=ZmEERRZTEZHI

HRFohist

B UMEESSCREN ZIERAARTLEALRE S —INEE CENZmEARAAR LR, FiBAstra Trident 21.01
EEhRAFEREESCRENEER,

@ ENFERG R TESEENIEE T (R4520.075)20.10) REMAsta = in e A AR, 1BIREBIFARIN
BRI TIRIE "L =AM A" BYAstra=Us,

KXTFULES

(\fe70i@id} {\f270 {\f151. } {\f270} {270} {\151. } {\f270} {\f270} {\f151. } {\f270@id}
{\f151. } {\fe70} {\fe70} {\f151. } {\f270}

* X}FizTTKubornetes 1.24 B R ABIEEE. IFER "bundle_pre_1_25.yaml",
* W FiE{TKubernetes 1.255 Em i ARVEREE. IBEA "HLIE_/5_1_25.yaml'

FFeaz i
MRS ERANEETEIETHIKubbernetes&E 8} "< 5 Kuberneteshi 2",

PIE
1. I8iFAstra TridenthRzs ;
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./tridentctl -n trident version

2. BT YA Astra Trident S2HIBY Trident IEE T, Hl30. WREM23.04F4%k. EEITU TS

kubectl delete -f 23.04/trident-installer/deploy/<bundle.yaml> -n
trident

3. MNRBFERABEENXTHIALE TridentOrchestrator B, BAILIZREE TridentOrchestrator AF
BREESHIINR, EF A sEEENRVIENIEEH & TridentF I CSIMUE EMER. BRI BEISEMR
GAR B AP B E 24,

4. FERERTENFENERESEYAML_XHRE<bundle.yami>=7t4A. E_AML_A
bundle pre 1 25.yaml 3 bundle post 1 25.yaml {R#EEHIKubberneteshiads, . MREER
#Asta Trident 23.07. EEITU TGRS

kubectl create -f 23.07.1/trident-installer/deploy/<bundle.yaml> -n
trident

FHEHelm% %
BRI R Asta= i Helm %3,
BRET Astra TridentdIKubernetesEE &8 M 1.24FHR EI1 . 25 B S hRASES. 4T values.yamIsE

(D ¥ Hset excludePodSecurityPolicy to true ZAMN --set
excludePodSecurityPolicy=true | helm upgrade 5%,

P
1. FEHRHH Astra Trident AR Z<,
2. ffMA helm upgrade BS{IE trident-operator-23.07.1.tgz RET BEARKFIAIRRDS,

helm upgrade <name> trident-operator-23.07.1.tgz

NRFENIERFEHENRE T EMARRIAEDFIIN A TridentFICSIBREIEE T ARVIRGIEM R
)} IBEA --set ATHERXLEIXEME EFupgradefs TH. BNXEEREENAIAE,

Ban. EERMIZAIAE tridentDebug T, BT T&HS:

®

helm upgrade <name> trident-operator-23.07.l-custom.tgz --set
tridentDebug=true

3. 11T helm list WIFEIRMNARFRAEIIEHRK, BT tridentctl logs EEEAAES.
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MFAL tridentctl REZITRIdentiR{ER

TR UM AR B ARSI Tridenti@1ER tridentctl B, WERIHMPVCEBNAIA.

() mommgsEre. WEE wRESEZEBD

TR

1. FTERHH Astra Trident kRZs,

# Download the release required [23.07.1]

mkdir 23.07.1

cd 23.07.1

wget
https://github.com/NetApp/trident/releases/download/v22.01.1/trident-
installer-23.07.1.tar.gz

tar -xf trident-installer-23.07.1.tar.gz

cd trident-installer

2. B# tridentorchestrator ;a2 HHAICRD,

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. B CENEEMNHETR —amR=TEH,

kubectl create -f deploy/<bundle-name.yaml>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE

trident-controller-79df798bdc-m79dc 6/6 Running 0 150d
trident-node-linux-xrst8 2/2 Running 0 150d
trident-operator-5574dbbc68-nthjv 1/1 Running 0 Im30s

4. 63 TridentOrchestrator Z#Astra TridentfICR,
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cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident

kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS
trident-csi-79df798bdc-m79dc 6/6 Running 0
trident-csi-xrst8 2/2 Running 0
trident-operator-5574dbbc68-nthijv 1/1 Running 0

°. WIABR=IIZhaE AR FHRMR AN,

kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v23.07.1

&M tridentctl H{THEK
&) LUMERRBRMA LRI BB Astra Trident& 3 tridentctlo

KTFUAES

AGE
im
Im
5mdls

EEH E %3 Astra Trident BIERFLR, ENE Trident BY, R&MIBE Astra Trident ZPEFR{ERNXKA M EE
B8 (PVC) MXkAME (PV) o 7E Astra Trident Bi#4LERiE], EECER PV 501, M Astra Trident F1ERE

EXAE RTELCEREI 62 BV PVC ECE &,

ez Al
BEE "EEFRTTE" FHERZAEN tridentctlo

p
1. EHIEITHEBS tridentctl BIBR5Asta TrandentXBXBIFE 25 R (CRDAIME X IFRFRIMo

./tridentctl uninstall -n <namespace>
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2. EFiLEAsta Trdent, IEEN "FF tridentctl 22 Astra Trident"s

() woeAgeR, BREERFEGRE.

=175 Astra Trident

Asta Tridentig{t 7 —4HPrometheusistnimm. BJ T 41T Asta TridentBY4EEE,

LA
B3t Astra Trident 12{AVIEHR, E0]LIBITLATRE:

* (REHEX Astra Trident IBITIRVRMECERIET R, &R LR ERIERNMINIZE UK ER S EBRIAS G
HITBIS.

* RERKERFERER, HTHRERREENSHEURSANTEES.

* PR A IRIRECE R ERERNMRE X R,

* IRERI%RE. ERJLLT ## Astra Trident 5 /aim@ S HMITIREPRTRAVETIEL

@ ZMANBER T Tridenttlistria B REERHOL 8001 f£L /metrics a, &% Trident BY,
XEEAEIRBRIA N * BEE * o

BEENHNA
s 2R T Astra Trident B9 Kubernetes £&%,

* — Prometheus 5, BILLZE "B 2k Prometheus ZfE" &, BRI LUERIE Prometheus {ERIBIT"
[RENBREZR"S

£ 1% X Prometheus BF5
&N E X — Prometheus BRANEEFEIRFIRENE X /5% Astra Trident BEIEMIE 8, BERIENES, X "#

=" N BUAIE Prometheus 1 Grafana 5 Astra Trident & & B RN TRIE R, AERENB T WRILURIER S %)
EKubelnetes&E B iz TPrometheus. AR aN{aI I3 ServiceMonitor3&34EXAstra Tandentf&#r,

% 2 % 6132 Prometheus ServiceMonitor

B(EATridentfEtF. B EIE— N IAIERIPrometheus ServiceMonitor trident-csi IREZHIIF metrics if
Mo =f§ ServiceMonitor 30 FFR:
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics
interval: 15s

Itk ServiceMonitoriE X G ZRIR[EIHUIEMR trident-csi BRSB. HEIIEHK metrics IRENH S, H
Ilt. PrometheusI7EECE A T fifAsta=im Mt {Y
*E*To

FRT EiZMAstra TridentiR1FHIIEIRZ 5. kubeletiR AFF 7 1F Z 64T kubelet volume * @i B 2HIFEIRHmS
EEIEIT. Kubelet ATLUR A XBIEIENE, Pod REMEMEMALIHRENEE, BESW ",

% 3% {£H PromQL &if Trident 15%x
PromQL IEEIE & IR ER E F 5 R IR R A R,
&R LIMERA LT PromQL &if:

FKEY Trident TITIRRERE
* &8 Astra Trident B HTTP 2XX MaRN B 2B

(sum (trident rest ops seconds_total count{status code=~"2.."} OR on()
vector (0)) / sum (trident rest ops seconds total count)) * 100

s BITIRESARIEHK B Astra Trident B9 REST PR AIE 4 L

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds_ total count))) * 100
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* * [ Astra Trident $ITEVIRERVTFI9454:0Y (8] (ZBF)) *

sum by (operation)
(trident operation duration milliseconds sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

$XEX Astra Trident {FEEE

© A T

trident volume allocated bytes/trident volume count

* B EREENESTE

sum (trident volume allocated bytes) by (backend uuid)

RSB EFIE R
() a7 kbelet $51TRY, 7 2B ALLHEE,

BT ENERTEIESE

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100

T fRAB X Astra Trident AutoSupport ENHE R
ZHANBERT, Astra Trident 2328 HTZM NetApp &% Prometheus 18I IR AFIHE S,
* E[HIEAstra Trident[@NetApp & iEPrometheustEirfIE A FiRE S, 1E5®E —-silence-autosupport
fE£Astra TridentZ 2 HiiE)#RiC0

* Astra TridentiX Al UIRIER EIG R es HE R IZEINetAppZHFER ] tridentctl send autosupport. &
REfA Astra Trident LA EFHEBE., FRXBAEZA], ERIES NetApp B9
"BRFAELER"S

* B2IERBWBE, TN Astra Trident &MiTE 24 )EHEEYAE,

SR LUERTEE B EREEESEE --since #7&. ffI#0: tridentctl send autosupport
--since=1h, IEEBIWEMALIX trident-autosupport container
MEATER MN=in%EE, EaLIMIKENA280R% "Trident AutoSupport”s

* Trident AutoSupport AW EHZFHRNAZMEE (Pill) HPMAEBE. EM®T "EULA" XREBTF
Trident ZESMUE A, EE]LUFAAT 2 NetApp XMEIBRL S NSERIEE "Itbab",
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Astra Trident £ XMERAFHREIOT

items:
- backendUUID: ff3852el1-18a5-4df4-b2d3-£59f829627ed
protocol: file
config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags:
disableDelete: false
serialNumbers:
- nwkvzfanek SN
limitVolumeSize: "'
state: online

online: true

* AutoSupport JHER&ZIZE NetApp B AutoSupport iR, dIREFEAAE IMRFHEIIME. WeTLAEE

B --image-registry ko

* AT LUBE £ R E YAML XHREEE IR URL o A LAEATEMILLIZIE tridentctl install
-—-generate-custom-yaml BIERYAML A H 70 --proxy-url SRS trident-autosupport PN
trident-deployment.yamlo

M Astra Trident $5%x

B2 R EIENR. MERAERBENXYAML --generate-custom-yaml 5 )F xS E# T4 LRI
--metrics FAFIAAMIGRE trident-main

%,

%} Astra Trident

(BRI SR Asta = IS AR I 75 AR B ASta = R 5%,
EF A S

* IREFBEETEAR. ROXREAFTHARKBEATERELIHEIR. WNEHAsta Trendent. FAFIR
BRAEN VR E IR PAE T R E R HAMR S "version”s X2H_BE (&R FRIARABIE—ZINTTE.

* ATEFAHEMEFHFZE. HEFHAsta Dent A= MIFRCRDEAsta DentB|ZHIAEX IR, MNREEETZLM
FRAsta Trandent EFfE#IE. 188N "t MifRAsta TrandentFICRD"

FaZ Al

R E(ZHKubnetesEEEE. NIATMIEENE Z BiIBRERASRA=IRTE(E QI BN ENFIE N BER. X r] LR
EMBRZF1. EKubbernetesT m_EREUH X XLEPVCHIE %o
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HERIBRERE
TR fER S R Asta TrdentiBEI A AR E, HEZA. ERIERITIREAsta TrdentBIERERIARZAS,
1. {8 ... kubectl get pods -n trident KZPods
° NRZEIRIERPOD. NEARE T Asta=Iff tridentctlo

° WIRBFERER, WERZIRFERFINERHelmRE TAER =i,

2. NRERERITHIE. 1BEER kubectl describe tproc trident BEREEAHelmZET Astra
Trdent,

° NRBHelmirZ. NIFKTIAsta Trdent2FEAHelm&ZEERY,
° WNERGHEHeImiFE . NERTridentRIEA RFNLEAER FTridents,
H#H TRIdenti2{E R %%
1R8] LU F o E s ERHelmEI & TRY Denti@fE R &3k,
N F ik
NREFERIRIERZTE T Astra Trdent. IR LUBEE HITUU TREZ —IGEHEE
1. Y%%8 TridentOrchestrator CRIIG & HEHirE*:

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"uninstall":true}}'

Y uninstall FREIRE N true. TridentiZ2ERPIEEIE Trident. {BR2MIBRTrident Orchestratords &, 4N
BEEHLE Trident , NEIE Trident Orchestrator FAIZETHY Trident o

2. ffili% TridentOrchestrator*: JEidMIFR Tridentorchestrator crilFEEAstra Trident. IEETEEE
BigRiREREE Trident, 1R{ERBLIBIIMIFFIZ(E TridentOrchestrator JAfGARZEMIBRAStra Trident
EBEMBUEEN . HMRERZEIIZFEIENTrident Pod,

kubectl delete -f deploy/<bundle.yaml> -n <namespace>

H#HHelm& &

MNREFERAHelmZE T Astra Trident. AT LUFEREEEIE, helm uninstallo
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#List the Helm release corresponding to the Astra Trident install.
helm 1ls -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

% tridentctl &
fEF uninstall A< tridentctl EffiffR5SAsta TrandentxEXAIFRE 32 R (CRDFAIME R I RERIM. 15
T IR(E:

./tridentctl uninstall -n <namespace>
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i& A+ Docker BY Astra Trident
ZRERBIIESME
FEEDE Astra Trident 281, (EMAIE T L EAIE BN EM N ATER L,

FIEER

s TN ER T FHEFAEEX "EX',
* R ERETZHFM Docker hr7As, INRERY Docker iASBEIRY, "ZEHEME"

docker --version

* WIEREEAEEN EREMEE MNETR R

Y BRIERS e

NFS RHEL 8+ sudo yum install -y nfs-
utils

NFS Ubuntu sudo apt-get install -y

nfs-common
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Y B1ERS e
iSCSI RHEL 8+ 1. REPTRARGE:

sudo yum install -y
lsscsi iscsi-initiator-
utils sg3 utils device-
mapper-multipath

2. ¥ iscsi-initiator-utils fRZAS2
57 6.2.0.877-2.el7 HESAR
K

rpm —-g iscsi-initiator-
utils

3. BRmRENF:

sudo sed -i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4 BRZRE:

sudo mpathconf --enable
--with multipathd y
-—-find multipaths n

R
etc/multipat

@ h.conf 18
find multipa
ths no F
defaultse

5. 15HAIR iscsid M
multipathd EEETT:

sudo systemctl enable
--now iscsid multipathd

6. BAFARBE) iscsi:

sudo systemctl enable
--now iscsi
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X
iISCSI
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B1ERS e
Ubuntu 1. REPTRARGE:

sudo apt-get install -y
open-iscsi lsscsi sg3-
utils multipath-tools
scsitools

2. 197 open-iscsi IRASEE X
2.0.877-5ubuntu2.10 S{E = AR
K (HFWFRS) 5§ 2.0.877-
7.1ubuntu6.1 SKESHRAS (XF
F Focal ) :

dpkg -1 open-iscsi
3. BHEgERFon:

sudo sed -1i

's/”\ (node.session.scan
\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4 BRZRE:

sudo tee
/etc/multipath.conf <
«—'"'EQOF"'

defaults {

user friendly names yes
find multipaths no

}

EOF

sudo systemctl enable
--now multipath-
tools.service

sudo service multipath-
tools restart

HafR

etc/multipat
(D h.conf 818
find multipa
ths no B
defaultso

5. 15H1R open-iscsi
multipath-tools BEEBHEA
IETEIETT:

sudo systemctl status
multipath-tools

sudo systemctl enable
--now open-
iscsi.service



2R Astra Trident
sudo systemctl status

iEFFDockerIAER REIZSIER T NetApp EiETF & DockertEaSHRIKERK . ©XZFFM
ZETF &5 Docker ENWEREAREEEMEIE, FIRMH—MEZR, BFERFRFNEM

Y AN
Ho

Astra Trident B9Z P 3EBIR] AR ERI—FEN LIET1T. XEFEAURRIEEDIZ N FHRARMNEMERE, Heeia
E X FAF Docker H#HI7Z(E

EREHNE
Sk
=]

BB EERRIESR M. WRBERRFME, BIRIERE Astra Trident o

Docker T EHHF A% (1.13/17.03 RESIRA)
Sas = ATl
R IBEERTIPHIZES ERER T Astra Trident Z &89 Docker 1.13/ 17.03 , EHREFERSZ
BHREME A EZRIZLE Astra Trident S#HFEHEF B Docker TP #HTE,

1. 2 IEFRE ETEETTRYSEA)

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. E¥iB5h Docker o

systemctl restart docker

3. FRE X% Docker 512 17.03 (HhRZs 1.13 ) HEShRAS,

docker —--version

NREHRABIH, "LENENLE"

pg
1. BUERECE S HIRIN T PR HE BTN -

° config: FINXX RN config.json\TEzEE\ f&0] LU 15 E SR (8 A Pk BRI B #R ‘config 1EIN
MXHER, BEXHHANMTH /etc/netappdvp EWERFG LHE R,

° log-level: ¥EEHEILFEET (debug, info, warn, error, fatal) o EXIAMEN infoo
° debug: EERERBARXEETIER. FRIAMEN false o TIRH true , MEBEZHELRT.
L. NEEEXHEIE—MIE:
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sudo mkdir -p /etc/netappdvp

ii. BlEECEM

cat << EOF > /etc/netappdvp/config.json
{

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EOF

2. EARERBMGRYSE) Astra Trident o B <version> EIETEEFARRAARZR (xxX.XX.X)o

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

3. FFYAfER Astra Trident SHFE B EC B RS MITENE,
a. BIER A "firstVolume" 1%

docker volume create -d netapp --name firstVolume

b. EA BT IRIIAS:

docker run --rm -it --volume-driver netapp --volume

secondVolume:/my vol alpine ash

c. fifgE "firstVolume" :

docker volume rm firstVolume

B45% (1.12 HERhRA)
FraaZ Al
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1. RSB L% Docker hRZs 1.10 B E S hRAS,

docker --version

NRERABEIH, BFEHREHNRE.

curl -fsSL https://get.docker.com/ | sh

5 "RIRIERA TERY D & hRZASEY IS BRI TIR(E S
2. WIRENENRFEE NFS # / K iSCSI .

-
1. LEFAE NetApp Docker #fEH
a. THHBESENBEF:

wget

https://github.com/NetApp/trident/releases/download/v23.07.1/trident-
installer-23.07.1.tar.gz

tar zxf trident-installer-23.07.1.tar.gz

b. BEpEHEFERFEPHEMIE:

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident

C. NECEXMHFEIR—MIE:

sudo mkdir -p /etc/netappdvp

d. BUERECE 4!
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cat << EOF > /etc/netappdvp/ontap-nas.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

EQOF
2. B THFBINHHERREXHE. FRMENEE MBI =X #HEISFIPHE,
sudo trident --config=/etc/netappdvp/ontap-nas.json

() mdeEE. BUBEHEFHERAEFTAINGtADD,

Bahrir#iEfE, @SR LR Docker ST RERIZMERES
3. glEE

docker volume create -d netapp --name trident 1

4. EEhAEEHIECE Docker &

docker run --rm -it --volume-driver netapp --volume trident 2:/my vol
alpine ash

5. HiF% Docker %:

docker volume rm trident 1
docker volume rm trident 2

FERZ BN 5 Astra Trident

BXRETFRAFRINARFHIRBIR TS, 120 contrib/trident.service.example 7EGit repo. &
MRHELEALLX 4. iBEHMITUTRE:

1. B EHZIERNIE.,
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IRIEFIBITEZANEG], NEBTTS AR ERME—R R,

cp contrib/trident.service.example
/usr/lib/systemd/system/trident.service

2. fREEXH, B (55 2 17) ULEIRNEFBMMEEXHRE (5B 917) URMEMWIFIE,
3. EHFME systemd LU NEX:

systemctl daemon-reload

4. BRRS,

LB FFEEER R R XHEME /usr/1ib/systemd/system BRo

systemctl enable trident

S. BThBRSS.

systemctl start trident

6. BERS.

systemctl status trident

@ BYHEEHBETXHR. 15E1T systemct]l daemon-reload fp< ABHEBERIRBIFTMEIE
o

HRekEIE Astra Trident

Ia LI et FALRE R F Docker B Astra Trident , TIAS N IEIEERMNES= £ AR
M, FEFARSIER. 25— EMYE docker volume EAENHEHMNGSERERK
%J\ NAREFRBILTEEHES. HREGEEMETAL, EXZHBERT, XEEFE/LW
o

Hk
HITU T T BUALERTF Docker BY Astra Trident o

p
1. MBS
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docker volume 1ls
DRIVER VOLUME NAME

netapp:latest my volume

2. R

docker plugin disable -f netapp:latest
docker plugin 1s

ID NAME DESCRIPTION
ENABLED
7067£39a5d£5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. FHERIEM

docker plugin upgrade --skip-remote-check --grant-all-permissions
netapp:latest netapp/trident-plugin:21.07

@ Astra Trident 18.01 hREXfXT nDVP . BN EEMHALK netapp/ndvp-plugin LUEERHR
ERE netapp/trident-plugin B,

4. BN

docker plugin enable netapp:latest

o WIFERERAItEN:

docker plugin 1s

ID NAME DESCRIPTION

ENABLED

7067£39%9a5df5 netapp:latest Trident - NetApp Docker Volume
Plugin true

6. WIFEEERIN:

docker volume 1s
DRIVER VOLUME NAME
netapp:latest my volume
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NREMIBARZSHY Astra Trident  ( 20.10 Z&189RRZS) F2RZE| Astra Trident 20.10 T E S hRZS,
NATRE =B EIfEIR. BXIFHAEE, BEN "B, MNRBINIFEIR. WA CZRIIES.

() #EBRMILES. BEItE— FHMRESERZERBNASa Tidenthfias: docker

plugin install netapp/trident-plugin:20.10 --alias netapp --grant-all
-permissions config=config.json

N
HITUU TS BENEEE T Docker BY Astra Trident o

T
1. BIBRIEETCIEFRE S,
2. B PR M:

docker plugin disable netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£39a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. MBRIEM

docker plugin rm netapp:latest

ERE

eI L fEAMERCE. ZREMMIPRS docker volume IRIBEEISTE 1 Astra Trident
IXohiZF B FRHIER <L

elf=2o
* ERARHIROSRMDRFNE:

docker volume create -d netapp --name firstVolume
* [ERRFER Astra Trident SRfIBIES

docker volume create -d ntap bronze --name bronzeVolume
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() mEREEEF ST, BERRHREFNRIAE,

* BERINER/). BERAEMIEFLIRZ 20GB &, BEILUTRA:

docker volume create -d netapp --name my vol --opt size=20G

EARNAFRERT, ZFNRES— eS8 TiEYE (fil: 106, 20GB,

3TB) o MRARIBERML, MAIAEN GRNBMAIURTH2H9% (B, KB, MB,
GiB, TiB) 5 108& (B, KB, MB, GB, TB) . HZEB{IEM2898ER (G=
GB, T=TB, ...) o

ifrE
* GRMERE R Docker H—HEMIFRILS :

docker volume rm firstVolume

() @M solidfire-san WatERH. LARAUGMIRAEERS.

HBATUTHZBUFARIE BT Docker BY Astra Trident o

RfEE

{EFBY ontap-nas, ontap-san, solidfire-san, # gcp-cvs storage drivers. Astra Tridentd]
MUreEE, R ontap-nas-flexgroup 3% ontap-nas—-economy JWoiEF. AXiFmlE, MNIIEELE
BB OIEMIRE,

* IEELIKERIR:
docker volume inspect <volume name>
* NEIEBRIEME, XRSEOIEMRE:

docker volume create -d <driver name> --name <new_name> -0

from=<source docker volume>

* MELMBRBEIENE. WREFZEIERIRE:

docker volume create -d <driver name> --name <new name> -0

from=<source docker volume> -o fromSnapshot=<source snap name>
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Nl

docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstvVolume",
"Name": "firstVolume",

"Options": {1},

"Scope": "global",
"Status": {
"Snapshots": [

{
"Created": "2017-02-10T19:05:002",
"Name": "hourly.2017-02-10 1505"

docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume
clonedvVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas --name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

paEIbiN=ielbe s Sy

NRARREEPX. FHAstra TridentSZ3FEXH RS (BN an). MBI LAERTrident * only *i@id 281571 9MEB
BB T (HETIE) exts B °/dev/sdcl TiEiBidAstra Tridentifa)).

IXhizRr T ARV BT

BIFRERIZFEE —AARANED, eI LIRS EEXLERTUR B E X ER,
BXRERATEEENFERSGRNEDR, BEIUTAS,

L QBRI EAXEETHFEE SR, ERRMAETMNE -o Ea<ITRERERERITIRE XESH
&= JSON ECE X RIEREFRE,
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ONTAP #&3%IN

NFS #1 iSCSI WERIEBENBEEUTRE !

JZEI

size

spaceReserve

snapshotPolicy

snapshotReserve

splitOnClone

encryption

tieringPolicy

LUTFMIINEBUE A F NFS * R * -

228

Description

BEHNRNRINT1GB,

EENERLES, PRIANIEE. BEN none (f5iE
BEE)H volume (BELE).

32 E=% Snapshot BERIGSE NFAEE. HIAMERN
none. XEKEASBIANERNEIRE, BRIEFHEE
BEREN, TNEE ONTAP &4 FHEE—IEH
"defaultion" FUSREE, ZREXBIEHERE/NDE/ET
TRER, FWNERRBMENESRERE, @i,

B LR E RBHIREHIEIE . snapshot EREEER
FHBE

R ER R IREBIBIEENPFTRE S, BRIAMER no
8, XEKREINREIERT snapshotPolicy , ONTAP
$53%4#% snapshotReserve GEE RN 5% ) ; MR
snapshotPolicy /7 none , Mi%E$E 0% o ERILTEECE
XEFRFRE ONTAP [SiRigEEIA
snapshotReserve {8, HEIREHERBE{ERR ontap-nas-
economy. LISMIIFERE ONTAP [GimAYE Bl 3R 1EI,

RS, IHRERELRERE ONTAP ILEIMERE
wHDEME. BIMEAN false. ERMEENFELERE
o, RFECERIUAEREMEREDFS,
ARKA B EAREFERERNNS. Fli. =E
THEEA LT EAENE. ERETERIDNEME
=il EtE&FIIEMFD 7efEo

E#1E LB ANetAppEME(NVE); FIAAN falseo
BERALED, HAESREF LIRS NVE BRI HEA
NVE o

MRERHBEHATNAE. NIfEAstra TridentPECERIE
(EESEREI=E A =N

BXFMER. FBM: "Astra Tridentil{A 5NVE
FINAEER&ER"

REBRATENDEREE. XREREHIEEZENIFE

RS (R) HESBEDRR.



il

unixPermissions

snapshotDir

exportPolicy

securityStyle

UTFMEDUE A T iSCSI * 1R * -

peirtd|

fileSystemType

spaceAllocation

)
BEUUTRA:

* Bl 10 GiB %:

Description

HEIMAFIERIAE RS RERINR, FOABERT.
NIRBIEERN ---rwxr-xr-x WUKFERT
750755, M “root BEAFIEE., XAHEFIEX
¥ efER.

BEIGE RN true HoliE .snapshot HRENE PG
AUEEINE R, BIMESN false. R RME
.snapshot RINBERT. BERLTFREARS., FLem
BR(BIAIE 75 MySQLEMR)TE LI T AR TR T
.snapshot BRA M,

REBRATENTHREE. FRINMEN defaulto

RERTIHRENE 2R BIAEN unix. BNIE

7 unix M mixedo

Description

BB TFIEINK iISCSI EMXH RS, RRINMER
extdo BMEN ext3, extd, F xfso

BHISE N false ¥XRHALUNKZBISECIIEE. BRIA
BEA true. RZHETEIARBEFHLUNT AIES
ENBf. ONTAP =mEFENAHBER, IFEITHE 781
ONTAP 7 EAMBREGER B ahEW=al,

docker volume create -d netapp --name demo -o size=10G -o

encryption=true

* BIEZABRIRAY 100GIB £

docker volume create -d netapp --name demo -o size=100G -o

snapshotPolicy=default -o snapshotReserve=10

* SIEBRAT setuid IS
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docker volume create -d netapp --name demo -0 unixPermissions=4755

B/INEAR/INA 20MiB o
MR KIS EIREBINE HIRBEFEIR AN none. Tridenti$E 0% IRIBFNE,

* BUETRIRERE B LTIRIENEHE

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

* QIE— P TIRRREEE BE X IRIEFAE S 10% BE:

docker volume create -d netapp --name my vol --opt snapshotPolicy=none
--opt snapshotReserve=10

* QIZABRIBEREM 10% BEXREBABNE:

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

* ERRERRIEEIES, HIES ONTAP MBLARERINE (BEHN5%)

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy

Element R {4-%3%10

Element IS B R 5EXKHA/NMARSFRE (QoS) RE&. CIEEM. BEMEESHXIKAIQoSER

B -0 type=service level AiE,

£ Element IRGHTEFENX QoS FRBFRFINE—FT B E/DOIE—FRE, HiEESEHEXHTRMNINKENE
N, BARMEL IOPS,

Hth Element Z{H & LI ETEIE:

IR Description
size BHAN, BIAN 1GB HECERE ... "AIAE" !
{"size": "5¢"} o
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JFEIN Description

blocksize {5 512 8§ 4096 , 2RiAA 512 SKECERE
DefaultBlockSize o

Nl

BEERLUTEE QoS EXRIRFIACE X 4!

"Types": [

{
"Type'": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000
}
by
{
"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000
}
by
{
"Type": "Gold",
"Qos": {

"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

ELEREEF, BINE=1ERBRENX: A, BENSE, XEZREEEN,
* 8l 10 GiB &5

docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G
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* 872 100GiB k5% :

docker volume create -d solidfire --name sfBronze -o type=Bronze -o
size=100G

LI&* E ITAN
ERI LS B S AR B 1THEH R, WS BSRY757ARIZETT Docker fAFRY A TR

gk BiS LU TTE R R

T
1. NREERBINAIEEIGEHE AWM. F8 docker plugin ). BRI TFAAITREREN]:

docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume

Plugin false
journalctl -u docker | grep 4fb97d2b956b

rE A SIERESIN AFIEIZIIR S MR, MRELXMXERE. W UBAEREETIER.
2. ZERARRAERLER, BLREBATRHATIERAES:

docker plugin install netapp/trident-plugin:<version> --alias <alias>
debug=true

HE, FEREEFNELTEREHASTIER:

docker plugin disable <plugin>
docker plugin set <plugin> debug=true
docker plugin enable <plugin>

3 MNREBHEEN EBEITo#FIXHEERE. MENHFPEERBE /var/log/netappdvp BF. ERAERXH
lu\lais 1E?Eln:_ debug E’?ﬁ*ﬁ#’:ﬁjo

—AREEHRR R

* MAPBINSRENNRARKEERY, SEHATENGEN. MRAEXMER, ERRNTERIEBEH
, BRIEZBINTHER:
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Error response from daemon: dial unix /run/docker/plugins/<id>/netapp.sock:
connect: no such file or directory

XERERBGTIER. FIENE, ZEGENET2ENAKICRINE, ATUEMEIZEHAIEBEINAS

ia]d

* NRTEEPVEHEI RN HIAR, BHARXE rpcbind ERERIETIET. FRENIRERFARENIR
HEEERHNERS rpcbind EFEIE T, ErLUBHIEITRIEErpcbindIRSBHVIRES systemctl
status rpcbind FEFMI,

EIEZ 1 Astra Trident 245

NRFLERERIREZ NMEEEE, WEEZ Trident 2, ZNLFIRXBEZRERNERE
HARREIR --alias ER. {E —--volume-driver EEN_ESEFIA TridentBdBYiE
I,

Docker &G (1.13/17.03 HESIRAE) HYH 12
1. BEEE R B MELE RIS — N6,

docker plugin install --grant-all-permissions --alias silver
netapp/trident-plugin:21.07 config=silver.json

2. BEIEZAREA, EEEMGIRMEEX .

docker plugin install --grant-all-permissions --alias gold
netapp/trident-plugin:21.07 config=gold.json

3. BIER AR IBERETEF B IFNE,
fan, WFEEE:

docker volume create -d gold --name ntapGold

f5en, 3FREE:

docker volume create -d silver --name ntapSilver

B4 (112 HERRAE) BT FE
1. EEBEENXIETER ID BrhEH NFS EErEMG:
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sudo trident --volume-driver=netapp-nas --config=/path/to/config
-nfs.json

2. FRBENXRNIER ID BEhE A iSCS| BB REH:

sudo trident --volume-driver=netapp-san --config=/path/to/config
-iscsi.json

3. AT IRENIEFLFIECE Docker &

f5an, 33F NFS:

docker volume create -d netapp-nas --name my nfs vol

540, X+F iscCsl :

docker volume create -d netapp-san --name my iscsi vol

2 Fi e =prinl]

BB IERTFIEH Astra Trident Bt B YA B &I,

2 HECE XN

XL EIRTUE A FFE Astra Trident B2 &, MAE EFAIERNFMETE,

7RI Description Gl

version A EXFhrE= 1

storageDriverName ZEIRTHIZEFE R B FR ontap-nas, ontap-san,

ontap—-nas-economy,
ontap-nas-flexgroup,
solidfire-san

storagePrefix ERMIEERISR. FIAE: staging_
netappdvp o

limitVolumeSize EXNBAERRS], BAUAE: (R 109
oR il IS HEE)
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B7NER storagePrefix TtRGIMII(BIERIAE). FHINBER . solidfire-san WKEhiERF
BRBISE. MAERRZR. BITRIVERSFENTER ID #1T Docker HIREY, HETERTEE
%%TE{E%WE’\J'I‘%H‘FTE% Docker H3E7ERY Docker hids, IRshiZRF15 EMIRIARFRIE ML

TR UERMIANETRE R R ZNES N E LIEEXERT, o size RTABTFABERIZEEE, BXMNMAIR
BIANERNBTRA, 1520 ONTAP EEE—T5o

7RI Description 5
size MERRERNAKR D BUIAME: 16 106
ONTAP ECE

IR7T bR F/ECEEZIN, EEEA ONTAP BY, i&rTLAER LA T IR IED,

1IN Description 45

managementLIF ONTAP EIE LIF B9 IP #hitk, &7] 10.0.0.1
LIeETLeREE®Z (FQDN) .

dataLIF X LIF B9 1P ik, 10.0.0.2

* ONTAP NASIREHFERF*: #EiX
8T dataLIF. WNRFKIRMHIL
2%, NAstra Trident2 MSVM
IREVEGELIF, ErILeER
FNFSEHIZEN T2 RES
Z(FQDN). Ma] LLEIETE
IFDNS. UEEZMEUELIFZ
EESNAE R .

* ONTAP SANIRGHIER*: &~
JiSCSHEE., Astra TridentfsE
FH "ONTAP #EF M LUNBRET" &
WEN ZRIRRIEFERISCI
LIF, SNREM. MSEREE
dataLIF BEAME Mo

svm E{FFAY Storage Virtual Machine  svm_nfs
(UNEREIE LIF EEELIF, WA
IAYETR)
username BFEEINEFFLEFNARE vsadmin
password BFEEIEFEEISENE secret
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1PEI0 Description T 5

aggregate ERRENRS (Ahk; WRIKET aggrl
RS, Mg HE SR SYM
) o o ontap-nas-flexgroup
IXCHFERS. LLIETUE #2288, 2EC
4 SVM NFBER&#HATEE
FlexGroup %,

limitAggregateUsage )i, NRFEASEEILESDL, 75%
MELE LK
nfsMountOptions 3 NFS HEHIATUHITIRAITH]; B\ -0 nfsvers=4

INA -0 nfsver=3 , (UEAT
ontap-nas #l ontap-nas-
economy REIIEF. "IEZ LA
B NFS EHEEEE"

igroupName Asta=TTEIERIZT R EIEMEE netappdvp
igroups {E/N netappdvpo

IERREE R & B,

{iEFTF ontap-san JREHiZERF,
limitVolumeSize A[IERMRAE AR/ gtree XE 3009

K/ FAF ontap-nas-economy
KopiERe. LETUASRHIE G2

AIFlexVolFI A\,
gtreesPerFlexvol 8 FlexVol 9B K qtree FULMTE 300

50 , 300 EEMA, BIAEH 200
o *FAF ontap-nas-economy JX
ohizF. AT TFEENX S
Matree* BV Ex AFlexVol £

TR LUMERRAETRE R LEZNE N E e E X kT

JEIN Description el
spaceReserve TEIFNEER; none FEBECE)IH none

volume (&)

snapshotPolicy EfEAAISnapshotFHE&. ZRIAH none
none

snapshotReserve Snapshotfi8 H 5t BRUIAEA™ 10
LUIEZONTAP BRIAE
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il

splitOnClone

encryption

unixPermissions

snapshotDir

exportPolicy

securityStyle

fileSystemType

tieringPolicy

R

Description

BRI E MR RIRS . BIA
) false

£¥1%E LB FNetAppE IIZ (NVE)
; ZRIAN falseo EfERILEDN,

WIRIEEEEE L3RG NVE BUIFRIH /S

F NVE o

MREERBHATNAE. NI7EAstra

TridentPECERVEREERE
FNAE,

EXEFMEE. BB "Astra
Tridentf1{El SNVEFINAEBR & 16

o

T FEABERINFSE. NASIETZA
N 777

BFARIBINASIED . snapshot
BR. BN false

E(FEAMNNFS T H HRBRAINASE
. BAIAA default

BT ERCENFSHERINASIE
o

NFS#F mixed Ml unix L&
o FMAEN unixo

SANEIM B EIFX M RAIE,
NS ext4

BEANDEHRE. 2IAHN none;
snapshot-only & FONTAP
9.5 SVM-DRZ AINECE

Nl

false

true

777

true

default

unix

xfs

none

o ontap-nas Ml ontap-san RENFEF = HE " Docker&EB|ZE—1ONTAP FlexVol, WFENEET S,

ONTAP 52%%#F 1000 1 FlexVol , TEMRZSF 12,

000 1 FlexVol » #NREMIDockerEER T LR

#ll. MZER ontap-nas AT FlexVolfgfft 7 EHfINAE. BIaIDockerEHIERIBM72fE. RIMtKENiZFEE

ENASHRIR TS 2o

YR FrFEBIDockerE #1812 FlexVol FREIFTEERMBIENE. 15%EHF ontap-nas-economy & ontap-san-
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economy IXENIERF-

o ontap-nas-economy RIFEFEE— N ENEIERNONTAP &t DockerE B E /9FlexVol qtree, gtree
Y BeENiESTIt, BIMEETRxZAY E 100, 000 1, BMEHRZAYE2, 400, 00014, BE
LINEERREIFE M, o ontap-nas-economy JRaiZEFEAZHDocker&EHIE IRIRE 52 [E,

@ o ontap-nas-economy H#I. Docker SwarmAZiFIRopiz. EHNSwarmA =B Z N1 Rk
HE6IE,

o ontap-san-economy REIEFEE—HENEIERFlexVolfapFIHZ R DockerE I Z /IONTAP
LUN, X1, 81 FlexVol IARXEF— LUN , FETBIL SAN TIEAFIREEGFHInIY Bt RIEFME
[EHIRIRE, ONTAP S NEERZ X 16384 N LUN, HFEHETEM LUN , EItbIbIREhF2F 235 Docker
LR ERE b,

%% ontap-nas-flexgroup RipizFr. AFHHTUHRSIENE. ZERAUT BEIGEHHZ MG
BIPBSEMEl, FlexGroup FY—LEIBABFRFIEIE AI/ML/DL , KEIEF DM, NEWE, RNEH, XHEEFEHES
ficE FlexGroup &8, Trident 2fEA A4 SVM HIFRFEER S, Trident Y FlexGroup TR B EFE LT
BIN:

* % ONTAP 9.2 S{E SRS,

* BEXSHESE, FlexGroup {3Z#f NFSv3 .

* B SVM B H 64 il NFSv3 #RIRFT.

* BiWMER/\ FlexGroup A\ 100 GB o

* FlexGroup EAZF &,

BXRIERATF FlexGroup B9 FlexGroup fITEHEHMEE, BB " ( NetApp FlexGroup Em{ELEA L HEE
Y "o

EER—IMERIRESRINEMAIIET B, ErILUE1T% MDocker& LB, HHF—MEM ontap-nas
B—MGERER ontap-nas-economyo

ONTAP ECE XX 4RI

#9* NFS/=ffl ontap-nas JR&hiZRE*
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"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"defaults": {

"size": "10G",

"spaceReserve": "none",

"exportPolicy": "default"

#9* NFS/=ffl ontap-nas-flexgroup JRapizfE*

"version": 1,
"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {

"size": "100G",

"spaceReserve": "none",

"exportPolicy": "default"

#9* NFS/~f§l ontap-nas-economy REhFZHE*
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"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"datalLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

#Y* iISCSI/~ff] ontap-san REhFERE*

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

#* NFS/~f§l ontap-san-economy REhFEF*

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"

Element Zi {4 E
MRT2REEEZIN, EEA Element 8 ( NetApp HCI/SolidFire ) BY, i&B] LA X LA,
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1PEI0 Description T 5

Endpoint \https: <login><element-version>  https://admin:admin@192.168.160.
. <password>@<mvip>/json- 3/json-rpc/8.0
rpC/RPC
SVIP iSCSI IP #ititAER O 10.0.0.7 : 3260
TenantName E{EAM SolidFireF AP (J1R*KX  docker
HE, MEE)
InitiatorIFace ¥ iSCSI MEMRFINIEEIARZORN  default
, JAEEZO
Types QoS 3B BEERLLTRA
LegacyNamePrefix FAEEH Trident REMFILR. MR netappdvp-

ERNE1.3.22 iR
BMTridentH R MEERITHEK. N
EEGE I EARE )@ volume-
name3 E£ME5THYIB S,

o solidfire-san RohfEREAZHFDocker Swarm,

Element 24L& X4 Rl
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"version": 1,
"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000

"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000

"Type": "Gold",

"Qos": |
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

B &0 )& PR
BHA XA Astra Trident 5 Docker £5& 5B KB ANAZIA RIS B

¥ Trident Docker &4+ M IBhAALE] 20.10 XESHRASSHARKK, HEFEE
TR e B R iR

ImES ARIRER
1. 2R
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docker plugin disable -f netapp:latest

2. MBRIERM

docker plugin rm -f netapp:latest

3. B RMESMNIEH EM TR config B

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant
-—all-permissions config=config.json

SRMIKELNEDN 2 NFRo

@ XE Docker EFIHHIRTl, BPIHESBENFRBIRMERE Windows B1R, "EE IR
25773",

gzo%ker Swarm HE LT HEFELE Astra Trident EE N ZEMIRTHIEFAH S P HEHIEH

* Docker Swarm BFiffAERFFMIEE ID ENEE—EIRRRT.
* HiEREFRLZEEF Swarm £BFHNEN T S,

* EiffF (8¥E Astra Trident ) #4717 Swarm E£8HPHENTH R EIHITIETT,
HFONTAP M ITEARXFAS I ontap-nas # ontap-san REPIEFIEEIETT. BENEFEH—EER
EXLERHI T IE1TRIIRGIIEF,

HARWEHIEF A Re R EENF BB RFRENTE, XERAAIEZFENEMEREERES, MEFHRH
By WX "; 5190, Element BE—TUNRE, AIFEEBHERIRIE, B ID RE.

NetApp B[7 Docker FIPAfR iR i%, (BB EMTREREIREHKATLURA.

R ERCE FlexGroup , MTEFE - FlexGroup EE— X ZMN5EEER FlexGroup
MEINEEEY, ONTAP A=ECE S 1 FlexGroup .
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Ex{ESSERFIZEIN
ZRE
7EZBZE Astra Trident BY, JEER AN HAVIE I

MEINERAmRTIE

"R TE ERARNEEFRZEEMERRS, RRBREZNER, fli, — iR =TEH PVC FEEMNS—
MNenBTE)HEH, Astra Trident /9 Kubernetes B HIFIE MR Tialieft PV FIR, MMABEGRANE
BIARSS MK o

Itk5h, 3518) Trident POD RIREREAF AR IF IR FHEASKZTIEN HEMBURES. BESUHRYBEFAFNE
BN AR TEIAIR Trident RE X5 Pod A&

fi& FRBC &I SC Bl PRl SR R (i H %

Kubernetes EBMININAE, XLEINRELEG[EAG, FIHRH—MINAEIR RRINEIRIRGIN BIEFRHE M. -
"THELELG" EEEREBES R TR ESLHER /A EMN RITHCHFEREI LU E TFERAR
fillo LS, fER SEEIRG" HWRTEE PVC B KRB AAEERRF 281, ZIEKRENLTFR/NMENSERETEER.

XEEZRBBRTEENY, XERES T HRERMUEXTEHRFRERNE BXiER, B2 "IN
el % FBECER"

FhEicE

NetApp/ = m & PHNENMAET S EEBREFNIIE. TIENARFERRLIERERE
b EBREEMPR =,
FaR

Trident B]J5 ONTAP # Element £&#H, XB— 1M FALLB— 1 FEEESFENAERNZSE, BE, £
ERTEN, NEENAREFSEERHMNER,

EMERERAERMNNENRERFENELARELR, 3E, BHAUZSERNAREFRESLR WRE)
5ials, FiEEM PVCIRBEAEAR, WEAMKENBREFLLEE.

ONTAP #1 Cloud Volumes ONTAP SR{E5%

TR Trident BEZE ONTAP #1 Cloud Volumes ONTAP BISR{ESL %,

TR ENB R TEREHEE ONTAP BEN, REFUITIENES LA Trident ISEENS. NEEHIT
EENABREZIFERRER M,

{EFRE T Trident B SVM

Storage Virtual Machine (SVM ) TJ7E ONTAP &4 LR 2 EILIREMEERE. @3 SVM £/ F
NRER, RIUEIRFNGR A & SE R PR HI R #E.
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EdSMAEEE SVM ©

s ERIRECE PR EERBIEEOUNENIERE, FHIEE SVM &FF,
* {£F3 ONTAP ZAEIESHHLITHRE N SVM SIEZEREEEO,
* 5 NFS RO = EE/AE,

AESMIBERT, #EOMMNALIT DNS &, ECE Trident BYN{EA DNS B, XEBTFENERMEZS I RERIF
SRR E R EME TS, F190 SVM-DR o

7 SVM BRETAER LIF IHEEIE LIF Z 8B EaRF, B2, BNRERERMNELZEERSEIERNGE
—, TieWfal, EIE LIF iZrJi@:d DNS i518], USLIMHEAMRIEM "SVM-DR" 5 Trident £& .

REIRAEEK

ONTAP FERAEERAEL, BAEEUATIREREFEHTFE. 152 "NetApp Hardware Universe" LA
ONTAP HaEHIRS. HEITHARE, EEEREARANE Trident LK, MBESMFABEE#HIEREK,

Trident®y ontap-nas # ontap-san RapFEF A LIRS MKubernetesi K A M E(PV)EBE—1

FlexVolume, o ontap-nas-economy REIFZEFEANEF2001PVEIERALI— 1 FlexVolume (RJ7E50%F]300 j8]
fid&E). o ontap-san-economy JREIIERF KL NE100NPIVEIE—FlexVolume (RJTE50FI200Z [B]ECE ).
ERFLE Trident SEEF#ASKLNFMERRS, B3 SYVM KBRS, Sl UMBLSITHRITIIRE:

vserver modify -vserver <svm name> -max-volumes <num of volumes>

HY{E max-volumes RIBEHNIFRIFEN S FHMBERRE:

* ONTAP £ HENHE
* FHEBTE Trident 29N EMN BEFEBENEE
* Kubernetes [ FATE R F0HA b ARV K A 4 E2K

o max-volumes {ERTEONTAP £EBFHFIET R LEEENSEH. MARERTONTAP TR LEENSE
o Alt, ERLEFRT, ONTAP E£E T RFECER Trident HRIEITE S F 50 FHEMT <o

Blgn, — AT = ONTAP B &R Z A LIFEE 2000 4 FlexVolume » FHRABEISEN 1250 MFIFE S,
B, MRAR "BE" N— I HRNEE SVM ,, BN —INROENRETERE (BId, BFFE) , N
BT TRBEMAFRE Trident BREEHN BT, XEWRE. AJRESEZANATIZT RBVERE max-volumes 1A

MBS, FEBEERIZT R Tridentfl EMEIR(E, * BB HEEEHPE I T RNRE DS
Trident EAAY SVM B EXMIE R, *

FR] Trident BIEMERRAK
E N Tridentr] LISIENERRERAK/. BFEH linitvolumeSize HAIBE backend. json X,

BRT T HITEERES ERE R NZIN, EIERFF Kubernetes IhaE,

BC & Trident LAfEA Y CHAP
B UERIRE X HIEE CHAP BahiEF U BirBA PR 2M%EES, H7E SVM L2 A Trident CHAP . {8
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useCHAP ZHERIHECER. TridentfEFACHAPXTONTAP [GinHiSCSIERZ#HT1TH A,

SIEHEHE SVM QoS FE

FANATF SVM B9 ONTAP QoS K&, R Trident EEERIERIERAY IOPS $i&, XABFILM "fHiEie s
FR" HITHEIRBARES, UEEHARSFM Trident SVM LUIMNI TES o

SR LLE LN BN SVM 63 QoS HRlg, BXRAMRNEE, 52 IIERTEMN ONTAP MRS, L
TREPEEIZE— QoS FE&, 35 SVM BJHRE I0PS BREIZ 5000

# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# 1if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>

Ite5h, WNRIEBY ONTAP A S H5ItbINAE, MIAILAE FRERKIR QoS RFRIEAFBU I FRHNELE, BiEN
QoS 5 SVM &5REEAR A

LTRTAF[UIIEAE IOPS RERRTIFZHH. HPEHE:

* EREEMEFINEMTERE, MRFHES Kubernetes SBLXMEMTERE, NSRRI AEERR
, MUBRXETERABEAZBINZEIRFIRME.

* BREPTTHNFTEATERH. (R I0PS EXBREN T ELHRKERREFREZIT, N QoS REERAEFHH
A RIKLE,

BESIEE, £ SYM EFIDECH QoS SREEEFHECEER| SVM NFMEEHZER— IOPS i, NR—1EVE

ARUNARERFR I0PS BXRKE, NAlsamhHEMERETERHNIE ST RNNARERF. NREXMER
, BRIREFREZEERIMNIBMLRDEETER QoS K&,

(D) 0% ONTAP KRS TF 0.8, MU QoS HIASELA SYM ™ R~

73 Trident €172 QoS ZRE&LH

RE/RE (QoS) AMRXBIENBIMEFASRFHAIIEAZHMPESR. ONTAP QoS KA HEIRE QoS
T, FHERFPEBA—IIZ NI TEAHEXFTE LR, BX QoS WiFHAEE, E2 N "Ed QoS RIEHE
HE",

BRI AT R im s E & IS E QoS KR8, XLERARN AT Z I EmeIENE &,

ONTAP BfFZEEYA) QoS HRB&4H : FHEMBEN, FHAERMKAL IOPS AREMRHEENEAR (BHENDN) &
M2, BiEN QoS 2REILFAHANNEST BERE, HEIFEHRHEAXNREZTHIEEF IOPS 5 TBSGB
BEtLE, MREEEARNIEREERERMT I IEAE, NWXEHEREZME,

Bl QoS KRBT, BEEELLTEI:

* fEWIRE gosPolicy WIN defaults [GIRECERIR, 1BEIUATRIRECERG):
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version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg

* BREZNSITENARRBYA, UESIEHRERBARENBIELE, FHFHERBA,

BX QoS RISAMEMIEE, 15EM "ONTAP 9.8 QoS <"

SIEREATRHIAIRGN Kubernetes EBR R

FREIXT Trident BIEEAY NFS %40 iSCSI LUN 891582 Kubernetes EPEZ 2R RRIEBAMER D, XA LS
LERETF Kubernetes £E8¥HIEH 1501 EH AT sER IMEEIE,

BSH T R R TEE Kubernetes FEIRRNZEIANR, RIKE—SI=TRFHNRRIURLE, EEEHNZE, &
BEaRTEEE, XEKE, BIfEPVE2REMNR, BEHEE PVC B, Ef1R8ERR—&=EHHY Pod
el * BSRRERGRTEEEEIRM DR *

RZHARTE Kubernetes IIEHREIELR 2 A EMNEERERE, BEFHHZRLUAREHEIENERERAT
AENFME, "RTE SEMEXMERENHRE, B, FE—TFI%: HIER.

BNRNARZIEETHABLLEEBRES ENEHINREIELE. RINERT, XERTAIWKIELR, Fitis
HRERZALLINEE "POD T2 5",

IFFEEM Kubernetes HISMEENIFRNE, NRAZHAHNEEREFE, HFHEERSIANPV, MARH
Trident B2, XA LRI BT Kubernetes FIMBEN M EZ BEABFEALLER, 7 SHERILEFES, It
G, BAIUNEEENSHER, UEM Kubernetes 58571 m A Kubernetes 585 LASMY B FRARSS 281715

ials

XTFEATRAEMRET R (FI200penshift) S E T AT XIA A N ARFIT RRHE. NERRMIFHR

Bt —H RN EFRERIRNIAE. HPEEANHERXLEAMBRETI RRIARSS (F140 OpenShift #EtrFIAEIER
ARS3) AKBRE EI AR R T m BT AR A2 02 B ERER
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ERETASHER

EBNBRENEIHSBE— TN FHER, ZRBXAIFAR Kubernetes EB N T =, (\2707] LUBTHEIEFME
BESHEREKE ({151, } BEXFHAI, Trident KFRHIFEEIELS Kubernetes S£EF T R BERIIAIR], FiE
73 BRI / B

HE, BHAIUFEESHER, HERA— I HZNSHEANKIAFTILERE, XLESEHMNBTFLESI TS
JHIEERK:

* M vserver export-policy create AT RIESHIREEEIONTAP s THREN D,

s FARRSHERERIMNIMN vserver export-policy rule create ONTAP S 1THREM D,
B ETXESS, ErLRFIHL Kubernetes T3 = 8] LAIAIRIEHE,
2 showmount BFNAEFSVM
o showmount B INEE. NFSEF KA U MSVME IR ANFSEHFIFR, ZBEEIKubernetesEEEERIPODA] L
FHEITRREER shownount -e XWEIBLIFHITHSHIBZW AT AEHTIR. SEFEETNARMNER, BAXEK
BHASENME S, BEEHEISIRERNVENEE, AT REENMEFEEE NFS &,

BN E2H showmount EHASVMAERIBIONTAP s ${TREG S

vserver nfs modify -vserver <svm name> -showmount disabled

SolidFire sx{E5LE%
TR Trident ECE& SolidFire ZERNR{EL,

BlZ SolidFire Tk~
1 SolidFire t(KP#RR—IM—HNERES, FEKRECH—HRISEFEMIIEMNY ( Challenge-

Handshake Authentication Protocol , CHAP ) &iE. &ErILUERAM P ZFRFMEX CHAP gD &@id &k a2
HRIDEAKF NS, — MKPRZEIUSEE 2, 000 MNE, BE—1NERERTF—IIK .

87 QoS &
NMBEBEHREFEINAT S INENIRENIRSHREIRE, 15 SolidFire fRSFHEE (QoS) H.

TR LUREIRE QoS B, BIRE=IMHEEMNSHRENX QoS , AJLUHERENERNIERE: &/IVIOPS, &
K IOPS f1R& I0PS ,

AT ZE 4 KB SRA/NR A BERR/)Y, BRAMIRAK IOPS fHo

IOPSZ&#{ EX &/)\walue ZAE =AXE (4KB)
=/)\ IOPS LEHMRERELRS, S0 50 15000
5K IOPS HRERSEBITULR 50 15000 200,000

o
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IOPS&#{ EX &/]walue INE =AE (4KB)

=% IOPS EREREREER TR 50 15000 200,000
HFHmA IOPS 6

@ RARK IOPS 1% IOPS BJIRE =L 200, 000 , BENLIRRAMERERERBE R
BT RERERIRS,

RANHH B BTN IOPS &, MEERA/NIIEM, RASKHREEMEILIBERARK/NIENRI. B
ATHENEN, RAEEEBEEIN IOPS HEHZEL, ESN "SolidFire fRSHE" BX QoS MMEERTIFR(E

(a3 Yel

SolidFire B{3IE

Element 32 MM S HI0IEF 7% CHAP MELIEAE (VAG) o CHAP fEf CHAP thilm/aimx ENEITS
P, HipeBiEHIN EECERERIGE. NetApp BINER CHAP #1TBMHRIE, HAECEER, HEKE
BRI,

@ BA1ERE CS| ELBREFM Trident XA CHAP S17501E, VAG REETE(ZHRRVIE CSI 121(F
R TER.

QEETFIKFAVIFIEEHIZ X8 CHAP B I10IE (RIERMEFERNBIRERF) o WREM CHAP #1758
I0IE, MBI AR LT B[E CHAP FIXX[E CHAP . BE CHAP /A SolidFire P & BEhiEF %=
PN ERHEHTEMIUIE. WA CHAP EHARMERRENEZ NG E, RAEREIIKF 2B ENIE
FERNENEITHMEIE, ARENEIKA RV BAREANEHITE M.

B2, NRTEER CHAP BEE[EMA VAG , BtIEIFRAFEENEEFEMERIZILSRAE, HFmELE
BILARE 1QN B AT LUERSAER CHAP B910iEihRATHNE NS, MR iSCS| BhiEFi & HER
CHAP B1I63E, NSFERETFIKA AR, R iSCS|I Brhi2FERECE NIER CHAP SHIIE, M&fE
FR&ifRAAEE S,

MFEREZER
TEFIHT —LeRERBEHR, 3R NetApp &' S F RIS

* ONTAP *

* "NFS SR{ESLERANSTAEIER"

* " ( SAN EiEfER) " (WTFiscCsl)
* "&MF RHEL 19 iSCS| tRiRFCE"

* Element 3§ *

* "B2EIiEAF Linux B9 SolidFire"

* NetApp HCI *

* "NetApp HCI ZRERITREZH"

* "jf5i8) NetApp ZBE3|Z"

* MARERRELRER
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"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. {3 ... parameters.selector FRALUKSIIZEE X Fi#t, Hu0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: netapp.io/trident
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. BIE— 1M EELUKSEIEZIENZH, .

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A

luks-passphrase: secretA
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PR
LUKSHIZ RIS TTEFIFONTAP &8 #iEm BRI SR E4E1N6E.

AFSALUKSEHNFiRECE

B2 ALUKSE. HIIRE luksEncryption to(true fE/Gife o luksEncryption OptionA] SRIAER #
H=IREER R BT ELUKS (true)HARFELUKS (false). SALTRABIFRR.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

WIRLUKSZIE5T1E
ER] LUCRLUKSZ IS FZEH i IA R i,

(D BSICREEE. FIEEHIMERE. REBIZATESIBE. MRFIBNBEREER. &
AT EEHILE. FRBIERREMEBRESET AR,

XFIAES
NREIEMBLUKSZEIFZIEGCIR THHEBHIPOD. NMEAELUKSEDE BRI, CIZMIIPodEY. Astra
Trident= 1% LRILUKSZRIFEE S B AP RE RN BIDEIEH T,

* NRE EHNEEEES BAPNENRZDRER L. NSXERH],

* NRE_LWRILIZIES TP ECHRIBITELE. MEER previous-luks-passphrase SEIGHEZ

o

T
1. 7N node-publish-secret-name # node-publish-secret-namespace StorageClassZ#, i
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apiVersion:

kind:

StorageClass

metadata:

name:

provisioner:

parameters:

csi-san

storage.k8s.io/vl1

csi.trident.netapp.io

trident.netapp.io/backendType: "ontap-san"

csi.
csi.
csi.

csi.

storage
storage
storage
storage

.k8s.
.k8s.

.k8s

io/node-stage-secret—-name: luks
io/node-stage-secret-namespace: S${pvc.namespace}

.1o0/node-publish-secret-name: luks
.k8s.

io/node-publish-secret-namespace: ${pvc.namespace}

2. ESSIRE LRI B BEIE,

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EMBHLUKSEALIEE MEIEFZIEM £

BIDFEIE, R previous-luke-passphrase-name #

previous-luks-passphrase ILAZ_ E—NHIEETIE,

apiVersion:

kind:

Secret

metadata:

name:

stringData:

vl

luks-pvcl

luks-passphrase—-name: B

luks-passphrase:

secretB

previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. BIE—RRHENPOD, XERBMEERPTHEN,

o. WIFEIEIER S BRI,
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Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

=

R EMIRIE_LIREIFEGEER . 4 SRIRELEEE,

(D NERIREIHNZLETIE. 190 luksPassphraseNames: ["B", "A"]. #HHATE, &r1LL
i & FrPODLIZE I TR H 1,

ERET R
TR TELUKSIIZENE LB RS B

p

1. BH cSINodeExpandSecret DHBEI J(MIhR1.2500 L), 1EBM "Kubernetes 1.25: f& AN #1T RIK
HEICSIET B" TIFHER.

2. N node-expand-secret-name #ll node-expand-secret-namespace StorageClass&#f, flal:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: netapp.io/trident

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

ZR
BEhEXAFHEY AT, kubelet= SN H R ELWEZF.
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Astra Trident WA ZfE[GimE1E?

Astra Trident 23 FiREIBZ(# 9 Kubernetes Secretes o
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Astra Trident d0{AIERIFE fGim?

MREEEREREEBohNENLEESENH. WEER storagePools
additionalStoragePools SHATXEFE—HIFERIM,

SNEH 1R Astra Trident A2 MK EGIRECE?
o excludeStoragePools B AT ikAstra TridentERFECER—AH . FIGMIFRITERIE(RI A,

MREFEZMEREENEY, N Astra Trident MIAEREFERANGIR?

NREE T ZMEREENEIR. NAstra Trident=ARIBRISEAFENN/GE StorageClass ll
PersistentVolumeClaimo HI0. INRFIEZMontap-NASIEKEHFZEFEGim. MAstra Tridents =1 ILEZHRY
2¥ StorageClass #l PersistentVolumeClaim AESHIE/GIR. PIAHETTIHAEXK StorageClass

M PersistentVolumeClaimo MAREZNEIHSIHEKLE, N Astra Trident ZFENME R —NEiHPHTT
prit

Astra Trident 275 $F Element 5% SolidFire FJX[@ CHAP ?

=i

Astra Trident 31{A/7f ONTAP % _LEBE qtree ? —NERLUEBEZ /D gtree ?
o ontap-nas-economy XEHFERAITEE—""FlexVol 832 %1X200 N qtree (AJECE /950%1300). H LT
HEIE100. 000 hgtree. FNEEFEIE2.4 MM gtree, BINFTHY PersistentVolumeClaim XEHLEFFERIK

IEFRHIREN. ZEEFSEER S EFEI AFMMgtreelR MRS HIFIexVol, MNRARTZEER A gtree 12
RSV FlexVol , MI=BIE—1HBY FlexVol o

90171 /97Z ONTAP NAS LECEMEIZE Unix fXFR?
el OB TE R E X XM IG ESHCRAT Astra Trident EEEMIEIZE Unix AR,

WNAIEEC B AL E—4H E 1 ONTAP NFS #EH)%EI?

FRINBERT, Astra Trident A=A Kubernetes FHEFHIETIZE AEMI{E. ETE Kubernetes TZiEXHIETEE
ORI, 1BIRBAERGIHITIRIE ",

MR ENERENISE FHRIK?
EAVHENHNENIFINS. EER exportPolicy FMENXXHHREENSH,

YN{A]{&EF3 ONTAP i&:1d Astra Trident & B & N1%3?

&) LUMERRIRE X XA RINNZSETE Trident BERNS LIZENE, BXFEHAEE. 1BSM: "Astra Trident
MN{ASNVENMNAEER &ER"

1@1d Astra Trident 7 ONTAP 325 QoS R{EA R EMHA?

fEF ... StorageClasses AONTAP HEQo0S,
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N{eE@ T Astra Trident 18 EfEBECE X EECE?

ONTAP IRopiEFr 2 HE M EECE. ONTAP RS EVANEERE, IRFEERE. NNERERIHENX
X145 StorageClass, WREIEIE 7TiXME. StorageClass fifte 7 ONTAP BBEUTHE:

1. 7B storageClass. &E provisioningType B4 Mthicks
2. EEIHENXNXHFR., BHIREBHES backend spaceReserve parameter ERE,

WA RENER MR T PVC B RS MIBRFRERRE?
MAERZS 1.10 FF84, Kubernetes £BEIER PVC R,

AT LY FBH Astra Trident €8 NFS PVC ?

B8, ALY B Astra Trident 8328 PVC , 1532, EEMNEKE—IN ONTAP IhgE, &R T Trident

REEUEELT SnapMirror #IERIF (DP) SRR FANE?
NRINEREL T DP RINEHIN, MESABERK. EXWEILLTHIRHES !

Error: could not import volume: volume import failed to get size of
volume: volume <name> was not found (400 Bad Request) command terminated
with exit code 1.

Make sure to remove the DP mode or put the volume online before importing
the volume.

ISR IRECENS% /9 NetApp 852

O E NetApp FiEEER=E, Kubernetes IFERBEECEIFNICIEA. 2 NetApp FEHTFARERNEMIL LT
Kubernetes ECERIS BB, Astra Trident 22iXA0E, (B H 5,

SEFTLUER Astra Trident SR &1REE?

&M, Astra Trident ZFFMIREBEIZIRFESREBIKALS. BEMREBEIZEPV. EHfR
VolumeSnapshotDataSource ERBHINEEI o

HRLE IR EHFE T 245 Astra Trident &IRER?

BEaE. HINNREEFRES ontap-nas, ontap-nas-flexgroup, ontap-san, ontap-san-
economy, solidfire-san, gcp-cvs, #l azure-netapp-files [GimIKEIIERFo

WA A9K 8 ONTAP HJ Astra Trident A& &6 2 IRBEZH?

(At
ARY

It IHBERT MIRTF ontap-nas, ontap-san, # ontap-nas-flexgroup RENTEF. EWRILIIETE
snapshotPolicy . ontap-san-economy FlexVol kAIAIIRENFER

WA UE EEEBILER ontap-nas-economy IREhiZEF. {B7EFlexVol KFIKIE £, MATEqtreeRBIMIE Lo
E A XtAstra Tridentid B RV ERVIREBINEE. 151§ BEbackend B3£I snapshotPolicy FIONTAP [GisE XY
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FRERIRIRRES, Astra Trident ToAIRBITF B H 2 QBRI EAIRER,

BEALAET Astra Trident ELERNEIRERETE R DLL?

AL, ERILUETISERMZFEB DL ETIE. LUEET Astra Trident?Zfi&Snapshot&| 2
snapshotReserve B, MR BAIE snapshotPolicy M snapshotReserve TEGIHENX XA, [REETFH
BAEDLLEIBIEIKER snapshotReserve fGimXHFPIERMNE D, IR snapshotReserve KigME S

EbEh. FRINERT. ONTAP KRB B DLLIRE 5. 1R snapshotPolicy EHIZE AInone. {RERTH
BB DIRE N0,

BE A UERRESREE RMEFH?
AILA. R LUBE IR E KRl Tridentfc B 9% _ERYSnapshotE R snapshotDir [FIRE X XGHHSE

AT LUET Astra Trident J#%1& 8 SnapMirror ?
kD]

T, WZER ONTAP a<${TRMEEL OnCommand R EIEERTEIMIFIEE SnapMirror o

WENE K A BR R EHEE ONTAP [REB?

EEELRE] ONTAP IR, BEHITUTEE:
1. EEEEFERKAMENNATER POD,
2. 5&5d ONTAP 5 $17REE OnCommand R E ISR R FIFTERIRE,
3. ERNAERF POD,

TridentEE A UERE T HHEZREHWSVM LEEES?

A LABINFSIRIEHIERN SVMIIRE IR A BHZRE. ONTAP BRI TridentZHNEEHAHHLZR
Bo XFAIRERSEEHEHIDR, EATdentBIBZZMEM. EEEEBURTONTAP B HEZRE,
AKX DB NER | HPHFERERBER?

Kubernetes SR FERR BB REAFMER, B2, EAILUER Kubemnetes @I ERE MR TEIBFMEEIR

ECERIRFI G an & T RIAVR EFMERAER, BEAKNESnRTEMFEFMETAR, BRZFMEENEIRE
BIREN 0,

BSPEHEPR
FEF L AMR AT HERR R AR Astra Trident BYATAEERIROIFIEL

MR HR

* YNRTrident Pod T A IEEBoh(BIa0. ZTrident PodR7EHEY) ContainerCreating MEXPRIFLE RS
FMN). IETEIETT kubectl -n trident describe deployment trident #l kubectl -n
trident describe pod trident--** AJLURHEZ AR, IKEkubeletBE(HII0. @F journalctl
-xeu kubelet)RER,

* NBTridentBEFHEEFRE. EalUEIHiBEIEER A TridentE BIEIRIETR -a RIEEMNREIXETIRC
Hinstall &£k,
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RIE. FERPIAEIZREEI . /tridentctl logs -n trident F#EZE level=debug msg EHEH,
FEiR{ER—c &

kubectl patch torc trident -n <namespace> --type=merge -p
'{"spec":{"debug":true}}'

IRE BB ThFRA Trident Pod , XEIRERZE LA FHRVETE], 0] LB YR Z2 45 H A RV BRPR " 51K 4G
EILIER kubectl get pod -n tridento

FtFAstra Trident 20.07#020.10. &M tprov A& torco
8 Helm —ifc 23t

helm upgrade <name> trident-operator-21.07.l1-custom.tgz --set
tridentDebug=true’

{58 tridentctl 223

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

s e LB BERIREENRIHNIAIRXBE debugTraceFlags EEWREXH. Flal. BEiF
debugTraceFlags: {“api”:true, “method”:true,} ETridentHEFKENAPIRARBI G 1B
BRIHEALUESA debugTraceFlags EACE tridentctl backend updateo

* {EFRedHat CoreOSHEY. iEMFHMITIIRIE iscsid ELET S EBERAHEIABEN, A1LMER OpenShift
MachineConfigs S¢ &L R AR R SE R tb 181

* fEF Trident BIAJRERIBEIN—DNER I\ﬂﬂﬁ "Azure NetApp Files" #AFFE P mZEERBINER IR BTE
. BX Trident EXRAISEEEFIER, 1B I "Azure NetApp Files" Configuration

* MRERPVIEHEIRSIBNHINRE. BHRFEXEE rpcbind B%4 HIET_L__?‘_IO B ENIRER A PRFRIER
HEEEBIHNERS rpcbind IETFIETT. ZBAIUKRENIKRS rpcbind BB TIREARS systemctl
status rpcbind SEFMIN,

* TridentFIRIREEMTH failed State REZBIEHITHIRIE. (EulgeRHTEN T 5EIHXE
FISVM/adminE ?Eﬁ'ﬁ«—_rﬁﬁﬂﬁo FREHEIRIEE tridentctl update backend B&E. FF Trident POD
BEE tinmiER

* NRIERBBEITILETridentBHiBEINPR A, BN FEALETrident --in cluster=false Mi&o X
SFERALREREFPOD. FHAlEFEEHIANRA) trident-installer FAF,

* £ uninstall parameter <Uninstalling Trident> BFEEITEAMEHITEE, NG ;R-F;
Z A= MIBR Trident €I38Y CRD , FEILLEMFEEETEIZTHEHESR, WAIURSMEHHERZR

° tD%EF%Q&EUEHHHﬁZKE’J:i#‘aéulb‘ﬁb\ 154EI51T tridentctl uninstall BFMIB&Tridenttd <, T
FREERY "Trident k2" HEAZEE tridentctl install W<

* BMRER. ARPVCREF Pending BEL. IBE1T kubectl describe pvc AJLURMHENMER . %
BATrident AT & A LLPVCECEPV,
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ERIRIERXTRAINRT Trident TPEHFHITHIZHERR

WNRERIRIERILE Trident. MABPIKZS TridentOrchestrator B H Installingto Installedo SR
TEMRE| Failed KA. HERERLEBITME. BNETTUTHTRIOETRERNAS:

tridentctl logs -1 trident-operator

ERER trident 12(FER R A E DI Re e MIRIEFATE. BIa0, Hp—Na@HiR e gERT/E MIETT RIFRIIF IR
By B AR PIREN PR R RV A 23R K

BTRATLARERNIRE (151, } & {\f151, }

uaaigTrldentOrchestratOIkam

kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPVG6G:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'
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LtEEEIRRIEFEIE TridentOrchestrator

T %% Trident, FASEMKubbernetesfEaf R &k
MRE— (1510 } BERPTHRERERSERN {\f151, }
HE—1EDEYE] TridentOrchestrator AILA

ellf=.

IE5h, YER Trident Pod BPIRSBE A LB R B RS A EH.

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-csi-4p5kg 1/2 ImagePullBackOff 0
5ml18s

trident-csi-6f45bfd8b6-virkw 4/5 ImagePullBackOff 0
5ml9s

trident-csi-9g5xc 1/2 ImagePullBackOff 0
5ml8s

trident-csi-9v95z 1/2 ImagePullBackOff 0
5ml18s

trident-operator-766f7b8658-1dzsv 1/1 Running 0
8ml7s

TR LU BB FIPod T AT 2 WA
EARER—PHZS DB ER

BRI, VYR8 TridentOrchestrator CR.
HE. ST LURIER TridentOrchestrator, AGEIEMEY
Heh— P ENXZ S ER B ERTIR.

RN RN TridentZEB H I THEHFR tridentctl
ATEEHELRI T H4R@. B UERERBITRERR -d 28, BFTAAERFHERE T i@
7=

./tridentctl install -n trident -d

foRmEE. A LURIN TR BIERE. JAJRIEYT tridentctl install 83%:
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./tridentctl

INFO
INFO
INFO
INFO
INFO
INFO

Deleted
Deleted
Deleted
Deleted
Removed
Trident

uninstall -n trident

Trident
cluster
cluster
service
Trident

deployment.

role binding.

role.

account.

user from security context constraint.

uninstallation succeeded.

<=2 MiRAsta TrandentfICRD
A L SE 2 BRAsta Dent AR FRrE IZBICRDFI X BRI B E X & B

O

MARTETERCE, MRIECEELHTEAsta=InRE. SNNEMHITIHIZE. BEEAHERCRDAY
15/% FEIEAstra Dent. 1B& I "EHIZ Astra Trident"s

Trident TER
EH# Asta DandentHEADandentiEF 22 WIPRCRD:

kubectl patch torc <trident-orchestrator-name> --type=merge -p

"{"spec":{"wipeout":["crds"],"uninstall":true}}"

£fe

B{EAHemiElAsta DentH T2 MIFRCRD. EHITLATRE:

kubectl patch torc trident --type=merge -p

"{"spec":{"wipeout":["crds"],"uninstall":true}}"

<code>tridentcti</code>
EfEFAENEAsta Denti55E2MIBRCRD tridentctl

tridentctl obliviate crd

< FF

NetApp A Z i Ak FiAsta=if. SXRIFRRMH 2% 2R BB FHtT. FIUNX1IRZE(KB)

XEMRHRE,
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Astra=lxz1F4E i HA

Asta =N BERIB IR HARASIRIE SRS IFRE o EB M "NetApp R FhR A SZHE X

e

Asta=TRARRME %z B2 12N AN L E 2%
ZHBER

Asta=# AR B &2 BEL135124 1B IR HERE#.
EEIFES:

Astra DridentX 15 B & i Z HiE28925% 36 H AR Ao
version FEEXHE XEFBR SLEuZE
"23.07" 2024478 2025%78 2026£78
"23.04." 2024441 2025541 2026544
"23.01." 2024415 202515 20264F1H
"22.10." 2023108 2024%10H 20255108
"22.07." — 2024%7H 2025%7H
99 04" _ 202444 2025548
"22.01." — 2024%18 2025518
"21.10." — 20234108 20244108
"21.07." — — 2024578
"21.04." — — 20244 4H
"21.01." — — 2024%18
"20.10." — — 2023£108

() 2ro7zmmkEs. EEmBRASLES,
BEISZHF

BXBEHFENTEIIR, 1520 "NetApp HIRE (FEER) " BERILUIKEIEXHIRS Astra 1HXHY
[AERER "Ik,
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X

Astra EBE— 1 HAZRAF (BifAstra=imHA A AR ARBERR AKX "REAH" s XE—MEFHMSE, |
MiRHBXMBEN—M#KNE, H5ERESHNETITITICHEXER,

NetAppR ARz HF

EIR1GH XAstra TridentBIEEB). 1B5FHAEIESIFE tridentctl logs -a -n trident FRELIEE
NetApp Support <Getting Help>o

BXRIFAER ...

* "Astra fHEE"
* "Astra Trident tH&"
e "Kubernetes Hub"

* "netapp.io"
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17546 Trident demonset Pod f£EFBBYETN I / RALE IR M i O

@ EREHE. AUERAESUERE/MEMERNIED --probe-port &, HSHBHARILIHOR
W R EREMHZ R,

Astra Trident REST API

[EBY "tridentctl s S 0L 5 Astra Trident REST APIXR B REE A, B URIE
EEHEFERARESTHA,.

Al fSEFAREST API
REST APIi& B F7£3EKubernetesBF E R {E i Astra TridentfE IR Zi#FIX NSRRI,

RNTIREZEM. FA1ER T Astra Trident REST API ZRINER T TEPodABRIETTE. {XPRFlocalhost, BEE
1T R, BEEIZE Astra Trident ~address B,

fEFAREST API
API N TERIBWIT:

GET

* GET <trident-address>/trident/vl/<object-type>. FIHIERMFIE XN R,

* GET <trident-address>/trident/vl/<object-type>/<object-name>. IRENEdE M RAVIFLH

2
E I%\O
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POST <trident-address>/trident/vl/<object-type>: BIEIEELXEMITR,
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- EENTORNOMKEE JSON . BRENMRLTMIE. HBNEEE: tridentctlhtmi[tridentetl &
ST,

* MRNREFE, WTAHSEMTR: RREMRIEXNR, MAAEEMNREEIGEIRERK.

DELETE

DELETE <trident-address>/trident/vl/<object-type>/<object-name>. MIFRE R EIR,

@ ’ﬁFﬁﬁ”ﬁ_JZT—?ﬁ% KRB MERFE, DIORMBRXLESE, BXFMAEE. EENEE
. tridentctl.html[tridentctl SR HIEIN],

BXRUEEARXEAPIRIRE. BEEIFR (-d)inE. BXRIFARER. BESHUEEE. tridentctl.html[tridentctl
[]E) V*Dﬁlﬁ]o

i TIRIN

Astra Trident 7 Trident RIZ4RHFIEFIRME T Z N6 D1TIEI, &) LA{E AR X Lt & cA &R
=,

HEIER
* -debug: BAFEREL,

* -loglevel <level>: IREHETEIEREKT(debug. info. warn. error. fal)o BAIAAI INFO,

Kubernetes

* -k8s pod: {FRILIETE -k8s api server LUSAKubernetesz#F, INRIZELLE, N Trident F{ER
HFfi/E POD K9 Kubernetes BRSS K F IEHEKEX R API FRS388, RE Y Trident 7E/A A T ARSIKFAHY
Kubernetes £8¥FR{E/9 POD i=1TEY, IthIHEEA B,

* -k8s_api server <insecure-address:insecure-port>: fEAILLIEINEY, -k8s _pod Y=
FKubernetessz 1%, ¥5EG, Trident S EMIRIEAR R LHIULFNNE EREE] Kubernetes API ARS3 38, X1¥
BILATE Pod Z5MEBE Trident ; BE, BIZH 5 AP REBNALLERE. EXLERE. 1BEMA7EPodH
EZBE Trident —-k8s_pod BN

* -k8s _config path <file>: #&; WIIEEKuUbeConfig X HHIERIE,

Docker
* —volume driver <name>: ;FffiDockerifif4EY{ERMIRTITZRF 2. BAIAN netappo
* -driver port <port-number>: {IFLLIRO. MARUNIXEEREF,
* -config <file>! #%FH; MIUETE EIHECEXHHIRRE,

REST

* —address <ip-or-host>: IEETridenttIRESTARS 2SR IFAYHINE, BRIAAT localhost » TEARMIEN] E
i H1E Kubernetes Pod HIE1TEY, JoiAM Pod MEFEZIAIR] REST #0. £/ ... ~address "" A
MPod IPH#IIEIFIRIRES T M,
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@ BILUE Trident REST #Z20EE AL 127.0.01 GFFIPv4) 58 (0 @ 1) (FIPve) iR
FIRHEARSS

* -port <port-number>:. FERETridentdIRESTARSS 23N ilfrEYIm . #FXIAJ9 8000 o
®* —-rest. E%REST?&DO %ﬁi}\?ﬂ true o

5 Kubernetes 5187 NetApp = an

NetApp FiEr=msE &P 5 Kubernetes BRI FZ ANE S EEERM, MMiRESERIIEE
IBIhEE, MiMiEsE Kubernetes ZRERITNEE, ThEE, MEEEFIETRAM,

Astra
"Astra" BN EETS BIFMMEIR, RIPMBHIELE =R AZIFRER LUK ZE)8Y Kubernetes LIiz1TRIENIE
FENRSBUIIEAH, AstaFARB AR SHAZBIMERLZILIER ZNetAppFiEr= A & P = i RS

BRI ARBFM, i, SERET —AFENSRYAEFBNEBIEEIEIRE, FIIIRR, &HHIE
R, EEAEMESME, BTEIERIP, X/ SRS, HIEHEZLUK Kubernetes TR HBTZAH.

ONTAP
ONTAPENetApp Z NN A—FEIR(ER S, INERANAREFRESRBIEEIEIEE. ONTAP RAXA LA

7, BA% 2 HDD icE, FHIREZMARNIPBIERER, BFETI NIZITHES (FASHAFF) , HE (
ONTAP Select) #4fi= ( Cloud Volumes ONTAP)

(D) Trident %:#% LiAFiE ONTAP BB,

Cloud Volumes ONTAP
"Cloud Volumes ONTAP" @—R 4N ZEIRE, AIE=HIEIT ONTAP #UIBEEN Y. &AL Cloud

Volumes ONTAP BF&~TEf#El. KMME. DevOps . XHEHEMIIEEERE, CBEIIREEMENE, 5
AN, BIEEH, HEPEMNBRER—3E, B IVAEET BE .

iEFF NetApp ONTAP #Y Amazon FSX
"IEFT NetApp ONTAP B Amazon FSX" @—IEE£tENAWSARS . AIBTFRBohHliziTHNetApp ONTAPTE
EIRIER IR NI RS, FSx for ONTAPSZ i 1EF) A PERINetAppIhaE. MAEFMEEINEE. RFIA

TEAWS EFEERIERIIGTEIE. REM. REMMAIT B, FSx for ONTAPSZFFIFZONTAPX R ATNEEN &
IEAPI,

Element {4

"Element" @I RIEEREH BLEFME O AZTE, EEMEEEREBESITIENAEH. Element 5 API 1B4E, AJE
NEEEES T ATENBME, IEPFEEEEREFINE

NetApp HCI

"NetApp HCI" @3 Bt T B ESHERMBEMNERREB T T TEERNTIE, BHHERONEEN
B
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Trident 5t 232 #F NetApp HCl o Trident A LAEIZTEIK/E NetApp HCI FEF & L AR B U NAIEFIEMEIE
FEIRE

Azure NetApp Files

"Azure NetApp Files" @—F Al Azure XHEHZARSS, H NetApp 1221, EAILITE Azure RLAERAL AL
BITERRETZNEFTXXHNTIEAE, FNES NetApp MEMWYEENEENEHIEEIEINEE,

i&FF Google Cloud B Cloud Volumes Service

"i&FF Google Cloud B NetApp Cloud Volumes Service" @—M=BRENMHIRS, FlH@ET NFS #1 SMB 121it
BB2NEFMEEN NAS &, IWIRSZIHAEGCPEHIEITEALIIEAE,. BIFEANARER. ERHT MRS
RENRS, TRERE—HNSMEE, BIINRE, HIRFRIPLIAIT Google Compute Engine ( GCE ) S23
= 2ihA,

Kubernetes #1 Trident Y&

B LUBT IEEA B NEF RN RKERA REST APl 5 Kubernetes # Trident #1738

B, Kubernetes 5 Trident , Trident 517K Kubernetes S5 ZBIIXRHZNE
BN RIRE, ER—LEYWRIET Kubernetes i##{TEIE, MBE —LEXNRNED Trident 317
B8,

NRUFIEERE?
THRWR, NRNABRURFMERREARNNRE R ERIGER, B1E Kubernetes FAF R NMFAEIEK:
1. BPEI#8 persistentVolumeClaim IEKHH PersistentvVolume FYAR/N StorageClass ZHIHEIE
A=t 8

2. Kubernetes storageClass ¥ TridentfriZ N EEERRF. HES5—LEH. BT RTridentdNE iKY
EARLES

3. TridentyRIIEH StorageClass ZIfHEE. FATFHRRILAIN Backends #l StoragePools AJATF AEED
BE,

4. TridentfE CECHIRIRECEZMEHRIEM PR A PersistentVolume fEKubernetesf. LtEp<$ 4
JFKubernetestfal &k, HEHMIBE., UKETrident P REMW N EZBIXRME PersistentVolume
LPRTERE,

5. Kubernetes4BXE PersistentVolumeClaim ZI¥fHY PersistentVolume, E1EHIPod
PersistentVolumeClaim ¥lttPersistentVolumeiEE B Eiz{TFRERNEREN Lo

6. BF A% volumeSnapshot MAPVC. fEMA volumeSnapshotClass XFtETrident,

7. Trident #RIR5 PVC XEEM%E, HEEGHAEEMNIRE, ©F20IE voluneSnapshotContent XigHg
T Kubernetesi{a]iR Bl REE,

8. FHF A LIBIEE PersistentVolumeClaim M VolumeSnapshot {ENIR.

9. Tridentr] IEFABHIIRIR. FHRITSCIEERIN—HAPE PersistentvVolume Fl A Volume,

Tift—5 7 # Kubernetes X%, BIRINEFIR KA NS Kubemetes STHYBI—5,
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Kubernetes PersistentVolumeClaim Y&
— N Kubernetes PersistentVolumeClaim MR EKubernetes&EEFAF & HIVEMETE K,

BRTIENBEZSN, MRAFEBSERREETIRENRIAE, Trident EARIFAFIEEUTRE TERIRE

Mo IR SR IREIIER
trident.netapp.io/fileSystem XH RS ontap-san. solidfire-san. ontap-

San-economy.

trident.netapp.io/cloneFromPVC cloneSourceVolume ONTAP NAS.
ONTAP SAN. Solidfire-san
. azure-NetApp-files. GCP-CVS.
ontap-san-economy.

trident.netapp.io/splitOnClone splitOnClone ontap-NAS , ontap-san
trident.netapp.io/protocol ISV FE
trident.netapp.io/exportPolicy SRR ONTAP NAS.

ONTAP—NAS3*
BJ. ONTAP—NAS—Flexgroup

trident.netapp.io/snapshotPolicy snapshotPolicy ONTAP NAS.
ONTAP—NASZ 3
BJ. ONTAP—NAS—Flexgroup. O
NTAP—SAN

trident.netapp.io/snapshotReserve  SnapshotReserve ONTAP NAS.

ONTAP—NAS—Flexgroup. ONTA
P—SAN. GCP—CVS

trident.netapp.io/snapshotDirectory snapshotDirectory ONTAP NAS.
ONTAP—NASE£5F
AJ. ONTAP—NAS—Flexgroup

trident.netapp.io/unixPermissions  unixPermissions ONTAP NAS.
ONTAP—NASEF
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IR BIFEAMPVESA Delete reclaiming policy. Trident&7EPVERRES (BN F &PV CH)E B RIFRPVAI G &
o WRMBRZIERM, Trident =% PV tRiEHERE PV , HERREIRIIRE, BEHRIERINIE PV Fanffl
BRALE. PVEFIRY Retain REEA. Trident=ZBRIZREE. HEBREEEREMKubernetesflGimEIE1ZE. U
FEEMPRE Z I EFTROIRE. EER, Wbk PV A2BEILRERRA Trident HPfEEE. ER(E
FIREST AP EMIBR (tridentctl) o

Trident Z##ER CSI FAERIERERER: EaJURIRESREBHIEHBIESIERETENE PVC . X, PV BB
i8] B AL e] LU IREBEIAZ N AFFLR Kubernetes o AJS, BILUERIRBEIEIA PV, 15EE On-Demand
Volume Snapshots T BEI{FRIE

Tridenti® et cloneFromPvC M splitonClone FAFEIEREMNGE, EoJUFEAXLEINEREPVC. ML
F{ERCSILHE,
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UT— 1 MRAFEE—1TRABPVC nysqgl. AR A UBIE— MR AFHPVC mysglclone
trE. B4 trident .netapp.io/cloneFromPVC: mysqle. &E 7 UtRER, Trident 5% ES mysql
PVC WME, MABMAFIRECES,

BEERUTLR:
* B REZRNE,
* = PVC REFRENMIFRE—1 Kubernetes ssR=EH, FHEABHEBNEFHEE.

* M ontap-nas M ontap-san PahizHF. AIBEBREIREPVCHNE
trident.netapp.io/splitOnClone 545G trident.netapp.io/cloneFromPVC, f§F
trident.netapp.io/splitOnClone IRE N true. Trident=ERENESRERD. MM RENSE
S5HRXENEGAPRE2SE. MMBEET EERZE, KRIZKE trident.netapp.io/splitOnClone 5
BEHIGE N false XFAILURL BIRNTENIHFE. MASERENRESZBIEIZKHXR. FLkRIEL
MpRrTerE. BNEERIFERE. kD REREEXN—MER, BIRETHIRESH, ZEMRERERLYE
BRMESR, /AN ONTAP IREMEFEENEFR T 5@,

o sample-input BRBEBTFTridenttIPVCE N H. 1BEEN AR5 ZTIRANEXEKNSHAIEENT

g,

Kubernetes PersistentVolume W&

—/MKubernetes PersistentVolume JRERTAHKubernetesEEEEERAM—ER1ZiE. ENERABHSERE
8 POD &%,

@ TridentBZ PersistentVolume RIEKubernetesEEB¥FRECE M E. BEEXLEXW KT
F|Kubernetes&E& ., BARANBITEEE

IS | BE F TridentBIPVCHY StorageClass. Trident2EAENNEEXRILE— NS, HFAZETH—
WPV, FEECEENSHAEN PV BY, Trident 2EELAUTAHIM:

* Trident =9 Kubernetes £/ PV BN ERFEREFHENAIZT, EXFEMIERT, SEILUARBF
EEEERNEE—Y,

* HEHA/NS PVC FIFKHIA/NRATEELED, ErgexRIEFE S RENENRIZENA 2 EHE,
Kubernetes StorageClass W&

Kubernetes StorageClass XfREHIZZFRIEE PersistentVolumeClaims FHA—HBE MR EFME, FiE
EARGOMREFERANEERR, HREEEERFTTBIAEEX ZELE.

EEFENEERSIBRMEENRIEEINRZ— F— 1R Trident FIHH R,

—Kubernetes StorageClass A TridentBIX RIN AR
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

XLEESEZE Trident EABY, BJFHIF Trident MR E S,
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FHELESHEE:
B Type Required Description
B mapl[string]string S BELTENESES
FiEth maplstring]StringList S ¥ Ein 2 FRERT R 5K
FREYTFRE A ER
Fihn StoragePools map[string]StringList S Gl FRER Y
FRETEENTIR
HERR StoragePools maplstring]StringList S [GimAFRER G F]
H|H PRYTEREA
FiERE R E AT sRE R D R ATEMEMEERE N Kubernetes B4,
FiEMEREE N
XLEBBURTE T R EAHLE Trident BIRAIFEMEMRALBEL EREINSE,
B Type =l hE 25
R string HDD , BA&, Pool & ItkKE! 8EMNHRIEE  ontap-nas ,
SSD Nk, BEa%k ontap-nas-
ENE) economy. ontap-
nas-flexgroup ,
ontap-san ,
solidfire-san
FoERE string f&E, B Pool X#FILECE EEMECEHE  Thick: All
FiE ONTAP ; Thin
. All ONTAP &
solidfire-san



B% Type (=] = BN 3§

[S iR string ontap-nas HETFIERY ETEH FREIREhIER
. ontap-nas- )=t
economy. ontap-
nas-flexgroup
« ontap-san
.« solidfire-san
. GCP-CVS
« azure-netapp-
files. ontap-san-
economy.

snapshots H true false Pool Z#FEAHR BATHRENE ontap-nas,
BiE ontap-san ,
solidfire-san ,
gcp-cvs

e A true false Pool X#FmfEgE BATRMENE ontap-nas,
ontap-san ,
solidfire-san ,
gcp-cvs

= A true false MZHFINESE EEAMZENE  ontap-nas ,
ontap-nas-
economy-.
ontap-nas-
flexgroups ,
ontap-san

IOPS RER EE#H Pool BEIZIRIELL HIRIEXLE IOPS solidfire-san
SEEIRAY IOPS

' ONTAP Select AR HF

TERZHERT, BRNEEELMEE; fN, FREEESSHERERE. B2, Element FiEH=E
%E?%T#E’\J IOPS B/MEMEZAERKIZE QoS 1B, MARIBEKRNE. EXMERT, BERNENRABTEEREME

BREERT. BLUER attributes BREEEMARERELXESRMENEFHEREERE, TridentxBaiAk I
FiEFESR_all_LEEHNEM#EM attributes EIE5E.

MRERIMBSTEEER attributes BEASNAENEEEZESENM. EAILUER storagePools
additionalStoragePools BF#H—FTMUMEEIREFE—ARE MBS,

EOILUEH storagePools BIH—F IRHISIEEFMEMMITERIME attributes, S Z. Trident(
BHRIRAHEAI X attributes #l storagePools BAFEEMNSEI, ErIIRMFERSE, BeJUER
ERXHE,

&P LAEA additionalStoragePools SN ETrident FECER—AM. MR EEFERERIINMRE

attributes # storagePools parameters

%Eﬂiﬁﬁﬁ excludeStoragePools AT mikTrident A FECEN—HMHSE, EASHENERERITER
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7£H storagePools #] additionalStoragePools B8, ENMN&BEXRBNER
<backend>:<storagePoolList>. HHl <storagePoolList> 8 GIHMNEEMTIR. LUEESH
fRo 51390, BY{E additionalStoragePools RIRERI RFA/R

ontapnas 192.168.1.100:aggrl,aggr2;solidfire 192.168.1.101:bronzeo
%iﬁ']ﬁ?%%ﬁﬁ#ﬁ@ﬂ75']%%@5’9IE)”~U§52§EWEO B LAER tridentctl get backend MAFRENGim R H Ay
HFRo

Kubernetes B4

XERIEARZFMN Trident FEEISECEHABNEZFRIFAEN / [Bin. Bk, XEREMIRM Kubernetes KA LS
XFNSH. TFNTRARXGRSECIRREE, HEUREFEXGRSSLARER, B0 xfsprogs o

E1E Type (=l Description MEIRTHIZF Kubernetes
version
FSType string extd , ext3, RO RS solidfire-san 28
xfs & v} . ontap-nas
volumes . ontap-nas-

economy. ontap-
nas-flexgroup

. ontap-san

« ontap-san-
economy.

RFET R boolean true false BHEXZRAME ontap-nas , 1.1 RESEARZ

0 PVC K/h893Z ontap-nas-

S economy. ontap-
nas-flexgroup ,
ontap-san ,
ontap-san-
economy.
solidfire-san ,
gcp-cvs ,
azure-netapp-
files

EHEER string BPAY, ERAR#TE 238 1.19-1.26
WaitForFirstCon 4BEMEhASEE
sumer"
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* o fsType BHATFIEHISAN LUNFRENIXHRSZETR, b KubernetesiEF=fEMA
fsType EFEEPLUIERXHFRACET. AJLUEREFIEMBIN fsGroup NHHINLLF
B, PodfZ L L FTXAKRER £fsType BIRE. HEM "Kubernetes : /7 Pod 2 A 25L
ELZe I BXRERIKEESMENIIBLIAR fsGroup 18, Kubernetesi§N A fsGroup
QAEEUTER A AE:

° £sType EEEEPIZE,
° PVC HIaEXH RW .

3T NFS ZHEIREHTER, NFS SHAPBEEXMHRS. WEMER fscroup FHEMESE
E fsTypeo ERJLUGHEIGE N nfs HEMIETE,

CIFEN EAE BXRET BRNESFAEER,

* TridentZREREFERME T LN REIFEEEX. AFHEITrident sample-
input/storage-class-*.yamlo Mk Kubernetes ZZEEMEMIBRIERAY Trident F4&

%

Kubernetes VolumeSnapshotClass JR

Kubernetes VolumeSnapshotClass JMREMATF StorageClasses, ENEMFEXZNEFMEE, HAER
BB5| LS IREB SRR E XK, S MERBES —MERBEAEXE.

% VolumeSnapshotClass ESIERR. WHBERENX R ERAUTENXSIEEIRIEE:

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

o driver IBEIERIEIRIBAIKUbernetes csi-snapclass FHTridentfh3E, , deletionPolicy IEEL
T BRIRERBY B ITAIIE(E, B8] deletionPolicy IRE N Delete. HRBIRUUMEFMHEER FHKEIRE
STEMBRIREBRES MR, HE. HAUBEHEIREN Retain XEKE VolumeSnapshotContent FHIREB IR

TRER,

Kubernetes VolumeSnapshot &

—“ 1 Kubernetes VolumeSnapshot XM REEIEEIREBAVIEK, # PVC KRAFAXNELHINER—E, HIR
B EHEFAIAE PVC RIEREBRIEK,

KEIBREBIEKRG. Trident= BIEEEGIRNGEIRRBIIERE. HiBIERE—REBRAFIRE
VolumeSnapshotContent R, ERILMIIE PVC SIZIRIR, HECIER PVC BT REXLERBAE
DataSource o

VolumeSnapshot WA d AR SIRE PVC £k : BMEMBRTIRE PVC , REUXIFEFE. WRA
() AEBURENPVCEY, Trident 235Ut PVC MREEATIZN » EFEMIR " R3S, BRRIGHS
2%, BIRFTEXBRAR, SHHHIRE.
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Kubernetes VolumeSnapshotContent MR

—“MKubernetes VolumeSnapshotContent MRFTTMERENELIEIRE, EFRMUF
PersistentVolume MRRFMEER LEENREB. EAF PersistentvolumeClaim
PersistentVolume XR. BGIEMREAY. VolumeSnapshotContent W RIFFSHI—IF—hRET
VolumeSnapshot MR, ZMREIFKEIERE,

o VolumeSnapshotContent HWRESHATFE—IMRREBEIIFAEE. Hi0 snapshotHandleo X
snapshotHandle PVETF AT —LAE VolumeSnapshotContent Ko

H&EUH&EElaZ?E, Trident 2ERIHAIZEMRE, BIEREE. Trident2ECE VolumeSnapshotContent YR,
M IRB A EIKubernetes API,

@ BE. BREFEEEIE volumeSnapshotContent XWRo, BUIREFEE, NFHIIN "SANERE"
1EAsta Trdent9|*ﬁ|3@'JL

Kubernetes CustomResourceDefinition XW&

Kubernetes BE X R FRE Kubernetes APl HfVim s, HAEIERENXFHATFXIEMIRFHITHLH, Kubernetes
TR ENRBUEENRES, B LUBTIEITHRIRBXLERBENX kubectl get crdso

BENXZEBRENX (CRD) MEXBMMRITLIER Kubernetes IZEE HTEURTRMER, XEFMTERN Trident
B IV 1F A%,

Astra Tridentfff CustomResourceDefinition FAFFE Tridenttd R B MR, Hla0Trident/5i%. Trident
ZEHEMTrident®s, XLEXWRE Trident B, 1k, CSI HBIREBIEZSIAS|INT —LE X BHRBFIER CRD ,

CRD Z2—7% Kubernetes 15, ERZFEMITREA Trident S, B0, FHECIERGEHE tridentctl. MM
tridentbackends BJECRDM &R HKubernetesfEH,

EX Trident B9 CRD , i&FE2ELUTF/LE:

© RE Trident B, RARCIE—4H CRD , HAlGEREMEMBERE —EFER,
* FAEFTridentf tridentctl uninstall aa% . Trident Pod=# bk, BEIEHCRDASHFIE,
BEN "EHE Trident" 7RI ML FFIA 2 RIBRFEFECE Trident o

Astra Trident StorageClass &
Trident2 IKubernetesfll}Z LAY TE(ESE StorageClass IBEMIR csi.trident.netapp.io

Inetapp.io/trident EHEEREFFEY, FEXBITSKubernetesBIBFRILEE StorageClass BFIf&
TR

@ fEAKuberneteshYy. XLEITRETEKubernetesBy BTl storageClass EATridentENEEE
BRI TEM,

FERES—HEER, Trdent ZRFXEERSSNMENFRIBIEHITIE; MRLE, NiZEFELEER
BEFEREEERNE R E .

SR LAER REST API RIZEEREE U EREXFESL, B2, XFKubermnetesHiE. FHTHETF
FiKubernetesBY B XLEEFE StorageClass W R,
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Asta=IE 3R
BRRTIEIRMIZT, Ko Trident BES; 84 Trident SO EIRER MRS,

() =RCECORMEENFEMHRLER— B—1 BKubemetes StorageClass M.
BXMANRXERRNFAES, BN EEREER

Astra Trident StoragePool &

EEERTAES N EHEENTENME, WF ONTAP , XLERAWMNTF SVM FHEE, XTF NetApp
HCI/SolidFire , X%t QoS AN FEIERIEER QoS 77, *1F Cloud Volumes Service , XLeXIF 3tz
FoirtBXE, SN EEWSE—ARENEERN, BT EXE S EMEBUERIPFI.

SIHEMN KRR, FEBERENRGZRZEMARNER,

Astra Trident Volume X5

EREAREST, HERKESAR, FI90 NFS HEZFiSCSILUN , EKubernetesd. XX REZINNF
PersistentVolumes. BIEERN, BEWAEAEAEEMESE, WRXTRETREIZENUE AKX/

* 1£ Kubernetes A, XL REENHFHITER, EAIUEFENUEE Trident EEERIARR.

@ ﬂﬂUf‘?Eﬁ?’éHﬂEH&E”E’J PV B, HEMNAY Trident BIFEFHA * EEMIBR * K& ZMIFF Trident
%, ENMRERZERRR,

SEEEX TEENENAEGNEM,

B Type Required Description

version string = Trident API hlzZs ("1")

name string =/, EOIEMERIR

g string p=1i 8 FCE SN EFERNFMHEE

size string =/, ERRENEAR/N (UFT
L)

iy string S EFERARIINER; "file"
g "block"

REBRZ R string = FERR LRI REIR,
B Trident &£

cloneSourceVolume string = ONTAP (NAS, SAN
) #1 SolidFire —* : EM
Hh5e RS2 R

splitOnClone string & ONTAP (NAS, SAN
) L BREMERRRS

snapshotPolicy string = Snapshot-* : BEfEAMN

ONTAP g
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B Type Required Description

SnapshotReserve string = Snapshot-* : AIRERTNE
HEB DL ONTAP

SHRE string & ontap-nas* . BEAMNS
SRR

snapshotDirectory it & ontap-nas* : 2B R
BER

unixPermissions string & ontap-nas* : #J¥& UNIX
PR

A string = SolidFire — * : R/ BKX
L

XERY string S XU RFGHT

4R Trident internalName SIEERN, XEIERINMT R, Bi. EXTARNEMETIZRECAE trident HfE
ﬂ#ﬁ@ﬂ%mﬂ’ﬂﬁﬁ%ﬁ);ﬁhﬂ@]%%w\ MR RERZ IR <prefix>-<volume-name>o RE, CEREFIERR
, BEIRARITFEANFR. XTONTAP Fin. ESBEFRAERA TULEL. ASSMEETR
<prefix>_<volume—name>) o XIF Element 5%, B FIEBIRNEFR.

SR LUEREEEFERREST APIEZECES. B7EKubernetesZBER. FHHEAZEHHE P EERIR
HKubernetes PersistentVolumeClaim A ATEECETEF. {\f429 trident} = BEENEIZELETR

DTy =

Astra Trident Snapshot W&

REBESNIEREIE, ATRAFREMNEHEFEIRS. EKubernetes. XLEXREZXMN T
VolumeSnapshotContent MR, BNMREBES—NEHEXEL, 1ZERIREBIIIER,

B Snapshot WREEUTRENLE:

B Type Required Description

version string s Trident API k7 ("1")

name string =8 Trident Snapshot 3£ /Y
BFR

PRIER & #R string =/, EERS L Trident
Snapshot IR Z R

volumeName string =0, NEBBIREBRAA LS
By #R

volumelnternalName string p=1i 8 FiER S L XEXBY Trident
EXRBAT

(D) Kubemetes o, EFRREITEE, EAUEEEIIUEE Trident REHNS.

LKuberneteshY VolumeSnapshot JWRIEKEQIIE. Tridentr] BEEEBEFHEALA LOIERBIRKT
o o internalName BYREBMREBE L EHBIZKEME snapshot- £ UID BY VolumeSnapshot X
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R(FI90. snapshot-e8d8alca-9826-11e9-9807-525400£3£660) o volumeName Al
volumeInternalName 4§i§ﬁﬁﬁy)§§i¥éﬁﬂ%%§ﬁi§%
o

Astra Trident ResourceQuota W&

TridentBIPERfERA system—node-critical FEkIFE—Kubernetes ] &S ITRFE—R FHRAstra
TridentBEIS7E IEE T3 m XA HAIELRBIFEIESE. FH 2 Trident demonset Podif i FRE N m B Lk
BRI TR H,

Ak, Astra TridentRE T ResourceQuota FFHFRAR TridentFE LI RAT m X B "MARLIHNR, £
ZREZFBIEemonsetZ Hi. Astra Trident2Z& 1% ResourceQuota WR. WMRFXELM. MEZALITR,.

MNREEENBINZRECEFIN AR EHITEZITS. AILIEM custom. yaml HECE ResourceQuota f#
FAHeImBEI R R,

I TF2—1 " ResourceQuota X RAVR . ZXTREMAIETridentFE,

apiVersion: <version>
kind: ResourceQuota
metadata:
name: trident-csi
labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator : In
scopeName: PriorityClass
values: ["system-node-critical"]

BEXRBPETBIFMAEE. 152N "Kubernetes: HIRECEN",

5I2 ResourceQuota MRLZELIN
ERDEIERT. ZESTEZEKRM ResourceQuota MREAIE. iFh=1d "EHEHE" AREHRE,

WNRAEIER. BFsMIFR ResourceQuota WK,

fifl B ResourceQuota

MREFHLEITHIB SN ERESES. B LUFRAstra Trident ResourceQuota {FRAMBSHINR:

kubectl delete quota trident-csi -n trident
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tridentctl 55 < #1370

o 'Trident ZEREFE" BIEMPITREAIERF. tridentctl. AIEMIAIAAstra Tridents
BB BB ERY Kubernetes FAFP R LUEFA TR L ZE Astra Trident , HEEZSHRXBLUE
IEE1% Astra Trident Pod Bysp & =518,

5] FARYaR < LI
BEXFEABRER. BIB1T tridentctl --helpo

ARG /IETEE:

Usage:
tridentctl [command]

AT
* create: FFRANINEAstra Tridento
* delete: MAstra TridentHfipr— P Z N ER,
* get: MAstra Tridenti RER— M Z & Ro
* help: BXEMF<SHIEEEN,
* images: ¥TENE&Astra TridentFhiEE R eRlUR YR,
* import: FMBEIFESANEAstra Tridento
* install: R#KAstra Tridento
* logs: MAstra Trident{TENHE,
* send: MAstra Trident&IZ&E Ro
* uninstall: El#{Astra Trident,
* update: & Astra TridentP IR,
* upgrade: FZKkAstra TridentPEIZE R,
* version: ¥TENAstra TridentB9hRZR,

flags

* '-d, --debug. A

* °-h, --help: #BJ tridentctlo

* '-n, --namespace string:. Astra TridentZSpZEM AT,

‘-0, --output string: HIHMEI. json_yaml_name_wide|ps Z— (BXIA) o

‘-s, --server string: Astra Trident REST#&[ORYMIA/ %,
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(D ALK Trident REST #0O08BE AL 127.0.0.1 (FF IPv4 ) 5§

P AR (AR SS

@ AL Trident REST #0OE & AL 127.0.0.1 FF IPv4) 5 (: :

MR HARSS.

create
SR LMEIEIT create AT AAstra Trident/mINE B S .

Usage:
tridentctl create [option]

A IR0 ;
backend: ¥EimAINEIAstra Tridento

delete
BB LUETT delete AAF MAstra Tridentfifg— P 2N R RS,

Usage:
tridentctl delete [option]

A Rk

* backend: MAstra TridentfifF— I Z N FE SR
* snapshot. MAstra TridentfIfF— P ZNEIREE,
* storageclass. MAstra TridentdflfF— 3K Z MNEESE,

* volume: MAstra Tridentflfg— sk Z N 1FEES

get
A LUBTT get AT MAstra TridentBRER— MR Z MR BFEHH L,
Usage:
tridentctl get [option]

B AT

* backend: MAstra TridentFREX—1 8k Z MBS IR

* snapshot:. MAstra TridentZREX— 2 ZMRER,

(::

1)

1) (FF IPv6)

(FF IPv6 ) IR
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* storageclass: MAstra TridentFREX— 2k ZMNMEES,

* volume: MAstra TridentFREX—N k%N,

volume M.

*_h, --help: &I,

* ——parentOfSubordinate string: FEIERHIHNMIESE
* ——subordinateOf string: BEERGIAENTE,

images
&R LUETT images FAT$TENAstra TridentFREE A 2s MUE RAIIT S

Usage:
tridentctl images [flags]

flags
*-h, --help': Help for images.
* v, -k8s-versionFERTH . Kubernetes&EE$191E X kv,

import volume
&R LUIETT import volume BFEIBEFAEAstra TridentdJar <,

Usage:
tridentctl import volume <backendName> <volumeName>

Al
volume, Vv
flags

* '-f, --filename string. YAMLZXJSON PVCXHHIE&IZ,
* *-h, --help. BHIEEEN,
* “--no-manage. 1XEI}EPV/PVC, AERESEMALEE,

install

BRI LUETT install AT &% Astra TridentfItRE,

Usage:
tridentctl install [flags]

flags
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* ——autosupport-image string: AutoSupportiENEIE 23R (FRIAS"NetApp/TRIMT autostsupport
. <current-version>"),

* ——autosupport-proxy string: FF&iXAutoSupport ZEMEIIERYMIE/ RO,

* -—enable-node-prep: =IAE TR ELRAFRIIGE,

* --generate-custom-yaml: FERLEERABBIER FERRYAMLX o

* -h, --help: RIE#E,

* --http-request-timeout: EZE=UniTHIZFAIREST APIBYHTTPIERER (RAIAEYI1 m30)o
* --image-registry string: PIZBER{GIEMZRAVMIALRO,

* ——k8s-timeout duration: FiEKubernetestZ{EATEET(ZERIAESI3MO),

* —-kubelet-dir string: kubeletRERRZSBIENIE (BRIAEN"var/lib/kubelet"),

* —-log-format string:. Astra TridentHEIZRIBN (LS. json)(BRIA A "text")s

* --pv string: Astra TridentfEFRREBPVHIZFRAIHRL B FFREE(BRIA A trident ")o
* --pvc string: Asta=IREfERNEREBPVCHE, WERAFEGERVAN ZIHE"),

* -—silence-autosupport: AEBEIAENetApp&RiXAutoSupport IHLFE(BRIA Strue).

* --silent: EREHEZAARZ L.

* ——trident-image string. BZRIEAJAstra TridentBR{&,

* --use-custom-yaml: FEAIZEHRPHNEAINEYAMLX

* ——use-ipv6: {EAIPV6#H{TAstra TridentfVi&E(S,

logs

n_,\E_I- L}\ 1—_|- lOgS }EH:_F}\AAStra Trldentﬂ—Eﬂ E o E’J$]Tl|_.\o

Usage:
tridentctl logs [flags]

flags

* “-a, --archive:! FFRIEBAEWRA. BNERRE BECIERZRTE,
* °-h, --help: AE#EE

* -1, --log string: BERE/RBYAstra TridentHE. Trident FIEY—™ "auto"|trident I EIERT "All"  (FRIAS
uautoll)

* "--node string: BEMAUET mPodHEMKubernetes I =& #Ro
\_pr _—previous: ﬁmﬁ%ﬁ@*%ﬁa—ﬁjmalp\(yu%ﬁﬁ)o

* “——sidecars:. ¥#HisidecarZssHIHE,
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send
BB LIETT send AT MAstra Trident R X Z RS S,

Usage:
tridentctl send [option]

B] FkI
autosupport: FFAutoSupport A& IXLANetAppo

uninstall
BRI LUETT uninstall AT EIEAstra TridentBI45E,

Usage:
tridentctl uninstall [flags]

flags
*_h, --help: HIZEZEEEN,
* ——silent: HEHAEIZAKXZEHE L,

update

&R LUBTT update AT TEAstra TridentH A RIS,

Usage:
tridentctl update [option]

AJ A% ;
backend: {EAstra TridentP EE /G,

version

B LUBTT version BFHTENAMRASAIPRE tridentetl MIRIEEIEITAITridentiRSS

Usage:
tridentctl version [flags]

ﬂags
* ——client: NREFimRAS(F AR552%)0
*-h, --help: hRZs #5810
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PODZ£inE(PSS)M1Z £ L TXIRHI(SCC)

Kubernetes Pod&Z 21574 (PSS)FIPod & £ HB&(PSP)E XX RLRH H IR HIPodBY1T
Ho OpenShiftZe £ TFXAER(SCC)REFE X T HFE FOpenShift Kubernetes5|ZZHIPOD
Rl ATIRMELBEXIEE. Astra TridentaEZERE S AELENE, UTSTHIEA

Y4BT Astra Tridenti& & HIA R,

@ PSSHEELPod R £ 5B (PSP), PSPEfEKubernetes v1.21HF . FHIE7Ev1.25 kR, BX

FHRER, 32N "Kubernetes: Z24",

FrEERKubernetesZ £ F N XHMEXFEL

R
5

ENMLEE R
EHIPC

ENIPID

TheE

Seccomp

SELinux

DAC

PODZ £17E(PSS)

Description

CSIEREHRNNAEH R, XEKETridentT
HMPODAIIBITHIINA 28, BXIFHEER, #EN
"Kubernetes: EHH{EIE"

iISCSISFPIHIZEFFER, iscsiadm BIBISCSHEHFF
E A EH ML EEZESISCSISFIPHEHTTEE,

NFSfs FE##428)3& 15 (Interprocess Communication
. IPC)5NFSD#1Ti&E

FEFEN rpc-statd FNFS, Astra Trident=2E 18
FHHZLUAERS rpc-statd IETEEHNFSEZHI
1B17,

o SYS_ADMIN ItIhRe B 4FIN A s RIRAIATHRERY —&R
3. BIE0. Docker IBNIRMAZFIZE T LA TIO8E:
CapPrm: 0000003fffffffff

CapEff: 0000003fffffffff

Seccomplit BE X EFN A 28 PR T IEZ RIS
; Ak, TiEEAstra Tridentt EHE.

f£OpenShift L. XA REFIETT spc_t ("BERIFIN
Bas" AN B BIEPIEIT container tif, FF
/8 containerd. f#H container-selinux &%
. FERRBREFIEIT spc_t B, XBRE
FASELinux. &b, Astra TridentAR&FI0

seLinuxOptions Z|&28.

BRI AB B A AL root AP 5121517, JERFINA 2R
HUrootAA P &173i517. LUAIRICSIFRERUNIXEEF,
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Label

pod-
security.kubernetes.io/enf
orce

pod-
security.kubernetes.io/enf
orce-version

Description

A TridentiTHIZZFA T RN

iR =aE),
BNERHRTIEIRE,

@ BHHE T EIRE AR SR PodRitH. HIN"CIETHEE: .
REEXMER. BRENGREST

PODZ £ % k%(PSP)

FE Description

allowPrivilegeEscalation
allowedCSIDrivers

allowedCapabilities

allowedFlexVolumes

allowedHostPaths

allowedProcMountTypes

allowedUnsafeSysctls

defaultAddCapabilities

defaultAllowPrivilegeEscal
ation

forbiddenSysctls
fsGroup

hostIPC

hostNetwork

hostPID

hostPorts

300

BRI R 284 IF IR TR
Trident R~ ER LRI CSIIRATE,

IERF Trident R 23 FIR VTHEER =
BEEINRE. M ESRRE
FRE B]8EBYINEE,

TridentA &M "FlexVolumelX&hFE
F'. BtENFf=288EATFNSE
HFRA,

TridentTI RPODER T RBYIR S+
4. EIigE Y IRZEFL.

TridentMERER
ProcMountTypeso

Trident A HEEEAARLZEH

sysctlso

TERABNRIAZERNNERII

ap,
BEo

RIFNRFARIESF M Trident PODHR
HITRE,

& sysctls fiFo
Trident& 28 LLroot B {91E1To

FHNFSEZEFHIPCARES #HTT
1I:I nfsd

iscsiadmE K EH WK 5iSCSISFF
HIEHITES,

EEFEAINPIDNEEEGFHE
rpc-statd IEET R EET.

TridentRAMEREAENIHC,

V"B Trident CSI -,
SIEFR% privileged BEN. WRE. BEMZETridents,

Default

enforce: privileged
enforce-version: <version
of the current cluster or
highest version of PSS
tested.>

o 8

H}

H} H}

H}

H}

false

==
=

RunAsAny

true

true

true

H}
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FE

privileged
readOnlyRootFilesystem
requiredDropCapabilities

runAsGroup
runAsUser
runtimeClass

selLinux

supplementalGroups

volumes

Ze ETXRHF(SCC)

R

allowHostDirVolumePlugin

allowHostIPC
allowHostNetwork
allowHostPID

allowHostPorts
allowPrivilegeEscalation

allowPrivilegedContainer
allowedUnsafeSysctls

allowedCapabilities

defaultAddCapabilities

fsGroup

Description

TridentT mPodATUB T TN A28 74

REEHE,

TridentT APod% NG N T X HER

4o

TridentT™ s Podiz{ T BRI A 25

o EMIBRTRE

TridentA 23 LLroot & 31517,
Trident& 28 A root B {431E1T-
TridentRfEf RuntimeClasseso

FKi&E Trident seLinuxOptions
H A A 28z178YEHIKubernetes 73

RIZFEAIESELInUXB AR BRITETE

So
Trident& 28 LLrootH{9151To
Trident PodEE B X L& G

Description

TridentTs sAPod$EE T = IR X HF &R

o

HEHNFSEREEANIPCH RES#HTT

ié.1§ nfsdo

iscsiadmE R EAMLE 5iSCSISFH

HIZHITERS,

EEFEHREEVIPIDRERSEE
rpc-statd IEET R EET,

TridentREREM ENIFE,
BRI B 2BI AT RF R

TridentTs mPod A G I THIN A 2874

BEEHSE,
Trident A HEEEAARLZEH

sysctlso

IE N TridentB 2RFFFRHVTHRER =
BIAINRE. MISNASRRIRE
P& PIRERYTNRE.

TERABNRIAZANNERII

ab
BEo

Trident& 28 LLrootH{9151To

Default

true

false

none

RunAsAny

runAsAny

H}

H}

RunAsAny

hostPath,
emptyDir

projected,

Default

true

true

true

true

false

true

o'
i

.

RunAsAny
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s

groups

readOnlyRootFilesystem

requiredDropCapabilities

runAsUser

selLinuxContext

seccompProfiles
supplementalGroups

users

volumes

302

Description

)JE?SCC"!%FH FTridentH 4 EEEA

TridentT mPod AN E N1 X HF &
£S5

TridentT mPodiz1TE N R A28
T EMIBRINRE

TridentA 28 L rootF{9E1T.

K& ETrident seLinuxOptions
AR zsiz1TATEIFIKubernetes sy
EIEFAIESELInUXMI A B RITRE

=%
BRI A 2RBLIE T TRE"S
Trident& 28 LLroot & 141517,

M7 —1M%E. ATREILSCCH
7€ ElTridentdn & =B Trident B
Fo

Trident PodZE

XS,

Default

%

false

none

RunAsAny

]

i

b
i
RunAsAny

TER

hostPath, downwardAPI,
projected, emptyDir
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NetApp . NetApp #ARH NetApp Etriim L5 HAIFRIERE NetApp «  Inc. BIEIR. EMABSMN~mBAFRATEE
EHEZBEFREENET.

"https://www.netapp.com/company/legal/trademarks/"
=2
BX NetApp HEMEFINEMNTIR, 1FIAHIA:

https://www.netapp.com/pdf.html?item=/media/11887-patentspage.pdf

EENIZE S

"https://www.netapp.com/company/legal/privacy-policy/"

F GRS

A UTE S MRAS B A EE AT Astra Trident B NetApp 2R ERRISE =75 MARFI YR a3
https://github.com/NetApp/trident/,
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RS B
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