>Z
Astra Trident

NetApp
January 14, 2026

This PDF was generated from https://docs.netapp.com/zh-cn/trident-2307/trident-reference/ports.html on
January 14, 2026. Always check docs.netapp.com for the latest.



H=x

=E
Astra Trident %[

Astra Trident %[
Astra Trident REST API

Al EEFAREST API
fEFAREST API
LITHER
HEIER
Kubernetes

Docker
REST

5 Kubernetes E£RHY NetApp F=aa
Astra
ONTAP
Cloud Volumes ONTAP

iEFATF NetApp ONTAP BJ Amazon FSX

Element 14
NetApp HCI
Azure NetApp Files

i&AF Google Cloud B9 Cloud Volumes Service
Kubernetes #1 Trident 3%
WNRIAIEEIRE?
Kubernetes PersistentvVolumeClaim 3HR
Kubernetes PersistentVolume &R
Kubernetes StorageClass MR
Kubernetes VolumeSnapshotClass X&
Kubernetes VolumeSnapshot &
Kubernetes VolumeSnapshotContent X%
Kubernetes CustomResourceDefinition X&R
Astra Trident StorageClass MR
Asta=IHITR
Astra Trident StoragePool XHR
Astra Trident Volume %
Astra Trident Snapshot &
Astra Trident ResourceQuota R
tridentctl #5< F03%E10
B FARY R < 1L
Ccreate

delete

O O 0o DD PO W WWWWWDNDNDNDNDNDNDNDDND-_2 2~ A A A A

- A Aa A A A A A A A A A =
o O oo AW N NN -2~ A~ O O



get

images

import volume

install

logs

send

uninstall

update

version
PODZ£trE(PSS)fZ £ £ TFXFRHI(SCC)

FidfIKubernetes® e F FXXHIEXFEL

PODZ£1r/E(PSS)

PODL £HRE&(PSP)

Re ETXRHI(SCC)

16
17
17
17
18
19
19
19
19
20
20
20
21
22



=&
Astra Trident 7
JF4 T fiRAstra TridentEB & =89 0.

Astra Trident i

Astra Trident @33 L T O#H 7@

Port B89

8443 [E3@E HTTPS

8001. Prometheus 51T &=

8000 Trident REST AR5 88

17546 Trident demonset Pod f£EFBBYETN I / RALE IR M i O

@ EREHE. AUERAESUERE/MEMERNIED --probe-port &, HSHBHARILIHOR
W R EREMHZ R,

Astra Trident REST API

[EBY "tridentctl s S 0L 5 Astra Trident REST APIXR B REE A, B URIE
EEBHIRFERARESTIRR.

{AIB{EFIREST API

REST APIiE BB F1E£3EKubernetesZBER{E A Astra TridentfEA IR —#H I M ERLE,

RNTIREZEM. FA1ER T Astra Trident REST API ZRINER T TEPodABRIETTE. {XPRFlocalhost, BEE
1T R, BEEIZE Astra Trident ~address B,

fEFAREST API
API N TERIBWIT:

GET

* GET <trident-address>/trident/vl/<object-type>. FIHIERMFIE XN R,

* GET <trident-address>/trident/vl/<object-type>/<object-name>. IRENEdE M RAVIFLH

2
E I%\O

POST

POST <trident-address>/trident/vl/<object-type>: BIEIEELXEMITR,



- EENTORNOMKEE JSON . BRENMRLTMIE. HBNEEE: tridentctlhtmi[tridentetl &
ST,

* MRNREFE, WTAHSEMTR: RREMRIEXNR, MAAEEMNREEIGEIRERK.

DELETE

DELETE <trident-address>/trident/vl/<object-type>/<object-name>. MIFRE R EIR,

@ ’ﬁFﬁﬁ”ﬁ_JZT—?ﬁ% KRB MERFE, DIORMBRXLESE, BXFMAEE. EENEE
. tridentctl.html[tridentctl SR HIEIN],

BXRUEEARXEAPIRIRE. BEEIFR (-d)inE. BXRIFARER. BESHUEEE. tridentctl.html[tridentctl
[]E) V*Dﬁlﬁ]o

i TIRIN

Astra Trident 7 Trident RIZ4RHFIEFIRME T Z N6 D1TIEI, &) LA{E AR X Lt & cA &R
=,

HEIER
* -debug: BAFEREL,

* -loglevel <level>: IREHETEIEREKT(debug. info. warn. error. fal)o BAIAAI INFO,

Kubernetes

* -k8s pod: {FRILIETE -k8s api server LUSAKubernetesz#F, INRIZELLE, N Trident F{ER
HFfi/E POD K9 Kubernetes BRSS K F IEHEKEX R API FRS388, RE Y Trident 7E/A A T ARSIKFAHY
Kubernetes £8¥FR{E/9 POD i=1TEY, IthIHEEA B,

* -k8s_api server <insecure-address:insecure-port>: fEAILLIEINEY, -k8s _pod Y=
FKubernetessz 1%, ¥5EG, Trident S EMIRIEAR R LHIULFNNE EREE] Kubernetes API ARS3 38, X1¥
BILATE Pod Z5MEBE Trident ; BE, BIZH 5 AP REBNALLERE. EXLERE. 1BEMA7EPodH
EZBE Trident —-k8s_pod BN

* -k8s _config path <file>: #&; WIIEEKuUbeConfig X HHIERIE,

Docker
* —volume driver <name>: ;FffiDockerifif4EY{ERMIRTITZRF 2. BAIAN netappo
* -driver port <port-number>: {IFLLIRO. MARUNIXEEREF,
* -config <file>! #%FH; MIUETE EIHECEXHHIRRE,

REST

* —address <ip-or-host>: IEETridenttIRESTARS 2SR IFAYHINE, BRIAAT localhost » TEARMIEN] E
i H1E Kubernetes Pod HIE1TEY, JoiAM Pod MEFEZIAIR] REST #0. £/ ... ~address "" A
MPod IPH#IIEIFIRIRES T M,



@ BILUE Trident REST #Z20EE AL 127.0.01 GFFIPv4) 58 (0 @ 1) (FIPve) iR
FIRHEARSS

* -port <port-number>:. FERETridentdIRESTARSS 23N ilfrEYIm . #FXIAJ9 8000 o
®* —-rest. E%REST?&DO %ﬁi}\?ﬂ true o

5 Kubernetes 5187 NetApp = an

NetApp FiEr=msE &P 5 Kubernetes BRI FZ ANE S EEERM, MMiRESERIIEE
IBIhEE, MiMiEsE Kubernetes ZRERITNEE, ThEE, MEEEFIETRAM,

Astra
"Astra" BN EETS BIFMMEIR, RIPMBHIELE =R AZIFRER LUK ZE)8Y Kubernetes LIiz1TRIENIE
FENRSBUIIEAH, AstaFARBAESHAZBIMERLZILIET ZNetAppFiEr= A & P = i RS

BENRMIFARREFME, i, SERET —AFENSRYAEFBNEBIEEIEIE, FINRR, &HMIE
R, EEAEMESME, BTEIERIP, X/ SUERE, HIEHEZLUK Kubernetes TR HBITZAH.

ONTAP
ONTAPENetApp Z NN A—FEIR(ER S, INERANAREFRESRBIEEIEIEE. ONTAP RAXA LA

7, BA% 2 HDD &, FHIREHZMARNIBEBIER, BFETI 1IKITHES (FASHAFF) , HE (
ONTAP Select) #4fi= ( Cloud Volumes ONTAP)

(D) Trident %:#% LiAFiE ONTAP BB,

Cloud Volumes ONTAP
"Cloud Volumes ONTAP" @—R 4N ZEIRE, AIE=HIEIT ONTAP #UIBEEN Y. &AL Cloud

Volumes ONTAP BF&~TEf#El. KMME. DevOps . XHEHEMIIEEERE, CBEIIREEMENE, 5
AN, BIEEH, HEPEMNBRER—3E, B IVAEET BE .

iEFF NetApp ONTAP #Y Amazon FSX
"IEFT NetApp ONTAP B Amazon FSX" @—IEE£tENAWSARS . AIBTFRBohHliziTHNetApp ONTAPTE
EIRIER IR NI RS, FSx for ONTAPSZ i 1EF) A PERINetAppIhaE. MAEFMEEINEE. RFIA

TEAWS EFEERIERIIGTEIE. REM. REMMAIT B, FSx for ONTAPSZFFIFZONTAPX R ATNEEN &
IEAPI,

Element {4

"Element" @I RIEEREH BLEFME O AZTE, EEMEEEREBESITIENAEH. Element 5 API 1B4E, AJE
NEEEES T ATENBME, IEPFEEEEREFINE

NetApp HCI

"NetApp HCI" @3 Bt T B ESHERMEMNEERREB T T TEERNIIE, BHHERONEEN
B


https://docs.netapp.com/us-en/astra/
http://cloud.netapp.com/ontap-cloud?utm_source=GitHub&utm_campaign=Trident
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://www.netapp.com/data-management/element-software/
https://www.netapp.com/virtual-desktop-infrastructure/netapp-hci/

Trident 5t 232 #F NetApp HCl o Trident A LAEIZTEIK/E NetApp HCI FEF & L AR B U NAIEFIEMEIE
FEIRE

Azure NetApp Files

"Azure NetApp Files" @—F Al Azure XHEHZARSS, H NetApp 1221, EAILITE Azure RLAERAL AL
BITERRETZNEFTXXHNTIEAE, FNES NetApp MEMWYEENEENEHIEEIEINEE,

i&FF Google Cloud B Cloud Volumes Service

"i&FF Google Cloud B NetApp Cloud Volumes Service" @—M=BRENMHIRS, FlH@ET NFS #1 SMB 121it
BB2NEFMEEN NAS &, IWIRSZIHAEGCPEHIEITEALIIEAE,. BIFEANARER. ERHT MRS
RENRS, TRERE—HNSMEE, BIINRE, HIRFRIPLIAIT Google Compute Engine ( GCE ) S23
= 2ihA,

Kubernetes #1 Trident Y&

B OB IEEA B NEF RN R K ER REST APl 5 Kubernetes # Trident #1738

B, Kubernetes 5 Trident , Trident 517K Kubernetes S5 ZBIIXRHZNE
BN RIRE, ER—LEYWRIET Kubernetes i##{TEIE, MBE —LEXNRNED Trident 317
B8,

NRUFIEERE?
THRWR, NRNABRURFMRREARNNRE R ERIGER, B8 Kubernetes FAF R NMFAEIEK:
1. B A% persistentVolumeClaim IEKHH PersistentvVolume FYAR/N StorageClass ZHIHEIE
A=t 8

2. Kubernetes storageClass ¥ TridentfriZ N EEERRF. HES5—LEH. BT RTridentdNE iKY
EARLES

3. TridentyRIIEH StorageClass ZIfHEE. FATFHRRILAIN Backends #l StoragePools AJATF AEED
BE,

4. TridentfE CECHIRIRECEZMEHRIEM PR A PersistentVolume fEKubernetesf. LtEp<$ 4
JFKubernetestfal &k, HEHMIBE., UKETrident P REMW N EZBIXRME PersistentVolume
LPRTERE,

5. Kubernetes4BXE PersistentVolumeClaim ZI¥fHY PersistentVolume, E1EHIPod
PersistentVolumeClaim ¥lttPersistentVolumeiEE B Eiz{TFRERNEREN Lo

6. BF A% volumeSnapshot MAPVC. fEMA volumeSnapshotClass XFtETrident,

7. Trident #RIR5 PVC XEEM%E, HEEGHAEEMNIRE, ©F20IE voluneSnapshotContent XigHg
T Kubernetesi{a]iR Bl REE,

8. FHF A LIBIEE PersistentVolumeClaim M VolumeSnapshot {ENIR.

9. Tridentr] IEFABHIIRIR. FHRITSCIEERIN—HAPE PersistentvVolume Fl A Volume,

Tift—5 7 # Kubernetes X%, BIRINEFIR KA NS Kubemetes STHYBI—5,


https://azure.microsoft.com/en-us/services/netapp/
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=GitHub&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=GitHub&utm_campaign=Trident
https://cloud.netapp.com/cloud-volumes-service-for-gcp?utm_source=GitHub&utm_campaign=Trident
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https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
https://kubernetes.io/docs/concepts/storage/persistent-volumes/
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Kubernetes PersistentVolumeClaim Y&
— N Kubernetes PersistentVolumeClaim MR EKubernetes&EEFAF & HIVEMETE K,

BRTIENBEZSN, MRAFEBSERREETIRENRIAE, Trident EARIFAFIEEUTRE TERIRE

Mo IR SR IREIIER
trident.netapp.io/fileSystem XH RS ontap-san. solidfire-san. ontap-

San-economy.

trident.netapp.io/cloneFromPVC cloneSourceVolume ONTAP NAS.
ONTAP SAN. Solidfire-san
. azure-NetApp-files. GCP-CVS.
ontap-san-economy.

trident.netapp.io/splitOnClone splitOnClone ontap-NAS , ontap-san
trident.netapp.io/protocol ISV FE
trident.netapp.io/exportPolicy SRR ONTAP NAS.

ONTAP—NAS3*
BJ. ONTAP—NAS—Flexgroup

trident.netapp.io/snapshotPolicy snapshotPolicy ONTAP NAS.
ONTAP—NASZ 3
BJ. ONTAP—NAS—Flexgroup. O
NTAP—SAN

trident.netapp.io/snapshotReserve  SnapshotReserve ONTAP NAS.

ONTAP—NAS—Flexgroup. ONTA
P—SAN. GCP—CVS

trident.netapp.io/snapshotDirectory snapshotDirectory ONTAP NAS.
ONTAP—NASE£5F
AJ. ONTAP—NAS—Flexgroup

trident.netapp.io/unixPermissions  unixPermissions ONTAP NAS.
ONTAP—NASEF
BJ. ONTAP—NAS—Flexgroup

trident.netapp.io/blockSize AN solidfire-san

IR BIFEAMPVESA Delete reclaiming policy. Trident&7EPVERRES (BN F &PV CH)E B RIFRPVAI G &
o WRMBRZIERM, Trident =% PV tRiEHERE PV , HERREIRIIRE, BEHRIERINIE PV Fanffl
BRALE. PVEFIRY Retain REEA. Trident=ZBRIZREE. HEBREEEREMKubernetesflGimEIE1ZE. U
FEEMPRE Z I EFTROIRE. EER, Wbk PV A2BEILRERRA Trident HPfEESE. ERIE
FEREST AP EMIBR (tridentctl) o

Trident Z##ER CSI FAERIERERER: EaJURIRESREBHIEHBIESIERETENE PVC . X, PV BB
i8] B AL e] LU IREBEIAZ N AFFLR Kubernetes o AJS, BILUERIRBEIEIA PV, 15EE On-Demand
Volume Snapshots T BEI{FRIE

Tridenti® et cloneFromPvC M splitonClone FAFEIEREMNGE, EoJUFEAXLEINEREPVC. ML
F{ERCSILHE,



UT— 1 MRAFEE—1TRABPVC nysqgl. AR A UBIE— MR AFHPVC mysglclone
trE. B4 trident .netapp.io/cloneFromPVC: mysqle. &E 7 UtRER, Trident 5% ES mysql
PVC WME, MABMAFIRECES,

BEERUTLR:
* B REZRNE,
* = PVC REFRENMIFRE—1 Kubernetes ssR=EH, FHEABHEBNEFHEE.

* M ontap-nas M ontap-san PahizHF. AIBEBREIREPVCHNE
trident.netapp.io/splitOnClone 545G trident.netapp.io/cloneFromPVC, f§F
trident.netapp.io/splitOnClone IRE N true. Trident=ERENESRERD. MM RENSE
S5HRXENE AT ESE. MMBEET EERZE, KRIZKE trident.netapp.io/splitOnClone 5
BEHIGE N false XFAILURL BIRNTENIHFE. MASERENRESZBIEIZKHXR. FLkRIEL
MpRrTerE. BNEERIFERE. kD REREEXN—MER, BIRETHIRESH, ZEMRERERLYE
BRMESR, /AN ONTAP IREMEFEENEFR T 5@,

o sample-input BRBEBTFTridenttIPVCE N H. 1BEEN AR5 ZTIRANEXEKNSHAIEENT

g,

Kubernetes PersistentVolume W&

—MKubernetes PersistentVolume JRETAHKubernetesEEEEERAM—ER1ZiE. ENEGRABHSERE
8 POD &%,

@ TridentBZ PersistentVolume RIEKubernetesEEB¥FRECE M E. BEEXLEXW KT
F|Kubernetes&E& ., BARANBITEEE

IS | BE F TridentBIPVCHY StorageClass. Trident2EAENNEEXRILE— NS, HFAZETH—
WPV, FEECEENSHAEN PV BY, Trident 2EELAUTAHIM:

* Trident =9 Kubernetes £/ PV BN ERFEREFHENAIZT, EXFEMIERT, SEILUARBF
EEEERNEE—Y,

* HEHA/NS PVC FIFKBIA/NRATEELED, {ErgesRIEFE S RENENRIZENA 2 EHNE.
Kubernetes StorageClass WM&

Kubernetes StorageClass XfREHIZZFIEE PersistentVolumeClaims FHA—ABE MR EFME, FiE
EARGOMREFERANEERR, HREEEERFTTBIAEEX ZELE.

EEFENEERSIBRMEENRIEEINRZ— F— 1R Trident FIHH R,

—Kubernetes StorageClass A TridentBIX RIN AR



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters:

<Trident Parameters>
allowVolumeExpansion: true
volumeBindingMode: Immediate

XLEESEZE Trident EABY, BJFHIF Trident MR E S,

FHELESHEE:
B Type Required Description
B mapl[string]string S BELTENESES
FiEth maplstring]StringList S ¥ Ein 2 FRERT R 5K
FREYTFRE A ER
Fihn StoragePools map[string]StringList S Gl FRER Y
FRETEENTIR
HERR StoragePools maplstring]StringList S [GimAFRER G F]
H|H PRYTEREA
FiERE R E AT sRE R D R ATEMEMEERE N Kubernetes B4,
FiEMEREE N
XLEBBURTE T R EAHLE Trident BIRAIFEMEMRALBEL EREINSE,
B Type =l hE 25
R string HDD , BA&, Pool & ItkKE! 8EMNHRIEE  ontap-nas ,
SSD Nk, BEa%k ontap-nas-
ENE) economy. ontap-
nas-flexgroup ,
ontap-san ,
solidfire-san
FoERE string f&E, B Pool X#FILECE EEMECEHE  Thick: All
FiE ONTAP ; Thin
. All ONTAP &
solidfire-san



B% Type (=] = BN 3§

[S iR string ontap-nas HETFIERY ETEH FREIREhIER
. ontap-nas- )=t
economy. ontap-
nas-flexgroup
« ontap-san
.« solidfire-san
. GCP-CVS
« azure-netapp-
files. ontap-san-
economy.

snapshots H true false Pool Z#FEAHR BATHRENE ontap-nas,
BiE ontap-san ,
solidfire-san ,
gcp-cvs

e A true false Pool X#FmfEgE BATRMENE ontap-nas,
ontap-san ,
solidfire-san ,
gcp-cvs

= A true false MZHFINESE EEAMZENE  ontap-nas ,
ontap-nas-
economy-.
ontap-nas-
flexgroups ,
ontap-san

IOPS RER EE#H Pool BEIZIRIELL HIRIEXLE IOPS solidfire-san
SEEIRAY IOPS

' ONTAP Select AR HF

TERZHERT, BRNEEELMEE; fN, FREEESSHERERE. B2, Element FiEH=E
%E?%T#E’\J IOPS B/MEMEZAERKIZE QoS 1B, MARIBEKRNE. EXMERT, BERNENRABTEEREME

BREERT. BLUER attributes BREEEMARERELXESRMENEFHEREERE, TridentxBaiAk I
FiEFESR_all_LEEHNEM#EM attributes EIE5E.

MRERIMBSTEEER attributes BEASNAENEEEZESENM. EAILUER storagePools
additionalStoragePools BF#H—FTMUMEEIREFE—ARE MBS,

EOILUEH storagePools BIH—F IRHISIEEFMEMMITERIME attributes, S Z. Trident(
BHRIRAHEAI X attributes #l storagePools BAFEEMNSEI, ErIIRMFERSE, BeJUER
ERXHE,

&P LAEA additionalStoragePools SN ETrident FECER—AM. MR EEFERERIINMRE

attributes # storagePools parameters

%Eﬂiﬁﬁﬁ excludeStoragePools AT mikTrident A FECEN—HMHSE, EASHENERERITER



7£H storagePools #] additionalStoragePools B8, ENMN&BEXRBNER
<backend>:<storagePoolList>. HHl <storagePoolList> 8 GIHMNEEMTIR. LUEESH
fRo 51390, BY{E additionalStoragePools RIRERI RFA/R

ontapnas 192.168.1.100:aggrl,aggr2;solidfire 192.168.1.101:bronzeo
%iﬁ']ﬁ?%%ﬁﬁ#ﬁ@ﬂ75']%%@5’9IE)”~U§52§EWEO B LAER tridentctl get backend MAFRENGim R H Ay
HFRo

Kubernetes B4

XERIEARZFMN Trident FEEISECEHABNEZFRIFAEN / [Bin. Bk, XEREMIRM Kubernetes KA LS
XFNSH. TFNTRARXGRSECIRREE, HEUREFEXGRSSLARER, B0 xfsprogs o

E1E Type (=l Description MEIRTHIZF Kubernetes
version
FSType string extd , ext3, RO RS solidfire-san 28
xfs & v} . ontap-nas
volumes . ontap-nas-

economy. ontap-
nas-flexgroup

. ontap-san

« ontap-san-
economy.

RFET R boolean true false BHEXZRAME ontap-nas , 1.1 RESEARZ

0 PVC K/h893Z ontap-nas-

S economy. ontap-
nas-flexgroup ,
ontap-san ,
ontap-san-
economy.
solidfire-san ,
gcp-cvs ,
azure-netapp-
files

EHEER string BPAY, ERAR#TE 238 1.19-1.26
WaitForFirstCon 4BEMEhASEE
sumer"



* o fsType BHATFIEHISAN LUNFRENIXHRSZETR, b KubernetesiEF=fEMA
fsType EFEEPLUIERXHFRACET. AJLUEREFIEMBIN fsGroup NHHINLLF
B, PodfZ L L FTXAKRER £fsType BIRE. HEM "Kubernetes : /7 Pod 2 A 25L
ELZe I BXRERIKEESMENIIBLIAR fsGroup 18, Kubernetesi§N A fsGroup
QAEEUTER A AE:

° £sType EEEEPIZE,
° PVC HIaEXH RW .

3T NFS ZHEIREHTER, NFS SHAPBEEXMHRS. WEMER fscroup FHEMESE
E fsTypeo ERJLUGHEIGE N nfs HEMIETE,

CIFEN EAE BXRET BRNESFAEER,

* TridentZREREFERME T LN REIFEEEX. AFHEITrident sample-
input/storage-class-*.yamlo Mk Kubernetes ZZEEMEMIBRIERAY Trident F4&

%

Kubernetes VolumeSnapshotClass JR

Kubernetes VolumeSnapshotClass JMREMATF StorageClasses, ENEMFEXZNEFMEE, HAER
BB5| LS IREB SRR E XK, S MERBES —MERBEAEXE.

% VolumeSnapshotClass ESIERR. WHBERENX R ERAUTENXSIEEIRIEE:

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

o driver IBEIERIEIRIBAIKUbernetes csi-snapclass FHTridentfh3E, , deletionPolicy IEEL
T BRIRERBY B ITAIIE(E, B8] deletionPolicy IRE N Delete. HRBIRUUMEFMHEER FHKEIRE
STEMBRIREBRES MR, HE. HAUBEHEIREN Retain XEKE VolumeSnapshotContent FHIREB IR

TRER,

Kubernetes VolumeSnapshot &

—“ 1 Kubernetes VolumeSnapshot XM REEIEEIREBAVIEK, # PVC KRAFAXNELHINER—E, HIR
B EHEFAIAE PVC RIEREBRIEK,

KEIBREBIEKRG. Trident= BIEEEGIRNGEIRRBIIERE. HiBIERE—REBRAFIRE
VolumeSnapshotContent R, ERILMIIE PVC SIZIRIR, HECIER PVC BT REXLERBAE
DataSource o

VolumeSnapshot WA d AR SIRE PVC £k : BMEMBRTIRE PVC , REUXIFEFE. WRA
() AEBURENPVCEY, Trident 235Ut PVC MREEATIZN » EFEMIR " R3S, BRRIGHS
2%, BIRFTEXBRAR, SHHHIRE.
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Kubernetes VolumeSnapshotContent MR

—“MKubernetes VolumeSnapshotContent MRFTTMERENELIENIRE, EFRMUF
PersistentVolume MRRFMEER LEENREB. EAF PersistentvolumeClaim
PersistentVolume XR. BGIEMREAY. VolumeSnapshotContent W RIFFSHI—IF—hRET
VolumeSnapshot MR, ZMREIFKEIERE,

o VolumeSnapshotContent HWRESHATFE—IMRREBEIIFAEE. Hi0 snapshotHandleo X
snapshotHandle PVETF AT —LAE VolumeSnapshotContent Ko

H&EUH&EElaZ?E, Trident 2ERIHAIZEMRE, BIEREE. Trident2ECE VolumeSnapshotContent YR,
M IRB A EIKubernetes API,

@ BE. BREFEEEIE volumeSnapshotContent XWRo, BUIREFEE, NFHIIN "SANERE"
1EAsta Trdent9|*ﬁ|3@'JL

Kubernetes CustomResourceDefinition XW&

Kubernetes BE X R FRE Kubernetes APl HfVim s, HAEIERENXFHATFXIEMIRFHITHLH, Kubernetes
TR ENRBUEENRES, B LUBTIEITHRIRBXLERBENX kubectl get crdso

BENXZEBRENX (CRD) MEXBMMRITLIER Kubernetes IZEE HTEURTRMER, XEFMTERN Trident
B IV 1F A%,

Astra Tridentfff CustomResourceDefinition FAFFE Tridenttd R B MR, Hla0Trident/5i%. Trident
ZEHEMTrident®s, XLEXWRE Trident B, 1k, CSI HBIREBIEZSIAS|INT —LE X BHRBFIER CRD ,

CRD Z2—7% Kubernetes 15, ERZFEMITREA Trident S, B0, FHECIERGEHE tridentctl. MM
tridentbackends BJECRDM &R HKubernetesfEH,

EX Trident B9 CRD , i&FE2ELUTF/LE:

* %% Trident BY, RFASCIE—H CRD , HAIGEREMEMERERE R,

* FAEFTridentf tridentctl uninstall aa% . Trident Pod=# bk, BEIEHCRDASHFIE,
BEN "EHE Trident" 7RI ML FFIA 2 RIBRFEFECE Trident o

Astra Trident StorageClass &
Trident2 IKubernetesfll}Z LAY TE(ESE StorageClass IBEMIR csi.trident.netapp.io

Inetapp.io/trident EHEEREFFEY, FEXBITSKubernetesBIBFRILEE StorageClass BFIf&
TR

@ fEAKuberneteshYy. XLEITRETEKubernetesBy BTl storageClass EATridentENEEE
BRI TEM,

FERES—HEER, Trdent ZRFXEERSSNMENFRIBIEHITIE; MRLE, NiZEFELEER
BEFEREEERNE R E .

SR LAER REST API RIZEEREE U EREXFESL, B2, XFKubermnetesHiE. FHTHETF
FiKubernetesBY B XLEEFE StorageClass W R,
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Asta=IE 3R
BRRTIEIRMIZT, Ko Trident BES; 84 Trident SO EIRER MRS,

() =RCECORMEENFEMHRLER— B—1 BKubemetes StorageClass M.
BXMANRXENRNFAES, BN EEEREER

Astra Trident StoragePool &

EEERTAES N EHEENTENME, WF ONTAP , XLERAWMNTF SVM FHEE, XTF NetApp
HCI/SolidFire , X%t QoS AN FEIERIEER QoS 77, *1F Cloud Volumes Service , XLeXIF 3tz
FoirtBXE, SN EEWSE—ARENEERN, BT EXE S EMEBUERIPFI.

SIHEMN KRR, FEBERENRGZRZEMARNER,

Astra Trident Volume X5

EREAREST, HERKESAR, FI90 NFS HEZFiSCSILUN , EKubernetesd. XX REZINNF
PersistentVolumes. BIEERN, BEWAEAEAEEMESE, WRXTRETREIZENUE AKX/

* 1£ Kubernetes A, XL REENHFHITER, EAIUEFENUEE Trident EEERIARR.

@ ﬂﬂUf‘?Eﬁ?’éHﬂEH&E”E’J PV B, HEMNAY Trident BIFEFHA * EEMIBR * K& ZMIFF Trident
%, ENMRERZERRR,

SEEEX TEENENAEGNEM,

B Type Required Description

version string = Trident API hlzZs ("1")

name string =/, EOIEMERIR

g string p=1i 8 FCE SN EFERNFMHEE

size string =/, ERRENEAR/N (UFT
L)

iy string S EFERARIINER; "file"
g "block"

REBRZ R string = FERR LRI REIR,
B Trident &£

cloneSourceVolume string = ONTAP (NAS, SAN
) #1 SolidFire —* : EM
Hh5e RS2 R

splitOnClone string & ONTAP (NAS, SAN
) L BREMERRRS

snapshotPolicy string = Snapshot-* : BEfEAMN

ONTAP g
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B%

SnapshotReserve

SRR

snapshotDirectory

unixPermissions

A

XHRE

Type

string

string

i

string

string

string

Required

a
=]
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iy

7]

=
=

3=
()

Description

Snapshot-* : JIREETNE
HEBE L ONTAP

ontap-nas* : BFEAMNS
H SRR

ontap-nas* : BEETMR

REX

ontap-nas* : #J%& UNIX
PR

SolidFire — * : R/ BKX
K

XHRGLE

4R Trident internalName SIEERN, XEIERINMT R, Bi. EXTARNEMETIZRECAE trident HfE
ﬂ#ﬁ@ﬂ%mmﬁﬁ%ﬁ);ﬁhﬂ@]%%w\ MR RERZ IR <prefix>-<volume-name>o RE, CEREFIERR
, BMEHARTFERNFR. W TONTAP Fif. EREEFRHEHMATIE(AL. RAEZIFELER

<prefix> <volume-name>) . X T Element f5ifx, B TILBRNEFT.

S UMERSEEEEAREST APIEIZEECES. B1EKubernetesE B, i 1HELEAZ AP EERF

#EKubernetes PersistentVolumeClaim AJAEEEEEEF.

DTy =

Astra Trident Snapshot W&

{\f429 trident} =BILIZILETR

REBEENIESEIER, TRFREEREIEFERS, EKubernetes, XLEXREZENNTF

VolumeSnapshotContent WHR, B MREBES—MNEMHEXEL, %

B Snapshot WREEUTRENLE:

B

version

name

REBR AR

volumeName

volumelnternalName

Type

string

string

string

string

string

Required

=i

=,

=i

=

=

ERIBIEHER.

Description

Trident API Al ("1")

Trident Snapshot X &
B R

FERS L Trident
Snapshot IR Z R
RNESZIRBAIIKAMES
SRE=R

iR Se L XEXRY Trident
EXREIRTR

(D) Kubemetes o, EFRREITEE, EAUEEEIIUEE Trident REHNS.

LKuberneteshY VolumeSnapshot JWRIEKEQIIE. Tridentr] BEEEBEFEHEALK LOIEREBIRKT
o o internalName BYREBMREBE L EHBIZKEME snapshot- £ UID BY VolumeSnapshot X
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R(FI90. snapshot-e8d8alca-9826-11e9-9807-525400£3£660) o volumeName Al
volumeInternalName 4§i§ﬁﬁﬁy)§§i¥éﬁﬂ%%§ﬁi§%
o

Astra Trident ResourceQuota W&

TridentBIPERfERA system—node-critical FEkIFE—Kubernetes ] &S ITRFE—R FHRAstra
TridentBEIS7E IEE T3 m XA HAIELRBIFEIESE. FH 2 Trident demonset Podif i FRE N m B Lk
BRI TR H,

Ak, Astra TridentRE T ResourceQuota FFHFRAR TridentFE LI RAT m X B "MARLIHNR, £
ZREZFBIEemonsetZ Hi. Astra Trident2Z& 1% ResourceQuota WR. WMRFXELM. MEZALITR,.

MNREEENBINZRECEFIN AR EHITEZITS. AILIEM custom. yaml HECE ResourceQuota f#
FAHeImBEI R R,

I TFR2—1 " ResourceQuota X RAVR . ZXREM AN IETridentFE,

apiVersion: <version>
kind: ResourceQuota
metadata:
name: trident-csi
labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator : In
scopeName: PriorityClass
values: ["system-node-critical"]

BEXRBPETBIFMAEE. 152N "Kubernetes: HIRECEN",

5I2 ResourceQuota MRLZELIN
ERDEIERT. ZESTEZEKRM ResourceQuota MRERQIE. iFh=1d "EHEHE" AREHRE,

WNRAEIER. BFsMIFR ResourceQuota WK,

fifl B ResourceQuota

MREFHLEITHIB SN ERESES. B LUFRAstra Trident ResourceQuota {FRAMBSHINR:

kubectl delete quota trident-csi -n trident
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tridentctl 55 < #1370
o 'Trident ZEZFE" SEGSITERER.
IHE 2 Astra Trident Pod B985 =5(8].

5] FARYaR < LI
BEXFEABRER. BIB1T tridentctl --helpo

ARG /IETEE:

Usage:
tridentctl [command]

AT
* create: FFRANINEAstra Tridento
* delete: MAstra TridentHfipr— P Z N ER,
* get: MAstra Tridenti RER— M Z & Ro
* help: BXEMF<SHIEEEN,
* images: ¥TENE&Astra TridentFhiEE R eRlUR YR,
* import: FMBEIFESANEAstra Tridento
* install: R#KAstra Tridento
* logs: MAstra Trident{TENHE,
* send: MAstra Trident&IZ&E Ro
* uninstall: El#{Astra Trident,
* update: & Astra TridentP IR,
* upgrade: FZkAstra Trident B9 R,
* version: ¥TENAstra TridentB9hRZR,

flags

* '-d, --debug. A

* °-h, --help: #BJ tridentctlo

* '-n, --namespace string. Astra TridentZBZER TR T8l

‘-0, --output string: &I, json_yaml_name_wide|ps Z— (BRiA)

‘-s, --server string: Astra Trident REST#&[ORYMIA/ %,

tridentctls AJ3EMA1AR]Astra Tridents
BB RS PERY Kubernetes FAF B] LIER E R L% Astra Trident , HEEZESHIXBEUE
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(D ALK Trident REST #0O08BE AL 127.0.0.1 (FF IPv4 ) 5§

P AR (AR SS

@ AL Trident REST #0OE & AL 127.0.0.1 FF IPv4) 5 (: :

MR HARSS.

create
SR LMEIEIT create AT AAstra Trident/mINE B S .

Usage:
tridentctl create [option]

A IR0 ;
backend: ¥EimAINEIAstra Tridento

delete
EA LIEIT delete AT MAstra Tridenth il — e 2P E RN,

Usage:
tridentctl delete [option]

B AT

* backend: MAstra TridentfifF— I Z N FE SR
* snapshot. MAstra TridentfIfF— P ZNEIREE,
* storageclass. MAstra TridentdflfF— 3K Z MNEESE,

* volume: MAstra Tridentflfg— sk Z N 1FEES

get

A LUBTT get AT MAstra TridentBRER— MR Z MR BFEHH L,

Usage:
tridentctl get [option]

B AT

* backend: MAstra TridentFREX—1 8k Z MBS IR

* snapshot:. MAstra TridentZREX— 2 ZMRER,
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* storageclass: MAstra TridentFREX— 2k ZMNMEES,

* volume: MAstra TridentFREX—N k%N,

volume M.

*_h, --help: &I,

* ——parentOfSubordinate string: FEERFHIAIMNESE.
* ——subordinateOf string: BEERGIAENTE,

images
&R LUETT images FAT$TENAstra TridentFREE A 2s MUE RAIIT S

Usage:
tridentctl images [flags]

flags
*-h, --help': Help for images.
* v, -k8s-versionFERTH . Kubernetes&EE$191E X kv,

import volume
&R LUIETT import volume BFEIBEFAEAstra TridentdJar <,

Usage:
tridentctl import volume <backendName> <volumeName>

Al
volume, Vv
flags

* '-f, --filename string. YAMLZXJSON PVCXHHIE&IZ,
* *-h, --help. BHIEEEN,
* “--no-manage. 1XEI}EPV/PVC, AERESEMALEE,

install

BRI LUETT install AT &% Astra TridentfItRE,

Usage:
tridentctl install [flags]

flags

[flags]
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* ——autosupport-image string: AutoSupportiENEIE 23R (FRIAS"NetApp/TRIMT autostsupport
. <current-version>"),

* ——autosupport-proxy string: FF&iXAutoSupport ZEMEIIERYMIE/ RO,

* -—enable-node-prep: =IAE TR ELRAFRIIGE,

* --generate-custom-yaml: FERLEERABBIER FERRYAMLX o

* -h, --help: RIE#E,

* --http-request-timeout: EZE=UniTHIZFAIREST APIBYHTTPIERER (RAIAEYI1 m30)o
* --image-registry string: PIZBER{GIEMZRAVMIALRO,

* ——k8s-timeout duration: FiEKubernetestZ{EATEET(ZERIAESI3MO),

* —-kubelet-dir string: kubeletRERRZSBIENIE (BRIAEN"var/lib/kubelet"),

* —-log-format string:. Astra TridentHEIZRIBN (LS. json)(BRIA A "text")s

* --pv string: Astra TridentfEFRREBPVHIZFRAIHRL B FFREE(BRIA A trident ")o
* --pvc string: Asta=IREfERNEREBPVCHE, WERAFEGERVAN ZIHE"),

* -—silence-autosupport: AEBEIAENetApp&RiXAutoSupport IHLFE(BRIA Strue).

* --silent: EREHEZAARZ L.

* ——trident-image string. BZRIEAJAstra TridentBR{&,

* --use-custom-yaml: FEAIZEHRPHNEAINEYAMLX

* ——use-ipv6: {EAIPV6#H{TAstra TridentfVi&E(S,

logs

n_,\E_I- L}\ 1—_|- lOgS }EH:_F}\AAStra Trldentﬂ—Eﬂ E o E’J$]Tl|_.\o

Usage:
tridentctl logs [flags]

flags

* “-a, --archive:! FFRIEBAEWRA. BNERRE BECIERZRTE,
* °-h, --help: AE#EE

* -1, --log string: BERE/RBYAstra TridentHE. Trident FIEY—™ "auto"|trident I EIERT "All"  (FRIAS
uautoll)

* "--node string: BEMAUET mPodHEMKubernetes I =& #Ro
\_pr _—previous: ﬁmﬁ%ﬁ@*%ﬁa—ﬁjmalp\(yu%ﬁﬁ)o

* “——sidecars:. ¥#HisidecarZssHIHE,
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send

BB LIETT send AT MAstra Trident R X Z RS S,

Usage:
tridentctl send [option]

B] FkI
autosupport: FFAutoSupport A& IXLANetAppo

uninstall

BRI LUETT uninstall AT EIEAstra TridentBI45E,

Usage:
tridentctl uninstall [flags]

flags
*_h, --help: HIZEZEEEN,
* ——silent: HIEHAEIZAAXZEE L,

update

&R LUBTT update AT TEAstra TridentH A RIS,

Usage:
tridentctl update [option]

AJ A% ;
backend: {EAstra TridentP EE /G,

version

B LUBTT version BFHTENAMRASAIPRE tridentetl MIRIEEIEITAITridentiRSS

Usage:
tridentctl version [flags]

ﬂags
* ——client: NREFimRAS(F AR552%)0
*-h, --help: hRZs #5810
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PODZ£inE(PSS)M1Z £ L TXIRHI(SCC)

Kubernetes Pod&Z 21574 (PSS)FIPod & £ HB&(PSP)E XX RLRH H IR HIPodBY1T
Ho OpenShiftZe £ TFXAER(SCC)REFE X T HFE FOpenShift Kubernetes5|ZZHIPOD
Rl ATIRMELBEXIEE. Astra TridentaEZERE S AELENE, UTSTHIEA

Y4BT Astra Tridenti& & HIA R,

@ PSSHEELPod R £ 5B (PSP), PSPEfEKubernetes v1.21HF . FHIE7Ev1.25 kR, BX

FHRER, 32N "Kubernetes: Z24",

FrEERKubernetesZ £ F N XHMEXFEL

R
5

ENMLEE R
EHIPC

ENIPID

TheE

Seccomp

SELinux

DAC

PODZ £17E(PSS)
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Description

CSIEREHRNNAEH R, XEKETridentT
HMPODAIIBITHIINA 28, BXIFHEER, #EN
"Kubernetes: EHH{EIE"

iISCSISFPIHIZEFFER, iscsiadm BIBISCSHEHFF
E A EH ML EEZESISCSISFIPHEHTTEE,

NFSfs FE##428)3& 15 (Interprocess Communication
. IPC)5NFSD#1Ti&E

FEFEN rpc-statd FNFS, Astra Trident=2E 18
FHHZLUAERS rpc-statd IETEEHNFSEZHI
1B17,

o SYS_ADMIN ItIhRe B 4FIN A s RIRAIATHRERY —&R
3. BIE0. Docker IBNIRMAZFIZE T LA TIO8E:
CapPrm: 0000003fffffffff

CapEff: 0000003fffffffff

Seccomplit BE X EFN A 28 PR T IEZ RIS
; Ak, TiEEAstra Tridentt EHE.

f£OpenShift L. XA REFIETT spc_t ("BERIFIN
Bas" AN B BIEPIEIT container tif, FF
/8 containerd. f#H container-selinux &%
. FERRBREFIEIT spc_t B, XBRE
FASELinux. &b, Astra TridentAR&FI0

seLinuxOptions Z|&28.

BRI AB B A AL root AP 5121517, JERFINA 2R
HUrootAA P &173i517. LUAIRICSIFRERUNIXEEF,
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Label

pod-
security.kubernetes.io/enf
orce

pod-
security.kubernetes.io/enf
orce-version

Description

A TridentiTHIZZFA T RN

iR =aE),
BNERHRTIEIRE,

@ BHHE T EIRE AR SR PodRitH. HIN"CIETHEE: .
REEXMER. BRENGREST

PODZ £ % k%(PSP)

FE Description

allowPrivilegeEscalation
allowedCSIDrivers

allowedCapabilities

allowedFlexVolumes

allowedHostPaths

allowedProcMountTypes

allowedUnsafeSysctls

defaultAddCapabilities

defaultAllowPrivilegeEscal
ation

forbiddenSysctls
fsGroup

hostIPC

hostNetwork

hostPID

hostPorts

BRI R 284 IF IR TR
Trident R~ ER LRI CSIIRATE,

IERF Trident R 23 FIR VTHEER =
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