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cloudProvider to "Azure", lI40:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

=4
TR REAsta=TNINEESR cloudProvider ERIMEE S HRNME|Azure scp:

helm install trident trident-operator-23.10.0-custom.tgz —--create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

LU RANIGLEEAsta Trdenti & cloudProvider FRIEAN Azure:

tridentctl install --cloud-provider="Azure" -n trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {
"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited

permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"

1,
"permissions": [
{

"actions": [
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/read",



"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write"

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

I

"notActions": [],
"dataActions": [],

"notDataActions": []

* Azure location Z/DEE— "EIkFM"s BTrident 22.01BHIE location BN EERECE X EGTIER
WIEFES, TEREINAPTE EE’JLLETEH?&UB&

SMBEHEMEK
ZoESMBE. ENINAER:

* BEZEActive DirectoryH &% F|Azure NetApp Filess 1EE I "Microsoft: BIEFEIEAzure NetApp Files
BYActive DirectoryiEz",

* — P Kubernetes&EEE. EFBEE—LinuxizHlgs T a2 U KRED—"1EITWindows Server 2019BYWindows T
ET 5o Astra Tridentf¥ 2 #5ESMB&EHEE FWindows T ;1 _EiE1TRIPod,

. E/I\—A@3A0t|ve Directory&#ERJAstra TridentZ£A. LUEAzure NetApp Files ] LA[AActive Directoryi#
TEHMEIE. MEMEA smbereds:

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* BEEE AWindowsARSZHICSIKIE, BRE csi-proxy. EEM "GitHub: CSHYIE" 8 "GitHub: &M
FWindowsHICSI{LIE" & FEWindows_LiEiTHIKubernetes T3 5o


https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://docs.microsoft.com/en-us/azure/azure-netapp-files/azure-netapp-files-delegate-subnet
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://learn.microsoft.com/en-us/azure/azure-netapp-files/create-active-directory-connections
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md

Azure NetApp Files [Fimfd & iEINAIR ]

T f#&E FAzure NetApp FilesBINFSHISMB/GImREL BRI H EREE 1o

[EimEC BT

Asta=InfFEEREHEREE(FM. BN, RSFHNNUE)EERUEBFANEEN LEIEAzure

NetApp Files®. H5i5KAARSS

50 F R PLEC,

(D) Astra Trident & F# QoS Bt

Azure NetApp Files/SimiR 7 X LD &%,

W

54

version

storageDriverName

backendName

subscriptionID

tenantID

clientID

clientSecret

servicelLevel

location

resourceGroups

netappAccounts

capacityPools

virtualNetwork

Description

TFEIRTHFERF B9 2 #R
BE X B R E SR
Azure TTIEHBEIITIR ID

NREAKSER ELEATREM
1/ N J\ujj—_h\_o

N AiZRFEMPRYAERS 1D
NRTEAKSEE FERATREM
IR M9 RZE,

N AiEFEMFRE PG ID
NRTEAKSEE FERATREM
IR W9 AIZE,

N AREEMPNE P imEA

NRTEAKSEE EERATREM
1/\\ J\Ujj_.l-Lo

Hrf—/ standard, Premium’

oy ‘Ultra
EEFHER Azure NIBEMZFR

NREAKSEE FEATREM
IR, J\ujj_.l-Lo

AT mEE &M RIFIRATIR

Default
YRR 1

"Azure-netapp-files"

IXEpRZFF AR + " + BENLFAT

" (REAN)

"I (Ehbikas)

BFimEE X IMAIRA NetApp K "[" (FEifikes)

LIS

AT mEE A MARNBEEMTIE

BEZEIFMBYEPAILEHIR T

" (Eimikds, BEt)



2

=

subnet

networkFeatures

nfsMountOptions

limitVolumeSize

debugTraceFlags

nasType
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A& resourceGroups, netappAccounts, capacityPools, virtualNetwork, # subnet BJLAfE

FRREZMA T RERMEIEE. FRAZHERT. BUERATE2RERR. EAERMAUSZIERE

Fco

| =% 2o

e

o resourceGroups, netappAccounts, # capacityPools {EEigTMiEtss. BT LM —EHRFERES
AtEFE#EEHANZR. HERTUUERAEHIEE. T2RERMTMEAUTHEI:
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Type

Resource group

NetApp K
BEM
REHA 4R

Subnet

S E

TR LUBE 7 EC B RS TR ER 2 RS E U P IETURIZRIFNINE R E. 152N [RHIEE] THIFAES.

%

exportRule

snapshotDir
size

unixPermissions

ANl

BIo
< HiRA >

< &R >/< NetApp M >

< ZIR4H >/< NetApp kP >/< BEt >

< BIRA >/< BIARLE >
< ZRA >/< BINLE >/< FX >

Description Default

SR HAN, "0.0.0.0/0

exportRule #JEUCIDRERE
RTHEEIPvAIE S IPvAF A

BHIES SRR,

SMB&E 2B,

=% snapshot B RMIE] IL1E false
HENBRIAAN "100 72 "

FEBIUNIXA R (41 hHIERF), ™ (FREEThEE, FBEEITHHRTIN

B&%)
SMBEEZ B,

UTRBERTRAZSHSHRRBNMAENESELE, XBEXEHNRE R E.



RIREE

XREMNNRRGEIHEEE, FRLEE. Asta=inFiE] UL EEEUEZRIKZAzure NetApp FilesBIFT
BANetApptk . FEMMFMN. HIENIFHEREETEF— MM FMN L. EN nasType B8 nts FRIA

BRTER. EREANFSERE,

HERINIFFIafERAzure NetApp FilesHZIXF LR, IHECERIEAANESE. B L

BENESREGINMSERRE,

version: 1

storageDriverName:

subscriptionID:

tenantID:

clientID:

clientSecret: SECRET

location: eastus
AKSHZE 517

WEIREEESHINEE subscriptionID, tenantID, clientID, # clientSecret, EFARE

BB rER.

apiVersion:

azure-netapp-files
9f87c765-4774-fake-ae98-a721add45451
68e4f836-edcl-fake-bff9-b2d865eeb6ct
dd043f63-bf8e-fake-8076-8de91e5713aa

trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident
spec:

version: 1

storageDriverName:
capacityPools:
resourceGroups:
netappAccounts:
virtualNetwork:
subnet:

azure-netapp-files

["ultra-pool"]
["aks—ami-eastus-rg"]
["smb-na"]
eastus-prod-vnet

eastus-anf-subnet
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\

AEMmERINFERS RS EE

I EHERE S EEREEAzure® eastus IIE Ultra BB, Asta=iFEEIAIIZUIBEEIK
faAzure NetApp FilesBIFREFM. HBNEEFP—PNFNLERE— M5,

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2



SRECE

EREEH# - BERETESE N N—NFN, FERTRESEENIAE,

version: 1

storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET

location: eastus

servicelLevel: Ultra

capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network

subnet: my-subnet

networkFeatures: Standard

nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi

defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: 'true'

size: 200G1

unixPermissions: '0777"'



REPVHECE

HEIHRECERITE— T XEREX S EFE, NREES T REWSIFAENRS R, HEEHEE

Kubernetes el R TXEARSZRANNTFMESL, MWILIHEEIFEER. EINITERTRIEX Dt

performanceo

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2

TFREEENX

ITFAA StorageClass ENX S EIRTFAEM,

12



ERNRHIENX parameter.selector FE&

fEF parameter.selector EAILLAETMERE StorageClass HFREENEN, HSEEIEEMPENX
EN A,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=gold"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=silver"
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: "performance=bronze"
allowVolumeExpansion: true

SMBERIRFITE X

1R

f£F nasType, node-stage-secret-name, #l node-stage-secret-namespace. &EAILIIEESMBE
FHRFRERActive Directory £z,
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iR E EHEAEE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

SR EARENEN

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN ERAFENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
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@ nasType: smb XFFSMBERMAYHIELES. nasType: nfs 3 nasType: null NFSHIAYIHE
PR T

B /5m
BIREREEXHE, ST THS:

tridentctl create backend -f <backend-file>
WMREHREIEEXK, NEKREELME, EaUsiTU TaSREEEEUBELEREA:
tridentctl logs

HREABIEREXHRIREE, R LUBXIETT create a5 <,
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