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"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. {3 ... parameters.selector FRALUKSIIZEE X Fi#t, Hu0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:
csi.storage.k8s.io/node-stage-secret-namespace:

3. BIE— 1M EELUKSEIEZIENZH, .

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A

luks-passphrase: secretA

luks-${pvc.name}

$S{pvc.namespace}
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: trident svm
username: admin
password: password
defaults:
luksEncryption: 'true'
spaceAllocation: 'false'
snapshotPolicy: default
snapshotReserve: '10'

HHRLUKSZ4215E
ERTLURSIRL UK SEDATIEFH T IARR L
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1. 70 node-publish-secret-name # node-publish-secret-namespace StorageClass&#, i



apiVersion:

kind:

StorageClass

metadata:

name:

provisioner:

parameters:

csi-san

storage.k8s.io/vl1

csi.trident.netapp.io

trident.netapp.io/backendType: "ontap-san"

csi.
csi.
csi.

csi.

storage
storage
storage
storage

.k8s.
.k8s.

.k8s

io/node-stage-secret—-name: luks
io/node-stage-secret-namespace: S${pvc.namespace}

.1o0/node-publish-secret-name: luks
.k8s.

io/node-publish-secret-namespace: ${pvc.namespace}

2. ESSIRE LRI B BEIE,

Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EMBHLUKSEALIEE MEIEFZIEM £

BIDFEIE, R previous-luke-passphrase-name #

previous-luks-passphrase ILAZ_ E—NHIEETIE,

apiVersion:

kind:

Secret

metadata:

name:

stringData:

vl

luks-pvcl

luks-passphrase—-name: B

luks-passphrase:

secretB

previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. BIE—RRHENPOD, XERBMEERPTHEN,
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Volume

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelD>

...luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

=

R EMIRIE_LIREIFEGEER . 4 SRIRELEEE,

(D NERIREIHNZLETIE. 190 luksPassphraseNames: ["B", "A"]. #HHATE, &r1LL
i & FrPODLIZE I TR H 1,
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p
1. BA csINodeExpandsecret LREITJ(MIRXAR1.25L0 k). 7ES I "Kubernetes 1.25: AN #HITT =IK
ohEICSIEY B" THHFAER.

2. 0 node-expand-secret-name #] node-expand-secret-namespace StorageClass&#, 30:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

#ZR
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Type Sikipia) BEi7iR B P 15IR)

UNIX ERA ERA ERA
Kerberos Si =N=): BEA ==z
Kerberos 5p EEH EEH EEH

B RIIEONTAP S H SEBETI S tH BRI, A5 LB TSR

- IR A

RCETEES I

IR

57T DL B B & Kerberos METREMAIER HEHIRBEFHREHTE,

KXFUIES

E eI TR EKerberosINZEMEMEFIRECE XA, &o] LUERSEIETE U T =MF BRI KerberosiNZ
Z— spec.nfsMountOptions :

* spec.nfsMountOptions: sec=krb5 (B{PIIEFINNE)

* spec.nfsMountOptions: sec=krb5i (BHIRIEFMMNEUNB1H1FRIF)

* spec.nfsMountOptions: sec=krb5p (BAIIEMMNE RS HFRFARP)
BIIEE — 1 Kerberosal. WMRESEFIRFIEE Z " KerberosZR7. MR EFERE—IED,

pAL
1. EREEH L. ERUTRFIEEFEHEEREEXF. BES<PNEERNEIFETRNES:
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. EREEL—PHeENREXHEIEER:

tridentctl create backend -f <backend-configuration-file>

NREwHENZRY, NEHEELIEE, ERILUETUTaLKREFEHTURELRERRA:

tridentctl logs

HBEABIEREX ARG, ERLUBRIETT create a5,

Bl
TR LA F iR ECE R FKerberos IR

XFLES
BIRTFMEENREY. I LUERASHIEE LT =M AR 4HIKerberosil% Z — mountOptions :



* mountOptions: sec=krb5 (BHICIEFNNZE)
* mountOptions: sec=krb5i (BAIIEMNNE UK B BRP)
* mountOptions: sec=krb5p (BRIIEFNINZE UK B HBHFEFARF)

B{IEE — 1 Kerberoséhill, MIRESIRTIRFIEEZ MKerberosMELF. MNZERE—TET, NRE
EFERIREICEPEENMELRS S EEFERINRPEENMERIRE. WEFHERENRML T,

T
1. ERALLTFRBI63EStorageClass Kubenetesit& :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: True

2. QETFRES:

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. BREIEFME:

kubectl get sc ontap-nas-sc

TNEBFERMUTFUTATRIRES:

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
iCES

PIRFMEEIRNEELS. BIMEAURES. BSRXLHE TLES",
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79Azure NetApp Files&EE B L iR HIKerberosiI &

BRI LA EERES 8N Azure NetApp FilestEfi#fgimatAzure NetApp FilestZ &G imEIth Z BIMNEE TR 2R
FBKerberosiin&Z,

Faz Al

* R E TS ERed Hat OpenShiftiEE¥ L= FAAsta Control BB B 12F. BXiBHE. 1520 "EFAsta Controlfig
BERF"

s FARERILUIAIRIZ tridentct]l SRFATERF.

FARERHIREBHNAE, HREIKerberosiNZ & FAzure NetApp Files?Z G "Azure NetApp
Files 314",

* R E EMRECE [F B KerberosNZRIERINFSVAE, 1BEHEY NetApp NFSvAIFACE —T5(55131) "
{NetApp NFSv41Za3INEEFN RIESLERIERT) "

SIBEMER
& LB B & KerberosINZ IHEERYAZUre NetApp FilesTF G IRECE .

KFIES
T RIRECEKerberos BN FMEFIRECE XHEY. ERILIEHITENX.. FEMATFUTRNAIENESIZ—:

* FRFENEFEERRES* spec. kerberos

* EFAFE EINZR S spec. storage . kerberos
TEEMHERIE XEER . RASERFEEPIFEREZFZM,
TEE—RF. EE AT LUIEE T =M A E kR AsHIKerberos & 2 —:

* kerberos: sec=krb5 (BPIEIEFNNZR)

* kerberos: sec=krb5i (BRIRIEFNIZE LUK B11RIF)

* kerberos: sec=krb5p (BHIRIEANNE LIRS HHFRFAR)

p

1. EREERE L. RIEFEE FHEEHNIE (FRERAFISEMBES). ERUTREZ—tIRE#ERE
IHECEX . RHES <>HREZRNERREFRIESR:
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krbb,
credentials:

name: backend-tbc-secret

etV uct Gl

krb5i,

or krbbp



apiVersion: vl
kind: Secret

metadata:

name: backend-tbc-secret

type: Opaque
stringData:
clientID: <CLIENT ID>

clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>

tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>

servicelLevel: Standard

networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>

subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption

kerberos: sec=krbbi #can be krb5, krb5i, or krbbp

credentials:

name: backend-tbc-secret

2. EREE E—SheENRE X EIEER:

tridentctl create backend -f <backend-configuration-file>

NREImEVERW, W/EHECE HIRR

tridentctl logs

mo AR

S0 /G

AILUETTUA T e RkEFAEUBE R ERE:

13



WEHEEEEXHFNREE, ErRIUEXIETT create 5<%,

BIERTEAEZS,
& B] LB 1E R ECE K KerberosINZH &,

T
1. {ERALLTFRBI63EStorageClass Kubenetesit& :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. BIERTFfiE:

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. HIRELIEEFMEE:

kubectl get sc sc-nfs

TNEREMFUTRSREH:

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
fcES

SIREFER RN EFELS. BMEAUEES. BERXERE "BEEE
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