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A Trident Protect{®iF FAIZF
T fi#Trident Protect

NetApp Trident Protectig it =k N T2 F IR EIETIEE. BlIE5R2FHNetApp ONTAPTEAER
ZiFNetApp Trident CSIHEEEE BEFZ PR 2 VA R Kubbernetes N FI A2 B THEEFI B]
F3. Trident Protectr] &t AE =MABIFEHRRRI MU TIERFHNEE. FRIPNED, ©
MBI APIFICLIR B oh b IhEE,

TR LB 83 B & AR (CRS) B fE A Trident Protectds <17 52 E R E A Trident Protect{R P N FBT2F o
T—FEHA?
BRI AL EE Trident ProtectZ Bl 7 fRHEK

* "Trident ProtectE3k"

Z3ETrident Protect

Trident ProtectZ:3k

BROIEEIRERIE. NAREFRER. NEREFMFIIIREEAEEME. BERENIF
IR HEXLEE R, A rEEPEMIzTTTrident Protect,

Trident Protect Kubbernetes =2t 14

Trident Protect5 &M £ EMN BITEENKubernetesF=mER.. HPaiE:

» Amazon Elelic Kubelnetes Service (EKS)
* Google Kubernetes Engine ( GKEE )

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift

* SUSEIXAHE
* VMware Tanzui= A&

* _E¥Kubernetes

@ HatRf % & Trident ProtectRYSE B ECE T IETEIGTTRYIRBRITHI 2 LISABKHICRD, BRERIRIE
hiles, BBW XL

TridentfRIFIFHEEIHRA
Trident Protect>z LA FE &SR :

* &R NetApp ONTAP #J Amazon FSX


https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
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¢ Cloud Volumes ONTAP
* ONTAP7Zf&[ES)

* Google Cloud NetApp%&
* Azure NetApp Files

MR fE R ImRE L FEX:

* MR{RIEIET EBEAINetAppTEtEE R 2Astra Trident 24.028 B = AR s (BN AE A Trident 24.10),

° N8R Astra TridentBIhR A< F24.06.1. & itXIEERANetApp SnapMirrorR R EHEE. MEBFIB
FBAstra Controlie B2,

* BIRERERFHMAstraiZ (HEL B2 (MAstra Trident 24.06. 1718, ZHANBE R TEZEHER).

* HRIEE—NetApp ONTAPTESE i,

* HRERER TERESHHNNREFED K.

* SIREIHNI AT AR RN AR AEEIERENEFNAER S, Trident Protect R IR X Ldp
Z=iE;, IREBEXEFPIEEAFENGETE. MIRIERFKRK.

NASZF R ERIEK

Trident ProtectSz :FANASE F R EH TR FIRRIRIE, BRIAZIFHERE. mEMSnapMirrorE HIZINASE
FRE, BEENITXISTrident ProtectZE & AT TNASE B E/ZA—1>SnapshotH R,

RLEWAREFSEASnapshotB RNELRFHRE . WTFXENARER. EHRERITONTAPHER
4t EIs1TA T an < KE2 M Snapshot B R

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

BRI LUBE W EINASKEF AR EITITUU TSR EASnapshotB R, FHIFEHEH "<volume-UUID> HEEXH
#ZRUUID:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ BB TridentFIRELE RIS E N, ERIUEIAA true FEBRAMRIEESR snapshotDirs
MBEELRZZM,
{EEKubeVirt VM{RIPEIE

RIPTEKubeVirt VM _LIZ1THIN FFZRBY. Trident Protect 24.10 24.10. 1 NESRANITAREFARE, WHFX
P RRZS. EERE] IR SR RIFIR (R B A A X R VRSN RIRALS,



X FFRA Trident Protecthiizs. E7EOpenShifif iz FE AR BMALEIEE. ERIEFERT
N A2 en 2 AN R, f5I40:

®

oc adm policy add-scc-to-user privileged -z default -n
<application-namespace>

TridentZ5 BEIN 4T fRFE24.10

Trident Protect 24. 10 RS 7E 3B RIPIZERR 8] B A RKubeVirt VMX &R SRPRES—. R EFH Trident
Protect 24.101R1FKubeVirt VMEK1E. MEBERITHIRRIPIEEZIFIAX G R AR BBRLE/BUH LIRS
j*¥jﬁﬁ1§j1¢%zfl$_uyjklu\o

&R LU EEE Trident Protect 24.10. LUMETERITEIRRIPIZERRIEIEIEVMXX R A RSN RIRRLS [ETEAC
EEML . ARFERAUTHS:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident®24.10.1 & E S kR4

MTrident Protect 24.10.1F 84, Trident Protect=27E #3ERIP 1R (ERA B B oh ARG FARFR RS Kube Virt )X A4,
HE. BRUERUTHSZRLBRITA:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

SnapMirrorZ &K
I F LU TFONTAPEZ RS ZE. NetApp SnapMirrord] 5 Trident Protect4s & 188 :

* NetApp ASA

* NetApp AFF

* NetApp FAS

* NetApp ONTAP Select

* NetApp Cloud Volumes ONTAP

* J&FF NetApp ONTAP FJ Amazon FSX

SnapMirrorE HIFYONTAPEE B E K
WRIEITRIERSnapMirrorE 6. IEHHRONTAPEE H B LA T EXK:

* AstralZ(HERBEIZFEL: AstraiZ BB B2 F 5 Tridentb AR B FEEFHONTAPYE R IR AYIEF B AR Trident
8¥ b, Trident ProtectSz 5 A LA T IR shiR e S 3V E B2 @ I NetApp SnapMirrorisi R TE I :

° ontap-nas

° ontap-san
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* FENE: BERMBEARONTAPEE: LB RERIIERIFEAIONTAP SnapMirrorRH 1Rk, BXIFH(E
B. &8 "ONTAP FpySnapMirroriF ] #ER" o

SnapMirrorE I3 EFEEIN
MREITREREEERNE. BRRENIFEHEULTEK:

* SEEFAISVM: ONTAPEERIRUITIZIINEFRS. BXRIFMAER. BB "8 SVM WEFIR" .
@ R NONTAPEE Z BN EFIX R P ERHISVMBZMZEH—R.
. %stra?’:*#@ﬂ%ﬁf?Ex"Trident%ElSVM: ITFIRIESVMAAZN ] 4 B AT ERBE E RV AstraiZH EC B2 F 3 Trident(E
* HERR: BFETETrident Protect RNIFEIZONTAPEREGIH. 7 BEEIBRERIX R,
. %EFTCPE’\JNVMe: S FEREFTCPIX I TridentlZiE/FiR. NVMefRIFARZHiNetApp SnapMirrorE

AT SnapMirrorE%fTrident / ONTAPEZE

Trident ProtectZ2REE VECE —MFfifain. UENREENBEMSEERINISER, WMRREENBEREEH
HE. WEIFNREFNERS R AEFFRNEEER. UWRSREREREE.

LRI E Trident Protect

NREVIFIEFE Trident ProtecttVEK. R LR U TS BIEERE F L E Trident
Protect, &R LA MNetAppFkEXTrident Protect. tBAILUMEE SHIFANEMRZEE, W
REE T E1HRInternet. MIMNE BFMRFJITLZEIEEET B,

ZIABER T, Trident Protect U EE R B T MBS RTREBI A EMINetApp T IFEFINZIFE B
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L Trident Protect from NetApp
B
1. N Trident Helm7Z A& :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. K% Trident Protect CRD:

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2410.1 --create-namespace —--namespace
trident-protect

3. {FRHelmi@d LA F i<z —% % Trident Protect, &t “<name_of cluster>" NERZ IR, HRIFED
BoLA SE B H A FAMIRE B R D FNIRER

o IEEZ&ETrident Protect:

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1
--create-namespace --namespace trident-protect

° L& Trident ProtectHZ it %#Y%4E H Trident Protect AutoSupportsz#F 8 _E1%

helm install trident-protect netapp-trident-protect/trident-
protect --set autoSupport.enabled=false --set
clusterName=<name of cluster> --version 100.2410.1 --create
-namespace --namespace trident-protect

MEBEMEZETrident Protect

AR TridentSEBF T A TA 18] Internet. AT LAM T ARG M R L ZEKubbernetes Protect, 1ELL Tl
. BIESPNEBRAEIFEREFRNES:

PIE

1. BTSRRI RISt B, e, AEBEEXEIEMRANEME:



netapp/controller:24.10.1
netapp/restic:24.10.1
netapp/kopia:24.10.1
netapp/trident-autosupport:24.10.0
netapp/exechook:24.10.1
netapp/resourcebackup:24.10.1
netapp/resourcerestore:24.10.1
netapp/resourcedelete:24.10.1
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

f5an:

docker pull netapp/controller:24.10.1

docker tag netapp/controller:24.10.1 <private-registry-
url>/controller:24.10.1

docker push <private-registry-url>/controller:24.10.1

. BIETrident Protect R an B (Al

kubectl create ns trident-protect

- BRIEMER:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

- QIEATFRNEMRS HIIENRINE:

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

. I NTrident Helm{Ff&REE:



helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. BIE— 1B AW protectvalues. yamlo. MREES LU T TridentRIPISE :

image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. 2% Trident Protect CRD:

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds --version 100.2410.1 --create-namespace —--namespace
trident-protect

8. {FRHelmi@d LA F a2 —% % Trident Protect, & "<name_of cluster>" NERR IR, EITES
Feta e B H A FImR BN R FIIRER:

[}

o IEEZR¥#ETrident Protect:

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1
--create-namespace --namespace trident-protect -f
protectValues.yaml

° L& Trident ProtectH 2 it %I#Y%4E H Trident Protect AutoSupportsz 58 _E1%



helm install trident-protect netapp-trident-protect/trident-
protect —--set autoSupport.enabled=false --set

clusterName=<name of cluster> --version 100.2410.1 --create
-namespace --namespace trident-protect -f protectValues.yaml

}§E Trident Protect& 285 B[R

L3 Trident Protect/a. ,a:_JLxﬁFHEEEK#FﬁTndent ProtectB231EE R ERF, BT IRERFRSI. &o] T
ﬁ%IJTndent Protecti®{E b FHRVERE R R

HIR
1. BIBE— 1B AWM resourcelimits. yamle
2. IRIEERIFIEE R, A Trident Protect A28 B R RIR HIIETIA T X o

UTRAREXHERTAAKE. AES8 TR RRFIFEIAvaule:

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:
cpu: ""
memory: ""
ephemeralStorage: ""
resticVolumeRestore:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

CpU. : mwn



nmn

memory:
ephemeralStorage: ""
kopiaVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:
cpu: ""
memory: ""
ephemeralStorage: ""
kopiaVolumeRestore:
limits:
cpu: ""

nmn

memory:
ephemeralStorage: ""
requests:

mn

cpu:

mn

memory:

ephemeralStorage: ""

3. MANXHHHIE resourcelimits. yaml:

helm upgrade trident-protect -n trident-protect -f <resourcelLimits.yaml>
--reuse-values

LR ¥ Trident Protectdn <17 R mEAEM

& /] LUfEA Trident Protectdn £ 173G (TridentSE BIERFHIY B )83 Trident Protect
‘tridentctl’ BEXARIR(CRS)HEZXREH,

Z3ETrident Protectsn $1TREIH M

AR LITEAREFZA. EFEERHREERTIHREENITEN L, RIEEHHTENERRZEX64 CPULE

EARM CPU. HITUTIE,



T &M FLinux amd64 CPURIIE{
R
1. & Trident Protectdn €17 R mEEH :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-amdé64

THIEAFLinux ARM64 CPURYIE{
R
1. F#Trident Protectsy <17 M :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-armé64

T#HIEAFMac amd64 CPURIEF
p
1. F#Trident Protectds <17 R B :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-amd64

T #EFAFMac ARM64 CPURYIE
B
1. F#Trident Protectsn <17 R EE
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-armé64

1. JodfE G 4B FRATAUR |

chmod +x tridentctl-protect

2. BiatF T HEIHEFRIRETEPENNAE, FIW. /usr/bin 3 °/usr/local/bin(fEOJEERE
$EFtPrivileges):

cp ./tridentctl-protect /usr/local/bin/

10



il

3. TR LU M I X HEFEIEBRPHNEMIB, EXMIERT. BiHRIGEREFENREE
cp ./tridentctl-protect ~/bin/

@ BT RHREGERZRETEPNEMIE. EILUBIEEEMERANR tridentctl
protect RMBAIIEH “tridentctl-protecto

EFETridentin 1T R EEHEERD
& LUER N B iE 4 R R BhThREIRENE X IGHF ThRERY 1 ¥4 %58

p
1. RS ThREEEERERE:

tridentctl-protect help

B BE5ER

L Trident Protectan S1TSREEME. BRI R LS < EA BTN,

11



12

Jibash shell2 A EEh5E
TIE
1. FH SRS

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.bash

2. ZXERPE—NHTERUSEZMZ:

mkdir -p ~/.bash/completions

3. B THMMIZATZENE "~/.bash/completions' B & :

mv tridentctl-completion.bash ~/.bash/completions/

4. BLITITHRME  ~/.bashrc £ B RIS

source ~/.bash/completions/tridentctl-completion.bash

NZ shellE A BTN
S
1. FESERIE

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.zsh

2. ZEERPUE— B RULE XA

mkdir -p ~/.zsh/completions

3. BT HMMIZATEENE "~/.zsh/completions' B R :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. BLATITRME "~/ zprofile' £ B R RIS



source ~/.zsh/completions/tridentctl-completion.zsh

&
TxRshellZE RS, &0 LUERHAtrdentcd-protectiBifFAIar < B EITE Mo

E1ETrident Protect

EIETridentRIFIEIRF I n)THl

Trident ProtectfE B & T A ®aY15iR#=H(Role-Based Access Control. RBAC)
BKubelnetest®Z!, EAIAER . Trident Protectigfit N R Fian & = i8] R H R EXFYERIABR
SKF. MRENALREFFZRAPHEENTE2ER. We]LUfEATrident Protect
HIRBACTHEE Stz I3 23 IR AN 18 2 FRAVIA 18],

SR EESIRLRAILUARIER NS %iIETJEPEI’L\,}_ R trident-protect. &TL/{lﬁllﬂFﬁﬁEf& PR AR
o BIEFHNHRNNARZFNGEN. EFEEREZHNROHRBF RN AIEFANEIXES 7,

EER. ERAFSFREERIASRZZEFEENARFHIEEECRS trident-protect, EHRBEENATE

iR = e e BN AREFHIEEIECRS (REMER. ESEXBENNBEFERNGZTEFRIENAER
HIEEECRS),

SBEEE R AHIRHFNTrident ProtectBEEX AR R, EREHE:

* AppVault: FEFHED B EIENE
@ * AutoSupportBundle: YEiEir. BHEMEMERAITrident Protect#iE
* *AutoSupportBundleSchedule: EIEREUETKI

ERNRERER. EFEARBACIRSIEIE RN EN RIS RAVIAE),
B XRBACIMAIEHI 3 Z RAMFFREVIFNBIFHME S, BEIR "Kubbernetes RBACS 14",
BXRIRSKPIEE, ESN "KubbernetesRS51K 2 3244"

. EIERARFRYIEIENR

N, —MARE—NEREER. —HIEAPN—AEHAR, SHEERNTMUTES. UEIE—IF
B, EIIFRR. TRAMERAR B REHR DL S B a KIENER,

F1Y: BRI HRTEUEES MENER
wd gl R =R, ERAIMEZE ESBERR. H BTG EE SRR EZE R,

TR
1. RTI2AEHR=TE:

13
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kubectl create ns engineering-ns

2. NEHMASEHRTIE).

kubectl create ns marketing-ns

%20 QUERIHIRSIKF, . UESE M R TRPHERHITRE

TOIENE NS AT EHSMF—PRIARSIK, . EENASERAFAIE—MRSKF. UWERRIRESE
EENMAZEE—F RS Privileges,
B

1. RTI2ABIERS K,

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. JYEHACIEARS K

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

$E3F: ABNRSIKF SIR— 1A
RS IK P ZIRA T RARSIKFAHITEMINIE. NRME. ATLURAARMFRA ERH 61,

p
1. A IERSIKF Q2 — 3R
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apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. NEHRSKF SRR

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

%45 . tl#ERoleBinding & LU ClusterRole W R 48 E B G MNRARSZ MK -

L Trident ProtectBf &8I — N ZRIARIClusterRole X R, 8] LU 6721 FRoleBinding 3 &%
It ClusterRole48E E AR SS T o

S
1. ¥ ClusterRole# € & TI2ARSS MK

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ¥4 ClusterRole48E ZIE ARSI

15



apiVersion: rbac.authorization.k8s.io/vl

kind: RoleBinding

metadata:
name: marketing-ns-tenant-rolebinding

namespace: marketing-ns
roleRef:
apiGroup:

kind: ClusterRole
trident-protect-tenant-cluster-role

rbac.authorization.k8s.io0o

name:

subjects:
- kind: ServiceAccount

name: mkt-user
namespace: marketing-ns

#55: MWUR
M PRZ S EHo

p
1. BIAIRRAF A AR TERR:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n engineering-ns

SRIG -

2. WIATEAR TEABREHAR:
:engineering-ns:eng-user

kubectl auth can-i --as=system:serviceaccount:
get applications.protect.trident.netapp.io -n marketing-ns

£6% . ZTItAppVaultit RBIi5IRIFR
ERITRONRBRFEHIEEIETS. SHEEAZTERZ AP EFIFAppVaultid RBIIA R,

pZ
1. 8 FH N AAppVaultilZAEESYAMLX B, LUIRFHF XFAppVaultdyiaaapR, #lil. LU FCRER T AR

FFAppVaultdyif AR eng-user:

16



apiVersion: vl

data:

accessKeyID: <ID value>

secretAccessKey: <key value>

kind: Secret

metadata:

name: appvault-for-eng-user-only-secret

namespace:

type: Opaque

trident-protect

apiVersion: protect.trident.netapp.io/vl
kind: AppVault

metadata:

name: appvault-for-eng-user-only

namespace:

spec:

trident-protect # Trident protect system namespace

providerConfig:

azure:

accountName: ""
bucketName: ""

endpoint: ""

gcp:

bucketName: ""

projectID: ""

s3:

bucketName: testbucket
endpoint: 192.168.0.1:30000

secure:

"false"

skipCertValidation: "true"

providerCredentials:

accessKeyID:

valueFromSecret:

key:

name:

accessKeyID
appvault-for-eng-user-only-secret

secretAccessKey:

valueFromSecret:

key:

name:

secretAccessKey

appvault-for-eng-user-only-secret

providerType: GenericS3

2. QIEHNAMEBCR.

EERBEEREBRR TR TEREERRNILERIR. F90:

17



apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. B3 H R FHRoleBinding CREUEANBRSBE ZIF Feng-user, 40:

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. I PRE B IEH.

18

a. RIANRERTERAppVault i RIES

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

TREFEMTFUTASRIREL:



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group

"protect.trident.netapp.io" in the namespace "trident-protect"
b. XA A B2 Bl LUREM IR B AR RIAppVaultiE 2. :

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

TREFEMUTUATASRIRES:

yes

7

ERHERT T AppVaulti PREV A F N iZBe S5 fE BN AIAppVaultt R T A2 R BUR EIRR(E. HEREERIE
DECRS R X ZIMNIERTIR. BRSBTS GHRBF IR,

4 R Trident Protectsz 3561
iB1d Trident Protect. BIERA R LAEREE M NetAppZIFE HEENREHSE. HFhaiEs

KFFEEMEBNNAREFNEE. BIRMEIMEE. NREEEED Internet. NATLAE
FABE X FR(CR)X Rz #5578 _E 12 EINetAppZ FFuh = (NSS),
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EACREIEZHE
B
1. BIEBEXZRCRXHHEEDRA (U0 trident-protect-support-bundle.yaml)o

2. RELUTREM:

° , metadata.name:(required )Itt BE X FRNRT, BAEHNIMEEEZE— M E—HSENR,

° spec.tiifik 28Type: (required) BFHERIIENEMZIHE. BERITHIEMZFFE. ITRIEUTC
BYEFR 12 R A IR4R B, FIRE(E:

* Btk
* Fop
° spec.ufE MBERBA: (AI BTFIRENEERZIFEERE LZTINetAppZFFit =, NRKE
TE, MBIAN false, AJHE(E:
= true
* false (ZRIN)
° spec.dataWindowStart: (7] i%t) RFC 33398 BHIFfH, IBEXFEFEENEIETON
FaR B EAFOETE], NERKIEE. MERIAN24/ 0\ 5T, EALEENREEOBIRZ7XA,

YAML5):

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. EFHIEMMEIER XS astra-support-bundle.yaml . WACR:

kubectl apply -f trident-protect-support-bundle.yaml

ERmLITRELIBEXFE
p

1. QIS IFE. BiESHHNESRAEHERNER. trigger-type WERBIUICIES AE, HE
EEHBEITRIRE T IERE], ATLIE "Manual 3 “Scheduled. PRINEE N Manualo

f5gn:



tridentctl-protect create autosupportbundle <my bundle name>

-—trigger-type <trigger type>

4k Trident Protect
(EE] I Trident ProtectiHE BB HARA. LURIBHINsER SR e,
BFHLKTrident Protect. IBHITUTTE,

T
1. E#Trident HelmTZ(&E:

helm repo update

2. #4KTrident Protect CRD:

helm upgrade trident-protect-crds netapp-trident-protect/trident-

protect-crds --version 100.2410.1 --namespace trident-protect

3. A& Trident Protect:

helm upgrade trident-protect netapp-trident-protect/trident-protect
—--version 100.2410.1 --namespace trident-protect

BEMERIFNARER

fE£ A Trident Protect AppVault3f & &85 £

FAF Trident Protectfy72(i& 47 E& B & X & TR(CR)# R AAppVault, AppVaultit R E77iE 57 E&HY
AR Kubarnetes TIER R T o AppVault CREESTERM. TREB. KRR E
FSnapMirrorE HIFERIFIRIEPERFME D ERFFIENERE, REEEG TR
AppVault,

ZRE AN AppVaultE SRl

TEXAppVault CREY, EFEBEEEFTIEAENFREHIZEFEENTR. RIERHEEFNTR. NEEERER
WA EEFRARRE. UTEZ MEHEFNGITERENTA. AEEEMEMERBIAppVaultE SRl
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BAERTB
TR UERUTRAIAE T iR B TR/ 2 E R,

Google Cloud

kubectl create secret generic <secret-name> --from-file=credentials
=<mycreds-file.json> -n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> --from-literal=accountKey
=<secret-name> -n trident-protect

1BHA 83

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

ONTAP S3
kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-

trident-protect-src-bucket-secret> -n trident-protect

StorageGRID S3
kubectl create secret generic <secret-name> --from-literal=

accessKeyID=<objectstorage-accesskey> --from-literal=secretAccessKey
=<generic-s3-trident-protect-src-bucket-secret> -n trident-protect

AppVault CRR

TR UER U FCRRAIAS N R IHIZF CIZAppVaultid R,

22



Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

Microsoft Azure

23



24

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

1BHA S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

StorageGRID S3

25



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-
971f-ac4a83621922
namespace: trident-protect
spec:
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

£ Trident Protect@n < 1TREEIEAppVault YRl

TR UER U a2 1TRES RO AN EMEHIZERF CIZAppVault CRS,
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Google Cloud

tridentctl-protect create vault GCP my-new-vault --bucket mybucket
--project my-gcp-project --secret <gcp-creds>/<credentials>

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> --bucket <bucket-name>
--secret <secret-name> --endpoint <s3-endpoint>

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> --account <account-
name> —--bucket <bucket-name> --secret <secret-name>

1B S3

tridentctl-protect create vault GenericS3 <vault-name> --bucket
<bucket-name> --secret <secret-name> --endpoint <s3-endpoint>

ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> --bucket <bucket-
name> --secret <secret-name> --endpoint <s3-endpoint>

StorageGRID S3

tridentctl-protect create vault StorageGridS3 s3vault --bucket <bucket-
name> --secret <secret-name> --endpoint <s3-endpoint>

£ AppVaultil 523 EFEAppVault(E 2
&O LUEA TridentRIP ST REE G EE R XEEE LOIERNAppVaultid REYE Bo

TR
1. BEAppVaultitRMAS

tridentctl-protect get appvaultcontent gcp-vault --show-resources all

Tl

27



e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. (A% BEE S MNEERENAppVaultPath, EEBITE --show-pathso

RBTE Trident Protect Helm& R HIETE T REFZ MBS, WRE—FIPHNEBEBMA R, HIE0: --set

clusterName=productionlo

fiERAppVault

&) LABERS PR AppVaultid KR o

@ EMBRAppVaultit R Z &l &7 “finalizers MiIB&AppVault CRAEIZEH, INRXEM. AIEESS
HAppVaultZFED ERP B R BEIE. £EPSEMIMNIIE R,

FrIaZ Al
HRIRERPREFEEXEKEFE D RPRIFEIREMED.
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£ Kubbernetesii <17 R EMIBRAppVault
1. MIBRAppVaultit &R, &t "appvault_name  AEMIFRHIAppVaultit RAIZFR:

kubectl delete appvault <appvault name> -n trident-protect

fEATrident Protectin <1752 EMIFRAppVault
1. BIERAppVaultxt&R. &t ‘appvault_name AEMIFRHIAppVaultit RBIZFK:

tridentctl-protect delete appvault <appvault name> -n trident-
protect

£ Trident Protecti® X BEEIERIN AIERF

1&a] L@ 622 1N ATEF CRAIXBE A Trident Vault CREE X EfEAAppProtect EIRAI L
ﬁﬁ%EEr_o

tl#ZAppVault CR

REERIE—MAppVault CR. LUETEX N AR RITEIRRIPIZIERNER. FHBAppVault CREEHRHERE
T Trident ProtectfI&8% £, AppVault CREFE FEHIFIR; BXAppVault CRSEIRGL. EE W "AppVaultEE X
EX R FBER

BEBETE X EFHATrident ProtectBIBREMN AER. EALUEE FaeliE N AERCRIFE A Trident Protect
MYITREREXEEEBNNAER.
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trident-protect-appvault-custom-resources.html
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trident-protect-appvault-custom-resources.html

fEACRANINN AERF
p
1. B BAR R TR CRY {4

a. BIEEEXZRCR)XHGHHBEHEBR B naria-app. yaml)o
b. BB TEM:

* metadata.name:(required )N BIERF BE X ZRENE. FIREEZFENBIR. ERFRIPIRE
FREEMCRY 4= 5| AItE,

* . spec.includedNamespaces:(required )FFR & TEIFRE S on & T8 B FFRIEENBIEF
ZREFIENGRTE,. NARFEHRTENARETIYIR,

YAML

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: maria
namespace: my-app-namespace
spec:
includedNamespaces:

- namespace: my-app-namespace

2. Q2N AREFCRULEERIfMRG. ERZACR, fia0:

kubectl apply -f maria-app.yaml

ERm<LITREAMINAERF
p

1. QIBHNANANAREFENX. BESHNEBRALIFMERNER. BRIUEMAESHRIIRMUT
TOIRFRES RN AEFEX P EERZ SR

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>

{EF Trident Protect{® PN FITEF

eI LUEE (£ /3 B s RIP SR ES SR GBS 6 IR BRA & 19 SRR Trident ProtectEIRRIFR A N A
2o
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C) 1&a] LU Trident Protectfit B A TE SR RIPIEERRELAEMEBUE REXH RS, 40 7 fRunfaEfE
FBTrident ProtectBd B X4 ARG RE" (R X)

BIEIRFIRE
1] LABERY BRI TR IR IR
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fEFICRAIEERER
B
1. SIBBEEXFRCRNEHBEESEZ N trident-protect-snapshot-cr.yamlo
2. ERIEMIX M. EEBEUTREM:
° » metadata.name:(required )Itt BE X FRNRT, BAENIMEEEZE— M E—HSENRTR,
° spec.applicationRef: EIiZRIBHIRN FTZFHIKubernetes# #F.
° spec.appVaultRef: (required)N1ZfEIRIBRE (FTEHRE)BIAppVaultiy 2 R,
° spec.relaimPolicy: (7] i%&)E X HIFRIREBCRETIREREIAppArchive= R EHAER. XEKE, B
BB, REH Retain MR, BROEMR:
* Retain (ZRIN)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. FHIEMMEIEZXMH/G trident-protect-snapshot-cr.yaml « MACR:

kubectl apply -f trident-protect-snapshot-cr.yaml

ERLITRELIRRE
p
1. BUIEIRER. BIESHNEBRALIMERNES. Flm:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIERFBEN
&) ARG & 1 R T
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fEFCREIES R
B
1. SIEBEEXZRCR)XHHIFHEMBA N trident-protect-backup-cr.yamlo
2. ERIEMIX M. EEBEUTREM:
° » metadata.name:(required )Itt BE X FRNRT, BAENIMEEEZE— M E—HSENRTR,
° spec.applicationRef: (required)E&F 3 HIN FFZFHIKubernetes# #F.
° spec.appVaultRef: (required)RTFEE 1D AEBIAppVaultiy & FFo
° spec.dataMover: (F] i&)—1NFRE, BTATENRIENEH IR, JREEIANE):
* Restic
* Kopia (EXIN)
° spic.relaimPolicy: (7] 1&)ENX T MNERERIBEFEREDINLZEHARR. AJ8EE:
" Delete
* Retain (ZRIN)

° Spec.snapshotRef: (7] it): ZEREFMHRENRBINET. NRAFRELSEH. WEEIEMED
IIREYIRER

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. [FRIEHMEERXMHG trident-protect-backup-cr.yaml « NACR:

kubectl apply -f trident-protect-backup-cr.yaml

EAmLTREEE N
p
1. glg&E s, BESHINEBRAGIFERIES. Fli:

33



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> -n
<application namespace>

BIZHURRIP TR

RIFERBOBTIZE XAV IR IRIR, SOUXMERFRIPFNARER. ERILUERS/NY, X, SANSAE
EIREBM &R, FEAIUEEERENEIZE
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fEFCRAIEE TR
B
1. SIEBEXZRCR)XHHIFHEMBAN trident-protect-schedule-cr.yamlo
2. ERIEMIX . BEUTREY:
° ., metadata.name:(required It BEX RBFENZTR; BEAENIFREEFE—H—HSENBT,
° spec.dataMover: (7] i&)—NFRE, BTATEMRIENEH IR, AJREERDANE):
* Restic
* Kopia (EXIN)
° spec.applicationRef: E&F{HHIN BIERFBIKubernetes® #fo
° spec.appVaultRef: (required)N1FE&E N ABIAppVaultdyZ FFo
° *spec.backupretention *: EREBHNEFHNH . SRIAFNEIREMFD.
° *spec.snapshotretention *: E{RERVIREBE, SRIAALNEIZERIRE,
° . spec.granularity: It XIBNEI TR, FIgEEUMMNENXREXFE:
* hourly (BEXREIETE spec.minute)
* daily (BEREIETE spec.minute # spec.hour)
* weekly(EREISE spec.minute, spec.hour. # spec.dayOfieek)
* monthly(BXREIETE spec.minute, spec.hour. # spec.dayOfMonth)

° spec.dayOfMonth: (7] iE)ITXRIRIZETTRIBHEA(T - 31) WMRKEIREN, WEEIFE
monthlye

° spec.dayOfWeek: (A] it)itXIRGEITRYBHA(0R7), EOF7RTEHIH. MNRNEIKEN, WHE
BIFE weeklyo

° *spec.hour *: (A] 1%E)ItXINZIEITRIBYIEN(O - 23), WIRKEZEN. K, WHEEBLFE daily
weekly monthlyo

° *spec.minute: (B] 3E)ITRIRIEITHIZEH(0 - 59) MRHMEIREN. « 3, WEELFE hourly
daily weekly monthlyo



apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: <monthly>
dayOfMonth: "1"
dayOfwWeek: "O"
hour: "O"

minute: "O"

3. FHIEMMEIEZRXM/G trident-protect-schedule-cr.yaml « NACR:

kubectl apply -f trident-protect-schedule-cr.yaml

EAsLTREIZITL
p
1. I RIFIHR. RIESFREBRAEIFREFHNER. Fa:

@ &R LUEA “tridentctl-protect create schedule --help & It ss S HIFAEEE R,

tridentctl-protect create schedule <my schedule name> --appvault

<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<kopia or restic> --day-of-month <day of month to run schedule>
--day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>

TIBRIRAR
R B R EN IR IRIR IR TR,
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p
1. MRS IRERKEXAIIRERCR

kubectl delete snapshot <snapshot name> -n my-app-namespace

illES= v
BT BREN RSN TIRFED,

p
1. MRS &0 XEXAEICR:

kubectl delete backup <backup name> -n my-app-namespace

QEENMRIERVIATS
ERILMERS LTI EIEEH#T. BRMIKRMBEMHRIFRRT.

p
1. ERUTaHLNREMIREIRS. BESTHEBRAFRTHESR:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

7Jazure-ANF-files (NetApp)iEfEE A& HIER

MRIEE R ETrident Protect. MIAT LS A azure-files-files NetApp7Zfi&2E H £ Trident 24.06 2 Bi S 2MITZ(E/S
ImE AT ATENEMMERINEE. LINEEERFNFSv4AE. A bBAREMANEIMSIEL,

ez Al
RHE U TEKX:

* BB R % Trident Protect,
* ZB7ETrident Protecth E X N AERF. TETHRIIREL B ZA. LW AERFIRIPIIEERZ R,
* &8 azure-netapp-files EEENFERIHRIEIAEES,
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RFFLLT RECED B

1. ANRANFEZTEFARETrident 24. 107 FItIEEAY. IETETridentd R HIT LT IR1E:
a. AE PEFazure-pv-files B 5N A 2 XELHINetApp/E FASnapshotB % :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HI\BAENXEXPVEHSnapshotBH:

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

Mie) &7 :

snapshotDirectory: "true"

+
NRKRBARIBER. Trident ProtectiiEEEMEMNTIRE. IR EE NIRRT IRN SAEET
M=E, EXMERT. FHERDTELTEEBHAIATEREIZSEENHNEXNIERBIRE &,

#R
N RTER B ESIFER Trident Protect#T&HMER. S 1MPVCERMEEMNARZFBTFEHMRE.

{EB Trident ProtectiX =N FHIZF

,@EJU\@}EETrident Protect A\IRRIGENEIERN 2T, KNARFEREIE S8, M
WA REHITEFRREREZER,

@ ERNAEFE. NiZNBIEFEENFMERITESHREEZNAIEFER, NREFEERER
TEH. WesEEREEFBEIET.

TR R IRERRIEIRY B RN EAARE
TEIRRANK R SIR(ERRE. Biran & TR PRARENITES SR E TR PR E MR EAEILES, AN

Rep AT AR ERSBRTEPAEFERNESITE. HABSEEFENEANESITE. UES R ERHE
ILES, XEFET Bines R =R LRSS ERIF A Eo

WRE(FEFRedHat OpenShift. FF X R i8R TEINREEOpenShiftifiE PRI X RIERE. HR=T
() ARG EOpen SRS £ R 49K (SCO)E X B RBAIZLEEE, H5]
RSB IRBENER THRE, BXMER, WBH OpenShiitze T AR,

ERITRR R PR BIRIEZ . R LUEE 1€ B KubornetestF BT 23R [ 1L BiRa & SR P S EILERE
7 RESTORE_SKIP NAMESPACE ANNOTATIONS. fjlg:
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kubectl set env -n trident-protect deploy/trident-protect-controller-

manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation_

key to skip 2>

MREERFEINENHelm&ZEFEN AR, NRMIFERHIT --create-namespace " FFHFME “name,
ER RS PERZIIFEHR. Trident Protect Bt inE EFIEI BB TE). BUREGZTEFHNES FEHS
FELE. MEEEHNEIrGETEE, NREESFEGETEARLE. NEESHE BirdgaiE.

MAZREFRATEL,

Nl

UTRBERT —NEMBEmRRTE. 81 aITREHEETRNTENNEG, T UEEBirnRTaER
ERERRES. URARENREE B R R A S HEE T

FEPITIE R FERR BRI EZ /0

TRRAT PITIE RN BRI EZ ARG BAR2 R EHIRES:

GEE=RESE] FrE
R TiEns-1 (JF) * #53%.0One/#E: "updatedvalue"

* drE. X/ "TRUE"

* #7E.One/E: "TRUE"

s FRE=NIN: "false"

& Zians-2 (B1F)

ERIBEZ R

Lo
* HIR=4
* GHLME=HIPAA

* name=nS-1

* Role=database

TRERTERIHERZIREETRA ERa 2T ERT. ERNEEER. FEZRERES. HH

‘name FrE EEFMUSE Birm & T8 IThg:

BRI o
B TiEns-2 (Btr)  © #rE.One/f#: "updatedvalue"

* tnE. W/ "TRUE"

* FRE=NIN: "false”

MEDEREIEHthan & =(a]

fEFABackupRestore CRE&E DX REI HAthes

oy

* name=nS-2
* EHME=HIPAA
* IMR=4r=

* Role=database

ZB]AY. Trident Protectig N FRIZF AR BIF e

TEH. HA

ERINAREFLIZNAREFCR, BRIFEERNNARER. HOIERTEMHHRK. HEFIERP L.

39



40

®

BEMTRIAGIERFNEMMN R TEFAZERSENTNRRAZSFNERNRR, BE
REMPHRFAIBERR. BHRHERCIEEmeRTE. HERSOEREFHR =6,



fEFACR

B

1. SIEBEEXEZRCRIXGHBEESEN trident-protect-backup-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFEHBFR; FANEHIFREZE— I —BSENRT,
° spec.appArchivePath: AppVaulth7EEFD AT, EAILUERU TaRLSERLERER:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,

° . spec.namespaceMapping: X RIR(EHVIRRE a2 Binds 2 T EHMREY, &M "my-
destination-namespace &t "my-source-namespace NEIFIEFRAE E,

° spec.storageClassMapping: IFEIZ(ERVRFEMELEI BInEE00MREY, A
“sourceStorageClass' &1t “destinationStorageClass' A& IEHHIE 2o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (A EMIRAFEBEREXFENNARFNRELTR. HRNEETHREE R ER SRR IR

° resourceFiIter resourceSourcedionCritera: (TMZERIFRZE)EMA "Include’ S ELE T "Exclude’ HEFR
R EIEFPEXERIR, FI0LL FresourceMatchers23K LU E X B EIE T HIBRHI R IR

* resourceFilter.resourceMatcher: resourceMatcherddR#H, WNREULIAPEN ZNTTE
, EITBERORIREHITINES, SR, 3. AP FEBENANDIRIEHRITIT
fids

* resourceMatcher[].group: (7] i%)EFiENHRIRNAE,
* resourceMatcher[].KIND: (7] &) EjfErYZ RS,
* resourceMatcher[].version: (7] i%)EmkrI & RhRZS,
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* resourceMatcher[].names: (7] i&)ZEHIERZTRIIKubernetes metadata.nameF &+ HY
=Y 1S

* resourceMatcher[].namespies: (7] i) 2 iEHE RIIKubernetes metadata.name=E&

FREYEn R =l

* *resourceMatcher(].labelSelectors *: (7] i) JREHIKubernetes metadata.name= E&REIHR
FRIESRFRIE, WHFAENX "Kubernetes 314", FIg0:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FRIEHINEIERXHSE trident-protect-backup-restore-cr.yaml « MFACR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFCLI
T

1. 1|—rﬁfﬁi_1$§|lﬁﬂﬂA Tal. FHESHHEBHRAMIERER, It namespace-mapping S E A
SHROERFLREENREEMSEI NIERBEIRER sourcel:dest1,source2:dest2 %, 4.

tridentctl-protect create backuprestore <my restore name> --backup
<backup namespace>/<backup to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

42
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MEDEREIRIAE R =(E]
TR LR & IR B R iGEn & =8l
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fEFACR
B
1. BIEBEXNZRCRXHHEEMBN trident-protect-backup-ipr-cr.yamlo

2. ERIENXHH. BEUTREMS:

° ., metadata.name:(required It BEX RBFENZTR; BEAENIFREEFE—H—HSENBT,
° spec.appArchivePath: AppVaulth7EEFRD AT, EIUERU T RLSERLERR:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,

fB4n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (A EMMIRAFEXBRERFENNARFNELTR. HRNEETHIRERRER SRR

° resourceFiIter resourceSourcedionCritera: (TfiZBIHEZE)EMA "Include’ S E &K "Exclude HiFR
HBELEEREFPENHER, AN FresourceMatchersB3 LIE X B EIE IR ER R

* resourceFilter.resourceMatcher: resourceMatcherdt R #4H, WRIEUEAFEN ZNTE
éEEﬂ‘]JI%VF?ﬂOR?;T%f’Ei&ﬁIEEE, FNTERER. WL RE)FHFZEEEAIANDIZIEHITIT

* resourceMatcher[].group: (7] i) EFiERIENE,
* resourceMatcher[].KIND: (7] i%&)EffkpY R,
* resourceMatcher[].version: (R i%&)E{fiEHIZ RhRZS,

* resourceMatcher[].names: (7] i%&)E iR ZIRRIKUbernetes metadata.nameFEEHHY

B #Fo
* resourceMatcher[].namespies: (7] ift)EifFiEHZRREIKubernetes metadata.name=E&
FavER R =iEl,

* *resourceMatcher(].labelSelectors *: (7] i%&)& JRAIKubernetes metadata.name= E&HRIHR
FTIREBFRIB, WHMENX "Kubernetes 15" Fl40:

"trident.netapp.io/os=1linux",
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a0

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. FHEHRNEEFZXHEE trident-protect-backup-ipr-cr.yaml . MFCR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEFACLI
PSIE

1. BEMERIFEEHRTE. BESPNESRARERNESR. backup SHEREA NGRS
EFIFDBIR *<namespace>/<name>, 4

tridentctl-protect create backupinplacerestore <my restore name>
--backup <namespace/backup to restore> -n <application namespace>

MEBIDIEIREIH A5

NRFREFLIAE. ERILEENTREIEMEE,
* Fraazan -

HRAE L TRIR R4

* BAREEFE L& Trident Protect,
* BRI LUA N S EESE O BVREEERBIAppVaulthy 73 ERBR 12,
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S
1. A Trident Protectan S 1TREGEHF N E BArEEE L AppVault CREYET R :

tridentctl-protect get appvault --context <destination cluster name>

(D) #REGEN LEEATURRFTRNGE S,

2. NEFEREETHAppVaulttlIZMHRES:

tridentctl-protect get appvaultcontent <appvault name> --show-resources
backup --show-paths --context <destination cluster name>

BITItar < A 2 RAppVault AT &S BIEHRER. HNHNARFBR. MEEMIIEERE,.
Nk

fom - fomm - tomm o
o tom - +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

fom - fom - tomm - o
o fmmm +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. fEFAppVault& #RA IR N A2 F IR R 2 B iRseEs
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fEFACR
1. SIEBEEXFZRCRXNGHBEESE N trident-protect-backup-restore-cr.yamlo
2. ERIEMIX . REEUTREM:

° » metadata.name:(required )Lt BE X FRNET, BAENIMEEEZE— M E—HSENET,
° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,
° spec.appArchivePath: AppVaulth7EEFRN AT, ERIUERU TRSERLERER:

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

()  mEBackupRestore CRFFA. EAILUERSE2RREINHSEEEHNE,

° . spec.namespaceMapping:iF/FIE(ERRAr 2 =82 B inen 2 = EIRVIREY, 3 "my-
destination-namespace &1t “my-source- namespace ﬁ,&t%iﬁqﬂﬂ’ﬂééo

f54n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. ERIEMMEIER XS trident-protect-backup-restore-cr.yaml « MACR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI

1. ERUTHRLERNAER. BESHHEBRANFMRPNER. SRTERNSHERE SSRGS

ZT e Ed R T E M B IERBBirdn B =iEl. L ISOURCE1: dest1. Source2: dest2, 54l
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tridentctl-protect create backuprestore <restore name> --namespace
-mapping <source to destination namespace mapping> --appvault
<appvault name> --path <backup path> -n <application namespace>
--context <destination cluster name>

MIRERE R E| E fthan B == 8]
EoILUIE R BENX A (CR)S‘(TﬁFM’H&,ﬂ. BIEL R B H fthdn B =8| HIR A ﬁnp% Sia], {#FSnapshotRestore

CREMRIRE R E E fthdn & =ia) B . Trident Protect%hf‘ BRERTREIFGRTER. HFAKXRRENNAREFCIE
N EEFCR, BFRIFELRRNNEER. BoERESMHIIRE. HEHIERFITL,
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fEFACR

B

1. QBB EXFRCRNEHBEESEZ N trident-protect-snapshot-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° ., metadata.name:(required It BTE X RBENRTR; BAEHIFREEFE—H—HSENBT,
° spec.appVaultRef: (required)TZfi&IRIRANBRIAppVaultdy &R,
° spec.appArchivePath: AppVault7ZEREBABTHEERR, ERIUERU THRLSERLERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° . spec.namespaceMapping: iR RIR(EHVIRR R TEE| Binds 2 T EHMREY, &M "my-
destination-namespace &t "my-source-namespace NZIFIEFRAE B,

° spec.storageClassMapping: IFEIZ{(ERVRIFEMELEI BIinEE00MREY, A
“sourceStorageClass' &1t “destinationStorageClass’ AEFIEHHIE 2o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (A EMIRAFEBEREXFENNARFNRELTR. HRNEETHREE R ER SRR IR

° resourceFiIter resourceSourcedionCritera: (TMZERIFRZE)EMA "Include’ S ELE T "Exclude’ HEFR
R EIEFPEXERIR, FI0LL FresourceMatchers23K LU E X B EIE T HIBRHI R IR

* resourceFilter.resourceMatcher: resourceMatcherddR#H, WNREULIAPEN ZNTTE
, EITBERORIREHITINES, SR, 3. AP FEBENANDIRIEHRITIT
fids

* resourceMatcher[].group: (7] i%)EFiENHRIRNAE,
* resourceMatcher[].KIND: (7] &) EjfErYZ RS,
* resourceMatcher[].version: (7] i%)EmkrI & RhRZS,
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* resourceMatcher[].names:

#1Ro

* resourceMatcher[].namespies:

FREYEn R =l

* *resourceMatcher][].labelSelectors

(7] %) E MRy & RAIKubernetes metadata.name=FEE 1Ay
(7] %) EFiERER IRRIKubernetes metadata.name=E&

*: (7] 1%t) & RAIKubernetes metadata.name=FEEHAIFR

FEFERE TR, WFFENX "Kubernetes 315", fl40:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:

resourceSelectionCriteria:

resourceMatchers:
- group:

"Include"

my-resource-group-1

kind: my-resource-kind-1

version:
names: ["
namespaces:
labelSelectors:
- group:

my-resource-version-1
my-resource-names" ]
["my-resource-namespaces" ]
["trident.netapp.io/os=1inux"]
my-resource-group-2

kind: my-resource-kind-2

version:

names: ["
namespaces:
labelSelectors:

my-resource-version-2
my-resource-names" ]
["my-resource-namespaces" ]
["trident.netapp.io/os=1inux"]

4. FRIEHIEIER XSS trident-protect-snapshot-restore-cr.yaml « MFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fEFCLI
T

1. BREBEREIE a2 =

° snapshot  SEERRI B E ZEFIIRIRZ R

° Itk “namespace-mapping’ 2#{EH § S 2RI ERFFREENFEEMITEIEN NIEHRBEIREN

‘source1:dest1,source2:dest2’ &,

filan:

SEl. RBESPHEERANFREFRIES.

‘<namespace>/<name>o
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M

IR

A0

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

RERIERERIGe8 2 =508
BILARERHE IR ERIE R B R IG 88 2 = Elo
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fEFACR

B

1. BIEBEXZRCRXHHEEMRN trident-protect-snapshot-ipr-cr.yamle

2. ERIEMIXME. EEBEUTREM:
° ., metadata.name:(required It BTE X RBENRTR; BAEHIFREEFE—H—HSENBT,
° spec.appVaultRef: (required)TZfi&IRIRANBRIAppVaultdy &R,
° spec.appArchivePath: AppVault7ZEREBABTHEERR, ERIUERU THRLSERLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (A ) INRAFEEEFEXFENNARFNELRR. BRI THREE R ERSINR IR R

° resourceFiIter resourceSourcedionCritera: (7SR E)EMA "Include’ HEE D "Exclude HEFR
HRLREEFPEXNER, AL FresourceMatchersB 4 E X B EIEHIBRIIE TR

* resourceFilter.resourceMatcher: resourceMatcherit &40, WMRIFHIHAPTEN ZNTE
@ CATEERORIREHITINE, SR, M3 RA)PHFEEENANDIRIEHTTIT
o

* resourceMatcher[].group: (7] i%)EFiENZFIRNA,
* resourceMatcher[].KIND: (7] i&)EffErZ RS,
* resourceMatcher[].version: (7] i%&)EifiEHIE RhRZS,

* resourceMatcher[].names: (7] i&)E XA ZERIIKubernetes metadata.nameFE&EHHY

%

%

R
* resourceMatcher[].namespies: (7] it)E iR RHIKubernetes metadata.name=Ex
PR =iE,

* *resourceMatcher(].labelSelectors *: (7] i) RHIKubernetes metadata.name B RRIFR
TIEFEISRF IR, WHFAENX "Kubernetes 14", FIg0:

"trident.netapp.io/os=linux".

fB4n:
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spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FHEMRNEEFRXMHEE trident-protect-snapshot-ipr-cr.yaml « MACR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

fEFACLI
HIg
1. BIREBIEREIFREGETE. BESTHNEBRRAFERNER, Hlu:

tridentctl-protect create snapshotinplacerestore <my restore name>
--snapshot <snapshot to restore> -n <application namespace>

O EIEFIRIERVIRTS

ERILMERS LTI EIEEHT. BRMIKRMBIEFEIRIERRT.
p
1. ERAUTHSRRERREIRE. BiESHNEBRAFERNER:

kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}"'



fEFANetApp SnapMirrorfITrident ProtectS I A2 %

@3 fEEA Trident Protect. &I LUEANetApp Snalerrorﬁ*E'Jﬁ*/FE“rﬁ'JljJ'ﬁE SEHEM LY
BREFRERIN— N EEEREHE S — I FEEm. EHEE—£E LEHERREE
Zi8lo

TR ERE SR ERRIEIRY B RN EAARE

TEIRRANK R SIR(ERRE. Biran & R PRI R SR & =B PR E MR EAEILES HEHEAN
Rep AT AR ERSBRT RSP AEFERNESRITE. HABSEEFENEANESITE. UES RS ERHE
ILEC, XEFET Bines R =6 LR SR E RIF A Eo

MR EFEFRedHat OpenShift. 1FZ X R iR TEIFREEOpenShiftifiE PRI X RIEH. HR=T
O Eﬂ?l‘TEE‘JEﬁﬁLF?’E’JPodx%JEOpenSh|ﬂ;zéJ:"FS(2’J§E(SCC)EXE’JJﬁé*ﬂﬁ&*ﬂ;zé@ﬂ%\ AT
RSB IRBENER FHRE, BXMER, WBH OpenShitze TR,

ERITRR R PR BIRIEZ . R LUEE I€ B KubornetestF BT 23R [ 1L BiRan & F R P S EALERE
7 RESTORE_SKIP NAMESPACE ANNOTATIONS. fjl#:

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

MREERTERSHHeMZEREN BER, WESMIREHRIHAIT --create-namespace " $FHAIE “name,
AR RN R TZIIIZH. Trident Protectx ¥ IbirEEF|Z| Birsr B TEl. BUNREGZTEFHNESFir#H
TE) LA, NERKIEERVERGRETEE, NRILESFERRTEALE. WSKHEHESZIEiRemETIEL
MASRERAIER,

Nl

UTFRBERT —NEMBEmRRTE. 81 a2TREHEETRNTENNE, T UEEBirnRTaEiR
ERERRES. URAR R EE B R TR FRASHEE T

FEPITIE R FERR BRI Z Al
TRRAT PITIE RN EE B IR EZ ARG BAR2 R EHIRES:

GEE=RES ] trE R
& ZiEns-1 (GF) * t57£.0ne/: "updatedvalue" « IRig=te
* P, W "TRUE" * SHME=HIPAA
* name=nS-1
R TiEns-2 (B4F)  * #7F.One/$E: "TRUE" « Role=database

* FRE=NIN: "false"
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EFRIREZE

TRERTRRNHEEEBREETRFIBERGRZREIRS. ERMELERA. FETRERES. HE

‘name & BEEFHUS Biran & =8 ILAC:

GEEZRSE) FRoE
iR =<Ens-2 (H¥R)  * txF.One/#E: "updatedvalue"

s FRE. YW "TRUE"

* FRE=NIN: "false”

@ ERT AR Trident ProtectBC B NTEXURRIFIRERRRIAEMEUHARE X RSt 74 7 EAIRI(E

FBTrident ProtectBd B X4 R4 RE"(REX)

REEFIXAR
REEHXAIRUTHE:

* EIEFEFH L Trident Protecttl 2N T2 IR IRV (15N FIFEFBIKubbernetes IR LA N N FBIER S 1N EM

HIRR)

* ERE IR (B EKubbernetes BRI Rk A M B HHE)

* IR BRI RIRAYESE]
p

* name=nS-2
° EilE=HIPAA
* INE=4

* Role=database

1. TEIRSEE L IRV B2 S AppVault, RIBEIFMERMIZER. EPBYRA"AppVault B E X ZIR" LIE

AIERIFR:
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{£FACREIZEAppVault
a. SIEEENREBECR)XHGHHBHEG BRI trident-protect-appvault-primary-

source.yaml)o
b. BEUTEM:

* * metadata.name*:(required_) AppVaultE & X ZRIIZ R, B0 MEEFRMBIR. RAEHIX
AFAENEMCRY 45| BIHE,

* . spec.providerConfig:(required )TZf& RIS EIREIZF 1 RAppVaultFTEEEE. NEN
IREEIEFE— P BucketName A ME M EMMHERIFMER, BIC FIMANE. RASHIXRFR
=2 E’JEP&CRY#’%‘? |FAXLE(E, AXEMRMHEAAppVault CRSRAI. EE " AppVaultEE
XJ\/ 0

* . spec.providerCredentials:(required )Tzfi# 331 15 E R EIZF AR AppVaultFr BRI EME
ERS| Ao

* . spec.providerCredentials.valueFromSecret:(required )R EIEERN K H R,
* key:(required)E MHIEENZ AN E META.
* name:(required)B & Lt FEHERMINZN BRI, S FRE—dr R =TE+,

* * spec.providerCredentials.secretAccessKey*:(required )BT IhIaiR 2RI R 2 ER,
BN 5*, spec.providerCredentials.valueFromSecret.name*,

* o spec.providerType:(required ) FHEIRMEEMHIINE,; FI0. NetApp ONTAP S3. &
FAS3. Google CloudZ{Microsoft Azure, RIHRE(E:

= aws
= azure

= GCP

* BAS3

= ONTAP S3

= StorageGRID S3

C. FHEMIEERXMHfG trident-protect-appvault-primary-source.yaml « WFCR

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

FEABLITREEIEAppVault
a. glEAppVault. BESHHESRAEIFERHNES:

tridentctl-protect create vault Azure <vault-name> --account

<account-name> --bucket <bucket-name> --secret <secret-name>

2. QIR FAEFCR:
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EACREIERNAERF
a. SIEEENREBECR)XHGHHBHEDG R (I trident-protect-app-source. yaml)o

b. BEELTEM:

* metadata.name:(required )N FBTEFBENXZRNET, FIE FEOEEFENBIR. AREFIXR
FREMEMCRXH 25| AILthE,
* . spec.includedNamespaces:(required )—NE&n %I:ﬁ%ﬂ?&ﬁﬂj'uéﬂﬁﬁﬂ’ﬁﬂﬂo fERTRH
I‘H—Jﬁﬂ’ #Tiﬁ?Lﬁﬁﬁﬁﬁ'ﬁﬁ%?lEﬂE’LEl BUEE LAY H BV 8r B R FEN A
o NARERFHATEMNIETFIEA,

REIYAML:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. FHAEMINEIEZRXMHE trident-protect-app-source.yaml « MACR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

RGBT RELIERNARER
a. QRN AER. Flu:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

- (ANE) RN BREF IR, R AEERER ENAREFIEM, MRILTE. WFBEFFE

TF—MTRIRER. UERFEMIRER,
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fEFICREUZIRER
a. RN AREFLIREH TR

I QIEBENXEBRCR)XHHIGH A (B trident-protect-schedule. yaml)o
i. EEEUTEM:
* * metadata.name*:(required )it %I BE X & IRHIZ R,
* spec.appVaultRef: (required)Itt{BHNS RN FAIERBIAppVaultiymetadata.name = EZ L

(e}

* spec.ApplicationRef: (required)Itt{EXNS RN B2 CREImetadata.name> EZILELD,
* spec.backupz 4. (required)ttFEE NMEFER. BEMIZE N0,

* *spec.enabled *: WK E Htrueo

* o spec.granularity: 4K E N Customs

* spec.reck #N: EXUTCHEIR A BEAFIE S EFR.

* spec.snapshots 4l HIKE N2,

YAMLT51:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-f013-4bce-8ae9-6afed9df59al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795el1b5e34
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i. {EFARIEMMEEFRXHE trident-protect-schedule.yaml « MACR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace



fErmss

SITRER IR
a. plz2t

RIE. BHESHREERANEIFRFRER. Fl:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

4. EEIFER FOIBR—NSIRER N AMAppVault CRIEFEIFYIRN FTEFAppVault CR, FHIEE &R F(F0

trident-protect-appvault-primary-destination.yaml)e

5. WACR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n

my-app-namespace

6. 7_§$T$E¥J:7‘JE*TF’FH&F‘_@JLAppVaUItO B EHEMERMEZR. BePRRG" AppVault B E X & R"
L/(L. (=] & E’J}$iﬂ

a. IEBEENFRCR)XHUHEEM R (U trident-protect-appvault-secondary-

destination.yaml)o
b. FEUTEM:

* * metadata.name*:(required_) AppVault B E X R RV B R, IFIC TR FENBIF. ERNEFIXEAFT
EHNHEMCRXMH=5|AILtE,

* . spec.providerConfig:(required_)Ff&fEREEIRHEIZF 1A RAppVaultFTEEEE . NEHRHER
%1% “bucketName' UM R E MK BV FHAE o lﬁlﬂ_FFﬁJiEl’J{E RANEFIXFRFITE E’JE?@CR
XHS5|BXEE, BxEHMREREMNAppVault CRSRAI. SN AppVaultE EXEIE"S

* ., spec.providerCredentials:(required )23 {# 15 EIREIZFIHRIAppVaultFr R BRI EIERY
5|F.

* . spec.providerCredentials.valueFromSecret:(required )& EIEEN KB ZH,
* key:(required)E MHIEFNZ AN B X Z .
* name:(required)B & L FEREMNZN B IR. MR TFRE—dnZ=TEH,

* * spec.providerCredentials.secretAccessKey*:(required )T iR I0)iRIHIEFHIIHIRI R, BFR
[ 5*, spec.providerCredentials.valueFromSecret.name*,

* . spec.providerType:(required )FATFHEIRMBEMIIAS; a0, NetApp ONTAP S3. BFS3
. Google Cloud={Microsoft Azure, AJREE:

= aws

= azure

= GCP

* BAS3

= ONTAP S3

= StorageGRID S3
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C. FHAEMIBEIEFZXMHE trident-protect-appvault-secondary-destination.yaml « [
FACR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n my-app-namespace

7. BIEAPPRIR KARCRXfE:
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FFACREIEAppHREZR X&
a. SIEEENREBECR)XHHBHEMG BRI trident-protect-relationship.yaml)s

b. BEELTEM:

* * metadata.name:*(I4 ) AppiRfgR XHBENXZRRHZFR,

* . spec.destinationAppVaultRef:(required )ItEX NS Birsdf L BHARN AIEFEIAppVault
A FRITEL,

* . spec.namespaceMapping:(required_)BFrFlIReRE =B SMEN N FFZF CRAE X HY
[ 2R dn & == (8] L g,

* spec.sourceAppVaultRef: (required)Itt{BEXANS RN FTERBYAppVaultE FRICED,

* spec.sourceApplicationName:(required)Ltb{B# NS ST RN B2 CRAAE X VRN FBIER
H9& FRITED,

* spec.storageClassName: (required)itiF&EE FBMIFMEEN BN, FHEEMNIRZRESIE
MR I I FE X RBIONTAP Storage VM,

* spec.reck N : ENXUTCHE]AIFFEBERFES EFR.

YAML5):

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-f369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

C. {FRIEMHIEERXHE trident-protect-relationship.yaml « MFCR:
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kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

ERABLITRELIZApPHE X&H
a. IEHNAApPIRG XENR. BESHHEBRNIMEHHNER. FHl0:

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --recurrence-rule <rule> --source-app

<my source app> --source-app-vault <my source app vault> -n
<application namespace>

8. (B] )T EHI X RS

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

TS B AR B

fEMTrident Protect. A LURE RN ARRFHRIERZEIBIRER. HREPR BELERXAHENARER
TEEtRERRE LB, WNRIREEF LRV ABEFIERIETT. N Trident Protect AR {FILIZN BIZRF.

TR

1. ¥TFFAppMirectorRelationship CRX 4 (540 trident-protect-relationship.yaml), FHi§*
o spec.desiredState*FIEE NI Promoteds,

2. {£7F CR X4,
3. RZFACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (A RIS TSI FIRRR L IR AR R E R A,
5. (A M)t B E I RITRS

kubectl get amr -n my-app-namespace <relationship name> —-o=jsonpath

='{.status}' | Jjg
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ENETHERBERXR

EMRTRFREMRILEGXR, PITEMRTZIEFRE. RIGRNBREFFRNEESTHNARER. HER
S8 L IEEETHIN B RMEVERE SR EF

TR RS EIE BARER ERM AR, AEBEREIE,
()  smwBSmEsABFLRRFNAEMEREE,

p
1. BIRIRN FAREF B RER,

2. TFAppMirectorRelationship CRX (530 trident-protect-relationship.yaml), ¥
¥ spec.desiredStateFIEFE LI Establisheds

3. 177 CR 1%,
4. R/FACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o MNREEBTER LRIZ T AARIPITRIREIFHIERBNAER. BERENR. EAREBNITIEHZSH
HIRIBK Mo

RAEHMRSHERBZER KR

RAEHET HERZRBEFXRN. BARNARFRBRARNRAER. MRENABT. EHREREHEN BT
N A2 B B OR R & T 3o

p

1. MER#D98 B AR5 8 EBIAPPIRER KARCR, XREBIRMAIR, SRHEFER LMBEEARIPITR. 5’
HlERo

2. EERRVATIREERXANCRXGN AT HEEEFRKIGEEF KR,
3. MRS NERE LAppVault CRSHIE &S,

4 ER—IMEHLRESEHXR. HEEERBE.

RENREFER M

REEH G A, Trident Protect=z N AIEF1E EBIRFiEEIR. FNA4SLEHIORISFEFMERIR. Trident
Protect25E(Z LR ARRFHISEUEEHIZIBF. AEBHIEESE BTN BER.

EXMIER T SRR BT

p
1. BUERIAIRER:
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fEFACREIE X AR
a. Z2RERNBERFIFRIPREITR
b. l#Sh*%#1Snapshot CR314:

i QIEEBENXEBRCR)XHHIEEMRA (B trident-protect-shutdownsnapshot . yaml
)o
i. GO TEM:
* * metadata.name*:(required )BE X BIRHIZ TR,
* spec.appVaultRef: (required)tt{E 5 RN FFERFBIAppVaultimetadata.name = £ /T

o

* spec.ApplicationRef: (required)tt{EXAS RN FATEF CRX 4 HImetadata.nameF E&IT

o

YAML= 1

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. FRHEMIVEERXMHfE trident-protect-shutdownsnapshot.yaml . MHACR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEABLTHRELIZXARR
a. IEXHIRIR. RKIESHHEERARFIES. Fla:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
--—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. REASTAIS. REVRERAIIRTS
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kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. fEAL e <$ & shutdownSnapshot. statues.appArchivePath*f9{E, FHiZRXHEENRE—I057 (1R
REXEZ; FRERE—TFLEENFIERS):

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. PITMBETER RIRERBMMIERTE. FHTUTER:

@ EHRFEEISSIENE25 P, BFEEEE "spec.promotedSnapshot 7ZEAppiEf& X RCRX {4
. HEEERENEE REIS DIRRHNEARLZT,

S MITHM R MEFBIS T B[R AEMBESHIEZZEF XA

6. TEFHVRERE R AFPITE,

&R

RASHIESHLTIRE:
* RZE S ANRIBIRN ATEFERKubbernetesF RS E— MR,
* B MIBRERIETRRN BIEFBKubermnetes B IR((REBPVCHIPV). aILUE E=EIERBTRN ATERFHIPod,
* XFlPodfa. BANBEFNELIEREBHHFETES.
* SnapMirrorx 2R Hlfi. MiEBITEMITFIR/S ES.
* LI R BIKubornetes R IR FE RTEXI /TR 2 XA G EHI M B EIE M X A FI R IRIBHIE R,
* REEMEIES,

B RER RS BRI RS R

B A Trident Protect. AT LUEE LI MEFFFITESRIERBIRER LI KEME" FEIMERGER SR
B IT{ERH. Trident ProtectxfE R ERI AR ZAGIE N BIZFERER(EHMRD BRIGTRN BERF.

IR M E e R B 2 BATRI R R FFI8. W RIATFHRE:

* MEPERZINST IR,
* RAEHETEFIXR.

@ BIPRTIEENEMRTIRE. BAXRIEFERERBIREFENBIREENSIE.

* REERIGR.

p
1. TR MEHEL HEERBZEFX RIS E,
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2. TR ENBREFER S RIS R,

MRS K &
TR FER IR E R X R, MFNARFENXRE. SFER MRV ARERFZEREXR.

p
1. MERAppHE XACR:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{E B Trident Protect: T3 FHTE =

,F'.QTL/L AR E D NRBEBEE R H SR B N MEE RS B SF R Z BB N AR

@ IBNAERE. NZNBRRFEENPIERITERSIBZNAREF—EIE. IRFELR
ERITER. WesElRIEFRBEET.

BNAEFIRE

EEUTMER TRITEMNHERZE. G EHHITRENEHHTERES.

efERIE—5E
RN ARFREE—EH. FHIRRBNEHHBEIEEREIR—%8.
p
1 BT g EZ—!
a. "BIERAR"(3E3C)
b. "Bl & 7"(RX)
2. EE—&H L. RIEGRZTREEZEMN. FITUTEREZ—:
a. "MIRERERERIE" (R X)
b. "MEERIIE"(RX)

R H At

ERNAER R EMERGITEERRE). BT REH LUESD. REBRNDERIEMER, HIRE
trEERf _E B % Trident Protect,

()  EIuERETRERZ RS HIRARE ShapMiror S5,

p
1. "B ED"(EX)
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trident-protect-use-snapmirror-replication.html

2. BIREEBIRER LHEEENNNREFMHED ERECEAppVault CRo
3. EEMRER L, "MEMDIEREIE"S

RN ARERFM—IMFEETEE R S —FEE

ErRET FIRRERE A EN B EER N BREF M — M EREETB IS — L.

B0 MIERCRAHBRESR):

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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fEFACRIZRTRER

B

1. QBB EXFRCRNEHBEESEZ N trident-protect-snapshot-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFEHBFR; FANEHIFREZE— I —BSENRT,
° spec.appArchivePath: AppVault P 7ZEREBABTHEERR. EIUERMU T RLSERLERR:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZfi&RIRANBRIAppVaultdy & iR,

° . spec.namespaceMapping: X RIR(EHVIRRE a2 Binds 2 T EHMREY, &M "my-
destination-namespace &t "my-source-namespace NEIFIEFRAE E,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (A& NRERFEERERFNNARFHRELRR. BERNESSHRHEEREMENZIRAIHIE

° resourceFilter.resourceSourcesionCriteri: (&R E) “include or exclude’ B F S & S HbR
fEresourceMatchers I E X BIZIR, AL FresourceMatchers 83U E X B IR HBRZR

* resourceFilter.resourceMatcher: resourceMatcherdt &40, MRIFHIHAFEN ZNTTE
@ CATBERORIREHITE, SR, M3 RA)PHFEEENANDIRIEFTTIT
o

* resourceMatcher[].group: (7] i%)EHiENHRIRNE,
* resourceMatcher[].KIND: (7] 3%&)EifikrE RIS,
* resourceMatcher[].version: (7] i%&)EHEHIZ RhRZS,

%

%

* resourceMatcher[].names: (8] i%&)EfiZEHZFIRRIKUbernetes metadata.name=FE&HHY

EZY S
* resourceMatcher[].namespies: (7] i%)ZEhikAI R IRHIKubernetes metadata.name > £
s R =iE,



* *resourceMatcher(].labelSelectors *: (7] i%)&RAIKubernetes metadata.name=FE&AIFR
TR FREB, WHFAENX "Kubernetes 324", H40:

"trident.netapp.io/os=1inux",

40

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FRERNEERXHE trident-protect-snapshot-restore-cr.yaml . WMFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

I LITRETRRE

1. BREBERFIEMERTE. FESHHEBERNIFERIER.

° snapshot " BHHEARANHHRTEFIRERZFIT <namespace>/<name>,
° Itk “namespace-mapping’ S#{EH E S 2 REERFREENEEMITEIEA NIEHEIREN

“source1:dest1,source2:dest2’ &,

f5an:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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ZE1®ETrident Protectii{TiEH

RITEBNE—MBEXERE. ERLKHEEENSRENAREFIIERERIFFEESE
7. flgn. MREF— T BHREENARER. WA LUERRITERERR ZIIE AR
FEES. AERBTMEMESS. XFrURERNAERF BRI,

HATHERE

Trident Protecte#55 LA FRE M HITIESS. BEEURTEN I LUB1TRIET 8]
* FERER

* REER

* EH

* &inla

* ERE

* WIEREE

MITIRR

BITHEIRRIPIRIER. BITHEHRUATIRFE A E:

—_

- AHMER B E X RERPITIERH AN AR LIE1T. ERLREFELIBEMETERRENBEX
AT, (BIRERIXEEHRTRTINFEE A RIEE R E,

- NREA. SREXHRGURS, "F4 T BRI A Trident Protectfit & X R YTAL" (R X)
- ITEIRIRIPIRE.
- INREA. RERNX A RFRAEIRFRLS

- AEERNBE XIREERITHBHRERNNA SR Lin1T. ErIUREFZEEZMZTESHENEEX
BRIFEEN. EXEENERFENRITIRFRERERIE LA EE,

a A W DN

NREIB S MERRERRITHES (I, FRIR). MEEFRIEXLEEBIIRITIIF. B2, ATURIEFRZEE
RUEERARTITIRG. Bla0. AN REBFEAFREEEANEENRITINF:

1. BRITIIRIRET

2. BERITRRIREY

3. BERITEMAIRER

4. BRITEMDEED

() SEEEArERIERENEH. CRIRFRAER.

EEFHIERERRITHERA Z 8], MIBENE#ITIR, SR "kubectl exec” <&
C) MRS, FEEFFERERRTERE. EMRERARENESD. UBEREN—%. »
. EELUEN RIEFE R G =E. ERRBHEDR. ARNRNARER,.
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BXEEXRITHEHNERIEE
TN REFRIHRITERN, FEEUT/LR.

© RATHEHSBR ISR ARITIRCE. FERITERT LS| BAR— M,

* Trident ProtectZ K LART#11TshellHIZSB9t& 4w 5 HATHERI PR {E AR RVR 2K,

* BIASK/NRSIF96 KB,

* Trident ProtectE AT TIE G BN ERILAC KA RIAEMLAEHIER TIRE. EHIEFRIRE.
RTHITESRESR VI RARGITHN AR, EEMIEAREMREEEXR

@ THEBEBITAENE, MREAXBNRITIENBHEMNIRRIZIE. BREIFEECE. ME

BEHRBIZEET B, MAFEITXEES, XERE. &PRRMITENTERZETRE
RE&HBETTM.

HITH RS

NN RER AINSERAERITESN. T mRITHERRNmES. UEEENELENSSE. N TEMERaR
LERAERASRGHNARER. MiREEEA. ERREIFETREBTFRRNAE(BIMElasticsearch).

WIS ERILUEIBHRITENERESR LBTHNA R, EFR—EREHERNESR LIZ1TTHAR. RN
BMRTHRIRZ MMt NXEmiERFSEBERMMERETESEER. 8T IITERRZAUE10T

Pl pvirir

ANEPITEB RSN HESREBZERA— N ENFRENRLEERE TR R, SR MEHSE DA EIECRT,
ZHEWFEIZA S LInTHXEMZS, fmEssIENRATNERIENRIAIN2 (RE2)IEA. F3HEIZMILECS!

RPHFE BHTHIERR. BXTrident ProtectfE T IERIFHF ENFERBIEENER, BSH "EN
FIAN2 (RE2)IBEZIF

@ R Fan B T E)mESR AN EIER RN ZIRF 2 EEITHIHRITEN. HEERSERMBR
UFAENsRTER. W =EjmiEsR XN AT Bires& =i,
HITHRA

1&1hIA] "NetApp Verda GitHubIH" . TF#IEMH FApache cassandrilElascearch® & LN AIEFHE ST
£, AR LUEERFIH T FNEANEE B EXHITED,

BT

@A LAE A Trident Protect AV AT B B RE XCIITHEHE, BRIEBINITHEY, BFRWEMMEE, BERTM
SRR,
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fEFACR
B
1. BIEBEXZRCRXHHEEMB AN trident-protect-hook. yamle

2. RIEEMTrident Protec MBI ER B BERBE U TEM:

° » metadata.name:(required )Itt BE X FRNER, BAEHNIMEEEZE— M E—HSENZT,
° spec.applicationRef: (required)EE1THRITIEHIIN BIERFHIKubernetes & 1o
° *spec.stage *: (required)—NFRIEH, IERHRITHEBNEIREHRENW M ERIETT. PIEEE:
- i
-zl
° spec.action: (required)—MFFFE, IBTRHRITEBERHUITIRE, RIGEENTAPITEDLTE
23EBOLEC, PIRE(E:

= Snapshot

- &ip

* RS
° *spec.enabled *: (A EFERILHITENEEAETERREH. WRKIEE. MEIAEAtrue,
> spec.hookSource: (required)B&base644RFIHIIEH AN FERT SR,

° *spec.timeout *: (A] &) —MEF, BTFEXATFRITEBREBITZKNE(UD AR, &/IME
F1H. MRKIEE. WEIAMEN25737,

° spic.argeft: (7] &) ARITHEIHIEENYAMLEBET R,

° *spec.lt EcCriteria: (FI EWRARENIVANATIR, SMWRHRITERIRES. S§THRITERER
Z R LURIN10 1S

° spec.[t figCricera.type: (F] iE)WRIRMITHITMERIRBENFRB, JEEE:
" AR EIRRME
" ABRE
* BERM
= PodLabel
= NamespaceName

° spec.lt ftCricery.value: (A] i) FARRHITHBHIESSENFRIBRENRER,

YAML):



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:
astra.netapp.io/astra-control-hook-source-id:
/account/test/hookSource/id
spec:
applicationRef: my-app-name
stage: Pre
action: Snapshot
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==
timeout: 10
arguments:
- FirstExampleArg
— SecondExampleArg
matchingCriteria:
- type: containerName
value: mysqgl
- type: containerImage
value: bitnami/mysqgl
- type: podName
value: mysqgl
- type: namespaceName
value: mysqgl-a
- type: podLabel
value: app.kubernetes.io/component=primary
- type: podLabel
value: helm.sh/chart=mysqgl-10.1.0
- type: podLabel
value: deployment-type=production

3. fEAEMMEERCRXHE. MACR:

kubectl apply -f trident-protect-hook.yaml

fEFACLI
I
1. BIERITIER. BiESTHHNEBRAFERNES. F90:



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

& Trident Protect

NREEM= @A EIRA R ZERA. WA sEEEMIBRTrident ProtectZB {4,
EIERTrident Protect. iEHITUTTE,

T
1. MIBRTrident Protect CR3X {4 :

helm uninstall -n trident-protect trident-protect-crds
2. MR Tridentf®R3F:

helm uninstall -n trident-protect trident-protect
3. MB&Trident Protectén & =il :

kubectl delete ns trident-protect
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