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"storage": [
{
"labels":{"1luks": "true"},
"zone":"us east la",
"defaults": {
"luksEncryption": "true"

"labels":{"luks": "false"},

"zone":"us east la",

"defaults": {
"luksEncryption": "false"

by

2. “parameters.selector' AT EX AT —MER T LI AIFE M, FI40:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:
csi.storage.k8s.io/node-stage-secret-namespace:

3. BIE— M EELUKSEIEZIEMNZH, .

kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase-name: A
luks-passphrase: secretA

luks-${pvc.name}

${pvc.namespace}
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RAFSALUKSEHEiIRECE

EEALUNE. NIEGEHEIFIZE luksEncryption A (“trueo 3% luksEncryption iENSE
RTridentERBMELUN (true(RB)EBAFISLUN (false(FHR), WATRHBIFTIR.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

FATFSAUKSERPVCELE

BHEEANLUKSE., BRI EIZE trident . .netapp.io/luksEncryption A “true. HEPVCHES
BHETLUKSHEEE. AR FIFTR.

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

WHRLUKS 4215
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p
1. #¥10 “node-publish-secret-name’#] “node-publish-secret-namespace’ StorageClass&41, #l40:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}

2. HEBHIRE LM BEBIIEIE,
&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

.luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["A"]

3. EMEMLUKSE LIS EMERATIBN L —2185518, #fR previous-luke-passphrase-name
“previous-luks-passphrase’ 5 SRR 22 521E ILAD,



apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. BIE— R HEMPOD, XERBMHEHRPTHEN,
O. WIFFISFEIER S BRI,

&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

.luksPassphraseNames: ["B"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

.luksPassphraseNames: ["B"]
ii%
NEBMRE _LIREIFZEEIZIER . ASRIRFIEEIE,

(D NRREIFHNEN, BI90 luksPassphraseNames: ["B", "A"], WA, ErRILIAR
AFTPODLIZ A TE AR o
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1. |BH "CSINodeExpandSecret 4kl J(beta 1.25+), BXIFMEE. iHBN "Kubernetes 1.25: {HERWZ

THRIENECSIET &’ -

2. 70 “node-expand-secret-name’ 1 "node-expand-secret-namespace’StorageClass&#4, #40:
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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EEERUMEONTAPSHEBEAMMN. HECIERNSHEREE. LUIEITONTAP Storage VMIEEUR S
JiKubornetesEE B H Z A RIONTAPE X H5Kerberosii®, RIS H RSN NS HRBEES
LT AR i A0 R AR -

E Y

{EFANFS. NFSv3HMINFSv4ifnlihiXEcE S HEE,

HIREAE R

EO] LIRIEENF KL E LU T =M AR Ehrd<BIKerberos &z —:

* Kerberos 5-(B {2 30IEFAINNZR)
* Kerberos 5i-(S A IRIEFMNNZE S S151%F)
* Kerberos 5p-(S 7 IIEMNNZE. BB SHHEFARIPINEE)

ERE AN PREEONTAPS H RSN, Fa0. NREBFEIEHIE S FERKerberos 5iflIKerberos 5pfiNzs
HINFSE. BEFERUTIHRE:

BA Ri%iA1a) BIEiA1E) BB P ihin)
UNIX =)=):! =)=):! =)=):!
Kerberos 5i [=y=):5] [=y=):5] [=y=):5]
Kerberos 5p [=Y=:3] [=Y=:3] [=Y=:3]

BXRUNMABIZEONTAPS H RS H RN, ES LT X!
s "RIES R
* "ESH SRR INEL N

elFEZ i) =P

&o] LLBIZ B & Kerberos I IHEM TridentfZ i R imAC E -

KXFUIES

E eI TR EKerberosNZEMEFEMEFIRECE XA, Eo] LUERSEIETE U T =MFR BRI KerberosiN%E
Z— spec.nfsMountOptions :

* spec.nfsMountOptions: sec=krb5 (B{RIUEFINNE)

* spec.nfsMountOptions: sec=krb5i (BHIRIEFMMNEUNBH1FRIF)

* spec.nfsMountOptions: sec=krb5p (BAIIEMNNE UK S HFFRFARP)
BNIEE—KerberosZkill. WRESETIRPIEE ZKerberosHIZ KA. MY ERE— ML,

pAL
1. EREEH L. ERUTRFIEEFEEEREEXF. BES<PINEERNEIFETRNES:
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. EREEL—PHeENREXHEIEER:

tridentctl create backend -f <backend-configuration-file>

NREwHENZRY, NEHEELIEE, ERILUETUTaLKREFEHTURELRERRA:

tridentctl logs

HBEABIEREX ARG, ERLUBRIETT create a5,

Bl
TR LA F iR ECE R FKerberos IR

XFLES
BIRTFMEENREY. I LUERASHIEE LT =M AR 4HIKerberosil% Z — mountOptions :



* mountOptions: sec=krb5 (BHICIEFNNZE)
* mountOptions: sec=krb5i (BAIIEMNNE UK B BRP)
* mountOptions: sec=krb5p (BRIIEFNINZE UK B HBHFEFARF)

B{IEE — 1 Kerberoséhill, MIRESIRTIRFIEEZ MKerberosMELF. MNZERE—TET, NRE
EFERIREICEPEENMELRS S EEFERINRPEENMERIRE. WEFHERENRML T,

T
1. ERLLTRBI6)EEStorageClass Kubenetes IR :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krbbp
parameters:
backendType: "ontap-nas"
storagePools: "ontapnas pool"
trident.netapp.io/nasType: "nfs"
allowVolumeExpansion: True

2. QETFRES:

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. BREIEFME:

kubectl get sc ontap-nas-sc

TNEBFERMUTFUTATRIRES:

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
iCES

IREFMEERNEFELE. BIETUEESE. BXHEA, HSH "TLEE
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79Azure NetApp Files&EE B L iR HIKerberosiI &

BRI LA EERES 8N Azure NetApp FilestEfi#fgimatAzure NetApp FilestZ &G imEIth Z BIMNEE TR 2R
FBKerberosiin&Z,

Pa ! = ATl
* HIREEZ ERed Hat OpenShiftsE &% /=2 A Tridents
s HBREETLUARNZ tridentetl SSHATER,

EFRERHIZEBHIILE, HREIKerberosIZ EEITFAzure NetApp FilesTZfi#i G "Azure NetApp
Files 31"

* IR B EHRERE F A KerberosiNZHERINFSVAE, 1HEIRAT‘NetApp NFSVAECE —T5 (5 130) "
{NetApp NFSv41EiRINEEM ER{ESLERIER) "o

BIREEE R

&R LU B & Kerberos M ZINEERIAZUre NetApp FilestZi&/SimAL &
XFIAES
AL B Kerberos I BN EEEIREE XA, ERAILIEBTEN.. FENATUTHENTEENESIZ—:

* FERAFERNEEGIRKS]* spec. kerberos

* RTINS spec. storage. kerberos
TEEIHRANE XREN. RASERFHEERITERIEZRIZM,
FEE—E5. EETLIEE LT =MARRIRZARKerberosil® 2z —:

* kerberos: sec=krb5 (BPIEIEFNNZ)

* kerberos: sec=krb5i (BHWRIEFNNEUKRSHRIF)

* kerberos: sec=krb5p (BAWRIEMINE LUK S HHERFARIF)
TB

1. EREERE L. RIEFEE FHEIRNIE (FHEERAGISEMNEES]). ERUTREZ—tIRE#ERE
IHECEX . FHES<>FREBRNERREFRNESR:
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>
apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>

nasType: nfs

kerberos: sec=krb5i #can be krbb,
credentials:

name: backend-tbc-secret

etV uct Gl

krb5i,

or krbbp



apiVersion: vl
kind: Secret

metadata:

name: backend-tbc-secret

type: Opaque
stringData:
clientID: <CLIENT ID>

clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>

tenantID: <TENANT ID>

location: <AZURE REGION LOCATION>

servicelLevel: Standard

networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>

subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption

kerberos: sec=krbbi #can be krb5, krb5i, or krbbp

credentials:

name: backend-tbc-secret

2. EREE E—SheENRE X EIEER:

tridentctl create backend -f <backend-configuration-file>

NREImEVERW, W/EHECE HIRR

tridentctl logs

mo AR

S0 /G

AILUETTUA T e RkEFAEUBE R ERE:
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WEHEEEEXHFNREE, ErRIUEXIETT create 5<%,

BIERTEAEZS,
& B] LB 1E R ECE K KerberosINZH &,

T
1. {ERALLTFRBI63EStorageClass Kubenetesit& :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "nfs"
selector: "type=encryption"

2. BIERTFfiE:

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. HIRELIEEFMEE:

kubectl get sc -sc-nfs

TNEREMFUTRSREH:

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
fcES

SIREER WM EFEERS. BMERUEES. XA, B "EEE
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