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ZIETrident Protect

Trident Protect®E:k

BANIEEAREIFR. NEREFRERE. NAREFRMFIEREEERMNE, BERENIF
15 EXEER, A eeEEMIzTTTrident Protect,

Trident Protect Kubbernetes &£ 2{ A M
Trident Protect5 &2t EMN BITEENKubernetesF=mER. HPEIE:

* Amazon Elelic Kubelnetes Service (EKS)
* Google Kubernetes Engine ( GKEE )

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift

* SUSEIRAE
* VMware TanzuF=R4B4&
* FiiKubernetes

@ IR L& Trident ProtecttV B AR E 7 IETEIZ TRV IRERITHIZZ UM AEXHICRD, ERERRIT
Hlgs, 1B "XLEHER",

TridentiRIFEIERIRFRE
Trident Protectsz#F LA T EESiH

* JEHTF NetApp ONTAP fJ Amazon FSX
e Cloud Volumes ONTAP

* ONTAPTZ(EFES

* Google Cloud NetApp#&
* Azure NetApp Files

MR fE R RE L FEX:

* HIFREIER SE B INetApp B fE A B 2Astra Trident 24.028% 8 S R4S (21N A Trident 24.10),

> fNRAstra TridenttIER 41X F24.06.1. &+ RIEEANetApp SnapMirror k¥ EThaE. NEEFHE
FiAstra Control B2 B2,

s BIRERERFMAstraiZ (HEL B TR (MAstra Trident 24.06. 1718, ZHANBE R TEZEHER).
* H1RIEHE—"TNetApp ONTAPIE(EG .
* MREEERTEREDHNNREESER.

* QRSN AT AREFINAREFHIEEEIRENEANAIEFE. Trident Protect R NG EIR X EdR
2=iE); MREEHEXFRPIEENFERGRTE. MHRERRK.
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NASEF RIS ER

Trident ProtectsSZ#F X NASE F R ER I TR INDFIERIZ(E. B AZHEHGRE. =EMSnapMirrorE HIZINASLE
FHE, BEENITRISTrident ProtectE & B IE NASEF R E/ZH—1"SnapshotE R,

RV RERSEASnapshotE RIEFRRD. W TXLENARER. BHEEBEIEONTAPEHER
%7 EiE1T A T an < Kb SnapshotB R :

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

BRI LUBEE I B INASE TR HIZITU TS KB HSnapshotB R, FIEEE M “<volume-UUID> AEENH
EHIUUID:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ B R Trident/FIHECEIRTURE N, EAILUFRINA true FIEBAMRKER snapshotDir.
REERZEM.

{EEKubeVirt VM{FIFEUE

RPTEKUbeVirt VM LB {THIRN FAFERFET. Trident Protect 24.10 24.10. 1 M ESRAMNITASEFIARRE, XFiX
FRRZS. (EER AT AT SRR IR 1ERRIB) B R S B R X4 AR FREFRRRR RS

X F PR Trident Protecthiizs. Z7EOpenShifif iz B A E A B AL ERIEFERT
N T2 ap R RN R, 7140

®

oc adm policy add-scc-to-user privileged -z default -n

<application-namespace>

Trident® BEIN$M1RFE24.10

Trident Protect 24. 10 R S TE &R IRIF1RERAIB B chifafRKubeVirt VMX 4 RFRVRS—H. NRE(EA Trident
Protect 24.10f&#FKubeVirt VME#E. MFEZEHITEIRFRIMSEZ R FIAX 4R LB RIRE/EUE KRS8,
XFATRRX RIS T —BORES

& ASCBECE Trident Protect 24.10. UETERITEIRRIPIRIEHAE EIBVMX 4+ R BV AEMRIRAL [E1EEC
B ARERUTa<L:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident®24.10.1 % % S hRkZs
MTrident Protect 24.10. 1734, Trident Protect2TE B RIF1R/ERR G B o REFRERR RLEKube Vit 4 245,
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HE. EALUERU T aSERAILLBmTA:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

SnapMirrorE HIFYE K

I F LU FONTAPEE RS 2. NetApp SnapMirrorf] 5Trident Protect4E & 1F
* NetApp ASA
* NetApp AFF
* NetApp FAS

* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP

* JEH T NetApp ONTAP FY Amazon FSX

SnapMirrorZ HFJONTAPEEEF B K
R RIEASnapMirrorE§ll. IEHRONTAPEEEHE U FEK:

* Astraiz (B BTIEFE . Astrals (B B2 5K Trident BB FE B ONTAPYE N Gk AV JRA B 4T Trident
8 I, Trident ProtectSz 3 LA T IRshIZ R S 3FMVE B2 @ I NetApp SnapMirrorisi R TE I :

° ontap-nas

° ontap-san

* FEE: BTERA BEFRONTAPEEE LB AR EIRFRIFEHIONTAP SnapMirrorFH T eIk, B XiFH(E
B. BEZSN "ONTAP FEySnapMirroriFr] #EiR" o

SnapMirrorE H8 X FFEEIMN
MR EREERIRNE. FREREHIMEHRUTERX:

* EBAISVM: ONTAPFHEEIMUTRIINSRE, BXFMER. BN EBH SUM HEHA"
() SR ONTAPSEE: 2 B E HI% A RERISVMBIRER—H.

* AstralZFERETZF L TridentFISVM: HEZFZESVMAT AT i B AnEEEE _E MYAstraiz (4 EC BF2FF ol Trident s
=28
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L Trident Protect from NetApp
B
1. N Trident Helm7Z A& :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. K% Trident Protect CRD:

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2410.1 --create-namespace —--namespace
trident-protect

3. {FRHelmi@d LA F i<z —% % Trident Protect, &t “<name_of cluster>" NERZ IR, HRIFED
BoLA SE B H A FAMIRE B R D FNIRER

o IEEZ&ETrident Protect:

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1
--create-namespace --namespace trident-protect

° L& Trident ProtectHZ it %#Y%4E H Trident Protect AutoSupportsz#F 8 _E1%

helm install trident-protect netapp-trident-protect/trident-
protect --set autoSupport.enabled=false --set
clusterName=<name of cluster> --version 100.2410.1 --create
-namespace --namespace trident-protect

MEBEMEZETrident Protect

AR TridentSEBF T A TA 18] Internet. AT LAM T ARG M R L ZEKubbernetes Protect, 1ELL Tl
. BIESPNEBRAEIFEREFRNES:

PIE

1. BTSRRI RISt B, e, AEBEEXEIEMRANEME:



netapp/controller:24.10.1
netapp/restic:24.10.1
netapp/kopia:24.10.1
netapp/trident-autosupport:24.10.0
netapp/exechook:24.10.1
netapp/resourcebackup:24.10.1
netapp/resourcerestore:24.10.1
netapp/resourcedelete:24.10.1
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

f5an:

docker pull netapp/controller:24.10.1

docker tag netapp/controller:24.10.1 <private-registry-
url>/controller:24.10.1

docker push <private-registry-url>/controller:24.10.1

. BIETrident Protect R an B (Al

kubectl create ns trident-protect

- BRIEMER:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

- QIEATFRNEMRS HIIENRINE:

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

. I NTrident Helm{Ff&REE:



helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. BIE— 1B AW protectvalues. yamlo. MREES LU T TridentRIPISE :

image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. 2% Trident Protect CRD:

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds --version 100.2410.1 --create-namespace —--namespace
trident-protect

8. {FRHelmi@d LA F a2 —% % Trident Protect, & "<name_of cluster>" NERR IR, EITES
Feta e B H A FImR BN R FIIRER:

[}

o IEEZR¥#ETrident Protect:

helm install trident-protect netapp-trident-protect/trident-
protect --set clusterName=<name of cluster> --version 100.2410.1
--create-namespace --namespace trident-protect -f
protectValues.yaml

° L& Trident ProtectH 2 it %I#Y%4E H Trident Protect AutoSupportsz 58 _E1%



helm install trident-protect netapp-trident-protect/trident-

protect —--set autoSupport.enabled=false --set

clusterName=<name of cluster> --version 100.2410.1 --create

-namespace --namespace trident-protect -f protectValues.yaml

}EE Trident ProtectA 2835

L3 Trident Protectfg

#lTrident Protecti®{F 5 ARV EE R R =,

p

1. BIEE—PRB A resourceLimits. yamlo
2. IRIEEHIFEE R, A Trident Protect A 28R E R IR H3

lJ\
NN

R IRPRE

TE] LSRR ERE X4 A Trident Protect B 2815 E R IRIES!,

PEBURZES o

UTRAREXHERTARKE. AES81TRRRFIFEIAvaule:

JjobResources:

defaults:

limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage:

requests:
cpu: 100m
memory: 100Mi
ephemeralStorage:

resticVolumeBackup:

limits:

cpu:

mn

memory:

ephemeralStorage:

requests:

cpu:

mwn

memory:

ephemeralStorage:

resticVolumeRestore:

limits:

cpu:

mn

memory:

ephemeralStorage:

requests:

cpu:

mwn

mwn

mww

mwn

mww

nmn

mww

nmn

mw

\

\
\

BEXRRRE. ERILUE



3. MANXHHHIE resourcelimits. yaml:

nmn

memory:

ephemeralStorage:

kopiaVolumeBackup:
limits:
CpU. : mwn

nn

memory:

ephemeralStorage:

requests:

mn

cpu:

mnmn

memory:

ephemeralStorage:

kopiaVolumeRestore:
limits:
Cpu 3 mwn

nmn

memory:

ephemeralStorage:

requests:

mn

cpu:

mn

memory:

ephemeralStorage:

mwn

nmn

mww

mn

mww

helm upgrade trident-protect -n trident-protect -f <resourcelLimits.yaml>

--reuse-values

Z3ETrident Protecti S{TREIH M
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&l LI{EF Trident Protectdn $1T

‘tridentctl’ BEXHRIR(CRS)HEZXRE,

Z3ETrident Protectsn £ 1T R mEFHM
WL ITXEAERZE.. BEERELRETRTHREHNITEN L. RIE

EfEF

ZARM CPU. HITUTHRE,

1@ (TridentSE BREFEYH &) EIEZ Trident Protect

Vo
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T &M FLinux amd64 CPURIIE{
R
1. & Trident Protectdn €17 R mEEH :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-amdé64

THIEAFLinux ARM64 CPURIIE{
B
1. F#Trident Protectsy <17 R M :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-linux-armé64

THIEAFMac amd64 CPURIIEF
p
1. F#Trident Protectds <17 R B :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-amd64

T #EFAFMac ARM64 CPURYIE
B
1. F#Trident Protectsn <17 R EE
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-protect-macos-armé64

1. JodfE G 4B FRATAUR |

chmod +x tridentctl-protect

2. BiatF T HEIHEFRIRETEPENNAE, FIW. /usr/bin 3 °/usr/local/bin(fEOJEERE
$EFtPrivileges):

cp ./tridentctl-protect /usr/local/bin/

10



il

3. TR LU M I X HEFEIEBRPHNEMIB, EXMIERT. BiHRIGEREFENREE
cp ./tridentctl-protect ~/bin/

C) BT RHREGERZRETEPNEMIE. EILUBIEEEMERANR tridentctl
protect RMBAIIEH “tridentctl-protecto

E&Tridentin < 1T RSB
ERT U R N B R B0 AR B DO RE IR SR ThRE RO ¥ AR 7R B -

p
1. RIS EERiER:

tridentctl-protect help

BRHSEHN

ZETrident Protectap SITREGHEHE. BN ELG<SEBE B
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Jibash shell2 A EEh5E
TIE
1. FH SRS

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.bash

2. ZXERPE—NHTERUSEZMZ:

mkdir -p ~/.bash/completions

3. B THMMIZATZENE "~/.bash/completions' B & :

mv tridentctl-completion.bash ~/.bash/completions/

4. BLITITHRME  ~/.bashrc £ B RIS

source ~/.bash/completions/tridentctl-completion.bash

NZ shellE A BTN
S
1. FESERIE

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/24.10.1/tridentctl-completion.zsh

2. ZEERPUE— B RULE XA

mkdir -p ~/.zsh/completions

3. BT HMMIZATEENE "~/.zsh/completions' B R :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. BLATITRME "~/ zprofile' £ B R RIS



=

source ~/.zsh/completions/tridentctl-completion.zsh

TxRshellZE RS, &0 LUERHAtrdentcd-protectiBifFAIar < B EITE Mo
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