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Google Cloud

kubectl create secret generic <secret-name> --from-file=credentials

=<mycreds-file.json> -n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-
trident-protect-src-bucket-secret> -n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> --from-literal=accountKey

=<secret-name> -n trident-protect

1#A S3
kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-

trident-protect-src-bucket-secret> -n trident-protect

ONTAP S3
kubectl create secret generic <secret-name> --from-literal=accessKeyID
=<objectstorage-accesskey> --from-literal=secretAccessKey=<generic-s3-

trident-protect-src-bucket-secret> -n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> --from-literal=
accessKeyID=<objectstorage-accesskey> --from-literal=secretAccessKey
=<generic-s3-trident-protect-src-bucket-secret> -n trident-protect

AppVault CR
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

1BHA S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4a83621922
namespace: trident-protect
spec:
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-971f-
ac4aB83621922
namespace: trident-protect
spec:
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3

StorageGRID S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket-b643cc50-0429-4ad5-
971f-ac4a83621922
namespace: trident-protect
spec:
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3
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Google Cloud

tridentctl-protect create vault GCP my-new-vault --bucket mybucket
--project my-gcp-project --secret <gcp-creds>/<credentials>

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> --bucket <bucket-name>
--secret <secret-name> --endpoint <s3-endpoint>

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> --account <account-
name> —--bucket <bucket-name> --secret <secret-name>

1B S3

tridentctl-protect create vault GenericS3 <vault-name> --bucket
<bucket-name> --secret <secret-name> --endpoint <s3-endpoint>

ONTAP S3

tridentctl-protect create vault OntapS3 <vault-name> --bucket <bucket-
name> --secret <secret-name> --endpoint <s3-endpoint>

StorageGRID S3

tridentctl-protect create vault StorageGridS3 s3vault --bucket <bucket-
name> --secret <secret-name> --endpoint <s3-endpoint>

{EF AppVaulti¥| 523 EFAppVaultiE 2
A AEA Trident®RIPS SITREGE G EE S XEEE L AIEMAppVaultXI REVE Bo

B
1. BEAppVaulti RBIRE:

tridentctl-protect get appvaultcontent gcp-vault --show-resources all
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| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. (A% BEE S MNEERENAppVaultPath, EERITE --show-pathso
DB Trident Protect HelmZ&3E b5 E 7T E B 2R, WRE—FIPMERLZIFA TR, Hll: --set

clusterName=productionlo

fiERAppVault
&0 AREES I BRAppVaultit R

@ EMIBRAppVaultIt R Z &i. &7 “finalizers' MilfkAppVault CRAEVEIH, WMRXIFEH. FIERS
HAppVaultiFiE D ERPEABEE. EEPHIMILER,
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£ Kubbernetesii <17 R EMIBRAppVault
1. MIBRAppVaultit &R, &t "appvault_name  AEMIFRHIAppVaultit RAIZFR:

kubectl delete appvault <appvault name> -n trident-protect

£ Trident Protectfi <17 EMIBRAppVault
1. BIERAppVaultxt&R. &t ‘appvault_name AEMIFRHIAppVaultit RBIZFK:

tridentctl-protect delete appvault <appvault name> -n trident-
protect

£ Trident Protect® X EEIENIMN HIEF

&) L@ 62 N ATEF CRAIX B A Trident Vault CRIE X EfEFAAppProtect EIRAI N
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fEACRANINN AERF
p
1. B BAR R TR CRY M4

a. SIEEEXZRCR)XHHBEHEBR B maria-app. yaml)o

b. BREUTEM:
* metadata.name:(required )N BIERF BEXZRENET. FIREEZFENBIR. ERFRIPIRE
FREEMCRY 4= 5| AItE,

* . spec.includedNamespaces:(required )& TEIFRE S an & T8 B FFRIEEN BIEF
FEFIENGRTE,. NARFEHRTENARETITIR,

YAML

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: maria

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace

2. Q2N AREFCRULEERIfMRG. ERZACR, fia0:

kubectl apply -f maria-app.yaml

ERm<LITREAMINAERF
p

1. QIBHNANANAREFENX. BESHNEBRATIFMERNER. BRIUEMAESHRIIRMUT
TOIRFRES RN AEFEX P EERZ SR

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr
<cluster scoped resources to include> --namespace <my-app-namespace>

{E A Trident Protect{®iF i FHIZRE
& e] LU B oh{R1P R sk 5By 6 2 1R BB A & 10 KR Trident ProtectE IZRIFRE N
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fEFICRAIEERER
B
1. SIBBEEXFRCRNEHBEESEZ N trident-protect-snapshot-cr.yamlo
2. ERIEMIX M. EEBEUTREM:
° , metadata.name:(required )Itt BE X FRNRR, BAEHNIMEEEZE— M E—HSENRT,
° spec.applicationRef: E ;2 RIBIIRN FTZFHIKubernetes# #F.
° spec.appVaultRef: (required)N1ZfEIRIBRZ (FTEIRE)BIAppVaultiy £ R,
° spec.relaimPolicy: (7] i%&)E X HIFRIREBCRETIREREIAppArchive= R EHAER. XEKE, B
BB, REH Retain FEMR. BROEMR:
* Retain (ZRIN)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. FHIEMMEIEZXMH/G trident-protect-snapshot-cr.yaml « MACR:

kubectl apply -f trident-protect-snapshot-cr.yaml

ERLITRELIRRE
p
1. BUIEIRER. BIESHNEBRALIMERNES. Flm:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

12
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fEFCREIES R
B
1. SIEBEEXZRCR)XHHIFHEMBA N trident-protect-backup-cr.yamlo
2. ERIEMIX M. EEBEUTREM:
° , metadata.name:(required )Itt BE X FRNRR, BAEHNIMEEEZE— M E—HSENRT,
° spec.applicationRef: (required)E& IR B 2+ HIKubernetes# #F.
° spec.appVaultRef: (required)R1FEE DA EBIAppVaultty & FFo
° spec.dataMover: (F] i&)—1NFRE, BETATEMRIENEH IR, JREEIANE):
* Restic
* Kopia (EXIN)
° spic.relaimPolicy: (7] 1&)ENX T MNERERIBEFEREDINLZEHARR. AJ8EE:
" Delete
* Retain (ZRIN)

° Spec.snapshotRef: (7] it): ZEREFMHRENRBINET. NRAFRELSEH. WEEIEMED
IIREYIRER

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. [FRIEHMEERXMHG trident-protect-backup-cr.yaml « NACR:

kubectl apply -f trident-protect-backup-cr.yaml

EAmLTREEE N
p
1. glg&E s, BESHINEBRAGIFERIES. Fli:

14



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> -n
<application namespace>

BIZIHEIRIF IR

RIFERBOBTIZE XAV IR IRIR, SOIXMERRIPFNARER. ERILUERS/NY, X, SANSAE
BIREBAIED, FEAILUIEEERRBEIZAEL

15



fEFCRAIEE TR
B
1. SIEBEXZRCR)XHHIFHEMBZN trident-protect-schedule-cr.yamlo
2. ERIEMIX . BEUTREY:
° ., metadata.name:(required It BTEX RBENRTR; BAENIFREEFE—H—HSENBT,
° spec.dataMover: (7] i&)—1NFRE, BTATEMRIENEH IR, JREEAANE):
* Restic
* Kopia (EXIN)
° spec.applicationRef: E&F{HHIN BIERFBIKubernetes® #fo
° spec.appVaultRef: (required)N1FE&E N ABIAppVaultdyZ FFo
° *spec.backupretention *: EREBHNEFHNH . SRIAFNEIREMFD.
° *spec.snapshotretention *: E{RERVIREBE, SRIAALNEIZERIRE,
° . spec.granularity: It XIBNEI TR, FIgEEUMMNENXREAFE:
* hourly (BEXREIETE spec.minute)
* daily (BEREIETE spec.minute # spec.hour)
* weekly(EREISE spec.minute, spec.hour. # spec.dayOfieek)
* monthly(BXREIETE spec.minute, spec.hour. # spec.dayOfMonth)

° spec.dayOfMonth: (7] iE)ITXRIRIZETTRIBHEA(T - 31) WMRKEIREN, WEEIFE
monthlye

° spec.dayOfWeek: (A] it)itXIRGEITRYBHA(0R7), EOF7RTEHIH. MNRNEIKEN, WHE
BIFE weeklyo

° *spec.hour *: (A] 1%E)ItXINZIEITRIBYIEN(O - 23), WIRKEZEN. K, WHEEBLFE daily
weekly monthlyo

° *spec.minute: (B] 3E)ITRIRIEITHIZEH(0 - 59) MRHMEIREN. « 3, WEELFE hourly
daily weekly monthlyo



apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: <monthly>
dayOfMonth: "1"
dayOfwWeek: "O"
hour: "O"

minute: "O"

3. FHIEMMEIEZRXM/G trident-protect-schedule-cr.yaml « NACR:

kubectl apply -f trident-protect-schedule-cr.yaml

EAsLTREIZITL
p
1. I RIFIHR. RIESFREBRAEIFREFHNER. Fa:

@ &R LUEA “tridentctl-protect create schedule --help & It ss S HIFAEEE R,

tridentctl-protect create schedule <my schedule name> --appvault

<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<kopia or restic> --day-of-month <day of month to run schedule>
--day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>

AR ERER
BB REHIRBIIRBRR.

17



p
1. MRS IRERKEXAIIRERCR

kubectl delete snapshot <snapshot name> -n my-app-namespace

llES=gw)
W FEREN U EHIRBER.

p
1. MRS &0 XEXAIEICR:

kubectl delete backup <backup name> -n my-app-namespace

WERNRIFIIRES
ERILMERS LTI EIEEHIT. BRMIKRMBIEMRIFRIRT.

R
1. ERAUTHLURENREIRS. BESHNEBRAFRFNES:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

JF1azure-ANF-files (NetApp)i2{EB A& HIER

MREELETrident Protect. WAL {EAazure-files-files NetAppfZfi&3E B £ Trident 24.06 2 B RIZRMITZ BT
mBEATETENEOHIEREINEE. IIEEERTNFSvASE. FadRBREMHIEIINTIE,

a2 Al
ftRimE A T EK:

* BB %% Trident Protect,
* [EBE7E Trident ProtectPEX N ATZF. EETRILIRET B ZE]. N AEFNFRIPIIEEEZ R,
* 8B azure-netapp-files FEFREAFMEEIHRIEIAFHES,

18



RFFLLT RECED B

1. ANRANFEZTEFARETrident 24. 107 FItIEEAY. IETETridentd R HIT LT IR1E:
a. AE PEFazure-pv-files B 5N A 2 XELHINetApp/E FASnapshotB % :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HI\BAENXEXPVEHSnapshotBH:

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

Mie) &7 :

snapshotDirectory: "true"

+
NRKRBARIBER. Trident ProtectiiEEEMEMNTIRE. IR EE NIRRT IRN SAEET
M=E, EXMERT. FHERDTELTEEBHAIATEREIZSEENHNEXNIERBIRE &,

#R
N RTER B ESIFER Trident Protect#T&HMER. S 1MPVCERMEEMNARZFBTFEHMRE.

{E A Trident ProtectiA R FHIEF

,.'it_JLM%FETrldent Protect NIRERS F D ERNBERF. ENAEFRERIIF—EEN, M
MERBEHITIEFRNRESER,

C) RN BERFE. RHiZzNBEFEENFERITENTSEZNARERER, IREFEELRER
THEH. WeELRREERBET.

KRR 212 EHRIB) Y& B TR EFIR S

ER BB TZ12EHRE). Birm AT EIRIRENINES5RH 3 T B PR inEEIAL, teBRRM

Ren AP ERS R T RPAEFERNESRITE. ABSEEFENEANETITE. UESReE=ERHE
LEd, (NfFETBiren®=iE) LRRE SR ERIFAE,

YIR1EfEARedHat OpenShift. 552 ER 8 R FEIFRETEOpenShif iR IR XRIEA. M=
(D iR EERPod# EOpenShit 2 | F AR (SCOR X MBLIBMZ IR, 37
BB IRBENER FHRE, BXFMER, WBHA OpenShitze b LRI,

TERITIRREIR RS IRIEZ AT, BRI LUBIR 1§ B KubornetesIFIE L & 3R LE B AR an & = BRIV EAT IR E
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# RESTORE_SKIP NAMESPACE ANNOTATIONS. fjl#l:

kubectl set env -n trident-protect deploy/trident-protect-controller-

manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation

key to skip 2>

NREEAHERSHHemZ R RN ARER, NWEWRE

1T --create-namespace $FFHEAIE

nameo

ERRER RS T REH. Trident Protect= G AT EHIE Bfres R =ia). (BMNR RSB BT EPHNES RS
TEILE. NWERIEENRNBTRGRTEE. NIRMESReATEALE. NWESKEEHE Birsa=iE.

SREREENS.

Nl

UTRAIZRT —NRMNBrETE. 8183 x

TERIERVIRTS. LUS’Z’I‘TE%MTET‘ Bixen

ERITIERE RS IR(E 2/l

B A A AR ENITE. &
TEIFRAGHEERT .

A UERBIR & TR

TRRAT RITIE RN R B IR EZ AR GRN BAR 2 R ERIRES:

=g

B8] trE

s
&= ians-1 &) * #T3E.0One/#: "updatedvalue”

s . W/ "TRUE"
AR TiEns-2 (B4R)  * #7F.One/$E: "TRUE"
s FRE=ANMI: "false"

TRz G

TRERTRRERFBEEZIREERBirmasElRS. B
‘name ' t5% BB #H IS BArin & TiEl LA :

A TIE rE

R TiEns-2 (B4R)  * #7F.One/$E: "updatedvalue"
s fE. XMW "TRUE"
* FE=ANIN: "false”

ME TR E Hfthan & =8

fEFABackupRestore CRE&E DX REIHAthes

20

ZB]AY. Trident Protect2 IS N FRIZF AR BIF e

%o
© HMR=4E
* SHM=HIPAA

* name=nS-1

* Role=database

BEARMELRZA. FERAEKRES. HE

ey

* name=nS-2
* EME=HIPAA
* IMR=4r=

* Role=database

=TEH. HA



EENNAREFEIBNARZEFCR, BRIFEXRNNARER. RRIERFENIHRE. HEFERPITL,

C) BEMTRIAFIERBFNEMMZRTEFAZENSENTNRRAZZNERNRR, BE
REGTHFRERER. BHFAENCIZBmmRTE. HEREOEREFHE=E,

21
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fEFACR

B

1. SIEBEEXEZRCRIXGHBEESEN trident-protect-backup-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFENBFR; FANEHIFREZE— I —BSENRT,
° spec.appArchivePath: AppVaulth7EEFD AT, ERIUERMU T RLSERLERR:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,

° . spec.namespaceMapping: X RIR(EHVIRRE a2 Binds 2 T EHMREY, &M "my-
destination-namespace &t "my-source-namespace NEIFIEFRAE E,

° spec.storageClassMapping: IFEIZ(ERVRFEMELEI BInEE00MREY, A
“sourceStorageClass' &1t “destinationStorageClass' A& IEHHIE 2o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (A EMIRAFEBEREXFENNARFNRELTR. HRNEETHREE R ER SRR IR

° resourceFiIter resourceSourcedionCritera: (TMZERIFRZE)EMA "Include’ S ELE T "Exclude’ HEFR
R EIEFPEXERIR, FI0LL FresourceMatchers23K LU E X B EIE T HIBRHI R IR

* resourceFilter.resourceMatcher: resourceMatcherddR#H, WNREULIAPEN ZNTTE
, EITBERORIREHITINES, SR, 3. AP FEBENANDIRIEHRITIT
fids

* resourceMatcher[].group: (7] i%)EFiENHRIRNAE,
* resourceMatcher[].KIND: (7] &) EjfErYZ RS,
* resourceMatcher[].version: (7] i%)EmkrI & RhRZS,



* resourceMatcher[].names: (7] i&)ZEHIERZTRIIKubernetes metadata.nameF &+ HY
=Y 1S

* resourceMatcher[].namespies: (7] i) 2 iEHE RIIKubernetes metadata.name=E&

FREYEn R =l

* *resourceMatcher(].labelSelectors *: (7] i) JREHIKubernetes metadata.name= E&REIHR
FRIESRFRIE, WHFAENX "Kubernetes 314", FIg0:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FRIEHINEIERXHSE trident-protect-backup-restore-cr.yaml « MFACR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFCLI
T

1. 1|—rﬁfﬁi_1$§|lﬁﬂﬂA Tal. FHESHHEBHRAMIERER, It namespace-mapping S E A
SHROERFLREENREEMSEI NIERBEIRER sourcel:dest1,source2:dest2 %, 4.

tridentctl-protect create backuprestore <my restore name> --backup
<backup namespace>/<backup to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

23
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MEGERERIGEE =8
1R AR S DT R B R e 2 2,
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fEFACR
B
1. BIEBEXNZRCRXHHEEMBN trident-protect-backup-ipr-cr.yamlo

2. ERIENXHH. BEUTREMS:

° ., metadata.name:(required It BTEX RBENRTR; BAENIFREEFE—H—HSENBT,
° spec.appArchivePath: AppVaulth7EEFD AT, ERIUERU T aRLSERLERER:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,

fB4n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (A EMMIRAFEXBRERFENNARFNELTR. HRNEETHIRERRER SRR

° resourceFiIter resourceSourcedionCritera: (TfiZBIHEZE)EMA "Include’ S E &K "Exclude HiFR
HBELEEREFPENHER, AN FresourceMatchersB3 LIE X B EIE IR ER R

* resourceFilter.resourceMatcher: resourceMatcherdt R #4H, WRIEUEAFEN ZNTE
éEEﬂ‘]JI%VF?ﬂOR?;T%f’Ei&ﬁIEEE, FNTERER. WL RE)FHFZEEEAIANDIZIEHITIT

* resourceMatcher[].group: (7] i) EFiERIENE,
* resourceMatcher[].KIND: (7] i%&)EffkpY R,
* resourceMatcher[].version: (R i%&)E{fiEHIZ RhRZS,

* resourceMatcher[].names: (7] i%&)E iR ZIRRIKUbernetes metadata.nameFEEHHY

B #Fo
* resourceMatcher[].namespies: (7] ift)EifFiEHZRREIKubernetes metadata.name=E&
FavER R =iEl,

* *resourceMatcher(].labelSelectors *: (7] i%&)& JRAIKubernetes metadata.name= E&HRIHR
FTIREBFRIB, WHMENX "Kubernetes 15" Fl40:

"trident.netapp.io/os=1linux",
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a0

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. FHEHRNEEFZXHEE trident-protect-backup-ipr-cr.yaml . MFCR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEFACLI
PSIE

1. BEMERIFEEHRTE. BESPNESRARERNESR. backup SHEREA NGRS
EFIFDBIR *<namespace>/<name>, 4

tridentctl-protect create backupinplacerestore <my restore name>
--backup <namespace/backup to restore> -n <application namespace>

MEHEIRE E R

NRRaSERF LI, S LUEEHTERE E &S
* Fraazan -

HRAE L TRIR M

* BArEEFE L& Trident Protect,
© BIFREEEER] LUA IR S EER DBV REEER BIApp Vaulthy 73 ER B 12,
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TR

1. A Trident Protectan S 1TREGEHF N E BArEEE L AppVault CREYET R :

tridentctl-protect get appvault --context <destination cluster name>

(D) #REGEN LEEATURRFTRNGE S,

2. NEFEREETHAppVaulttlIZMHRS:

tridentctl-protect get appvaultcontent <appvault name> --show-resources

backup --show-paths --context <destination cluster name>

BT e SRl 2 RAppVault PRI A& . BEHRIER. HNHNNAEFRR. B IR,

fFlkE .
o F——— - Fom
- R +
| CLUSTER | APP |  TYPE | NAME
| PATH |
- - - e
——_ t——— +
| productionl | wordpress | backup | wordpress-bkup-1|

08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2|

08:37:40 (UTC) | backuppath2 |

3. fEFAppVault& #RA IR N A2 F IR R 2 B iRseEs

TIMESTAMP

2024-10-30

2024-10-30

27
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fEFACR
1. SIEBEEXFZRCRXNGHBEESE N trident-protect-backup-restore-cr.yamlo
2. ERIEMIX . REEUTREM:

° » metadata.name:(required )Lt BE X FRNRIT, BAENIMEEEZE— M E—HSENET,
° spec.appVaultRef: (required)TZEHFPHNABRIAppVaultdy &R,
° spec.appArchivePath: AppVaulth7EEFRN AT, ERIUERU TRLSERLEE:

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

()  mEBackupRestore CRFFA. EAILUERSE2RREINHSEEEHNE,

° . spec.namespaceMapping:iF/FIE(ERRAr 2 =82 B inen 2 = EIRVIREY, 3 "my-
destination-namespace &1t “my-source- namespace ﬁ,&t%iﬁqﬂﬂ’ﬂééo

f54n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. ERIEMMEIER XS trident-protect-backup-restore-cr.yaml « MACR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI

1. FRUTHSERNARER. BiESHMNEBRAKERNER, aRaTEMESHEERESIMmRNG
BT R 2 = B MRET B IE RV B fran & TiEl. 80 ISOURCE1: dest1. Source2: dest2, 40



tridentctl-protect create backuprestore <restore name> --namespace
-mapping <source to destination namespace mapping> --appvault
<appvault name> --path <backup path> -n <application namespace>
--context <destination cluster name>

MIREBRR R R E a2 =8
SR LUE R BE XZR(CR)X 4 MIREB R EHIBR R R H Mt B i R15TRa 2 =6l SnapshotRestore

CRIFRIBIAREIHftan R ==(8lAY. Trident Protect= ¥ N AIZFEREIFH AT ER. HANERNNARZFEIE
NAERFCR, BERIFEXRNNARERF. FBEIBRFSMHIIRIE. HEFIERFITI,
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fEFACR

B

1. QBB EXFRCRNEHBEESEZ N trident-protect-snapshot-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° ., metadata.name:(required It BEX RBENZTR; BEAENIFREEFE—H—HSENBT,
° spec.appVaultRef: (required)TZfi&RIRHNBRIAppVaultdy & iR,
° spec.appArchivePath: AppVault7ZEREBABTHEERR, ERIUERUTHRLSERLERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° . spec.namespaceMapping: iR RIR(EHVIRR R TEE| Binds 2 T EHMREY, &M "my-
destination-namespace &t "my-source-namespace NZIFIEFRAE B,

° spec.storageClassMapping: IFEIZ{(ERVRIFEMELEI BIinEE00MREY, A
“sourceStorageClass' &1t “destinationStorageClass’ AEFIEHHIE 2o

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (A EMIRAFEBEREXFENNARFNRELTR. HRNEETHREE R ER SRR IR

° resourceFiIter resourceSourcedionCritera: (TMZERIFRZE)EMA "Include’ S ELE T "Exclude’ HEFR
R EIEFPEXERIR, FI0LL FresourceMatchers23K LU E X B EIE T HIBRHI R IR

* resourceFilter.resourceMatcher: resourceMatcherddR#H, WNREULIAPEN ZNTTE
, EITBERORIREHITINES, SR, 3. AP FEBENANDIRIEHRITIT
fids

* resourceMatcher[].group: (7] i%)EFiENHRIRNAE,
* resourceMatcher[].KIND: (7] &) EjfErYZ RS,
* resourceMatcher[].version: (7] i%)EmkrI & RhRZS,



* resourceMatcher[].names:

#1Ro

* resourceMatcher[].namespies:

FREYEn R =l

* *resourceMatcher][].labelSelectors

(7] %) E MRy & RAIKubernetes metadata.name=FEE 1Ay
(7] %) EFiERER IRRIKubernetes metadata.name=E&

*: (7] 1%t) & RAIKubernetes metadata.name=FEEHAIFR

FEFERE TR, WFFENX "Kubernetes 315", fl40:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:

resourceSelectionCriteria:

resourceMatchers:
- group:

"Include"

my-resource-group-1

kind: my-resource-kind-1

version:
names: ["
namespaces:
labelSelectors:
- group:

my-resource-version-1
my-resource-names" ]
["my-resource-namespaces" ]
["trident.netapp.io/os=1inux"]
my-resource-group-2

kind: my-resource-kind-2

version:

names: ["
namespaces:
labelSelectors:

my-resource-version-2
my-resource-names" ]
["my-resource-namespaces" ]
["trident.netapp.io/os=1inux"]

4. FRIEHIEIER XSS trident-protect-snapshot-restore-cr.yaml « MFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fEFCLI
T

1. BREBEREIE a2 =

° snapshot  SEERRI B E ZEFIIRIRZ R

° Itk “namespace-mapping’ 2#{EH § S 2RI ERFFREENFEEMITEIEN NIEHRBEIREN

‘source1:dest1,source2:dest2’ &,

filan:

SEl. RBESPHEERANFREFRIES.

‘<namespace>/<name>o


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping> -n <application namespace>

MIRERIE R B[R 1688 % == 6]
EPT AR SRR IR B R A % S
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fEFACR

B

1. BIEBEXZRCRXHHEEMRN trident-protect-snapshot-ipr-cr.yamle

2. ERIEMIXME. EEBEUTREM:
° ., metadata.name:(required It BEX RBENZTR; BEAENIFREEFE—H—HSENBT,
° spec.appVaultRef: (required)TZfi&RIRHNBRIAppVaultdy & iR,
° spec.appArchivePath: AppVault7ZEREBABTHEERR, ERIUERUTHRLSERLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (A ) INRAFEEEFEXFENNARFNELRR. BRI THREE R ERSINR IR R

° resourceFiIter resourceSourcedionCritera: (7SR E)EMA "Include’ HEE D "Exclude HEFR
HRLREEFPEXNER, AL FresourceMatchersB 4 E X B EIEHIBRIIE TR

* resourceFilter.resourceMatcher: resourceMatcherit &40, WMRIFHIHAPTEN ZNTE
@ CATEERORIREHITINE, SR, M3 RA)PHFEEENANDIRIEHTTIT
o

* resourceMatcher[].group: (7] i%)EFiENZFIRNA,
* resourceMatcher[].KIND: (7] i&)EffErZ RS,
* resourceMatcher[].version: (7] i%&)EifiEHIE RhRZS,

* resourceMatcher[].names: (7] i&)E XA ZERIIKubernetes metadata.nameFE&EHHY

%

%

R
* resourceMatcher[].namespies: (7] it)E iR RHIKubernetes metadata.name=Ex
PR =iE,

* *resourceMatcher(].labelSelectors *: (7] i) RHIKubernetes metadata.name B RRIFR
TIEFEISRF IR, WHFAENX "Kubernetes 14", FIg0:

"trident.netapp.io/os=linux".

fB4n:
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spec:
resourceFilter:

resourceSelectionCriteria: "Include"

resourceMatchers:
- group: my-resource-group-1

kind: my-resource-kind-1

version: my-resource-version-1

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"

labelSelectors: ["trident.netapp.io/os=linux"]

- group: my-resource-group-2
kind: my-resource-kind-2

version: my-resource-version-2

names: ["my-resource-names"]

namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FHEMRNEEFRXMHEE trident-protect-snapshot-ipr-cr.yaml « MACR:

kubectl apply -f trident-protect-snapshot-ipr-cr.

fEFACLI
T

1. BREBEREIRGEG B TE. BiESHHEBRAIFERNES. Flin:

tridentctl-protect create snapshotinplacerestore
--snapshot <snapshot to restore> -n <application

A E\ E*ﬁgﬂzﬂlylklu\

ERILMERS LTI EIEEHIT. BRMEKRMBIEFEIRIERIRT.

p
1. AU TR REFIZIERE. BIESHHNEBRAIMEHNESR:

34

&

kubectl get backuprestore -n <namespace name> <my restore cr name>

jsonpath="'{.status}'

yaml

<my restore name>

namespace>



{EFINetApp SnapMirrorfITrident Protect= #ll 5 A%

1B A Trident Protect. &R LIEANetApp SnapMirrorf KRB R & HIThEEE 3R N
BEFEAMN— I EEERENES—NMEEEIR. EFFIE—E£E T EFEFRIEE
pd |18

RS RS IR RRIRIR0 o B S AR LIRS

TEIRRANSK R S1R(ERRE. Biran R TR PRARENRER SRS =i PARE AR EAEILES BN
R B PERS R T RSP AFERNESITE. ABSEEFENEANMETITE. UES R ERHE
LEd, (NfFETBiren®=ie) LRRE S RIFAE,

Y1 EEFARedHat OpenShift, %5243 Bim SIAHTEE OpenShiftFFBAEIX B (ER. M=
(D iR EERSPodE EOpenShitE 2 | F AR (SCO)E X BB LIRMZLIE, 37
BRI R ThIE, BXAER, BB OpensShitzs b F LRI,

FERITIE RSP SIRE 2 AT, O LUEIE 1§ BEKubornetesiFIE T &= 3k [ - B AR dn & == Bl REVF EAR 4R
5 RESTORE_SKIP NAMESPACE ANNOTATIONS. f5l40:

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

MRIEFEREHERSHHemZE RN HER, NS IRERHIT --create-namespace " $F5HAAIE “name,
ERR N PEETSTIZH. Trident Protect= R HATE EFIEIBirss G al. BURFHBZRFHNESFin S
TR, NEEIEEMHBIRGRTEE, NRMESFEHRITEARALE. WRKESHE BirtnE =8l
MASEZEEAIEL,

Nl

UTRGIERT —NMEMBGmRATE. 81T EEEEARNRINIRE, Ko lEFBird R TEITERE
WWFM%U\M&ﬁEﬂﬁﬁfﬁﬁm HiElRE AR EE AT

ERITER NSRS IRE 2 A
TRUA T RITIER R B R Z B BIRMN B iR R SRR

CEE=ESIE) triE IR
R =iEns-1 (J§) * #57E.One/#: "updatedvalue" * FIR=4
* tnE. XWEE: "TRUE" * BFME=HIPAA
* name=nS-1
AR TiElns-2 (B4R)  * #7F.One/$E: "TRUE" « Role=database

s FE=NIN: "false”
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ERREZIE

TRETRTRRERIHEEBRFETRFBERGRTRIRS. BERMELRR. FETREREBES. HE
‘name 11 B EH#T S Binas & =8 LAC:

GEEZRSE FRvE RE

AR <TEns-2 (H¥R)  * trF.One/$E: "updatedvalue" * name=nS-2
* fniE. YW "TRUE" * SHME=HIPAA
* FRE=ANIN: "false" © ME=AE

* Role=database

@ & B] LU Trident Protectft B ATESUBRIFIZ(ERR BN RGN EUEREX R T, "4 T iR (E
FiTrident Protectfit & X R4 HRLE"(H-NX)

REEFIXR

REEHXAZIRUTHE:

* FEIEFH LB Trident Protect LN 2R IR IRBVINER (B1E N FIFEFBKubbernetes IR LA N N FHREER & 1N EM
HIRER)
* WA EHITR (B iEKubbernetes B IR R & A M & EK3R)

* IR ERIRIRIRAYASE]

p
1. fEIREEE L NIRRT S AppVault, RIBEITFMERMIER. EPBYRAI"AppVault B E X FR" LUE
BERIRIE:
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{£FACREIZEAppVault
a. SIEEENREBECR)XHGHHBHEG BRI trident-protect-appvault-primary-

source.yaml)o
b. BEUTEM:

* * metadata.name*:(required_) AppVaultE E X RIIZ R, B0 MEEFMBIR. RAEHIX
AEAENEMCRY 45| BIHE,

* . spec.providerConfig:(required )TZf& RIS EIREIZF I RAppVaultFrEEEE. NEMN
IREEIEFE— P BucketName A M{E M EMMNERFMER, BIC FIMANE. RASHIXRFR
=2 E’JEP&CRY#’%‘? |FAXLE(E, AXEMRMHESAIAppVault CRSRAI. &SI AppVaultEE
XJ\/ 0

* . spec.providerCredentials:(required )Tzfi# 331 15 E R EIZF AR AppVaultFr BRI EME
ERS| Ao

* . spec.providerCredentials.valueFromSecret:(required )R EIEERN K H R,
* key:(required)E MHIEENZ AN E META.
* name:(required)B & Lt FEHERMINZN BRI, A FRE—dr R =TIE+,

* * spec.providerCredentials.secretAccessKey*:(required )BT IhIE iR IEIZ R R ZE ER,
BN 5*, spec.providerCredentials.valueFromSecret.name*,

* o spec.providerType:(required )BFHEIRMEEMHIINE,; FI0. NetApp ONTAP S3. &
FAS3. Google CloudZ{Microsoft Azure, RIHRE(E:

= aws
= azure

= GCP

* BAS3

= ONTAP S3

= StorageGRID S3

C. FHEMIEERXMHfG trident-protect-appvault-primary-source.yaml « WFCR

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

FEABLITREEIEAppVault
a. glEAppVault. BESHHESRAEIFERHNES:

tridentctl-protect create vault Azure <vault-name> --account

<account-name> --bucket <bucket-name> --secret <secret-name>

2. QIR FAEFCR:
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EACREIERNAERF
a. SIEEENREBECR)XHGHHBHEDG R (I trident-protect-app-source. yaml)o

b. BEELTEM:

* metadata.name:(required )N FBIEFBENXZRNET, FIE FEOEEFENBIR. AREFIXR
FREMEMCRXH 25| AILthE,
* . spec.includedNamespaces:(required )—NE&n %I:ﬁ%ﬂ?&ﬁﬂj'uéﬂﬁﬁﬂ’ﬁﬂﬂo fERTRH
I‘H—Jﬁﬂ’ #Tiﬁ?Lﬁﬁﬁﬁﬁ'ﬁﬁ%?lEﬂE’LEl BUEE LAY H BV 8r B =B RFER A
o NARERFHATEMNIETFILEA,

REIYAML:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. FHAEMINEIEZRXMHE trident-protect-app-source.yaml « MACR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

RGBT RELIERNARER
a. QRN AER. Flu:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

- (AE) RN BREFOIERER, IR AEERER ENAREFIEM, MRILTE,. WEFBEEFFE
TF—MTRIRER. UERFEMIRER,



fEFICREUZIRER
a. RN AREFLIREH TR

I QIEBENXEBRCR)XHHIGHMRA(BII trident-protect-schedule. yaml)o
i. EEEUTEM:
* * metadata.name*:(required )it %I BE X & IRHIZ R,
* spec.appVaultRef: (required)Itt{BHNS RN FAIERBIAppVaultiymetadata.name = EZ L

(e}

* spec.ApplicationRef: (required)Itt{EXNS RN B2 CREImetadata.name> EZILELD,
* spec.backupz 4. (required)ttFER NMEFER. BEMXIZE N0,

* *spec.enabled *: WK E Htrueo

* o spec.granularity: 4K E N Customs

* spec.reck #N: EXUTCHEIR A BEAFIE S EFR.

* spec.snapshots 4l HIKE N2,

YAMLT51:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-f013-4bce-8ae9-6afed9df59al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795el1b5e34
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i. {EFARIEMMEEFRXHE trident-protect-schedule.yaml « MACR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace



fErmss

SITRER IR
a. plz2t

RIE. BHESHREERANEIFRFRER. Fl:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

4. EEIFER FOIBR—NSIRER N AMAppVault CRIEFEIFYIRN FTEFAppVault CR, FHIEE &R F(F0

trident-protect-appvault-primary-destination.yaml)e

5. WACR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n

my-app-namespace

6. 7_§$T$E¥J:7‘JE*TF’FH&F‘_@JLAppVaUItO B EHEMERMEZR. BePRRG" AppVault B E X & R"
L/(L. (=] & E’J}$iﬂ

a. gIEBEENFRCR)XUHEEMR (B trident-protect-appvault-secondary-

destination.yaml)o
b. FEUTEM:

* * metadata.name*:(required_) AppVault B E X R RV B R, IFIC TR FENBIF. ERNEFIXEAF
EHNHEMCRXMH=5|BILtE,

* . spec.providerConfig:(required_)Ff&EREEIRHEIZF AR AppVaultFTEEEE. NERMER
%1% “bucketName' UM ERE A BRI FHE o lﬁlﬂ_FFﬁJiEl’J{E RANEFIXFRFATE E’JE?@CR
XHS5|BXEE, BrHMREREMNAppVault CRSRAI. EE I AppVaultE EXEIE"S

* ., spec.providerCredentials:(required )23 {# 15 EIREIZFIHRIAppVaultFr R BRI EIERY
5|F.

* . spec.providerCredentials.valueFromSecret:(required )& EIEEN KB ZH,
* key:(required)E MHIEFNZ AN B X Z .
* name:(required)B & L FEREMNZN B IR. MR TFRE—dnZ=TEH,

* * spec.providerCredentials.secretAccessKey*:(required )T iR I0)iRIHIEFHIIHIRI R, BFR
[ 5*, spec.providerCredentials.valueFromSecret.name*,

* . spec.providerType:(required )FATFHEIRMBEMIIAS; a0, NetApp ONTAP S3. BFS3
. Google Cloud={Microsoft Azure, AJREE:

= aws

= azure

= GCP

* BAS3

= ONTAP S3

= StorageGRID S3

40


trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html

C. FHAEMIBEIEFZXMHE trident-protect-appvault-secondary-destination.yaml « [
FACR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n my-app-namespace

7. BIEAPPRIR KARCRXfE:

41
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FFACREIEAppHREZR X&
a. SIEEENREBECR)XHHBHMG BRI trident-protect-relationship.yaml)s

b. BEELTEM:

* * metadata.name:*(I4 ) AppiRfgR X HBENXZRRHZFR,

* . spec.destinationAppVaultRef:(required LB NS Birsf E BHARN ATEFEIAppVault
A FRITEL,

* . spec.namespaceMapping:(required_)BFrFlIReRE =B SMEN N FFZF CRAE X HY
[ 2R dn & == (8] L g,

* spec.sourceAppVaultRef: (required)Itt{BEXANS RN FTERBYAppVaultE FRICED,

* spec.sourceApplicationName:(required) b4 NS IE1EIRN B2 CRAAE X VIR FBiER
H9& FRITED,

* spec.storageClassName: (required)itiF&EE FBMFMEEN BT, FEELIRRESIE
MR I FE X RBIONTAP Storage VM,

* spec.reck N : ENXUTCHE]AIF 5 BERFIES 68,

YAML:

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-f369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

C. {FRIEMHIEERXHE trident-protect-relationship.yaml « MFCR:



kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

ERABLITRELIZApPHE X&H
a. IEHNAApPIRG XENR. BESHHEBRNIMEHINER. FHl0:

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --recurrence-rule <rule> --source-app

<my source app> --source-app-vault <my source app vault> -n
<application namespace>

8. (B] )T EHI X RS

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

Erdetge =t

fEMTrident Protect. ERILUSE RN AIZFHIEHEE BnER. RS R BELERIXAHENARERF
TEEIREEE LB MMRREE LNNAEFIERIETT. MWTrident Protect R &R IEIZN ARERF.

p

1. ¥TFAppMirectorRelationship CRX 4 (fI40 trident-protect-relationship.yaml), FIi&*
o spec.desiredState*FY{EEL Promoteds

2. {#77 CR X4,
3. MACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (

el

)RR N AR L 8 PR BRI EARIF I Ro

o (A EMEEHKXRIVRE:

4|

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | jqgq
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MR HERBERIXR

ENASIRERERBUENXR. MITENRTIRER. RIGRNARFRRNEEETHNNARRF. XER
S8 L IEEEITHIN B PRMBEVE R E SR E T

TR R S E I BARER ERM AR, AEBEFEIE,
() sressmas N BN RRFNFRE KBNS E L.

p
1. SIRIRN FZ B RER.

2. ¥TFFAppMirectorRelationship CRX (I3 trident-protect-relationship.yaml), Ff
¥ spec.desiredStateFIfEE NN Establisheds

3. {£7% CR X4,
4. IZACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o NREEBRER LI T AARIPIHRIREIFEERBNARER. BREBR. EARZHITIHZSH
ESRIBR
RAEHELS HERBERXR

RAEHESHEZRBEFXAN. BAANARFRRARNRER. MRERNBET. ERERBREN BT
N RTEFF FRBBY B SR B T3k

p

1. MER#D9A B AR5 EF LAVAPPIRIR KARCR, XREBRM IR, IIRMBEIFER LMBEARIPITL. 5/
HERo

2. BB RVATEEEFXRMNCRY N AT NEERHFIEEEHIX R,
3. WRE N ER EMAppVault CRSIHBHEE L,
4 ER—IEHLSBEEFXR. HEEERMBE,

R¥NFAERFE R A E

RAEFIZ R, Trident Protect= i N AiEFE EBInEFEENR. EINHESRIORINREMEFRK. Trident
Protect2/c(F LR ARRFHEHUEE HIZIBR. AEBHERBEBMNARER.

EXMIER T SRR BT,

p
1. BUEK AR
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fEFACREIE X AR
a. Z2RERNBERFIFRIPREITR
b. l#Sh*%#1Snapshot CR314:

i QIEEBENXEBRCR)XHHIEEMRA (B trident-protect-shutdownsnapshot . yaml
)o
i. GO TEM:
* * metadata.name*:(required )BE X BIRHIZ TR,
* spec.appVaultRef: (required)tt{E 5 RN FFERFBIAppVaultimetadata.name = £ /T

o

* spec.ApplicationRef: (required)tt{EXAS RN FATEF CRX 4 HImetadata.nameF E&IT

o

YAML= 1

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. FRHEMIVEERXMHfE trident-protect-shutdownsnapshot.yaml . MHACR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEABLTHRELIZXARR
a. IEXHIRIR. RKIESHHEERARFIES. Fla:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
--—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. REASTAIS. REVRERAIIRTS



kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. fEAL e <$ & shutdownSnapshot. statues.appArchivePath*f9{E, FHiZRXHEENRE—I057 (1R
REXEZ; FRERE—TFLEENFIERS):

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. PITMBETER RIRERBMMIERTE. FHTUTER:

@ EHRFEEISSIENE25 P, BFEEEE "spec.promotedSnapshot 7ZEAppiEf& X RCRX {4
. HEEERENEE REIS DIRRHNEARLZT,

S MITHHRMEMBL TR P EHEDHEZZERXR]
6. IEFTRVIREEEY LB B RIP IR,

“

RAEHIZSBATIEE:

* RAERNRIETRN FAEFKubbernetes B IR BIE—MRIE,
* B MBRR AR B2 HIKubernetes B IR (FREEPVCHIPV). AJLUE &= 1ERGTRN BIZFHIPod,
* XHPodfa. BANRAEFNELIRIRBHHITES,
* SnapMirrorx 2. MMEBREMIFILEES,
* R A2 BIKuboretes B R E R TEXNIE TR FATE X /2 E HIRV S EUE M X AT IR IER,
* REAEHEILIEH,

R R RIS B R IATREE B

@I fEMATrident Protect. &R LUEE A MR FITEHIERBIREESEMKEME". FMERIGERISR
A I{EREP. Trident Protect2E REER AR Z GG N AIZFERER(EHMRY ) BRIERNBERF.

S EM B EELRE B BARRI R R IE. W RIUA TSR

* MEFER TSRS T A,
* RAEHETEFRIXR,

@ BIRTEENEFRTIREE. RARXRSEFEREREIREFTENBIRERNSIE.

* REERIGR.
p
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1. TR MEHE L HEERBZEFXRIPE,

2. TR iR ERITE EIP R,

IFRE HIX &R

TR FER IR E R X R, MRNAREFENXRE. SSERINRIMNNARERF ZEREXR.

p
1. WFRAppiRf& XFHCR:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{5 B Trident Protect: TN IR

gﬂuﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁE@%ﬁﬁﬁ%%%&%ﬁﬁﬁ%%Zﬁﬁ%@%&
Fo

@ IBNAERE. NZNARRFEENPIERITERISIBZNAREF—EIE. IRFELR
ERITER. WesElREFRBEET.

HDFERIR(E

EEUTMER TRITEMNHERZE. G EBPITRENEHHERES.

sehEEIR— R
TR ARF IR, BURREREH G MRERIA—E,

1
1. AT TR —:
a. "Bl IR (FEX)
b. "HlER & 4" (ET)
2. fEA—&E L. RIECEURTRBISEM. RITUTREZ—:
a. "MIRERE B SR ()
b. "MEEELIE" (EX)

efREIHthEREs

ERNAREF R EMERITEERRE). BEREE LUERD. ARBEMERIIEMER., HIFRE
InEERE FE %% Trident Protect,

()  eEauERETRERZEEHImAERE SnapMiror S5,

TR
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1. "glE&E G (EX)
2. HIREEBIRER LHEASHNNREFME D ERECEAppVault CRo
3. FEERER L, "MEMERHIE"

RNRARFMN— T EEEIBE Z— P EEE

TR OB RIBERZI R E R BAREESRIE N AR M — M R ER TR RIS — i

BI0(MIERCRAEPHFREIR)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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fEFACRIZRTRER

B

1. QBB EXFRCRNEHBEESEZ N trident-protect-snapshot-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFENBFR; FANEHIFREZE— I —BSENRT,
° spec.appArchivePath: AppVault7ZEREBABTHEER. EILUERU T aRLSERLERER:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZfi&RIRANBRIAppVaultdy & iR,

° . spec.namespaceMapping: X RIR(EHVIRRE a2 Binds 2 T EHMREY, &M "my-
destination-namespace &t "my-source-namespace NEIFIEFRAE E,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (A& NRERFEERERFNNARFHRELRR. BERNESSHRHEEREMENZRAIHIE

° resourceFilter.resourceSourcesionCriteri: (&R E) “include or exclude’ B F &8 & S HbR
fEresourceMatchers I E X FIZIR, AL FresourceMatchers 83U E X B GRS HBRIE R

* resourceFilter.resourceMatcher: resourceMatcherdt &40, MRFHIHAFEX ZNTE
@ EATBERORIREHITE, SR, M3 RA)PHFEEENANDIRIEHRTTIT
o

* resourceMatcher[].group: (7] i%)EFiENRIRNE,
* resourceMatcher[].KIND: (7] 3%&)E kR RIS,
* resourceMatcher[].version: (7] i%&)EfiEHIZ RhRZS,

%

%

* resourceMatcher[].names: (8] %) & fiZHIZFIRRIKUbernetes metadata.nameFEEHHY

R,
* resourceMatcher[].namespies: (7] i%)ZEHikAI R IRHIKubernetes metadata.name > £
e R =iE,
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* *resourceMatcher(].labelSelectors *: (7] i%)&RAIKubernetes metadata.name=FE&AIFR
TR FREB, WHFAENX "Kubernetes 324", H40:

"trident.netapp.io/os=1inux",

40

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FRERNEERXHE trident-protect-snapshot-restore-cr.yaml . WMFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

I LITRETRRE

1. BREBERFIEMERTE. FESHHEBERNIFERIER.

° snapshot BEARANHHRTEFIRERZFIT <namespace>/<name>,
° Itk “namespace-mapping’ S#{EH E S 2 REERFREENEEMITEIEA NIEHEIREN

“source1:dest1,source2:dest2’ &,

f5an:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

EIETrident Protectih1THEEy

WITEEE—MBEEXEE. ErLRHEENSRENAREFNEERRIPIREESE
7. Blgn. MREE—NEEEENARRR. WA UERRITERERRZAIEEFE LR
FEES. AERBRMEMEES. XFa LIBERNBER—ERIIRE.

HATHEETIRYRE
Trident Protectsg I FRAMMITHEN. REBUAT EIRIIETAEE:

* FRER
* RERE
* MEH
- &infa
* ERE
* WEREE

WITIRR

BITEIRFIMRIER. RITHSEHRUTIRFE L E:

1. EEEAN EE IR TR REENN AR 5T, EoRESEENSITERRENEENX
IRVERTEESS. (BIRERIX MM RITIRFE BRIt R ER &,

2. NRER. SREXHRFRE, "F4H T EUIFEER Trident ProtectBl B XX A L0ARLE"(RX)

3. UTHUBRIPIRIE,

4. MNRFEA. FENXHRFBHARPRFRLS,

5. HAERM B E IR EERITENHSERN NS LIET, EURBEEIEMETEEHENBEENX
IREHEAN. EBXEENEREENRITINFRE R R A RS,

SNRENEZZ MERZEEBYRITESD (BN, FRIR). WA RIEXEEHBHRITIF. B2, AIURIERERE
AUESRIRITINE. B, AN REBMEFREEWNEERITING :

1. BRITIIREREE

2. BERITIEIRIRE

3. BRITEMDAIRIED

4. BRITENEED

() RemsArERIERBRNEHN. CRIRFERIAER.

FEEFHERERRITHIAZE], MEEXNEFITNIR, &0 LR "kubect! exec" 8827518
@ WA, EEFHIRERERRITESRE. ENREMRIREMED. UBERE(]—2 ~
It RGN AIEFRER IR a2 E. RRRERED. ARNRNAER.
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BXBEXRITHANERIEEM
RN AR MRRITENN, EEEUT /LR

© RATHEHSBMAERMARITIRCE. FESRITERT LS| BR— M,

* Trident ProtectZ K LART#11TshellEIZSBIt& 4R 5 HATHERIPR{E AR RVR 2R,

* BIASK/ VBRI F996 KB,

* Trident ProtectE AT THEEIE BRME I ILAC K A RAAEMLAE ISR TIRE. &M IEFIRE.
RTFHITESRESR VI RARGITHNAEFNIIEE, FEIEMIEARREMREEE XN

@ THEBEITAENE, MREAXBNRITIENBSHEMNIRRIZIE. BREIFEEECE. MTE

BEHRBIZEET R, MAFRITXEES, XERE. &PRRNITENTERIEETRE
RE&RDBE5EM.

1T TS

TENNRER ANSRAERITESN. RTUmRITERNGES. UEEEWELENSS. N TEPMESEE
HERERAEMRGHNNARER. MEREEEH. RIS TRER T RRNAE(GIMElasticsearch),

B ihikes. ERILCIBRITHNTERLERR LETHNARE. EF—EEMEHERNAR LIETHAR. MR
BEMITHEIRSMhikss. NXEHERFSEBEENNERETEAER. 8STMTITEERZAUE10D

PRI i 8

ANEIPITEB RSN HmESREBER— N ENFENRLERE TR SR, SR MEHSE DB SECR,
ZHEBRERS S LBEITHEXEMZ, Rkt ENFRANERENRAN2 (RE2IEE. FFFEIEMLTET!

RAPHIRA 280 TH1%28. B X Trident ProtectfE I TIEIT TS8P HAFIENFRIANANEZRE R, BSR "IEN
FRIXH2 (RE2)IB A IF"

@ R K en R =BT Rs AN BT E IR R B e PRI 2 R B ITRITHE. H BRRS R BT
UFAENsR=TER. N =EihiEsd e AT Bires& =i,

HITHRA)

153418 "NetApp Verda GitHubIB" . TF&iER FApache cassandrillElascearchF & N AIEFAE SSHITHE
. BRI UEERGIH T HEINAEEE CHEE MITHES.,

BIEMITHE

&) LAE A Trident Protect AN AT BIBR B RE XTI, BRRIEBINITEN, BFRREFEE, EERTM
SR,

52


https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda

fEFACR
B
1. BIEBEXZRCRXHHEEMB AN trident-protect-hook. yamle

2. RIEEMTrident Protec MBI ER B BERBE U TEM:

° » metadata.name:(required )Itt BE X FRNER, BAEHNIMEEEZE— M E—HSENZT,
° spec.applicationRef: (required)EE1THRITIE#HIIN BIERFHIKubernetes & 1o
° *spec.stage *: (required)—NFRIEH, IERHRITHEBNEIREHRENW M ERIETT. PIEEE:
- i
-zl
° spec.action: (required)—MFFFE, IBTRHRITEBERHUITIRE, RIGEENTAPITEDLTE
23EBOLEC, PIRE(E:

= Snapshot

- &ip

* RS
° *spec.enabled *: (A EFERILHITENEEAETERREH. WRKIEE. MEIAEAtrue,
> spec.hookSource: (required)B&base644RFIHIIEH AN FERT SR,

° *spec.timeout *: (A] &) —MEF, BTFEXATFRITEBREBITZKNE(UD AR, &/IME
F1H. MRKIEE. WEIAMEN25737,

° spic.argeft: (7] &) ARITHEIHIEENYAMLEBET R,

° *spec.lt EcCriteria: (FI iEWRARENBVANETIR, SMWRHRITERIRIES. S§THRITERER
Z R LURIN101MifiE s

° spec.[t figCricera.type: (F] JE)RIRMITIHIMERIRBENFRB, JEEE:
" AR EIRRMER
" ABRE
* BERW
= PodLabel
= NamespaceName

° spec.lt ftCricery.value: (A] i) FARIRHITHBHIESSENFRIBREN KA,

YAML5):



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:
astra.netapp.io/astra-control-hook-source-id:
/account/test/hookSource/id
spec:
applicationRef: my-app-name
stage: Pre
action: Snapshot
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==
timeout: 10
arguments:
- FirstExampleArg
— SecondExampleArg
matchingCriteria:
- type: containerName
value: mysqgl
- type: containerImage
value: bitnami/mysqgl
- type: podName
value: mysqgl
- type: namespaceName
value: mysqgl-a
- type: podLabel
value: app.kubernetes.io/component=primary
- type: podLabel
value: helm.sh/chart=mysqgl-10.1.0
- type: podLabel
value: deployment-type=production

3. fEAEMMEERCRXHE. MACR:

kubectl apply -f trident-protect-hook.yaml

fEFACLI
I
1. BIERITIER. BiESTHHNEBRAFERNES. F90:



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>
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