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"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. “parameters.selector B FENXMERT —MER T LLINZERFEME, Flu0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—name:

luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. QIE— 1 EELUKSEIEFIEMN . Fiun:



kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

PR
LUKSHIZ BT /EFIFAONTAP &8 #RMIFRF IR EZETNRE,

RATFSALUKSENFiRECE

ESALUNE. NIEGRHEZFIEE luksEncryption A (“trueo 1% luksEncryption iESE
FTridentBERFATELUN (true(RB)EBAFTELUN (false(RE), WATRBIFAR.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

BAFEANUKSERPVCEE

BB SNLUKSE., 1BEINFIRE trident . netapp.io/luksEncryption A “true. H7EPVCHEER
BETLUKSHEESE. tNARFEIFTR.



kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc
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&R UL UK SRR FTIE FHHIA RS,

@ BSICREEE. FRIEEHIMEAE. REBIZATBSIBE. MRFIBNBEREER. &
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* RE FFBEIES RPN EEREIEARLE. NSLZERIR,
* NRE_EWRILZIE S ZPRECHRIDAZIBILES. “previous-luks-passphrase’ M = ZBEEEK,

il
1. #0 “node-publish-secret-name'#1 ‘node-publish-secret-namespace’StorageClass&%k, 540:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}



2. HEBHIRE LM BBRIEIE,
&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. EMEMLUKSE LIS EMERATIBMN L —185518, R previous-luke-passphrase-name
“previous-luks-passphrase’ 5 S EiRY 2 521E ILAD,

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A
previous-luks-passphrase: secretA

4. QIE— MR HENPOD, XERMHEHRAPIHEN,

S. WIFFNEIER S BRI,

&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["B"]



Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]

o
RESMIRE _ LIREFFZGZEN . A IR EDEIE.

@ NRREIFHNZERS, B0 luksPassphraseNames: ["B", "A"], NIFEEARTEE, &)Lk
RIPODLUEIA SRR,
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1. JBF "CSINodeExpandSecret | ](beta 1.25+), BXIFMEE. 1HEMW "Kubernetes 1.25: {ERAVE#H
THARIEEHBICSIET B -

2. 70 *node-expand-secret-name'#] ‘node-expand-secret-namespace StorageClassZ%%, 40:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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BEN RisAh1R) IS ih1E) BLR B FihiR]
Kerberos Sp EEA [&Y=1::! [&Y=1::!
BXIARIZEONTAPS H RIS S K ERBEANI. BB WA T

* "R H SRR

* A S ERBEA IR
elfEEeRir =y
Ea] LU BIE B & KerberosIIZIHEEM TridentfZ i R iRAC E -

KXFIAES
IR FECEKerberosINZ MR &R IRACE XA, &R LUMERSHIETE U T =M R EhRZHIKerberos N

Z— spec.nfsMountOptions :

* spec.nfsMountOptions: sec=krb5 (B{PIRIEFINNE)

* spec.nfsMountOptions: sec=krb5i (BPIIEMNINZR KRB DRIF)

* spec.nfsMountOptions: sec=krb5p (BRIRIUEFNNE LUK EHFIFRFARIF)
BIEE— 1 Kerberosikill. WMRESEFIRPIETE LM KerberosMZLRF. NN EFERE—MED,

p
1. EREEE L. fRAUTRARFERREEX . BES<>hNEBRALIFRRHES:
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. EREEL—PHeENREXHEIEER:

tridentctl create backend -f <backend-configuration-file>

NREwHENZRY, NEHEELIEE, ERILUETUTaLKREFEHTURELRERRA:

tridentctl logs

HBEABIEREX ARG, ERLUBRIETT create a5,

Bl
TR LA F iR ECE R FKerberos IR

XFLES
BIRTFMEENREY. I LUERASHIEE LT =M AR 4HIKerberosil% Z — mountOptions :
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* mountOptions: sec=krb5 (BHICIEFNNZE)
* mountOptions: sec=krb5i (BAIIEMNNE UK B BRP)
* mountOptions: sec=krb5p (BRIIEFNINZE UK B HBHFEFARF)

B{IEE — 1 Kerberoséhill, MIRESIRTIRFIEEZ MKerberosMELF. MNZERE—TET, NRE
EFERIREICEPEENMELRS S EEFERINRPEENMERIRE. WEFHERENRML T,

T
1. ERLLTRBI6)EEStorageClass Kubenetes IR :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true

2. BlETFfiE:

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. HIRECIEEFMEE:

kubectl get sc ontap—-nas-sc

TBNEREMFUTREHEH:

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
fCES

SIREERmMEFEERS. BMERUEES. BXUHA, B "EEE
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79Azure NetApp Files&EE B L iR HIKerberosiI &

BRI LA EERES 8N Azure NetApp FilestEfi#fgimatAzure NetApp FilestZ &G imEIth Z BIMNEE TR 2R
FBKerberosiin&Z,

Pa ! = ATl
* HIREEZ ERed Hat OpenShiftsE &% /=2 A Tridents
s HBREETLUARNZ tridentetl SSHATER,

EFRERHIZEBHIILE, HREIKerberosIZ EEITFAzure NetApp FilesTZfi#i G "Azure NetApp
Files 31"

* IR B EHRERE F A KerberosiNZHERINFSVAE, 1HEIRAT‘NetApp NFSVAECE —T5 (5 130) "
{NetApp NFSv41EiRINEEM ER{ESLERIER) "o

BIREEE R

&R LU B & Kerberos M ZINEERIAZUre NetApp FilestZi&/SimAL &
XFIAES
AL B Kerberos I BN EEEIREE XA, ERAILIEBTEN.. FENATUTHENTEENESIZ—:

* FERAFERNEEGIRKS]* spec. kerberos

* RTINS spec. storage. kerberos
TEEIHRANE XREN. RASERFHEERITERIEZRIZM,
FEE—E5. EETLIEE LT =MARRIRZARKerberosil® 2z —:

* kerberos: sec=krb5 (BPIEIEFNNZ)

* kerberos: sec=krb5i (BHWRIEFNNEUKRSHRIF)

* kerberos: sec=krb5p (BAWRIEMINE LUK S HHERFARIF)
TB

1. EREERE L. RIEFEE FHEIRNIE (FHEERAGISEMNEES]). ERUTREZ—tIRE#ERE
IHECEX . FHES<>FREBRNERREFRNESR:

12


https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://learn.microsoft.com/en-us/azure/azure-netapp-files/configure-kerberos-encryption
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf
https://www.netapp.com/media/16398-tr-3580.pdf

TR w5

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

btV et ]

krb5i,

or krbbp
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14

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

EREE L - ENEEXHCIEER:

tridentctl create backend -f <backend-configuration-file>

NREwHENZRY, WEHEEDIEE, ERILUETUTaLKREFEHTURELRERRA:



tridentctl logs

MEHEIERREXHHREG, EeJLIB/RIBTT create 85,

ellfEEEeaEE
&0 LIS EE ISR ACE KA KerberosIIZE M

TE
1. EA LT REIeIZStorageClass Kubenetes 3T :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2. BIERTFfiEE:

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. HIRECIETFME:

kubectl get sc -sc-nfs

TNEBFERMUTFUTATRIRES:

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
iCES

IREFMEERNEFELE. BIETUEESE. BXHEA, SR "TLEE"
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