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ZIETrident Protect

Trident{RIPEK

B, BWIEENETIFE. NAERERE. VARERNIFIIERREENE, HEREN
IR15% B ERE Min{T Trident Protect BYXLEER,

Trident Protect Kubernetes S£E¥ s A4
Trident Protect 5ZX M2 EEF BIEER Kubernetes = miR%, B1E:

* Amazon Elelic Kubelnetes Service (EKS)
* Google Kubernetes Engine ( GKEE )

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift

* SUSEIRAE
* VMware TanzuF=R4B4&
* FikKubernetes

@ HafR% & Trident Protect RYSEEF EECEIZTTHAVRIRITHIZZFIEAXE CRD, BEREIRIRITHIZE,
BB XA

Trident Protect Fi&[GinFEA 4
Trident Protect X#F LA F1F(EEH:

* JEHTF NetApp ONTAP fJ Amazon FSX
e Cloud Volumes ONTAP

* ONTAPTZ(EFES

* Google Cloud NetApp#&
* Azure NetApp Files

MR fE R RE L FEX:

* HIFREIER SE B INetApp B fE A B 2Astra Trident 24.028% 8 S R4S (21N A Trident 24.10),

> fNRAstra TridenttIER 41X F24.06.1. &+ RIEEANetApp SnapMirror k¥ EThaE. NEEFHE
FiAstra Control B2 B2,

s BIRERERFMAstraiZ (HEL B TR (MAstra Trident 24.06. 1718, ZHANBE R TEZEHER).
* H1RIEHE—"TNetApp ONTAPIE(EG .
* MREEERTEREDHNNREESER.

* SRS AT AREFINAEFHIEEEIRFNEANAEFmR=E, Trident Protect A= NI
XEm R MREEBEXZRPIEE T AFENGRTE, NHRFRFRK.
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NASEF RIS ER

Trident Protect 32#% %t nas-economy H#{THNFIMEIR(E. BRIFZIFERE. =EMSnapMirrorEHIZ!
nas-economy &, EEENITHISTrident Protect —f2{FEBAIE nas-economy ERBHREE R,

RV RERSEASnapshotE RIEFRRD. W TXLENARER. BHEEBEIEONTAPEHER
%7 EiE1T A T an < Kb SnapshotB R :

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

BRI LUBEE I B INASE TR HIZITU TS KB HSnapshotB R, FIEEE M “<volume-UUID> AEENH
EHIUUID:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ B R Trident/FIHECEIRTURE N, EAILUFRINA true FIEBAMRKER snapshotDir.
REERZEM.

{EEKubeVirt VM{FIFEUE

Trident Protect 24.10 #1 24.10.1 R ESRATERIFIZITE KubeVirt VM _ERINBIEFRY, TAERARRE. F
XS, EEA UESIERIPIEERE B AR ERA XS R A FENRRSE,

Trident Protect 24.10

Trident Protect 24.10 TEEUERIPIR(ERRB] A 2 B shffR KubeVirt VM XHRFH—HEIRS. HNREE RS
FiTrident Protect 24.10 fR3P1EH) KubeVirt VM 33E, NIEEBERITHIEFRIPRIEZIFRBBEXG R AR/
FRRINEE. XAET LIRAGRX MRS T —EHRES,

&) LAECE Trident Protect 24.10 SREIREIERIPIRIERAE] VM XA RFRUKEMER, "EEELEREIME AR
ERUTES<:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 &z E =S ARz

MTrident Protect 24.10.1 7144, Trident Protect RTEXUIBFRIPIRIERR B BohARLE MR SR KubeVirt X RS, &
WA IER U Ta<L2ALEmITA:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect
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SnapMirrorE HlIFYE R
NetApp SnapMirrorE HIh8ER] 5 Trident Protect BB &M, EHATLUFONTAPRRR AR
* EBNetApp FAS. AFFFIASASEEE

* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP

* &R NetApp ONTAP B Amazon FSX

SnapMirrorE fl|fJONTAPEEEEE K
NRIEIHRIERSnapMirrorE . IEHRONTAPEEH B L TEXK:

* * Astra Control Provisioner 3 Trident *: EFHONTAP{ERGiHAYIE Kubernetes SEB¥A H 4% Kubernetes &
B¥ F A [EIBY7E7EAstra Control Provisioner 2 Trident . Trident Protect 235 NetApp SnapMirrorf Ri#
1TEH, ZEAERUTIRDIZRZIFHNEMESE:

° ontap-nas

° ontap-san

* VFRIIE: AR BEARONTAPEEE L s FAEAEHRRIFEIAIONTAP SnapMirrorR & 1F ik, BXRIFHIE
B. 1580 "ONTAP 1 f9SnapMirroriF ] BEiR" o

SnapMirrorE HIEI X EEEE I
MREHRERFEEHENE. BHRFRENIFEHFEUTERK:

* EBHISVM: ONTAPTHEE MU TRIMERS, BXFMER. HBN EEHA SUM HEHA"
() SR ONTAPEE 2 IS 1% AR ERISVMEIER—H.

* AstraiZ (B EIRFH TridentFISVM: MW HFIZFESVMA I At B irEE B EAYAstraiT BB B 12 5 TridentfiE
Fo

* RERiR: EFEEETrident Protect FARNIAIEIEONTAPTREFiR, MEIEEFIXR,

* NVMe over TCP: Trident Protect A3z #5{#FH NVMe over TCP MY MI7Ei&/SiwAINetApp SnapMirrorE
o

FFSnapMirrorZ 8 Trident / ONTAPEZ &
Trident Protect R E/ VLB — M ZIFREBN BB EFNEFMR R, NMRFEEFHNBIRERER, N7
RIExEEY, BIirNBREFNZERSENRER ARNFEGIR.

LI HEIE Trident Protect

NRIEBVIFIRHE Trident Protect FVEK, o] LIRR LU TS BEERF ERETrident
Protect, &7 LAMNetAppIREXTrident Protect, SiEMNEB G IMRPLZEE, W
RIENEMHT AP EERN, MFAEITMREESREEE.
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MNetAppZ& £ Trident Protect
P
1. #hNTrident Helm7Z A& :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. K% Trident Protect CRD:

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds —--version 100.2502.0 --create-namespace —--namespace

trident-protect

3. {EMA Helm L& Trident Protect, 1$% "<name-of-cluster>" B IS N ECLAERE, HETFIMRERN
ERFIIREE:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2502.0 --create

-namespace --namespace trident-protect

MFABE M ERZETrident Protect

ARG Kubernetes £ T A IH R BN, B LIMFABEHRE CERETrident Protect, TEXLERGIH,
HRBESHHNESRRACIHIRERNEER:

p
1 R RREIREN I At it B, EMIRE. AERBEEXREAIRA AR

netapp/controller:25.02.0
netapp/restic:25.02.0
netapp/kopia:25.02.0
netapp/trident-autosupport:25.02.0
netapp/exechook:25.02.0
netapp/resourcebackup:25.02.0
netapp/resourcerestore:25.02.0
netapp/resourcedelete:25.02.0
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

fBlan:



docker pull netapp/controller:25.02.0

docker tag netapp/controller:25.02.0 <private-registry-
url>/controller:25.02.0

docker push <private-registry-url>/controller:25.02.0

. Bl# Trident Protect RZiAn B =|4]:

kubectl create ns trident-protect

- BRENEMR:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

- QIR TANEMRS MR HINE

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

. RN Trident Helm A& :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

- BIBE— 1R AN protectvValues. yaml, IBMREFEE L T Trident Protect I8 & :



image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. Z%ETrident Protect CRD:

helm install trident-protect-crds netapp-trident-protect/trident-
protect-crds --version 100.2502.0 --create-namespace --namespace
trident-protect

8. f£/A Helm %2t Trident Protect, fX& "<name_of cluster>"SEB R MMIGHECLLERE, FHATRINERN
EFIRE:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2502.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

Z 3 Trident Protect CLI ifHf4t

f&a] LUE B Trident Protect sp 21T, ERETridentdy— M B, tridentctl” B F I
5Trident Protect BE X &8 (CR) xEE’JJ—ﬁH&F—o

Z%ETrident Protect CLI iH {4

EEARSITERIEFZA. BRERHREEATHREFNITEN L RIEEHITENERZEX64 CPUIE

EARM CPU. HITUATHE,



T &M FLinux amd64 CPURIIE{
TE
1. & Trident Protect CLI ¥ :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-linux-amdé64

THIEAFLinux ARM64 CPURIIE{
i
1. F&(Trident Protect CLI }&{5:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-linux-armé64

THIEAFMac amd64 CPURIIEF
HIE
1. R Trident Protect CLI &5 :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-macos-amd64

T #EFAFMac ARM64 CPURYIE
B
1. F#Trident Protect CLI &4 :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-protect-macos-armé64

1. JodfE G 4B FRATAUR |

chmod +x tridentctl-protect

2. BiatF T HEIHEFRIRETEPENNAE, FIW. /usr/bin 3 °/usr/local/bin(fEOJEERE
$EFtPrivileges):

cp ./tridentctl-protect /usr/local/bin/



3. BRI LIRS — I M EFIZ EBRPNEMIE, EXMERT. BHRILUERTE
cp ./tridentctl-protect ~/bin/

@ BT RHREGERZRETEPNEMIE. EILUBIEEEMERANR tridentctl
protect RMBAIIEH “tridentctl-protecto
BETridentin 1T REIGEHEEED
& 0] LAE AR E 1R R ES BhThRE IR NG XG4 TheRe RV 4R A5 BY -
B
1. EREIIREEEFRIEE:

tridentctl-protect help

BRAm< BTk
L Trident Protect CLI #ift/5, ERILIAFE LR SBERABEMEINEE.

HYRS

12
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Jibash shell2 A EEh5E
TIE
1. FH SRS

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-completion.bash

2. ZXERPE—NHTERUSEZMZ:

mkdir -p ~/.bash/completions

3. B THMMIZATZENE "~/.bash/completions' B & :

mv tridentctl-completion.bash ~/.bash/completions/

4. BLITITHRME  ~/.bashrc £ B RIS

source ~/.bash/completions/tridentctl-completion.bash

NZ shellE A BTN
S
1. FESERIE

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.02.0/tridentctl-completion.zsh

2. ZEERPUE— B RULE XA

mkdir -p ~/.zsh/completions

3. BT HMMIZATEENE "~/.zsh/completions' B R :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. BLATITRME "~/ zprofile' £ B R RIS



source ~/.zsh/completions/tridentctl-completion.zsh

=

TRshelBRBY, &a]LUERHAtrdentcd-protectifif B8 < B EhFE Mo
T & Trident Protect &3t
A LAEE X Trident Protect IZMABRE, LUREEIMEEE XK,

FEE Trident Protect B2 & RIR&I

Z%ETrident Protect f&, &I LAERECE X 4RIEE Trident Protect AR BRI, 1&EB R IRREIRILUE

#l Trident Protect 121/EHiEE B R IRIITEE,

PR
1. BIBE— B AMXH resourcelimits. yamle
2. RIBERIMEE K, EXMHAHIEFETrident Protect B a3HY 2 RPRHIEIN,

UTRAREXHERTARKE. AES8 TR RRFINAIAME:

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi

mnmn

ephemeralStorage:
resticVolumeBackup:
limits:
cpu: ""

memory: ""

ephemeralStorage: ""

requests:

mwn

cpu:
mw

memory:

ephemeralStorage: ""

resticVolumeRestore:
limits:

mwn

cpu:

11



nmn

memory:
ephemeralStorage: ""
requests:
cpu: ""
memory: ""
ephemeralStorage: ""
kopiaVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

memory: ""

ephemeralStorage: ""

3. MAXHHRIE resourcelimits. yaml:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelLimits.yaml --reuse-values

BEXZE ETFXAR

L& Trident Protect /5, &R UERERE SRS Trident Protect 218349 OpenShift £ £ T4 (SCC).
XLEELYHRE X T Red Hat OpenShift ££8%5 pod L2 R4,

PR
1. BIE—PBABXH sccconfig. yamlo
2. FscotBUARMEIXHH. ARREFRNEEEBERSE.

T REIERT SCCEIMBEEIAE:

12



SCC:

create: true

name:

priority: 1

TERINTABT SCCIEWRISEN:

2
ellfe

name

Rk

3. MAXHHRIE sccconfig. yaml:

trident-protect-

Jjob

iER

HMEES I MUEIESCCER. R
EEIEEN true BHelnZE T
fZtriRopenshi ft MBS, A&
BliEScCcEIR “scc.create, Ul
RAR1EOpenShift EinfT, &M
2 scc.create I8BHN false
, MIARZBIREMRSCCEIR,

FEESCCHIR R,

EXSCCHITR. MiTRERS
HISCCRAEMTRBERIEMNSCCZ
AT,

E/NIN
true
Trident{RIPEAV

1

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

sccconfig.yaml --reuse-values

IR RRAEE R A HIEE

BB sccconfig.yamlo

Ao ENetApp AutoSupportiZEiZ LU= A Trident Protect
& A LARC B E IS IR SR BB ik Trident Protect 1% ZINetApp Support W HELIFAM AR, EAILUIRIESEER

BEEENERARSERNIREER,

13



ffEReRIEEE
P$IE
1. A Trident Protect X158 HEAL BRI EE:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect --set autoSupport.proxy=http://my.proxy.url
--reuse-values

FEEAL IR TR
I
1. BB — M Z2IEER, BT LETrident Protect 23561, Bkid TLS 830 :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect --set autoSupport.proxy=http://my.proxy.url
—--set autoSupport.insecure=true --reuse-values

¥ Trident Protect Pod [E&I7E4EET &

&0 LUE A Kubernetes nodeSelector 13 it iF£95R, 1RIETI mAnE R ITH LT A A KIBTT Trident Protect
podo. ZRIANERT, Trident Protect fXFRFIE1T Linux BT s &R LURIBEE#H —F B E XX LERHIZ 4.

R
1. QIE—1N B AN nodeSelectorConfig.yamlo

2. ¥§nodeSelectorEBURNEIX A, FARELAXX A LURINEER T RinaE. MMREFRERHITRE, )
. P ESRIAMRERSERE. Bt EXEMNAREFZ:

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. RZAASHINE nodeSelectorConfig.yaml:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

IR REOARRB B A S PIEERFRS nodeSelectorConfig. yamlo

14



A4 HTrident ProtectAutoSupportif4s el 1%,

AT LLUA R 2 A4S H E R L EMTrident Protect AutoSupportsz#£1,

ESAMER T, Trident Protect U BT RMBIEATAHRAHIE ANetApp ST R AIRISIHE R,
() orEERUSENARFNEE. EIRFAEIMEE, Trdent Protect £ IS H ENetApp % %
L, (R T ERIE S BT,

ps
1. QIE—1 B A4 autosupportconfig.yamlo

2. ¥ AutoSupportEBURINEIX A, SAEIRIBEAIFIRE RIEAS K,

LU RABIERT AutoSupportiE IS B EAE :

autoSupport:
enabled: true

MR autoSupport.enabled HIZREBEAN " false, MEZAAutoSupport>ziFaREH L%,

3. MANXHHHIE autosupportconfig. yaml:

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

autosupportconfig.yaml --reuse-values

15
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