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BEMNRIFNAER

{EF Trident Protect AppVault 3 R K &2 1Z(E1H,

Trident Protect FY7Z6#E1E B € X &R (CR) ##7 /9 AppVault, AppVault X R EFEREE
BE% Kubernetes T1EiiZRTo AppVault CR B ZMEMITRIFIZIE (FlIN&EMKm. HREB. Tk
S121/EMSnapMirrorE%l) HEAMNNERRE, REEIEA T ECIENBRIRE,

EX N AREFHRITEIRERIFIREN, BREFNEMANLITEIE AppVault CR, 7B AppVault CR FELF
L4 T Trident Protect B5E8¥ £, AppVault CR B X ERVIFIRRY; Eel S L TTE LR FIREIE
AppVault CR,

A E AppVaultE {9 I8 IEF 256

7E8I3#AppVault CRZHI. EEEHEFTIENAppVaultil#iERZ o T A7 U RiREREFEFEXZ RHITE S
I93IE,
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LI&{EF CR = Trident Protect CLI &4 813 AppVault X &RES, Ea]LUEFIEHIE R Trident Protect (FHEES
Restic #1 Kopia TZi&EINZ B E X ZH9H Kubernetes secret, SNRIERIEERETH, Trident Protect JE{ERAERIA
PN
* F5htl#E AppVault CR BY, fEF spec.dataMoverPasswordSecretRef FEZIETE % $A,
* A Trident Protect CLI 8li2 AppVault X 58T, 7E{ERA "--data-mover-password-secret-ref' Fi T8 E Z AR
S,

ISR o T A fEEZ S E 1A

BEZ LT RAICIZZREH. €I AppVault JREY, ERILFETTrident Protect fERILLE tAMERIERS B3 17
T B30I,

@ RIFFMERNEIESH TR, BRFEZMESH TRNBENZREN, Fa. NREEERE
FiRestic. FERRAITEERAKONIA, N LIEZ AR REEE Z ResticZ i,



fEHECR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

fEFACLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 FBFAE IAM AR

Liihinl5 S3 RAMEFME (%0 Amazon S3. @A S3) BY, "StorageGRID S3", Z#& "ONTAP S3"'f#
FATrident Protect BY, EEEMHRIRHEMNAR SIEETIHNEEBRHNNENR, LUTEREFEATrident Protect
HITIRRFF B RN RAVEREE RG], ErI UG ERRN BT &1 S3 #AEMEIRERENERF,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeleteObject"
I

"Resource": "x"

B X Amazon S3 FRRIEZEE, 1BEH "Amazon S3 14" o


https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
-—-from-literal=accountKey=<secret-name> \
-n trident-protect

1B S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

StorageGRID S3

kubectl create secret generic <secret-name> \
—-—from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

1BHA S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGRID S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

{3 Trident Protect CLI 813 AppVault B4

TR UER U T a2 1TRES RO ANE MEHIZERF CIZAppVault CRS,

s A LLEFRIEE— 18 & B FResticilKoriafZEENNZN B E X ZigAKubernetes®38, B
CD XFMER. BEN FUEES TAEGFMREES] .

* XFS3 AppVaultit R, ERILUEZRERSH I HIESIMETRE H OfLEEURL --proxy-url
<ip address:port>.
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

1B S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

11



tridentctl-protect create vault OntapS3 <vault-name> \
—--bucket <bucket-name> \

——secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGRID S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

EEAppVaultE &
f&o] LUE B Trident Protect CLI i EE A X E1EEEF L AIER AppVault X RBVE Bo
SIE

1. BEAppVaultitRMAR

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

Nl
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| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. (A% BEE S MNEERENAppVaultPath, EERITE --show-pathso
BT Trident Protect helm ZEEIEE 7T EBF R IRAT, RIGE—FIPERBZIATHE, fla: --set

clusterName=productionl o

fiERAppVault
&0 AREES I BRAppVaultit R

@ EMIBRAppVaultIt R Z &i. &7 “finalizers' MilfkAppVault CRAEVEIH, WMRXIFEH. FIERS
HAppVaultiFiE D ERPEABEE. EEPHIMILER,

Faz Al
R EMIPREMFREIAppVault IEE LR RIFA B IR &1 CRS.



£ Kubbernetesii <17 R EMIBRAppVault
1. WIBRAppVaultxt &R, Eift “appvault-name’ AEMIFRHIAppVaultit RAIZFR

kubectl delete appvault <appvault-name> \

-n trident-protect

fEF3 Trident Protect CLI flif& AppVault
1. IBRAppVaultitR. &t "appvault-name’ I ERIBRAIAppVault T REIZ R :

tridentctl-protect delete appvault <appvault-name> \

-n trident-protect

{EHTrident Protect X EIEN HIZF

f&u] LB Bl 32N FAFER CR FxEXAY AppVault CR RE X EfE A Trident Protect B1ERY
N AR

tll#ZZAppVault CR
BEERFE— AppVault CR, % CR B7EX R BRRFHITHIRRIMSEREA, HH AppVault CR EEMF

RH T Trident Protect B95%8% £, AppVault CR 25 3 EHFEIFERY;, B X AppVault CR BRI, 15
: "AppVaultBENX ETR. "

EX N AR

CREEBFE X EFERMTrident Protect BEIEMNE NN AEF. ErILUEIFeheliENBTER CR I {EATrident
Protect CLI 3REX BEEIENNBIER,
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EACRAMN AER
B
1. I BRI BFEFCRY 4!
a. BIEBENERCRIXHHGHEME (W maria-app.yaml)o
b. BB TEM:

* metadata.name:(required )N BIERFBEXZRENET. FIREEZFENBIR. ERFRIPIRE
FREEMCRY 4= 5| AItE,

* . spec.includedNamespaces:(required )F & =B F NS 1R 285 E N FHIEFE R
ZXEMER. MNARFGATENAB TR, mZIXFRE0EN. JRTFHESNE
Ein & TE AR,

* . spec.includedClusterScopedResources:(F] % )FERALLEMHIEEEGSENBEFEXF
HEESEER R, BN AFERIERRIA. R, MHEMFERIEFXLERR,

* groupVersionKind: (required{8 € EECREIZRAVAPIZA. hRZASFIZEEL,
* labelSelecter: (7] i%&)iRIBEEEERZIRAIIRE X H#{TI6I%E,

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (A]i%) It AR{UERATFTM
EIANEXHIN ATER, 90 KubeVirt 3815, EARXHRF AL RETRRB 2. I8E LA
EFTERBRHEREIUEAX GRS, WRIKEN true, NAEFRKZB2EIZE, HAT

HRFEWERLE, MRISTE T MR, BNREFEXTEEEM, WZRZ I, WRFH)
HBA, MIEERIRMT: "©KkTrident Protect /2 RISEE" .

MREFETCENARFENALRE. FJUERU TSRS

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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+
YAML7= 52

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. Q2N BIZFCRULEERIFRG. ENACR, Hli0:

kubectl apply -f maria-app.yaml

p

1. ERAUTIAIZ—RIRHNARARFENX. BESHNEBRATIFETNES. ERLUERESSH
FRYIRMR OISR ERNSHENBIZFE X P EER RN ZER.

SR, o] LU EREMRRIEENAERBHEREAIUSAXHRS, X{UEFH T MMEML
EXMINBIEFE, 5130 KubeVirt 3718, ERXHRFGRERETIRB 2R, NREEIFREEN true
ZNBREFAEEEEE, AIUERBRESAXGFRES, NRIRETIREN false ZNAREFZKE
BigE, SBXUHAATIREBHAENAS. WRER TR, ENBREREXHFEEEM, NiZFER
WA, MNREREHIM, NAERBEREL TN "£BkTrident Protect /251K E" o
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BECAGLTRECIEZYAEFEERE. AJUERIRS. --annotation
© QIENAREFHEAXGRGASTINERIRE:

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-

namespace>

* QIRNAREFHAXG R FETHRES N AREFIRE:

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze

=<"true"|"false">

{EMTrident Protect RiF N FHIEF

&I LUE AR B ohRIF RS EIRAY RIPRES, @I IR R RN &K RIFTrident Protect &
EBHFrENRERF.

C) 1&B] LABC B Trident Protect £ R RIPIRERRREMEN GRS, " T REZ X FE A Trident
Protect BB X R EEMNEE

B TF IR
ERT LURERY B IR R R

@ RENARRFEX TR B TR CENER. EXERFSIBT EANAEFBRIR.
MR EFREBIFEED. R TEF,
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fEFICRAIEERER
B
1. SIBBEEXFRCRNEHBEESEZ N trident-protect-snapshot-cr.yamlo
2. ERIEMIX M. EEBEUTREM:
° » metadata.name:(required )Itt BE X FRNRT, BAENIMEEEZE— M E—HSENRTR,
° spec.applicationRef: EIiZRIBHIRN FTZFHIKubernetes# #F.
° spec.appVaultRef: (required)N1ZfEIRIBRE (FTEHRE)BIAppVaultiy 2 R,
° spec.relaimPolicy: (7] i%&)E X HIFRIREBCRETIREREIAppArchive= R EHAER. XEKE, B
BB, REH Retain MR, BROEMR:
* Retain (ZRIN)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. FHIEMMEIEZXMH/G trident-protect-snapshot-cr.yaml « MACR:

kubectl apply -f trident-protect-snapshot-cr.yaml

ERLITRELIRRE
p
1. BUIEIRER. BIESHNEBRALIMERNES. Flm:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

18



BlERFEEH
1 RT LARERY & 1 R AR AR o

@ RENARRFEX TR B TR CENER. EXERFSIBT EANAEFBRIR.
MR EFREBIEEER. R TEF,

FIaZ Al
HRIRAWS =& < EIRARY 8] & LUIITEAI KBS EZ1TRIS3E 1018 (F. MR LEEFMIRIERREE . NigfFa]
RERRIK

* BXARNBYURRIESHEIIEAEMIEMAEE. BB "AWS APISHE",
* BXRAWSHEFEREMVIFHAEE. FBN "AWS IAMIZHE",
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FFACREIESEH
TE
1. SIEBEEXFRCRXGHBEESEZ N trident-protect-backup-cr.yamlo

2. ERIENXHH. BEUTREMS:

° » metadata.name:(required )Itt BE X FRNRT, BAENIMEEEZE— M E—HSENRTR,
° spec.applicationRef: (required)E&F 3 HIN FFZFHIKubernetes# #F.
° spec.appVaultRef: (required)RTFEE 1D AEBIAppVaultiy & FFo
° spec.dataMover: (F] i&)—1NFRE, BTATENRIENEH IR, JREEIANE):
* Restic
* Kopia (EXIN)
° spic.relaimPolicy: (7] 1&)ENX T MNERERIBEFEREDINLZEHARR. AJ8EE:
" Delete
* Retain (ZRIN)
° T’_;Ec&sﬂnapshotRef: (7] %) ERESMIFENIREBINRZIR. MRARELLSEH. N2eEME%

YAML A

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
dataMover: Kopia

3. FHIEHMNEERXHE trident-protect-backup-cr.yaml .\ N FCR:

kubectl apply -f trident-protect-backup-cr.yaml

ERmLITRELIBEE N
p
1. &G, BESHNEBRATIMERNES. .

20



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

BIZIHEIRIF IR

RIFERBOBTIZE XAV IR IRIR, SOIXMERRIPFNARER. ERILUERS/NY, X, SANSAE
BIREBAIED, FEAILUIEEERRBEIZAEL

@ MRAENARERFEXFRHS A TR CENFR. NEXEHRRSIB T EANARERFS
MR XLEFREEEED. REBHER,

FaZ Al
HIRAWS =& < R EIHARY B & LI IT KBS EIZITRIS3E 1R (F. MR LR MIR(ERRET . NIR(ER]
BER KM,

* EXNELHRISIEREIBINERIFAES. BB M "AWS APISIHE",
* BEXRAWSHFEBIVFAEE. BER "AWS IAMHE",
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fEFCRAIEE TR
B
1. IEAENXZRCRXEHBEEMBREN trident-protect-schedule-cr.yamlo
2. ERIEMIX . BEUTREY:
° » metadata.name:(required )t BEX RFEHBFR; FNEHIFREZE— I —BSENRT,
° spec.dataMover: (7] i&)—NFRE, BTATEMRIENEH IR, AJREERDANE):
* Restic
* Kopia (BAIA)
° spec.applicationRef: E&F{HHIN BIERFBIKubernetes® #fo
° spec.appVaultRef: (required)N1FE&E N ABIAppVaultdyZ FFo
° *spec.backupretention *: EREBHNEFHNH . SRIAFNEIREMFD.
° *spec.snapshotretention *: B{REVIREEL . SRIRAMNEIEEMIRE,
° . spec.granularity: It XIBNEI TR, FIgEEUMMNENXREXFE:
* Hourly (BEXREZIETE spec.minute)
* Daily (EBXRIEETE spec.minute Ml “spec.hour)
* Weekly (BREIETE spec.minute, spec.hour, # spec.dayOfiieek)
* Monthly (EXEHETE spec.minute, spec.hour, # spec.dayOfMonth)
* Custom
° spec.dayOfMonth: (7]i%) HRINIETHIAMGEE (1-31) . WRKEIREN Monthlye

° spec.dayOfWeek: (A]i&) iHRINIEITRVEHA/L (0-7) . B0 7 X ~EHH, NRNEIRE
7 Weeklyo

° spec.hour: (Ai%) IHRINIETTAY/NBYER (0-23) . SIRKEIRE N Daily, Weekly, E
Monthlyo

° spec.minute: (A]i%) HXIRGEITEI/NESFEISDEFER (0-59) o WRKNEIREN Hourly,
Daily, Weekly, BZ%& Monthlyo



apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-namespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Monthly
dayOfMonth: "1"
dayOfwWeek: "O"
hour: "O"

minute: "O"

3. FHIEMMEIEZRXM/G trident-protect-schedule-cr.yaml « NACR:

kubectl apply -f trident-protect-schedule-cr.yaml

EAsLTREIZITL
p
1. I RIFIHR. RIESFREBRAEIFREFHNER. Fa:

@ &R LUEA “tridentctl-protect create schedule --help & It ss S HIFAEEE R,

tridentctl-protect create schedule <my schedule name> --appvault

<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<Kopia or Restic> --day-of-month <day of month to run schedule>
--day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>

AR ERER
BB REHIRBIIRBRR.
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p
1. MRS IRERKEXAIIRERCR

kubectl delete snapshot <snapshot name> -n my-app-namespace

llES=gw)
W FEREN U EHIRBER.

p
1. MRS &0 XEXAIEICR:

kubectl delete backup <backup name> -n my-app-namespace

WERNRIFIIRES
ERILMERS LTI EIEEHIT. BRMIKRMBIEMRIFRIRT.

R
1. ERAUTHLURENREIRS. BESHNEBRAFRFNES:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

JF1azure-ANF-files (NetApp)i2{EB A& HIER

WMREELETrident Protect, MR LAAEA azure-netapp-files 723 B Trident 24.06 2 Hit| 2 RITE(E S IR
BRTETENEHIERINEE, IEEERT NFSv4 %, HERS RS MHIEIINTIE),

a2 Al
ftRimE A TEK:

* BB %% Trident Protect,
* [EB7E Trident ProtectPEX T — 1N AER. EETRIILTEZ T, N BERIFRIPITEERZEIPRS,
* 8B azure-netapp-files FEFREAFMEEIHRIEIAFHES,
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BRUTHREESTE
1. MNRANFEZEAHRETrident 24. 1028101, BETridenttP T TR 1E:

a. AE PEFazure-pv-files B 5N A 2 XELHINetApp/E FASnapshotB % :

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HI\BAENXEXPVEHSnapshotBH:

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

Mie) &7 :

snapshotDirectory: "true"

+
NRKRBARIBER, Trident Protect KR EMEMINEE, ZWREIEENIETLN SABELF
M=El, EXMHERT, FHERDTEBDEEBHNZEXREIZRSHENEXIVERNIRIE,

#R
ZN RTERF EESFER Trident Protect #1T&EMNAME. &1 PVC BAIMEEMNAERF BTSN

o

{EATrident Protect kSN FBIEF

& AT LIfEA Trident Protect MIRERE &0 E LN BIER. BNBIERMERIR—5
BipY, MIMIBARBRMEREZEIR,

@ ERNABEFE. NZNAEFEENFERITERSHIMZNAREFTR. NREFELRGH
1THEH. NESIERRIEFREIET,

E RS R M ERR IR 6 B IR T AIAT S

T‘LJ_*DESZ[‘EE%%EET’EHJ?IEH\ Bires R EE PR ENIRE R SRR = E PR E AR EAEILES, BHEAN
8 (8] R B ARan & (8 P A FE AR R AR £ #EEET?T_E’JEHﬁ girE. UESRETEPHE
IEEEO REFETERSRTE ERESIREREA TR

WREfEAHRed Hat OpenShift. 15554 E B TiEIRE7EOpenShifttF IR RV X IER. &
(D =EBETBERERSPdEEOpenShite e | FXAR(SCC)E XMEUIRHNZ SRR, 3
TELE RN R T HAE, BREMER, BB OpenShift2s b F LTI
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ERITRR RS BIREZ . SR LUEE IR EKubornetestFE T 23R [ 1E BiRan & =B F S EIRHIRE
7 RESTORE_SKIP NAMESPACE ANNOTATIONS. ffl#0:

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

WMREEA Helm RETJRNAIZFE, “--create-namespace B, 44 F45HFIB name 1758, EIRE SN
(23153 %27, Trident Protect I EEFIZIBEndr B TiEl, [BNRFEHRTEINESRin 4 TEELE
, WK EFEHNERGRTENE NRILESFEHRITERLE, WEHEFZEIBirmE e, mAHE
EEDE

Nl

UTFRAIZRT —NRNBreRTE. 812 RHEEREINENITE, ErIUEEBRmATEER
ERIERVRES. URARENIREE Bines R B PRAHSHE SR o

ERITERE SRS IR EZ A0
TRUAT RITIE RN R BRI Z IR BN B R R SRR

R TE ot oy
R TiEns-1 (GR) * t57E.0ne/#E: "updatedvalue" « IRIGB=4fE
* FrvF. XUHE: "TRUE" * SHM%E=HIPAA
* name=nS-1
B TEns-2 (B¥r)  * #oF.One/$E: "TRUE" + Role=database
s FRE=ANMI: "false”
TERIEZ G

TRETRTRRIHEEBREETFIBFGRZRIRE. BERMELRA. FERAERES. HE
‘name 1 B EHT S BiRan & =8 LAC:

CEEZRSE FrvE RE

AR <TEns-2 (H¥R)  * trF.One/$E: "updatedvalue" * name=nS-2
* tnE. XWEE: "TRUE" * SFME=HIPAA
* FREZANI: "false” © ME=EFE

* Role=database
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ME TR E Hfthan & =8

L {&{F M BackupRestore CR E& TR EI AR &R ZTIEIAY, Trident Protect STEFHTBY &R & I8 HIE RN A
2, HAXENNBEFIE— I NBAER CR, ATHRIFEMENNEER, ATUEIBRERMHIRE, F
EHIEFRPI R,

@ REMERAEIERFNEMG R TEFAZERSENTNRRAZSFNERNERR. BiE
REGFFABERR. BRFAERCZBmRTE. HERFOEREFHHRZE,
FaZ Al

HIRAWS =& < R EI BT BB LI IT KBS EIZITRIS IR RIR(E. WNRLHEERRIR(ERRET B, WIR(ER]
CEE= SIS

* BXROELRIELEEIENERIFAEE. BB A "AWS AP,
* BXRAWSHREENIFAEE. IBEEL "AWS IAMSHE"

LI&EF Kopia fEREIERIZSME &HEY, EEILUEERTE CR PEkEA CLI 35 AR RITH!
Kopia EEMIGRIEMERTTA. 1B8H "' BXETURENZEMNEZER, A tridentctl-
protect create --help & X (£ Trident Protect CLI I EEBNEZE L, BFE2HH S,
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fEFACR
B
1. SIEBEEXEZRCRIXGHBEESEN trident-protect-backup-restore-cr.yamlo

2. FRIEBHIX . EEBEUTEM:
° ., metadata.name:(required It BTE X RBENRTR; BAEHIFREEFE—H—HSENBT,

° spec.appArchivePath: AppVaulth7EEFD AT, EAILUERU TaRLSERLERER:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,

° . spec.namespaceMapping: X RIR(EHVIRRE 82| Binds 2 T E)HMREY, &M "my-
destination-namespace &t "my-source-namespace’ NZIFIEFRAE E,

° spec.storageClassMapping: FEIZ(ERVRIFMELEI BinE(Ea0REY, A
“sourceStorageClass' &1t “destinationStorageClass’ AEFIEHHIE 2o

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:

name: my-cr-name

namespace: my-destination-namespace

annotations: # Optional annotations for Kopia data mover

protect.trident.netapp.io/kopia-content-cache-size-limit-mb:
"1000"
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

namespaceMapping: [{"source":
"destination": "my-destination-namespace"}]

"my-source-namespace",

storageClassMapping:
destination: "${destinationStorageClass}"

source: "S{sourceStorageClass}"

3. (A EMIRAFBEREXRFENNAEFNRELTR. HRNEETHREE R ER SRR IR

Trident Protect T HNEEF—LZR, AANENSEIEENEREFEEXE, Hi0, R

@ EHEREA BERE R BEE— X pod, Trident Protect iSRS 2B
podo

> resourceFilter.resourceSourcedionCritera: (/%R E )@Fﬁ‘Include‘JZ’@EjZ‘Exclude‘HH‘%
KRR EEFEPEXMEIR, H1LL FresourceMatchers23 LUE X B EIES HIBRHI AR IR
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* resourceFilter.resourceMatcher: resourceMatcherdt R #4H, WRITUEAFEN ZNTE
éEEﬂ‘]JI?WF?UOR?;T%T’Ei&ﬁIEEE, FNTERCER. M3 RE)PHFEIGEIANDIR{EHITIT

* resourceMatcher[].group: (7] i%)EHIENZRIRAE,

al
=

* resourceMatcher[].names: (7] i%&)E fiEHIZIRRIKUbernetes metadata.nameFEEHHY

B Mo
* resourceMatcher[].namespies: (F] ift)E kAR IRHIKubernetes metadata.name= £
PR =iE,

* *resourceMatcher(].labelSelectors *: (7] i%&)& JRAIKubernetes metadata.name= E&AIHR
FRFSRFRIE, WHPAENX "Kubernetes 314", FIg0:

"trident.netapp.io/os=1linux".

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. FHAEMHMNEEREFZXHE trident-protect-backup-restore-cr.yaml « MFCR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI
TIg

1. BEMTERIEtds B8], BIESHHESRAFEDRIEE, It namespace-mapping S4{ER
B S DRNERFBEENEESME M AR ERBEIrEDR “sourcel:dest1,source2:dest2' &, 40:


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

MEIERERIaer 2 =8

/J \
AN

&SR] LARER R S 10 IR 2 [Rigen 2 =8l

Fazal

HIRAWS &5 < R EIHARY (B & LUIBIT KBS EIZITRIS IR RIR(F. WNR LT HEERRIZ(ERRETEA. NIR(ER]
BERRK.
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L{&{FE M Kopia TERER ?E%%EHEEUE%%ET, SR LOURFRTE CR HE{ERA CLI 8 R FRI=H|
Kopia AR TEENTITA. FSH " EXEAURENENNELE S, ﬁﬁﬁ ‘tridentctl-
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fEFACR
B
1. BIEBEXNZRCRXHHEEMBN trident-protect-backup-ipr-cr.yamlo

2. ERIENXHH. BEUTREMS:

° ., metadata.name:(required It BEX RBFENZTR; BEAENIFREEFE—H—HSENBT,
° spec.appArchivePath: AppVaulth7EEFRD AT, EIUERU T RLSERLERR:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,

fB4n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore

metadata:
name: my-cr-name
namespace: my-app-namespace

annotations: # Optional annotations for Kopia data mover

protect.trident.netapp.io/kopia-content-cache-size-limit-mb:

"1000"

spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (A MMIRAFEXBRERFENNARFNELTR. HRNEETHREERER SRR RAYTHE

Trident Protect 2 BohitiF—LLRRE, ARNENSEERENZREEXE, w0, R

() amEpassEaRtAEE— %5 pod, Trident Protect AR IREXE
podo

° resourceFilter.resourceSourcedionCritera: (Jfi%ERIZE )TEFH‘Include‘:ﬁ"@,a_l?,‘Exclude‘HH‘%
HBRLEEREFETEXNER, HIMU TresourceMatchers2 3 LE X B IR HIRHIE IR

* resourceFilter.resourceMatcher: resourceMatcherdt &40, WMNRFIHIAFENX ZNTE
, SITBERAORIREH#HITINE, SR, #3E. RA)PHFEBEENANDIRIEHTTIT

fico
* resourceMatcher[].group: (7] i%)EHiENHRIENE,

* resourceMatcher[].KIND: (7] i%)EfkrIE RS
* resourceMatcher[].version: (7] i%&)EfiEHIE RhRZS,
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* resourceMatcher[].names: (7] i&)ZEHIERZTRIIKubernetes metadata.nameF &+ HY

= i
* resourceMatcher[].namespies: (7] if)EfERI AR IRHIKubernetes metadata.name £
PR =iE,

* *resourceMatcher(].labelSelectors *: (7] i) JREHIKubernetes metadata.name= E&REIHR
FRIESRFRIE, WHFAENX "Kubernetes 314", FIg0:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FRIEHWMNEIERXHE/S trident-protect-backup-ipr-cr.yaml . MFACR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEFCLI
T

1. BEMERIFEBHRETE. BESTHNEBRAFERNER, backup BHERARIANGET
EFIZDBIR <namespace>/<name>, FIg0:

/.

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

MEEREEfthEEE
INRRIGER AT, ERTUSEHTREE et

LITMER Kopia EREUERSISSME MY, ERILUERTE CR R CLI IEE A RFKIEH
Kopia {ERMIGEIZAERYIT . 1BSIRA "~ "B X E e U BRI E ZE 8. FH tridentctl-
protect create --help’ B *{# Trident Protect CLI IEEEBMNEZER, BESAH S,
FriaZ
HRFHE R U TR 4:
* BAREE S L& Trident Protect,
© BAREEA LUAIR S FE R HRERFEREAIAppVaultiy 3 ERER 12,

* RIRAWSRIE S E AR Bl UPITERIKELIEITHIERRIEIE, MRSEERREIERREIHR. Mi(Ea]
CF=E S

° BXRNELHMRIETHEIINERIFEER. BB "AWS APISHE",
° BXRAWSHEREERIFAESE . BESW "AWS X"

T
1. {5 Trident Protect CLI G107 BAr&EEE £ AppVault CR BYRT % :

tridentctl-protect get appvault --context <destination cluster name>

() wREGER eERTURRFIRNHETIE,

2. M\BIrEEERTHAppVaultIE R AR:

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

BT e L Al 2 RAppVault PRI A& ). BEHERINER. NN ARERRIR. BEEF IR,
N

33


https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://kopia.io/docs/getting-started/
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

e b +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e fomm - tomm - o
o tom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. fEFAppVault& FRFAIER R AIEF TR BAnsER:



fEFACR
1. SIEBEEXFZRCRXNGHBEESE N trident-protect-backup-restore-cr.yamlo
2. ERIEMIX . REEUTREM:

° » metadata.name:(required )Lt BE X FRNET, BAENIMEEEZE— M E—HSENET,
° spec.appVaultRef: (required)TZEHPHNBRIAppVaultdy &R,
° spec.appArchivePath: AppVaulth7EEFRN AT, ERIUERU TRSERLERER:

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

()  mEBackupRestore CRAFIA. BAILUEAS B2 RREHSEEENNE,

° . spec.namespaceMapping:iF/FIE(ERRAR 2 =82 B inen 2 = EIRVIREY, 3 "my-
destination-namespace &1t “my-source- namespace ﬁf@fﬁﬂqﬂﬂ’]f;%o

fBgn:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
annotations: # Optional annotations for Kopia data mover

protect.trident.netapp.io/kopia-content-cache-size-limit-mb:
"1000"

spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path

namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. ERIEMMEIER XS trident-protect-backup-restore-cr.yaml « MACR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEFACLI

1. ERUTHRLERNAER. BESHHEBRANFRPNER. SRTERNSHERE SSRGS

ZT e Ed R T EME B IERBiran B =iEl. I ISOURCE1: dest1. Source2: dest2, 54N
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tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

MIRERIERE Efthap 2 =28

TRILERABENXHER (CR) XIFMNRBMELHIE, MEIFAENGRETEH/RIRRRETE. HIEER
SnapshotRestore CR ¥ 1REBIX R REIMHZ TiElEt, Trident Protect T_¥EE’J % SEPRRN BER, H
R RN BREFSIE— NN AERF CR. ATRIPEMENNAIER, AIUSIBRERMNIRE, EHIER
Pt

Fraz Bl
HRAWS 2IE S hE R #ART 8] @ LI TE K 8iz1TAVS IR RIZ1E. MNRSRETERRIEERAET . NIR(ERT
e KK,

* BXTEHARIELHEEIEANERIFAES. BB "AWS APIHE",

* BXRAWSHEREEAVIFAEE. BB "AWS IAMSZHE",
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fEFACR
B
1. QBB EXFRCRNEHBEESEZ N trident-protect-snapshot-restore-cr.yamlo

2. ERIENXHH. BEUTREM:

° o metadata.name:(required )t BEX RFEHBFR; FANEHIFREZE— I —BSENRT,
° spec.appVaultRef: (required)TZfi&IRIRANBRIAppVaultdy &R,
° spec.appArchivePath: AppVault7ZEREBABTHEERR, ERIUERU THRLSERLERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° . spec.namespaceMapping: X RIR(EHVRR R TEE| Binds 2 T EHMREY. FH "my-
destination-namespace &t "my-source-namespace’ NZIFIEFRAE B,

° spec.storageClassMapping: FEIZ(ERVRFEMELEI BIinEEE00MREY, A
“sourceStorageClass' &1t destinationStorageClass' AEFIEHHIE 2o

iX “storageClassMapping’ B 14X TE R 34 B 14 FN3h 2 14 2R B 3a Y StorageCIass EdzE
()  iEmEEES. MRBEZRWES StrageClass MBERRRNEEEH, NI
TR IR BRI,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]
storageClassMapping:
destination: "${destinationStorageClass}"

source: "S${sourceStorageClass}"

3. (A MMIRAFEXBREXFENNARFNELTR. HRNEETHIREERER SRR

Trident Protect £ HahiERE—LZR, AAENSEIERNEREFEEXE, Hi0, R
@ R AEERZREHBEEE — XK pod, Trident Protect =1k E XEXHY
podo

37



38

° resourceFilter.resourceSourcedionCritera: (7HiERFEE)H A "Include’ KB & "Exclude HEbx

RBELREEERTEXER, mJJlIIL,(_FresourceMatchers BUEX BEEEHRRIZER:

* resourceFilter.resourceMatcher: resourceMatcherS{T%*ﬁlfﬂo NRFUEAPENZTTERE
éa"&"ﬂ‘ﬂ%VE?UORET%T’EHﬁIEEE, B TTEER. WK RE)PIFEUSEIANDIRE#HITIT

* resourceMatcher[].group: (7] i&)E LAY ZEIRRIZ,
* resourceMatcher[].KIND: (7] i&)EifiEaY = R,
* resourceMatcher[].version: (7] if)EfERI R IRhRZES,

-

. AAeS

* resourceMatcher[].names: (7] i&)ZEHiIERZERAIKuUbernetes metadata.nameF &+ HY
R

* resourceMatcher[].namespies: (7] if)EfERI R IRHIKubernetes metadata.name= £

PRyER R =iE,

* *resourceMatcher(].labelSelectors *: (7] i) JRHIKubernetes metadata.name= E&REIFR
FRIESRFRIE, WHFAENX "Kubernetes 314", HIg0:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. [FRIEHIEIEFR XSS trident-protect-snapshot-restore-cr.yaml « MFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fEFACLI
HIg
1. BREFRIEMSZTE. FESHPHNEBRAFERNER.
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° snapshot  BHEAKRA NGB TEFRBEN *<namespace>/<name>o
° Itk “namespace-mapping’ 2 § S 0 RN EREFRENFREMRS FE X N ERBITER

“source1:dest1,source2:dest2’ &,

fBgn:

tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \

--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

MIRERIE R B RiGEr 5 == (8]
EPT ARER R B R A % 2,

ez Al

HIRAWS &5 < R EIHARY BB LU ITEAIHKES EIZITRIS IR R IR(F. WNR L HEEIRRIZ(ERRET #A. WIR(FR]
RERRI

* BARNBYURRIESHEIIEANEMEAEE. BB "AWS APISHE",
* BXRAWSHEBEEIEIIFAERE. 1FEN "AWS IAMIZHE",
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fEFACR

B

1. BIEBEXZRCRXHHEEMRN trident-protect-snapshot-ipr-cr.yamle

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFEHBFR; FANEHIFREZE— I —BSENRT,
° spec.appVaultRef: (required)TZfi&IRIRANBRIAppVaultdy &R,
° spec.appArchivePath: AppVault7ZEREBABTHEERR, ERIUERU THRLSERLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-hamespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (A ) INRAFEEEFEXFENNARFNELRR. BRI THREE R ERSINR IR R

Trident Protect & EEER—LE 7R, EATNSEREORBFEXK, I, MR
()  mmsasmemEs BEA— 1 XBA pod, Trident Protect &S XBAY
pod.

° resourceFiIter resourceSourcedionCritera: (7B E )& "Include’ S E &K "Exclude HiR
RBLAREEEFPEXNEER, R0 TFresourceMatchersB# A E X BEEIEHHBRH AR IR

* resourceFilter.resourceMatcher: resourceMatcherif &40, MRFLIHAPENX ZNTTE
éEEﬂ‘]JI%VF?UOR?E%f’Ei&ﬁIEEE, FINTTERER. M3 RE)PHFEIGEIANDIR{EHITIT

* resourceMatcher[].group: (7] i) EFiERIENE,
* resourceMatcher[].KIND: (7] &) EffkrYZ RS,
* resourceMatcher[].version: (R i%&)E LI Z RhRZS,

* resourceMatcher[].names: (7] i%&)E iR ZIRRIKUbernetes metadata.nameFEEHHY

%

B #Fo
* resourceMatcher[].namespies: (A] it)ZE kAR IRHIKubernetes metadata.name™ £
PRy E =iEl,

* *resourceMatcher[].labelSelectors *: (7] i%)&RERIKubernetes metadata.name=xERFHIAR

40



BERZFIRFRIR, WPFIEX "Kubernetes 324", fIY0:

"trident.netapp.io/os=1inux",

f5an:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. FHERNEEFZRXMHEE trident-protect-snapshot-ipr-cr.yaml « MACR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

fEFCLI
B
1. BREBIEREIFREGETE. BESHPHNEBRAFERNER, BHlu:

tridentctl-protect create snapshotinplacerestore <my restore name> \
--snapshot <snapshot to restore> \
-n <application namespace>

BRI FIRS
TR UERSLITREEMEHTT. ETMERKBERIREIRE,

B
1. AU TEHRREFIZIEIRE. KIESHHEBRAIFMEHHNESR:
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

{EFNetApp SnapMirrorfTrident Protect £ &I FHEF

£ Trident Protect, f&RILAF|FANetApp SnapMirrorisi R FH EHIThaEE, FEIEFN A
EfE&M—A@%FﬁEﬁW% NMEfEER, TIeRER—SBERNEREFRERHZ
8o

TR LB IR ERAB RV an 2 == B RE AR

IR RNK R 51R(ERRE. Biran R R PRAREAER SR & = E) PR E AR EAEILECS, EHEAN
IRER 2 =8| BAREs & I PR FEBIRE SARE #EEET?T"EI’JEHN gtnE. UESFERRZERNE
LEd, (NfFETBiran®=iE) LRRE SR ERIFAE

WREfEARed Hat OpenShift. IBZ#EE R TiEIRETEOpenShiftiF IR PRV X RIER. &
FialRE el AR R FIPodiB B OpenShiftZ £ £ TXAER(SCC)E X B LN RN L LEE. #H
AITESENRABNER FihRE. BXFEHAES, SR "OpenShift2e £ FXLIENIE"

ERITIRR SRS IRE 2 /. A LUEIE 1§ BEKubornetesIFIE T &= 3R [ LE B AR en & == BRIV EAR AR E
7 RESTORE_SKIP NAMESPACE ANNOTATIONS. f5I40:

kubectl set env -n trident-protect deploy/trident-protect-controller-
manager

RESTORE SKIP NAMESPACE ANNOTATIONS=<annotation key to skip 1>,<annotation
key to skip 2>

WMREEA Helm RET RN AIZFE, “--create-namespace B, A F45HFIB name 1758, RSN
(23153 %27, Trident Protect I EEFIZIBEndr B TiEl, [BNRFEHRTEINESRin 4 TEELE
, WK EFEHNERGRTENE NRILESFEHRITERLE, WEHEFEIBirmE=E, mAHE
EEDE

Nl

UTRAIERT —NRMNBreaRTE. 81 a2 RHEEREINENITE, ErIUEEERmATEER
TERIERVIRTS. LUS’UI‘TBE%MT BTG RTEPHNAGHES ST

ERITE R R E RS IREZ A
TRUAT MITIE RN R BRI Z IR BN B R R SRR
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CEE=gESIE) FRE
B2 ZiElns-1 (F) * #T3E.0One/#: "updatedvalue”
s P, . "TRUE"

iR TiEns-2 (B4R)  * #7F.One/$E: "TRUE"

s FE=ANIN: "false”

TRz E

TRETRT RRIEEEBRFEROBFHREEIRE. BRMEERHR. REFHERES. HE

‘name tFEEEHUS Birsh & =8 Lt :

BRI o
tnETiEns-2 (Btr)  * #rE.One/##: "updatedvalue"
s toF. W/HE: "TRUE"

* FRE=ANI: "false”

@ & PRI LABCE Trident Protect TSR IRIFIR(ERRBNAGEMBAN R YL, "7 EE Z X TEM Trident

Protect BCE X F RGUKLERIEE",

IREEHIXRAR
REEHXRIRUTHE:

© BMR=4E
© SFMME=HIPAA

* name=nS-1

* Role=database

* name=nS-2
* EME=HIPAA
* IMR=4F

* Role=database

* EFZETrident Protect 11BN FZFIREBRUINE (15N ATEFD Kubernetes HIRUN N BREF B INENSE

RER) o
* EESFITR(EEKubbernetes F IR AR K A B EHE)
* IR B GIERIRAYASE)

p

1. mRER L. RWRNAERFEIZEAppVault, RIBENFFIERMER. BFRIREI"AppVault B E XFR"

EEERIFR:
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{£FACREIZEAppVault
a. SIEEENREBECR)XHGHHBHEG BRI trident-protect-appvault-primary-

source.yaml)o
b. BEUTEM:

* * metadata.name*:(required_) AppVaultE & X ZRIIZ R, B0 MEEFRMBIR. RAEHIX
AFAENEMCRY 45| BIHE,

* . spec.providerConfig:(required )TZf& RIS EIREIZF 1 RAppVaultFTEEEE. NEN
IREEIEFE— P BucketName A ME M EMMHERIFMER, BIC FIMANE. RASHIXRFR
=2 E’JEP&CRY#’%‘? |FAXLE(E, AXEMRMHEAAppVault CRSRAI. EE " AppVaultEE
XJ\/ 0

* . spec.providerCredentials:(required )Tzfi# 331 15 E R EIZF AR AppVaultFr BRI EME
ERS| Ao

* . spec.providerCredentials.valueFromSecret:(required )R EIEERN K H R,
* key:(required)E MHIEENZ AN E META.
* name:(required)B & Lt FEHERMINZN BRI, A FRE—dr R =TIE+,

* * spec.providerCredentials.secretAccessKey*:(required )BT IhIE iR IEIZ R R ZE ER,
BN 5*, spec.providerCredentials.valueFromSecret.name*,

* o spec.providerType:(required )BFHEIRMEEMHIINE,; FI0. NetApp ONTAP S3. &
FAS3. Google CloudZ{Microsoft Azure, RIHRE(E:

= aws
= azure

= GCP

* BAS3

= ONTAP S3

= StorageGRID S3

C. FHEMIEERXMHfG trident-protect-appvault-primary-source.yaml « WFCR

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

FEABLITREEIEAppVault
a. glEAppVault. BESHHESRAEIFERHNES:

tridentctl-protect create vault Azure <vault-name> --account

<account-name> --bucket <bucket-name> --secret <secret-name>

2. {ERER L. SIBRNAERCR!
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EACREIERNAERF
a. SIEEENREBECR)XHGHHBHEDG R (I trident-protect-app-source. yaml)o

b. BEELTEM:

* metadata.name:(required )N FETZF BEXERNRT, FIE FEEENET. AAEFRIXR
FREMEMCRXH 25| AILthE,
* . spec.includedNamespaces:(required )—"H#rE K XEARSHAMBIENE, FHEGA

IETJ%ﬂ’ HANEFBEI AR E S )\ R = |EﬂE’J,EI LS b5 th B9 an & == (8] R FFERY R
o NIRRT IUE T,

REIYAML:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. FHAEMINEIEZRXMHE trident-protect-app-source.yaml « MACR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

RGBT RELIERNARER
a. QRN AER. Flu:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

3. (FNE)ERER E. NENAREFLIRXHIRIR, WRIEEAIFErER LN AEFIEM, RIS
B, WEEFFET F—MITRIIRE. UERFREMRER,
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fEFCREIZX AR
a. RN AREFLIREH TR

I QIEBENXEBRCR)XHHIGHMRA(BII trident-protect-schedule. yaml)o
i. EEEUTEM:
* * metadata.name*:(required )it %I BE X & IRHIZ R,
* spec.appVaultRef: (required)Itt{BHNS RN FAIERBIAppVaultiymetadata.name = EZ L

(e}

* spec.ApplicationRef: (required)Itt{EXNS RN B2 CREImetadata.name> EZILELD,
* spec.backupz 4. (required)ttFEE NMEFER. BEMIZE N0,

* *spec.enabled *: WK E Htrueo

* o spec.granularity: 4K E N Customs

* spec.reck #N: EXUTCHEIR A BEAFIE S EFR.

* spec.snapshots 4l HIKE N2,

YAMLT51:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule-0elf88ab-f013-4bce-8ae9-6afed9df59al
namespace: my-app-namespace
spec:
appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795el1b5e34
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i. {EFARIEMMEEFRXHE trident-protect-schedule.yaml « MACR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace



fErmss

LITFREEEXHAIRR
a. gl

RIE. BHESHREERNEIFRFRER. Fl:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

4. EBEIrEE L, SIE—NSEERER ENAAppVault CRSE2IEREMVIRN AFZFAppVault CR, HEHE
R AN trident- protect—appvault—primary—destination.yaml)o

5. WACR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n

my-app-namespace

6. 7' BirgEdE A BN BER LB irAppVault CR, RIBEMEFMHEIZHIER. BFHBIRE"AppVaultEE
NHE R LUESERIIFIE:

a. gIEBEENFRCR)XUHEEMR (B trident-protect-appvault-secondary-

destination.yaml)o
b. FEUTEM:

* * metadata.name*:(required_) AppVault B E X R RV B R, IFIC TR FENBIF. ERNEFIXEAFT
EHNHEMCRXMH=5|AILtE,

* . spec.providerConfig:(required_)Ff&fEREEIRHEIZF 1A RAppVaultFTEEEE . NEHRHER
4% “bucketName' UM E R E A BRI FHE o lﬁlﬂ_FFﬁJiEl’J{E RANEFIXFRFATE E’JE?@CR
XHS5|BXEE, BxEHMREREMNAppVault CRSRAI. SN AppVaultE EXEIE"S

* ., spec.providerCredentials:(required )23 {# 15 EIREIZFIHRIAppVaultFr R BRI EIERY
5|F.

* . spec.providerCredentials.valueFromSecret:(required )& EIEEN K B Z1H,
* key:(required)E MHIEFNZ AN B X Z .
* name:(required)B & L FEREMNZN B IR. MR TFRE—dnZ=TEH,

* * spec.providerCredentials.secretAccessKey*:(required )T iR I0)iRIHIEFHIIHIRI R, BFR
[ 5*, spec.providerCredentials.valueFromSecret.name*,

* . spec.providerType:(required )FATFHEIRMBEMIIAS; a0, NetApp ONTAP S3. BFS3
. Google Cloud={Microsoft Azure, AJREE:

= aws

= azure

= GCP

* BAS3

= ONTAP S3

= StorageGRID S3
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C. FHAEMIBEIEFZXMHE trident-protect-appvault-secondary-destination.yaml « [
FACR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n my-app-namespace

7. EEIRERF . BIEApPPIRIR KARCRXH:
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FFACREIEAppHREZR X&
a. SIEEENREBECRXHHBHMG BRI trident-protect-relationship.yaml)s

b. BEELTEM:

* * metadata.name:*(I4 ) AppiRfgR XHBENXZRRHZFR,

* . spec.destinationAppVaultRef:(required )ItEX NS Birsdf L BHARN AIEFEIAppVault
A FRITEL,

* . spec.namespaceMapping:(required_)BFrFlIReRE =B SMEN N FFZF CRAE X HY
[ 2R dn & == (8] L g,

* spec.sourceAppVaultRef: (required)Itt{BEXANS RN FTERBYAppVaultE FRICED,

* spec.sourceApplicationName:(required)Ltb{B# NS ST RN B2 CRAAE X VRN FBIER
H9& FRITED,

* spec.storageClassName: (required)itiF&EE FBMIFMEEN BN, FHEEMNIRZRESIE
MR I I FE X RBIONTAP Storage VM,

* spec.reck N : ENXUTCHE]AIF 5 BERFES 68,

YAML5):

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dcl1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-f369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-hamespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2

C. {FRIEMHIEERXHE trident-protect-relationship.yaml « MFCR:
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kubectl apply -f trident-protect-relationship.yaml -n my-app-
namespace

ERABLITRELIZApPHE X&H
a. IEHNAApPIRG XENR. BESHHEBRNIMEHHNER. FHl0:

tridentctl-protect create appmirrorrelationship

<name of appmirorrelationship> --destination-app-vault

<my vault name> --recurrence-rule <rule> --source-app

<my source app> --source-app-vault <my source app vault> -n
<application namespace>

8. (FI i) EIREEE L. IEEHIXRAVIRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

Erdetge =t

£ Trident Protect, &RILUSERINN AIEFHRIEHSEBnER. WIRERFLEENXR, HIENARERFTE
BIRER LB, MIRRER LMV AIEFIEREEIT, Trident Protect RFR{FIEZN AR

p

1. EB1r&EEE L, ‘RiEAppMirorRelationship CRX (140 trident-protect-relationship.yaml), Ff
¥&*spec.desiredState*BIEE NI Promoteds

2. {#77 CR Xft,
3. MACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

-(EJ )TE&F&!E*@F" R 2R LI RREE R,

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | jqgq
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MR HERBERIXR

ENASIRERERBUENXR. MITENRTIRER. RIGRNARFRRNEEETHNNARRF. XER
S8 L IEEEITHIN B PRMBEVE R E SR E T

TR R S E I BARER ERM AR, AEBEFEIE,
() sressmas N BN RRFNFRE KBNS E L.

p
1.\ ERERL. SIRENAREFIRE. XFrIHRBREEFNRERNES.

2. (£Btr&EEE L, YRiBAppMirorRelationship CRX (I3 trident-protect-relationship.yaml),
¥ spec.desiredStateFIfEE NN Establisheds

3. {£7% CR X4,
4. IZACR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o NREEBRER LI T AARIPIHRIREIFEERBNARER. BREBR. EARZHITIHZSH
EIRBE M

RAEHELS HERBERXR

RAEHESHEZRBEFXAN. BAANARFRRARNRER. MRERNBET. ERERBREN BT
N RTEFF FRBBY B SR B T3k

p

1. R EIRER £ MIFRAPPIRER XRCR, XEEBEIRMAIR. MRHMBERER LNEEARIFITL. 5
R E MR

2. BERBRVATIEEEHFHIXANCRY N AT HEERRKIGTEEHIX R,
3. M RAF BAREIRTRERS)ECE T ™ MAppVault CRS,
4 BRI EHLREEFIXAR. HEEERMBIE

R¥NFRERFER A H

HERKEH MY, Trident Protect N BIZFZaNEI Bir 7SN, RS H EIRIGREFERS
I, Trident Protect ZfFILIRN ARRFHBHUEEHIZIBIMIE, ARBRERBEEBRNARER.

EXMIER T SRR BT,

p
1. ERERF . BIE— I RARER:
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fEFACREIE X AR
a. Z2RERNBERFIFRIPREITR
b. l#Sh*%#1Snapshot CR314:

i QIEEBENXEBRCR)XHHIEEMRA (B trident-protect-shutdownsnapshot . yaml
)o
i. GO TEM:
* * metadata.name*:(required )BE X BIRHIZ TR,
* spec.appVaultRef: (required)tt{E 5 RN FFERFBIAppVaultimetadata.name = £ /T

o

* spec.ApplicationRef: (required)tt{EXAS RN FATEF CRX 4 HImetadata.nameF E&IT

o

YAML= 1

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08abdbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. FRHEMIVEERXMHfE trident-protect-shutdownsnapshot.yaml . MHACR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

fEABLTHRELIZXARR
a. IEXHIRIR. RKIESHHEERARFIES. Fla:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
--—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. 7EREER £, XIFARBTME. REKARBAVRES
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kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. EREE L, FAUTHSEK shutdownfapp.statues.appArchivePath*HI{E, HIZRXHRENRE—D
DBMAERZ, IFRRE—TFIIZEHNMERS):

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o

Jjsonpath='{.status.appArchivePath}'

4. AT BIREEBF BT RS BERUERRE TS, FRA 1T LU

@ EHRFEEISSIENE25 P, BFEEEE "spec.promotedSnapshot 7ZEAppiEf& X RCRX {4
. HEEERENEE REIS DIRRHNEARLZT,

S MITHHRMEMBL TR P EHEDHEZZERXR]
6. IEFTRVIREEEY LB B RIP IR,

“
RAEHIZSBATIEE:

* RAERNRIETRN FAEFKubbernetes B IR BIE—MRIE,
* B MBRR AR B2 HIKubernetes B IR (FREEPVCHIPV). AJLUE &= 1ERGTRN BIZFHIPod,
* XHPodfa. BANRAEFNELIRIRBHHITES,
* SnapMirrorx 2. MTEBEREMIFILEES
* R A2 BIKuboretes B R E R TEXIIE TR FATE X /2 E HIRV S EUE M X AT IR RIER,
* REAEHEILIEH,

R R RIS B R IATREE B

fEMTrident Protect, ERILUBE LU TTRFFITERERZIFFELIMNHERE" FIMERIBEH HFRHT
fEMAZH, Trident Protect R EMNARFENRER (EWRY) RREGEFENABER, ARBREESRSGH.

S EM BRI BARRI R R IE. W RIUATIER:

* MRS RS A,
* RAEHETEFRIXR.

@ BIRTEENEFRTIREE. RARXRSEFEREREIREFTENBIRERNSIE.

* REERIGR.
p
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1. TR MEHE L HEERBZEFXRIPE,

2. TR iR ERITE EIP R,

IFRE HIX &R

TR FER IR E R X R, MRNAREFENXRE. SSERINRIMNNARERF ZEREXR.

p
1. YA ERER L. MIBRAPPHRE XACR!

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{E B Trident Protect TN BIZF

gﬂuﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁE@%ﬁﬁﬁ%%%&%ﬁﬁﬁ%%Zﬁﬁ%@%&
Fo

@ IBNAERE. NZNARRFEENPIERITERISIBZNAREF—EIE. IRFELR
ERITER. WesElREFRBEET.

HDFERIR(E

EEUTMER TRITEMNHERZE. G EBPITRENEHHERES.

sehEEIR— R
TR ARF IR, BURREREH G MRERIA—E,

1
1. AT TR —:
a. "Bl IR (FEX)
b. "HlER & 4" (ET)
2. fEA—&E L. RIECEURTRBISEM. RITUTREZ—:
a. "MIRERE B SR ()
b. "MEEELIE" (EX)

efREIHthEREs

ERNAREFREIAENER (RITESERE) , BEREE LAEBED, REEEMEREFRNER
BRREIRER B &R & Trident Protect,

()  eEauERETRERZEEHImAERE SnapMiror S5,

TR
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1. "glE&E G (EX)
2. HIREEBIRER LHEASHNNREFME D ERECEAppVault CRo
3. FEERER L, "MEMERHIE"

RNRARFMN— T EEEIBE Z— P EEE

TR OB RIBERZI R E R BAREESRIE N AR M — M R ER TR RIS — i

BI0(MIERCRAEPHFREIR)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"
namespaceMapping:
destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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fEFACRIZRTRER

B

1. SIBBEEXFRCRNEHBEESEZ N trident-protect-snapshot-restore-cr.yamlo

2. ERIEMIXME. EEBEUTREM:
° o metadata.name:(required )t BEX RFEHBFR; FANEHIFREZE— I —BSENRT,
° spec.appArchivePath: AppVault P 7ZEREBABTHEERR. EIUERMU T RLSERLERR:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (required)TZfi&RIRANBRIAppVaultdy & iR,

° . spec.namespaceMapping: X RIR(EHVIRRE 82| Binds 2 T E)HMREY, &M "my-
destination-namespace &t "my-source-namespace’ NZIFIEFRAE E,

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (A& NRERFEERERFNNARFHRELRR. BERNESSHRHEEREMENZIRAIHIE

° resourceFilter.resourceSourcesionCriteri: (&R E) “include or exclude’ B F S & S HbR
fEresourceMatchers I E X BIZIR, AL FresourceMatchers 83U E X B IR HBRZR

* resourceFilter.resourceMatcher: resourceMatcherdt &40, MRIFHIHAFEN ZNTTE
@ CATBERORIREHITE, SR, M3 RA)PHFEEENANDIRIEFTTIT
o

* resourceMatcher[].group: (7] i%)EHiENHRIRNE,
* resourceMatcher[].KIND: (7] 3%&)EifikrE RIS,
* resourceMatcher[].version: (7] i%&)EHEHIZ RhRZS,

%

%

* resourceMatcher[].names: (8] i%&)EfiZEHZFIRRIKUbernetes metadata.name=FE&HHY

EZY S
* resourceMatcher[].namespies: (7] i%)ZEhikAI R IRHIKubernetes metadata.name > £
s R =iE,



* *resourceMatcher(].labelSelectors *: (7] i%)&RAIKubernetes metadata.name=FE&AIFR
TR FREB, WHFAENX "Kubernetes 324", H40:

"trident.netapp.io/os=1inux",

40

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. FRERNEERXHE trident-protect-snapshot-restore-cr.yaml . WMFACR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

I LITRETRRE

1. BREBERFIEMERTE. FESHHEERNIFERIER.

° snapshot " BERERANHRTEFIRERZFIT <namespace>/<name>,
° Itk “namespace-mapping’ S#{EH E S 2 REERFREENEEMITEIEA NIEHEIREN

“source1:dest1,source2:dest2’ &,

f5an:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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EIETrident Protect 1T F

WITEEE—MBEEXEE. ErLRHEENSRENAREFNEERRIPIREESE
7. Blgn. MREE—NEEEENARRR. WA UERRITERERRZAIEEFE LR
FEES. AERBRMEMEES. XFa LIBERNBER—ERIIRE.

AT Ry ER
Trident Protect THFAT/LMHITIE FEE, BEBURTFENE T

* FRER
* RERE
* MEH
* &inla
* ERE
* WEREE

WATIRR

BITEIRFRIMRIER. RITHSEHRUTIRFE L E:

1. EEEAN EE R THE RS REENN AR 5T, SoRESEENSTERRENEENX
IRVERIEESS. (BIRERIX LM RITIRFE BRIt RN FR &,

2. MREA, WRREXKRFRE, "TEEZXTERTrident Protect BLE X RFRENER"

3. ITHURRIPIRIE,

4. MNRFEA. FENXHRFBHARPRFRLS,

5. HAERMN B E IR EERITENHSERN NS LIET, EURBEEEMETEEHENBEENX
IREHEAN. EBXEENEREENRITINFRERERIE LA RS,

SNREVEZ MEREEBYRITESR (BN, FRIR). WA RIEXEEHBHRITIF. B2, AIURIERESE
AUESRIRITINE. B0, AN REAMEFREEEWREERRITING :

1. BRITIIRIRE

2. BERITIEIRIRE

3. BRITEMDAIRIED

4. BRITENEEN

() RemsArERIERBRNEHN. CRIRFERIAER.

FEEFHERERRITHIAZE], MEEXNEFITNIR, &0 LR "kubect! exec" 8827518
@ WA, EEFHIRERERRITESRE. ENREMRIREMED. UBERE(]—2 ~
It RGN AIEFRER IR a2 E. RRRERED. ARNRNAER.
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@ IR IREBRTHITES RN, EeLEMIBR T KubornetesZRilR.  MIXLE BB UG BIFETTIRER B 17 AR
E LR IR IR EH,

BXRBEXPITHEHNERZIEEM
ENNARFARIHRITESR, FERUT/LR.

* ITEBRSIERBARITIRCE. WERITEBTLE|BE—MHZ,

* Trident Protect Z3K1TE FERARVMIZALART AT shell AR RS

* B A/ RHI/996 KBo

* Trident Protect AT F & EMERILA K4 RBEMLS FEHTREB. SFHHMERE
BATFRITESRER RO HTEEAHGITTHNARZFNINE, EIbENBEREEMEETE X

@ 1THESIEITPRRRYETEL, WMREAXBRNHITIER SIS EIRBIRME. BREEEHEEUE. NE

EORBIZEEFAENE. MAFEITXEES, XEWE. &ORRITHEDPERZETRE
REEMDETTM.

HMITE MRS

FEANRBRERMIRERITERN. TTURRITESRIMESS. UEEEHRKLENSSR. STERER:S
T ERERRSMENNERER. HitsslEEEH. EESEEMNUEE T AREE(GIU0E asticsearch),
B TFiERs. S USIEBRRITHERERLERR IETHNAR. EXR—ERFEHERNARLETHNAR, NRA
BMUITHLEZMmERS. XL HiESRESZEEERNEENESER. SMITEERZYIUE10D
JEENTHIESS,

AINERATESNES NI IS ERENRARICEERBPINAREE. HBFSBROAN, BHFEEZRSE
BITHEHXBRA, SIESHNENRARNFERENRAR 2 (RE2) 1B%, ZBEFZIFCEMDTETRPHBRE

#ANIS23. B XTrident Protect EMITH FIT IR P ZHFHNIENRANEEZNIFAEE, 155 "[ENFRAT2
(RE2)IBEZHF"S

@ NR K en 2 == iE) Tk as AN IR R B e fE IR 2 BT RITIE. H BIRRE R BT
UTFAERSRATER. WS =iE)imEsR e AT Birama =i,

HITHRG

1&1h18] "NetApp Verda GitHubIH" . TF#iiEFH FApache cassandrilElascearchF & LN AIEFHE S ITHE
., BARAUEERFIHTENANES SHBEEXHITED,

BIERITIE

ERILAE A Trident Protect AN ARFEIZBEXPITHF. EFEREMEE. EERIMANRT ELIZR
THF
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fEFACR
B
1. BIEBEXZRCRXHHEEMB AN trident-protect-hook. yamle

2. EE L TREMUCEETrident Protect IS EEFAC S

° » metadata.name:(required )Lt BE X RRNET, BAENIMEEEZE— M E—HSENRT,
° spec.applicationRef: (required)EE1THRITIEHIIN BIERFHIKubernetes & 1o
° *spec.stage *: (required)—NFRIEHR, IERHRITHEBNEIRIEHRENW M ERIETT. PIEEE:
-
ozl
° spec.action: (required)—MFFFE, IBTRHRITEBERHUITIRE, RIGEENTAFITESTIE
23EBOLEC, PIRE(E:

= Snapshot

- &ip

* RS
° *spec.enabled *: (A EFERILHITEBREEAETERREH. WRKIEE. MEIAEAtrue,
> spec.hookSource: (required)B&base644RiIHIIEH AN FERT SR,

° *spec.timeout *: (A] &) —MEF, BTFEXATFRITEBREGITZKNE(UD AR, &/IME
1. MRKEE. WEIAMEN2573F,

° spic.argeff: (7] &) ARITIEEHIEENYAMLEETR,

° *spec.lt EcCriteria: (FI iEWRARENIVANETIR, SMWRHRITERIRES. S§THRITERER
Z R LURIN10 MR

° spec.[t figCricera.type: (F] iE)WRIRMITHITMERIRBENFRB, JEEE:
" AR EIRRMER
" ABRE
* BERW
= PodLabel
= NamespaceName

° spec.lt ftCricery.value: (A] i) FARIRHITHBHIESSHENFRIBRENRER,

YAML):



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:
astra.netapp.io/astra-control-hook-source-id:
/account/test/hookSource/id
spec:
applicationRef: my-app-name
stage: Pre
action: Snapshot
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==
timeout: 10
arguments:
- FirstExampleArg
— SecondExampleArg
matchingCriteria:
- type: containerName
value: mysqgl
- type: containerImage
value: bitnami/mysqgl
- type: podName
value: mysqgl
- type: namespaceName
value: mysqgl-a
- type: podLabel
value: app.kubernetes.io/component=primary
- type: podLabel
value: helm.sh/chart=mysqgl-10.1.0
- type: podLabel
value: deployment-type=production

3. fEAEMMEERCRXHE. MACR:

kubectl apply -f trident-protect-hook.yaml

fEFACLI
I
1. BIERITIER. BiESTHHNEBRAFERNES. F90:



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEOBTTHITHES

ERIFehiaTRITHEB LOETIE,. EBEAEREEFTEFNENSITER. BEFNsTRITED. BFE
BEMEE. BERIEMENE,

FHBTHITERESR M ERTE:
1. gIBRFERED. LEOQRTWRERFHNECEEN. MMBEEBIEITUE
2. WEGEBITRITED
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fEFACR
B
1. BIEBEXZRCRXHHEEMR N trident-protect-resource-backup. yamlo

2. FEBE L TREM UITEER Trident Protect NS EF AL S

° %Tmetadata .name:(required )t BE XX RHATR; BAEHNIMEEEFE—HE—BSENZ

° spec.applicationRef: (required)ENEIE &% H BRI BIERFBIKubernetesZ 1o
° spec.appVaultRef: (required)fFfE&F BN ABIAppVaultdIZ FF.
° spec.appArchivePath: AppVaulthFEFDARBHERR. EaJLUERU TR SEKLRRER

kubectl get backups <BACKUP NAME> -n my-app-namespace -o0
jsonpath="'{.status.appArchivePath}"'

YAML):

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name

appArchivePath: example-resource-backup

3. fEFEMREERCRX /G, MACR:

kubectl apply -f trident-protect-resource-backup.yaml

fEACLI
TE
1. BIEEEHD. BIESHHNESENEIFEFNEE, Fl:

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>

2. BEENNS. EAUUEEERAUTRAIGS. BEHRFTMR:



tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. W& EEL:

kubectl describe resourcebackup <my backup name>
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fEFCR
il
1. SIBBEEXFRCRNEHBEESEZ N trident-protect-hook-run. yamlo
2. BT B U CEEB Trident Protect MBS A E
° » metadata.name:(required )t BEX RFENBF; BANEHIFREE— I H—BSENR
o

° spec.applicationRef: (required)ifafRIL{ESEED B 17 6)ERIResourceBackup CRAEYL
R *EFBFRLED,

° spec.appVaultRef: (required)ffRILESEELS B 1 EIERResourceBackup CRHR
#appVaultReflILAZ,

° spec.appArchivePath: F{RILESEEDS B 18I ResourceBackup CRH
AYappArchivePathITAZ,

kubectl get backups <BACKUP NAME> -n my-app-hamespace -o
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (required)—NFRFE, IERHITEBRAITIRIE, RIGIEENEARNITEDS
TSRS EBILED, AIRE(E:

= Snapshot
- &
- RS

° *spec.stage *: (required)— " FRER, FBRAITHEHNERIEREINMNNENSTT. LES
BITASEEAEMMN RIS TIES. TIEEE:

" I
-l

YAML):



68

apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. EAIEMMEIEFTRCRXHE. MACR:

kubectl apply -f trident-protect-hook-run.yaml

fEFCLI
HIE
1. BIEFoITHESIEITIEK:

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. WEPITEBSITIRS. BAIUESETIGES. BIHRIETM:

tridentctl protect get exechooksrun -n <my app namespace>
<my exec hook run name>

3. fikexechZs BITHRUBERZFMAERNNRES:

kubectl -n <my app namespace> describe exechooksrun

<my exec_hook run name>
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