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TR SIE—NAWSH Z SR 23 Z AR Z i Trident CSIFEHE:
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials™"\

-—-secret-string
A " "w. A 3 " " "w. " A A
{\"username\":\"vsadmin\", \"password\":\"<svmpassword>\"}

BIFRIAMSR RS
Tridenti TR EAWSIRA BEIE B I1ET1T. HElt. BHRECIE—DRIEEATridentiRIHFAFE IR,
TR ERAWSE s 1T R E I IAMRRS :
aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json

—-—-description "This policy grants access to Trident CSI to FSxN and
Secrets manager"
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HREEJSONRFI:

"Statement": |
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
}I
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws—-account-

id>:secret:<aws-secret-manager—name>*"
}

1
"Version": "2012-10-17"

HERSKF BIZIAMAE
BIERIEE. BECIERE D ECLRIEIT TridentrIARSS 1k B9 M BT R A Lt SRR -



AWSHS1THRE

aws ilam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

EEXZR.jsonX !
{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-

provider/<oidc provider>"

by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc provider>:aud": "sts.amazonaws.com",
"<oidc_provider>:sub":
"system:serviceaccount:trident:trident-controller"

}

FHXHFFRBLLITFE trust-relationship. json:

* AWS-{&f<account_id>MF 1D
* EKS-<oidc_provider>88#HJ0IDC*, &7] LUEITIETT A T ap < 3KIkENoidc_Provider:

aws eks describe-cluster —--name my-cluster —--query
"cluster.identity.oidc.issuer"\
--output text | sed -e "s/“https:\/\///"

BIAMA BRI ENAMSEES
tIEAeER. FRAUTHSBE LRSS BESCIENREHMEILtAE:



aws liam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

JIFOCDIRHIZF B & KEX:

KIEOIDCIR IR BB E SR XK. ErILMERMU T am<SHITRIE:
aws ilam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -£f4

NREmtH = BEAU T IEIAM OIDCE SR KB

eksctl utils associate-iam-oidc-provider --cluster Scluster name
--approve

eksc

U RANSTEEKS R ARSIk I IAMA &

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

--cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

Z%E Trident

Tridentf&1t, T Kubelnetes & FHFNetApp ONTAPHJAmazon FSxIZEEIE. FHAAR
MEEREBE T TN EERIE,

ERILUMER LT/ 7E 2 —% % Trident:
© Efe
* EKSHANT

NREFAIRBINEE. BERECSIHRBITHIZMET, BEXFEMER. 1FSN "HCSIEEARIEINEE" .

S fE L Trident

1. FHTridentREREFE

TridentZEREF BB & EZE Trident Operatorfl & TridentFr B —1], MGitHub_EAY"Assets"2B5 F & FH iz
NS HRAN TridentZ2EREF,
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wget
https://github.com/NetApp/trident/releases/download/v25.02.0/trident-
installer-25.02.0.tar.gz

tar -xf trident-installer-25.02.0.tar.gz

cd trident-installer

2. FRAUTIFRE SR E S RUER " =B 5 ERE:

U TREEZETridentHIEREIRE cloud-provider A “s$cP. # cloud-identity $CI:

helm install trident trident-operator-100.2502.0.tgz \
--set cloudProvider="AWS" \
--set cloudIdentity=""'eks.amazonaws.com/role-arn:

arn:aws:iam: :<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
--namespace trident \

—-—Create—-namespace

ERILAGER “helm list S L BB REFMEL. BINRTR. HRZE. BR RS MARERAMEITHR

_'50

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14 14:31:22.463122
+0300 IDT deployed trident-operator-100.2502.0 25.02.0

BT EKSHEF L Trident

Trident EKSINEM B ERHN LT 2 EMEFHEIREE. #E',i_i_AWSLiIE\ B]5Amazon EKSEC&fEM. &
WEKSHIEIL. Ee]LIaRfRAmazon EKSERM L 2RRE. HRL LR, EENEMMHTFATENIES.

ARSI
EECEIER FTAWS EKSHTridentiNE 2 /. IEHARHE LA R4

* BEEMANITIRAIAmazon EKSEEEHK
* AWSXAWS Marketplace B[R :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe
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* TERE AMDZ{ARM
* IAEAmazon FSx for NetApp ONTAPX {4 & 4;
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eksc
UTFRflan 1822 Trident EKSHNEIN :

eksctl create addon --name netapp trident-operator --cluster
<cluster name> \

--service-account-role-arn arn:aws:iam::<account id>:role/<role name>
--force

EEIEH &
. ¥TFFAmazon EKSIZHI&, MIULA hitps://console.aws.amazon.com/eks/home#/clusters,
2. TEMSMERTR, JFBES
3. AR E N EEIE NetApp Trident CSIINE A EEBEAY R 7R
4. 1%&$F*Add-ones*, FAG1%EIE*Get more add-ones*,
5. f£*Select add-ons*B1E, HMITLATIRIE:
a. EAWS Marketplace EKS-addonsZB53 /. 3E&H* Trident by NetApp *&i%iE,
b. 3%&#F * F—F *,
6. TR BEIRERNMINBEE TIE L, 1T TEE:
a. EEFEFERRAE"
b. 33F*Select IAM Role*, fR&E}*not set*s

C. BEMMEEE, FEEEE2H P configurationvalues*SEE B NEE E—F ol
Hroole-arn (E&TVR 9 :

—_

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'"

R IE A RRBR T FERBEE. M LEAAmazon EKSHINIE BB M A MmN —1 R4
BB, NMRKRBAED. HFESMAISEEFET SR, IHIRMEBELEK,. ErlLERERNEIRER
KRR, MIERIIETZ . 5 {FAmazon EKSHINAH R EIREEERITEIENIZE,

(07 = S S 2N

8. 7£*Review and add*Ti L, 3%#E*Cree*,

MM LETAE. ERHERERERINHIT

AWSEF 1T E
1. 8% add-on. json MX&:


https://console.aws.amazon.com/eks/home#/clusters

"clusterName": "<eks-cluster>",

"addonName": "netapp trident-operator",
"addonVersion": "v25.02.1-eksbuild.1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

@ i “<role ARN> 3 E— Gl HEERIARN,

2. g Trident EKSHIINER S

aws eks create-addon --cli-input-json file://add-on.json
E#Trident EKSHNIZIN

10



eksc
* H2ZEFSxN Trident CSINNE AV HETRA, 1BEHE "my-cluster IRV ERE R R,

eksctl get addon --name netapp trident-operator --cluster my-cluster
T filkai
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.02.1-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

* kN e ) E— it R RJupdate TR [EIRIAR S,

eksctl update addon --name netapp trident-operator --version
v25.02.1-eksbuild.l --cluster my-cluster --force

MBEMET % --force EM. HBFAAmazon EKSHIINIEE SEMIIEIEE DR, NIEEHAmazon
EKSHIIME B IFRN; IFWRE—£EIRER . UEBEMR RPN, FIEEEm a1, 15H{RAmazon
EKSHINMAHASEERELETEEEMNLE. AAXEGESWIIENES., BXIIKENEMIETAYIEA

58, 550N "HEH"s HXAmazon EKS KubenetesFEEBIBRIFAE R, 15515 "KubbernetesIi7E &

n
o

EEEHe

1. ¥JFFAmazon EKSIZHI& https://console.aws.amazon.com/eks/home#/clusters,

2. TEMSMERTR, TEFBES
3. EIREFHNetApp Trident CSINNZIRAIEREHI R TR0
4. 3E$E*Add-ones* &I,
5. & TridentiZNetApp B, AEIEF4RIE*
6. TE*#ZNetAppERE Trident’T1 L, HITLUATIEME:
a. EEEFRAN R
b. BFAIARCE IR E HIRIEREHITIEN.
C. &8 * RTFEN "
AWSEF L {T5HE

TR EFREKS NI
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https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
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https://docs.aws.amazon.com/eks/latest/userguide/kubernetes-field-management.html
https://console.aws.amazon.com/eks/home#/clusters

aws eks update-addon --cluster-name my-cluster netapp trident-operator
vpc—-cni --addon-version v25.02.1-eksbuild.l \

--service-account-role-arn <role-ARN> --configuration-values '({}'
--resolve-conflicts --preserve

ENZE /MR Trident EKSHNEIR
f&a] L@ A 75 T BRAmazon EKSHIINIR :

* (REEEEF _FBIMI NN ALt IR M BRAmazon EKSXHEMIEEREIR, IbIh. Bif=#HAmazon EKSTE
BEHEEH. HELBENSENEFHAmMazon EKSHIINTL, BE. EoRBEEF ERIMIMNERF, Lhi%EIn
AR NA SR N B EERE. MAEAmazon EKSHIINA M., Bk, LtHIMMAHFAR=HIEN. R
BHoSHB —-preserve E AR LLHI AN,

* MEBFRSTEMIERMT N —NetApp I I SN SR B g B IR T LN BVZRIRAS . 4 MEREF R IBRLLL
PN, MERSHMIBR —-preserve IR delete LAMIBRELINEII,

() WRUHMTEEXEEGIAMIKE . FRBERLAMIKE
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eksc
T e BEE Trident EKSHNELIN :

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

BIETHA
1. ¥JFFAmazon EKSIZHIA, MEA hitps://console.aws.amazon.com/eks/homet#/clusters,
TEEMSMERT, TR BEES
R EMIFRAINetApp Trident CSINNEINAYEEEEZ FFo
EFE*Add-ons* ik, #AFIEFETrident by NetApp, *
WEEE * MIBR * o
7£*Remove NetApp_trdent-operator conf# sB*3HENER, HITLLTIRIE:

a. NREFREAmazon EKSEIEERIMNAMHRNIRE. BEFREER . MREBTER LREM
ERf. DEERT L BTEEWMMRANFEIRE. BRITIHER R

b. %5 N\*NetApp_trdent-operator*,
C. #EHE * PR * o

o o & W DN

AWSESITARE
EERAEBENBMEITER ny-cluster « REBITUTHS,

aws eks delete-addon —--cluster—-name my-cluster —--addon-name

netapp trident-operator --preserve

=REA )=

ONTAP SANFINASIXGHIZFEEERK
EQREREEN. TEENRISONRYAMLISRMERE X1, ZXHEEIETRENTEMELE (NASHSAN). X

R A FIREUZ X BISVM U AN B AT B A IE. LA TRFIER T 3R E X EFNASHITFiE LK N
R fERAWSE IR RIEFMHEEIZEAISVM:
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https://console.aws.amazon.com/eks/home#/clusters
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YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1

storageDriverName: ontap-nas

backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX
name"

type: awsarn

JSON

"apiVersion":
"kind": "TridentBackendConfig",
"metadata": {

"name" :

"trident.netapp.io/v1l",

"backend-tbc-ontap-nas"

"namespace": "trident"

I
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
P
"fsxFilesystemID":
}y

"managementLIF":

"aws

"fS-XXXXXXXXXX"

null,
"credentials": {

"name": "arn:aws
name",

"type": "awsarn"

:secretsmanager:us-west—2:XXXXXXXX:secret

:secret:secret-

:secret-



BT T a2 LIS B AR Trident/SiRECE (TBC):

* MYAMLXZ 483 Trident/GimBCE (TBC)HIBITUA T @<

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

© BIFREBRINEIETridentSH4ELE (TBC):

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
b9ff-£f96d916acbe9 Bound Success

FSx for ONTAPIXEhIZ i 4H(E B
f&o] LUE B L T IRsh 2 F & Trident 5 Amazon FSx for NetApp ONTAPEER :

* ontap-san. ECEMEITPVEZE BB Amazon FSx for NetApp ONTAPEHFH—1LUN, ZiNFETFIREF
fifho

* ontap-nas: BRBNEMPVEIZ— M Amazon FSx for NetApp ONTAP#, ZEiXFAFNFSFISMB,

* ontap-san-economy: HCEMEIPVESZR—TLUN, &1 Amazon FSx for NetApp ONTAPEEE AL E
HERILUN,

* ontap-nas-economy. HCEMEIPVESZE—qtree. & {~Amazon FSx for NetApp ONTAPEERE—"A]
feE#HEMgtree,

* ontap-nas-flexgroup: ECEMEFIMPVERR— 1 EERIAmazon FSx for NetApp ONTAP FlexGroup#,
BEXEoIEFINFAER, BSR NASIREITERE "FI"SANIREIFER",
BIEREXHE. BT TEEKSHeIEZ 4!

kubectl create -f configuration file

gq_[lIE'ikn_.\\ 1 123 ?L\/L—Fﬁ/%:
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../trident-use/ontap-nas.html
../trident-use/ontap-nas.html
../trident-use/ontap-nas.html
../trident-use/ontap-nas.html
../trident-use/ontap-nas.html
../trident-use/ontap-nas.html
../trident-use/ontap-nas.html
../trident-use/ontap-nas.html
../trident-use/ontap-nas.html
../trident-use/ontap-san.html
../trident-use/ontap-san.html
../trident-use/ontap-san.html
../trident-use/ontap-san.html
../trident-use/ontap-san.html
../trident-use/ontap-san.html
../trident-use/ontap-san.html
../trident-use/ontap-san.html
../trident-use/ontap-san.html

kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-fsx-ontap-nas backend-fsx-ontap-nas 7a551921-997¢c-4c37-aldl-
f2f4c87fa629 Bound Success

[Eim= kB E R B
BXEREELT, BN TE:

S 35 BH Ll
version IR 1
storageDriverName ZEIRTHIEF R FR ontap-nas. .« ontap-nas-

economy ontap-nas-
flexgroup. ontap-san
ontap-san-economy

backendName BE X BT EE G IXEHFEFF R FR+"_"+ datalLIF
managementLIF LB SVMEIELIFRYIPHIUERTLAYE "10.0.0.1". "[2001: 1234: abc:
EeefREZ(FQDN), . fefe]"

RTrident2ERIPVOIRE R ER.
ey LU B A fERIPveittit, 1Pv6e
MR AIES EX. B0

: [28e8: d9fb: a825: b7bf: 69a8
: d02f: 9e7b: 3555], SNREFER
T aws " 12f#t
‘fsxFilesystemID. MTEER
. managementLIF [A
ATridentEMAWSIEZRSVM
‘managementLIF {58, Ak,
B svv FENEFBVEE (
ffldlvsadmin) « FRZAFPKIE
Bt “vsadmin A,
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datalLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix

WiER Nl

Y LIF B9 IP ik, * ONTAP NAS
IXEHFERE*: NetAppiERiVig
EdatalIF, INRKIRMHUSE

M Tridenti& MSVMIRERERIELIF, &
B LUEE ERTNFSEHIZIENST
2REEZ(FQDN). LUESIES
IUDNS3R7EZ N dataLIF Z [ai#1T 1
HTE, RILEVIRIRERES.
EFEH . * ONTAP SANIEEHIZE*

. RAISCSHEE, Tridentfd
FAONTAPIERMELUNBR TS & I 72
I BRERIEFTFEMISCI LI, R
BRFE X T dataLIF. MEERE
&£, WMRTrident2FERIPVOITER
EH. METLUEE AFERIPV6i
ik, IPVEHIIEAT R HES TE X
f5)40: [28e8: d9fb: a825: b7bf

: 69a8: d02f: 9e7b: 3555],

EABEMEIENENSHER[H/R false
{&] fEF “autoExportPolicy #l
“autoExportCIDRs &I, Trident®]

U B EES H R,

BT i%i%EKubeNetT 2IPBYCIDR%! "['0.0.0.0/0. ": :

R(BAM), “autoExportPolicy f&
F3 “autoExportPolicy
“autoExportCIDRs i%&I7. Tridentd]
UEDEESH R,

EWHATEN—HEE JSON B ™
RIARE

EFIHIFHH Baseb4 {RiZ{E, A
FEFIEBNEHIEIE

EPinE A% HH Base64 Jwi3
B, BTFETFIEPNEHRIEIE

R{Z1E CA IEFHY Baseb4 4mbI{E,
k. ATETIERRIS ML,

AT &R ERBNSVMBIAF R,
BTFETFRENSHEIE. f

M. vsadmine

AT &R EEBNSVMBE. A
FETFRENS DRI,

E{HAM Storage Virtual Machine  #NR$5ESVMEIELIFNIKAE,

7£ SVM e EFEERANEIZR. trident
SIBRBET A BN, EEMILLSEH.
EEERE— I EIR.

. /0""
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limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

gtreesPerFlexvol

smbShare

18

WiER

“JE/$8EAmazon FSx for NetApp
ONTAP, *f2{££a9F0 "vsadmin' R
BEATridenttC RESERBERHF
?éHiﬁﬁf‘E%‘JFﬁ%E’\] “fsxadmin' 4%

WMRIBERNERNBIUE. WA
BRI, ItIh. EEMRSBIE Nqgtrees
#FlexVol volumeBHIBHEN K/ E
fR. #FHRIEMATFEEX S
NLUN “qgtreesPerFlexvol fqgtrees
HRAHE

S FlexVol volumeBI B ALUNEUA
TTE[50. 200EEAN. 1XSAN,

PR HPR EERERNIRE.
. BRIEEIEEHITHRIERPRH S
B BEEERE. SWA=EH
{"api": false. "METHO": true}
debugTraceFlagso

NFSEEETHNIE S DFR5IR. &
BREFEERIKubnetes- KA
SIEEEBIAI. BINRTEFMESE
FRARIEREFEFET. N TridentiF[D]
REERFMERREE X PIEE
BUHEHIAT, MREFMERNEE
XAFRRIEEEHEDR. M Trident
SRERBRIKAME LIREER
HEHIRTL,

BCENFSTSMBE LI, FEINEIE
nfs. smb Knulle *IFsMpE
, G ER smbo *ERINEN

:E\ BB NTEENFSEIREN

To

& MFlexVol volumeRJi Aqtrees
. HATE[50. 300EERN

TRl IEE U T ®IZ—:
FMicrosoft EIR{THl & B ONTAP AR
SITREANEMNSMBHEEZRZ TR,
FE RiFTridentt)ESMBHERF
o XFFAmazon FSx for ONTAP/S
im. I BEHENER,

Nl

BER.

' BROAER AR SL5E)

“100”

H}

nfs

"200"

smb-share



aws

credentials

AT EEE ainkc &L

WiER

FBF{&EF ONTAP REST API B9%a7/R
S8, MRIZTEN true, M Trident
B{EFAONTAP REST API 5 [Fiis
TiBE, LINREEE[FHONTAP

9. MANESHRA, Ittsh. FH
FIONTAPER A BN IMBRGAIR
ontap MAER. FIEXNMBE
AILUAEX— vsadmin 23K

cluster-admino

&R LITEAWS FSx for ONTAPEYER
BEXHPEEULTRE: -
fsxFilesystemID: f8EAWS
FSXXHRZMID, - apiRegion
: AWS APIXIE&ZHR, - apikey

. AWS APIZ$H, - secretKey

: AWSE$R,

FEEBEFEITAWSHKIL EIEgEH
BIFSx SVMER, - name: %A
#IAmazonZiEZFR(ARN). HAFE
ESVMBYERE, - type: REN
awsarn, BRIFMERE. B "
BIBAWSHIZEIERZIR" o

Nl

false

mnmn
mn

mn

1R ATEEC B 2R 9 X LR TUE HIFAIARCE defaults. BXTHI, BEEMUTEETA

S
spaceAllocation
spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

snapshotReserve

L]

LUN BY==al 3 Ec

TEMERI; "T"(FE)X"E"(F)
E(FEFRY Snapshot &

ERNOIENESER QoS &,
RS NMEE M SRR qosPolicy
Z{adaptiveQosPolicyZ—, ¥§QoS
FIRA S TridentESERTERE
FIONTAP 9™8ZX E kv A, &N {sE
BIFHEZQoSHERAE. HHARILE
BRASINAFEIHSE. T
ZQoSHIRARIFAE TIEAEHM
SEMETHE LR,

ZNOIENEDEHBIEN QoS 3R
B&2H, EEENFEBEER
BJqosPolicyZ{adaptiveQosPolicy Z
—, A% ontap-nas-economy.

ARER"0"FREER DL

E/NIN
true
none

none

R snapshotPolicy A “none
, elSe“”
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
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https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html
https://docs.aws.amazon.com/secretsmanager/latest/userguide/create_secret.html

28 WiER BRIA

splitOnClone Bl fERY, MERXERIFDZ7TME false
encryption 5 LIS ANetAppBINE(NVE)  false

; BRAA falseo, EfERILEIN,
WAITEEEEE FIR1E NVE BRI H B
A NVE ., WIRERIRREATNAE.
METridentP R ENEAEE KB
HENAE, EXFAEE, B2

: "Tridentd1{Al SNVEFINAEER & 15

"
(o}

luksEncryption BELUKSINZ, 1&2: "EMLInux "
F—RFITE (LUKS)"s XSAN,

tieringPolicy EFEHNBESEEE none

unixPermissions FEMNER, X FSMBERE N "
To

securityStyle HENZLER, NFSF ‘mixed” NFSERIAMEN unixo SMBERIAER
M unix Z2iRe SMBXZHF ntfso

‘mixed # “ntfs' ZLIERo

HEHILESMBS
E&o] LUE B IRsIIZEFAEC B SMB% ontap-nas. SEM AT ELZHI. ONTAP SANFINASIRGHFZF SR

Feazai
EFERRIEFAEESMBEZH]. ontap-nas & TUH E LA T 14,
* — P Kubernetes&EEE. EFBEE—MLinuxiZzhlgs T a2 U KRE/D—"1EITWindows Server 20198YWindows T
ET &, Trident{XZ1FEFZE|WindowsT &2 _EiZ{THIPodBISMB%,

* E/b—/E&Active DirectoryE3E TridentZ i, E£MZHH smbcreds:

kubectl create secret generic smbcreds --from-literal username=user

-—from-literal password='password'

* EEEAWindowsARSZHICSIHLIE, ERLE csi-proxy, 1BER"GitHub: CSHMYIE"S 7 #27EWindows EiEfT
AYKubornetes"GitHub: & FWindowsFICSIIE" 1 mo

TR

1. BIEESMBHE, EaILUBE U TRMARZ—EIESMBEER AR FMA"Microsoft BEIRITHI & "HEX ¥k
BRI EAONTAPSTITRE. EEFAONTAP s {TRECIESMBHEE. EHITUTIRE:

a. MBEKE, AHELIRERBEEW.

‘vserver cifs share create MYRERNEHXLZHHEKNE-
pathiBIMHFIEERIKER. NRIBEREREE, WS RERK.
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https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://docs.netapp.com/zh-cn/trident-2502/trident-reco/security-reco.html#Use-Linux-Unified-Key-Setup-(LUKS)
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/kubernetes-csi/csi-proxy
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://github.com/Azure/aks-engine/blob/master/docs/topics/csi-proxy-windows.md
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console
https://learn.microsoft.com/en-us/troubleshoot/windows-server/system-management-components/what-is-microsoft-management-console

b. B 5IEESVMEELHNSMBHE

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

C BIIRREIRHEE:

vserver cifs share show -share-name share name

() BxmmrmEs. HS000E SVB £,

2. pliEEmEN. HTEEBEUTHRBLUIEESMBE, BXFIEFS for ONTAPEIRELEAIME L, BEH"EH
FONTAP BYFSXED & &I A= F",

=¥ iER BNl

smbShare eI EU &z —: fF smb-share
FMicrosoft E IRz H| 8 ONTAP
mRITRELIENSMBEENZ
R HE A Tridentt| ESMBH=E
BZ R, *tFAmazon FSx for
ONTAP/Gifm. UMWEHENERN

nasType *WIIEE N smb MR AE, MEX smb
iA?U nfso

securityStyle HENZLER, WFSMBE, % 'ntfs'Z "mixed SMB%
KB N ntfs F “mixed,

unixPermissions HEMNER, WMFSMBE. K ™
o

AeEFfEsSFPVC

Ao EKubnetes StorageClassWRHEIZRFMEE. ISR TridenttlAIElES. SIE—MER
B A& IKubernetes StorageClass3KigKPVIA R ERK A M EBIFK(PVC). AE. &0
L/(:l_.fPVj::l:ﬁ IJPODO

BIRTFEMEZ,

fit EKubnetes StorageClass &

https://kubernetes.io/docs/concepts/storage/storage-classes/ ["Kubnetes

Storageclasssd'%"A BTridenttMiR AT ZENERERER. HiERTridentAELES. U0
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

EIEAWS BottlerE 4 LEEENFS3%E. BERFAE AN "mountOptions™ EIFFf#E:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:

- nfsvers=3
- nolock

%

BXREFERNASHMEBHZE LTSI TridenttNA Bl EEMIEH(EE PersistentVolumeClaim, 1BE
I"Kubernetes 1 Trident 3} &",

\

Bl

g
1. XE—1Kubbernetes¥&R. Eitb. iEER kubectl 7TEKubbernetesF8IEE,

kubectl create -f storage-class-ontapnas.yaml

2. I7x, KubernetesHTridentd &N B —N*BASIC —Csi*12fi&3E, HHTrident B &GS,

kubectl get sc basic-csi
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NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

BIZPVC
A "PersigentVolumeClaim" (PVC)2giE KA n & EHIX AL,

BILURPVCECE MIERIFEAR/NNFMEEIARIER, @i 2 XEkRStorageClass, SEEFEIEG B LUEHIRIRT
RoERIHER (BN RESAR S5 4R 5!)o

SIEPVCIE. ERILUGEHEHEIPodH,

AN

PerfsentVolume R {§li5 &

RGBS X4 2R T 5StorageClass X B£HY10gifIE APV basic-csio

apiVersion: vl
kind: PersistentVolume
metadata:
name: pv-storage
labels:
type: local
spec:
storageClassName: ontap-gold
capacity:
storage: 10Gi
accessModes:
- ReadWriteMany
hostPath:
path: "/my/host/path"
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PersentVolumeClaim:R{5i&E %

XERAIRRT BARPVCERE LT,

PVC. El#Arwx
LRBIERT — 1 EBEwxiERIERNEZRPVC, ZPVC5® B StorageClasskBX basic-csio

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

X FNVMe/TCPHYPVC

R T BB rwxihiai R E 5 & HJStorageClass X EXFINVMe/TCPRIEZAPVC protection-
goldo

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteMany
resources:

requests:

storage: 300Mi

storageClassName: protection-gold

BIZEPVAIPVC

PTIE
1. 8E PVC,

kubectl create -f pvc.yaml
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2 g.[ 1.|-.E PVC'{k/p\o

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

BXREFEXRUNAISHSHZ B LTI TridenttI{A B E HRIEHME B PersistentVolumeClaim. A
"Kubernetes #0 Trident %",

TridentE 4%
XS FORTE T NEAWLE Trident BEIEMNEMEMRE B L EXE NS,

B BN & fLE JEK ZHF
R string HDD , B&, Pool B8 &1ILER EEMNEEE  ontap-nas ,
SSD N, BER ontap-nas-
ANED economy. ontap-

nas-flexgroup ,

ontap-san ,
solidfire-san
[i=e string faE, E Pool Z#FILECE fEEMECESE  Thick: All
A& ONTAP ; Thin
. All ONTAP &
solidfire-san
[aimzEE string ontap-nas METFLEEY {5EFm FRrE K EhizRF
« ontap-nas- )=y
economy. ontap-
nas-flexgroup
. ontap-san
. solidfire-san
. GCP-CVS
« azure-netapp-
files. ontap-san-
economy.
snapshots A true false Pool XFEAR BRETHREN%E ontap-nas,
RS ontap-san ,
solidfire-san ,
gcp-cvs
fE it true false Pool #ffE%E BHATRMENE ontap-nas,
ontap-san ,
solidfire-san ,
gcp-cvs
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B N & LE ERK SH
= A true false MZFFINESE BEEBMZENE  ontap-nas ,

ontap-nas-
economy-.
ontap-nas-
flexgroups ,
ontap-san

IOPS RER IEEEEY Pool REFSRIELE BRIEXLE IOPS solidfire-san
SEEINAY I0PS

' ONTAP Select AR HF

B RAIN AR

BIEFMERFMPVCE. ERILUEPVIERE|Pod, A5 T RPVEZEIPODRYRAIaG<
MECE,

p
1. BEHEHEIPodH,

kubectl create -f pv-pod.yaml
UTREIZERT RPVCIEZIIPODMERIE: EARE:

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: pv-storage
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@ En] DU S #HE kubectl get pod —--watcho

2. BiFERREHEHEL /my/mount /pathe

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc ae45ed05 3ace 4e7c_ 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

WE. BRI LUMFRPod, Pod AREFRABEE. EERRE.

kubectl delete pod pv-pod

TEKSEEF A E Trident EKSHNZEIN

NetApp Tridentf&i{t, T Kubelnetes®3i& FlFNetApp ONTAPHJAmazon FSxTZEEIE. fEFF
AANRHMEEREB LT T THNERFIE, NetApp Trident EKSINE N BIERIFTNLZ £
HEFMEIREE. HE@IAWSKIE. B5Amazon EKSECEER, BEEKSHNEDN.
Eo UL ffRAmazon EKSEEBREIRTE. HRLRE, IEMNEMINEPFIENTE

==1

ARSI
EECEIERTAWS EKSHTridentiNE 2 /. IFHRHE LA F5HRMA:

* BEFERAMEINMANRRAIAMazon EKSEEEIKF, 1581# "Amazon EKSHI NI,
* AWSITAWS Marketplace IR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMIZ¢E!: Amazon ARM 2 (AL2_x86_64)8Amazon Linux 2 ARM (AL2_AMAZON_64)
* TERE AMDZ{ARM
* IABAmazon FSx for NetApp ONTAPX {4 & 4;

p

1. IBEHEIZIAMABFIAWSEFH. LIFEEKS PodaEiSihIRIAWSE R, BxinE, ESR"SIZEIAMARE
FMAWSHLZZ",

2. 7£EKS Kubernetes& 8% £. SAEIINEF I LI,
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tri-env-eks

@ ( Delete cluster ) ( Upgrade version )

[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more

information, see the pricing page [7.

Upgrade now J

¥ Cluster info it

Status

@ Active

Cluster health issues

@0

Overview Resources Compute

Kubernetes version  info
1.30

Upgrade insights

@0

Networking Add-ons

Support period

@ Standard support until July 28, 2025

Provider
EKS

Access Observability Update history Tags

{ (@ New versions are available for 1 add-on.

Add-ons (3) info

View details

) ( Edit ) ( Remove )

[ Q, Find add-on

] [Any categ... ¥ ] [ Anystatus ¥ ] 3 matches

3. B E|*AWS Marketplace i I *Hi%E+E_storage_ 51,

4. #3*Next* NetApp TridentF £ TridentiE RIS IEIE, FAGEE*Next*,

AWS Marketplace add-ons (1)

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q, Find add-on

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Anypricing model ¥ }( Clear filters )

NetApp, Inc. X

I NetApp NetApp Trident

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and

administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for org; ing efficient contai
Category Listed by
storage NetApp, Inc. [2

o EFEFRTEBIMI AR AR S,

28

Supported versions
1.31, 1.30, 1.29, 1.28,
1.27,1.26, 1.25, 1.24,
1.23

d storage workflows. Product details [?

Pricing starting at
View pricing details [

Cancel




MNetApp Trident Remove add-on
Listed by Category Status
I NetApp storage (Z) Ready to install

You're subscribed to this software View subscription X

You can view the terms and pricing details for this product or choose
another offer if ane is available.

Version

Select the version for this add-on,

[ v24.10.0-eksbuild.1 - |

Select 1AM role

Select an |AM role to use with this add-on. To create a new custom role, follow the instructions in the Amazon EKS User Guide [,

v -]

c |

¥ Optional configuration settings

Cancel

6. EREMT S HAMIAMEA BIEIR,

| ]
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Review and add
Step 1: Select add-ons

Selected add-ons (1)

L Q Find add-on | 1
Add-on name & Type v Status
netapp_trident-operator storage @ Ready to install

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

Add-on name A Version v IAM role for service account (IRSA)

netapp_trident-operator v24.10.0-eksbuild.1 Mot set

EKS Pod Identity (0)

Add-on name A IAM role [3 v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

Cancel [ Previous H_Mr_j

7. BEMWMEEER, FHEEE HDPNREESHRBENEE L—F (P R1)PE)ENro-am, ERZFX
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LT

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'"

NRIENPRFE R FEFBE. WA LUERAAmazon EKSHIINg BB SZILE MINHRI—

@ HEMEE. WRABALED. HESIEREFE IR, MHEEFRW. ErRILUERE
BRRYEEIRE S RARRPIE, TERFRIETZ A, BifRAmazon EKSHINA M RERET
BITEEMEE,



¥ Optional configuration settings

Add-on configuration schema
Refer to the JSON schema below. The configuration values entered in the code editor will be validated against this schema.

(VL TRV IV U St ¥

"examples": [
{
"cloudIdentity": ""
1
15

"properties”: {

"cloudIdentity": {
"defoult": "",
"examples": [
1,
"title": "The cloudIdentity Schema",
"type": "string”

}

Configuration values  Info
Specify any additional JSON or YAML configurations that should be applied to the add-on.

iv {
"cloudIdentity”: "'eks.omazonaws.com/role-arn: arn:aws:iam
: 1186785786363 : role/tri-env-eks—trident-controller-rolel' "

s i =
9. I MNBINAVREZE /9_Active_.

Add-ons (1) View details Edit Remove
L Q netapp X } L Any categ... ¥ J [ Any status ¥ | 1 match 1
NNetapp  NetApp Trident o

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let yaur pers and administrators focus on application FSx for

ONTAF flexibility, ity, and integrat ilities make it the ideal chaice for organizations seeking efficient containerized starage warkflows. Product details [

Category Status Version EKS Pod Identity 1AM role for service account

storage @ Active v24.10.0-eksbuild.1 - (IRSA)

Not set
Listed by

NetApp, Inc. [3

10. BT LTRSS UG IETridente B B IE 1T ER L
kubectl get pods -n trident

1. SRR BHEEFMER. GXE8, BN EEFHER

FERGSITRETEMEE Trident EKSHNEIN

FERHSITRELZZENetApp Trident EKSHNE I :

RS LEE Trident EKSHNZEIN:
eksctl create addon --cluster clusterName --name netapp trident-operator
—-—version v25.02.1-eksbuild.l(fEREBIRZA)

EABSITHRENENetApp Trident EKSHNEIA :
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T e SIS ENE Trident EKSANELIN :

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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FHIRFARIBIN EE BT ERABE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
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