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* NetApp£ SAN [%%5l (ASA)

* £ NetApp T2 3B R3ZHF FIE1T ONTAP hiRABYZSH FAS. AFF 3K ASAr2 (iSCSI. NVMe/TCP #1 FC
) o BBE "RIFhRA S

* NetApp HCI/Element 34 11 {E SR

Trident¥t KubeVirt 1 OpenShift FEi} kAL 5

ST EIREHIZE
Tridentz3F LA &R T KubeVirt 1 OpenShift EEIXLFIONTAPIKEHTERE :

e ontap-nas
* ontap-nas-economy

* ontap-san (EF TCP #9iSCSI. FCP. NVMe)
* ontap-san-economy ({XfR iSCSI)

FEEZENER:

* EEEEUEEAS fsType S8k (flg: fsType: "ext4" £ OpenShift EEINLIFER, WRFBE, iBHF
BUTAHARERISEZTERAAMELEEL: volumeMode=Block' 2% "dataVolumeTemplates i@ CDI ¢l
BIREIES

* RIFEIRCHIZEFHI RWX iia)#E=C: ontap-san (iSCSI. NVMe/TCP. FC) # ontap-san-economy (iSCSI) 3K
ShRZF Nz #F volumeMode: Block” ([RIAIKE) » W FXLEVIKIE, fstype HFERUBRKIZKEIRIE
He, EFTEERZEH.

* WFFE RWX RRARIRENERS TIERIE, ZFUTAHSE:
> NFS+ volumeMode=Filesystem
° iSCSI+ volumeMode=Block (RIBI&E)
° NVMe/TCP + volumeMode=Block (RIAIEE)

° FC+ volumeMode=Block (BRI8I&%)

TRELE T HhRASTridentfR HAVZHEER E 3211 Kubernetes k7S,

Ihee Kubernetes hixZs EEREFGE?
Trident 1.27 -1.34 &
% Snapshot 1.27 - 1.34 =
PVC RBBRIE 1.27-1.34 =
iSCSI PV AZEE K/ 1.27-1.34 =
ONTAPIX A CHAP 1.27 - 1.34 =
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IhRE Kubernetes hRZs

S OKE 1.27-1.34
TridentiR{ER 1.27-1.34
CSI#Rth 1.27-1.34

MBI ENIRIER S

FEREREIG?

a
=]

iy

17|

BATrdentE AHREXIFHTERIERS, EEMUTRERFAILUIERTE:

* OpenShift A28 & 7E AMD64 #1 ARM64 214 £ 2 1F#Y Red Hat Enterprise Linux CoreOS (RHCOS) k7
* Red Hat Enterprise Linux (RHEL) 8 xSk, X#F AMD64 F1 ARM64 2214

@ NVMe/TCP =& RHEL 9 s{ @RS,

* Ubuntu 22.04 LTS S ESHRZA, £#F AMD64 1 ARM64 2214

* Windows Server 2022

* SUSE Linux Enterprise Server (SLES) 15 {E & kR4

BINMERT, TridentfEB2HE1T, EULAIUATEEM Linux TEN R EIE1T. B, XETEARTEZMREBME
FAFRE NFS P imak iSCSI RiEIZFEE TridentiRtrVE, AAREURTEFERANGIR.

X “tridentct! ZSE BIERF WM A E_EIRMEM Linux Z1ThR EI1E1T.

ENECE

Kubernetes S£8¥PBIFE LT R MRESERIEN Pod EEENE. BEEIETR, EUIIRIEFMERE)

2R %3 NFS. iSCSI 8 NVMe TH,

TEELFTR"

FERREE

TridentA] SEREXNFHEARHITEN, EiRECETEERTE,

WEEH
TridentEO
TridentBEEiH A E ik O A BE#H1T81(E.

"Trident’®&["
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A EREGIAEN M Kubernetes hiZs

FHFYIERBELRE, UTHRELZRETridentFTENRSERHERESE, FH tridentctl images’ B FRIEFIE A28
BYIRMNBS,

Trident 25.06.2 FREEM B 2 H &

Kubernetes hRZs NBE%
v1.27.0. v1.28.0. v1.29.0. v1.30.0. v1.31.0. v1.32 » docker.io/netapp/trident:25.06.2
.0. v1.33.0. v1.34.0 .

docker.io/netapp/trident-autosupport:25.06

* registry.k8s.io/sig-storage/csi-provisioner:v5.2.0
* registry.k8s.io/sig-storage/csi-attacher:v4.8.1

* registry.k8s.io/sig-storage/csi-resizer:v1.13.2

* registry.k8s.io/sig-storage/csi-snapshotter:v8.2.1

* registry.k8s.io/sig-storage/csi-node-driver-
registrar:v2.13.0

* docker.io/netapp/trident-operator:25.06.2 (RJiZ)

Trident 25.06 FTEN B RE

Kubernetes hZx BaBE&
v1.27.0. v1.28.0. v1.29.0. v1.30.0. v1.31.0. v1.32 * docker.io/netapp/trident:25.06.0
.0. v1.33.0. v1.34.0 .

docker.io/netapp/trident-autosupport:25.06

* registry.k8s.io/sig-storage/csi-provisioner:v5.2.0
* registry.k8s.io/sig-storage/csi-attacher:v4.8.1

* registry.k8s.io/sig-storage/csi-resizer:v1.13.2

* registry.k8s.io/sig-storage/csi-snapshotter:v8.2.1

* registry.k8s.io/sig-storage/csi-node-driver-
registrar:v2.13.0

* docker.io/netapp/trident-operator:25.06.0 (&]%)
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Z&ETrident
EATridenti2{ER I TZE

{5 tridentctl 23

£ OpenShift I\ JEIR{E 7 iH]

4

T

dx
=
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{EATrident

HEETFTR

Kubernetes S£E£FAVFRA TIET m &N TBESIEE IS Pod ELEME, BAERZTET R
, IR TIRIEFMEIREIFEFE 3 NFS. iSCSI. NVMe/TCP 8¢ FC T &,

EEFESIERNTA

MREERNRLZMIREIIER, NN LEFAEIREFFAFENTIE, &#hk4H Red Hat Enterprise Linux
CoreOS (RHCOS) FHUARETXLET A,

NFS TH

"ZEE NFS TE"WNREIETEFER: ontap-nas, ontap-nas-economy, ontap-nas-flexgroup ,
azure-netapp-files , gcp-cvso

iSCSI TR
"Z%E SCSI TE"WREIEEMFER: ontap-san, ontap-san-economy, solidfire-sano

NVMe TH

"4 NVMe TE"WMRIRIEEREF ontap-san’ B TFETF TCP WIESZ K MEF#EIIEREO (NVMe) (NVMe/TCP)
TdJ‘-BZo

@ NetApp#Ei¥ NVMe/TCP fEFONTAP 9.12 S E S kR4,

B HATIEE (FC) #1T SCSI T A
BBR'ECE FC 7 FC-NVMe SAN EA18975 72" BXECE FC 1 FC-NVMe SAN EHIHNEZE LS.

"Z%E FC TE"WMR{REE[ER ontap-san A sanType “fcp (BEYLLFEERFHIT SCSIBEE) o

FEEEEMNES: * OpenShift fll KubeVirt I8 35@:d FC #17 SCSI i@f5. * Docker F3zi¥ilid FC &4
SCSl, *iSCSI BRINAERERFET FC B SCSl,

TRIRE A
Trident2 =18 Bapt@ N T 22 & A LUB1T iSCSI 3¢ NFS fRS.

@ TRARS AIMINEER LURGIE R MBVARSS, EFRERIEARSEEER. Rz, RRIMRSH R
IEEEH—ESRM,

EIE s
Trident2 AT REIBEMH, LURIERIMARS. BEEXEEM, 1BIE1T!

kubectl get event -A --field-selector involvedObject.name=<Kubernetes node

name>
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EEERIAARSS
TridentiRF TridentT 52 CR L& 1M N RBANKRS. BEEFELAUMBRS, Bi81T:

tridentctl get node -o wide -n <Trident namespace>

NFS%
EEEATFERERANGSORE NFS TR, HENFSIREER AR,

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D =ENFSTABBRIFSA, LBLLEEMNTIERETE M,

iSCSI &

Tridenta] LB EhEEIL iISCSI i, i LUN. AMZREFIEE. RAVIEEHBEEEH T pod F,
iSCSIE/IREN

JFTFONTAPRS:, TridentEHDHIEIT—/X ISCSI BRIFZER, L.

1. *HAE*FrEERY iISCSI KTEIREF HFIRY iSCSI KI1ERE,

2. BIEERES YaPRS#HTIE, UMEZTEHITHIEE, TridentffiE LB M IR AR AR FITIEE,

3. ITWEMEE, FHAIH iISCSI 2IEREME EIFFER iSCSI R1ERT.
@ BRUESINHEEMTF...... ‘trident-main’ 482 Daemonset pod LA, BEEEFEHE, XA

%8 “debug ETridentZZE I 2RI E 9 “true’s
Trident iISCSI B9 B RIThAE BT LARE BAFRRA |
* ML EZN S e H IS HA AR iISCSI 2iF. MNRBEELHE, Trident=E[FEoM, RAEIH
HEMSIIPEILEE,

BIN, ARAEHERHIS EIINT CHAP B9, HEMAKIIEE, WIRM (IHH) CHAP
() =HETRARETR. BRNEATLIRRX—A, HEHERT AR B0
CHAP Z%H,
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* BR/biSCSI &iF
* ER/D LUN

HETridentZ HIEEZENES

* MRERENTIREY igroup (T 23.04+ 15| N\) , N iSCSI BRIIEERBE) SCSI B4 LFBIRER
SCSI Efffafd.

* INRNERREIHTEER igroup (B 23.04 IRAEEFA) , N iSCSI BRLIEEEEE) SCSI EffAH, UE
¥ SCSI &4k ERY#AL] LUN IDo

* WNREIERT 24 igroup F/EHRLR igroup, iISCSI BRITNEESB5h SCSI A, UE SCSI &4k
B9KEHE LUN ID,

it iscsI TR
FERERT IR ERFNMSRE ISCSI T,
FFHaz Al
* Kubernetes 8 HHE N R& A NE— 1 HE—R IQN, XE2HNEMFIIRFZH,

* WNRMHEA RHCOS 4.5 B ShRAs, siEHfMS RHEL %A8 Linux X1ThR, MIEEHITIU TR E:
solidfire-san WFIRENFEFEMELlenent 05 12.5 KERA, EHIFRE cuar BHBIFEXISE
59 MD5, “/etc/iscsi/iscsid.conf Element 12.7 125 & FIPS t7/ER CHAP 245 % SHA1
. SHA-256 #1 SHA3-256,

sudo sed -i 's/"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* Y{FEMAIE1T RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) H#%H iSCSI PV (WL {ETimft, iBEE
“discard" StorageClass FHJ mountOption FAFHITARBET BB, SF "4IIESHY",

* BRREEAREZFIRA. multipath-toolso
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. JFH0E iscsi-initiator-utils hRZS 2779 6.2.0.874-2.el7 EShRZA:
rpm -gq iscsi-initiator-utils
3. BRwARIRENFE:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZRE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ R /etc/multipath.conf @& ° find multipaths no’ T
“defaultso

5. HafR “iscsid A “multipathd IE7E3E1T:
sudo systemctl enable --now iscsid multipathd
6. ERAFB5 iscsi:

sudo systemctl enable --now iscsi

Ubuntu
1. REMTRARGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. A open-iscsi lRZASEE /I 2.0.874-5ubuntu2.10 SEEAkZA (GEFATF bionic) BX 2.0.874-
7.1ubuntu6.1 S EEHRAS GERBTF focal) :
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dpkg -1 open-iscsi
3. BRwARIRENFE:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf
4. BHEZRKE:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EQF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D R /etc/multipath.conf B& "find multipaths no £ FE
“defaultso

S. H41R “open-iscsi'# ] “multipath-tools’ BB BH IE1EiETT:

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

(D 3FF Ubuntu 18.04, BRI o< RKIMBIrmO: iscsiadm FFIaZ A1 open-
iscsi' B iISCS| SFHP#HIE, BB LUMEER tiscsi BRSBEEN tiscsid” B Ehil,

FCEEZE A isCSI B/
&R LARCE LA R Trident iISCSI BRUZEREE L HANRIE:

* iSCSI HREIRR: #E iSCSI BRIAMAIME FUAME: 5 2% o M LLETIRERVN BT RIEMIET
R, NEBIRERANBFRERBITMER,

@ ¥ isCSI BRIEFRIREN 0 F¥e2fFLE iSCSI BT, HITFRINEA iSCSI BRThEE; BB
£ iSCS| BERRET AR TFEth TR B8RS, A NERZINEE.

* iISCSI BRFFAYE]: HE iISCSI BREEHEMERNZIEAZHBRER ZAIFHNNE GUNME: 72
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W) . BRAILRKEEENEANHNT, UWERBRIAFRRIIETIHZMSFTHERNE, ARBRAE
MER; HELBENENNHT, UEEREHFENER,

fie
ERIEEN ISCSI BRIEE, BERUTSE iscsiSelfHealinglnterval #
“iscsiSelfHealingWaitTime Helm % #£5% Helm EHHRE]HIS %K,
LUTRIR iSCSI BEREIFRIZE N 3 28, BUEFNEIZEN 6 2
helm install trident trident-operator-100.2506.0.tgz --set

iscsiSelfHealingInterval=3m0s --set iscsiSelfHealingWaitTime=6m0Os -n
trident

=X

EffENEN ISCSI BRIKE, BHEUTSE: iscsi-self-healing-interval # “iscsi-self-healing-wait-
timetridentctl R EHTHABINNS L,

TR iSCSI BRUBIRIZE N 3 75, BREFFHENZERN 6 2!

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0Os -n trident

NVMe/TCP &
EREATERMERZNGSRE NVMe TA,

* NVMe FE RHEL 9 X EShRZS,

@ * YNRIEH Kubernetes T RBINIZARAXKIE, HEZHNZRAZE NVMe 346, MEE]
BEEEB T RNARRAESEHRAE S NVMe G BHIRES,

RHEL 9
sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu
sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp
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IIE R

LRTTRE, FRAUTHRIE Kubernetes EBHPHNE M T R ESEABM—HI NQN:

cat /etc/nvme/hostngn

(D TridentfE® T “ctr_device_tmo HH{R NVMe FERSZERUTBI T RMFMEZNME. BIBHUILE,

Bd FC £i#1T SCSI Eix

BEER] UEFAFEE (FC) s TridenttEONTAPR S LER BN SR EH AR
AR

BEE FC FRAB MM migE.

MBIRE

1. FREXBFRZEOR WWPN, 15205 "network interface show" 7 2B %= B.o
2. FRENARHRCH (EH) O WWPN,

BESEHEMNENIRIERALAER,

3. EEAENFBEIRH WWPN £ FC it LR B X,
BXER, BESIRERN IR R I S,
H#1EIES IR TFONTAPSAY :

* "ABERFCOES R igA"

° "BiE FC #1 FC-NVMe SAN A E"
REFCIA
ERSATERMERFNGSREFC TA,

* Y{FEMAIE1T RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) H#H& FC PV B IL{ET =AY, i5IEE
“discard’ StorageClass FHJ mountOption FAFHITAREKT BB, S&F "IIEE",
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi device-mapper-multipath

2. BRAZRE:

sudo mpathconf --enable --with multipathd y --find multipaths n

(:) ffafR /etc/multipath.conf 8% “find multipaths no £ FH
“defaultso

3. H3fR “multipathd  IEfEiE1T:

sudo systemctl enable --now multipathd

Ubuntu
1. REUTRAERMGE:

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. BR%RE:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}

EQOF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

@ ffafR /etc/multipath.conf 8% “find multipaths no £ NHE
“defaultso

3. H31R “multipath-tools’ BB B HIE/EiBT:

sudo systemctl status multipath-tools
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fic&ZAzure NetApp Files/5if
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TEREEE,

Azure NetApp FilesIREHF2FIFAE S

Tridenti2 LA FAzure NetApp FilesTZiEIRchiZF, MUESEEHBE. IFNIERERE: ReadWriteOnce
(RWO). ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

Rhizre iy FEEN  ZERIHEER SENXHRS

azure-netapp-files NFSSMB  Filesystem RwO. ROX. RWX. RW nfs, smb
OP

AEED

* Azure NetApp FilesfREARZH/\F 50 GiB fI%E., RIFKRELR/), Trident=BnhtIE 50GiB BI%,
* Trident{¥ 2 #F £ F3E1T1E Windows T 5= R pod BY SMB %,
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* {#F AKS ZBZER Kubernetes 5&f
* 7£ AKS Kubernetes &8 FEIEHREE B )

* BLEMTrident®3E cloudProvider ‘318 "Azure"o

Tridenti2ER

EEATridenti@{ER %L 3L Trident , 184W4E tridentorchestrator cr.yaml €&
‘cloudProvider ®| “"aAzure", I%0:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

fE

LU RHZETridentEE cloudProvider ERNIETEHFIER] Azure “S$CP

helm install trident trident-operator-100.2506.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

LU REIZETridentH#HTTIEE cloudProvider "Fri2 “Azure:

tridentctl install --cloud-provider="Azure" -n trident

AKS =515

= B19F Kubernetes pod BB {EA TIERAEH B 01T EHIUERIFIR] Azure BIR, MLHREEH
Azure Z1E,

1t Azure FRIB T B NINEE, BOMBEUTHRA!

* {FF AKS ZFZRY Kubernetes &%
* 7£ AKS Kubernetes 58 FECE TEfR #5119 oidc-issuer
* BLEMTridentf3% “cloudProvider 18 “"Azure™ ] "cloudldentity & TEf1 HiAmiR
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TridentiZ{FR
EFATridentiRER R &K Trident , 154R4E tridentorchestrator cr.yaml &E

‘cloudProvider &) “"Azure" HI&E “cloudIdentity F|
‘azure.workload.identity/client-1d: XXXXXXXX—XXXX—XXXKX—XXKXX=XXXKXXXKXKXXXXo

a0

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXxxxxx' # Edit

fE
ERUTIFETEISE cloud-provider (CP) 1 cloud-identity (Cl) #7&HIME :
export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX—=XXXX—
XXRXXXRXXXXXX""

LR RG22 ETridentH#H{TIZE cloudProvider ERAMIBTEFET Azure “scp FIgE
‘cloudIdentity ERAMIETE “scI:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SCI"

<code>tridentcti</code>
BERAUTHETEIRE =gl l =87 nSHE:
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—

XXXXXXXXXXK"

T RBZETridentFH#1TI&E cloud-provider "#7i2 “$CP, # cloud-identity & “$cI:

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident
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NFS # SMB &R
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EREFIER "Azure NetApp Files" [l EE LI TAG:
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@ B HERRE S, XEErNHEN,
* tenantID, clientID, # ‘clientSecret' 7 AKS &8 F{FARASE M, XLZ20%EH,

s AEM, BE"HE: FAzure NetApp FilesBIZRE",
* &k Azure NetApp Files BIFM, BE"Microsoft: 1§ FMZEik4Azure NetApp Files"s
* “subscriptionID 3 B B /& FAzure NetApp FilesIHEERY Azure 1T15,

* tenantID, clientID, # 'clientSecret'3RB"N AR FA"7E Azure Active Directory HHE IFAzure
NetApp FilesARSHI B BINR. N RREFE EMNERUTE—F:

° FrEE R EBERE Azure TIENX",S

o — M EENTMEAE"ITRES(assignableScopes) BIXR{XRETF TridentFrHHINIR. BIEEE
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BEXTTHMERT

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* B “location @EED—N "EHEF MW", EiETrident 22.01hRZs, ‘location' B2 RIREE X HTNEN—
MAEFER, EIHPIEENMEEISE R,

* M Ccloud Identity f8& “client ID M— "HF DT ESD "HIBEIZ 1D
‘azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXX o
AL BRI ANE R
Z0lE SMB &, A EUTRGE:

* Active Directory BEZE H1%E1ZZIAzure NetApp Files, £2&"Microsoft: BlIiEFIEIEAzure NetApp FilesEIE
28M9 Active Directory iE#2",

* —/™ Kubernetes 8%, &&— Linux 1TH28 T 2 E/D—NE1T Windows Server 2022 B Windows T
ER R, TridentXZFEHEEITIE Windows T LB pod BY SMB %,

* EOFE—EE Active Directory EIEHITridentZ A, LAEAzure NetApp FilesAJ LA[E Active Directory i
TEMMIE, £MHME smbcreds:

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'

* BZE 5 Windows BRZHY CSI KIE, EBEIE csi-proxy, IHSE"GitHub: CSHUIE"sFE "GitHub: EHTF
Windows HJ CSI fLIE" @B F1E Windows _iE{THI Kubernetes 15 &,

Azure NetApp Files/SiRED & AR

T f#Azure NetApp Filesfy NFS #1 SMB [GiRECE1E, HEEEE R,
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@ * MNetApp Trident 25.06 ARZAsFFI4,

Azure NetApp Files/Gimtz it A T ECE %D,
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version

storageDriverName

backendName

subscriptionID

tenantID

clientID

clientSecret

servicelLevel

location

resourceGroups

netappAccounts

capacityPools
virtualNetwork

subnet

networkFeatures
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nfsMountOptions

limitVolumeSize

debugTraceFlags

nasType

supportedTopologies

gosType

maxThroughput

D% AAIA

Xt NFS HEHETUHITIRATHl, 3¢ "nfsvers=3"
F SMB %, IIRBERHKBEE, BfE

FA NFS hiR#s 4.1 E3#H%E, BEREU

THRA ‘nfsvers=4 ZLUES D FREHY
HENEDYIRPIEE NFS va. 1, 17

EREX PIRERNEHRNSEE
[EinECE iR B RV HIRT,

MRERNERNATIE, WEE — EUABR TAEHINIT)
BRMo

WPEHERIN EE AN S. 6 TR
F, \{"api": false,

"method": true,

"discovery": true} o, FRIEE

[EEH TR ERRRH R EIF AN E

TiEfE, SNIE/DERLLINEE.

FCE NFS 3% SMB £HIEIE, &I nfs
ﬁ nfs, Smb _Y, {Eo llgjj nu”
TERIABER NFS %o

R 5 i S F A XA X 1551
& BHER, BSH"EMA CSl
o

F QoS KA FEpEFnh, * Bz
Trident 25.06 52 AT 5 k™
KEATFNRAETE, BN

MiB/Fb, Nz FFoh QoS BRE
o * Trident 25.06 F AT b AR

4 MiB/sec

C) BXMEINENEZEE, 1B5518" IAzure NetApp Files&HD B MLSIIEE",

PREBIRAZIR

SNRENE PVC BRIREI RINFIBEM IR, NEIRER TN ARER IMZE XNV ERRMEIR (FR.
RIS, BEM) . WREAIFIRTIEE, TridentFIZRELIZFEIRITAIMB Azure HiR. BERIAEEERT

AENAE,

{f resourceGroups, netappAccounts , capacityPools, virtualNetwork , #0 ‘subnet AJLU{#E

BRI RERMKIEE. KZ

HERTRYWEATERERN, ANEZMAIERLEZMNERER,

X resourceGroups, netappAccounts , #l capacityPools {E@idiEss, AT EARMNERERSINIZEF
BRI BANER, HETUUERAESIEE. T2REBRMEFEUTEI:
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ARt
NetApp/ik

BE

B

<HRE>

<ZIRLA>/<NetApp HF>

<& FLH>/<NetApp MK >/<RE >
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TR LB AR EXFEVE R 2 I U T ETRIZFIRINE R E. % [REE] 7S,

exportRule

snapshotDir
size

unixPermissions

THIERE

EP ZRIA
FERHOMN, “0.0.0.0/0”

“exportRule’ % 7E LLUE S 53 fREY
IPv4 #31ts IPv4 FRIBEREES!
%, ¥XH CIDR &7E. #F SMB
&, IgEEH2A,

=%l .snapshot BEAYR] I IE NFSv4 J3“true”, NFSv3 JJ“false”’s
HENBRIAKRN 100G
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/&

XEREANGIHIE, BIIEE, Trident2XIMECE N EFFIEZEIRZAzure NetApp FilesTz(i#
HINetApplk . BEMMFR, FHEHERBNBMEBEESR—MNEMFN L, ERN nasType & T ‘nfs' R
INEEER, FiRiEN NFS &#H1TEE,

NRIENFF451EAAzure NetApp FilesH#1TRIR, WWECEZIRHAERE, BEKEF, BRENTNENE
REERIMNISEE.

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
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71 AKS EE S

WEIREEEEIE Y subscriptionID, tenantID, clientID, #0 clientSecret 7ZEFRIEE &8
, XLEZAEM,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
— smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
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AKS =515

WEIHFBEEER T tenantID, clientID, # ‘clientSecret 7EFERA=E A, XEEZTHEMN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

BEREBTRERINERSAIEE

WEIFFE S ERETE Azure F “eastus i1 E "Ultra B2, Tridenta BEh &I B PEIRLZEAzure

NetApp FilesBFREFM, HBENEEP—NFHERE— NS,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

53



BEF5) QoS BEMBFIHRHG

EIRECE S EMETE Azure R “eastus’ BB F 5 QoS REMBIAIE. * NetApp Trident 25.06 HHAJ AR

FsE*o

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anft
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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SRECE

e E#H—T 4T ERECEEI RN FM, FEEENRT —EESEERINE,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: "true"
size: 200Gi

unixPermissions: "0777"
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HEIHREEER M XAPENT S EFEL, SEEZSINREMNFHFRENRSES, HEBEE
Kubernetes FREIEZARXLELAITFIELN, XKIFEER. EIUTEATREUTERE D BT

performance o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2



XFRINCE

TridentAI {REXIHM AT AX AN T iR, X “supportedTopologies' thfEiHEC B FRIRATFIRHE N
BIRMIKIEAMX IR, HAEEMNXIEMXIGESNSED Kubernetes & T 52 EAIFRE A XA X

EEMLEL, XEXEHM D KAREFELEF I LURHBNATHERTIR. X TFE&RHERHIKEMNATAKX
FENFEE, TridentZEFMAKEMAIBAXFEIES, BELZER, BSH"EA CSIHAFHS

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

FHEEREX

%l “StorageClass’ EiRE XIgHI B 1EE .

EARAGIE X “parameter.selector 17t

£/ “parameter.selector {RE] LB N RIEE,
EX B Ho

‘StorageClass’ B TFHEEHEM. ZEREBFMEHH
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMBERRHBIE X

P nasType, node-stage-secret-name , #l node-stage-secret-namespace & RILIIEE SMB &EFH i
HFFEM Active Directory Z1E,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

AN

Np & E AR EREH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN ERAFENER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}

@ ‘nasType: smb ffi%ksz1F SMB HMTEE, “nasType: nfs 8 “nasType: null' NFSiZE28,
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SIZEREEX MG, BITUTGR<:!

tridentctl create backend -f <backend-file>

NREWEERY, NEHREEFZRE. ErETETUTaLEEASUBERE:

tridentctl logs

TEERIMHLEEEXGFNREGE, ERIUBXETEIEHS.
Google Cloud NetApp Volumes

At EGoogle Cloud NetApp Volumes/gi#

MIEEAT LUK Google Cloud NetApp VolumesER & A Tridentf 5w, &7 LUEREGoogle
Cloud NetApp Volumes/gimEHiin NFS #1 SMB %,

Google Cloud NetApp VolumesIEEIi2Fi¥1E

TridentiEf#t "google-cloud-netapp-volumes IRchiZF SEEHBS. ZIFHNIARIEINE: ReadWriteOnce
(RWO). ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

Kohizr i BEERN  ZFEFRIREER SR H RS
google-cloud- NFS SMB  Filesystem RwWO. ROX. RWX. RW nfs, smb
netapp-volumes OP

GKE H=&1%

=B {3 Kubernetes pod BES @R EA TEMEH B #HITEHICIERIAIR Google Cloud &R, MELHRHTE
VA Google Cloud &1k,

E7£ Google Cloud FHBEE M INEE, BOMAZUTHRMA!

* {3 GKE ZBER Kubernetes £&%,
* £ GKE &8 LReBE TERERR, HED M EACE GKE TiiERS .
* EHGoogle Cloud NetApp VolumesEIEF (roles/netapp.admin) BB EE X BB GCP RS,

* TridentB&%, EFEHE cloudProvider (JEE‘GCP”) #1 cloudldentity ((&EHHY GCP fRSBKF) - TE
B —MEF
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Tridenti21ER

EFATridentiRER R &K Trident , 154R4E tridentorchestrator cr.yaml &E
‘cloudProvider B “"ccp" HIKE “cloudIdentity E “iam.gke.io/gcp-service-
account: cloudvolumes-admin-sal@mygcpproject.iam.gserviceaccount.come

a0

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "GCP"
cloudIdentity: 'iam.gke.io/gcp-service-account: cloudvolumes-

admin-sal@mygcpproject.iam.gserviceaccount.com'

fE
ERUTIFETEISE cloud-provider (CP) 1 cloud-identity (Cl) #7&HIME :
export CP="GCP"

export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes—-admin-
sa@mygcpproject.iam.gserviceaccount.com""

LU RHIZETridentH#HTIEE cloudProvider ERMMETEFIER ccp “scp HIgE
‘cloudIdentity fEAFIETE SANNOTATION:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SANNOTATION"

<code>tridentcti</code>

BEAUTHREEIRE ~iRftE M =5H HEHE:

export CP="GCP"
export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com'"

U T REZETridentFH#H1TI&RE cloud-provider tRi2 “$CP, # cloud-identity  Zl

" SANNOTATION:

tridentctl install --cloud-provider=S$CP --cloud
-identity="S$ANNOTATION" -n trident
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HEEEZEGoogle Cloud NetApp Volumes/5if

7ZEZ & Google Cloud NetApp VolumesfGimZ B, EEEBMHFRFHEUTEX,

NFS ERISTREH

WNRIEZEE—REAGoogle Cloud NetApp VolumesZEFBVI B R, MEE#HITLVBEEFRKIZEGoogle
Cloud NetApp VolumesHEIE NFS &, &E"HI5ZHI"

B EGoogle Cloud NetApp Volumes/GimZ 8, BHAREEREUTRME:

* BA2&EGoogle Cloud NetApp VolumesBE53HY Google Cloud T, £%£"Google Cloud NetApp Volumes"s
* f&HY Google Cloud tkFIB%S. &F"HEDE"

* #ENetApp Volumes EIEFPRAY Google Cloud fREZ M (roles/netapp.admin) A, &E"H{HHl
hiR SRR ENER",

* GCNVIKFPRIAPIZSAX . 1BEH"CIZARS ik 2 A"
* fiEKt. BEFEMETL

BRUNMENIEE X Google Cloud NetApp Volumes BIIFRITRIIEZEE, 1BEIR: "I&E W Google Cloud
NetApp Volumes BYifIRITR" o

Google Cloud NetApp Volumes/gifHED & &A1=

T f2Google Cloud NetApp VolumesH/SimEC & I H EE B & o

[EiREC & T
B EmERERE T Google Cloud KIFEEE, BEEHMKECIRES, EALUENXEMGEH.

B8 iR E/NIN
version IR 1
storageDriverName FEREHIZEE B TR {8 “storageDriverName’

WIS TE /9“google-cloud-
netapp-volumes”s

backendName (FIik) FiEEHREEX B IREHIZFEZFR + " " + AP
RN —ERD

storagePools BFiEEE 0 BEMEMBAIESE,

projectNumber Google Cloud tKkFPIBE %S . %{ERI7E Google Cloud
1P WL B DUk R,

location Trident@lli®2 GCNV HHY Google Cloud I &, GIEE

X33 Kubernetes ££856Y, FEUTUEBIENS:
“location' AT FE %™ Google Cloud XI5 EiF
ENIEha#,. BXEEhar-E5IN R,
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nfsMountOptions

limitVolumeSize

servicelLevel

labels
network

debugTraceFlags

nasType

supportedTopologies

SHCE T

D%

FF Google Cloud RS~ BY API 2540
netapp.admin B, EE& Google Cloud AR
S FABAXHR Json BAAR (REATBES!
BEIREEEXHF) o X apikKey HMEELUTH

RYSRMENT:
client email,
token uri,

‘type, project id,
client id,

EININ

auth uri,

MRBEBRPVERNKRTFUE, WEEXRK.

FEHNIRSESINETE, XEER flex,

standard , premium,

(& extremeo

ENATENER JSON BnEE

Google Cloud M£8HF GCNV %,

HWIEHERN EFE AR IRS. 51F,
{"api":false, "method":true} . PRIEEIETE
HITHEHRRHE XA A EEME, SNE7EBIL

TIHEs

ECE NFS 8¢ SMB HHEIE, %A nfs,

=fE, REN null WERIAGER NFS %o

KR ERZIFNKFEMXIFETIR, EZES, 58
"= CSI #RFh. Blu:
supportedTopologies:

- topology.kubernetes.io/region:
eastl
topology.kubernetes.io/zone:

a

1R LU HIEAIASECE "defaults’ BOE X HERSD -

%

exportRule

snapshotDir
snapshotReserve

unixPermissions

DU

MENHOMN, BAZLHES S

auth provider x509 cert url
, M client x509 cert urle

Xt NFS HEHETUHI T4 Ho

"nfsvers=3"

) (BUIAER FARRHIHIT

o
‘smb’'@{, nfs
asia-
asia-eastl-
FRIA
“0.0.0.0/0”

BRAY IPv4 #ulEFIER, #ibRTBUMER

HE,
JA18) “.snapshot B®
REBIMENEB DL

NFSv4 Jy“true”, NFSv3 Jg“false’s

HAE Unix SR (4 i)\ ™

o

(EZHINME 0)
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THIERE
UTTRAIRTRTEAREE, HPASHSHEHREBRINE. XRENX GihHxE R,
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/&

XEREANGIHEE, BEXMECE, TridentzZMEEBEIRLEE (I EFGoogle Cloud NetApp
VolumesMIFRETEEM, HEEVBEHMEREETEP—FEM L. ER nasType BT nfs' BMAIREE
M, EEIE R NFS Hi#1TEE,

WRIERNFaERGoogle Cloud NetApp VolumesH#1TE1H, XMECERIERN, BELEF, ERA
BEEENACE N EIREEIMNIEE,
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNCchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jJK3b1l/gqp8B4Kws8zX507Y9m\n
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX50])Y9m\n
XsYgogyxy4zg701lwWgLwGa==\n

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret



SMBEECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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REPVHECE

LEREEEERENERENT ZNEME, EBPUHEUTUEENX: “storage #573. HEFZMLEFAR
FEIARSZRANEMEM, HEBERE Kubernetes FEIRARXLEEFMHERFINEMESEET, SNIFEEER. B
WIFERTFX O RERGMF, Fla0, 7 TEBFIFH performance 15554 “serviceLevel B B FX 53 &
A,

AP LU B — LS A TR EICHIEIAE, HESS T EIERNAINME, T FTERFIFH,
“snapshotReserve #l “exportRule {EIFF B I ERIAE.

BEER, BSREENH

apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/gqp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/gqp8B4Kws82zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
XsYgoegyxy4zg701lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
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auth provider x509 cert url:
https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard

servicelevel: standard

GKE =51

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml
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XFRINCE

TridentAI {REXIHM AT AX AN T iR, X “supportedTopologies' thfEiHEC B FRIRATFIRHE N
BIRMIKIEAMX IR, HAEEMNXIEMXIGESNSED Kubernetes & T 52 EAIFRE A XA X
IREARTE, XLEXIFM D XAREFERF A LURHNATFENTIR, M TFESEIRRHNXKIEMABX

FEMNEES, Trdent2EFMRAKIFMATBXFRIESE, BFEEE, 1B52R"EA CSI A,

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: asia-eastl
servicelLevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-Db

T—SRt4?

IZEREEX S, BITUTH<:

kubectl create -f <backend-file>

ERIFERRTORMY, HETUTHS:

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fdl1£f£f9-b234-477e-88£fd-713913294f65
Bound Success

MR EIHEIERRY, NEHEEFERR, Sl UERUTARERGIR: kubectl get tridentbackendconfig
<backend-name>"IZ1TA T *EFHEUHEREA:

tridentctl logs
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EEENFALUEREXPRERE, ERURRERHBREITEIRM S,

FiEEREX

UTE—TMEZARASR "StorageClass’ LA FImPIERIE Mo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

ER LT RAIE X "parameter.selector 17t

A “parameter.selector {RE] LAAEF PN W RIEE, “StorageClass X"Ei"AFHESL., ZEBEBFE

EXBIF3Ho
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

BEXFEENEZIFAESR, BSR"CIEFEE"

SMBERIRHIE X

P nasType, node-stage-secret-name , #l node-stage-secret-namespace &RILIISTE SMB &FH1g
HFREEHY Active Directory EE. E{a] Active Directory FBF /1S, TICHBERNEIZENIR, & LUBIE

TR R Ho
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iLep R =iE ERE SR E

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

SR EARENEN

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN ERAFENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}

@ ‘nasType: smb ffi%ksz1F SMB HMTEE, “nasType: nfs 8 “nasType: null' NFSiZE28,
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PVCE MRl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi

storageClassName: gcnv-nfs-sc
BIIIE PVC BREHE, BIBITTUTH !

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gcnv-nfs-pvc Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb7%a213 100Gi
RWX gcnv-nfs-sc  1m

79 Google Cloud [Fixft & Cloud Volumes Service

T RUNAME AR MR RGIECE, JENetApp Cloud Volumes Service for Google Cloud B2 &
A TridentZEM Gk,
Google Cloud XEHiEFi¥1E

Tridentigft "gep-cvs IRThiZF SEEHEE. FFRIIAIEIRINE . ReadWriteOnce (RWO). ReadOnlyMany
(ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

IXEhiZF Y BEER S EHIERIER, SENXHRS
gcp-cvs NFS Filesystem RWO. ROX. RWX. RWOP nfs

T f#TridentX Google Cloud Cloud Volumes Service fJ3z3%

Trident®] LATE L F R 2 —H 82 Cloud Volumes Service#s: "Rs5ZEE" .

* CVS-Performance: Trident IERIARRS LR, XM 4EEM MRS LB ZESETMMENE~T(ERNEH,
CVS-Performance fRSSEE Z—FEEHIED, #FHR/N 100 GiB K/NWE, ErILUEREPZ—"=1 RS
"

° standard
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° premium

° extreme

* CVS: CVS iRSZXRBREHRSHIXINAI AN, Btk FERIEFF.

CVS IRSZEBZ—FIRIFIET, ©

EREFENRZITE 1 GB 195, FEUERZAIES 50 1M, FIEEHAEMNETEM ML, ErILIER
Hepz —"mitiRSRa)":

° standardsw

° zoneredundantstandardsw

IR 4

BRBMEA EFHTF Google Cloud BICloud Volumes Service" Rl E LA T A M :

* BACENetApp Cloud Volumes ServicefJ Google Cloud M

* &89 Google Cloud BB RS

* 88 Google Cloud AR5tk “netappcloudvolumes.admin f &
* 1&HICloud Volumes Serviceltk B9 APl ZZEAX {4

[5imEC B T

B RIHEERE T Google Cloud K ES, BEHMXEEIREE, EaILUEXEMFNH.

S8
version
storageDriverName

backendName

storageClass

storagePools

projectNumber

hostProjectNumber

apiRegion

R

R EhIZF IR AR
BE X &M iEEin

FFI8%E CVS IRSEEM IS, £
software iEF cvs PREBFEB, M, Trident
2BEN cvs-Performance PRFEIHE
iu(\hardware) °

L§FECVSHE%¥§EO BFiEEE0IREMBINAIES
%ZXo

Google Cloud tkFIE%S . ZERE Google Cloud
1P Pk B BT E

NREAHE VPC ML, MABIAITLIRE, EXFH
&R, “projectNumber X2—REINE, ME
“hostProjectNumber @@ £ H,

Trident8l/ZCloud Volumes Service®H Google Cloud
Xi%, BJEEXIE Kubernetes E£8E8Y, LU TAIER
EM%: apiRegion AJFHFE %1 Google Cloud X

BT R EEENIEAR. BXENsREEMINE

Fo

BRI
RN 1
"gcp-cvs"

IXEHAIZRF 2R +
BN —E 7

ll_ll + API
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proxyURL

nfsMountOptions

limitVolumeSize

servicelLevel

network

debugTraceFlags

allowedTopologies

SECEIEIN

R ZRIA
FF Google Cloud AR B89 API 248
‘netappcloudvolumes.admin' A, EE& Google

Cloud ARS3HK P FATAHHY JSON AR (REHF
sht EHIE EREEEXHF) o

NRFERIERS A BEEREE CVS tKF, FRMEA
B URL, HIEARSSZZFTLUBHTTPARIE, WaAld
EBHTTPSHIE, XF HTTPS I8, KBKIIEHIIE
» UAFERERSBHPERABEERIED. FHEA
SHIIERRIEARSS 250

Xt NFS HEHETUHI T4 Ho
MRBROERNATUE, WEEKK.

"nfsvers=3"

) (BUABR T ARREIIT

CVS-Performance 3% CVS BRZ &5 (EAFHE) o CVS-Performance FAIAE
CVS-Performance {E standard, premium, 3 R4NEs CVS FIAE
# extreme, CVS {ERE standardsw T{& H“standardsw’
“zoneredundantstandardswe

Google Cloud M%&FFCloud Volumes Service®, “BRIN

HIEHPRI B2 AR S, F1F, TR
\{"api":false, "method":true} ., PRIEMIETE
HITHIEHBRH FE IR AR B TEME, SNIE/7IERALE

Ihie.

ERABXIIAR, &89 StorageClass EX T :
allowedTopologies WMBEMERK, Fl0:

‘- key: topology.kubernetes.io/region

values:

- us-eastl

- europe-westl

1R LU HIZFAIAGECE "defaults’ B & X HERS7 -

exportRule

snapshotDir
snapshotReserve

size

78

TP 2RiA
MENHOMN, HAZLLESS  “0.0.0.0/07
FRHY IPv4 Rtk sy IPv4 FRIRITIR

, A CIDR RTi%.

ihiA] ".snapshot R "false"
REBFMENER DL (&% CVS BiAfE 0)

HERME, CVS-Performance & CVS-Performance ARS3ZEEIERIA
{KERKN 100 GiB, CVS &/\B=E HN“100GiB’s CVS IRBLEIRNSE
79 1GiB, FINME, BEKRED1GIiB,



CVS-Performance IR LR R
LU TFRAIRET CVS-Performance IREZ XA RHIRLE,

w1 =B

X2(EAZIA CVS-Performance IRSZ E B BINITE RS RA R/ NS IREEE,

version: 1

storageDriverName: gcp-cvs

projectNumber: "012345678901"

apiRegion: us-west2

apiKey:
type: service account
project id: my-gcp-project
private key id: <id value>
private key: |

client email: cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com

client id: "123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-

sa%40my—-gcp-project.iam.gserviceaccount.com
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Tl 2 BRSEFECE

LTRBIRT T RIRECE R, BIERSRINMERINE.

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com
proxyURL: http://proxy-server-hostname/
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 10Ti
servicelLevel: premium
defaults:

snapshotDir: 'true'

snapshotReserve: '5'

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

size: 5Ti1i
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T 3 EINCHECE

It RBIER “storage ERE FEAHA] “StorageClasses I6HIRM], BBRH[FELETE N EEEMEENENX
7o

XEABEEMAMSE TIHENIIAE, XEBRIMBERE T snapshotReserve 5%#l exportRule®
ZF 0.0.0.0/00 EBHUHEUTAUEBEENX: storage 253, ENENHEENX T BSHIFN,
‘serviceLevel HEABLEMEEBEIIAME, EBINMIRERTFRIBEUTREEX2MF: “performance’
M “protectione

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
apiRegion: us-west2
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sa@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/ocauth2/auth

token uri: https://ocauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%40my—-gcp-project.iam.gserviceaccount.com
nfsMountOptions: vers=3,proto=tcp,timeo=600
defaults:

snapshotReserve: '5'

exportRule: 0.0.0.0/0
labels:

cloud: gcp
region: us-west2
storage:
- labels:

performance: extreme
protection: extra
servicelevel: extreme
defaults:
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snapshotDir: 'true'

snapshotReserve: '10'
exportRule: 10.0.0.0/24
- labels:

performance: extreme
protection: standard
servicelevel: extreme
- labels:
performance: premium
protection: extra
servicelevel: premium
defaults:
snapshotDir: 'true'
snapshotReserve: '10'
- labels:
performance: premium
protection: standard
servicelevel: premium
- labels:
performance: standard
servicelevel: standard

FHERENX

LUF StorageClass & XERFEIMMECERFI, FF parameters.selector & 0] LA AE1 StorageClass 185 A
FRESNEMT. ZEEAEBMENTE XN S HE,.
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme; protection=extra
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-extreme-standard-protection
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium; protection=standard
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium-extra-protection
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium; protection=extra
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs-premium
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium; protection=standard
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: cvs—-standard
provisioner: csi.trident.netapp.io

parameters:
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selector: performance=standard
allowVolumeExpansion: true
apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: cvs-extra-protection
provisioner: csi.trident.netapp.io
parameters:

selector: protection=extra
allowVolumeExpansion: true

* B EEE(cvs-extreme-extra-protection) BT EIF —MEIM, X2 ——MEEREKEER
TREBAESZ R 10% BITEAE,

* RiE— 1 E#EE(cvs-extra-protection) FAREMEHE 10% REBERBHEMEM, TridentREEZFH N
EA, HBERAEREBESEENR,

CVS Ar353EEIRA

U RAURET CVS IRSZEEMRAIRE,
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w1 KB

X2 FERAREGIRECE storageClass 87 CVS AREZ LB FNERIAE “standardsw ARSE KT,

version: 1
storageDriverName: gcp-cvs
projectNumber: '012345678901"
storageClass: software
apiRegion: us-eastd
apiKey:
type: service account
project id: my-gcp-project
private key id: "<id value>"

private key: |

client email: cloudvolumes-admin-sal@my-gcp-
project.iam.gserviceaccount.com

client id: '123456789012345678901"

auth uri: https://accounts.google.com/o/oauth2/auth

token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs

client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40my-gcp-project.iam.gserviceaccount.com

servicelevel: standardsw
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Tl 2 FiEHECE

IR EimAC B E A “storagePools BR & 77 iE o

version: 1
storageDriverName: gcp-cvs
backendName: gcp-std-so-with-pool
projectNumber: '531265380079'
apiRegion: europe-westl
apiKey:
type: service account
project id: cloud-native-data
private key id: "<id value>"
private key: |-

client email: cloudvolumes-admin-sa@cloud-native-
data.iam.gserviceaccount.com
client id: '107071413297115343396'
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/cloudvolumes—admin-
sa%$40cloud-native-data.iam.gserviceaccount.com
storageClass: software
zone: europe-westl-b
network: default
storagePools:
- 1bc7£380-3314-6005-45e9-c7dc8c2d7509
servicelLevel: Standardsw

T—$Rfta?
SREREEXHE, ETUATHS:

tridentctl create backend -f <backend-file>

NREHIBRRW, NEkicEFER#,. EriBTETU Ta<EEASEUBERR:
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tridentctl logs

EEEAMALEREXHPNREfE, EAIUBRETeIEHRS,
Ao ENetApp HCIZ(SolidFire/5i
T RRANAITE TridentZ &R 6I;2F{E A Element [Fimo

TTERREEFIFE

Tridentigftt “solidfire-san’ B F S5 &£EHBENEMEIKSIIER. ZIFHIHRERE: ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

X “solidfire-san’ TEEIRGIFZEF 235 _XH_F_HR ERR. X TF Filesystem'volumeMode, TridentB|E—1%&
HEBE— I XHFREF. XHFRFLEEH StorageClass 157,

IXThAZF Y EE2ER THEMIFRIEL TN H RS
solidfire-san iISCSI iR RWO. ROX. RWX EBXHZRS, B8
. RWoP I
solidfire-san iSCSI Filesystem RWO, RWOP xfs, ext3,
ext4
Fiazmi

B Element [FinZ A1, EHEEUTAR,

* —MNEHEHEIT Element BHEITFEER S,
* #ENetApp HCI/ SolidFire EBf BB AIAF AR, vILIEEE,
* FiB Kubernetes T{ET &N ZLEMENAY iSCSI TH, &' TEH A EEEE"

[EUmEC B T

BRI TRT BIRIRECEED .

S TP 2N
version B 1
storageDriverName FEIRTHFE R HY 2 FR YRR 2 solidfire-san”
backendName B E X B FiEain "solidfire_" + 7Zfi& (iISCSI) IP #uit
Endpoint FrxdSolidFire5£ 8589 MVIP, B&7H

FEIE
SVIP =fi# (ISCSI) 1P #atHIiHO
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labels

TenantName

InitiatorIFace

UseCHAP

AccessGroups
Types

limitVolumeSize

debugTraceFlags

D%

ENATENER JSON RBIARE

o

EEANEARM (GIREAZN
ellfed)

¥ iSCsI AEMRBIZMNFE EAEO

£ CHAP 3t iSCSI #7515
JE, Tridentff£F CHAP,

EFERA/IGIRLA ID 5k
QoSHISE

RBRBERNESLLE, WE
BRI

BEEHRI EEANIEIHATS. B

i, {"api":false, "method":true}

EININ

1:%ﬁi*y!

true

TR Z A “trident’ B35 10)4BH9 1D

(BB FASREIHIT)

TR

(D) /R debugTraceFlags MG EAE#THIEHIH B BB 4N B 51562,

=5 1: FHECE “solidfire-san’ BB =S EL R IR EHEE

FRBIER T —MER CHAP INENEmRX M, HWN=MMAEBHE QoS RIENEREHITTER, REFEN
BhE, BEXFHEERERENFHNE—T,. 'IOPS FEEEN,
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

il 2: FEEFTFERECE “solidfire-san H A A IREHIZ
WREIERTEE T ISR E XS LR 5 | X E B FESE.

TridentfE EC ERPEFAE P EFERTE EHZIFIREZME LUN. ATHERR, FREEESAIUAS M EINE
XIREE, FRIRENEHTIH,

T FARRRRAIRREXXGS, FMEFENEIRE THERNRIAME, XERIMERET . ‘type' iR, A
MWEUTUEEX: “storage’&fsd. AXMIFH, —LEEFEBIRETBHCHRE, M—EFEBIBSET £
EIZBERFRINME.

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260

TenantName: <tenant>

UseCHAP: true
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Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minTOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: "4"
zone: us-east-la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: "2"
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: "1"

zone: us-east-1d

LUF StorageClass X5 EiREINHIER, #F parameters.selector FE&H, &1 StorageClass 15 E M
LEIMHETTATRES. BRABMEEIMEAREXHNENHHE.

FE—MFEE(solidfire-gold-four FIREEIE—PEM, XM —FIRMHESRIEREATKM,
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‘Volume Type QoS #E®, Ea—NEMEE ("solidfire-silver) IEHEMRHIER4ERNTZEE,
Tridenti§ ATEHEEMERGE, HPEHEEHER,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold; cost=4

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze; cost=2

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=1
fsType: ext4

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
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name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

fsType: ext4d

EREZER

* "&ifia)LE"
ONTAP SAN IXchiEF
ONTAP SAN IXcHiZF#ER

T #RUN{A{EFIONTAPAICloud Volumes ONTAP SAN IRGHF2FEC B ONTAP/G i,

ONTAP SAN IEohiEFi%i5E

Tridenti2 AT SAN ZEIKENEF, AT S5ONTAPEERS, XEFMIREERE: ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

IXohiZF Y BEEREN ZEFHIERIET TR HRSA
ontap-san iISCSI i@id 3R RWO. ROX. RWX. RW TX#ZRS; FIRRIEHE
yeeti@EiEiR oP

& SCSI Ak
&=

73

ontap-san iSCSI i@id Filesystem RwO, RWOP xfs, ext3, extd
ST mEsE
£ scsI ik ROX #1 RWX EX R 4%
5 EEREX T AT A,
ontap-san NVMe/TCP i RWO. ROX. RWX. RW EXHZ#%; [RIGHRISHE
OoP
2
ENVMe/TC
P BEME
BEI,
ontap-san NVMe/TCP Filesystem RWO, RWOP xfs, ext3, extd
= ROX #1 RWX EX R4t
ZNVMe/TC SR TR A,
P BEME
REI,
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REhiZRF X FERIN  FmERN SFERIX RS

ontap-san-economy iSCSI R RWO. ROX. RWX. RW EXHZRL; FRIARIEE
OoP
ontap-san—-economy iSCSI Filesystem RwWO, RWOP xfs, ext3, ext4d

ROX 1 RWX IEX R Z:
EEXA TR A,

* {£F ‘ontap-san-economy X HFitHHEEEREST. ... "2 FHHONTAPE Z[EF]"

* f£/ "ontap-nas-economy X HilitHREFEREST...... "X FHHIONTAPB £ RHI" UK
@ “ontap-san-economy JXShiEFE To A fE A

* {570{EH “ontap-nas-economy MR EFNIHEELIERIP. KEME BN,

* NetApp A EEINFEFFEONTAPIKEIFZFE H{ER Flexvol BfiE, ontap-san fR9b. {ER—Fh
TiBHE, TridentZRMERRBMES, HMERNMIAZ Flexvol BE.

FA PR

TridentfIEALLONTAPE, SVM BIER 55517, BEFERAUTA: admin £EBBEF I "vsadmin'SVM R,
HEEEHEAREBIAMREMAL, T Amazon FSx for NetApp ONTAPERE, TridentZEELIONTAPE
SVM BB R B %7, FEAEE, fsxadmin' A vsadmin'SVM B, SE&EEGHERABEZIAREHN
R, X fsxadmin' BF @SB EEGAFPNERE MR

WNRIRER “limitAggregateUsage EESHMEHEIEANE, H{ERAAmazon FSx for NetApp
@ ONTAP#ITridentBY, “limitAggregateUsage BT A5 "vsadmin'# “fsxadmin' BF K. 40
RIEE IS, BEREREK,

BIAFTLUIIEONTAPHRIFE— P TridentIRshiZF AT LUERBIPR G ERI AR, BERNFENXEFEM, Tridentfy
KZEFRAE S VERENING API, XL APl AN EE, XESARTERBEARS B,

NVMe/TCP FYE{thE Z I
TridentSz I E B IEZ K14 1FE255EEC (NVMe) 11X “ontap-san IREhiEFEIE:
* IPv6
* NVMeERIIRER 72 /£
* A NVMe HBHIA/
* SATETridentyMEROIEERI NVMe &, LUETridentr] UBEEBHE A,
* NVMe[REZRRE
* K8sTI RV XA AR LI XA (24.06)

Trident R 33%:
* NVMe R4 489 DH-HMAC-CHAP

* IREMRGTEE (DM) ZHR1ZE
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* LUKS 1z

@ NVMe {¥3Z3FONTAP REST APIl, A3#F ONTAPI (ZAPI),

HEZAIBGIEONTAP SAN IREHiEF
TR E ONTAP/GIAFIONTAP SAN IRGHFZ RS EIE SR FN B (9 L8F %I,

£

WHFEFBEONTAPRIR, TridentERZE/DE—NMREDEL SVM,

"ASA 2 Z4"SHMONTAPRS (ASA. AFFFIFAS) EfFMEERLIL EBFRARE. EASAr2
() #u9, CREETARMTRES. BERX MIREXE, MENTEASA 2 RAREES
5B SVM.

BiLE, BRAIUETTENRMER, HelZIEERER— IS — PN REFNFEL. Fl, SaIUERE—
“san-dev fEFEZE “ontap-san B4/ “san-default £ 28 “ontap-san-economy —,

Ff Kubernetes TETI S &8P MELEEFENA iISCSI THE, & "E&TETS" THRIFE,

FFONTAP/SI#1T ST
TridentiZ2EFEFHONTAPGIE B I8IF A o

s BT EIE: EEFENERNONTAPHFPHAR ZMNEE, BiIVERTEXNEZEERAR®, HM: admin’
& “vsadmin RS ONTAPHR AR AIZE RS,

* BT Trident®A] IERA L EEFIRAIERSONTAPERE RS, A, FiREXVNEEEF ik
. BIPMZEME CAIER (WIREERA, BIER) B Base64 Fi3{H,

TR UEHRNE R, UWEETFRENAZNETIEBNAEAZE# TR, B2, —RREXF—MHEHREIE
k. BEIREIRNENSMIIES %, ©AMNGHECEFRIFIET %o

@ MREZ AR R EFTENLES, WEHSEFAW, FHIRER, RAEEXHFFREETZD
SRS %o

BRETRENSMHEIE

TridentEE SVM SEE/EESCEEE AN EIEZ SES5ONTAPEmEE. BIERAINERN. FEXNAE, Fiu
. admin BEF vsadmin, XHFAJLUMRSRHKONTAPIAMAIFRS, XERAA S AT —LEINEE AP,
HARRMTridenthRAEH. BAFTUSIREEXREERACHRBHESTrident—iEER, BRENXFM.

[EmE XA TR

94


https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://kb.netapp.com/on-prem/ASAr2/ASAr2_KBs/su_create_by_SVM_admin_using_CLI_fails_with_error_No_candidate_aggregates_are_available_for_storage_services
https://kb.netapp.com/on-prem/ASAr2/ASAr2_KBs/su_create_by_SVM_admin_using_CLI_fails_with_error_No_candidate_aggregates_are_available_for_storage_services
https://kb.netapp.com/on-prem/ASAr2/ASAr2_KBs/su_create_by_SVM_admin_using_CLI_fails_with_error_No_candidate_aggregates_are_available_for_storage_services

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

FAR, BREXEW—UAXAFXEZEERIMA, EiRtIETRE, BFR/Z%EER Base6s #HiT4H
13, HEFEER Kubernetes i, RAERIENFHEHRNAEET EEE, BEit, XB—TXREERNITHVZ
€, B Kubernetes/fZiEEIERHIT.

BRETFIERNSHIIE
MMM ENEHE T UERIEBSONTAPEHEE, BREXFTE=15,

* clientCertificate: & IHIEHAY Base64 fRiS{E,
* clientPrivateKey: XExfA$AHY Base64 4mi3{E.

* trustedCACertificate: {51 CA IEFH Base64 wiSE, MMRFEAZEEN CA, NATIRHEILSE, 0
REBFERAZEEAERMANE, Nel 2RI E,

HANTERZEEU TSR,
p
1. EREFIHIEBMZER. £HE, KBARM (CN) REANZHITEHEIEAONTAPAF,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. [IONTAPEE R INZEEN CAIEH. XAIREELHEFMHEREANET ., MR EHERZEENIERMEH

1, NZBSIERF

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver—-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7ZEONTAPEE LR ERFIRIEBMER CRESRE1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

@ BTtk <5, ONTAP ?ma_'f‘rﬁu)\liEzF.vo FENEH B 1 AERLAY “k8senv.pem XIHERZA, RS
I\ END LATER &3

4. HIAONTAPR 2B RABXF "cert BHRIET %o

security login create -user-or-group-name admin -application ontapi
—authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

5. FAREMMEBHITEMIRIE, i5E < ONTAPEIE LIF> 1 <vserver B> S 9 EIE LIF IP #iikF] SVM

# o

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"7?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. f£F3 Base64 XHIEH. ZIAMRIEERT CAIEH#HITHRID,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. fER - RIBELIRER.
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fosssssssssssscscssssssasososs====
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e I
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

fessmmmmeme== frememesessess==== R
f=mm==== fememema== +

E SIS A BRI E

Vo

ANy

BIUERNERER, WERARNSMHIIES EASRERIE, XMAERWNERY: ERAR2/ZENGER

BILEHAERIES; ERIEBNERIUERANETRP2/EENGR. Jit, SO MERIERES 51T

FEH IR E ML E. AREREERFESHBIEN/ER backend.json XHHKHIT tridentctl

backend updateo
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

RN, FHRERRNAEAENONTAP LAFIEE, FTFREHTERER. RIEH
O B, STNBRENS NES, AREREHABHIED, 2 BHaAONTAPRE HISEE

BiERAIPHRXNEIRENIAR, BASHMZERLNEEER. FinEHMKRIITRATidentA] LIS ONTAP
[EimiE(EH IR KA EIR(Eo

HTridentBIZ2EE X ONTAPAE

TR UEE— T BEARMARIONTAPEEI AR, XEEMALERONTAPEIER A B TridentPHITIRME,
ETrident/eiRECEFE SRR, TridentRERAEEIZRIONTAPER A BRNITIRIE,

BB "TridentBEX AL B XEETridentBEX BEBMNEZEE,
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{EFAONTAP CLI
1. FERUTHSEIENAE:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. ATridentBFEIEARZ:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BABMHNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

ERRAEESS
EONTAPAAEESPHITUTTE:

1. SIREEXAE:
a. BEEHRIIBEEXAR, BEFEE > 1RE
(%) B SVM RQEZBEX AR, BEF EE > FEEM > required svM> 8E >
RRMfAe
b. EF AP MARZANEKEN () .
C. FEABEE R,
d EXAEHN, AERERE
2. BAEMINE TridentF: + EAFPMAE TTE LITUTSE:
a. £ AP R AEE RITERT +o
b. EEFFENARE, ARE AE THREPEZEAR,
C. BERE

BEERIFSHUTIE:

* "ATEEONTAPHEEX AR"HE " EXBEX AR
"SRR DE

{EFAX A CHAP I8iFiEsE

Trident®] LUE AN A CHAP Xf iSCSI 181789 30IE, “ontap-san'# “ontap-san-economy @#l. XEERF
FH "useCHAP G IERE X PHRNDET, i858 7 "true Tridenti$ SVM HIBRIA L CIZFE R LACE WA CHAP,
MEBXEFIGSERAP ZHZ5H. NetAppRINEAXN A CHAP MY HEEHITE AR, ES WU T RIS
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkeslpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ X ‘useCHAP iZEZH 2 — N R/TIET, HEEEfE—R, FRIAEN falsec —BIFHIZE R true,
T EBEHISE N false,

b4 useCHAP=true, X chapInitiatorSecret, chapTargetInitiatorSecret ,

chapTargetUsername , #l chapUsername FERNMBESERIHEN P, SIBRIRE, AILUBTIEITILT
MEYKENFEHE: tridentctl updateo

TRRIE
BT E useCHAP IIRISE N true, NEFEEEGIERTridentiEFiERIRECE CHAP, HPEELUTASA:!

* £SVM_LEIZECHAP:

° 1R SVM WRINEEIRETEXE LT (BUNKRE) *HBE* &P R EFEEMATNLFEELN LUN, Trident=
BERINLZLERIGEN T, CHAP ARMLEEELE CHAP XiEEFMBEItARP & MEH,

° 9N SVM & LUN, TridentiiA=7E SVM LB CHAP, XAFRJLASRYT SVM EETFTERY LUN AY
AR IR

* BCE CHAP RigieFM B RMER; XERTMIERFEEREE W LR o

BimtlETRG, Trident=2RIE—MEMNEIES], tridentbackend CRD 33§ CHAP ZAFIAFR Z1FEN
Kubernetes 230, TridentfEllt/5imEIERIFRE PV #3581 CHAP #{TREMIZER,

WHEIEH EHElR

&R LUBIT T CHAP S8EEH CHAP £38, “backend.json' X, XIGEEEH CHAP ZEAHEH
‘tridentctl update” #5 % R BRIX LE R LKL,

@ Eiffiainm CHAP &Ry, WIfER tridentctl EXT/Fn. B57)fEAONTAP CLI SiONTAPRRE
BREMEFEER LRERE, FAATdentE T AN XLEE R,
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e —— e — e e ettt
t——— R +

MEEERAZEM; WRTridentf SVM EEHEHE, NXLEEEBHRSRINENRS. MEEERERER
TR, MAERBRSRIENRS. MAHEMEZIBNPVIEElEREREHER.

ONTAP SAN Fc & xRl

T RUNEITE TridentZ R0 M A ONTAP SAN IKhiERr, ATiREIRECE R EILUK
5 /5IRMEYE] StorageClasses MIIFAAIE R,

"ASA 2 2" 5HMONTAPER S (ASA. AFFHIFAS) EEEEMEM EBFRE, XETSMmE LS
BEE, IIRHPER, "THREZXFASAR ZAESHMONTAPR A EHIX ",

@ 2% “ontap-san'ASA r2 A IFIRENIZRF (235 iSCSI 1 NVMe/TCP i) o

ETrident/SIHACEF, THRIETEHNARFARASAr2, HEikE ontap-san {ES “storageDriverName Tridentm]
BEhMASA r2 SESRIONTAPR S, I TRFATR, FEFHERESHTERTASAR R4,
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storagePrefi
X

aggregate

R
CHAP BirkiCEZEH, MNREHNIEIN

useCHAP=true

NP &, IMNREMIEIN useCHAP=true
BirAF R, MR ZWE useCHAP=true

FFIRIERHY Base64 fidH. ATFETIERNEMNE

i

P ImTAIARY Base64 fidH. ATFETIERNEHE

IE

Z{S1E CAIETHY Base64 4mbd{E, Plik. AFETIE
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S5ONTAPSEEHBEFMENAFZ. BTFETEIENS
HI83E, B 3% Active Directory BAIIE, i5SH &
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®

Y SVM AR ESEHIEEMES, Trident
= Hohiei SVM #1TEH, MEHE
BTridentiThlgs, HEETridenthECE
BEBRSURELEN, NRZEAWE
mREEH SVM, NERE SVM BE
BY, TridentPBYFIRIE T L BUIR S,
BB REEN N SVM EEENE
&, WERKET2MBR, FeEFFIHR
S

RMIEERATASA 12 245,

103



28 TP BRIA

limitAggrega WRFEAFRBILESLL, MEEXK. NREFEAN  EOAER TAREFINIT)
teUsage ZAmazon FSx for NetApp ONTAP/S %, &7IIERE

limitAggregateUsageo fefHBY fsxadmin #l
‘vsadmin' A E AR LCSFERBERMFERTridentPRE]
ERRINIR. BE7IEERTASAr2 24,

limitVolumes INRBFERVERNAFUIE, WEEXRK. FREIE EOABRTREGIT)
ize BIERY LUN BRIRAK/.

lunsPerFlexv &1 Flexvol BYER A LUN #EM 7T [50, 200] SEEIN 100
ol

debugTraceFl HEHIRIIEERREAIRTS, B0, {"api"false, null
ags "method":true} FRIFIEIEEHITHEHIFH B FEEIFA
BEERME, SNEZERILETS .

useREST {EFFAONTAP REST API B9%fR/REEK, true IEHATFONTAP 9.15.1 TXE
Shr4ds, BN - falseo

"useREST I&EN “true Trident
fEFHONTAP REST API

5RimaBE, HigEN

‘false Tridentf#f ONTAPI (ZAPI)
BRSEmEE. thEEEEoNTAP 9.11.1
NEEMRA, LI, FrfERNONTAPERAR
AR IR R.

‘ontapi M. FIENXIUHE T X—Ro
‘vsadmin M “cluster-admin®

faft, MTrident 24.06 hRZASFIONTAP
9.15.1 HESREFSE,

‘useREST IRBAN “true BHiA; BX
‘useREST %] “false {fF ONTAPI
(zAPI) AR,

‘useREST T2 & NVMe/TCP #rt,

@ NVMe {XZ1HFONTAP REST API, 7%
# ONTAPI (ZAPI)o

MNRIEE, MIBKIGE N true iEHATASAr2 &4:,

sanType BFi%E#E Ciscsi #F iSCSI, ‘nvme iEZAF ‘iscsi MR AT
NVMe/TCP ¢ “fcp” A FE4Fi@i& (FC) LAY SCSl,
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28 TP BRIA

formatOption fEF formatOptions’ A FIBERIEEHRSITEE

s ‘mkfs ZEI L ES AR ENNAE, XEFEEMATLL
RIEECHEFRANEZE, BRRIEES mkfs 5
IR formatOptions, {BAREIFIRFEKIT. Hl0
. “E nodiscard”

% #¥ “ontap-san’#ll “ontap-san-economy’ Xz 3
iISCSI hiXRIIKENFZERF. Lb5h, TEfEF iSCSI Al
NVMe/TCP ¥, ASAr2 24th=32HE,

limitVolumeP fE ontap-san-economy JgimA{ER LUN BYRIIEKRMER  (BRIAER FREEIHIT)
oolSize KFlexVolk/)\,

denyNewVolum PRl “ontap-san-economy [GimBIiEHHIFlexVol&ERE
ePools BT LUN, REFFEER Flexvol A BERFEE
B9 PV,

&£/ formatOptions AYEEIY
TridentiZ2 iR A U T IEDERMNRE I TE:
-E nodiscard:

* RE, FEEHIT mkfs REHEFR (ROEFFRMETIRENHHASEEEFMERERA) . XBATE
FRED K, HEERTFHREXHRS (xfs. ext3 M extd) o

f£F Active Directory EiEM/Gin SVM ik Trident BY &%

&R LABC & TridentLAfEF Active Directory (AD) EEXT gk SVM #1TH4A I, £ AD tKFP eI LAAR SVM 2
gi, SWIELE AD HITHISS RS SVM BUIFIAAIR. X FEM AD KR H#HTEREIE, ENMelEEp
i, 8% "[TONTAPHEZE Active Directory 1= HI28iH10)" T #H¥ B,

Pz
1. NEiH SVM BREIHZ 24 (DNS) iIRE:

vserver services dns create -vserver <svm_name> -dns-servers
<dns_server ipl>,<dns_server ip2>

2. =17 LTS 7E Active Directory £155 SVM BRI B

vserver active-directory create -vserver DataSVM -account-name ADSERVER1
-domain demo.netapp.com

3. LA <A AD AP AR EIRE RS SVM
security login create -vserver <svm name> -user-or-group-name

<ad user_ or group> -application <application> -authentication-method domain
-role vsadmin

4. FETridentiGiRECEXHF, 18 E username Ml password B 58 AD B P o4H & FRF1EED,
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UTR—IEX T EIMERIRA:
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

FFEARAUTARRIEMNFRE % ontap-san IKEhFEF TridentIFlexVoliEIN T 10% HEINEE,
@ IS4 LUN JT#dE. LUN S#REBRFE PVC HiEREMIIA)#ITERE, TridentEFlexVolig

0 10% (FEONTAPHERARIEARSY) . BRIERRESMIIFRIENTESE, INEXE

BJLARALE LUN ErBTERTE2MAZA T ARE, XARERTF ontap-san-economy,

X FRE X Gl “snapshotReserve Tridentit B AFI A/ 750 -

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 ETrident R4 LUN FTEEMENINAINEIFlexVol B910%. AT snapshotReserve 5%, PVC 1a:R 5
GiB, BE{&FAA/\N 5.79 GiB, BJHKA/A 5.5 GiB, X ‘volume show' iZ5 SN B RS RGIZE{INBYLE

Aggregate State Size Available Used%

_pvc_89flcl56_3801_4ded_9f9d_034d54c39514
online RW 18GB 5.80GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB 5.508GB
_pvc_eB372153_9ad9_474a_95la_0Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

Bal, FEXNEFITES ANBTIE R —
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&/\ECE R
UTTRAIRTRTEAREE, HPASHSHEHREBRINE. XRENX GihHxE R,

@ IR IEENetApp ONTAP_LfEEFAmazon FSxFTrident, NetAppiEil{&H LIF $87E DNS &R0
A2 P Hbhk,

ONTAP SAN =3l

XEFERUTHENEAREE: ontap-san Gl

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster:= |

TR UERERER, BERETHRANTIREIEREFHEREREN . "SVMERIFIME" .

AT RIMFELETRANTIEE], BIEE SVM ‘managementLIF FH & B “svm &%, fla0:

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password
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ONTAP SAN &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

E TR E D IIIERA

EXNEAEERGIF clientCertificate, clientPrivateKey, #l trustedCACertificate
(WNRFERZEER CA, NIATE) “backend.json D FIENEFIHIEF. FAAFMZE(E CAIERH
base64 4RiZ{E,

version: 1

storageDriverName: ontap-san

backendName: DefaultSANBackend

managementLIF: 10.0.0.1

svm: svm_iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz
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XA CHAP =15l

XEERAIBE T — NS, useCHAP BN trueo
ONTAP SAN CHAP =l

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN 2255 CHAP =17l

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP =5l

EHIONTAP/GIRAMECE B ER NVMe B9 SVM, X2 NVMe/TCP MEZAGIRECE

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

SCSl over FC (FCP) =3l

WHYONTAPRIRAAECER FC BY SVM, XZ FC MEAFIRECE,

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true



£/ nameTemplate K /G iREZE I

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

ontap-san-economy IX&NFEFH) formatOptions 75l

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:
method: true
api: true
defaults:
formatOptions: -E nodiscard

BAEN YRR G

EXLERAIFIRENXXHR, FIEEEHEIRE TIENIIAE, H0: "spaceReserve '%H,
“spaceAllocation AR, FH “encryption AR, FEIHTEIFMESEDHE Mo

TridentfE & FEEHPIG B EITS, 7EFlexVol volume LI E R, Trident TEECE I TridentfE i\t _E1F7ERYFR
BINEEHEIFEMEE, ATHEEN, FHREEANUAESNEMEEXIRE, HIRiFEXE#TIHE,

EXLERfF, —LEFBRIKEB NS, spaceReserve , spaceAllocation, # ‘encryption'd

112



LEIBSMIME, AELIBESEMIME
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ONTAP SAN Rl
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm _iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "40000"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: "20000"
zone: us_east 1b

defaults:
spaceAllocation: "false"
encryption: "true"

qgosPolicy: premium
- labels:
protection: bronze
creditpoints: "5000"
zone: us_east Ic
defaults:
spaceAllocation: "true"

encryption: "false"
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ONTAP SAN &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
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zone: us_east lc

defaults:
spaceAllocation: "true"
encryption: "false"

NVMe/TCP =5l

version: 1
storageDriverName: ontap-san
sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm
username: vsadmin
password: <password>
useREST: true
defaults:
spaceAllocation: "false"
encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:
spaceAllocation: "false"

encryption: "false"

R IEimBReY EIFRfiESE

LR StorageClass EXIEHE[E A it Ein 0. #H parameters.selector ¥+, &1
StorageClass s HHLEIEI B TFIEES. EREBMAERITE XHNE N EH.

* X “protection-gold'StorageClass KRE EIE—TEHNM, “ontap-san'/Gif. XEMW—IEHESRERIFEVK
#o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"
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* X “protection-not-gold*StorageClass PN FE ZME =T EIM, “ontap-san'fFifk. PFRT BEELFIZ
4h, REXLEE MR EEMERIERP,

* X “app-mysqldb’StorageClass #FBRETE S5 = EM “ontap-san-economy [if. X
ZAmysqldbE B B TE iR HE(E AL B RV FiE .

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysqgldb"

fsType: "ext4d"

* X “protection- S|Iver-cred|tpomts -20k"StorageClass At EIE —

FRERARIFA] 20000 FRPHIFZ)

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io

parameters:

A “ontap-san' [

selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

RYTT)
]

O

A
E |

XEME—iefdt

* X “creditpoints-5k* StorageClass §RETEI 55 =N EMAH “ontap-san' [FiwA0 55 0N BB 1A “ontap-san-
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* X my-test-app-sc'StorageClass FMEIE] “testarp EIUHM “ontap-san BWl “sanType:
nvmeo, XEM——FIZHIXMEIAT testAppo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Tridenti§ RAELEEH N ENGE, HREHBEEHBER.

ONTAP NAS IX&hiZF
ONTAP NAS IXGHFE LR

T f2AN{a{ER ONTAPAICloud Volumes ONTAP NAS IXGhiEFECE ONTAP G .

ONTAP NAS IRohfEFiEiE

TridentiR AT NAS FEIREHTERF, AT SONTAPEENE(S, ZIFMIAIRIERE: ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

Kohiz= Y FEERX  ZEIHEERN SR H RS
ontap-nas NFS SMB  Filesystem RWO. ROX. RWX. RW ", nfs, smb
OP

ontap-nas-economy NFS SMB Filesystem RwWO. ROX. RWX. RW ", nfs, smb
OoP
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REhiZRF X FERIN  FmERN SFERIX RS

ontap-nas-flexgroup NFS SMB Filesystem RwWO. ROX. RWX. RW ", nfs, smb
OoP

* £/ “ontap-san-economy (X SFITHFEEFEAEST..... B HFHIONTAPE EEH",

=)
* {3 “ontap-nas-economy X SitFEEFERES T ... Bl "STIHFHONTAPE £ EH" LK
@ “ontap-san-economy IXEhFEF T AE A

* 1570{EH “ontap-nas-economy R EFIH B BEIBERIP. REME BN,

* NetApp R EBINTEFIBEONTAPIRGHIZEFE & Flexvol BEhig, ontap-san B&9b, EN—F
TidF%, TridentSZFEAREMES, HAERMIAZE Flexvol BE.

RFAR

TridentFEALAONTAPEY SVM B R BE1T, BEMERUTAR: "admin'EE8HE P 3L "'vsadmin’'SVM FF,
NEEEHERABEZNARNARF,

FtFAmazon FSx for NetApp ONTAPERE, TridentEELIONTAPE, SVM B R BE1T, HERASEE.
‘fsxadmin' AP “vsadmin'SVM BB, SiEEEHERABEZNARNAR, X fsxadmin AR 2EHBEER
BEFRREREH.

WMRIRER limitAggregateUsage EES MM E B EIEANIR, ZfEAAmazon FSx for NetApp
@ ONTAP#ITridentBY, limitAggregateUsage B¥ETES "vsadmin'Fl “fsxadmin' BF A, 40
RIETE LS, BERIEFERK,

BIARILAFEONTAPH G — M TridentdX ahi2 7 Bl LAEFARRIRGIME BRI AT, BRI FRIGXIF M. Tridentdy
RZ A ERZ A RERIMNG API, XEE API BIAINIAE (&, XEFAREREERSZ HHE,

EEEETSONTAP NAS IXShiZFEM Gl
TRECEHHEONTAP NAS IRSIFZFHIONTAPGIHINE KR, S49I8IEEINA S HFHER,

2K

* X FFIBEONTAP/GR, TridentBEXRE/MRE—PREHECL SVM.

* BRI LUBETTE N RERE, HelEERER—IHSE— N IRoZFENFESE, G, EeUEE—MERU
TAIB Gold 2£: “ontap-nas' Z ¥ GAFIER S IKIIZE R 5 “ontap-nas-economy’ —,

* FiG Kubernetes T{ET mERAMLZEIENE NFS TE, 152" EZIEEERN T X
* Trident{NSZFHEEH EIZTTE Windows T2 EAY pod B9 SMB &, £% HE&ILESMBE T #1F1H,
JTONTAP/Giw#H1T B {7 3IE

TridentiREFEFHONTAP [ S A3 IE 5 o

s BEFEIE: EREXEEFNONTAPGIHEE BRHHINIR, BINFERSTEXNEZEERAEXEMNKS, Bla0
: “admin’Z¢#& “vsadmin RS ONTAPR AR ATZE RS,

* BEFIEH: ERXERERZEIED, Trident7 BE5ONTAPEEHR(S, A, FHEXSGNEEEFIHRIE
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. BIPMREME CAIET (WIREER, BIWER) B Base64 Fi3{H,

TR UEHRNE R, UWEETFRBENAEZNETIEBNGEAZE# TR, B2, —RREXF—FHEHREIE
Fit. BUYMEIRBENSMIIES %, DAMGHEEFRERINET E.

@ NREZ AR R EFTENES, WEHSIEFAW, FHIRAER, BRAREEXHFFREHETZD
B HRYIETT %o

BRETRENSMHEIE

TridentEE SVM SEE/EEHSCEEE AN EIEZ SE5ONTAPEmEG., BINEAINERN. FEXNAR, Fii
. admin BEF vsadmin, XHFALUARSRFKONTAPIRAMAIFRS, XERAA S AT —LEIEE AP,
HARB TridenthR A fER. BAFIUEIEZBEXREERABHRKRHESTrident—EERA, BREBXFL,

[EmE XA TR -

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

{
"version": 1,
"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"credentials": {

"name": "secret-backend-creds"

IR, BREXEH—UAX AR FREERNS., BintIESmE, AR RA/ZEIEFEA Base6d #HiT4H
13, F1F6E7 Kubernetes A, iRt/ EMEH—FETRERENSE, Alit, XB—T{XREEZIHITH
121/E, B Kubernetes/7ZiEEIERHIT,
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BREFIEBNSMHIEIE
WM AN AR UERIE B SONTAPEHmBE. BIREXFTE=TSH,

* clientCertificate: FFIHFIEFHY Base64 {RiS{E,
* clientPrivateKey: XExfAfAHY Base64 4wh3{E,
* trustedCACertificate: {51E CA IEPH Base64 HwFE, WMRFEREZEERN CA, NMATURHIELSE, W0
REBFERAZEEMERMANIE, Mol 2RISR,
HANTERIESEUTTSE,

p
1. EEFIHIEPHER. £, BBARM (CN) REANEHITESHIRIENONTAPAF

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. [AONTAPEEEFRINREER CAIEH, XFAIREELMFHEERMET, NRLIHERAREEIIEBMEN
1, NZBSIERE

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. TEONTAPSE R L REXZFIHIEPNER CRESE1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>

security ssl modify -vserver <vserver-name> -client-enabled true

4. HI\ONTAPLZ 2B RABLIF cert BHIIER %,

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. FEREMBNERHITEMNIIE, 5% < ONTAPEIE LIF> f <vserver Z#F> BB LIF IP #hitfl SVM
B BwfafR LIF BIARSZHREEEIRE N default-data-managemento
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curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vifiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. {#FH Base64 MHEF. FAMZEER CAIEBHITHR,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4

7. £ E—PRGHELIERER.

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...OVaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

e o —— e
- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

fomm - fom o e
+—— o +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214

online | 9 |

t———— o —— e et ittt T
o e +
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E S INIE TS A BRI E

TR AEHRIME Jls, UERRENSHIIER EZNRREEE, XMAEENEN: ERMAFR/ZENGER
BILUEMAERIES; ERIEPNERIIUERAETRFPR/EZBNER. Alt, SXaRRRENSHIEIE
FEFH R RIS %, AREAEESMESHNEREN backend.json XHFEHIT tridentctl
update backendo

cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

ALl

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

e fememmesessess==== e
L e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

Fomm - Fom - e
e e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

N emememessessee== St
f======== fEmmmeme=s F

SCHIEEY, 7R B R S EONTAP LA MO8, 15 TR EIER. CHIES
() o, AILNAPRNSNES, AREHEHLERIOES, 2 EEIR MONTAPER IR IEE

o

EERAIPEHNELIBENRE, BAEEMZERINEER, BinEHIIRATidentr] LIS ONTAP
[EimiE(EH A IER KA EIRFo
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HTridentt)ZZEE X ONTAPHE

TR R Z— P BB RMARAIONTAPEE AR, XEEMTLERONTAPEIER A& TridentPHITIRME,

ETridentBiREcEFEESHF RS, TridentEERERIZEANONTAPER A B RHMITIRIE,
BRI TridentBEX BEEMZE"EXEETridentBEEX AENEZER,

fEFAONTAP CLI
1. FERUTHSEIERAE:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. ATridentBFEIEARSZ:

security login create -username <user name\> -application ontapi
-authmethod <password\> -role <name of role in step 1\> -vserver
<svm name\> -comment "user description"

3. BAGMHNIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

ERARERES
EONTAPR G E ST HRITIU T E:

1. SIREEX AR
a. BEEERRICIZEEX AR, HEEFEEH > 8RE
(%) E7E SVM BFSIRBEEX AR, BRFFE>FHEEMI> required svM > 18E >
RRMfAe
b. ¥E#F RAMAR ZUNEXER () o
C. I ABEE AR,
d EXAEHN, AERERE.
2. BAEMRGE TridentF: + EAFPHMA® TTE LITUTHE:
a. £ AR AEE AITERT +o
b. EEFIFENAR S, ARTE AE THREPEZEAR,
C. BERE

EZERBSHUTE:

* "ATEEONTAPHEEX AR"HE " EXBEX AR
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* "S5ReAFhE

&1 NFS SHER
TridentffEA NFS §H ZRE&KITHI M HFrECE E89IA10),

TridentfE AhI2 ) [ SR B AT H2 (A Ak |

* TridentA] UIBHSBEESHERA ST, EXMREREXT, FHEEERIEE— CIDR 7R, XL CIDR #
RREHESZH IP ik, Trident2EA RN BEE FXESCERNMERT S IP FANEISHEREH, 3,
WREEIETE CIDR, MEBAHENT = EHFINFIE2EEEMNERE IP N2 S H REEH,

* FREEG A USESHEREHFRMMN, BFRIEFFEEREDIEE T ARNSHERZFR, S Tridenti§
FBEA S H R,

S EIRHORE

Tridentfe 7 EhAEEONTAP/F IR S HERBRAVINEE, X%, FHEERMALUEELFTN R IP FATFHINEESE]
, MAFBFEEXBHIMAN. EAKELT FHRBEE, WFHRBENEXFBEENFHEERHEITALT
Filo tb5h, XBEBTRNEFEESIARREENATFEREE P MUEEECERN T R E, MM
EMBEmEE,

FERADSSHEERY, BE/7EAMEIIER (NAT) o £/ NAT B, EFHEITHIZREZINEq1H
NAT ik SEFRRY IP EANMAE, FibSESHAN PR LETET, 7RRFHRIEL,

Nl

HERRMECEED, UTR—MaimE X R

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

FERILLTHAERY, TR SVM FREVIRIER R B SEAT QRIS SR8, X SERBRYS NI St
() HARCDRH (BHNBCASHIED) . HAMENAPpHEEIREREE, NTridentEB—
SVMo

TEU LRGN, BRI TRRE:

* autoExportPolicy BN true. XFATrident2AFERILEIREENENELE—SFHERE,
‘svm1 fER SVM LR NASRINFIMIES “autoexportCIDRs #ititiR, 1E&IEZER T A2 Hl, ZEFERATH
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SHERE, ZEEEIMNER LI ZENREFENIGE, HERBITAE, TridentztlIE— 1 SHEK
B, ZREEHBMSESI5E CIDR HT R IP KR gtree BIRFRAER, XL IP bt E!
A FlexVol volumefERMN S H 5RBEH,

° f5gn:
* J@im UUID 403b5326-8482-40db-96d0-d83fb3f4daec
* autoExportPolicy BN true
* TFEAIS trident
= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159c1c

* &7 trident_pvc_a79bcf5f 7b6d_4a40 9876 _e2551f159c1c BY qtree 9 FIFlexVoly FlexVol Bll3E
T—1MSHEMR, trident-403b5326-8482-40db96d0-d83fb3f4daec , &M qtree FIFH
REg
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c AK— MR A“EHN S HER K
“trident_empty TEZFFAIENL L. FlexVol S H LSRN ZE gtree FHHEREH B EBIERIFNAY
B, HARMMNEHRERTSH KRR,

* “autoExportCIDRs' & &Ry &R, IFERATEFE, BAIAED ['0.0.0.0/0", ":/0", WMRKEN,
Trident2 AINELIET m LI EIRIFRE BB RSB ERER 2 AL,

EXMIFR, "192.168.0.0/24 Biefiitit e, XEMKE, (UTItICEERNEE %% Kubernetes T IP
BT 2R INE TridentB A S H KR, HTridentIMEZTITARAEN T RBY, ERORZT SR IP itoit,
FHRESRMHMUBRHITIEXS . "autoExportCIDRs & HEY, TridentfExdiE IP kR, SANEBELAHEIR
TRNE i 1P kIS H RN,

&R LAEEH "autoExportPolicy' #1 "autoExportCIDRs B2 fFinz fa, FEHITUTERE. Bl NEMEER
[EiH7 0389 CIDR, EMBRIMEM CIDR, Mifk CIDR BIEREIMING, HRMEERAXIMN, EhaIllik
#2H "autoExportPolicy X Ffaim, WIRLHINEE, NENRFIFHEIBZNSHRE, XKREHITIRE
“exportPolicy fEIREC & FHIS K,

TridentB| B EFGHGE, EOIUERUTHSKERIR: tridentctl SEAERNAY “tridentbackend CRD:
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./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export

chapInitiatorSecret:

chapTargetInitiatorSecret:

chapTargetUsername:
chapUsername: ""
datalLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>

fileSystemType: extd
LH— T RWBRE, TridentxEFAESHER, UBKRSZTRXREIARIN, BEIMZEFIHSEHE
BEAIZBRIET A IP, TridentA] LABALIEREER, PRIAEEBPHOMT R EMEALE 1P,
WNFERFENGE, FRUTAREHRGIR: tridentctl update backend H{RTrident B Eh IR H O FEK, X

B, SFEEN, MIIZMANLUSE UUID M gtree ZRap R AVFTFHERES, BiRFENESEHNHAEMERRE
, FERFHEIER S H RS,

(D HErEE B EESHRBNEREMIRESEIBIS HERR, NRERKREREIE, RN
A—TIBER, FRESFEEIBE— TR,

NRBITHHIT SRR 1P TR, MSMERZT R LETrident podo  TridentfE[E R B HEEN GRS H
SRB&, LURBRI IP ZE,

HEREESMBE
HIEAES, EMUERUTANEE SMB % "ontap-nas’ B#l.

1ETTE SVM EREIREZE NFS #1 SMB/CIFS i 7 #E8I# “ontap-nas-economy ' i&
:_I;ONTAPZIKi’é%ﬁE’\J SMB %, WRKEEAREXLEMNPRERI—1, BT SMB HEliEL
o

@ “autoExportPolicy’ A2 #F SMB %,

FaZ Al
ZECE SMB £Z2A1, BRHNEFUTHRA.
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* —/™ Kubernetes &£28%, €&— Linux T8 T 2 E/D—NE1T Windows Server 2022 B Windows T
ET o TridentXZHHEREIZTTE Windows TR _EH pod BY SMB %

* ELE—NMEEEB Active Directory EHETrident®$H, £ MME smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* BEE 9 Windows BRZEHY CSI I8, EELE csi-proxy, BB "GitHub: CSHUIE"'ZHE"GitHub: EH T
Windows B CSI XIE"EBF7E Windows _EiEfTHI Kubernetes T4,

p

1. W FAHIEBEBAIONTAP, ERJLUERERE SMB £, ETridentr] LIAERIE—,

IR

ANY

@ Amazon FSx for ONTAPZEZ SMB #£=,

AILUEE LA TR A2 —8I2 SMB BIZH=E: "Microsoft EIEIEH| & " HEX MR EEH T L

FIONTAP CLl, f£FBONTAP CLI €7 SMB H=:

a.

MELE, FEEAZENERBREN,.

X “vserver cifs share create Za S ETEQIEHLZAT -path XIS EERR. RIEENREREE
, MasSHITERM,

BB 54EE SVM XKEXRY SMB H=:

vserver cifs share create -vserver vserver name -share-name

share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]
HINEZEIE:

vserver cifs share show -share-name share name

() EsEciE svs £ TREAER.

2. S| EmE, HIECE UL TRBLUIETE SMB &, BXFE FSx for ONTAP/GIRECE LT, i5ZI%"FSx for
ONTAPEZ & E AR "
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smbShare BRI LIBELLTF—I0: /A Microsoft EIB1THI&
g ONTAP CLI RlIZ8 SMB HEMZR; 2

smb-share

PTridentBl2 SMB HERR; SELRILUGTSE

BEUMENERNAREZ R WTFAMERE

HIONTAP, IttBERZRIERT, IS EZEAmazon FSx

for ONTAP/GIRFRAER, FEENZT,

nasType *ATIEE N smo MMNRAT, MEIANT, nfso
securityStyle MENZEEN, HINKE N ntfs’'{E "mixed &
BT SMB %,
unixPermissions HEER, WF SMB %, IHTUNAEE,
BRAZ£H SMB

‘ntfs =2 F “mixed iERTF

M 25.06 hZsF 88, NetApp TridentSzHHER U T AR LR LECE LR SMB %: “ontap-nas’#] ‘ontap-nas-
economy' 5. BAZXE SMB &, Er]LUERARIEHIFIZR (ACL) /9 Active Directory (AD) R M P41

#3F SMB £EHZITIHIE,
FEILENES
* %8\ “ontap-nas-economy Rz,
* {NEZHFRIFETFE ontap-nas-economy %,
* IRBAT XS SMB, Tridenti$ ZER/SIHIZEIN SMB H=,
* B PVC AR, FHEXIRNEHFERF2EMH SMB 1= ACL.
* 5fE PVC AREHIEER SMB H= ACL 5T IR PVC HBY ACL,

* BA%R 2 SMB B, IBHRERMERH AD AF. TRAFBARSBAMEIHRIZSITI®R (ACL) H,
* WIRERER. FESEM PVC RAR— AD BFRIRHARRIIR, MRRILTERN: PVC. #iEX, A

=EH.
* ¥1FL %L SMB ‘ontap-nas (EATHEESEN, FERTIEREESEN.

T
1. 7£ TridentBackendConfig 155 adAdminUser, S0TFfIFfR:
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

2. EFREEPIINERR,

A0 trident.netapp.io/smbShareAdUser  M{FEFXHFIT IR, UBBALETEN svuB %, AP
JERIEERME trident.netapp.io/smbShareAdUser WiZ5IEEMNAF ARG smbcreds

o oI UM TETAIEE—I smbShareAdUserPermission: full control , change, 5%
& reado FNANRE full controlo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret—-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

1. Bl PVC,

U TRBIgIEPVC:
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS FC & &N R A

2SI EIE Trident R RIZFEAONTAP NAS IREITERF ., A TiRtERHERE R G
15 /5 imARET R StorageClasses FIIFAA(E B

[ imEC & T

BB TRT BERECE RN

B i 2
version IR
storageDrive {EEIRGHFIZRRAVRAFR ontap-nas, ontap-nas-
rName economy , HE ontap-nas-—
flexgroup

backendName  HEXZMHEFEGIRH IXohiZF &R +"_" + dataLIF
managementLI £EE¥8{ SVM SIE LIF B9 IP #htteJ LisE=efREE  "10.0.0.1", "[2001:1234:abcd::fefe]"
F % (FQDN), MR TridentLZZ&EmERT IPV6 frk, M

ALUKERER IPve ik, IPve HINEAR SRS

EX, f5lan:

[28e8:d9fb:a825:b7bf:69%9a8:d02f:9%9e7b:3555
1 o AT EWMMetroCluster WL, 1ES
iZMetroCluster~ il
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datalLlIF

svm

autoExportPo
licy

autoExportCI
DRs

labels

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

username

password

storagePrefi
X

iR

LIFtYA9IPHEYE, NetAppiEil3ERE datalIF. SNR
KIRMH, Tridenti§ M SVM FXEY datalIF, ERILUIEE
— P 5E2fREHRZ (FQDN) BT NFS #£HIR(E, MM
B8 DNS LITEZ ) datalIF Z[al# 1T HHit9%,
MIRIKERETUEN. &%, MNRTridentLIEIT{ER
T IPv6 tri&, MIBETLUSEAER IPv6 itlk, IPv6 i
WA AIESENX, fln:
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1 o *Metrocluster Bgr7b, *&EFHMetroCluster~iilo

B(FAMTZEEIN *Metrocluster BRIk, *&
EMetroClusterfilo

BREMS L EECIEMERN (/RE]. FH
“autoExportPolicy #1 “autoExportCIDRs RIEINAEEIE
. Tridente] A BohEEH %R,

FAF333E Kubernetes T4 IP B9 CIDR %%
“autoExportPolicy' E/8A. f#H "autoExportPolicy I
“autoExportCIDRs AIELNEEEIE: TridentA] LABTHE
I O 5RRE,

ENATENER JSON BnEE

EININ

EEHALTM SVM IRE, SNRKIE

E (FH#HH)

SNRZ SVM NIHES MR
‘managementLIF B1E5E

false

['0.0.0.0/0", "::/0"T

B IIES Basess HiGfH, AFEFEBHSHE ™

IE

EFimTAIARY Base64 idE. ATETIEBHNEMHE

iE

R{EE CAEHH Base64 fwiS{E, mlik. AFETFIE

FHSPIIE

BT EZDER/SVM AR Z. BTFEFERNGH
I83IE, B3> Active Directory BHI0IE, 15S% "FH
Active Directory EiEMAGiR SVM FiFTrident BV S 15

o

EERIER/SVM WERS, BTETERENS M.
B X Active Directory S{232IE, 1S " Active
Directory i ME/5i% SVM 8iETrident B9S2,

£ SVM FECEMEN AN, RERTEEN

L {#F ontap-nas-economy # 24 Ngj

@ EZFRTH storagePrefix B, gtree ¥
FEBNEETR, REESGATESE
B,

=
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28 TP BRIA

aggregate RFEREENRE (FIE; NRIGE, Wb ics
SVM) o XtF ‘ontap-nas-flexgroup IRGhA2R, Ithik
T 28%, tNRAKR7DES, WaLUEREFA AN
BB EFlexGroup#.

4 SVM R EEHIEEMES, Trident
S B SVM #1TER, MEEE
BTridentiTHl28. HIEETridenth i E
BHEREURESEN, NMRZEBEWE
() &t SVM, NiEkH SVM B4
BY, TridentP BRI T HEBRS.
BB REER N SVM L1EERER
&, WEBHET2MR, ArEFERIHR

S
limitAggrega WRFEAXRBILESLE, MWEEEXK. FEA (BOANB R TARFIHIT)
teUsage FAmazon FSx for ONTAP,
flexgroupAggreg AFEREMRETIR (FIIX; WREE, WAk ™
ateList #5 SVM) , 9Egth SVM MFrER&# B T
EFlexGroupt, #F ontap-nas-flexgroup Ff&IX5)

ERo

H SVM R EHIREFHES, Trident
SE L SVM BahEHIZYIR, ™
TEEMB N TridentiTHlZg, HE
ETridentPECE T 1 EMER S 5IRFKE
@ EEN, NMRREVIREEMZHZH
SVM, M7Eii8 SVM BEEF, Trident
Y EIRIEHNE KRS, EAEER
BYIRERN SVM EIFEMIR, 5
ﬁll%ﬁi\%%ﬂﬂw%, T REfE G S Bk

limitVolumeS WIRIBEBRWERNAKTFILE, WEEEEXK, LI+, ©F EFROABERTAREIHIT)
ize FREIT qtree BEIEMENRAKN, KUK
“gtreesPerFlexvol LI 78 1F B & X & FlexVol
volumelIER K gtree ¥ &,

debugTraceFl HEEHIFRIIE2ERNIARNITE. Fli0, {"api"false, TRIHY

ags "method":true} i5711E M “debugTraceFlags FRIEEIE
EHITHIEHBRH B E BN B EREE,
nasType fdE NFS g} SMB EMBIE, iEINA nfs, 'smb'Z nfs

T{Ho RE N null MIERIAGEA NFS %,

nfsMountOpti LUESHPRAY NFS EHENIR, Kubernetes A

ons SHEHETUE BEFERDPIEE, BUNREFMERL
BIEEHEED, TridentiFELREIEREFMEEIRECE
XHHPIEERERIET, NREFMERNEE X PR
IEEAEHED, TridentBFRSEXRBKNFAL L
REERHERHED,
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28

=

gtreesPerFle
xvol
smbShare
WEH, TEERNZT,
useREST {EFHONTAP REST AP| HI#R/REEK,
B, LR
9.15.1 L EERAEFIA,
Ao
limitVolumeP
oolSize AFlexVol X/,
denyNewVolum
ePools
B PV,
adAdminUser
ERNR, HIEFHETE2EHINR,
Ei0 B AL &%

&R AER A BRI R AR &

spaceAllocat
ion

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

D%

S FlexVol B95 K Qtree $ENFE [50, 300] SBER

BRI LFEELLT—IN: {EHH Microsoft BIRIZHI&
aONTAP CLI ¢I7EAY SMB HXEMZFR; 2FTrident
832 SMB HEMRZR;, REEATLUESHES UL
WENALHEZHE, WFARMIBENONTAP, S
HEER, LEEHEAmazon FSx for ONTAP/SikFR

‘useREST & &

7 “true Trident{EBFONTAP REST AP| 5/5ig&E(E;
LYIEE N false TridentfF ONTAPI (ZAPI) AR SE

EONTAP 9.11.1 EShRA, Itb5h

, FRfERBIONTAPE R A BNINERIHIRINIR.
“ontapi' N, FIENXTUHE 7 X—Ro vsadmin
‘cluster-admin a8, MTrident 24.06 xZSFIONTAP

‘useREST I BN “true ZRIA

{8; B 'useREST % ‘false i/ ONTAPI (ZAPI) i

7f ontap-nas-economy [5imfEMA Qtrees BY AR &R

PR “ontap-nas-economy [GimBIEFHTHIFlexVolERE

SE(TW Qtree. RFETNFIFTER Flexvol A BEFFEC

HE% SMB HEZ215RIMNPRAY Active Directory &
EBERAFPXAFA, FRALSEHEIN SMB HEREE

DU

QiWEY= (a5 EL

TEIFMERI; T (A) HKRE” (1)

BEABRARERE

EININ
“200”

smb-share

true EATFONTAP 9.15.1 HE

ShrA, BN - falseo

(BRIAER T Ao2HIHIT)

“defaults ECEZ3. BI40, HS R FTENVECERA,

EININ
“EHY”

B ER
REEE

ZABIEMNEDER QoS HK&H, SNEHEM/FIRE
# qosPolicy 3§ adaptiveQosPolicy Z—

EABIENE DB BIEN QoS HK&H, SEMEt ™
[Ei#%3F qosPolicy 3 adaptiveQosPolicy Z—o

ontap-nas-economy A3z #F I INEE,
RETEBNEBE DL

NE 70", “snapshotPolicy A“F”

, B
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S iR E/NTN
splitOnClone GIERREREAMESEPDELER “false”
encryption E¥1E LB ENetAppEINZE (NVE); BRINREN “false”
falseo BERLLIEIN, WMIMIEEEF EIRTE NVE iF0]
HEA NVE, MIRGEiREAT NAE, M7ETrident?AS
BEAEEIEEA NAE, 258, BSH
: "Trident?1fAl5 NVE #1 NAE thET1E" o
tieringPolic PEHREERT
y
unixPermissi ¥EED NFS EMIKOS 777", SMB &
ons HNiEOS AT (FiER) .
snapshotDir  1FHIX AT A EAVIAER " .snapshot BR NFSv4 J9“true”, NFSv3 J“false’s
exportPolicy HOKEKRHEER “BRIN
securitystyl HENZEHER. NFS HiF mixed #l unix £ NFS BIAEHN unixoe SMB ERIAE
e Mo /NIl sEHE “mixed # “ntfs’ T, A ntfso
nameTemplate FFEIEBENEBIRHIENR,
% QoS HI&A S5 TridentE S EFAEEONTAP 9.8 iEShRAS. TR ZERAIEEEZM QoS HI’A
©) | SFRRERARRRTS IR, 36 0oS HBMBMNETAATIFAUNEFILE £
ERERG

UTB—TMEX T BIABERIRA:
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../trident-reco/security-reco.html
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:

k8scluster: devl

backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:

api: false

method: true
defaults:

spaceReserve: volume

gosPolicy: premium

exportPolicy: myk8scluster

snapshotPolicy: default

snapshotReserve: "10"

7T ontap-nas #M ‘ontap-nas-flexgroups TridentIMEFEBEMBITESZE, UHRFlexvol RS
5 snapshotReserve B pvc IEMILEL, HAFIEXR pvc B, Trident=ERAMBITESESIE
BEEZTENREIRFlexvol o IITEAERBWEAFLTE pvc FIREHIBEKRNAIETE, MARLDTFHIER
M=iE, £ v21.07 ZHi, HAFIBR pve (90 5 ciB) BY, WMRMREBEIMEEDEER 50, MIAEERKE

2.5 GiB HAIETE, XERNAFIEKNEENE, snapshotReserve fHPFMWEDL. ETrident
21.07 B, BRIARBNEAETIE, MTridentEX TIZZTiE, snapshotReserve FHEXRTIANLEMA
B DL, XFRERATF ontap-nas-economy. ESRLTRE T EETERIE:

HEGENT:

Total volume size = (PVC requested size) / (1 - (snapshotReserve

percentage) / 100)

FHFIREBFNEE = 50% B PVC iEXK = 5 GiB WIER, S&HA/NA 5/.5=10 GiB, sIAA/INA 5GiB, XIEERAF
7E PVC B3R ABIEREIA /X “volume show Zi SN B SIS NBIE R |
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Aggregate tat ype 5ize Available Used%
_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74

online AW 18GB
pvc_eB8372153_9ad9_474a_951a_@8ael5Selcdba

online RW 1GB

Vserver Voelume

2 entries were displayed.

FekTridentty, TRIRENIERFER ERAFREES. M THERFCIENS, EROZBEER/NAEENRE
BX, 53, —1 2 GiB BJ PVC “snapshotReserve=50"Z BIRIERZ— MR 1 GiB AJEZja|iy&. i, &
EX/NAE A 3 GiB, E7E 6 GiB W& L ANEREFRM 3 GiB eI 5 =8,

&/NEEE A
UTTRBIRTTEREE, HPASHSHEHREIRINE. XREX GiHEE R,

@ INRIETENetApp ONTAP L fEFHAmMazon FSxATrident, ##iYA LIF $8E DNS ZFRMARZ IP i#h
3k,

ONTAP NAS &£55R

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS Flexgroup 7!

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster; 3|

1R

150

NT LM TEETIRFIRE, EFEE SVM "managementLIF FH&BE “datalLIF #] "svm &3k, fl40:

AUECE R, MUBRAETIRMIIREEREFEREREN . "SVMEHFIME

version: 1

storageDriverName:

managementLIF: 192.168.1.66

username: vsadmin

password: password

SMB &R

version: 1

backendName: ExampleBackend

storageDriverName:

managementLIF: 10.0.0.1

nasType: smb
securityStyle: ntfs
unixPermissions: ""
dataLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

ontap—-nas

ontap-nas

o
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E TR SIS

X— 1M /NEHEEERAl, clientCertificate, clientPrivateKey , 0
trustedCACertificate (WIRFERAZEEN CA, WAAE) “backend.json 73 5ENE FimiE$. FAfH

MZ(S1E CAIEBEY base64 FRET(ES

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

B Ehth O BERR G

AR fBlEE RN R TridentfE RIS S H R K B i SIRMEES H R,

‘ontap-nas-economy’# “ontap-nas-flexgroup’ &l4lo

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4
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IPv6 =15l

XMGlF3RBE "'managementLIF /A IPv6 ik,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

{EF SMB % AJAmazon FSx for ONTAP/R 5!

X “smbShare £/ SMB & FSx for ONTAPEZE Lt &4,

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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£/ nameTemplate K /G iREZE I

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

B EN B RS

ETAFARIRBIGEHRENXHFR, FIEEENEIRE TIFENRIAE, BI%0: "spaceReserve /&H,
*spaceAllocation' AR, FHH “encryption iR, FEINHIEFMEIEDPE N,

TridentfE ‘& FEEPIGEREINE. FlexVol LBI&E i ontap-nas & FlexGroup ‘ontap-nas-
flexgroup . TridentERCEN SR EINN EHFIBEInEEFEIFES. AT HERN, EEEERTUAST
EINHE XIRE, FHIRIREXNEHITHH,

EXLERGIAR, —EEFEMSIEEBCHSE, spaceReserve , spaceAllocation, #l encryption'®
LERBSNIAME, FEHBSMINME
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ONTAP NAS Rl

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"



ONTAP NAS FlexGroup:Rfjl

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:

spaceReserve: none

encryption: "false"
labels:

store: flexgroup store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:
protection: gold

creditpoints: "50000"

zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"

zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"

zone: us_east Ic
defaults:
spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"

zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"
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ONTAP NAS &5

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

SV SR EIEE S

LUF StorageClass EXIERZ[E A EItEinn{. A parameters.selector FE&H, S
StorageClass FIEEMLEINEI B FIEES. EREFMAERITEXHNE N AH.

* IX “protection-gold' StorageClass RS EIE— M FIE N EIAM, “ontap-nas-flexgroup fGif. RAEXLE
IR EE SRR

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* X “protection-not-gold* StorageClass &I EI 5 = MIE MM EI, “ontap-nas-flexgroup [Gif. P& T
‘R4, REXLEEMEHEEMEINBIFRF

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* X “app-mysqldb’StorageClass FBRFFFIFH AN EIMM, “ontap-nas’ [Fif. XEM——HImysqldbZEE
BEFREFE DA B NEE D,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* iZ “protection-silver-creditpoints-20k’ StorageClass 1FBRETEISE = M E A, ontap-nas-flexgroup’ [Gif.
X MR HERERRIPA 20000 TR BIFZ A,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* X “creditpoints-5k’ StorageClass ¥R EIZE =P EMM. “ontap-nas [GimHIE =M EINM "ontap-nas-
economy'fgif., XEM—1ZH 5000 FR2BIF M~ mo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Tridenti RELESRI M EM, FHIBRBREEBER,

$%1 “dataLIF #]08ECE S

R ESTRG, BB BT TSR ER datallF, MMAFB/GIR JSON XM EHEHN
dataLlF,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-datalLIF>
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(D gN3R PVC EZE— MR, NBIUEPIEHRENIRRERT, AERBRENENAE, UE
#8Y dataLIF 434

ZeF/hkllRfl

£/ ontap-nas REIiZFHITEIRECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£/ ontap-nas-economy IXEHIZFH1T/EIHECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

[EiRECE M A gt
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

M ontap-nas IXahi2FHITFEE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

@ BRI annotations’ SR L £HISMB, MNRKHE IR, TILFEHT PVC FIRETHARE
» &2 SMB #FELF.
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£ ontap-nas-economy IXENFEFERITEESE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

BEEN AD BF B PVC R

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

B&%1 AD R PVC iffl
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

Amazon FSx for NetApp ONTAP

¥ Trident5Amazon FSx for NetApp ONTAP

"Amazon FSx for NetApp ONTAP"@— 52 EER AWS RS, FEFREFEIFIETT
FINetApp ONTAPTFEIREFRAZIFHNX RS, FSx for ONTAP{ERBEBFI R IEZAE
HINetAppIhEE. MEEMEIRRES), FNZERTE AWS EFH#HUERE RS, BUiEE. 22
MR B4, FSx for ONTAPSZRFONTAPX  RATHEEF EIE AP,

&R LU Amazon FSx for NetApp ONTAPX 4 R4t 5 Trident&ER, LAFA{R7E Amazon Elastic Kubernetes
Service (EKS) HIE{THY Kubernetes &£8# 0] LAECE FHONTAPSZRFHVIRII X 5 A &

X RGEAmazon FSxMEBERIER, RMUTFARMAIONTAPEEE, 81 SVM /R, EBELEIBE— I HEZNE
, XLEEZHTEEXERERHNXENXX G LEIER28. Amazon FSx for NetApp ONTAPB{EA=IHITE
X RGRME, MEXHRFAEIEIRA * NetApp ONTAP*,

B3 K Trident5Amazon FSx for NetApp ONTAP4E SR, 0] LU{RTE Amazon Elastic Kubernetes Service
(EKS) Hiz{TH Kubernetes 58 7] LARC & FHONTAPZ VIR ST A o

153


https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html

R
LI TridentfIZ SR "E & FSx for ONTAPS TridentfERK,, REE:

* MBI Amazon EKS &£ E¥ 5 5 EIE Kubernetes 58 "kubectl’ B &3,
* EBTET SalihRAYEHE Amazon FSx for NetApp ONTAPX 4 R Z AT HERE AL (SVM)o
* BESRTFHNIETR"NFS 5 iSCSI'

@ 15 S W28 Amazon Linux A1 Ubuntu FREEMI T sUER T B#ITIRIE, "2 25E&"
(AMI) BURFEAY EKS AMI 288!,

AREI

* SMB %:
* AT ARZIF SMB % “ontap-nas {XFEE .
° Trident EKS &A% #F SMB %,
° Trident{XZFFHEHEIBITAE Windows T2 £ pod BY SMB %, 8% "HEFIESVMBE" T RIFE.

* f£Trident 24.02 Z &, EAmazon FSxX &A% LEIERN. BR T Boh& BT AW Tridentifibf. FB5LE
FETrident 24.02 SRE B RAE IS, BHSRE foxrilesystomID, AWS apiRegion » AWS
“apikey' LISz AWS “secretKey £ AWS FSx for ONTAPHY fE IRER & X4 Ho

NREEATridentiSTE IAM i, MATLIEBRIEELUTAR: apiRegion, apikey, #
(D secretkey BRI FER S E4A Trident . BS1ES, WHHE'FSx for ONTAPRLE LTI T
o'

[EIBYf&E A Trident SAN/iISCSI 1 EBS-CSI JX&hiz/F

WMRIZITEIIE ontap-san IREHFEF (5140 iSCSI) 5 AWS (EKS. ROSA. EC2 Si{EfaIEMsfl) —iELfERA,

N = EFrEEMZ IR RECE AT RS S5 Amazon Elastic Block Store (EBS) CSI IRGHIZEFE R, N T HRZERRAD)
BEERSTIME—T R LR EBS &, LEEEZHRFZIRETHR EBS. XMIFERT “multipath.conf & & Ff
FETridentiR H1EHFR EBS M2 #HITZ R E I

defaults {
find multipaths no

}
blacklist {
device {
vendor "NVME"
product "Amazon Elastic Block Store"

SIS
Tridenti@2 i B I8IE S o
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c BETFEIE (#EF) | BEIIRSMFHETE AWS Secrets Manager #,
FEL “vsadmin® FHF' BEEDEN SVM.

O

s EFEH: TridentiSERZEERE SVM EHIIEPS FSx XHEHERZ LR SVM #HITiE S,

TridentFiitH4& A W izE

‘admin' £ AP, FA1RZIZRINER vsadmin® A Trident,

BEXBREMNWIEMFAEE, FERENREIERFEEN S IIERA:

* "ONTAP NAS JAIE"
* "ONTAP SAN S {L&5E"

ENAEIIE S 25 E: (AMI)

EKS B IFEMIRERS, B AWS HITE2IM EKS L1L T FELE Amazon Machine Image (AMI)o

EEANetApp Trident 25.02 #1733z,

20O FAEEE NAS NASLZ3¥ iISCSI
AL2023 x86 64 ST =2 = =
ANDARD

AL2 x86_64 =2 2 =Ry
BOTTLEROCKET x £ =2 &R
86_64

AL2023 ARM 64 S =2 2 =
TANDARD

AL2_ARM_64 2 2 =H*
BOTTLEROCKET A 2y 2 FiER
RM_64

*CMRAERTR, WEEMER PV
* * REAFTridenthR 2 25.02 B9 NFSv3,

®

ERMUTIAE#TME:

KRAEA AMI ERIRT B RSV,

* EKSHRZA: 1.32

* RE7575: Helm 25.06 F1 AWS FfiNE 4 25.06
* 3+F NAS, NFSv3 #1 NFSv4.1 #5517 7 iz
* SAN {7 iSCSI, FMist NVMe-oF,

(72K i

RE] LUEA fsxadmin' X RSB

‘'vsadmin'SVM AR, SEFRAFHEEABEZFAEN
FF. Amazon FSx for NetApp ONTAPAE ‘fsxadmin'iZFAF EONTAPHARE M

LU AMI

iISCSIZ T8

NREPAFEY AMI RELLTIL, HAERECARIS, XUNERECHAREI ML 15
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Bl =%, PVC. Pod
* MiFR: pod. pvc (E#. qgtree/lun — 258, H#H AWS Z{HHY NAS)
EHREZER

* "Amazon FSx for NetApp ONTAP#4"
* "JXFAmazon FSx for NetApp ONTAPRI#EZ SZ&"

Bl 1AM FaF] AWS Secret

&R ABRE Kubernetes pod LUEIT AWS IAM B &#1TH D IGIERIGE) AWS FR, A
EREE AWS FEiiE,

()  =@EmAWS AV BEHTSHIIE, EATHRE—MER EKS $BH Kubemetes 2,

BlZ AWS Secrets Manager Z3$H

FF Tridenti§ @ FSx EIAARS 28 & H API RAEEIREEME, FItCHFEEIBEA SEMITIHR(E, (FHRXEEIER
BT AT AWS Secrets Manager 21, Htb, WNREIRZE AWS Secrets Manager %31, NFECIE
—NEE vsadmin i EIERIE .

IR BIBIE— AWS Secrets Manager 23R Zfi# Trident CSI i
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string

"{\"username\" :\"vsadmin\", \"password\" :\"<svmpassword>\"}"

B 1AM FEBR
Tridenttb BE AWS W EA BEIEHIETT. Ftk, BEECIEB—PKREE, T TridentFrFEEINRIE,

LU RABIER AWS CLI Bl 1AM 5EBR

aws liam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json
—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

B JSON =f3:
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"Statement": [
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
b
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"

832 Pod B153% IAM BB LKELARS M, (IRSA)
EA] LUBCE Kubernetes ARSI, EEL&IE AWS Identity and Access Management (IAM) fits (&M EKS

Pod Identity 3¢ IAM & #H{TIRSMKF XEX) (IRSA), EAEE NFERIZIRSKFH Pod BRI LUARIZBER
BGRREER AWS BRS
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Pod 514

Amazon EKS Pod B XBXAFEREEN BIEFEIE, £IAF Amazon EC2 S2fIfRE X4 A Amazon
EC2 iR EEIERI A o

£ EKS £8% LR Pod Identity:

&R LLIBE AWS 155 & 832 Pod triR, WEJLUERELIT AWS CLI 7%
aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

BEZERIFSH"IEE Amazon EKS Pod S92,

8l# trust-relationship.json X4 :

B& trust-relationship.json X4, f£ EKS ARSS EKEENEHEIE Pod SNt AE. AEERUTEERE
[EFE =R

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json XX f¥:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
b
"Action": [

"sts:AssumeRole",
"sts:TagSession"

RAaRERHINE 1AM At
B E—TIZN A aREMINEIE6IEN IAM Bt
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aws iam attach-role-policy \
--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy \

-—-role-name fsxn-csi-role

Bl Pod 517 XE£:
7 1AM BB TridentAR 3~ (trident-controller) Z (B8 Pod 519 XxE%

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

BRSSP X B% (IRSA) BY IAM & &
{&F3 AWS CLI:

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json X5 :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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EHLUTE trust-relationship.json’ X4 :

* <account_id> - & AWS K ID
* <oidc_provider> - {&fY EKS £E£fY OIDC, &I LUET 1T Fen< X Boidc_provider:

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
--output text | sed -e "s/“https:\/\///"

B IAM &5 1AM SR KEL .
ABLIETmE, FRUTHSFRE (EL—THEIZRE) MMEizAae:

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

151%5% OICD fRIEHE S B XEX:

1ﬁﬁ%1*l$ﬁfj OIDC ;E{#*Erat_’lu\mﬁﬁééﬂ*o lu\__I-L/(ﬁFEL/{—Fn ﬁ?igﬁ-ﬁE:

aws iam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

NRBHANE, BERU TR IAM OIDC KEXEIEAYEES

eksctl utils associate-iam-oidc-provider --cluster Scluster name

--approve

NRIEERABIZ eksctl, BERLUTRAITE EKS ARSI CIE IAM B

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

ZEETrident

Tridentf&1t, T Kubernetes F9IAmazon FSx for NetApp ONTAPTZEE IR, FEENHALAR
MEEBAER T FTTNRERIE,

BRI IER LT AE2 —% % Trident :
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* fiE
* EKS FtInéafF
INRBEARIRINGE, BRI CSI IRIRITHIZR M. BSH" NCSIEERREIRE"THESRES,

&t Helm &% Trident,
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Pod 519
1. FMNTrident Helm B JE:

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. BFRBLUTRAIREETrident :

helm install trident-operator netapp-trident/trident-operator

—--version 100.2502.1 --namespace trident --create-namespace

TR LAGER “helm list EEREFAE RS, FIMIRM. ssR=iE. BER. RS, NAREFIRZAH
BiI S,

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2502.0 25.02.0

REWFh= (IRSA)
1. FM0Trident Helm B E:

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. BB SREE M S0 E:

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:

arn:aws:iam: :<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
--namespace trident \

——Create—-namespace
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ERILUER "helm list BEEREFME SRS, FINBHR. sR=E. BR. KRS, NMARFRE
MEITS,

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2506.0 25.06.0

WNREITRIER iSCSI, BHREFEENEFIRITEN _ EERBHE iSCSI, tﬂ%uﬁﬁaﬂﬁm A|_20231
ERSRIERS, ALUBETE Helm REDRINT RESSEKEIRE iISCSI BF in

(:) helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

BT EKS L Trident

Trident EKS {4 B & &N Z 2N THEIREE, HEd AWS BBiE, 715 Amazon EKS E2&ERH. EKS i
HEEREERIFEARIEE Amazon EKS 8T 2T, HE/LTE. IEENEMGEGHENIES.

ARSI
£79 AWS EKS ECE Tridenti&it 2 71, EHEAREEREUATFRMA:

* HEWIMITIFM Amazon EKS S KA
* AWS X AWS Marketplace FIRR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 2£8Y: Amazon Linux 2 (AL2_x86_64) 8% Amazon Linux 2 Arm (AL2_ARM_64)
* TRIER: AMD ZARM
* A HIAmazon FSx for NetApp ONTAPX {424t

BRERTF AWS BTridentif
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BiETHIe
1. TH Amazon EKS 1Z#l& https://console.aws.amazon.com/eks/home#/clusterso
2. TEMSMERD, EEEE
3. EERENEHEIENetApp Trident CSI $HFRIERER TR,
4. FFMINAMG", AEEEREESHMAH
S. BRBUT S BIkZEE M
a. | TREENAWS Marketplace MiNAH EE 5, SARTEIEREDIEAN Trident’s
b. 3%Eh“Trident by NetApp iEA L A EEIE,
C. EET—F
6. T EEFMARH IEENE L, WITUTRE:

() SR Pod Identity 35, BT XS,

a. ISR EE R hRA",
b. INRICEERIRSAR I, FHRIKENAREIREPRIENACEE:
BEEEEERR RE

* RERMTINAMECE 5 R EITIRME, HIFECE(E B8R0 H RV configurationValues* S ¥ BN IE
FLE—OIEMNAE ARN (BREAUTHER) :

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

+
NREF BEENHPRERRTGZE, WRERRAN—IEZMREAEZHK Amazon EKS ?EE#W%E
mHo MREFBRLIAT, 37 ESTMAENREFENR, MWERIFRHAK, ErILUERAERIEIZER
KHEARPE, EEFIETNZA], BHR Amazon EKS BT EREFEBTEENRE,

LB = S S
8. FEERZMIANI A L, IR

mtRRTmE, BRFERERENES.

AWS CLI
1.8# "add-on.json {4 :

T Pod #RiR, EEALUTEI:
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"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

FHFIRSAIAIE, BHFEALUTHEI:

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role
"cloudProvider": "AWS"

() K <role ARN>'fEF8_E—2 BIREIR i ARN,

2. %% Trident EKS #fH
aws eks create-addon --cli-input-json file://add-on.]json

eksctl
T Rflan<SRETrident EKS &5 :

ARN>'",

eksctl create addon --name netapp trident-operator --cluster

<cluster name> --force

F#Trident EKS 1G4
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EEERS

1. TH Amazon EKS 1Z#l& https://console.aws.amazon.com/eks/home#/clusterso

2. TEMSMERTR, TEEE
3. ERE R EHFTHNetApp Trident CSI iHHERIEBEZ T,
4. FEFRHTINLA ML X,
5. 3%%“ NetApp Trident ”, SAEEIR4RiE",
6. 7L ENetApp Trident "BIE £, HITUUTIRME:
a. HREFEEEAN RE
b. BAFIAREIRE", HIRBESZEHITEN.
C. EEFREFEN
AWS CLI
T RBISEHT EKS $&EF:
aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role—-arn: <role ARN>'\"}"

eksctl

* BIREERY FSN Trident CSI #fFRIHATARAS. R "my-cluster EAERIEEE 2,

eksctl get addon --name netapp trident-operator --cluster my-cluster
Tl
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role—-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

s BiEEEHE L —F 4 “UPDATE AVAILABLE  FiR [EIBIRRZS,

eksctl update addon --name netapp trident-operator --version
v25.6.0-eksbuild.l --cluster my-cluster --force
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WNR(REBE *—-force ANRIEINFN (L Amazon EKS IEHIRES B BRNIZE R, NEFH Amazon EKS
IR, ERBKEI—%EIREE, UREBER TSR, EEEHEM 2 A1, 15H#1R Amazon EKS &4
FEEBEEEEEMNLE, AAENSBEXEIRE, BXIIRENEMATNNEZEE, BESA"E
#"s BX Amazon EKS Kubernetes FEREIBMNE ZE R, 15" Kubernetes FEEEIE",

ENEIF5 P4 Trident EKS &4
& /] LB i 5 NS ER Amazon EKS s

* (REGEEE ERIMIINERG — tETFZER Amazon EKS MFAEIRENEIE, ©FEBUET Amazon EKS BHIEE
MU BohE /5 BohE# Amazon EKS #EHIINEE. B2, TRILARBER ERMIINRMY, L&D
EiRHFR N BEIRERE, AR Amazon EKS ., ERIEDR, HEGFFASHIMENEE, RE -
preserve in ¥ HHNEIA TR B iE M

* MEBRTTERBERMINEM — NetAppZi, (NZEEFLE ERFEIRKH T Amazon EKS KINAMHES, 7
MEBFREPRZMINNZA G, T5PR --preserve’1ETN "delete B FRIHHRIERL

() MBEERET IAM KA, NRRBRE 1AM 5P

BEEHIE
1. ¥TH Amazon EKS &l & https://console.aws.amazon.com/eks/home#/clusters,
TEEMSMERT, EEEEH
R E MHFEBRNetApp Trident CSI HRfFHIEEEZ R,
PR MANA MR R, A/ERE NetApp Trident s
R HIER
7E“%8F4% netapp_trident-operator BN FHEES, HITUUTIRE:

a. YIRIERE Amazon EKS FILERFHMHRIRE, BEF EEHLRE . MREHFBEEEEHLRERE
PaonERfE, LMEERUBITEEREMINARMGRFIEIRE, BHITIHEMF

b. %\ netapp_trident-operator,
C. EHEBR*,

© o & W N

AWS CLI
KE ‘my-cluster M NEB R, REEBITUTHS.

aws eks delete-addon --cluster—-name my-cluster —--addon-name

netapp trident-operator --preserve

eksctl

LU TS EIE Trident EKS i

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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FCETFiEfR R

ONTAP SAN 71 NAS IRGHIZF &K
BREEERR, BEZELE JSON I YAML XHEEX MY, ZXHFEBIETCEBENEFERE (NAS T

SAN) . XHRF. BEMPIRITFIER SVM LU EH#ITE G IIE. U TRFIRT 7 IREXETF NAS
HITFfE, LAKINEIER AWS Secret SRIFMEZEEAR SVM BIEIIE:
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YAML

apiVersion:
kind:
metadata:

trident.netapp.io/vl
TridentBackendConfig
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX
name"

type: awsarn

JSON

"apiVersion":
"kind": "TridentBackendConfig",
"metadata": {

"name" :

"trident.netapp.io/v1l",

"backend-tbc-ontap-nas"
"namespace": "trident"
b
"Spec" . {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws
name",

"type": "awsarn"

:secretsmanager:us-west—2:XXXXXXXX:secret

:secret:secret-

:secret-
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BT T a2 LIS Trident/FiRECE (TBC):

* M yaml XHEIEE Trident [FIRECE (TBC), HiEfTUATH<:

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* IGIF Trident [RIRECE (TBC) 2&E EMINEIE:

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
b9ff-£f96d916acbe9 Bound Success

FSx & FONTAPIRGIIZFHVIFAE E

& /] LUE A LU R IR BHAZE R 3 Trident 5 Amazon FSx for NetApp ONTAPEERK

* ‘ontap-san' &N BEECER PV #2H H & Amazon FSx for NetApp ONTAPERAY— LUN, #HERTIRE
fifo

* “ontap-nas &M EEEM PV #E— 15T MAmazon FSx for NetApp ONTAPE, ##ZEATNFSFHISMB,

* “ontap-san-economy S MNEEER PV #2— LUN, &1 Amazon FSx for NetApp ONTAPEAIEZE LUN
=,

* “ontap-nas-economy SN EEER PV #ZE—1 gtree, & Amazon FSx for NetApp ONTAPER] LIECE
gtree FVELE,

* “ontap-nas-flexgroup & "B EER PV #E— 15T HIAmazon FSx for NetApp ONTAP FlexGroup#.
BXENIEE, BERANASIREIIZE"F"SANIKEHTER ",

FEEXHEIETmE, BITU TSI HEIRE EKS .

kubectl create -f configuration file

BIPAT, HIEITU TSRS

kubectl get tbc -n trident
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NAME

PHASE STATUS
backend-fsx-ontap-nas
f2f4c87fa629 Bound

fEinERELEM G

BB TR T R EIHRECE IR
B
version

storageDriverName

backendName

managementLIF

BACKEND NAME BACKEND UUID

backend-fsx-ontap-nas 7a551921-997¢c-4c37-aldl-

Success
U Nt
YRER 9 1
FERoHIZRF IR T ontap-nas, ontap-nas-

economy , ontap-nas-
flexgroup , ontap-san,
ontap-san-economy

BE X AR FEE IR IXGHFZF B FR + " " + dataLIF

3¢, SUM B LIF f9 1P #iiks]  "10.0.0.1", "[2001:1234:abcd: fefe]”
LIsE2REE S (FQDN), 40
RTridentZZEFEHA T IPv6 177&,
e LIS E AFER IPv6 Hitit, 1Pv6
MU BIESEN, 0
[28€8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555], WNREIEH
‘fsxFilesystemID 7£ "aws FE&H,
BRI FEIRM "managementLIF F
HTridentB] LA ZR SVM
‘managementLIF 3R B AWS 815
B FHitt, iRt SYM TR
REE (780: vsadmin) , HHiZ
BRATHEE TR “vsadmin®
A,
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datalLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm

storagePrefix
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iR

LIFEMYBYIPH3E, * ONTAP NAS
IXEHFERFE*: NetAppZEiIIEE
datalLIF, NSRRI, TridentEM
SVM FXEY datalLIF, &aILUEE—
MNEePfREHR (FQDN) AF NFS
FHIRE, MMEIEI18 DNS LUTE
% dataLIF Z a7 EISE.
PR ERTUENR. &F, *
ONTAP SAN IRohfEF*: AERH
iISCSI 8%, TridentfEFIONTAP;%
M LUN BRETSR A MBI ZBRIES
JEFFER ISCILIF, WMRERXENXT
dataLIF, M=EMES. W
RTridentZZEBIFER T IPV6 17E,
MBTLLEE AER IPve itk 1Pv6
USRS ENX, a0
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555],

B BnhS LRSI ZMEH [F7/R
{&], fEF "autoExportPolicy #l
“autoExportCIDRs AJ e B35
TridentA] LA B shE IR H O %KER.

BF33E Kubernetes T IP B89
CIDR %3 “autoExportPolicy' B/
Fo {ER “autoExportPolicy 1
‘autoExportCIDRs BRI EINAEE4E
TridentR] LA B Eh &R H AR,

gﬁ‘iﬁﬁﬂz%ﬂ’ﬂﬁ%‘\ JSON IR

EFimiE PR Base64 fRi{E, F
FEF BB K0T

E P infAARY Baseb4 4mid{E, A
FEF BB KNI

Z{=1E CAIEHH Baseb4 {REIE,
%, ATFETFIEBNEHIIE,

RS SVM AR &, AT
ETRIENSMHINIE FIi

, vsadmin,

EEEREEFESVMBIERS, BTET
TR BRI,

fE AR AERE AL
£ SVM HRECEHT BRI ERRIRIZ.

IR A B, EEMILS,
BEELR— B ER.

Nl

false

"["0.0.0.0/0", "::/0"]"

NRIEE T SVM B LIF, NIKE

Hi% LIF,

trident



limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

gtreesPerFlexvol

smbShare

useREST

iR ANl
“J&0¥5E FBFAmazon FSx for 1EMER.
NetApp ONTAP, *12{t#Y

‘fsxadmin'# ‘vsadmin A EI &R
CRERERAERTridentfRHIE

FrEE IR,

MRBERNERNKTIE, WEE — FUABER T ARREHIHRIT)

BEM, L, BERGETHERE
89 gtree # LUN ERIRAKR), L
%% *qtreesPerFlexvol %I 58 1F B
TE X & FlexVol volumeBIE& K
gtree &,

S Flexvol HHIERA LUN i “100”
T [50, 200] SEER. 1XFRSAN,

HIEHPRN EE AT S. 5 TR
o, {"api":false, "method":true} i&

N1 "debugTraceFlags BRIEIEE
ERITHIEHRH AR B IF4ANH

T,

LUES 9 FRAY NFS HEE)EIRYIR,
Kubernetes A EHEE LR F
EEERPISE, BNREFFEF
REREESHIEN, TridentiF[ELE
HEREERRICEXHTIEEDN
EHIED, MREFEEREENX
HHRRIEEEMIERIED, Trident
BASEXRBHFAL LIGE R
FEEIE,

Ao & NFS ¢ SMB BRI, £  nfs
B nfs, ‘smbHZT(E, *%MEE

7 smbiERTF SMB &, BN

null MERIAER NFS %,

1 FlexVol volumeBI& A Qtree $¢ "200"
SWFE [50, 300] SEEIR

B IEE U TRIZ—: £/ smb-share
Microsoft BIE{FH| & ONTAP CLI

BIER SMB £EEHRZIR, HER

P TridenttlE SMB =R FFR, Lt

S22 Amazon FSx for ONTAP/T i

Rt B,

fEFAONTAP REST APl B9%/RE  false
o 18BN “true Trident)F{E

FEONTAP REST API 5gim#{Ti®

=. LEIHREEZEONTAP 9.11.1 KB
ShRA, ItbIh, FRfEFBIONTAPE
RABKINEFILRNE, “ontap’

NMA. FENXIUHET X—Ho

‘vsadmin'#1 “cluster-admin 8,
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28 TP Nl

aws 1&BI LATE AWS FSx for ONTAPHYEZ
BEXHHIEEUTHE: -
fsxFilesystemID : 8 AWS "
FSx X A%8Y IDs - apiRegion ""
AWS API XIH&ZFR, - apikey mw
AWS APl Z%H, - secretKey
AWS %A,

credentials IEEEIFHETE AWS Secrets
Manager 189 FSx SVM &iif, -
name . 83 SVM EIEMZHEB
Amazon FEIEZFR (ARN), - type"
BN awsarn. 1BER"0E
AWS Secrets Manager Z2$8" T 58
ZER.

SECE RIS IR B E
TR LAEA U T IETUESIBIARE, “defaults EEHD. Fl, FEESR TEMNEETRH.

S faR ERIA

spaceAllocation LUN B=i8] 73 B true

spaceReserve FEIFAREEL; ‘I () =KE” none
(*8)

snapshotPolicy EfF AR none

gosPolicy ZHEIRNE DA QoS HEEgAH, ™

FNMEENEEIRERE qosPolicy 5
adaptiveQosPolicy Z—, ¥ QoS
RSB S5 TridentE & EAE
ZONTAP 9.8 EE A, &M%
fERIEHEZM QoS HIRA, HHR
ZERBEARIMN BTSN R R, =
=1 QoS KESAsRBIFEFME LIE
HENEETE LR,

adaptiveQosPolicy EHRIENEDEHEIER QoS R ™
B&4H, S MEMEMEEmIERE
qosPolicy 3 adaptiveQosPolicy Z
—, ontap-nas-economy A3z 51tk

IhgE.
snapshotReserve NREBOTRENEB DL R snapshotPolicy & ‘none
, else™
splitOnClone SRR REAMNERERSLEL false
P
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28 D% BRIA

encryption E#E LB BNetAppBINZE (NVE) false
5 RINEEN false, BfERAILIE
I, HIMTEERE EFK1E NVE eI+
BRI NVE, WIREIwmERAT NAE,
MIETridentPELENEAEE KB
B NAE, BEZEE, BB
: "Tridentd1{Al5 NVE #1 NAE /@]

TE" .
luksEncryption BRLUKSINZE, &F"#H Linux "
SK—RIAGE (LUKS)". YR
SAN,
tieringPolicy DEREEHEA none
unixPermissions HEER. SMBEIEET, "
securityStyle MmENT2¥ . NFS X NFS ERIAEN unixoe SMB ERIAE

‘mixed #l “unix L8, F/NE  H ntfso
W5 “mixed # “ntfs’ Z 2 F& o

AR ESMBS

TR LMER LT ANECE SMB & “ontap-nas' @il ERSERZBIONTAP SAN #1 NAS JXEhi2F 5L IE5
LUITFHE,

FaZ i
EERUTAREE SMB £ 2Hi: “ontap-nas B R, EBHMEEUTHRME,

* —™ Kubernetes £28%, B&— Linux T8 T =M ZE/D—NE1T Windows Server 2019 B Windows T
ET o TridentXZFRHEZEIZTTTE Windows TR LB pod B9 SMB %

* EOF—MEEEM Active Directory EIER Trident® . £ MME smbcreds:

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'
* BE2E&H Windows ARSZHI CSI KB, EBEIE csi-proxy, 1BZSI"GitHub: CSHUIE"SE "GitHub: EHT
Windows F9 CSI L2 &R F7E Windows _EiE1THY Kubernetes T 50

p

1. BIEESMBH =, ErILUBE LI TRMA Rz —6IiE SMB BIEHE: "Microsoft BEIRITHI & " HEXHRERE
BT EFONTAP CLI, fEFONTAP CLI 8l SMB H=:

a. MAKE, FEIRAZHNBERRILEM,

iX “vserver cifs share create 1z FHEECIELZRY -path EMAPIEENKRFR. MNRIEENREREFE
, MELHITERK,

b. I 5EE SVM XE£RY SMB H=:
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vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

. WARZELIE:
vserver cifs share show -share-name share name

()  wsEelE sV £ TREEEE,

2. S| EmE, HRECEULTRBUIERE SMB &, BXFE FSx for ONTAP/GIRECEIEI, i5ZI%"FSx for
ONTAPEZ & EIFR "

S iR Gl
smbShare B LIIBE UL TR Zz—: EH smb-share

Microsoft EI21ZFH| S THONTAP
CLI BIZ2H) SMB HE=MRZR, =
E AT Tridenttl 2 SMB HEMZ
o LtkBEZEAmazon FSx for
ONTAP/SimFr A FEH,
nasType *IIUZE N smb IR AT, MER smb
ikﬂg';:Eo nfso
securityStyle MENTZEEFER. HIKEN ‘ntfs"5KE “mixed :ZHF SMB &
‘ntfs =& "mixed EHF SMB
Ho

unixPermissions HEERR, WF SMB &, eI ™

il
TME=,

FCEFESFRMPVC

ACE Kubernetes StorageClass SR HBIZEFESE, LUSTRTridenttlfElfiiES, €IE—
EFABERER Kubernetes StorageClass B9 PersistentVolumeClaim (PVC) K&K i1
PV, RAEEAURIHRAGLREEIZE L,

ellfeEar 2

BdE Kubernetes StorageClass X%

X "Kubernetes StorageClass X R"ZIRIG TridentiRiR LK E B ESS, HisRTrdenttNEliiE S, FH
LRI NFS B9%1& & Storageclass (BXBMHTESXR, BFSRE TEMNTridentB 4S8 5)
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

fERA LR A ER iISCSI B9%IZE Storageclass:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

E1E AWS Bottlerocket EAZE NFSv3 &, IEAMIFTEERY "mountOptions’ ElI7Ef&E

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
- nfsvers=3

- nolock

EZ " Kubernetes F Tridentd R "B X ZERNAS...... T HHAPFMEE PersistentVolumeClaim™ LU K35
HTridentdl{AI D ECARZHIS L,
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ellfe 2 ES

PIE
1. X2—1 Kubernetes X%, FRLUBER kubectl £ Kubernetes F18JEE,

kubectl create -f storage-class-ontapnas.yaml

2. %ﬂﬁf@@iﬁﬁ Kubernetes #Trident#8E E| basic-csi ZE2, HBTridentiiZBE A T Fin ERIERE

Mo

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h
HIEPVCE

— "PersistentVolumeClaim" (PVC) X &R LIFASBHIHIEIEK.,

PVC AIABRE MiaREFEISFERTeiA R, R XELEY StorageClass, SEEEIE A o] UIFHINRNE
PersistentVolume BYA/NFIARIRET, & AT LRSI EESARS K Fo

H{ELF PVC &, MA]LUBBIRLEEIREATR.

=SS
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PersistentVolumeClaim #7558

XLEERBIRETR T PVCHEAREL &AL,

HRWXEZCORPVC
RBIEBRT —1MEB RWX iFRNRIEZ PVC, ©5—1% 7 StorageClass HY StorageClass 8%

H%o basic-csio

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

M isCSI =gy PVC
IERBIBRT — 1587 StorageClass BIFERXELRY. BB RWO i5a)fPRRY iSCSI &7 PVC,

protection-goldo

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 1Gi

storageClassName: protection-gold

£l PVC

P
1. 8& PVC,

kubectl create -f pvc.yaml
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2. ZLPVCIRES.

kubectl get pvc

NAME STATUS VOLUME
pvc-storage Bound pv-name 2Gi

IHFEF]"Kubernetes fTridentX R "B X 1FfERMNES5S.. ..

HlTridentdl{AI D ECREHI S,

Trident/E 4

XESHORTE 7 NERWL Trident EERNTFEHRECEL ELEE,

= eSi] fHEW
A string NIFER. BS
EE EIL;\EEJE.
Vet string B, ERY
[aimzEE string ontap-nas
« ontap-nas-
economy. ontap
-nas-flexgroup
. ontap-san
. solidfire-san
. gcp-cvs
« azure-netapp-
files. ontap-san-
economy
snapshots m/RE B, &
I rebE mI/RE B, &
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refit 2K

Pool B1E kIR  IERERVIRRSEE
K, BRERER
RIEMERR,

MZFFXMEE 15
7k

EWEET A

MEFXMHER  fEENGER
B fEs

FELRTIR ERRRRNE
BREE
gﬁ%ﬂtiﬁ%ﬁ BEEARENE

CAPACITY ACCESS MODES STORAGECLASS AGE

RWO S5m

R EMFME S PersistentVolumeClaim® LA K15

ontap-nas

« ontap-nas-
economy. ontap
-nas-flexgroup

. ontap-san

. solidfire-san

E: énB ontap
; & 2
ontap
solidfire-san

FRE B

ontap-nas

« ontap-san
.« solidfire-san
. gcp-cvs

ontap-nas

« ontap-san
. solidfire-san
« gcp-cvs
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B RE MEM et i H..... 25
e m/RE H, & FiEMEEINE CSREAMmERNE  ontap-nas
& . ontap-nas-
economy. ontap
-nas-
flexgroups. onta
p-san
IOPS B IEEEH Pool REBBRIETE BEMRIETX  solidfire-san
LtESEEIRAY I0PS ££10PS
. ONTAP SelectRARZ R RS
HERBINBRERF
BIEREFMEFRMN PVC [T, BIPPRICARAGRETR A L, mTHIE T PV EEZE pod
HRflssSHEE,
p

1. BEERARET I SEEF.

kubectl create -f pv-pod.yaml

UTRAIER T HPVCEZEIRANESEKE: EARKE:

kind: Pod

apiVersion: vl

metadata:

name: pv-pod

spec:

volumes:

- name: pv-storage

persistentVolumeClaim:

claimName: basic

containers:

®

- name: pv-container

image: nginx

ports:

- contailnerPort: 80

name:

"http-server"

volumeMounts:

- mountPath: "/my/mount/path"

name:

pv-storage

B MER U T AR SEIEHE kubectl get pod --watcho
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2. A& EHET /my/mount/paths

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

MIEER LARIFRIZ Pod 7o Pod NARKAEREE, BERERE.

kubectl delete pod pv-pod

7 EKS &8 LECETrident EKS #&ft

NetApp Tridentf&14 7 Kubernetes FFAmazon FSx for NetApp ONTAPIZEEIE, fFEEAY
FAARHNEEREBR LT T THNRIEFEE, NetApp Trident EKS GBS RHNZ 24
THISBIRES, H4E253 AWS IBiE, 7]5 Amazon EKS E2&fFH, EKS GG EEERF
RRIZE) Amazon EKS &8 R 2iRE, FHRL TR, IEMEMGGAAENIES,

RIS
£79 AWS EKS EcE Tridentifift 281, BHAREERELUTHRMA:

* BEEFEREEIER Amazon EKS £8KF, &%&"Amazon EKS MiNZE4",
* AWS %t AWS Marketplace BIFXIE:

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 2£8Y: Amazon Linux 2 (AL2_x86_64) 5% Amazon Linux 2 Arm (AL2_ARM_64)
* HREE: AMD FHARM
* IMAHIAmazon FSx for NetApp ONTAPXX 24t

p

1. B5EZEIE IAM BB AWS Z$H, LUE EKS pod REFSIA1E] AWS FHiR. BXiRE, BS["CE IAM A&
1 AWS Secret",

2. 7f EKS Kubernetes &85 t, SME/“MIINLA L EINE,
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tri-env-eks

@ ( Delete cluster ) ( Upgrade version )

(@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now J

[ information, see the pricing page [7.

¥ Cluster info it

Status

@ Active

Cluster health issues

@0

Overview Resources Compute

Kubernetes version  info
1.30

Upgrade insights

@0

Networking Add-ons

Support period Provider
@ Standard support until July 28, 2025 EKS

Access Observability Update history Tags

{ (@ New versions are available for 1 add-on.

Add-ons (3) info

( view detaits ) ( Edit ) ( Remove )

[ Q, Find add-on

] [Any categ... ¥ ] [ Anystatus ¥ ] 3 matches L |

3. gifE AWS Marketplace &, FAFIEIF storage 25,

AWS Marketplace add-ons (1)

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q, Find add-on

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Anypricing model ¥ }( Clear filters )

I NetApp NetApp Trident

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and

administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for org; ing efficient contai
Category Listed by
storage NetApp, Inc. [2

d storage workflows. Product details [?

Supported versions Pricing starting at
1.31, 1.30, 1.29, 1.28, View pricing details ]
1.27,1.26, 1.25, 1.24,

1.23

4. $%F * NetApp Trident*, & Tridenti&FIEIEIE, AFEE T—F,

o WEFEFREBUEM AR
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Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

Listed by Category Status
storage (&) Ready to install
M NetApp

(D You're subscribed to this software X ‘

You ean view the terms and pricing details for this product or choose another offer if one is available.

Version
Select the version for this add-on.

v25.6.0-eksbuild.1 v |

» Optional configuration settings

Cancel Previous

6. ELEPTRAMMALGIRE,

Review and add

Step 1: Select add-ons

Selected add-ons (1)

[ Q, Find add-on J 1
Add-on name & Type v Status
netapp_trident-operator storage @ Ready to install
Step 2: Configure selected add-ons settings

Selected add-ons version (1)

1
Add-on name & Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)

1
Add-on name 'Y 1AM role [# v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

7. NRIEFERANZE IRSA (BRSBIKFHY IAM E) , BESREMEESE, "L,
8. W BIR",
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9. Eﬁl**a—ﬂq:'ik/u\jj_ACtive_o

Add-ons (1) nfo View details Edit Remove Get more add-on 3

| Q. netapp X \| \ Any categ... ¥ } | Any status ¥ ] 1 match 1

nNetapp  NetApp Trident O

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for
ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized storage workflows. Product details [7

Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild.1 - (IRSA)

Not set
Listed by

NetApp, Inc. [3

10. IBITUA T eSS URIETrident2E B D IER T &R L
kubectl get pods -n trident

N #EHTIRBEHEEFRER. AXER, BEHTLEFHEER

fEF CLI 2 /EHE Trident EKS {4

£/ CLI R%ENetApp Trident EKS #fif4:
LU R RGler < Z&ETrident EKS ##f4:

eksctl create addon --cluster clusterName --name netapp trident-operator

-—version v25.6.0-eksbuild.l (BEELZAEIRZ)

£/ CLI H1&iNetApp Trident EKS #fif4:
LU T en$EIE Trident EKS 4 :

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

£/ kubectl 8 EFH

FmENX T Trident5FER A ZEIMNX R, ©EIFTridenttlfAl SZFERAFAERES, U
KeTridenth/ iZ30A M ECE Bo Trldentiz“"'ﬂﬁiz}ﬁ, T—PReIERm. X
‘TridentBackendConfig' BE X &RIRE X (CRD) EE8EIS@EIY Kubernetes 53 B 1% 0|4
EIETrident/Fim. &I LAER kubect & & FEAY Kubernetes R1ThREVER CLI T
B,

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfig)@— 1 Hilm. PR SE CRD, fFE&EETS

A KEETrident/5iF kubectlo IT{E, Kubernetes MFEEIER PJ LU EEEET Kubernetes CLI BIZMEIE
fGim, MEHEREIINGSITEBIEF. (tridentctl) o

EFR)E 2 5 "TridentBackendConfig 3 FiZ3 R, S&ELUTIBR
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* Trident2RIBEIRHVEE Bt fGiR. XTERZRTN TridentBackend (tbe, tridentbackend
) CR,

* X "TridentBackendConfig'5...... E &H4FAVEX R "TridentBackend X2 Trident4 =Y,

1 "TridentBackendConfig'5..... fRIF—F—BREI X & “TridentBackend gi& i 48 A PRI HIECE BimHY
RE, EERTridentRREFrEHITRIF o

@ "TridentBackend' CR HTridentBoitlE, {R*ARIZMENEN], WMREEMEImEITEHN, 78
HEA TR : TridentBackendConfig' BBV,

UTREBRTHEI: TridentBackendConfig CR:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

R RIABEBLUUTRAE: "trident-installer" B 2 FFEFE T S/RESNROEENE .

X ‘spec’ RIS ENIES N, EXMIFH, BIRfERT ontap-san IFHEIREIER, HERILAREH
5']&59@55%?510 BXFIEEERDNEFNEERANTIR, BRI EEEEFNEREEERE

X “spec’ ATIEEIE “credentials # “deletionPolicy IXLEFELZ 5| NBY “TridentBackendConfig'CR:
* ‘credentials’ It B AMAETER, BB TREMERFA/RSHITEHIIENER. XIRENAFSIEN
Kubernetes Secret, EIEFREEBANH R EFE, TN Kf(ffala&o
* “deletionPolicy ttFEREX T &..... .l RiZ & EBIIE R “TridentBackendConfig' #flp&. ©wI LB T
BEz—:
° delete X=SHMEBWMIER. TridentBackendConfig CREEMEXGIR, XEHIAE,

° retain "TridentBackendConfig CR whkkE, Bim TEX%”‘@T‘_, HATLGBEIS U TAR
HITEE: “tridentctl . BMIRIRIEISE RN retain AIFRPRBRAEIFEERRA (21.04 ZAi) , H
REECIENGR. ZFERIER LUEZEEH TridentBackendConfig B 8132,

EiHBHEBEIUTARIEERN: spec.backendName » WIRKIEE, NEHRIFIEEAN......
@ B} TridentBackendConfig W&, (metadata.name) . BNFERERANIERIKE

#o spec.backendName o
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backends.html
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backends.html
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SRR

BUTAXEENGIR tridentctl BBEXEAM "TridentBackendConfig BB, &AL
ERFERAUTHAAEREIEFR kubectl BIEIE—T TridentBackendConfig CRo
WILIRIEETEERENEESE (fIf0: spec.backendName , spec.storagePrefix
, spec.storageDriverName , FZ) . Tridentg B4 EFEIERN
“TridentBackendConfig ¥ Il & BV 5.

FERUTAREENNGN "kubect! {REIZX A :

1. 8 —1 "Kubernetes Secret"iZZ BB S TridentSFMEEEH/ IRZBIEFAIENER,
2. BllfE— "TridentBackendConfig' B, XBEBXEFMEEER/IIRSHWAERKEER, H3IB LE—PhaENZ

Ho

tliEEIRE, ErUERUTARMEREIRZ kubectl get tbe <tbc-name> -n <trident-namespace> HUEE %

HATESo

12 1. B2 Kubernetes Secret

tIE—NEESREHREENER. XESIMEMERS/FEHEN, UTE—MF:

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl

kind:

Secret

metadata:

name: backend-tbc-ontap-san-secret

type:

Opaque

stringData:

username: cluster—-admin

password: password

TREETE I EFRETEERPLANEESHNFTR:

EFEFERATRER M= FERER
Azure NetApp Files E %D R EARRYE P s ID
Cloud Volumes Service for GCP FAE8 1D D, BB CVS EEGAE®

GCP RZ kP HIER S API %4

Cloud Volumes Service for GCP FASH 58, BB CVS BEEEGAEN

GCP BR51K P RYER S API Z£5R

B9
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https://kubernetes.io/docs/concepts/configuration/secret/

ZET A ZAFEER
7t%& (NetApp HCI/ SolidFire)

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

ONTAP

BR#&

password

P iinth A

chapFIFR &

chaplnitiatorSecret

chapTargetUsername

chapTargetinitiatorSecret

FEGHR
FH3FSolidFireZ28589 MVIP, B257
PAEIE

RAFEZZIER/SVM AR E. A
TFETFRIUENSHREIE

R RY/SVM WEE, BTET
EANE:NEESy Byl

Z P irfhsARY Base64 Ri%{E, FH
FEFIEBN BRI

NEHF &, MR useCHAP=true
, WAWMEIR, AT ontap-san’

# “ontap-san-economy

CHAP %ie&E%H, R
useCHAP=true, M ItbI0#4ETT,
7T ontap-san'# “ontap-
san-economy

BirBEF &, 108 useCHAP=true
, NWEIRAHAIE, AT ontap-

san M “ontap-san-economy

CHAP Bfr&ieE®EH. R
useCHAP=true, MILLIN A #4IETT,
AT ontap-san # ‘ontap-
san-economy

IS B RO MBS IELUTNMIESIA: “spec.credentials 49 “TridentBackendConfig £ F—#% Bl 32 A3

Ko

$1% 2. fJ& "TridentBackendConfig'CR

TSI AT LAFFIABIEERY “TridentBackendConfig' CR. TEXMiIFH, FikfERT ontap-san IRchiZF 2@
ERUTAEIERN: TridentBackendConfig' FEIFRRIA:

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

H I8 3: IR “TridentBackendConfig'CR

MERBELZ 6T "TridentBackendConfig'CR, &EEILUZSERES. 15S

LT

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME
PHASE STATUS

backend-tbc-ontap-san ontap-san-backend
bab2699%e6ab8 Bound Success

EiRE I EIEHLBE S "TridentBackendConfig'CR.

AT AR MEZ —:

BACKEND UUID

8d24fce7-6f60-4d4a-8efo—-

* Bound: X 'TridentBackendConfig'CR 5/5ixnxEk, ZEIMEE configRef IREN

“TridentBackendConfig'CR BY uids

* Unbound: AMUTARRERT "". X TridentBackendConfig iZ3t RKkHE 2 fGiH. FREHEIE
‘TridentBackendConfig'CR FRIALF LI ER. MEET MG, ELEBMEIRPEKRS.

* Deleting: IX 'TridentBackendConfig'CRHY ‘deletionPolicy Bi& & Mlbs. =

"TridentBackendConfig'CR #MiIf#/E, KESZERIETEMRFR.

° MNBFRIHAFEFAEE (PVC), MR TridentBackendConfig iX¥& 2 Tridentf B 5 i LA Az

“TridentBackendConfig'CR,

° MBFRHEFEE—TTZ D PVC, MHENBERIRZ. X TridentBackendConfig' CRFES 13 N HIBRRN ERo
[&i%#0 “TridentBackendConfig' R BTEFTE PVC & MIFREZ =MIFR-

* ‘Lost 5/RIHEXM "TridentBackendConfig'CR =Pt EMIbR, H H "TridentBackendConfig'CR 1352
REEXEMBRERAYSIH, X TridentBackendConfig' T5it#1{A], CR {5AR LI MIER. deletionPolicy’

.

* Unknown  Trident /A AES U T RAXBKNEIHIVKETE

BEFEE. TridentBackendConfig

CR. 5N, WR API RS 28:&BMN, HEWR trldentbackends.trident.netapp.io‘CRD R, XAIEES

ETF0,
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ZEitb, FHREMINCIEE! Ltesh, EATLSMELITUMIRE: "EisEHAERRER .

(An%k) SR 4. THREZFE
ERILUETTIA R an L RIRRENB XGIRIIES(E S

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

sk, EERTLIFREX YAML/JSON 3fEX 4. TridentBackendConfigo,

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svim: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo ' B7& ‘backendName BN “backenduulD' [GEimeiRIEUL FIEREIER:
‘TridentBackendConfig CR, X lastOperationStatus ZFERFRRLTIRIEHIVRE
‘TridentBackendConfig CR (ZEIFXK) AILIHAFf#A (FIWl, AFRERTELERNS) o “spec)
HTridentfit % (FI40, #ETridentZE/BHAE)  ERBARHY), BARKM, phase ARTUTXRIRKE:
‘TridentBackendConfig CR Mgk, £ LMEBIFIFH, ‘phase’EE Bound 1B, XEKE
‘TridentBackendConfig' CR5 fgif#H %,

@A LIETT “kubectl -n trident describe tbc <tbc-cr-name> FAENEH B EIFMAEENH S,

BT+ EMBMPRE S LB FiHMElR. TridentBackendConfig AR
(D tricentctl, ETHANTHEZEMRFMSRNSE: tridentctl A
‘TridentBackendConfig, "Z0LIEab"
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backend_options.html
backend_options.html
backend_options.html
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£ kubectl FIITRIREIE
TRENEER U T AN TRIREIEIRIE kubect 1o

pllEIE

B IBRE— TridentBackendConfig &$8RTridentbf/FERIH (BF ‘deletionPolicy) o B
IR S 'Lﬁﬁﬁf% deletionPolicy BIRBEAMIFR. {XMIFR °TridentBackendConfig® Eﬁf%
‘deletionPolicy’ KRENFRE, XELRERERDAEE, HETL@EIUTARNHITER
“tridentctlo

BT TmS:
kubectl delete tbc <tbc-name> -n trident

Trident A= MIBRIETEEAM Kubernetes Secrets, TridentBackendConfigo. Kubernetes AP fATEER
. MIBFNZEEFEENSRIEE, REHEHABFEREAN, 7 RIMBREH,

EENEGH
BT TSRS

kubectl get tbc -n trident

R EJLUIEYT tridentctl get backend -n trident & “tridentctl get backend -o yaml
-n trident KEFAIBIMARRNTIR, FREFEEELAUTHHCIENGE: tridentctlo

EEm
EERNREREERS:

 ERERFNEIIEEN. EENEE, FEFH Kubernetes Secret, 1% Secret FiF:
‘TridentBackendConfig' S RNMEH. Trident= BofERRENGEHERENGR. BITUTHSEMR

Kubernetes Secret:

kubectl apply -f <updated-secret-file.yaml> -n trident

* REEMSH (GIGNETEAIONTAP SVM BEFE) o
o fRE] LIEHT "TridentBackendConfig (£ LA T ap < EHiZ@1d Kubernetes 1HiRIFTR

kubectl apply -f <updated-backend-file.yaml>

o B, EAILUMMERNBHITER, TridentBackendConfig &ML T e < #{TEI%E
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kubectl edit tbc <tbc-name> -n trident

* MREHREMRK, EEBSASFREERE—RENNEE, EAI@IETUTHSES
HEUHERRE, kubectl get tbc <tbc-name> -o yaml -n trident’ HE
<:> “kubectl describe tbc <tbc-name> -n tridento

* BEARALYEREXAFHREGE, ERIUERSITERGR.

fEA tridentctl HITRIHEIE
THNEER U T ARNRITRIREIRIRIE tridentctlo

ellfed=yiy
Y B iR EX G BITU TSRS

tridentctl create backend -f <backend-file> -n trident
WMREHREIEEXK, WRBEHREEFEERN#, ELLBIETUThSEEEEUBERRA:

tridentctl logs -n trident

FEERMAMEREXHFRNREE, BRFETUTHRLEA, create BARALE,
pllESEy

ZE M TridentPEREiR, BHITUATRE:

1. SRENS AR

tridentctl get backend -n trident
2. MBS

tridentctl delete backend <backend-name> -n trident

@ ﬁD%TridentEMlﬂ:}: mECE J DATFENEMNRE, WHREHEELEMNZEREERE. Gk
R 50 T PR IRZSo

EENEGER
EEETridentERMAVGENR, BHRITUUTEE:
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* BREVEE, BiTUTe<

tridentctl get backend -n trident

* BREFMEFAGER, BETUTHL

tridentctl get backend -o json -n trident

EE
IR EREEX ARG, BITUTH<S

tridentctl update backend <backend-name> -f <backend-file> -n trident

MREHEMEK, MRAEHREEGRH, HELER T TN EH. EAESETUTHSEEEEUS
EERHA:

tridentctl logs -n trident

EERNAYEREXHFPIRERE, ERF[BITUTHLE, "update BRAHIBL,
W e LR S T AE A B2

X2—MEE LUER JSON EIZEMEIZRE]: tridentctl FHX&RIEH, XEA jq EEELEZTRIER.

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]"’

XWERFERAUTARLENGIH: TridentBackendConfigo

EEiR SRR Bl #R

T #ETridentP BB TRV AR 7 7%o

G IREIN

fE%& TridentBackendConfig l7E, EEREMMHFNEIHREEF . XFM5IH T LA TR:

s AILIERAUTARCZEGIK tridentetl L. H#HITEIE TridentBackendConfig?
s AILUERLL T AN EEEGIE TridentBackendConfig AI@E MU T AHITEIE “tridentctl?
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B tridentctl MW " TridentBackendConfig

EPNEBEBRFERAUTARCENEIHRAENTSE: tridentctl HiE@1T Kubernetes &6
*TridentBackendConfig" #J{&.

XERFUTER:
* ML FENRIR, &F TridentBackendConfig RAENIEA...8H&EM “tridentctlo
s FERUT ARG tridentctl TIE M “TridentBackendConfig YA Z7EH,
EXRMERT, SERERFYEFTE, TridentBEEESHMEFTERIE BIERLNERMMEE:

* REEER tridentct BIEERTELIENGIR,
 FARUTARCNENSERIR tridentetl  Bl—PNEH TridentBackendConfig B 1, XPEMERR
ERWEEBERUTARBITEIE: kubectl MAR tridentctlo

FERUTAXNEETLEEFEENRGR kubectl IEEEBIFE— "TridentBackendConfig E S B BRI E. UTE
HTFRIEHIA

1. 8% Kubernetes Secret, ZZiAT & TridentS1FEEE /RS B EFrENERR,

2. gl —" TridentBackendConfig' BH, XBEFXEFHER/RSNAMKER, H5IHL—FHelE
HEH, KIEEIEETEHREMNEEESE (flWl: spec.backendName , spec.storagePrefix
, spec.storageDriverName , HFF) . ‘spec.backendName W% ENINE SimETIRE TR,

FIE0: WEGH

B — "TridentBackendConfig IR EBHRE X MB Igin, NWHEERNGEIHEE, EXMIFHR, HINRILER
AT JSON EX IR T —1Nai:

tridentctl get backend ontap-nas-backend -n trident

fmmmsesme e e s sesaa fomssmsmmaaaama=a
et e i 1

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

frecsmssmemeso oo ==== frosssssasamssma=s
fess===m=s=sssesessososasssssssssssa=s fEmm====== Foms====== +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3be5ab5d7 | online | 25 |

fems=sssssessososo==== foss=ms==s=======
oo e fommm— +

cat ontap-nas-backend.json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"datalLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {

"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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£ 1. B Kubernetes Secret

BIZ— 1 EaRmEHRER Secret, WTHIFFR:

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

$1 2: 6i# TridentBackendConfig'CR

T—F 26— TridentBackendConfig CR FBENBERNTIIHFEEN ontap-nas-backend (F07sf
FiR) o ERRAHEEUTENR:

* EmBEUTAUEEN: spec.backendName o

* iCBS¥5REmER,

* il (NRER) RS ReERERNIRF.

* EIEEE Kubernetes Secret 1&fft, MARUBANH R IRH,

EXFERT, TridentBackendConfig & &&iX#¥:

cat backend-tbc-ontap-nas.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us_east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"'
- labels:
app: mysqgldb
cost: '25'
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

S8 3. PR "TridentBackendConfig'CR

ZJ& TridentBackendConfig BAEIE, EMNMEMLIRE Bound, EXFMNIZRMSINE GEiHERNGIHS
#RA0 UUID,
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

ERIERREFERAUTAREITEIE:. tbc-ontap-nas-backend "TridentBackendConfig" BHY.

EI¥ TridentBackendConfig FHARFIH “tridentctl

‘tridentctl AIAFHILMERMUTAALIERN/ER: TridentBackendConfig’
o Itboh, BERXRALLUEFEBEIUTANTLERILEFR: tridentctl BIMIFR
‘TridentBackendConfig HfR “spec.deletionPolicy BN ‘retain’o

T 0: WBELGH
Flan, BIgEIMEBUTARNEIEZET LLTF/Ei TridentBackendConfig:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

MigHERe LIE R TridentBackendConfig' BB Ih 82 H 45 2 fFim[ME /FixAY UUID].

HIE 1. HIA deletionPolicy 8B “retain
HEITREEEHNNE deletionPolicye FEEBHIGEN retain, XHBRTH

TridentBackendConfig CR #MIFRE, BIHENXMAEE, HEARTLBEIUTAXHITERE:
“tridentctlo

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ach5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£f82 Bound Success ontap-san retain
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()  HMERBHE, TUEDETF—F, deletionrolicy BEN “retain

S HiFf TridentBackendConfig'CR

=ia—% b TridentBackendConfig'CR, HiiA/5 "deletionPolicy i & 79 “retain” f& B LALXLE MR -

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

fosesssssssassas=a== foss=ss==========

o e it fomm - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

fom e fom e

fessmsmmss s e s ss s oses s s s e ss e frossmm==== +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

fosessssssssssss==== fosssssmsm=ssas=s
fesssssssssscssscssosssssassassssassaaa femmm==== fommmm==== 4

fIB&/5 " TridentBackendConfig Trident R @ FFIZM R, MARILIRMIPREiRA S,

BIEMEERFMES

BIRTFAEE
BCE Kubernetes StorageClass MRHGIEFHE, LUIERTridenttlfEIEiLE S,

AL E Kubernetes StorageClass R

X "Kubernetes StorageClass X5 "HE Trident@ %X ERARECE RS, HiERTridentt{AEEES. fla0:
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold
provisioner: csi.trident.netapp.io
mountOptions:

- nfsvers=3

- nolock
parameters:

backendType: "ontap-nas"

media: "ssd"
allowVolumeExpansion: true

volumeBindingMode: Immediate

IEZH]"Kubernetes M Tridenty R "B X FERNMA5S...... RHBFHMAEE PersistentVolumeClaim' LA Xz3E
HTridenttl{AI D ECARZ IS,

elfEReRirES
Bl% StorageClass X &5, BNRISIEBIFMERE, [1FHEETAIRMHE—LLET UERSERNEDRTRG,

g
1. X2—1 Kubernetes X%, FRLUEMER kubectl £ Kubernetes FI8JEE,

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. MEERZTE Kubernetes FTridentP#BE F| basic-csi 2%, HBTridentf 2B %5 T igin_ERITEAE
o

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json
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"items": [

{

"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggr2",
"aggr3",
"aggr4d"

TFAEST
TridentiRft "t X4 E fRimAYE LR EEENX "

&, EALI4REE sample-input/storage-class-csi.yaml.templ 232 F A4 HE# "BACKEND _TYPE

ERFEIXNIZF R o
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./tridentctl -n trident get backend

e o T bt
o F—————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

BIREFMER
TR EEMBFMEE. IREINFESE. IRFEFMHEE IR URBIBRFIES.

EEMEEFMEE
s EBEEFEWBM Kubernetes 171E3S, HETUTHS

kubectl get storageclass

* EEE Kubernetes IFEFIFMER, BETUTHS

kubectl get storageclass <storage-class> -o json

* BEE Trident WREIZ FESL, BBTUTHS

tridentctl get storageclass

* BEE Trident WRAIDEFHELIFAES, BzTUTHL

tridentctl get storageclass <storage-class> -0 json
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RERRINFAESE

Kubernetes 1.6 &N 7R BRNVATFAELRIINAE, NRAARERFAEER (PVC) FIEEHAE, NEERLLEF
EEREERFAE.

* BTGB R TE X EIATENESE “storageclass.kubernetes.iofis-default-class TE/ZEZEE X FIEE R true,
RIBISE, EAMEMERR I FRIBERENEIR.
c OB T oS BIEEMEEREE NEOATEMES:

kubectl patch storageclass <storage-class-name> -p '{"metadata":

{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'
* [@tF, SR LUERU T REGANTEMESSERE:

kubectl patch storageclass <storage-class—-name> -p '{"metadata":

{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}'
TridentZEiIZF BHEE - LS ERRIRG,

(D EBP—RABEFEE—MEAOAFESE. MR L, Kubernetes HARFELEIRIAE Z M BAIATFES
, BERTARMGFGRIRARBRIAFHER .

HE 2SR e

XE—MERILAER JSON BEIEMRRHI: tridentctl TridentiFlwyx RAVHEIH. XA 'jq ERAIREE%:
LRZEARER.

tridentctl get storageclass -o json | jg '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’
illEREREES

Z M Kubernetes FliRTFESE, ETITA TS
kubectl delete storageclass <storage-class>

“<storage-class>' NiZ BRIV TEES,

B I FAEE A IR AR ASEIFRIFAE, TridentiFHEEEREN],

TridenBEHIBITEE “fsType BN T OIS T ARIRE, HTF ISCSI G, RIEINIT
(D parameters.fsType te#zfen, EREMIIIEH StorageClasses HEH IR,
‘parameters.fsType 5,
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FRENEES
BT 8

BIEZ—MEFABE B R Kubernetes StorageClass B9 PersistentVolumeClaim (PVC) Ki&
KiAE PVe SARER] LI SARAHRERIRZE L,

iR
— "PersistentVolumeClaim" (PVC) @Xt&ea LRABRIIARIERK.

PVC o] BB HiBERFMIFERT8IAER. FHAXELR StorageClass, EEFEIER 0 LUTHIFIANE
PersistentVolume BYA/NFIIAIAIET, @A LUTHIMEEESARS K5,

HIEGFPVCE G, MAILUSERREIEER,

%IEPVCE

I
1. BIE PVC,

kubectl create -f pvc.yaml

2. ZIEPVCIRS,

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 1G1i RWO 5m

1. FEERERETE M EIERP.

kubectl create -f pv-pod.yaml

@ e MER LT AR SIEHE kubectl get pod --watche

2. #iIAECEHET /my/mount /paths

kubectl exec -it task-pv-pod -- df -h /my/mount/path
3. MEE AT LUMBRIZ Pod To Pod MABAEEE, BERRYG.
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kubectl delete pod pv-pod

Hman
PersistentVolumeClaim #7582
XLERB R T PVCREAERE 1EI,

PVCE#M, HRWOIEE

BRI T —1EE RWO ihaRIED PVC, ©5—1 %7 StorageClass #J StorageClass 1%

BX, basic-csio

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: basic-csi

PVC #1 NVMe/TCP

b RAIBTR T —1 5% StorageClass B StorageClass XxELH). BB RWO iHiafER NVMe/TCP 7k

PVC, protection-goldo,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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Podi&5 S

XEERBIRTR T PVC EEFIRANERRKE,
EAEE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: storage
persistentVolumeClaim:
claimName: pvc-storage
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: storage

E 7K NVMe/TCP ECE

apiVersion: vl
kind: Pod
metadata:

name: pod-nginx
spec:

volumes:

- name: basic-pvc
persistentVolumeClaim:

claimName: pvc-san-nvme
containers:

- name: task-pv-container
image: nginx
volumeMounts:

- mountPath: "/my/mount/path"

name: basic-pvc

IHFE%]"Kubernetes M Tridenty R "B X EFERNMA5...... REHEREFEMER
HlTridenttIAl D ECBE =2RISEK,
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../trident-reference/objects.html
../trident-reference/objects.html

T ARRIR

TridentJ Kubernetes FEFIRIE T IR ERYT BENEE S, BB XY B iSCSI. NFS
. SMB. NVMe/TCP ] FC EFAENEEEE,

i JR iSCSI &

ERILUER CSI BRETRFY B iSCSI #FA%E (PV)o

@ iSCSI &Y BSLUTARNERF:. ontap-san, ontap-san-economy , solidfire-san IXEHFE
FFEE Kubernetes 1.16 E Sk,

$ 1% 1. BZE StorageClass LZiFET B

W48 StorageClass EX UHITIRE allowVolumeExpansion HE trueo

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

I FEFZIER StorageClass, FWEFITRIBUBZLUTRS: allowVolumeExpansion St

SIE 2: EREBLIZER StorageClass £iE PVC,

‘REBPVCE X F ¥ #7 “spec.resources.requests.storage’ A 7 RMFIBFAIER, ZRITHBMATFRIBR T,

cat pvc-ontapsan.yaml
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Tridentgl Z—MIAHE (PV) HIEHSIFAEERR (PVC) XEKER,

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885dbo71 1G1 RWO

Delete Bound default/san-pvc ontap-san 10s

TR 3. EX—MiERE PVC B9tk
RreRArEREIRE L, UERRERY, FE iSCSI PV X/NERFMENR:

* Y0 PV iEHZE pod, Tridentz¥ BEFMEER LNE, EMAMKE, HABXHRZBAN.

* SIIFRRER PV AN, Trident2EFZEEIRT BE. PVC 5 pod #87EfG, TridentzE#HiHE
BERHBEEBXHRFEMIAN. Kubernetes R7EH BISEMRINFTEREEH PVC X/

EXMIFA, IR T —MERLITIIEER pod: san-pvco
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i
Access Modes: RWO
VolumeMode: Filesystem
Mounted By: ubuntu-pod
$E 4 BF PV

ZRERIER PV M 1Gi AT 2Gi, 184w4E PVC EXFHE#. “spec.resources.requests.storage’ £ 2Gi.

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

PES5: WY E

TR LB EPVC. PV TridentB AT RIGIE B2 EMf:
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

K FC {A77

TR LAER CSI EdER2FY B FC 1J5AE (PV)o

() FoHRmyrEHTLUTHENER: ontap-san IEHZFBE Kubernetes 1.16 K EBHARZ.

I8 1. BZE StorageClass LZiFET B

w48 StorageClass EX LUHITIEE allowVolumeExpansion HE trueo

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True
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I FEFZIER StorageClass, FWEFITRIBUBZLUTRS: allowVolumeExpansion SEEl,

SIE 2: ERELIZER StorageClass £iE PVC,
‘REBPVCTE X FEH “spec.resources.requests.storage' A T RIFIBFFIER S, ZRITHAKXTFRIER T

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Tridentg Z2—MIAHE (PV) HIEHSIFAEERR (PVC) XEKER,

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

TR 3. EX—1iER PVC HIfR(K
Rt RAHEREIRE L, UERFBAERY, AERHEMCRAH S ERERMER:
* YNR PV E#EE pod, Trident=¥ BEFfEEIR LHNE, EFfAMLE, HABXHERFHIAN.

* ZEARRIEZDN PV BIA/NBY, TridemtSEEFERIRY B, PVC 5 pod BEfE, Trident=EHAE

BERHABXHRENAN. Kubernetes 2151 BIEERINTEREEH PVC K/

EXMIFH, IR T —MERLLITIIEER pod: san-pvco
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i
Access Modes: RWO
VolumeMode: Filesystem
Mounted By: ubuntu-pod
$E 4 BF PV

ZRERIER PV M 1Gi AT 2Gi, 184w4E PVC EXFHE#. “spec.resources.requests.storage’ £ 2Gi.

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

PES5: WY E

TR LB EPVC. PV TridentB AT RIGIE B2 EMf:
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

B NFS &

TridentXz#F A BEECER NFS PV ¥ BA2, ontap-nas, ontap-nas-economy , ontap-nas-
flexgroup , gcp-cvs , #1 azure-netapp-files [5ifo

S8 1. ERHE StorageClass LUXiFET R

ZFENFS PV VAN, BEESBATEREFHELLUAITET B, HERKREUTSH:

allowVolumeExpansion HEF “true:

cat storageclass-ontapnas.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontapnas
provisioner: csi.trident.netapp.io
parameters:

backendType: ontap-nas
allowVolumeExpansion: true
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MREBECET — B ILEEESE, N LiBIERU THhSEEREIEEMESE: kubectl edit
storageclass’ A FARFRAE A

I 2. ERELIZER StorageClass 63 PVC,

cat pvc-ontapnas.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi

storageClassName: ontapnas

Tridentf1Z/91% PVC 8l3Z—1 20 MiB BJ NFS PV

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-0199-11e9-8d9£f-5254004dfdb7 20Mi
RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE
pvc-08£3d561-b199-11e9-8d9£f-5254004dfdb7 20Mi RWO
Delete Bound default/ontapnas20mb ontapnas
2mé2s

$IE 3. BF PV

ERFEN 20 MiB PV IAE N 1 GiB, 1E4RiE PVC H#{1TIRE “spec.resources.requests.storage %] 1 GiB:

kubectl edit pvc ontapnas20mb
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
#

TR 4. BT R
TR LB E PVC. PV MTridentdxFRRI A/ NRIGIEARE AR/ NEE EH:
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
et ittt L fommm - fom e
fom - oo fom - e +
HO=

&R LAER “tridentctl import’ @I GBI TR Trident S NERRIFAEER (PVC) &l
EZESESE NN Kubernetes PV,
BOAFFEEIN
A LUSES N Trident LR IT UL TiR1E:
c BN BAREFRRSUHERENEHIESE
* NG N ERFER RSN T ERES
s EELMM Kubernetes 2%
s FERMERE BRa TR N BRI R EUE

AR EM
SANEBZH, BEERUTE,

* Trident2EES AN RW (£5) HEWONTAPE, DP (BUEFRIF) FLAIEHZSnapMirrorBinE, EEES
ATridentZ B, NiZFMiFREGXR.
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* HNBWSNLKEENERNSE. BERANEEERANE, BREZE, ARRITSNEE.

@ giﬂiﬂiﬁﬂéﬁj‘ﬁiﬁ, K7 Kubernetes ARIE Z BIRVERE, REZIFENEMHNMNE pod
Lo XATRESEERIESIR,

* R%E "StorageClass W 77E PVC LIERE, TridemtESAIEEPRERILS. ERESER, SERFEMESE
IRIBEGESHE MRl BEE P ITIER, ATEEETE, RItSANTEEREFE L, Fit, BIEEEET
5 pvC HiEEMNEERARLENGIRIEE, SAERESKK,

* MEARRRITEPVCHBEFNIZTE. EREMRMIEFSNG, PV 2EIE, HHHiERE PVCH
ClaimRef,

o A ERESHIIAIRE N “retain' 7ZEPVHAH, Kubernetes B(IH48E PVC A PV 5, EIWEREESEF NS FE
FKM eI ERBEHEILAD,

° NRFMELRMEERIERE delete’ 3 PV MR, FHESHIWBIER

* BHANBERT, TridentBIE PVC, H1EGHESRZFlexVol volumefl LUN, fREILUEE “--no-manage’ S\
EHREENIRE. NRIREER --no-manage EXNRBEGERA, TridentA&3t PVC = PV HUITEMRER
SMEVIRIE. MHBR PV BY, FESFWMIER, EMRE (WEREBHNEARZRK)) W2,

NREAEFER Kubernetes SREIRER R C TIEE, (BXAE7E Kubernetes ZINEIRFEER
AmERE, NIEAEEE A,

* 7£ PVC # PV AINERE, EERERD. —BETEESAN, 2T PVCH PV REEEHE, IR
NS MIBRo

SNE
&R LAEEA “tridentctl import’ Zi&E 812 H Trident S NERR PVC RENSE,

(D) m®:EmPYC TR, NEBTHRER tidentct RENE,
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£ tridentctl

B
1. gIE—1 PVC X (5180, pvc.yaml) , ZXHFERATFEIE PVC, PVC XHREHE name.
namespace. accessModes '# “storageClassName, &, ERILITE PVC EXHIERE

unixPermissionse

AT B— TR RG:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace
spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

() eEFENs®. PV EHREANSHNSKTESHIARSEN.

2. {ER “tridentctl import A F18E 8 & &M Trident/5in & R R M—IRREE L EMN B RHS (Fla0:
ONTAP FlexVol. Element Volume. Cloud Volumes ServiceB&R) » X -f EEIRHSIFIEEPVC

XHFBIERR.

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-

file>

&M PVC I8
PTIE
1. {ERAREM Trident ENEREEIZE PVC YAML XX (fl#0, pvc.yaml) o PVC XN EIE:

° name M namespace TETCEIESR
° accessModes. resources.requests.storage | storageClassName EMAEH
° FRE:
* trident.netapp.io/importOriginalName: f5in_EBIERFR
" trident.netapp.io/importBackendUUID: EFEMGIR UUID
* trident.netapp.io/notManaged (Optional): NIFFEEHBIREN "true"s RIAEN

"false'"o

TEHESARESHRAINE:
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "<volume-name>"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>
storageClassName: <storage-class-name>

2. ¥ PVC YAML X R/ E] Kubernetes S£8%:

kubectl apply -f <pvc-file>.yaml

Trident 3 BsISANEHIEELHEE PVC,

Nl

BEEUTESATA, THEZFNIKERF.

ONTAP NAS F1IONTAP NAS FlexGroup

Trident>2 3 FERAUTAREANE: “ontap-nas’# “ontap-nas-flexgroup & #l.

@ * TridentRZ#E A ontap-nas-economy l#le
* X ‘ontap-nas'#1 ‘ontap-nas-flexgroup IREHIZEFE AR R IFEEREZ .

BEH AU T AR ontap-nas ‘driver 2ONTAPEEE FMFlexvVol volumeo ERUTARE
AFlexVol#® “ontap-nas WehiZFHTERIENER,. BEETONTAPER LMIFlexvol EAUERES
No ‘ontap-nas PVC., [E##, FlexGroupBHAILAS A7 ontap-nas-flexgroup’PVC,

fEEF tridentctl Y ONTAP NAS {7l
THRR T REEMIEBTEESANBRA,
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REE
UTRHISEN—1T R managed volume ERH ‘ontap nas:

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

st ettt T T e e Fom -
fom - ittt ittt fom - e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fomm - fomm -
fom - o fommm - fommm - +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

o fommm - fomm -
fom - o fom - Fom—m————— +

AEEE

fEFEBY "--no-manage IBHE, TridentFf2EdEE,

LUITFRGIS N "unmanaged_volume £ “ontap_nas’ f5 i

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-

file> --no-manage

o pomm - pom -
e o fomm fomm +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm fom -
e et e fomm - fomm - +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6a4-b052-423b-80d4-8fb491al4a22 | online | false |

e st et fomm - fom e
fomm o o e pomm - +

{#F PVC ;35HJ ONTAP NAS =l
UTRAERINEER PVC ERENFEETIEREE S,
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RES

T RBIME 81abcb27-ea63-49bb-b606-0a5315ac5f21 " FANFRA “ontap volumel HI
1GiB ‘ontap-nas &, fEF PVC ARIKE T RWO ihaiER:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <managed-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap volumel"
trident.netapp.io/importBackendUUID: "8labcb27-ea63-49bb-b606-
0a5315acb5f21"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

IEEE

LUITFRGIER PVC 3B MIGiH 34abcb27-ea63-49bb-b606-0a5315ac5£34 S ANRA “ontap-
volume2 'Y 1Gi ‘ontap-nas %, FI&E RWO ARIEL:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <umanaged-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap-volume2"
trident.netapp.io/importBackendUUID: "34abcb27-ea63-49bb-b606-
0ab5315ac5f34"
trident.netapp.io/notManaged: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>
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ONTAP SAN

Trident2#FHFEAEZE N ontap-san (iISCSI. NVMe/TCP # FC) # ontap-san-economy &#lo
TridentA] LIS ANEE 8 LUN BIONTAP SAN FlexVol#&, X5 ontap-san BopfER, ©AE1 PVC 8IE—
“FlexVol volume, F1EFlexVol volumeREIZE—1 LUN, TridentS§ A\FlexVol volumeFHEHS PVC EX %
BX, TridentRILAZ N ontap-san-economy 8&% LUN B%&,

ONTAP SAN Rl
UTFRFIERTINESNEEESTIIEES:

226



RES

WFREE, Trident=RiFlexVol volumeE&i&A A pve-<uuid> FlexVol volumeHY LUN #&Z
"1unOo

LUFRBISANT ontap-san-managed FlexVol volume?Z7EF ‘ontap_san_default f5if

ponn]

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-
basic-import.yaml -n trident -d

e S R e et
femm======a B fmmm==== femememm== 4
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e femmm==== fosssmssmssaaaa
o e s e s e e e e fro— e i
| pvc-d6eedf54-4e40-4454-92£fd-d00fc228d74a | 20 MiB | basic |
block | cd394786-ddd5-4470-adc3-10c5ced4ca’57 | online | true |

frosssscesme s m e e oo s e a e e e e s e freo=m==== frocssesssemeea==
fre=====m==s e fe=m====s e +

AEE

LUITFRFIEN "unmanaged_example_volume'7£ “ontap_san' f5if:

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
Fommmmmmmmoreorrrrrrrr e e EeEmm o Frommmmomos Fommmmememesemos
Fommmmmmmme ettt Fommmmm=e Fommmmmme= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmcmcosososssrs e e e e e T e E eSS S Fommmmmme= Pomemmsmsmsmsmss
Pommmmmmm== e ettt Fommmmm== o= +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog

block | €3275890-7d80-4af6-90cc-c7a0759£555a | online | false |
e e ERETEtatt bt o= o=
Fommmmmomo= B e e e Fommmmmoe e +

IR LUN MRE4ZEI5S Kubernetes T 52 IQN £ E[E— IQN #Y igroup, SITFFIFRR, MSWEILITFEIR: LUN
already mapped to initiator(s) in this group. EEEZIREoIZEEVEME LUN FEES

o
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0

unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

Element

Trident>z ¥ {# FANetApp ElementiX{4F1NetApp HCIZEF A “solidfire-san’ E#1o

@ ElementRehiEFZIFEENERZ M, BR, MRERIEES, TridentzR[MEHEIR, FA—ME
B755, nEE, RE—TIE—NERTR, ARSARENS.

UTTRBIFEN— element-managed [GIHAE “element defaulte

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s femem==== fomsssssms=a====
fmmmmmmmaaa e fmmmmmaae fomememaae +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e it fomm -
fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |

fomssssess s s s s o s e o s sss s osss fremsm==== fossmessmemeea==
fem======== e Bt fmm====== fememe==== 4

Google Cloud Platform

Trident2#FERAUTAXEANE: “gep-cvs Gl
E G HNetApp Cloud Volumes Service2#FHI%F AN Google Cloud Platform, 1&i&Ed &K ZIRG!
() 5. SBERSSLEEPOTUTLEZENNS: /. A, NRSHEER
10.0.0.1:/adroit-jolly-swift {KFRE&EN “adroit-jolly-swifto

Google Cloud Platform /{5
UTRBISAN— gcp-cvs [RIRAE "gepevs YEppr ABEMATREEIRE “adroit-jolly-swifto
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tridentctl import volume gcpcvs YEppr adroit-jolly-swift -f <path-to-pvc-
file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s femem==== R e
e e e e e e e e e e fro— e +

| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e fom -
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I

| pvc-ad6ccab7-44aa-4433-94bl-e47£fc8c0fad5 | 93 GiB | gcp-storage | file
| ela6e65b-299e-4568-ad05-4£0a105c888f | online | true |
fossssssssss s e se s s oses oo sssssss s s R e e
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

Azure NetApp Files

TridentZ#FEAUTARXENE: “azure-netapp-files’ FHlo

=S NAzure NetApp Filess, BT SHERGIEE. SHERESHBETAFUTUEZE
() s /. flm, MREHEER 10.0.0.2: /inportvoll FREER

“importvollo

UTRBISEAN— azure-netapp-files JGIHAE "azurenetappfiles 40517 {FFIEKE
“importvollo

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

- fommm————— fomm -
fom - o fom - fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

- fommm - fomm -
fom - ettt et T e fom - e +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3adab | 100 GiB | anf-storage |
file | 1c01274f-d94b-44a3-98a3-04c953c9%a5le | online | true |

o fommm————— Fomm -
fom - o fom - fomm - +

Google Cloud NetApp Volumes
TridentX23FFEHRAUTHARENE: "google-cloud-netapp-volumes' El#lo

U T RI7EfEiR backend-tbc-genvl E§AE testvoleasiaeastlo
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tridentctl import volume backend-tbc-gcnvl "testvoleasiaeastl" -f < path-

to-pvc> -n trident

Fommmmmmomomoososorreroemememenemeoememmm o Fommomomos
o Fomm -
Pommmmm== o= +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmesesesese s s s s e ss s o=
Fommmmmmmmemenemeomomm= Frommomomom= Fommmmmmrmemsrrrrrrr e reme e e e e o
Fommmmm=e Fommmmmme= +

| pvc-a69cdal9-218c-4ca%9-a%41-aeal05ddl3dcO0 | 10 GiB | gcnv-nfs-sc-—
identity | file | 8cl8cdfl-0770-4bcO0-bcc5-c6295fe6d837 | online | true
|

Fommmmmmemsmesessse s s s s e e o=
Fommmmmmmmrmeoeosomoom= Fommmmomom= Fommmmmmrmescrrrrrrr e reme s e e m o
Pommmmm== o= +

LUTFRBISAN—1 "google-cloud-netapp-volumes' Y i MAFIIEE F B — XA, AF35:

tridentctl import volume backend-tbc-gcnvl
"projects/123456789100/1locations/asia-eastl-a/volumes/testvoleasiaeastl"
-f <path-to-pvc> -n trident

o fomm -
e fromso=e==== e et
fem====== fememe==== 4
| NAME | SIZE | STORAGE CLASS
| PROTOCOL | BACKEND UUID | STATE | MANAGED |
fossssssss=ssscscssssssssosossssssss=sssa=s fememe====
N T fro e e e e e
e e I
| pvc-a69cdal9-218c-4caf%-a9%41-aeal05ddl3dcO | 10 GiB | gcnv-nfs-sc-
identity | file | 8c1l8cdfl-0770-4bc0-bcc5-c6295fe6d837 | online | true
|
fossssssssssssesessssssesososssassasssssa=s fememema==
frosssssseemes e from=mee==== et
fe=m====s e +

BREXEAMIFE

ﬁ%m%m,ﬂjuﬁ@Lm%ﬁEﬁEXm%ﬂﬂﬁuoLTU%%& OREHIEHRE
MBRETEIE BHAY Kubernetes HiR (PVC) o BERRIATERIRAINE X ENR, URIEBE
XEZMMBEEXITE; B, EATRENTAEEFEEXLEER,
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ez Al
SFFBEXERMAIRE:

1. Bl SANTREERE,
2. 3+F ontap-nas-economy IXshi2F, RE Qtree EHIRRFTE B FER,
3. 3#F ontap-san-economy IKEhiERF, RE LUN BFFE B FFEIR,

PR

1. ATBENX BB SONTAPA IR IEF R B
2. AIEEXPERTTERTFRNES.

A EEXERMBIXEITH

1. MNRAFBIERFPEIETELTHM SR, NWEHREFRK, B, MRRIRNALK, NERKREN

BHEGRBAER o
2. YEARRRETHNRITMRIRGEEN, FHEINZTER, JUEREERPFAIEAFIFENEIZRE,

[EREERA, BERMRIRMIRE
BT LUTEARRAIM/EER 5 E X B RE X B RIER.
REH T

{
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",

A A

svm": "svmQ",

"username": "<admin>",

"password": "<password>",

"defaults": {

"nameTemplate":

"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} } "

by

"labels": {
"cluster": "ClusterA",

"PVC": "{{.volume.Namespace}} {{.volume.RequestName}}"



UGNt

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",

"username": "<admin>",

"password": "<password>",

"useREST": true,

"storage": [
{
"labels": {
"labelname": "labell",
"name": "{{ .volume.Name }}"

}o
"defaults": {

"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster
1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by
{
"labels": {
"cluster": "label2",
"name": "{{ .volume.Name }}"
by
"defaults": {
"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster
}} _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
}
]
}
BRI
NI
"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} ({{

.config.BackendName }}"

5l 2:
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"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""

FELZEN/LR

1. WFESN, RELNEEEAERERANREN, FSEHnE. Fa:
{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}} o

2. WFREESAN, ERTBREIRE XREFE X B8 MER.

3. Trident R FPR] I B AT S ERIZ —EEE M.

4. INRIERTEERME—IIBZI, Trident RN —LERHNFRIREIZME—MIEBZ M,

. WNR NAS EF BB EEXBFKEBT 64 1NFFF, TridentiFRRIMNANMBAERRXES, WHTFR

BEHMONTAPIRENIZER, MNRERZRMEIRZMIRE], NELIEIZHFRW.

EimZTEHE NFS &
A Trident, EIEE B TEIFEES, HE— XS HEIGRRTEIPEZZSE,

TridentVolumeReference CR A IFEE— 1% Kubernetes 853 28] 2 @] 2 £ = ReadWriteMany
(RWX) NFS %, X7 Kubernetes RAEMRAEEBUTMA:

* ZARIEHILRREZ S
s EATFFRIBE Trident NFS BIRGHIZR
* K tridentctl SREMEMIER 4 Kubernetes ThAE

LEIETR T B Kubernetes e RSB NFS HHE,

233



re

________________________

TVol €—p

=
3
2

.......................

O [
H

TridentVolumeReference
primary/pvci ;
B e e s T -7 Storage " Y i e e e P - 3
Volume
RIRZ TN
RENANTEEAIEENFSEHE,

BOE RPVC LI ZIATR
B=EMBER TR PVC BRI IR,

I>

/ED

a

BFEBirmZ a6l CR AR
B RIEF B AT EE B TridentVolumeReference CR HITX R,

A
0%
3

EBEirE B =iEP 62 TridentVolumeReference
Biren & TeIMER A E fI7 TridentVolumeReference CR LA3| AR PVC,

o EBiramRATIEREIEMNE PVC
Birep B FEIMNEREERIEMNE PVC, LIERR PVC FREERER,

FoERen & == (a1 B inen & =)

NaREEe, BaRTRAHAEFERMRBTEMEE. SEEERMNBmaRTEMEENNMENTTE. BFA
@T‘%Aﬂ??xqﬂﬁﬂA?}%amo
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p
1. RepB=ZEFABEE: SIEPVC(pvel ) TTIRE

F3 “shareToNamespace ;:f#,

kind:

apiVersion: vl

PersistentVolumeClaim

metadata:
name: pvcl
namespace: namespacel

annotations:

trident.netapp.io/shareToNamespace:

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Tridentflli® PV KE Gk NFS 7ZfE5,

- {EEILIERE

TE)h, BFS5EHHET

SHREITIRE PVC HE4%

S B HEZHINPR (namespace2) f#

namespace?

iR =iE. i,

trident.netapp.io/shareToNamespace:

namespace?, namespace3, namespaceid o

@ c AR T ARAHZRIFE®

=8 *, 40,

trident.netapp.io/shareToNamespace: *

o IERILUEFHPVCLLEE “shareToNamespace FERS B LURINERR

2. *EREIER.
TridentVolumeReference CR HITX PR,

3. BirmBRTEEE. EEFGRTEFRIE—MEERGET

[e}

apiVersion: trident.netapp.io/vl
kind:

metadata:

TridentVolumeReference
name: my-first-tvr
namespace: namespace?2
spec:
pvcName: pvcl

pvcNamespace: namespacel

4. BYrmRsE
¥R PVC,

SEIFfEE . GIEPVC(pve2 ) EBEIRGRT

RERBEILELH RBAC, UIRFEIRHET

BIFffE & BT & =R EE

1889 TridentVolumeReference CR, pvcl

Si8)(namespace?2) fEF “shareFromPVC ¥R LUIERE
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

(D EfPVCENRTBRNFREFRPVCENRT.

prg=c)

TridentiZBX “shareFromPVC £ B4 PVC LARINERE, HIGENR PV IBRASE BB ERERIMNES, %E
I"]J_ PV # ;/}_ PV ﬁﬁ«%)\l o EE’Jiﬁ’, PVC *D PV Ei*EJ—.E é;BA-Eo

BEFHZES

ERILIMERE 2N 2T RIHZNE, TridentiFZERM IR AT EPZENLINR, HERENHZZENH
fthes 2= BAIHIRIIR. HFAESIBixEmamR TEEHEMRE, TridentzMIERiZE,

fEF “tridentctl get i 75
fEF[ tridentctl SEATER, EAILUETT get IRENFENT L. BEZER, B5SHPEE. /trident-

referencef/tridentctl.htmi[ tridentct! 85 < F1 %],

Usage:
tridentctl get [option]

s

* "-h, --help: BXEMNE.
* —-parentOfSubordinate string:. FEWERHITEFESE Lo
* ——subordinateOf string. BEHEREGITEEN TR,

PR

* TridentT/APRLE BiRsF B TR EANHRES, BROZFERAXHHERNE M ARG LEBEEHEZEHIE
BT ERBIE BERIEPVCRE X EPVCHIIA AR, “shareToNamespace 3% shareFromNamespace 7+
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BT MIB% “TridentVolumeReference’ CR, EHFHIFIRIANIR, HAMIFRME PVC,
s MBETLERITIREE, TEMBFGIRE,

THREZER

ETHBEXERRTEEHNNESZER:
JhR'ER R T EZERES: EEGRTEEILE"
s MMEER"NetAppTV"
Bin g Tia)RfEE

fEMTrident, &RILAFIAR— Kubernetes S8R ARE AR T EIANINA B EIRECIE
W&o

AR M
nlESZH, ERFEERRENBEFERER—XE, HEHAEBHERNFELE.

() EsszEmEEEEHUTER: ontap-sanl ontap-nas EHEIEEIZF, R RN,

TRIRBTH
\ﬁ)'l/\ﬂ?%ﬂﬂ_hxﬁﬁﬁﬁéo

o BRE R PVC LITEfEE

REP R EEPIBER T AR PVC EiERIRIR,

o BT BIRamRTEHeIE CR MINR
EREIERIEFEINRTIEIMFAEE I TridentVolumeReference CR FINR,

e FBirdn & =ialP e TridentVolumeReference
Biren & IEHFRE A2 TridentVolumeReference CR LA | & PVC,

e EErSRTE P eIEEE PVC
Biren B FEIMFFEE R PVC LU RGZ T | HH PVC,

feEiRen & == (a1 B ines & =18

NEREE, BEaRTEaEETRRMRTEREE. SRHEEAM BTG RTEEENDENRE. AP
ABEEST I RPEIBIEE,.
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B
1. BB TEAEE: QIE8PVC(pvel ) ERMBAZTIER (namespacel " ¥F 5 BirmE TEIEZHIN

PR (*namespace?2) {#H "cloneToNamespace ¥ fi#,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/cloneToNamespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

TridentBllZ PV REGIHEES.

o BRI LIERES HIRITIRKE PVC HELZ MR EL. 5,
trident.netapp.io/cloneToNamespace:
namespace2,namespace3, namespace4 o

@ © WRAILMERUTARHEZRIFrE R TIE . Fli,

trident.netapp.io/cloneToNamespace: *

o & LIEHPVCLLE S “cloneToNamespace RS B] LURITERR

2. EHEER. MRCREECHNETARGNIFRES (RBAC), MIRFEMMGRATEMEEEERGRATIE
8132 TridentVolumeReference CR BIMPR, (namespace2 ) o

3. BiraATEFIESE: EBirmaTEPEIE—MERIFEHRZER TridentVolumeReference CR, pvcl

o

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. BirasRTEFIEE: QIEPVC(pve2 ) EBIFfHRTE)(namespace2) (M cloneFromPVC H#&E
*cloneFromSnapshot, #1 cloneFromNamespace' FBF3EERPVCHIERE,
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
annotations:
trident.netapp.io/cloneFromPVC: pvcl
trident.netapp.io/cloneFromNamespace: namespacel
name: pvc2
namespace: namespace?2
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:

storage: 100Gi

PR
* 3 F{EF ontap-nas-economy IREHIZFACER PVC, AXIFHRIETIE,

fEFASnapMirrorE %

Trident>2FF— 1M ERE LRVRE SMEREH LNBIME ZEBNREXR, ATERIEIELE
DASEMS. SR LIERZ A TridentiRBX R (TMR) K& =B BEXZERENX (CRD)
RHAITLATHRIE:

" R (PVC) ZIERIHEER

* BREZENHEXR

* TGRSR R

FETORIERT (KRB BASRENEMRY

* I RINEIE RIS TR, SO B R EN ST,

ERIRvRIR R M+
FaZal, IFHERRELTARRFMF:

ONTAPEEE

* * Trident *: fEFONTAP{ENGIRAYIR Kubernetes S2E¥#1 B 4% Kubernetes 8% _F /M 7F7E Tridenthi Zs
22.10 HE SR A,

* YFANIE: FERHIERIFPERONTAP SnapMirrorR 4 i Rl IEA ST TR ONTAP S8 F1 HIRONTAPEEE iR
o 1585 "ONTAPHHSnapMirrorif Bl A" T B S B

MONTAP 9.10.1 7148, FREIFEIIEILANetAppIF el IEX 4 (NLF) IZR MY, XE— 1A UAB A ZMIhEE
BB, JEBIFE"ONTAP One M HIFRIE" T EZER.
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@ X2 #5SnapMirrorSF 1R,

W&
* E£BEF1 SVM: ONTAPTEfEEimA B B iE S, 1585 "SEEMSVMIT S EEIR " THREZER,

(D) ®BEAIONTAPER Z IS HIX AP ERN SUM BHEHR—H,

* * Tridentfl SVM*: W xiE SVM el Ein&ERE EMITridentfEH.

SFFNIREHIZR

NetApp TridentSz F{ERNetApp SnapMirrorfs RFHITHEER, ZIAER U TIREHIZF ZIFRITFMHESE:
ontap-nas . NFS ontap-san . iSCS| ontap-san : FC ontap-san : NVMe/TCP (FR{EZEXKONTAPhR
7 9.15.1)

@ ASA 12 ZEARZHHER SnapMirrori#{TEE . BXASAR2 RFEER, BB THEASA 2
FHERTE"S

HEsEmEmPVC
REBXLLES R, FHEA CRD R, EEEMIEENEZEISIEEERXR,

p
1. f£F Kubernetes £8f LHITU TSB!
a. FHUTHREIE— StorageClass F1% “trident.netapp.io/replication: true SB[

Nl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "nfs"

trident.netapp.io/replication: "true"

b. EF%AILIZER StorageClass BlIE PVC,
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Nl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

C. EAAMEREERGEXALTEIRFK,

Nl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:

- localPVCName: csi-nas

TridentFREX &I N ERE B S YT EUERFRIF (DP) RS, SAGIEZT MirrorRelationship FURSFES.

d. $XBY TridentMirrorRelationship CR LAFXEX PVC HIRIERE FRFT SVMo

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
localPVCName: csi-nas
observedGeneration: 1

2. {£%4Bh Kubernetes 8 FHITU TS IE:

a. BlJE— StorageClass, 3i&H& trident.netapp.io/replication: true &%,

Nl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. tliZEEBrIRERIREXE CRo
Tl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
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TridentGEAEENXAREBI (SONTAPRIEAIAE) EIESnapMirrorX & HX H#H1THIIA 1K,

c. BlE— PVC, fERSAIIER StorageClass {EN4HBITZ %S (SnapMirrorBIFF)
AN

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

Tridenti§#2Z TridentMirrorRelationship CRD, $IRZXAFEE, NEIEEXK. MNREFEFELXR,
TridentiFH{RIGETBIFIexVol volumeR B ES MirrorRelationship FE X HIZEFE SVM 328 SVM .

SEHRE

Tridentiif&x%& (TMR) @—7% CRD, ©&X PVC ZEIEHIXAZN—iK, B TMR E5—1MRE, 1z

W TridentHAEBRVIAS 24, BRI TMR BB LTRSS

* BEI: At PVC BIREXANBNRE, XR—MHNXR.
* BT At PVC AN HAIRE, BRIEBHREXR.
© BT A PVC BEBXANBINE, HEZABATZERXAT,
c MREMBBESREEEXK, WHTFERENEINKRES, BheaBEBITENRNS.
c MREZRIARSFREILIRXRR, WEHRBRILKSEEK,
I RISMEPE IR AR Bl #H HBNPVCRYIETT
7E%5Bh Kubernetes &8 FITUATH R

* ¥ TridentMirrorRelationship B9 spec.state FEREHT A promotedo

It R SRR ERIE T & APVC
FitkEiERRS (1) HAiE, BUTIUTSBRERA5E) PVC:

p
1. 7£% Kubernetes §£8% £, B PVC BUIRER, HEFIREBOIETMN.

[==4
=
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2. £ Kubernetes &8¢ F, 7 Snapshotinfo CR LUFREXAZRIFL(E B
5l

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. 7E4#Bh Kubernetes 8% F, 3% TridentMirrorRelationship CR By spec.state FE&E#7 promoted, FH¥%
spec.promotedSnapshotHandle B AIRBRIRNERZ Ko

4. 7T54Bh Kubernetes ££8% I, ik TridentMirrorRelationship FIRZS (status.state FE&) BEBEIRFH.

WERBEMERGRR
EMERERRZE, EEIRBIEAHEESBII—T5.

p

1. 7E%#B) Kubernetes ££8% I, #31R TridentMirrorRelationship LAY spec.remoteVolumeHandle FEERIEEE
#o

2. 1£%HBh Kubernetes ££8¥ F, ¥ TridentMirrorRelationship BY spec.mirror FEEE A reestablisheds
LEPIESZN
Tridentsz 333 £ EMGHBIERIT L TIRIE:

RKEPVCERIZIFAIHEEIPVC
BERREEEEEPVCENEAPVCE,

g
1. MEBEIIMEEE) (Bi5) SEE¥HMIER PersistentVolumeClaim #1 TridentMirrorRelationship CRD,

2. NE GE) &EE#hiBR TridentMirrorRelationship CRD,

3. £5E (R) £ LEAEEVMHEE (B15) PVC 8E—NRH TridentMirrorRelationship CRDo
BEGR. THREPVCHRT

PVC AILUMGREE—HFRARB A/, MRMIEEEIZFIK/), ONTAPRK B RERIER flevxols,
M PVC FiisbxE b

ERRET, B LS TUTRIEZ—!:

* MBRYEED PVC LB BXR. XWIFEFIXR,
* @&, 1& spec.state FEXEHT/I promoteds
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HpR—PVC (ZHIBHER)
Trident2EREBFEERN PVC, HEZEBFEZARRERIXR.

% TMR
MIFFIRE X Z—ME TMR 28R FIRE TMR ETrident5e i MfIbR 2 Bi3EH 0 promoted RS, INRIFEHFMIBRAY
TMR B F promoted IR7, WARFEFEGXZR, TMR EHEMIER, Trident2¥ 74t PVC 18H 3 ReadWrite,

LA BRIRES TR ONTAPH A A Y SnapMirroroiiiE. INREREBRILERTHEGXR, NWELIEFRAERG
xR, BAEREAS established HEEIIRSHIE TMR,

ONTAPTELBY, EMRGXFR

BBRXREIGEI UK ER, Ea]LUER state: promoted (% state: reestablished B FE#H* R HFEL,
BEMBIRANEMEE &K, BILUER promotedSnapshotHandle 15T B4 Y Hi &R R ZIRF T IR,

ONTAPE AR EMFEERXR

eI LAGEA CRD $14T7SnapMirrorS8#T, MAFE TridentSONTAPEEREEIRIERE, BFEEUT
TridentActionMirrorUpdate BIRGIAR

Nl

apiVersion: trident.netapp.io/vl
kind: TridentActionMirrorUpdate
metadata:
name: update-mirror-Db
spec:
snapshotHandle: "pvc-1234/snapshot-1234"

tridentMirrorRelationshipName: mirror-b

“status.state’ i BR TridentActionMirrorUpdate CRD BIIRZS. ©RIMEVE ATh. #1790 30 KK,

fEF CSl #hth

Tridentr] AR BB LA T A NIEF B EH IS EMINNE] Kubernetes 85T = "CSI
FRIPINEE" o

R

fEF CSI $hMINRE, AILUMRIEXIEAM A BEKEEM SRR ETRFE. 0S5, cRSEHEBRIT
Kubernetes B2 IRETFXENT R, TRAIUIF—IMXKERANFARTAX, BAIUEZ MK, ATH
EESXEREPANTEAHEES, TridentfEA T CSI .

THRES%T CSIEINRENIER "It

Kubernetes 2 7 RIRASFHISHERT

* #1 "VolumeBindingMode i & /3 “Immediate Tridentf & & B EAHRINEH. EHEHSRETOIE
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PVC BY4LEE, XZ2ERINIEE. VolumeBindingMode & FAREEIITIRIMIRIERE. IFABHEIE
FM&RTFIEK pod FIREERK,

* #0 “VolumeBindingMode i€ & J3 *WaitForFirstConsumer PVC B A SRR ISR, HENER
% PVC B pod #IEEMEIE, XiF, MAILUGIEERHECHRIMNEKRFIEEIHITIIAELR,

(D = WaitForFirstConsumer SR A REEIMFE. KATBURILTF CSI 5N NEEER.

REEMA
E{EM CSI R, BFBRLUTAHH:

* IBITHHY Kubernetes EE8#"7 1509 Kubernetes k"

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1e4a2108024935ecfcb2912226cedeafd99df”,
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99dt",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:49z",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amdo64"}

* BRI RANTEEINE, UAIIHRIMNEABEN . (topology.kubernetes.io/region
‘topology.kubernetes.io/zone) o ERZETridentZfHi, EEPHNT R L WIZEFEXLERES, U
{ETridentAE T8 ARG
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

FE1: SIERINEA iR

TridentfZfiE[EimA] LUK T AIRIBR A XEZR ML ES. S NEHREA ST — 1 rlEAa Gt
“supportedTopologies' RN Z K FNMX T FRAVIR, X FERAILLSEFiRAY StorageClasses, RBEER
X iE/ X I E RN AR AR 7 2 e1ES.

UTRB— 1 ERE Xl
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YAML

version: 1
storageDriverName: ontap-san
backendName: san-backend-us-eastl
managementLIF: 192.168.27.5
svm: iscsi svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-a
- topology.kubernetes.io/region: us-eastl
topology.kubernetes.io/zone: us-eastl-Db

JSON

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "san-backend-us-eastl",
"managementLIF": "192.168.27.5",

"svm": "iscsi svm",

"username": "admin",

"password": "password",

"supportedTopologies": [
{

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-a"

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-b"

“supportedTopologies' B FRREENEHXKIFM AP X TR, XEXIFHNOXKERT
(i)  StorageClass RATLURMMAFENTIR. 3T OAEHBHIOKIGHG BT ENEHE,
Trident&ERIFESIE— &,

fRATLLE X “supportedTopologies’ & MEE M2 tt, FS I TRAI:
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version: 1
storageDriverName: ontap-nas
backendName: nas-backend-us-centrall
managementLIF: 172.16.238.5
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b
storage:
- labels:
workload: production
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-a
- labels:
workload: dev
supportedTopologies:
- topology.kubernetes.io/region: us-centrall
topology.kubernetes.io/zone: us-centrall-b

EXMIFH, “region'fl zone IR RFMAMAV(IE, topology.kubernetes.io/region#l
“topology.kubernetes.io/zone )R TE 17 & AT LM I MER,

T] 2: EXRINSRBTFESE.

RIBRMAER P T SHRIMTE, AILUE X StorageClasses KRB EHIMER, XIGREMLZMEMAIIEN
PVC IERBYRIEXN R, LUIRMBLET = FE&EA] AR TridentiR (HEYE,

BEERLLTRA:
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:
fsType: extd

7£ IR StorageClass EXH, volumeBindingMode BN ‘WaitForFirstConsumer. {EFIILE
StorageClass &K PVC RBTE pod F#5|HEA =H1T. f, allowedTopologies et E{EFHIXIHHIE
El, X 'netapp-san-us-east1 StorageClass TE7Zfi& L83 PVC, san-backend-us-east1'fgimE X 0 PR,

S8 3. HIEHER PVC
Bl StorageClass HIFHMEI EFimE, IMEALIEIE PVC,

BE2HRAE spec’ LA :

kind: PersistentVolumeClaim
apiVersion: vl
metadata: null
name: pvc-san
spec: null
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us—-eastl

fERLEROIE PVC E=E U TER:
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

AT i TridentfFE B IATRRFABES PVC &4, i5FER PVC &, 152N LU TRAI:
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

Itk podSpec $&7 Kubernetes 1§ pod AERFEFUTUENT R L ‘us-east! EIZXEH, EEFEEMEFE
BT M. “us-east1-a'Z¢#E "us-eastl1-b’XiFH,

BEEUTEL:
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

FiERUAEE supportedTopologies

ALUEHMENRR, FEEELITYIR:. supportedTopologies R “tridentctl backend
updateo iz ﬁgfuneééﬁﬁaﬂfjﬁgy /\Eﬁﬁa:}:éﬁ‘E,JPVCo

EHREZER
c "EERBRER
U RIEE SR
* "EMARRFEN A"

* M ERNBARE"

fEFRIR

Kubernetes $FA % (PV) NERBREUEIZENENBT B REIAER, &n] A2 FERTrident
SIBIERNIRER, SAETridentZIMIEIIRE, MIIBRREIENE, URMNRRIRE
%SAGEO

BEA

EREZ L ontap-nas, ontap-nas-flexgroup, ontap-san, ontap-san-economy ,
solidfire-san, gcp-cvs, azure-netapp-files, # google-cloud-netapp-volumes El#lo

FraZ Bl
EFARE, EXIREINPIRBIEHIZSFBENZIFEENX (CRD), XZ Kubernetes #mfifas (540
Kubeadm. GKE. OpenShift) AYERZ,

INRIEH Kubernetes ZTThR N B ZIRIRITHI2EM CRD, BZH[EIEERERIEHIZE]

@ gg%f T GKE MEFRRIZRFERE, NAZGRIREITHE, GKE ERRERREIRIRZE]
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BIEERE

TE
1. B3 — "VolumeSnapshotClass EZE 8, BEEA......"EHREL",
° X “driver &M@ Trident CSI IREHIEFo

° deletionPolicy AILL “Delete Z{#E “Retain. ®EN "Retain BMERELUTIE R, FiEEEE L
HIEEYIRREBIISWIRE . VolumeSnapshot 3R B MIkR.

Nl

cat snap-sc.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

2. QZMBPVCHIIRR,
Nl
° WRBIIZEIA PVC RIRER,

cat snap.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

o WRBIAR A pvel RBREAFIKEN “pvcl-snap. VolumeSnapshot £{4F PVC, HBES5FEN
PVC #8%EB%X, VolumeSnapshotContent &R EFRIRFBRIIT R,
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kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

° fREJ LRSI Y “VolumeSnapshotContent 3R /7 “pvc1-snap i@id A KIKENEIRIB, X “Snapshot
Content Name tRIRIR I IRFERY VolumeSnapshotContent 3%, X 'Ready To Use iZSZRAIRIER
FFeIEHHE PVC,

kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29%
Ready To Use: true
Restore Size: 3Gi
M HREBOIEPVC

1EAI LUE “dataSource & 9 VolumeSnapshot B9 VolumeSnapshot 8l PVC “<pvc-name>"{E I $iiER
B, PVCERIETRG, ATLUSHEZRIRSE L, HEHEMPVCE—[ERA,

@ PVC (S REHERNEREIER, S5 "MiRE: TAEER/GERMTident PVC [REZOIE
PVC, "o

T REERUTAECIZE PVC: “pvcl-snap fERNEIER,

cat pvc-from-snap.yaml
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

SNEIRE

TridentSz$§"Kubernetes FifC & RIR 2 EREFEIEREEIE LI "VolumeSnapshotContent E TridentZ SMall 72
HXF RIS NIRE,

FaZ Hi

TridentE ERIZHFN T REHRE,
p

1. EBEIER: 8IE—1 VolumeSnapshotContent 5| FBRIHIREBIIN R, XI&BahTridentRAIIREE TER

2o

° FEEFIHIRBAIIZ IR annotations EAN “trident.netapp.io/internalSnapshotName:

<"backend-snapshot—-name">,

° 87 "~<name-of-parent-volume-in-trident>/<volume-snapshot-content-name>1£ “snapshotHandle X2

SNERIRERIZFIRHLA TridentfIME—(S 2, "ListSnapshots' #RIF,

@ iX “<volumeSnapshotContentName>'EHF CR @i &ZRHI, BT ESBRREBEZIRTE

LEg,

AN
UTFRBIEIET — VolumeSnapshotContent ' 5| FHGIHIRBAIITR snap-01,
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content-name>
volumeSnapshotRef:
name: import-snap

namespace: default

2. SR IE VolumeSnapshot 5| CR "VolumeSnapshotContent' B Y, X2 3R RAYIES
"VolumeSnapshot E45 E AV & = ial A,

Nl

ITFRFIRET —1 VolumeSnapshot 'CRER® " import-snap $8MIE ' VolumeSnapshotContent’
T “import-snap-contento

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. RN (LFIRI1E) . INEPIREBIERIRIFIENAR VolumeSnapshotContent " FHi&IT
‘ListSnapshots ¥, Tridentfli&Y “TridentSnapshoto

o HNERIRIRFZEFIKE VolumeSnapshotContent "2] “readyToUse AR “VolumeSnapshot ' E|
“trueo

° Trident[E]Y)3 readyToUse=trueo

4 FEAEPF: flE— PersistentVolumeClaim BZFHM VolumeSnapshot, HMF
spec.dataSource (Z{#& spec.dataSourceRef Z#E "VolumeSnapshot &,

Nl
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TR BIeI7E—15|8 PVC B VolumeSnapshot "#8# " import-snapo

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

fERREIRE SLE

FRINERT, REERZEREN, MRARERAUTARNEENGHNRAFRAM: “ontap-nas'# ‘ontap-nas-
economy B#l. B ".snapshot EiZMIRB S HIEM B Fo

ERERBIMEONTAP CLI EEIME R LalRRPIERIVKS.

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

@ MERERIE, HEERERKES. IBRREIA SN EHIRRMMIERREER.

MIRERHITIR UK E

Trident®| A IREBIRMHRIE. RAAFIIMEINEE TridentActionSnapshotRestore (TASR) CR., It CRE
A—IEaHIM Kubernetes 121F, ERRIERMEASFHARTF-

TridentSz 1R ER 1 Eontap san, ontap-san-economy , ontap-nas, ontap-nas-flexgroup ,
azure-netapp-files, gcp-cvs, google-cloud-netapp-volumes , #l solidfire-san’&l#lo

Faz Al
TR E4ERPVCHI ] AREIRER,

* FIAPVCREEEESE.

kubectl get pvc
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* BINERBEAEEMLE,

kubectl get vs

T
1. 813 TASR CR, ItRAIAPVCEIECR, pvel FEHEMRIB “pvcl-snapshoto

()  TASRCRMMuTF PVC A1 VS AR A ZIER,

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

2. W CR MRERIRE, RBIMREBIRE pvclo

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

“

Trident NIRIRFRIRE EHE, &R LAIEIRIRIREIRT

kubectl get tasr -o yaml
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apiVersion: trident.netapp.io/vl
items:

- apiVersion: trident.netapp.io/vl
kind:

metadata:

TridentActionSnapshotRestore

creationTimestamp: "2023-04-14T00:20:332Z"
3

trident-snap

trident

"3453847"

generation:
name :
namespace:
resourceVersion:
uid: <uid>
spec:
pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

status:
startTime: "2023-04-14T00:20:342"
completionTime: "2023-04-14T00:20:372"
state: Succeeded
kind: List
metadata:
resourceVersion: ""

* REHIERAT, TridentAFRERIERKEEMER,

®

i TASR CR,

MR B2 REXIRAREY PV
PR R XEXIRIBEVRIA B, HERZAITridentE N B9 ETEMIBRIRZS.

ERE L IRIBIT IS
WNRER Kubernetes Z1THRAE & RERITHIZEH CRD,

1R
15N

SIE
1. BlIEEEIRE CRD,

cat snapshot-setup.sh
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* RBEESNRA Kubernetes AP AIREREEER R TINRA BEEHN AREF iR a1l

TIBRE IRER LAMIBR TridentE.
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#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-

6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-

6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam

1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. QIEZIRERITHIRR,

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

@ WMEME, FTF deploy/kubernetes/snapshot-controller/rbac-snapshot-controller.yaml' 3 &

#1 “namespace AN ERIE B (8]

S
R
BRI

EREAIRIE

NetApp Tridentf2ft T gIZZ & (—HERRK) RIEINEE, ATRATFEIEFHAE (PV)H

Kubernetes EHIRER, ILEHRBRRIER—B 8 =M ZNEFIRENVEIZ,

@ VolumeGroupSnapshot ;& Kubernetes FREJ—IUNARTNEE, H API 4 FMithizBERo
VolumeGroupSnapshot FiE &1 Kubernetes k4579 1.32,

BIEELHIRER
HAMIBZ I “ontap-san ZIEENIEFUEATF iISCSI hiX, EAZIFHL @& (FCP) 5 NVMe/TCP, FF

Fiaz
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* BHRER Kubernetes R K8s 1.32 S E & AN,
* BERRE, XA IINHREBIEHIZZMBEEXFZRENX (CRD), XZ& Kubernetes 4gHEzs (140
: Kubeadm. GKE. OpenShift) HJEIE=,

INRIEH Kubernetes Z1ThR N ELZIMEBIRIRIZHIZEF CRD, BEIH[EIEERBEHIZE

@ YNR7E GKE MR EIZIRFSARR, NAZQERRITHIZE. GKE EARNERRREIRE
=28,

* TEIREBITHIZE YAML F1, 3&E "CSIVolumeGroupSnapshot Y& IhEEI TG B A “true”, LUIRIREBEHIRIE,
* FRIBEARBZ A, BRCEMMRENEAREE,
* IRFRE PVC/EERTER— SVM Lk, LUEREEEIE VolumeGroupSnapshots

p
* 7£6# VolumeGroupSnapshot Z&i, &A% VolumeGroupSnapshotClass, %58, 5SS IRE

7|<u

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

* ERMBENFEERISIBETEMBERERN PVC, SERXLEARZRNMEIIEN PVC,

U TRBIERLLTAZERIZE PVC: pvcl-group-snap  {EAEIBRIIRE
‘consistentGroupSnapshot: groupA. RIBEHE R E XTI B {E,
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl-group-snap
labels:
consistentGroupSnapshot: groupA
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Mi
storageClassName: scl-1

* B EEHEEIREIEL KRB (consistentGroupSnapshot : groupd) FEPVCHFIE,

LRGBS ARER

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshot
metadata:

name: "vgsl"

namespace: trident
spec:

volumeGroupSnapshotClassName: csi-group-snap-class

source:

selector:
matchLabels:

consistentGroupSnapshot: groupA

ERARRREEHE
ERILMEREANBARRB —HI BN MREBRMEZS MIAT. BEEREARRIEN

PTRIKRE,

EAERERIMEONTAP CLI F& M E B L aIRIEFIERIVRE.

clusterl::*> volume snapshot restore -vserver vsO -volume vol3 -snapshot
vol3 snap_ archive

() tEnmasn, NEERESHES. RREEAEHSMERMNEREREX,
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MIRERHITIRUATRRE

Trident®| B IREBIRMHIRIE. RAAFIMEINEE TridentActionSnapshotRestore (TASR) CR. It CR {E
A—IE&EISE Kubernetes 1##1F, EREFRMEFASFHARE.

BXFMER, BB "MNREBHITREETRE",

PR EL & REXLAIRERRY PV
PR B IRIRAT

* @B LURIBREE D VolumeGroupSnapshots, A EMIBR4E HHYEE A NREE,

* MRAEFASEERBHER THERZIIASE, Trident2RzEBE EERBRRE, EABTFSTRIBRIRE
7 aer 2fiiRizE.

* MRERDERRBVZET eE, AREMRZE, WEFHEEREIHITIRDRE, HAEERDTHZAIT
AEMIBRZAE,

EPE L RIBITHIZZ
WNRIER Kubernetes ZITHRAE & RRITHIZZHN CRD, ErLUIZIITARIBEE N

p
1. BIEEIRER CRD,

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotcl
asses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io0 volumegroupsnapshotco
ntents.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshots.
yaml

2. gIERRARITH2S
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kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

@ MBENE, FTH deploy/kubernetes/snapshot-controller/rbac-snapshot-controller.yaml &
#1 “namespace AN EERIER R == (8o

S
BRI
R
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SR ST Trident

HERRTrident
FekhRTrident

M

24.02 fr7AF9E, TridentEBETABNAMTIR, SFLAH=TEERAE. B THARZE

LA Z BIRORRZAS S ELhd, FIRAEIRThRE. MERENESR. IRIEEMIH, HNBNEEDE
FFE—R, LUFEDF A TridentByHIIEE,

FHREIBEE S
FREI AR TridentBY, JEFELAITEI:

* ELATER Kubernetes EEBEIFRE SR TIEIR, WiZREE—TridentSZ 5,
* Trident 23.07 XESIRAFEE v1 HIREB, FBEZHF alpha 2 beta REE,
* YN IE7E Google Cloud H181J# 7 Cloud Volumes Service, "CVS iS5 28 @AM B R iRECE 7 BEfE

‘standardsw'8{# ‘zoneredundantstandardsw’ M Trident 23.01 AEETHIIRSZ KA. FBEEHT "serviceLevel'
FisHRIER e RHEHIMME, SF "CVS RSB EERG" T HEIF B,

* FHRBY, BRNIRHELUTEE parameter.fsType £ "StorageClasses HTridentfEF, & 0] LURIBRFH EF L

2 “StorageClasses AR MEGRENIE R To
° XEEHIMITIER "£2 FFERT SAN &,

° https://github.com/NetApp/trident/tree/master/trident-installer/sample-input [[=FIiEIAA B R &6,
fHle0nttps://github.com/NetApp/trident/blob/master/trident-installer/sample-input/storage-class-
samples/storage-class-basic.yaml.templ[storage-class-basic.yaml.templ ] FI§EHE:
storage-class-bronze-default.yaml o

c BEER, BSRE SR

DA EEFRRA

Trident BYMRASEBET BHERVE R MM, YY.MM as 2N, YV BEDHNRERUERTF, ‘MMZR 1,
Dot hizAS3E1& "YY.MM.X#ERIBRGI, HEF X 24T, EERREIFRSERZAREIBIMRE,

* BRI EEARE S EREMABENEIT MU MAE DR ER BTk, Fi0, EaLIEEM 24.06 (

AR 24.06 BY/\hRAs) FHEKE 25.06,

* IREEMERAE O ZINIREALE, BHRITZSTRAR. FRBARIRPAEITIRIE. "FHRAEIET

MERIIRAFARDNFEERA LB E ONRTMRA, Hl0, MNREHFHEITHE 23.07 hkds, HERBEAK
5| 25.06 has:

a. BRFAERM 23.07 FH4LE 24.06,
b. SJAIEM 24.06 F%ZE| 25.06,

7E OpenShift B8 F & LEA TridentRERFHITHARES, NALLEITrident 21.01.1 HESIRAS

(D 121,010 RSN TidentiBEREE— N EXIRE, HINVEERE 21.01.1 RAPEE, BS
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TR BMERRRERE
EfE SRR ETridentdS B AIRRZS :
1. {8 “kubectl get pods -n trident 10 & T 3%,

° NEKERIERM, TridentBEIUTARLERN: tridentctlo
° YNERIFTE operator pod, M Trident@i&@iT Trident operator FEIREER], HEEA Helm LAY,

2. NREGIRIERM, 1BEERA kubectl describe torc HE Trident2E £/ Helm %R,
° YNRFFTE Helm #5%, NFRRTrident2(ER Helm L&/,
° YNREH Helm 155, MR R Trident2(EA Tridenti2ERF IR IR,

S8 3. EEFEAEBR

BEBRT, BRNZERSYIRTERRNGERITHE, B2EWAILL..... "5 528", F
£ TridentE FEFIER,

* "EATridenti@ERHITHER"

Q) BIENEEE TREERAR TR ESEERFR .

B EEREHEI TR
T IRBIERFRIIETAE

EERATridentRERFA L TridentZ g, ERZ T EALRHREAENGEEHE, XEIE
T TridentiZHl28. =HI25 Pod FlT 5 Pod AKX T 5 DaemonSet FIEER, LUBRAREE
o

TridentiEER AR AR
R% 27 —"{EETridentiz BT HIIF AN "RIEFFK Trident BT IZZE B 5 E Tridentf] Kubernetes &R, MASH

W ENEEHE, XE—X, TridentTheEXIFZENBTEINFAL, HEWR, AohEH" . BEFKN, Trident
1215 Kubernetes SEBH@SLL:

* MBRHEFEIZE Trident Controller ZPEF T 5= DaemonSet,
* ¥ Trident Controller Pod #1Trident Node Pod & A HThR 2o
c MRENMTRREEN, FABEEMT SRIER.
° OH3IB17 T Trident Node Pod BT = A BEHEH %

% Kubemetes 58 L TridentZRIIMBS &8, HEH: "TridentZ2i" .

RIERARTIERIZ
SHIGERTridentRERT R EEFHRET
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1. TridentZ & FF:
a. KM HaT RSN TridenthR2ds (ARZs n) o
b. BHFTH Kubernetes 3%, &#E CRD. RBAC #Trident SVCo
C. iBRkRZ<9 n BYTrident Controller ZB&,
d. 8EkRZS n+1 B Trident Controller ZBE,

2. Kubernetes 73 n+1 8| Trident Controller Pod.

3. TridentiZERF:
a. bR n BYTrident ™ SSFIP#HIZER. RIFRAFSFRFT S Pod &1Lk,
b. 73 n+1 GBI TridentTs RFIFEHIZE,

4. Kubernetes 1£kiz{TTrident Node Pod n B9 52 L 6 Trident Node Pod, X#FA] AR — N T = Ekix
R&BBF— P Trident Node Pod, TithrZAsafa,

£ Trident Operator 3% Helm H & Trident® %

& BT LUE A Trident Operator FahF+4&Trident , ﬂ_ﬂ,_JLM%ﬁH Helm #1TH%R, ERILAM—
M Trident Operator REFHLKE S —MTrident Operator , BEM— Trident
Operator ZZEHKEIS— Trident Operator &%= trldentctl ZEE|Tridenti®{ESIAR
K, HE"EEALGTE ﬂ-é&Trident#sTﬂ’Eﬁf%Zﬁﬁo

FHRFEIRE

S UM EBESEE R TridentiR2E R LHEA R EI B —MNEESCE N Tridenti2{ERA R4, FrATridenthR &EEHE
BESEEIRVIRERT.

@ EMNERAGRTRIEAEIZENTRENTrident (hRZs 20.07 = 20.10) #H1THER, BERUTH
RinPR: "EE R Tridento

XFIAES
Tridentieft 7 —MESGESHF, ERILUERZX G RERIERH NER Kubernetes iRZ IR XEXI Ro

* }FIETT Kubernetes 1.24 BY&EE%, B "bundle_pre_1_25.yaml"s
* XFIiE1T Kubernetes 1.25 X ESARASHIEEEE, &M bundle_post_1_25.yaml’s

Feaz i
BEREREEANEIETIEITH Kubernetes 8, " %15H Kubernetes ias" o

S
1. BRI SR TridenthiRZs :

./tridentctl -n trident version

2. E#f operator.yaml, tridentorchestrator cr.yaml, # “post_1_25 bundle.yaml' fEFEFHLK
FlavhRAs (B30 25.06) BOFMRFBURERE, UK IEHAIZEA,
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3. MIBRA FRELAITridentSEFII Tridenti$(ER. 0, MRIEM 25.02 74k, BEEITUTEHRL:

kubectl delete -f 25.02.0/trident-installer/deploy/<bundle.yaml> -n
trident

4. NBREEABEEX A RTVELIEHITTIEE TridentOrchestrator B, ALK "TridentOrchestrator’
BT ERZESHIINR, XAEEENBEIERNIEEE S Tridentd] CSI MEEMER. BAEIXBESRIEE
ARG HIENZ EAFR A B 5L

5. ERERTEWFEMNIER bundle.yaml X% 2t Trident , HH <bundle.yaml> 2
‘bundle_pre_1_25.yaml'Z{#& “bundle_post_1_25.yaml'tRiE&EHI Kubernetes hxds, 80, MREEHER
#Trident 25.06.0, FIE{TUAT&HZ:

kubectl create -f 25.06.0/trident-installer/deploy/<bundle.yaml> -n
trident

6. {RiE =X EINE B2 E % 25.06.00
F4E Helm it

&l LUK Trident Helm %3,

LI B L ETrident B9Kubernetes EEEEM 1.24 MRASFHRE 1.25 SEShRAES, HTEH
values.yaml X{#1Ti& 8, excludePodSecurityPolicy El “true S0 "--set
excludePodSecurityPolicy=true % “helm upgrade FHREEFRIAL MR TS

WMREERF Kubernetes S8 M 1.24 FLKE 1.25, BERFALKTrident helm, Nl helm AKIGEK. ERIHFAHRK
Helm, IBEHITUTEE:

1. MR EZRZE helm-mapkubeapis 14 https:/github.com/helm/helm-mapkubeapiso
2. ETridentREMENHRZTEF, MWTridenthREHIT—RIAET,. XBFIHT EEEFENER,

helm mapkubeapis --dry-run trident --namespace trident

3. £ Helm HITSEEIBITLUHITIEIE,

helm mapkubeapis trident --namespace trident

p

1. ANRIRER Helm 22287 Trident o "¥REJLUER “helm upgrade trident netapp-trident/trident-operator
--version 100.2506.0'—FZ BIa] A4k, WREEE RN Helm BEXTEFEREHITHEK:

a. MItb& FE B FhRkTrident"GitHub Y Assets 289" o
b. 58 “helm upgrade’ EA1#5< “trident-operator-25.06.0.tgz' [ B IEAB B FHER B AIRR 7S,
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helm upgrade <name> trident-operator-25.06.0.tgz

MBIEAAREIREEE T AESGER (I, JTridentFl CSI BEISEILATHE LM
(D) %, BHMUTAS: helm upgrade' s "—set IRIGKEATBSTEA RS
i, LB EE N ERAE.

2. {15 “helm list HIABRMZ AIZFRAEAR, P tridentctl logs BEEFIFIFIAIER.

M “tridentctl’ R EE | Trident}2 {51

TR UM AN B AR B SRR Tridenti @R . “tridentctl 3%, MBMNFEHMPVCR BRI A,
@ ERLETTEZA, BREER"RE AZIERER,

R

1. FHEMIRATrident o

# Download the release required [25.06.0]

mkdir 25.06.0

cd 25.06.0

wget
https://github.com/NetApp/trident/releases/download/v25.06.0/trident-
installer-25.06.0.tar.gz

tar -xf trident-installer-25.06.0.tar.gz

cd trident-installer

2. Bl “tridentorchestrator SR B& 234 CRD,

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. A —n R =P AP B LR CERIRIER .
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kubectl create -f deploy/<bundle-name.yaml>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE

trident-controller-79df798bdc-m79dc 6/6 Running 0 150d
trident-node-linux-xrst8 2/2 Running 0 150d
trident-operator-5574dbbc68-nthijv 1/1 Running 0 1m30s

4. BIE— "TridentOrchestrator £t Tridentfd CR,

cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true

namespace: trident
kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE
trident-csi-79df798bdc-m79dc 6/6 Running 0 1m
trident-csi-xrst8 2/2 Running 0 1m
trident-operator-5574dbbc68-nthijv 1/1 Running 0 5m4dls

5. HEikTridentBF4k EIFRERRR 2o

kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v25.06.0
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B tridentctl H{1THEK
BRI LUMER LU T A EBEMARIIE B TridentZ% tridentctls

KTFUAES

HEHEHRLETridenti Y FHR, EF Tridentdd, TridentZBBERAMFALBER (PVC) A E (PV) A&
WIER. ETridentE=4kEAiE], BEER PV MIE0IFE; TridentiE R4S, SN LLHEAEQIZEM I PVC BCE

o

Fiaz gl
HE"EEARS N AREIER tridentetlo

PIE
1. BITEIE® < tridentctl BB S Trident X BXIFAE RIR, 1BF¥E CRD FMMEXITR,

./tridentctl uninstall -n <namespace>

2. EFLRETrident, & "(FH tridentctl ZZETrident"s

() sameeiARRe. BRRBEFETRA

{E A tridentctl EIETrident

X "TridentZ 2 8 "&4F “tridentctl’ B FIRMEX Trident BYEIEIA RN ST AEF. HE
IR Kubernetes FiF BJ AEAER L E TridentI EIEE & Trident pod HIA B =
18],

S Me/inE

fRETLUEST “tridentctl help SREX ] AR < 53K “tridentct! TN “--help MEM SSRGS, BEIEIIRENZASE
i S HNRAIRE IR,

tridentctl [command] [--optional-flag]

Trident “tridentctl Z3EAREF X FU T <SHNeEIrS.
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3

A

=S

create
I"]Trldent/?ﬁj]I] /\/

delete
MTridentF#Ef—1N 2 Z 1N AR

get
MTridentIREX—I0a} ZIN AR,

help
KFERIELRIEERD,
images

FTEN—{ATridentFR B A 25 BB IITRME.

import

BMEXRIBES N\ Trident,

install
L Tridents

logs
FTENTridentt H&o

send

MTrident g2 &R

uninstall

EF Trident,

update
ETridentP 2N IR,

update backend state
B L FmIETT.

upgrade
ETrident ALK Z TR,

version

FTENTridenthiZs,
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ERITE

-d, --debug
BN =T S
-h, --help

#BBY) tridentctlo

-k, --kubeconfig string
ETF "KUBECONFIG #1517 S HM—1 Kubernetes £ 53— Kubernetes E£E451Tan SHIE

A
=0

@ IE, BOUSH KUBECONFIG TEIEMAIFEMN Kubernetes B FHE R
‘tridentctl FIZERE LA H AL

-n, --namespace string

TridentZF Z Y& B TiE)o

-0, --output string
B, jsonlyamllname|wide|ps (BAIN) Z—

-s, --server string

Trident REST#ORYMBEIK O,

@ Trident REST ##O0] LAECE ARSI FRMARS F 127.0.0.1 (3FF IPv4) 3 [:1] (3¢
F IPv6) ©

A LIETARS
create
fEF “create’ A TridentFINE RN H L.
tridentctl create [option]
eI
“backend” A Trident AR5 o
il
M “delete’ M TridentPIEF— PN Z D HRIRRIE Lo
tridentctl delete [option]

gl

“backend’ MTridentdP ilBF— N3 Z N E SR
“snapshot’ M TridentfIBR— 1T Z N EIRIR,
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“storageclass’ M Trident/ffflpg— N3¢ 2 M EESS
‘volume’ MTridentFflifg— P HZ NMEEE.

==
£/ "get” MTridentIREX— 1N Z N ER R L.
tridentctl get [option]

il

“backend” MTridentFREX— N2 2N EfiE S .
“snapshot’ M TridentFREX— 3 Z MR ER,
“storageclass’ MTridentIREX— N3 Z PN EAES,
‘volume' MTridentFREX—& H %%

PR

-h, --help: BXEREH,
--parentOfSubordinate string : BEERGIEFESE L,
--subordinateOf string . FEIERFHIEEN TR

B
£/ "images' B F#IENTridentFr B A 23 B REEIIRE.

tridentctl images [flags]

FEAR

-h, --help BEK#EE,

‘-v, --k8s-version string Kubernetes SEE£HYIE X hRZN,
HOE

£/ “import volume & IEE S A\ Trident BI85,
tridentctl import volume <backendName> <volumeName> [flags]

Ik

volume, Vv

FEHR
-f, --filename string . YAML Z{ JSON PVC XH4HIE&TR,

-h, --help: Z=E#H,
“--no-manage X £li& PV/PVC, AERLAMIANNFEHELEMAREE,
B

{5 install 2% Trident BItRE.

tridentctl install [flags]
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BEIR

--autosupport-image string: BIZFRENNRHEBLR (FAIAA‘netapp/trident autosupport:<HFihR

7>7) o

--autosupport-proxy string FF&KIE Autosupport EMEIBAVRIEMNE/ KO,
‘—-enable-node-prep HRET R ELEMENIREE,

‘-—generate-custom-yaml  ERREEMREBEITER vamrL X

‘-h, --help R&EHH,

‘—-http-request-timeout : B TridentiTHI2§ REST API B9 HTTP i&KBBYAESE] (FRIA 1 5 30 #

) o

--image-registry string : AEPRMAEERMUIFEO,

--k8s-timeout duration : FiE Kubernetes 12{EAVEBRIATE] (BRIA 3 DHN) o

-—kubelet-dir string : kubelet REPKEHENMUE (BRIAS“/var/lib/kubelet’) o

--log-format string TridentBEMEIN (XA, JSON) (BRINXA") o

--node-prep . fFTridentBEEESR Kubernetes SEEF VT R, LAEAIEENMIBEEINCREES., T
, iscsi EM—HIFHIE. M Openshift 4.19 FR, ItINEEZIFHIRIETridenthR49 25.06.1.

“--pv string : TridentERARVIBAR PV IR, REEFREE (BRIAMEN trident”)

--pvc string . TridentEAMIBAR PVC IRFR, MBREAREFE FRIAEN trident”) o

--silence-autosupport : AFEEENetApp L IZEIZIFE (FAIAA true) o
--silent LREIEFPERAKIBI ML,

‘—-trident-image string BEEMTridentiif,

‘--k8s-api-qgps Kubernetes APl iERIIEFEHER (QPS) BREI (BAIAF 100; BIE) .
--use-custom-yaml FREREEHRPEFENEM vamr X,

‘——use-ipvé6 . Trident BIS{EHA IPv6,

logs

£ “logs' B F$TENTridentB ERIIR S

tridentctl logs

BEIR

[flags]

-a, --archive BRIESEIE, SNBECIERESAE BENZFEFN,
‘-h, --help: BEEEH,
-1, --log string BERMTridentH&E, trident|auto|trident-operator|all (BRIA

fEVauto”) Z—o

‘--node string ! EMFIKRET = pod HEH Kubernetes 1 =& #Ro

-p, -—--previous .

REVERIASRLAINAE WREFE -

‘--sidecars KBV E R AE,

Rix

M “send M Trident&kiX&

tridentctl send

il

REYER Lo

[option]

“autosupport & Autosupport 344 % iZ 45 NetAppo

izl

{ER “uninstall' & Trident 935 %,
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tridentctl uninstall [flags]

FENR
-h, --help: HENEEEEN,
“—-silent’ ElEIT P E A AREB L,

B
A "update TE Trident{EGETRIIEE S,

tridentctl update [option]

EINT
backend: {ETridentPEHGiH,.

EERIAS

£ "update backend state E {51 &2 [GIHIRERIEE S,

tridentctl update backend state <backend-name> [flag]

FEEEN/LR

* MNRFimEER TridentBackendConfig (tbc) IR, NI EFERUTARXEH/GiH: “backend.json X
1,

* YNR “userState ZECLEFHBMIIRFPIKE, TEFEAUTHARE: tridentctl update backend state

<backend-name> --user-state suspended/normal &5 <

* EFTRFIRERES] "userState i@id tridentctl, 7E@IT tbc IRBZ /G, userState ATMFMEBIMFIR DR
ZFER, XALUBE LI T ARTER: "kubectl edit tbc' #3<, Zf5 "userState FERE kR, ERILUER
“tridentctl update backend state’ EEC{# % “userState’ f5ifo

* ffM tridentctl update backend state BX®T ‘userStateo EZIERRILIEHT "userState ffEF
"TridentBackendConfig' 8 & ‘backend.json'Xff; X¥Ei% FinsTEEFVIIEK, FIRERRFEN,

BER

-h, ——help ’Iklu\ﬁﬂﬁj.]o
--user-state’ 12§ﬁ ‘suspended BERIREE, IREN normal MERIHRE, KEN
“suspended:

* *AddVolume'#1 “Import Volume & 1%

®* CloneVolume, ResizeVolume , PublishVolume , UnPublishVolume , CreateSnapshot,
GetSnapshot , RestoreSnapshot , DeleteSnapshot , RemoveVolume ,
GetVolumeExternal , "ReconcileNodeAccess {[35AR] o

EE eI UER U T AR EMERRES userState’ B EXHPIFER "TridentBackendConfig B&
‘backend.json, BEER, BBRA"GinE LM kubectl ITRIREE"

BF:
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JSON
BRBLUT S B#{TEH "userState A “backend.json’ X4 :

1. 448 "backend.json BB EHINXM "userState’ FEEEIRE N EEE
2. FRALUTAREHGH tridentctl update backend s5 S FIEHGHIERTR "backend.json X 15

f5lF: tridentctl update backend -f /<path to backend JSON
file>/backend.json -n trident

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "<redacted>",
"svm": "nas-svm",

"backendName": "customBackend",
"username": "<redacted>",
"password": "<redacted>",
"userState": "suspended"

YAML

NAFHEDE, ErIUMERUTAENEHITIRIE: kubectl edit <tbc-name> -n <namespace>"# <
UTROERUT AR EEIHRRSEF NER: userState: suspended’ %L1 :

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-ontap-nas
spec:
version: 1
backendName: customBackend
storageDriverName: ontap-nas
managementLIF: <redacted>
SvVm: nas-svm
userState: suspended
credentials:

name: backend-tbc-ontap-nas-secret

version
fER “version tRE A FFTENRRAS “tridentctl AR IE{EIE{THI TridentARSZ o

tridentctl version [flags]
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BEIR

--client: {NPREFimRZA (EFERS2R) -
-h, --help : KRZA#EBA,

X

Tridentctl ZHFEMATF kubect! B, WNRIEHM i HISC A2 BE tridentctl-<plugin>"1& =, FHizZ#HIX 4
fiIF PATH IME T 2FIHAEIed, N Tridentctl S1MENZIEHS. FREKRNZRIAEHEERTITE tridentctl FEBHAY
IEHE T, EIRALUEIEIFET & TRIDENTCTL_PLUGIN_PATH FRiEEIEM XK FIREHIEZTE (I

g0: TRIDENTCTL PLUGIN PATH=~/tridentctl-plugins/) . JARFEHZEE, tridenctl FXIEEEHN
XHFRPIER,

e M Trident

Tridenti2ft T —4H Prometheus E1RiRA, &0 LA{ER X = 3 51T Trident BY4EE,

R0
Tridenti2 tAVFSIR RIS RERS UIT LA TR (!
* BYIXRE Trident WEBIKANEE, ERIUNERERTMT), UKRESERTHRS EREE.
* RERRERBERER, THREREETZVE. HETZLTEFS
* BT ARRERESENMRIT R,
* FEXR. EAUEETrident5 EinEBEMMITIREFTFERVETEL

@ BINERT, Trident IS REEIRHO L, 8001 7F /metrics I m. ZEETridentft, X
tetEtR* ZAR A

REEHA
* BZETridentfy Kubernetes 2%,

* BT RBELG), XAIgER— "B {bHY Prometheus ZE & &R LUK AR5 IE1T Prometheus "
I BRERF" o

HIE 1. ENX Prometheus Bfx
BNIZE X — Prometheus BARRWEISIRFHIRENE X TridentB BN GiK. EAENESHNER, X "EE"#

BT W Prometheus 1 Grafana 5TridentE S E B RICRIENR. ZIEF/ERE T WNMITE Kubernetes SE8EH1 LA
Operator 9201517 Prometheus, AKAfAIEIEE ServiceMonitor RIXEX Trident}5 4T

H1Z 2. 6IE Prometheus RS A1 28

E(FATridentIEFR, EBiZAIE— Prometheus ServiceMonitor 32450 “trident-csi' ARZFNMEIT “metrics 7
o — {5 ServiceMonitor 81 FFR7R:
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics

interval: 15s

It ServiceMonitor FE X ZRAH LA T ANREIFENR: “trident-csi' ARS, $F5IE T "metrics’ IREMim =, Flt
, Prometheus IM1EEECE NEETLIEAR Trident AYFEMT

BR Y TridentE1ZIR HAVIEARIN, kubelet B AF T IFZHMIEIR. “kubelet_volume * @I H B B BYiEtrm 23R
HU#EHF. Kubelet B] LURE X EMIINE. Pod UKREMIEMNEMAIBIRENEE. B ",

S ¥ 3. A PromQL EifTridentistr
PromQL IEEIE S 6IEIR B aF 5 R EGEIRIER,

AT R—LEERILUERRY PromQL &if):

FEXTridentiZE{E 2

* TridentBRS328 HTTP 2XX NN FI B Lt

(sum (trident rest ops seconds_total count{status code=~"2.."} OR on()
vector (0)) / sum (trident rest ops seconds total count)) * 100

* Trident REST MRS E DL

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds total count))) * 100

* TridentiU 1 TIRIERY F39+F48RTE] (ZF)
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sum by (operation)

(trident operation duration milliseconds_ sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

FETridentEAEE

* SESERRARN
trident volume allocated bytes/trident volume count

* BRESENSFETIE

sum (trident volume allocated bytes) by (backend uuid)

K ARE
()  REERE wbelet EHRH0ER T4 2B AL

* BEMNZEFAER

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100

T fZTrident AutoSupportiEliF AR
FRINERT, TridentEXMNetApp&iX Prometheus IEFMEARGFIHE So

* EPH1ETridentmNetApp&iX Prometheus 1SIrFIEARGIRES, 1BEEUTSE: --silence-autosupport’
ETridentZ &3 2F & HER,

° Tridentfﬁjuﬁﬁ':gi_k_u-ltﬁ_m u_,\Z'ZJ\_ ANetAppz#F. tridentctl send autosupport . &
TEMETrident LEEHBE. ©XH UZHU, BN 1%3%% NetApp BI5
o https://www.netapp.com/company/legal/privacy-policy/["BRFABER""] o

¢ ﬁ%qE%ﬁiﬁﬁﬁy Trident= ﬁﬁyl_i 24 /J\ETE’J EIL,\O

TR LMERU T ANIEE BEREESEE: --since TEIR, BI#0: “tridentctl send
autosupport --since=1h, XLEFEEBEIUTHARWEMAIE: trident-autosupport 5Trident—i %
LA, BAIUMUTUERINAR5R&: "Trident AutoSupport” o

Trident AutoSupport R IEHERMNABMREE (PI) HPMAEBE. EMTE— "SLHF T XHAR
EATFTridentB2RRGEA T, ErILTHRELZXTFNetApp i HIBL 2MEENAE, "L,

Trident’ &R iXHYE MBI FIG0 FFR

281


https://hub.docker.com/r/netapp/trident-autosupport
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/pdf.html?item=/media/14114-enduserlicenseagreementworldwidepdf.pdf
https://www.netapp.com/pdf.html?item=/media/14114-enduserlicenseagreementworldwidepdf.pdf
https://www.netapp.com/pdf.html?item=/media/14114-enduserlicenseagreementworldwidepdf.pdf
https://www.netapp.com/pdf.html?item=/media/14114-enduserlicenseagreementworldwidepdf.pdf
https://www.netapp.com/pdf.html?item=/media/14114-enduserlicenseagreementworldwidepdf.pdf

items:
- backendUUID: ff3852el1-18a5-4df4-b2d3-f59f829627ed

protocol: file

config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags: null
disableDelete: false
serialNumbers:

- nwkvzfanek SN

limitVolumeSize: ""

state: online

online: true

* AutoSupportE B2 41%%! NetApp BJAutoSupportimsm. INREFERFAERGCERFEMERRHER, NIl
£ *--image-registry 5&H5,

© EIRA LU £ R YAML XA RECENIE URL, XAJLUEE A tridentctl install
--generate-custom-yaml B YAML XHFHHFIM " --proxy-url iBIE “trident-
autosupport A28 trident-deployment.yamlo

2 A TridentiStx

EEFENIRS, BROZEMRBEENX YAML X4 (FRUTAR) © --generate-custom-yaml'#7ig) HiRiEE
ITLARRIBR “--metrics BELERT “trident-main’ A28

E# Trident
EHE TridentdY, NM{FEAS5ZETridenti RS %
XFIES

* MRARGHIMER. KBRS ARK A7, FEEE, NN TridentHILRENIRAERR
HEERHRZS, "version" ., XEMEREIRHRSHE—HEEFTSE,

* AT HEARNERRE, HETridentR=MIBRTridentBIZ2A CRD SAAXIR. MREFEZWEM
BRTrident e HFFEEHE, BZHUTAR: "MKZATridentAICRDs" o

Fraz Al

WNRIEE(ZF Kubernetes 8%, NIATSCHIBRERE ERA Tridentt| 2SN AR, AGBEE. X L
{R7E Kubernetes T = _EfIB& PVC Z i, PVC S#WECE A,

MERIARRTT A
EN# TridentAy, RZ{EFS5Z% Trident BIERYS . EIEAT, EHIANGRADLE Trident E KRR
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1. {#H8 "kubectl get pods -n trident {0 &E & 3,

c MREHRIERM, Trident@BBEIUTHARLER: tridentctlo

° YNERTF7E operator pod, M|TridentEi&@id Trident operator FEh%& 2Ry, SEFERA Helm LR,
2. INRERIERM, EER kubect! describe tproc trident H#E Trident2E 1 Helm &%,

° YNRFTE Helm 175, NIFRTTridentZfEMA Helm LAY,

° YNREHE Helm 1755, MR Trident2EA TridentiRIE R FRhREEM,

HE Tridenti2{ER LEIZF

& A LAFSHEIZ Trident Operator &2, tATLAER Helm EN&E,

FEhEH

WMRIEFERIRIERLTET Trident , METLLUESHITUTRIEZ —KENET:

1. 4548 "TridentOrchestrator CR Hig& B HH TS

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"uninstall":true}}'

L “uninstal S EIRE A “true TridentRERFSEHIFE Trident, 1BAR=#ER TridentOrchestrator 285, 4
RICHEERLEETrident, MMZEIE TridentOrchestrator HEIE— N,
2. fif% TridentOrchestrator: @I 5P& "TridentOrchestrator 415 CR AAFEBE Trident, MIFERIE{ERE]

H Trident, IRIERAMIBFLIRIZIE TridentOrchestrator FAIG 45 R TridentSF EFTIFHIZE, HilllpfiZs
T F2A B E R Trident pods

kubectl delete -f deploy/<bundle.yaml> -n <namespace>

Z; Helm &3

WREFER Helm £ T Trident , MWATLUERMUTHLEHEE: helm uninstallo
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#List the Helm release corresponding to the Trident install.
helm 1ls -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

N “tridentctl &3
M “uninstall' 8% “tridentctl & 5 Trident < BXMFRE &R, BFE CRD REBAXWR:

./tridentctl uninstall -n <namespace>
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Trident for Docker
ZRE IR
EHETrident> 7, EHFIEIN L REMRBSNENIMNIERE M,

IZRER

* BIAERERB R EFMEERZK
* BIIAEE RER SR Docker hitAs, YIRERY Docker IRABEIRY, "LZEWEHE" -

docker --version

* BIIAEREN LB RRHEE MNFIRRTRE

NFS TH

ERER TR ERFRNGLRE NFS T,

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D = NFS TARERTENA, UHLBBHINBIZIEETE LR,

iSCSI TH

ERER TR ERANGLLE ISCSI TH,
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-

mapper-multipath

2. {510E iscsi-initiator-utils ARASEE /9 6.2.0.874-2.el7 HERARA:
rpm —-gq iscsi-initiator-utils

3. BRAIRERTF:

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf
4. BR%ZHKE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ ffafR etc/multipath.conf ®%& “find multipaths no {E ME “defaultso

S. #41R “iscsid #1 “multipathd IETEiB1T:
sudo systemctl enable --now iscsid multipathd
6. BRAHBE) iscsi:

sudo systemctl enable --now iscsi

Ubuntu
1. RELTRAERHEE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools

scsitools

2. KA open-iscsi fRASZEE A 2.0.874-5ubuntu2.10 EShRAS (GEFF bionic) 5 2.0.874-
7.1ubuntu6.1 ESHRAS GEBTF focal)
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dpkg -1 open-iscsi

3. BRAIRERNTFH:

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf

4. BRZRE:

sudo tee /etc/multipath.conf <<-EOF
defaults {
user friendly names yes
find multipaths no
}
EOF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

CD ffafR etc/multipath.conf B®%& “find multipaths no fE ME “defaultso

5. #8fR “open-iscsi' Al “multipath-tools' BB BH IEEiETT:

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service

sudo systemctl status open-iscsi

NVMe TH

ERERTERERARNHLRE NVMe TR,

* NVMe F£E RHEL 9 X E SRS,

@ * WRIEEY Kubernetes TTRBYAZMRAKIE, HEEHINZMRAZE NVMe RFE, NIER

RERER T RIAZIRAEEHAEE NVMe EXFHELBIMRZS,
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RHEL 9
sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu
sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

FCTHA
ERERATERERAFNGLRE FC T,

* Y{#EMAIE1T RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) B##H& FC PV I {FHaAt, iBEE
“discard"StorageClass H1#J mountOption B FHITREXZE)EU, & "IESE",
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi device-mapper-multipath
2. BRZBE:

sudo mpathconf --enable --with multipathd y --find multipaths n

CD ffafR etc/multipath.conf B®& “find multipaths no fE FE ‘defaultso

3. H3fR “multipathd IEfEiB1T:

sudo systemctl enable --now multipathd

Ubuntu
1. RELTRERHEE:

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. BRZBE:

sudo tee /etc/multipath.conf <<-EOF
defaults {
user friendly names yes
find multipaths no
}
EOF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

@ ffafR etc/multipath.conf ®%& “find multipaths no fE ME “defaultso

3. #41F “multipath-tools' B B R HIEEIEIT:

sudo systemctl status multipath-tools
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TR ZETrident

Trident for Docker /INetAppfEfiEF &1t 5 Docker £ B RFANEHZEN . ©XIFMNEME
iz‘:‘u‘:“tlJ Docker EN|NFMHABNRENEIE, FRMET —MEZR, UERERAMNEMMT

Ho

E—FH LA LU ERNEITZ 1 TridentSE B, XAEFL R UENHEZEIZ NMEEAFAMEFMEEE, FETUBENX
Docker HfERHITESE,

REEMFA
BE"EENRFMN WRBRTRFMNE, BIEIERE Trident,

Docker BIERViEH % (hRZs 1.13/17.03 XESHREAS)

FFaz Al
R Z B17E Docker 1.13/17.03 Z BiRYhRASPEEA D Trident BMERTIFHIZ S &, IBHRRERE
BBt A A 2= Tridenti#I2H BB 5N Docker SFIPHTZ,

1. BB ETEETTRYSES)

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. &3 Docker,

systemctl restart docker

3. IEMIRIEBE %% Docker Engine 17.03 (#ihRZs 1.13) SHE = A4S,

docker —--version

MREHRRAFBIEY, "LEHEMEHNLZEER"-

p
1. UIRECE XA IRIN T A B EIEIN

° “config" BRIAX & 2 “config.json' Fid, EAILUBITIEE B FFREREEFHIEMEZF. config XHER
WEIN, BB SXHHIIT /etc/netappdvp TN ERFL LHIE Fo

° log-level: IBEHEHKF(debug, info, warn, error, fatal) o ERIAMEN infoo
° debug: FEERERBARXEEIER. FAIAMEN false. WMRNE, NEBEZHEL .
. BIRECENHERLE:
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sudo mkdir -p /etc/netappdvp

ii. BIERECE 4!

cat << EOF > /etc/netappdvp/config.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

}

EQOF

2. ERREEGRABTrident . X “<version> ERBEEEERRIEFZAS (xx.xx.X) o

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

3. FHafEM Trident\ EECEM RGP IREVFHEZ B
a. gIE—E N firstVolume 8%

docker volume create -d netapp --name firstVolume

b. FEETHITEIEIINE:

docker run --rm -it --volume-driver netapp --volume

secondVolume:/my vol alpine ash

c. &R EE firstVolume”:

docker volume rm firstVolume
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Bg % (AR 1.12 SERRRZ)

S s = A
1. EHRE(ERB I Docker fRZS 1.10 HE S AR,

docker --version
MREHRRATIH, BEHRENRE,
curl -fsSL https://get.docker.com/ | sh

HE, "BEREBEND KiTBEHITIRE" S
2. FHERENRSLEEE NFS F/3¢ iISCSI,

il
1. ZEHFENetApp Docker B
a. THHMENBRER:

wget
https://github.com/NetApp/trident/releases/download/v25.06.0/trident-
installer-25.06.0.tar.gz

tar zxf trident-installer-25.06.0.tar.gz

b. B EpBIEIKILEZPREMIE:

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident

C. BIERENAFRE:

sudo mkdir -p /etc/netappdvp

d. gIERCEfF:

cat << EOF > /etc/netappdvp/ontap-nas.json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"datalLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

}

EQFE

2. MEY ZHHBIXEHEREEXHG, ERRHNEEX AR TridentTiF#E,

sudo trident --config=/etc/netappdvp/ontap-nas.json

() mirmaiE, SEHEFNIRIAEHN netapp,

SFIPHIZETHE, ERILUER Docker CLI REBIZEM SRS,
3. QS

docker volume create -d netapp --name trident 1

4. BohB2SEIECE Docker &

docker run --rm -it --volume-driver netapp --volume trident 2:/my vol

alpine ash

S. MB& Docker % :

docker volume rm trident 1

docker volume rm trident 2

AR ohBt B Trident

systemd RZEMRFIB TR FIEHE: contrib/trident.service.example 7 Git €FEH, E7E RHEL
AREHRERZXM, ERITUTRE:
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1. B HEHZIERIE,
NREBITZ LG, WIN A B 7T AR ME— B9 & FRo

cp contrib/trident.service.example

/usr/lib/systemd/system/trident.service

2. YREEEXH, ¥R (5 217) BEXASEERRZMITE, HEEEXHREIFE (5 917) BEXNARBEN
15,

3. EFTINEL systemd LAEEIRUNEERL:

systemctl daemon-reload

4. BRZRS.
XN BMMEIRBIRG X BB A XMBFAARE. lusr/lib/systemd/system’ B R,

systemctl enable trident

S. BEARSS.

systemctl start trident

6. EERS

systemctl status trident

@ FrRERBTXHRE, EETUTHS: “systemctl daemon-reload s < H AEHS R AN X L 25
o

FEREEIE Trident

f&o] L R et H K Trident for Docker, MARIIETEFERE=EEAIFN, ALIiEF
SH—ERIEEMBYE, “docker volume HXNZIGEHNGSB AN, NARREITEE
HE, BEZEEBRXET. KZHERT, XEREFEE/L# .

Hk
BB LTS B H L Trident for Dockero

p
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1. S HEEM:

docker volume ls
DRIVER VOLUME NAME
netapp:latest my volume

2. 2R

docker plugin disable -f netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£39a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. FHERIEM

docker plugin upgrade --skip-remote-check --grant-all-permissions
netapp:latest netapp/trident-plugin:21.07

C) Trident 18.01 ARAEXX T nDVP, RN ZEZMUTAEHL: “netapp/ndvp-plugin'ElF E|
“netapp/trident-plugin B,

4. BRI

docker plugin enable netapp:latest

o FIAEHERRA:

docker plugin 1ls

ID NAME DESCRIPTION

ENABLED

7067£39a5df5 netapp:latest Trident - NetApp Docker Volume
Plugin true

6. HaiNErI

docker volume ls
DRIVER VOLUME NAME
netapp:latest my volume
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NREMIBARAEITrident  (20.10 Z &) FZ&E|Trident 20.10 SIESARA, METRERBEIEIR.
B8, BSACHNT, MBBIEE, EURERALET, ABMIRZEE, BE
()  EIEEmIMRESHREEFMBNTidentii4S: docker plugin install

netapp/trident-plugin:20.10 --alias netapp --grant-all-permissions
config=config.json

ENE
BB LTS B EHF Trident for Dockero

T
1. BIBRIEGTCIEIFRE S,
2. B PR

docker plugin disable netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£39a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. TERRIEM

docker plugin rm netapp:latest

ERE

BRI LUERIMER ER N eIE. TEMMIBRE docker volume FEER, 15EAIEE Trident
IRohizRE BIRAYE <

elf=Z
* ERARHRIREERMDRFNE:

docker volume create -d netapp --name firstVolume
B2 B S E TridentSE 9% |

docker volume create -d ntap bronze --name bronzeVolume
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()  OREEEEEEANE options ERNEEMHEZFNEALE,

* BEINER/N. BZHUTRA, ERREIERFEE 20 GiB BI%E:

docker volume create -d netapp --name my vol --opt size=20G

BERNAFFFELRRT, HRES—EBHE, 2{IAE (FE0: 10G. 20GB. 3TiB) o
MRREIER R, WEAEN G. ANRAFNFTA 2 WE (B, KiB. MiB. GiB. TiB
) 5 10 B9% (B. KB. MB. GB. TB) . E@ERIfEA 2M&F (G=GiB, T=TiB, ...) o

BiREE

* MFRZEHH NS HEAth Docker H—HF:

docker volume rm firstVolume

() @t solidfire-san’ LA HITREHIZ MR E 2.

FREB LT BF4R Trident for Docker
REE
fEFBY ontap-nas, ontap-san, solidfire-san, # gcp-cvs storage drivers TridentB] LATE[EE, fE

FEBEY “ontap-nas-flexgroup @& "ontap-nas-economy IRoHiEF AL 55 g, MIIBERIEMEECIE—
TRER,

* WEHLMEERE!
docker volume inspect <volume name>

* MBS, XBSBENE—HRYIRE:

docker volume create -d <driver name> --name <new name> -o from

=<source_ docker volume>

* MBS LRRIREIBHE. XAZCIZIAVRE:

docker volume create -d <driver name> --name <new name> -o from

=<source docker volume> -o fromSnapshot=<source snap name>
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volume-driver-options.html

Nl

docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstVolume",
"Name": "firstVolume",
"Options": {1},

"Scope": "global",
"Status": {
"Snapshots": [
{
"Created": "2017-02-10T19:05:00z",
"Name": "hourly.2017-02-10 1505"
}
]
}
}
]
docker volume create -d ontap-nas --name clonedVolume -o from=firstVolume
clonedVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas --name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

paEIbiN=ielbe s Sy

QAELINBIEIIEE (BERE) REPXBEXHFRASZ TridentSz 130 (a0 —1) , BRIABEME
FATridentifAXLEIRIGE (HERE) . “extd 18 1L /devisde! TixBE Tridentifia)) o

IXEHAE R4S IE B 8L

BFEERCHIEFEE — AR ERNED, Er] U RIRERTEE XERTLA B E X ER,
52 N HER T EEENFERSREDT,

IR SRR AX EETHFRE S, RAETME -o' CLI REERINIZER . XEEREE JSON iiE
X R ERIFRE.
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ONTAPZA=1£IN

NFS. iSCSI 1 FC FI& I BIEM G 4E LT L+

JZET

size

spaceReserve

snapshotPolicy

snapshotReserve

splitOnClone

encryption

tieringPolicy

UTFEIMEB{ER F NFS:

LD

BR/NIAN 1 GiBo

REREFRNATUREERENELRE, FRIANEE
ficE. BXUYEN none (FFEACE) M volume (EAC
B) o

XEIORIB RIS E NFAEE, FIAERN none XE
FEARARBNZELRBRE, FRIEFEEEERENK

, SUFTEONTAPAS LEFE—1R S default’dy
HRER, ZHRRSAIEHFRE 6 M/ NERREB. 2 MH
IREBFN 2 M EREB, B LUEI I SR S REB R
FH9EE, .snapshot EHEEERHFMEFo

XEEREMEEIGENMENE S, BRIAMEAT
, XEMREWREEET snapshotPolicy, ONTAPH;
1%E#¥ snapshotReserve GEEH 5%) ; SR
snapshotPolicy 73 none, M ONTAP ¥&i&#F
snapshotReserve (GBEN 0%) . &R LUIERCEXH
FAFTBEONTAP/GImIZERAIA snapshotReserve 18,
#F BRI LUEE B 1ERR ontap-nas-economy Z JMYFR
BONTAP/GIHH BRI EIET,

RS, XRESHONTAPILEIR REES5HRED
Bo BUAMEN false, BERESHAGIRIFELIE
EIEREESHERENDE, BATKAEEIS
REFERER, fli, =E—THREEATUTEX
Ehtja), BTNENEHETEIRLD, Rit&FIIEMF
a8

£5E LB RANetAppBINER (NVE); ZHAEERN
false, EERILEIN, HMEEEE EIFE NVE i8]
F R NVE,

MREIHRBAT NAE, NETridentPECEERIEED
BB B NAE,

BEZER, FE: "Tridenttl{al 5 NVE 1 NAE (&
TS

RESEEANDERR, XRE T HBIEZTNRE
RS (R%iE) i, BEREIBERE.
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il

unixPermissions

snapshotDir

exportPolicy

securityStyle

AT MEhnEsYE A F isCsl:

eI

fileSystemType

spaceAllocation

ol
BEUTRA:

* BIE—" 10 GiB &:

D%
XERIERFINRE, RABERT, RRKIREN

Verwxr-xr-X' & B F RN ER TN 0755, HE
‘root R NFIEE. XAEAHHEFEEAIYA,

BIISE S true SEE " .snapshot B F 1A I18)i% & 7]
WHEZR. RRIAER false XEKE A WLI1E
“.snapshot’ B REIA TFEARS. KLHERR, Fla
BEAH MySQL Hi1%, FEUTER FTLERMAATE:
*.snapshot' B R A Il

REZEEFEANSURE. BIAEN default

RERTIHRENEE2FN. AIAMEN unix. BNIE

M unix M “mixedo

iR
IGERTFRIL iISCSI EHNHERS. BIMERN
extd, BMEN ext3, extd , H xfso

BHIEE N false ¥ % LUN M= i8] ERIhEE. BAIA
BER true XEGREHETERNEBEFI LUN T
ESENBY, ONTAPSBHIEAN. UETHER
YFONTAPTE EAMIBREIERT B shEIR (8],

docker volume create -d netapp --name demo -o size=10G -o

encryption=true

* QIE—HHRIRY 100 GiB &:

docker volume create -d netapp --name demo -o size=100G -o

snapshotPolicy=default -o snapshotReserve=10

* BIE—1EAT setUID filyE:

docker volume create -d netapp --name demo -0 unixPermissions=4755
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B/N\EX/NA 20 MiB,
WNRKIETEIRBIRE, HIREREEA none TridentfE 0% FYIREEER,
* BIEBE—MEEREREMNRBRERENS:

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

* BIE—NEAERIBRREEBEXREBRELLGIA 10% HE:

docker volume create -d netapp --name my vol --opt snapshotPolicy=none
--opt snapshotReserve=10

* QIE— P EBRBEERER 10% BEXRBEZTENSE:

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

* QIZABRIBRCHE, HIEZ ONTAP ERINRIRGRE (BE A 5%)

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy

Element ZX {4+ & =1%EI0

Element &= B R EEHEXHANFARSFBE (QoS) K, SIEER, FRUTANIEESHXERN
QoS &Kk&: -0 type=service level Bn& %,

£/ Element IRGIFEFFENX QoS FRERFINE—T BREEL—PRE, HEREXHFTIEESAMKENR
N, BAMZEE IOPS,

Element X RV E b5 G2 EFELL T 14

PEIR iR

size HHAD, BIAA 1 GB sEiE % H...“defaults”
. {“size”: “bG"}.

blocksize AT LAERS 512 2 4096, EKIAEN 512 SHAECEIN
DefaultBlockSize,
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Tl

BSHLUTESE QoS EXRIRAIEE X f+:

"Types": [
{
"Type": "Bronze",
"Qos": |
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000
}
I
{
"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000
}
o
{
"Type": "Gold",
"Qos": {

"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

ELEREEES, HNE=ZNEREBEN: 5. ARNES, XEZIREHELN.
* 8l 10 GiB &5

docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G

* Bl 100 GiB H¥i%:

docker volume create -d solidfire --name sfBronze -o type=Bronze -0
size=100G
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u&% E ITRRY

ZLJG_JLXH&EEIQ\L,(%EHH 1TEEHR. WEBENFGEZBURTEIZTT Docker RIS

Wk B S LA TER AR

pZ
1. MR EERBENFREIGEH A B TTrident (BD, M “docker plugin' <) , AJLUXIFIRAR:

docker plugin 1s

ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume

Plugin false
journalctl -u docker | grep 4fb97d2b956b

hEBERANNZE LIRS, NRXERTE, EeIUBERREXEEIER.
2. ZRREEHAELER, BREBRIFXAECRIEERES:

docker plugin install netapp/trident-plugin:<version> --alias <alias>

debug=true

5E, HEMERENFERTERABERKATER:

docker plugin disable <plugin>

docker plugin set <plugin> debug=true

docker plugin enable <plugin>

3. NRE T‘I*TLJ:f.ﬁlZZiE%‘JY#, MEEMFENBERF. /varlog/netappdvp BER. BERAAIRXBEE
BR, BIETE -debug’ HIRBITIEMFRT,

—AREEHBRIRTS

* MAPBINRENNRAREKERR, SEHATENGEN. KEXMERN, SESHLEKIHEBRET
, AJRESEEIRMXFRER:
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Error response from daemon: dial unix /run/docker/plugins/<id>/netapp.sock:
connect: no such file or directory

XEREHRERHEAK. FEHNE, ZEHRET2ENBETICRINE, NiZrIUAEBEIZHTRIEEEINA

ZERalE,

* IRBHARRRLRDNEEE LBRR, BHIR: rpcbind EREHIEEIET. BRAEVIRERFAERN
REEERERHKNERS rpcbind [EFEIETT. ERLUBTIEITU TSR ILE rpebind BRSZEVIRE :
“systemctl status rpcbind’ S EZ %%,

EIEZ M TridentS2 {5

LIREEENIBE SN ZERER, EES M Trident2fl, SIS PEFINXEETEH
FEINBIIRGBREN]. --alias EARILIGEHRNEN, T¢FE --volume-driver TEEA1 L
SL54K TridentBTBYIERE

Docker EIFiEM (hRZS 1.13/17.03 SEShRAE) B
1. BEhE— LG, EERBMEIE X,

docker plugin install --grant-all-permissions --alias silver

netapp/trident-plugin:21.07 config=silver.json

2. BEIEZAREA, EERRNZAMEEXF.

docker plugin install --grant-all-permissions --alias gold

netapp/trident-plugin:21.07 config=gold.json

3. tIRER, RRIRIEENREDIZRF Ao
i, BERFE:

docker volume create -d gold —--name ntapGold

e, WFERRFEMS:

docker volume create -d silver --name ntapSilver

B% A% (RS 1.12 HERRRAE) P E
1. FABEENXIRHIERF ID @T NFS BE& B ohifft:
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sudo trident --volume-driver=netapp-nas --config=/path/to/config
-nfs.json

2. (ERBAENXIRIER ID # iSCS| BLB B Ehifft:

sudo trident --volume-driver=netapp-san --config=/path/to/config

—-iscsi.json

3. NENIEEHIZFIFIEE Docker &

f5an, 33F NFS:

docker volume create -d netapp-nas --name my nfs vol

540, x+F iscsl:

docker volume create -d netapp-san --name my iscsi vol

FEAC & 1A
EEEATFEMTridentid B HIECE ED,

2FHACE IR

XL B IEINEA FAIE Tridentfid &, TICERAMHEETFS.

I iR AN

version FEEX A= 1

storageDriverName FEIXEHIE A TR ontap-nas, ontap-san ,

ontap-nas-economy ,
ontap-nas-flexgroup ,
solidfire-san

storagePrefix SRMIELEFIS. BAIA: staging
netappdvp o

limitVolumeSize WA/ NG AHERS, EAE: "™ 109
(Fa2HIIT)
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1B0EH storagePrefix (BEEAIAE) EAT Element Fif. FIABR T, solidfire-san’
XSRS ZBRIISE, HEREATZ. NetAppRiERIFEMFAF, ID #1T Docker gt
, NEFEABRMEIE, ZBEMEUEIERT Docker fras. IREHIZE{E MK E Docker BIRIAZFR
(WNRAJEEFER T EARBFHMER) -

BILAERRAIAEDL, #RECIRIENE LEEEX LRI, X size' IbETUER FAAEIEHIZEEE, BRI
REBRIAEA/ NG, ESEONTAPERER ).

WET 1D Tl
size WMRENANERIAKR N BN 16 106
ONTAP &

IRT bR F/ECEEZIN, EFAONTAPEY, EA]LAGER LA IRNZRIE,

JZET TP Nl

managementLIF ONTAPEIE LIF B9 IP #htit, 88  10.0.0.1
LIEE— 1 TeREE®2 (FQDN

dataLIF LIF#MY BYIPtiE, 10.0.0.2

* ONTAP NAS IXhiERs*:
NetAppRIIETE datalIF. YN
BRIZMH, TridentEM SVM 3%
EY dataLIF, f&r]LUIEE—5E
2[REEHZ (FQDN) FBF NFS
EHIR(E, MMmeliER18 DNS
LITES A datallF Za# T s
¥t

* ONTAP SAN IRzpiZR*: 1570
$§7%E iSCSI 8 FC, TridentByfE
FA"ONTAPIE# R4 LUN thE"%
M Z IR RITEFIER iSCSI
g FC LIF, SNRHIMUTER
, WEERZES: ‘datallF B

BRHE Xo
svm EFANEEEMY (WREIE LIF svm nfs
TR LIF, MEIA2IEIRN)
username EETFERENAR R vsadmin
password EEFHISENED secret
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JZET TP Nl

aggregate RAFEENRE (Ahk;, ARIKE  aggrl
, MK ELLE SVM) o F
“ontap-nas-flexgroup IRGHAEFE, It
IR 28, 9S4 SVM BFRE
REE A TFECEFlexGroupH,

limitAggregateUsage o), NRFEAFEIE DL, 75%
MERE KK
nfsMountOptions 3 NFS HHIZETUHITIEAIES]; Bk -0 nfsvers=4

IME -0 nfsvers=3", XFRLUTIE
. “ontap-nas’# “ontap-nas-
economy &)#l. "EELEAEE
NFS EHEEER" -

igroupName Trident@ZZMEES TN R netappdvp
igroups fEN “netappdvpe

tb{EARBEE BT & B
NFRLLFIER: “ontap-san E#lo

limitVolumeSize RAABEREE, 300g
gtreesPerFlexvol E"FlexVol FIE K qtree #{E4 300
7£ [50, 300] SEEIN, ERIAEH
200,

31+ “ontap-nas-economy X EHFE
F, LIRS EE XS FlexVol
MR K qtree &,

sanType *2 45 ‘ontap-san {XPREIN. *FBF Ciscsi IR AT
R Ciscsi X F iSCSI, “nvme'i&
FF NVMe/TCP g “fcp' BT cetid@
& (FC) 9 SCSl,

limitVolumePoolSize *2#F “ontap-san-economy’ 300g
“ontap-san-economy X RSl *
FR#IONTAP ontap-nas-economy #/1
ontap-SAN-economy JXEhTERFH
BIFlexVol A\

RGHRM T RAIAED, BRELIENENELEHITIEE:
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il

spaceReserve

snapshotPoli
cy

snapshotRese
rve

splitOnClone

encryption

unixPermissi
ons

snapshotDir

exportPolicy

securityStyl
e

fileSystemTy
pe

tieringPolic
y

8 O

iX “ontap-nas 1 “ontap-san' KEhiEF NS
#F 1000 1™ FlexVol,

.
Hi

R
TEFNITET; none (FEEIACE) T volume (EHY

Hi

~

EFEAREEE, PAIAEN none

REBFMEELL, BAEANZFFH, ®RE
ZONTAPERIAES

IR e RA S HER R D E, FRINN false

£E& LB RANetAppBINER (NVE); ZHAEH
false, EERILIEIN, HMEEEE LIS NVE i8]
FEH NVE,

MREIHBEAT NAE, NETrident i &ERIEES
¥ BB NAE,

BZER
TS

L, B2 "Tridentt{al 5 NVE #1 NAE &

NAS i£I5, ATFEEER NFS &, ZRIAMEN 777

NASIEI A F 418 ".snapshot’ B o

NFSTHRIEEFERIINASIED, BRIAEAN default

NAS &L, RTFiHRIEEER NFS £

NFS % #f mixed

‘unixe

‘unix R2HEM. BIAMEN

SANIEDAE FiEFEX R P LR, BN ext4

BEEANDERE, BIAERN noneo

Nl

none

none

false

true

777

NFSv4 A“true”, NFSv3 5y

“false”s

default

unix

xfs

none

> Docker E8/E—1ONTAP FlexVol o
EBRZA T 12,000 PMFlexVol&E, RER Docker EERFTE

ONTAPENEET RERS
LEBREI, M “ontap-

nas’ T FlexVols $2ft T Docker EHIEIRBH T EFMIMNINGE, HILIKoHIZFEE LR NAS R A ZR,

WNRIEFER Docker EEEiBIL T FlexVol BIFRH,

Hlo
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iX “ontap-nas-economy IXREHIEFF1E B o B IR AYFlexVol &t B 8 ZEIONTAP Qtree BY Docker &, Qtree
RETEANATY BY, SMEETARZHIX 100,000 MR, SMERRZENA 2,400,000 PHa, B4
N 244t T —LEThAE, X “ontap-nas-economy IXGHFEFE A2 3F Docker HHIERIBE 72 [E,

@ iX “ontap-nas-economy Docker Swarm BeIAZiFHZIREHFER, Ff Docker Swarm FiE A
BZM T RS,

iX “ontap-san-economy IXEHIEF7E B B IR AYFlexVol BRI HEE 6132 Docker HESIONTAP LUN, XiE—
3k, 1 FlexVolFtRBRTF—1 LUN, #FEH SAN TEREIRET BFNaT Bit, BIBEMEMETINTRE,
ONTAPENEE RS F 16384 > LUN, HTFXLEERER LUN, FEIZIRENFERFZ1F Docker HHiE REEF]
=,

i#E4F “ontap-nas-flexgroup IRoHIZF AliR B NENFHITIERE ], ZETLUEKE| PB 4, S8 +HZ21X
4. FlexGroups FJ—LEIBABFH{BIEFE A/ML/DL. AEIBM D, WEWE. R, XEHERESES,
Trident/EEC & FlexGroupE R EA 2 BR48 SVM BIFFER S, TridentIFlexGroupZ#FirEE BT /LA

* HREONTAPHRZ 9.2 BLE SRS,

* BEIRGANAY, FlexGroups 1323 NFS v3,
* X9 SVM B 64 il NFSv3 tRiRfT.

* EINHIE/)\FlexGroupR% 5/ K/ 3 100 GiBo
* FlexGroupE A2 1 F5a &,

B X FlexGroup LUNKIES FlexGroup I ITERHMEERE, BEBRUTHSA: "NetApp FlexGroupis s {EI2 EAl
SCHEERT" o

AT ERIFRPRIESRNENANUEEZE, ErILUE1TZ 1 Docker Volume Plugin £, HEAR—MEA
ontap-nas NS —MER “ontap-nas-economyo

HTridentEEHIONTAPAE

oI L BIE— 1 EERESRAIONTAPEE AR, XFEMANFEAONTAPERE R ABETridentPHITIR(E,
ETrident/SifEc BT B SHAFARK, TridentiFERERIZMONTAPER A BRMITIZME

BHBR TridentHEX LR BXEETidentBEX BEHNEZEE,
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{EFAONTAP CLI
1. FERUTHSEIENAE:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. ATridentBFEIEARZ:

security login create -username <user name\> -application ontapi
-authmethod password -role <name of role in step 1\> -vserver <svm name\>
-comment "user description”

security login create -username <user name\> -application http -authmethod
password -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

3. BRBMSIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

FRRKEIESR
IONTAPR A EREFHITUT I E:

1. QRN AE:
o BESHSGIREENAE, WEEEEH > 2,
() BAE SVM AJIQREENAE, BEFTFE>FHEMI> required svu>9HE >
RFARE"
b R P HIR & SANFILENR () .
T B
A EXAEAN, RERE R
2 BRERIETident AR + £ AAAE RE AT TS E:
a. 1B PR TR TR T +,
b, R BIER S, AEERE THREPEERE,
C. BE R

BEERIESHUTIE:
* "ATEEONTAPHEEX AR"HE " EXBEX AR
* "SHEeNARDE
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ONTAPHED & X {475l

<code>ontap-nas</code>Ik5Ni2FHINFSR !

"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"defaults": {

"size": "10G",
"spaceReserve": "none",
"exportPolicy": "default"

<code>ontap-nas-flexgroup</code>IR&HFEFHINFS R

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {
"size": "100G",
"spaceReserve": "none",

"exportPolicy": "default"
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<code>ontap-nas-economy</code> IXENF2FAY NFS {7

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

<code>ontap-san</code> JXENFEFEHY iSCSI 7 ffl

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

<code>ontap-san-economy</code> IXEHFZFHI NFS =l

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"
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<code>ontap-san</code> JXEHFEFH) NVMe/TCP R fjl

"version": 1,

"backendName": "NVMeBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nvme",

"username": "vsadmin",
"password": "password",
"sanType": "nvme",

"useREST": true

<code>ontap-san</code>IXshEFHISCSI over FCR{jl

"version": 1,

"backendName": "ontap-san-backend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"sanType": "fcp",

"svm": "trident svm",

"username": "vsadmin",

"password": "password",

"useREST": true

Elementii 4EE

BRT2BEEEZI, EfFEA Element 2k (NetApp HCI/ SolidFire) B,

eI

R

Endpoint

SVIP

<a href="https:/&lt;&R % &gt;:&lt;
ZH&gt: @&It;mvip&gt;/json-rpc/&lt;
TCEhRAS &gt"
class="bare">https://&lt; & F

2 &gt; &It Z RS &gt; @&It;mvip&gt;/
json-rpc/&lt; TTERRAS &gt</a>;

iSCSI IP itz

I B] LAfE A X L3 T,

ANt

https://admin:admin@192.168.160.
3/json-rpc/8.0

10.0.0.7:3260
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il

TenantName

InitiatorIFace

Types

LegacyNamePrefix

R
E(FAM SolidFireF fAF (W18 %k
HEIMBIEE)

¥ iSCSI RERFITEIERIAZ O
, IEHEEREM.

QoS#isE

FERARTrident R FI4%, WRE
EAMNRE 1.3.2 ZFIMTridenthrZs
, HEFERMESERITHE, WE
EREIEAEERRESER TS
ERATEIRE,

X “solidfire-san IREHFEF A2 #F Docker Swarm,

TOITTERR BB

314

Nl

docker

default

Z 0 T EAYIRA

netappdvp-



"version": 1,

"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {

"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000
}
b
{
"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000
}
b
{
"Type": "Gold",
"Qos": {
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

B &0 )& PR
EHE XK Trident’5 Docker 454 R EANIRREAIRAIHIS S,

¥ Trident Docker Volume Plugin MIBhRZAHALKE] 20.10 RESRAEASSHALKK, H
HIEHEXFNXHHE R HEIR.

GBS AR
1. R,
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docker plugin disable —-f netapp:latest

2. TERRHET

docker plugin rm -f netapp:latest

3. BN, HIRMEIMER config SERE,

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant

—all-permissions config=config.json

BRREEDHN 2 MF .

@ XE Docker EFIRHIRHl, BPIHESBEBENFRBIMEERE Windows B&1E, "SI 1% 25773"

Docker Swarm BV HE LT HEH Trident T2 FHFESMEFEMIRIZRAS,

* Docker Swarm Beiff BERBRIFMAEE ID fEAHEHE—MEIRRR.
* HiEREFRLXET Swarm £BFHNEN T S,

* B (BfETrident) WMTE Swarm PSR LIMILIEIT. HFONTAP BWITEA K "ontap-
nas ' “ontap-san' B R ZFTLBERIEER, RENMTEHE —EEBEXLERHISZM TRIERN A

HRWZF 2R EBMRZRFAHZRNEFNENE, XARISREMEREIERES, MLERAHN TR
; fI40, Element BB RIFEEBHERRZME ID RREBIIHEE.

NetAppE[a Docker HIPALRH T k15, BB RSB EMTRETARKZ RN AT,

AR IEEEEFlexGroup , ME 1 FlexGroup5IiEEEl BERFlexGroupE — 1 E %M1t
BNERE, MONTAPA=EE S —"FlexGroup
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e ZIFEIY
=iES
BB Tridentsd, MBI FIHEHEN,

BEZE BRI

"R A ERA RN ARFZENEERE, FERTZRER, fli, —PeasR=iEFR PVC REEES—
R TEPER. Trident)y Kubernetes SEB¥RRIFIA ar R =iENR M PV TR, EILFA T ABRANREIRS
Ko

tE5h, ih1ETrident pod RAIREREARAFRE ISR EFEAAEIENEMBREE, HIHRNBREFBFNSEEN
BREFTEAR TridentIRE X, pod 455

fi& FRBC &N SC Bl PR SR R A7 (i H %

Kubernetes EAM MFIE, XM MFELESER, NRFINBIZFNRFHFERM T —FRABINE, X 7FiE
FLEnA 6 B2 R A LR an R EiE L B EFER S E N B EMN RREHFERS, LI, ER" ETEBE%J 't
R PVC B RER A GECER 2A, HERER/ NMEBERAETCER.

XEEZRGBRTEENY, XERES N HREREMNLZEXSHEZRFERBTNE BREAEFEXE
B "g0fEr R B ECER"

FhEECE

NetApp= R4AERINE MEHT AMEA ML, BN ARFRTRABEN, H
BEMARZ

FHHY

TridentA] 5SONTAP#] Element B2& A, XEW N FALLEMFEEEEFABENENGR, B2, BEEFE
BY, NiZZEENANERUNEERISEHEIBERK,

ERZE RPN ETURERANRIESR. (FIE) BrRIUEEKENAREFRESE (WRAR)
%Fiﬁ”ﬁ\ FiEERRIM PVC IREBRES, UMK ENBREFITFE.

ONTAP#ICloud Volumes ONTAPE{ESCEk

T #RBEEE ONTAPHICloud Volumes ONTAP for Trident BYER{ESE 8%,

UTFRINENB ST R HEEONTAPHIERRN, XETERHERMTidentthSEENE. SIENR
BERIMRSHITE BTG, UMEHERM.

{ERE AT Trident BISVM,

FHEEPML (SVM) NONTAPZ L ENFEFREBEMNEE DB, & SVM TRTNAREFA UKRINREIK,
FAT LAY FA PR ZR AR R (E SR B
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SVMHIEIR A kiR .

s EEIRACE PIRMERSIREL, UKHENMNER, HIEE SVM &5,
* (EFAONTAPAR L EIEEEE] CLI I SVM IR RAEIERME,
* 5 NFS RO = EE/AE,

TEEMIBERT, EOHNZE DNS B, HEEECE TridentBIRZ{EA DNS &#F, XBBFLIMELRERE
=, BIINTENESHRER SVM-DR.

XF SVM TS, RATHAEE LIF 2ZHZEE LIF 2E8RY, B, ENZHRARENNEReRBSERE
A ERF—H. i, B LIF iiZrILUEE DNS i8], USEMREANREME. "SVM-DR"AEI5Trident
Fe& e,

PRI R AIATREL

ONTAPTHER A A RAGHIRE], ZREISRIERFRAFEH T EMBEFRRE. B5ZiH "NetApp Hardware
Universe"iBSIRIBEIRIAT S MIONTAPRRAHEHIIBIRG]. HETHFERN, FMXTridenttVEEIRIFZ R
, MEREEEERIEERIFEIRK,

= XEHY “ontap-nas'# “ontap-san'IWEhiEF AE N EIER Kubernetes 1A% (PV) 12 FlexVolume, X
“ontap-nas-economy JXEHFERF KL9% 200 > PV €I — FlexVolume (BJ7E 50 % 300 ZEIACE) - X
“ontap-san-economy IXEHFEFF KL% 100 4 PV B3 — FlexVolume (AJ7E 50 % 200 Z[B)A2E) - A TEA
LETridentEFEMER A LFAERTANE, BRIZK SVM KBRS, ol UMFSITHRITLEIRIE:

vserver modify -vserver <svm name> -max-volumes <num of volumes>

18 'max-volumes & SARIBIEFHER BN BAE BT AR

* ONTAPEEF I B BN E
* Bt ETridentZ SN H R REFEBCE VSR
* Kubernetes N FTZFTITHERNFAEHE

X ‘max-volumes Z{ERONTAPEEFAIAE T R LECER G, MAZENONTAPT R ENEH. Eit, &
AIRERIBEIELIE, BIONTAPER TR Tridentic ES A REtbk HM T R B 152 MEF %,

B, — T RONTAPEERZ R LIFEE 2000 MFlexVolE, REABTEITHIEEN 1250 IMFIEESIE,
SAT, SRV "RE"MRM—I T RNEL SVM, HEMN—INRDENRSTEHTEE (B, BFS
BARE) , MB— TR ARETidentElEEN BT, XRKREZT RNBERGIAIEEEE LRZATME
£21X%), “max-volumes IAENE/G, M TridentFIfERIZT RV EMERME. EEIHEREEPS T
RHRESHIELIEENIE S ERLA TridentE A SVMEEE X FE T,

RfES
NetApp TridentE BTS2 552 E% ontap-nas, ontap-san, solidfire-san, # ‘gcp-cvs TFEIREH

2%, 1R "ontap-nas-flexgroup 8& “ontap-nas-economy REIEF A 21T E, MNIIEHRIEHEZOIE
— NHRAYIRR,
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@ BT RS REIFMEEXEXHIPVC, TEE— StorageClass RITRIEIZIE, UHEFRBRMEHEA
LIEHEEIMT A,

FRHITrident Bl 2RV R A KT,

EfSE TridentA] IR EMRAKR/D, BEFERAUTAZE: limitVolumeSize &4 "backend.json’ E Xo

BRT IEHIEMERET NS ARNZ IS, EIERIZFIA Kubernetes ThEE.

PR% Tridentfll7£AIFlexVols IR AR T,
Efid & A{E ontap-san-economy # ontap-nas-economy IXENFEF A FlexVols BIGRAKA/N, iBEFERIUTAE

. limitVolumePoolSize &% backend.json & X

e E TridentEEA XA CHAP

BRI IEGimE X FIEE CHAP XA BB R &F%EE, FikTrident’E SVM EEF CHAP, A
‘useCHAP £/ IRECEFIRE S, TridentfE CHAP XONTAP/GIHRY iSCS| EZEHITH DRI,

SIEHEHE SVM QoS FE

FARATF SVM BIONTAP QoS %kg, BILARHITridentEECE B RIHFERY IOPS &8, XBBNTF "fHIERNETT
HN'HEBRIZNB IR Trident SVM Z MY TR E,

RENANFEEIAA SVM 832 QoS KRS, 1528 HEFTAONTAPIRZAS YL LRI R ERIE R, TEAIRHG
BIE T — QoS Fr&, 3§ SVM BIBKIA I0PS PRI 5000,

# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>

tEsh, SNREEIONTAPHRASZHE, RIS EER QoS RMEBKRKFRIEF B U T EAHNELE, BIENQOS
5SVMERBR#ES.

DECLAB R ITIEREBY IOPS REBEURTIFZ A H. HPEHE!

* FERFEMEEFINEM T RN R, MIREEHMS Kubernetes BBEL XM TIEAHETEERAEFMERIR, MK
ARBHERXE TEARASEINREIRFIRIE,

* AT EREREREPEIT. MR I0PS BREHNITEHHEIFERSHETE!T, WK QoS RE=FHHE
FEEYFE {58,

FEIRME, 7 SYM &3 ECHY QoS REEZSH D ECLE SVM RIFREEHER— IOPS i, MR —1ab
HINBRUNBIZFX I0PS BREMNER, ErAgcROEMARUIELE. WRBRER, EAJEFE
ZEEAME BT AR EZREN 78 QoS K&,
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()  SEUEHONTAPKRAMET 9.8 B, A QoS HEAHEL SVM,

A Tridenttl#2 QoS HE&LH

ARS3EE (QoS) RIEXFE TIEAHMMREA AR S TERHEMER. ONTAP QoS HRERANEIRM QoS I
, ARFAPA—ITHZENLERHEXEHE LR, BX QS WEZER, HSH @Ik E (QoS) R
IEERE, " ERILUERRNFENPIEE QoS HRRA, XLREARKNAFEZENEHFLIENEIE,

ONTAPEMIHEEIR QoS XA FHREMBENE, FHRRIRARE IOPS PREBENRK (&), S
LGihA) HHE, BHEN QoS AIMREIFAHANENARELE, METIFRHA/NNEL, R I0PS
5 TB|GB MLERAZ, AARMEREEME LTHIFAHEN, XREHTEZNMNE.

B2 QoSHRIRARY, BFERUTED

* RMIZIRE "qosPolicy XEET "defaults’ FIRALER. BN U T EIHECETH]:

version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
dataLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg

* BMNIZIRENAREAE, UESNESEHERSREAEENEHELE, FIHFHLZERBA,
BX QoS REANEZIER, 1BEIH 'ONTAPGHSLESE",

FRHIXT Kubernetes S£84mk A IVTEE R IRIAIR)

PREIXS Trident@l3£A8Y NFS %. iSCSI LUN #1 FC LUN 89352 Kubernetes ZPE R £ SEXRBAM IS X
BRI LA LERB T Kubernetes S5 M9 iR EH A sERIME X EIE.

BENEEEMRGRATIEIRE Kubermetes HZRBERZEIIR, RIEE—mIATEANZEAIULRE, B, EE

WE, KEBnRTENINE. XEKE, BIE PV Z22ENKR, HHPEE PVC Y, tBREEHB—aR=EF
B9 pod 1iR)e  SSUMBRTEEZ BN TEAG R ZERLIMAD D,

320


https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/ontap-9/topic/com.netapp.doc.pow-perf-mon/GUID-77DF9BAF-4ED7-43F6-AECE-95DFB0680D2F.html
https://docs.netapp.com/us-en/ontap/concepts/manual-pages.html
https://docs.netapp.com/us-en/ontap/concepts/manual-pages.html
https://docs.netapp.com/us-en/ontap/concepts/manual-pages.html
https://docs.netapp.com/us-en/ontap/concepts/manual-pages.html
https://docs.netapp.com/us-en/ontap/concepts/manual-pages.html
https://docs.netapp.com/us-en/ontap/concepts/manual-pages.html
https://docs.netapp.com/us-en/ontap/concepts/manual-pages.html
https://docs.netapp.com/us-en/ontap/concepts/manual-pages.html
https://docs.netapp.com/us-en/ontap/concepts/manual-pages.html

WNFASHALME, 7E Kubernetes IFIRHHIER 2N T EIBIME AP RIHIZ I LIAIREHE FH LRTFE
, BIZEFEHIFN BRI, "R E SEMLELEZ . BR, ISNERE2— 5

NS RBEEAEILEERRSRZSHINENRNELE. XERERIANER TASWER, EtiBHERERM
TErEMAZIEE: "Pod £2HEE"

IFFEEM Kubernetes SN EMNIFRNE, FHENUEAARBTEIERE, PV HEERSIN, MA2
HTridentE1E, XA LRFRRE Y Kubernetes MM ENE B M EZF BEARABERIZEN, THREE
. I, FAIUNAEEX SHER, MMAIFM Kubernetes 8575 =1 Kubernetes E£&8¥9M2BBY B ARARSS
R ITIAI

FFEEETREMZEMT S (B30 OpensShift) EMITZEERF NBAEFNTRNEE, NEARMMEE

RBE SR — D REIFE R RNIAR, XEIENEBERXLEEMIGHE T RAIIRSS (5140, OpenShift Metrics 0
Logging AkS5) LAMEREBEIFFEALILHE T AN EN A2 88 5 SRS,

EAEIINE OB
B zBEREN EREBFESHER, ZRE{XAIFAIE Kubernetes S2B¥FRRITI R, TridentB] LAETHBIEME
i%tljl:lﬂ(%o XKE, TridentEHIZEMERIAIREHIZ] Kubernetes SEBEFMI T s, FHEML T T =AU/
FRo
§E, BHUAIUFHeIESEER, HFREPEFZ—FHSFSHAN, URBESNMTRIAEREK:

* {8 “vserver export-policy create’ ONTAP CLI #5% 8l 2 S H 5 &,

s FRUTAREEOFRBARIMAN: vserver export-policy rule create ONTAP CLI &%,

1TXLEas <A LABRAIMILE Kubernetes 12 8] LU )48 3R,

i

2 “showmount ¥ T FHSVM

X “showmount LtIHEE(E NFS EFimaElS M SVM ZiER F NFS SH5IR, ZBEE Kubernetes 819 pod 7]
L& W “showmount -e X BEFFRITER S, FHZWATAERRYIR, SECTEHRNER R, BRAXEISHAR
MRRERE, BEERIRET FAHENGEE, FRSBEAREENNAFEZE NFS S,

&N 1Z 22 “showmount @I £ SVM £RONTAP CLI 85 <:

vserver nfs modify -vserver <svm name> -showmount disabled

SolidFire x££
T RECE TridentfySolidFire 72 g R {ES2 Bk,

Bl Solidfire

S SolidFiretk PRKR—ME—EMEE, HEWECSHN—HRFEFSMHIIENY (CHAP) T, ERILUE
I EAKP ZFENEY CHAP FiEsi@d EihRAHR BRI D ELIKFHE. — MKPRZSAUNERTE,
B—sRERT— 1K .
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82 QoS K&
MREEESEHREFINATEZNENRENIRSHREIRE, 1BEASolidFirefRSSHE (QoS) Hk&.

TR LUREIRE QoS B8, BIIREEX QoS W=/1"AE&ESH, AIURIESIMEEE: &)V IOPS. &KX
|IOPS #158% 10PS,

T2 4Kb SRA/NBIATBER/N\. sRAMIZK IOPS fHo

IOPS &%k ENX /& ZiNE mAE (4Kb)
/)N IOPS FRIE—EBEMMERE S0 50 15000
7KFE,
&K IOPS MEERSEBITIRE 50 15000 200,000
o
=% I0PS ENREZZETREF 50 15000 200,000

&R AKIOPS,

@ RE®AK IOPS %= %& I0PS FILUIEE AEIA 200,000, BEMEIRRAMER EEHERE RN
BT R IERERIRRE.

HRRA/ DT IR I0PS MEBBHEZ N, MEESIERRANEIEN, RAERKHELMEE UIEEAHIER
RNBIKF, BEEHTEAEM, RERBATIMIOPSHEZRRE L. HSIA "SolidFireR 5 E "B XIRSHEM
MEENEZER.

SolidFire S {9343

Element XM SMHIIES A CHAP f&iAIAI4E (VAG), CHAP £ CHAP il EM#HITEH S (118
%EJO SipRAERIN EFECESRYINE. NetAppBifER CHAP #1THMINIE, RANEEERERET RBR
I o

@ wmHIGRE CS| B E2M Tridentx#HEA CHAP B7301E, VAG ReetxfE4rv3E CSI iR T
R

CHAP SpI8IE (WIEREEZSNTHANERAR) XEETIKFBILIENEHFR T, MREFEA CHAP #
1TEMHWIE, WEMMERE: M CHAP MW@ CHAP, &#[@ CHAP i&@id M SolidFiret & F&EC 75 2 EAK
WIEFIAR. WA CHAP TR T L EMEFHEIEAN, EASBRIK, BNLESBRILIEENS K
, AEENEIIKF 2 BEARERIEES 7,

BR, MNRFTEERA CHAP HEFE VAG, MEIEiFRABHGENBNBRMERNELEE, FNEARER
&1 IQN #RILIERSRER CHAP S pIRIERGIRARNENE. R iISCSI REEFEENER CHAP &

RI0IE, NERETIKFRIARES, 1R iSCSI KEERFARECENEMA CHAP SHIIE, MNEREIHIRAHN
1k

MEAILIEIESER?
TEFIH T —LERERBEXHR, 2% NetAppE SR T RIS

322


https://www.netapp.com/pdf.html?item=/media/10502-tr-4644pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10502-tr-4644pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10502-tr-4644pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10502-tr-4644pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10502-tr-4644pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10502-tr-4644pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10502-tr-4644pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10502-tr-4644pdf.pdf
https://www.netapp.com/pdf.html?item=/media/10502-tr-4644pdf.pdf
https://www.netapp.com/search/
https://www.netapp.com/search/
https://www.netapp.com/search/

ONTAP

* "NFS sfE3LBMLHEisrm"
* "SAN EIE" (iEBTF iscsl)
* "RHEL B89 iSCSI Express EC&"

Elementii{t
* "BEEIEAT Linux BYSolidFire"
NetApp HCI

* "NetApp HCIZRE S RZ 4"
* "IfiaINetAppERE 5 | "

R RAEEERER
* "ONTAP_LE MySQL HIER{ESLEE"
* "SolidFire & MySQL HIER{ESLEE"
* "NetApp SolidFireF1 Cassandra"

* "Oracle £ SolidFire BV ER{ES2E%"
* "SolidFire_EfJPostgreSQLER{E 5L "

HIAEFMBNARRFHERAEMNIESRN, A5 EHINetAppEASIEHERUTHEEXREE: "NetAppE'E
PR X Ao

S Trident

BERTrident, EEER U TR TTE . RopIEFEFMNEE. FiEi81t. B
giﬁﬁ\ BAERFR (PVC) MEEEENZ M. SREURERTridentZZE OpenShift AR
JJo

B0 RIEFEMEE

RN RIOERH D E B RIREhIERE,

ONTAPSIHIKEHTEF

ONTAP/ZiRIREhiEF BV A E T FRERMIMIN AR ERFER S LEEEERN G Eit, HRESREWUBIR
REFAER,

MNESHEERE, NMRENLAEFEERELZEFMNAE (21 pod HEFE—1 PVC) , METF NAS
HIREhIE R B RAIALEEE, METIRAY iISCSI KpiZF MR EIF—REFMEINER, RIENARREFHNERUREF
fEFNEA I TEF ARV IRRIZEREZE DN —RKE, WTFARSBNARR, EfZE/LFEEXS, RitES
BRATEERTEHLEZEME (21 pod FEREIAGE) -

I FHYONTAP/EIRIKEIIZFH
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2. {EF “parameters.selector fH LUKS INZEE X FE, Fla0:

"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—name:

luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. glE—1E& LUKS ZBiRIENEH, fian:
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kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

PRI
LUKS 1NZ&T5F FIONTAPE & $ERIPBR N E 48 Th Ak

S\ LUKS B EImECE

ES A LUKS &, B8 luksEncryption &l (“true ERUH, X “luksEncryption IEMAFE

HMTridentiZERENE LUKS M. (Ctrue {AFTE LUKS tRfE (false) WFEIERT.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svim: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

FBFSA LUKS &/ PVC icE

EESEN LUKS %, BIRE AR trident.netapp.io/luksEncryption' El “true’ #7Ef PVC FE&—1%# LUKS

HUTFE, S0ABIFRR.
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

i LUKS ZFE5EIE
BRI AR LUKS ZERBAZIEH RN,

@ ?’",@Eﬁm{fﬂ% H&,..\ BIATB5 | BZBREIEZR, B SICIZEEEE. NR3|IBNED
RIEER, ErIgTEERE, BRBERFNERSET A,

KTFUIAES

HIEEHHY LUKS BB BEEIBEHEMN pod B, MIEA%E LUKS BRE5ZiERH, HEIE—1FRY pod BY,
Trident=¥% L8Y LUKS ZR35E1E S5 2P rEsh R B E B HI T R,

* NRE FNERIEIE S ZIHTIENBIRZIEARLE, NskERiE,
* IRE LR IBEIESZHPRESIZRIBIEIBILAS, N previous-luks-passphrase’ S 2B,

p

1. 30 “node-publish-secret-name ] “node-publish-secret-namespace’StorageClass %%, 530:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}
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2. AR EHIRE L EFEMNEDIEE,
&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. BMEM LUKS 5, LUBEMBIALIRINZREFEE, #ifR previous-luke-passphrase-name’# "previous-
luks-passphrase’ 5 Z BIHZE ISR 1B ILAC,

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. QIE—NIE pod, EHIZE, XERBMIREMGENT R,
S. WIANERDFEIEE IR,

&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["B"]
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Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

“

HEMRIE_E(OREHFZIEAIEN, ZEREMIEH,

@ BN, NBRIREIHNZILEEIE, luksPassphraseNames: ['B", "A"] e AT, Eallfgk—1
BRI TR IR,

ERET R
EEI LA LUKS IIZEBREY B

p
1. JBF "CSINodeExpandSecret IEI] (beta 1.25+) o &% "Kubernetes 1.25: FHZHH CSI EMT =
et B T REFR.

2. 0 “node-expand-secret-name’#] “node-expand-secret-namespace’ StorageClass %%, 530:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

“
BEhTELAFEY AT, kubelet RNV EIRIL B RTIIZRF-

Kerberos X{TH/NZR

M Kerberos fZFRMNE, ERIUMNEESRBNEMERZERERANE, MRS
HEMRR 2N,

TridentSZ #F LAONTAP{E A TZES IR BY Kerberos 1%
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KHIONTAPE#H1T Kerberos &,

TRILABIRR. MIFR. WEBER/. SIRRER. . RikFEMSNER NFS MENE,

BB AN ONTAPERY %¥1TH Kerberos 1%
&R AR E B A ONTAPTE B /5% Z [BIMTEE R =2 B B Kerberos %,

@ 121_@5!; T AR LN AHONTAPZE SRR NFS SR8 3#1T Kerberos 123 “ontap-nas 77
Kehizro
FraZ Al
* RIS LA tridentctl 2L,
* ERFREAEONTAPEE RN EE R INR.
* EHREAEEMONTAPTFE SR EZ BN R,

s IFHRREEEZIFONTAPTEAE VM, LIZiE NFS BRI Kerberos &R, E&E "(T40E LIF EEA
Kerberos" LAFREX IR,

* BIffRPIE S Kerberos NIZE—i{ERARY NFSv4 BEEIEHECE. 158RNetApp NFSv4 IZECE S (5
13 01) o "NetApp NFSv4 (E5aThREN RIELERIER" o

FINSECXONTAPS H 558&

EEEQMEHIONTAPSHEREAIMMN, sECIERNSHERE, UZRITONTAPE E VM REURS Eif
Kubernetes EE8f HZHERIONTAPE 1T Kerberos 1%, RS H RN SIS HEREE
SRR R YA G R AR |
HRMY
BB SRR, SiF NFS. NFSv3 1 NFSv4 iaia] i
IEINES
S RIESEM R RECE =M AREhRZ<H) Kerberos MN&H 2 —:
* Kerberos 5 - (B {9IQIEFINNZE)
* Kerberos 5i - (B3IiEMME, B8 B51DRIPINEE)
* Kerberos 5p - (BHIIIEMNE, RESHFIRFAR)

FCEONTAPS L RESFIN, FHARGEHMIFRNIR, Fa, WMREEGHFER Kerberos 5i #1 Kerberos 5p JB&
MEZAIER NFS 5, BEERUTIRRE:

Egit) REHRIR ISR B iR AR
UNIX [=Y=:3] [=Y=:3] [=Y=:3]
Kerberos 5i (=== (=== (===
Kerberos 5p [=Y=:3] [=Y=:3] [=Y=:3]

BXRINAELIZONTAPF LRI T LHERBSAN, BSH LTS
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s "SESH SRR
* "[m) S SRR AN FL N
REFEER R
B LB B S Kerberos INZEDIEER TridentfZ &R iR B,

KTFUAES

BIEEACE Kerberos MMEZMFMEEIRACE BT, AILUERUTAIEE =MARRERRZH Kerberos & Z—:
*spec.nfsMountOptions SEE :

* spec.nfsMountOptions: sec=krb5 (BPERIEMINZE)
* spec.nfsMountOptions: sec=krb5i (BHRIIEFMMNZE, UKREDFRF)
* spec.nfsMountOptions: sec=krb5p (BHBWIEMMNE, UKBHHEFARP)

HEEEE— Kerberos K3l SNRESEFIRFPIEEZ 1 Kerberos IELRH, MIXEERAE— ML,

p
1. ERESE L, FRAUTTRAIRFERREEXH. BHES < PRNEBRAGIFRPIES:
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. A E—SeIENEE X IR ER

tridentctl create backend -f <backend-configuration-file>

NREHSIEERY, NWEREEFTDSH, ErliBdETUTHh<tEERTUBERA:

tridentctl logs

FEEOAMEREX TS, ERIUBRIZTEIER<.

BUREEL
A A2 ESSKECE A A Kerberos IIENE.

EXTFIAES
BIBEMERE, AJUERUTARIEE =MARREMAB Kerberos lIZZ—: “mountOptions SEE:
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* mountOptions: sec=krb5 (BE4IIEFNINZE)
* mountOptions: sec=krb5i (BPEIEMMNE, UKRSHBRFP)
* mountOptions: sec=krb5p (BRIEMMNE, URZHHRIARE)

SBEHERE —1 Kerberos 5l MMRFESHMFIRPIEES T Kerberos MMERF, MNERE—ET. MRE
iR iR B P ERMNER STEFMEE N RPIEERNMNEBERANAE, WIAFEENR N,

p
1. gl — StorageClass Kubernetes 3%, EEE LU TRA:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true

2. BlETFfiE:

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. BHRECIREFEE:

kubectl get sc ontap—-nas-sc

RNVAER= E| ES VIV AR

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

e

SIREERRMEELZ G, MEAUEEE T, BXIRA, B2 EH—EE"
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fEFAzure NetApp FilesEHE X175 Kerberos 1%

TR U R ERE S B Azure NetApp FilesTZfi&/SimaAzure NetApp FilesTZ i fGimEIt Z BINFEERER
F3 Kerberos /%%,

FaZ i
* EREESE Red Hat OpenShift ££2%_F /5 A Trident o
* HRIERI LKA tridentctl ARZE A,

s ERFRE SRR LT IRRESRFAzUre NetApp FilesTZ i f5im LA#H1T Kerberos % . FEHEXERFHIZERIT
BE# TR, "Azure NetApp FilesSH4" o

* BIfRPIE S Kerberos NIZE—{EAR NFSv4 BEEIEHECE. 158 RNetApp NFSv4 IZECE S (58
1371) o "NetApp NFSv4 HE5RIhREFR(ESLEIERE" o

BB EMEER
BRI LRI B S Kerberos NNZRINAEAYAZUre NetApp FilesTE &G imACE

KXFIAES
BIZECE Kerberos IIENEFEEIREEX AN, ERIGHEXANATFUTH M RIZ—!

s FR*EEEIRKS* spec.kerberos 17t
* EA*EIHRS]* spec.storage.kerberos' 17t

TEREINHRSIE XECER, ERFHEEPIIREEZEM,
TICEMNRF, EEBEILIEE=MRERRAH Kerberos MNZEZ—:

* kerberos: sec=krb5 (SHIIEFNNE)

* kerberos: sec=krb5i (FHIIEMME, UKRSHERIF)

* kerberos: sec=krbSp (BHIIEMME, URSHIIZFAR)

p

1. EREEE L, RIECFEBEXNEFHRRNUE (FHEHAFISEIEES) , ERUTRHIZ—CIEE
EEREEX . KAES <> PNEERANEHEPHER:
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it imz

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-secret

btV et ]
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

2. EA E—FIENREXHEIRER:

tridentctl create backend -f <backend-configuration-file>

NREHREIBERY, NEREEFERS, ErBdETUTHhLEEATURERRA:
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tridentctl logs

EERMAMEREXHFRREE, ERIUBRIETEIESR .

RIEETFAEZE
eI LIRIIRTFELRECE BB Kerberos INEZE,

TIE
1. BlE2— StorageClass Kubernetes 3%, EEE U TRA:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs

selector: type=encryption

2. BlETFfiE:

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. BIRECIRTFEX:

kubectl get sc -sc-nfs

RNVAER= E| ES VYN AR

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

HVE

SIREERmMEEL G, MERAUEEE T, BXIRA, 580 EH—EE"
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A Trident Protect 1®iFN IR
T fi#Trident Protect

NetApp Trident Protect 12{EER N AIZF IR EIEIIEE, 1558 7 HNetApp ONTAPTEER
i FINetApp Trident CSI T2 232 3FHIE IR Kubernetes N B2 FHITHEEF =T A

%, Trident Protect {& 14 T BB AB =MAMIMEN ARSI TERFHNEIE. FRIPMIRE,
EifESE API # CLI IRt BshbIhRE,

TR LB B B E AR (CR) X fE M Trident Protect CLI RfE Trident Protect {R3FN FATEF .
T—FEHA?
&R LS T f#Trident Protect BUREXESKR, AGBE#HITRE:

* "Trident{RIFPEK"

Z3ETrident Protect

Trident{RIFEK

B4, BRIEENETHE. NAEFREE. VAEFRMTFINIES E&ME. HEREN
IFE 5 B ZF 2 iE T Trident Protect BYXLEE R,

Trident Protect Kubernetes &£E¥F# A4
Trident Protect 5& £ EEMBIEER Kubernetes F=im¥k s, 8.

* WO a& M Kubernetes BRSS (EKS)

* B Kubernetes 5|% (GKE)

* Microsoft Azure Kubernetes AR3% (AKS)
* 411§ OpenShift

* SUSE Rancher

* VMware Tanzu = RA &

* i Kubernetes

* Trident Protect& X Z#FLinuxit BT = Windows 1+ E T R AT & 1R1E,

@ * HafR% & Trident Protect V& A B ECEIZITHAVIRIRITH 2 EXEY CRD, BEREIRIRITH
25, BFBH "X

Trident Protect Ff&EiHFRAE

Trident Protect &£1F A TN Ef&/S IR
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* Amazon FSx for NetApp ONTAP
* Cloud Volumes ONTAP

* ONTAPTZEEFE5!
* Google Cloud NetApp Volumes
* Azure NetApp Files

BRRENEFEERREUTEX:

* MRIEIERERHINetAppTEHEE R E Trident 24.02 S{ESARAS (BINER Trident 24.10) o

* EHRRIEIAENetApp ONTAPZAE[S IR,

* FRRECRER TEES DN REFMER.

* BRI B T BREF S BRI E IR ENE RN AiEFmRaTEl, Trident Protect R AEBIE
XLERETE, MREEEBENEBFRIEE T AFENGRTE, WIRIERRK.

nas-economy A= EK

Trident Protect Z#3XJ nas-economy H#H{THMHMIMEIR(E. BIIAZIFRFIRE. 5fEFMSnapMirrorE )|
nas-economy %, EEE A5 Trident Protect —2{EAMIE 1 nas-economy HEAIRIBE R,

REVAREFSEARBERNERRS. WTXENVA, GFEEITONTAPEFERS LET
AT e KEgmRIER R

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

R U@ 3381 nas-economy BIETTUA T ar S RBRAREBER, HEMSE <volume-UUID> EHAEE
MBYER UUID:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ A LUE IR ETrident/ S inECEIRIN, AFMERIABARIBER. snapshotDir | “trueo
MBELRARZR,

£ KubeVirt R RIPEUE

Trident Protect 24.10 #1 24.10.1 R ESRASTEFIFIZITE KubeVirt VM LN BREFE, TAERARRE. HF
X NRES, EER O] IE SR FRIPR(ERRIE B A B A XS R FRERRRL,

() tEtrmi2fEsE, 4E VirtualMachineSnapshots JIEEINHL (VM) QIRREIBRE S A IR,

Trident Protect 24.10

Trident Protect 24.10 TEEUERIFI2(ERR B A= B 5hHfR KubeVirt VM XHRFEHN—HEIRE, tNREE6E
F3Trident Protect 24.10 {R3F &89 KubeVirt VM #3E, NMIBEEERITHIBRIMREZBIFIBRAXGRAELE/
FRERINGEE, AR LIRS R AT —EURE,

350



&R AL B Trident Protect 24.10 R EEEIERIFR(ELRE) VM XERFRRENRR, "ILE R REER
U<

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 x5 iRk Z4s

MTrident Protect 24.10.1 744, Trident Protect STEEIERIF12(ERR B B REM AR R KubeVit X RSG, &
WA LMER U TaSZALLBmTA:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

SnapMirrorE fl|HYE R

NetApp SnapMirrorE lIZhEER] 5 Trident Protect BR & 1E R, EH T LU FONTAPARRSZE:
* ZHIEREMINetApp FAS. AFFFIASASEEE
* NetApp ONTAP Select

* NetApp Cloud Volumes ONTAP
* Amazon FSx for NetApp ONTAP

ONTAPEEEXtSnapMirrorE HI I EK
WRIETRIE R SnapMirrorEHITHEE, BHAREEIONTAPER HE UL FEK:

* * NetApp Trident *: fEFBONTAP{EANEIRARSHYIR Kubernetes S£8$F1 B #r Kubernetes 5£8% L EBAZNTE
7ENetApp Trident » Trident Protect Sz3&{&FANetApp SnapMirrorf Ri#{TEHI, ZFAER U TREIZEF X
FHTERESE:

° ontap-nas. tkan $&E
° ontap-san: iSCSI
° ontap-san. FC

° ontap-san: NVMe/TCP (R{EEKONTAPhRZ 9.15.1)

* YFAENLE: FEALBUERIFERNONTAP SnapMirrorS & F el IEATTEIR ONTAP E£E8£ M BARONTAPEEE E/E
o 3EZ0% "ONTAPHAISnapMirrorifF Bl A" 7 #RE 1= B

MONTAP 9.10.1 748, FREFAIIEHLUNetAppIFRIIESfF (NLF) BUZE03 MY, XR2— 1A AR ZTIneE
BB, TEBIFE"ONTAP One MiHHIFRIE" T REZER.

@ X2 #5SnapMirrorEF 1R,
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SnapMirrorE HlIHI 3 EIEIZFEEM
MRETREREERIENELE, BRRENIFEHEULTEK:
© B SVM: ONTAPTEEEIRMAMEEEE. FER "SEMSVMEEEZEMA" THREZER.
(D) HERAIONTAPEE S HIX AR ERN SUM BHEHR—H,
* * NetApp Tridentfl SVM*: XZEIZFE SVM 47 Al it B inse 8% _EINetApp Trident(HF,
* BERIR: BFEEETrident Protect RN EIEONTAPEEGIR, UCIRESIXA,

FFSnapMirrorZ %f9Trident / ONTAPEZ &

Trident Protect BKEE VECE— N FFRERMBITEE ERINFiESIn. MRIFEEFMBEIRERER, AT
RERERYE, BMNARFNZERS RN BEFFRNEEER.

SnapMirrorE $#J Kubernetes ££8$E5K
BRAREN Kubernetes E£EHHEIATEXK !

* AppVault AJij5ia)%: RERA BAREEHEU A B MAIHRIIR, 7 8EM AppVault BEVEHE S NEE,
USRI AR M R E Hllo

* Mgk EREMAEAN. FAERNRM IP R1FFIR, LERAMNEERH AppVault ZEli@:d WAN #H1T

Bi5.

@ WS EWIMETE EMER PR R BIP AE R, EEREERIZA, BS5ERERZRERA
A EREEK,

ZEHAE Trident Protect

IR IERIIFIRFE Trident Protect FEK, B LUIRIRLU TS BESLER LR & Trident
Protect, &R LA MNetAppFkEXTrident Protect, SiEMNEEH G ETMRIZEE, W
RENEEBELTEZHREERN, MIABEMRLZESEEER,

Z3#ETrident Protect
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MNetAppZ& £ Trident Protect
P
1. #hNTrident Helm € :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. /A Helm &3 Trident Protect, 1XE “<name-of-cluster>"SEB¥ ZFRIS DA LR, HATIRINERMN
ERFIIREE:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2506.0 --create
-namespace --namespace trident-protect

MFLAEEMERZETrident Protect

WRER Kubernetes £ T ATA IR BN, &R LUIMFAR RIS G ESETrident Protect, 7EXLERfFIA,
BEEESPHNEBRNETFETNEE:

p
1B TRGRIE A B, BT, ARRBEBEIENMEHRECE:

netapp/controller:25.06.0
netapp/restic:25.06.0
netapp/kopia:25.06.0
netapp/trident-autosupport:25.06.0
netapp/exechook:25.06.0
netapp/resourcebackup:25.06.0
netapp/resourcerestore:25.06.0
netapp/resourcedelete:25.06.0
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

f5lan:

docker pull netapp/controller:25.06.0

docker tag netapp/controller:25.06.0 <private-registry-
url>/controller:25.06.0
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docker push <private-registry-url>/controller:25.06.0

2. B3 Trident Protect R dn & =(8):

kubectl create ns trident-protect

3. BREFME:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

4. QIR TAEEMRS MR AN A:

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

5. #hNTrident Helm G

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

6. BIE—NRBAMXY protectValues. yaml, IBHREFE S LI FTrident Protect %5
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image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. f£F Helm %% Trident Protect, $& “<name_of _cluster>" B Z MG HECAERE, HBATFIRINERMN
ZFIRE:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2506.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

%3 Trident Protect CLI i&H {4

f&e] LAfEF Trident Protect s 1T, EETridentt— 1 RB. “tridentctl’ B3 F€IEH
5Trident Protect HE X & & (CR) xﬁﬁ’]:‘—ﬁﬁ&ﬁ'o

Z%ETrident Protect CLI $E {4

EERGSITERERZE, EERETEERATIHREENITEN L, RIBENYZEERE x64 IXEARM
CPU, BREBUTTRFiEE
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THIEAT Linux AMD64 CPU Y&+
i
1. F&(Trident Protect CLI #&{5:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-linux-amd64

THIEAT Linux ARM64 CPU HYE
HIE
1. & Trident Protect CLI #&{5:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-linux-armé64

THIEATF Mac AMD64 CPU HidE
i
1. & Trident Protect CLI }H{4:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-macos-amdé64

TEIEAT Mac ARM64 CPU Y3 fF
B
1. F#Trident Protect CLI &4 :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-macos-armé64

1. BFREG ZHESXAAATAR |

chmod +x tridentctl-protect

2. BiEH THEIX - EHE PATH IMEE 2R EXMME, 1M, /usr/bin’ZH#E °/usr/local/bin (&
AREREESINR) -

cp ./tridentctl-protect /usr/local/bin/
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3. IEBRILUER M ZHHIXHEFFEE B RPHRMIB. EXMERT, BWRKRZUESRNEE
i) PATH IfiR 2!

cp ./tridentctl-protect ~/bin/

@ R EHIE PATH IMEEEHRENMIE, BIFEIRAL T < RER XM, tridentct-
protect' 5{# “tridentctl protect' MfE{@th s,

& ETrident CLI $H4EEE
f&a] LAfE B 3E M A BRI ES BhThBE SRIRENE X i ThaE By I 4N EE Y«

p
1. EREBIREE R ERER:

tridentctl-protect help

BR&< Bt
L Trident Protect CLI #ift/5, ERILIAFELRSBERABMEINEE
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79 Bash shell B Bnhi#h2IhEE
STIE
1. FH SRS

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-completion.bash

2. ZENAFPERTE—RER, BFEREZE:

mkdir -p ~/.bash/completions

3. B THMMIZATZENE "~/.bash/completions' B & :

mv tridentctl-completion.bash ~/.bash/completions/

4. BLITITHRME ~/ .bashrc & E B RIS

source ~/.bash/completions/tridentctl-completion.bash

79 Z shell BB
S
1. FESERIE

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-completion.zsh

2. ZEMNAFERTER—NNER, BTERHZE:

mkdir -p ~/.zsh/completions

3. BT HMMIZATEENE "~/.zsh/completions' B R :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. BLATITRME] "~/ zprofile 18 B R A4
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source ~/.zsh/completions/tridentctl-completion.zsh

=

TRESF shell BY, &EaJLUER tridentctl-protect it #1Ten S Babib 2,

E4|Trident Protect &3
A LLEE X Trident Protect NEMIABRE, LUBEEIFEMISEER,

}EE Trident Protect B 22:& R IR4

L3 Trident Protect [, E0]LUEAEIE X EFRIEE Trident Protect B2V R IRIRE ], 1§ B R IRMREIB] LUIE
#lTrident Protect 1&{/FIHFESE B R RIVEE,

p
1. BIBE— PR AXH resourcelimits. yamle

2. {RIBERIFIRER, EXHHIETETrident Protect & 23 HI 25 RPRHIIZIN,
UTRAREXHERTAAKRE, HESE TR RRFINERIAME:

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:
limits:
cpu: ""

nmnn

memory:

nmn

ephemeralStorage:
requests:
cpu: ""
memory: ""
ephemeralStorage: ""
resticVolumeRestore:
limits:

mwn

cpu:
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nmn

memory:
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeBackup:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

memory: ""

ephemeralStorage: ""

3. MFLL A “resourcelLimits.yaml X1 :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelimits.yaml --reuse-values

BEXRE ETFTXAR

L Trident Protect f5, &a]LUERELE X 4REN Trident Protect 2889 OpenShift &4 T (SCC)s.
XL HRE X T Red Hat OpenShift E£85H pod HIZ £ R,

p
1. QIE—1 B ANXH sccconfig.yamle

2. FEXMHHAIN SCC W, HRBEEIIFRRERENEH.

UTRFIETRT SCC IR SEEIAE:
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SCC:

create: true

name:

priority: 1

TRER T SCCIETAISEL:

2

create

name

RAEI

3. WALLTE “sccconfig.yaml X154 :

trident-protect-job

iR

MERST I LLEIE SCC HiR, X

Y “scc.create i€ BN “true’Helm

LZEIIFERIRS OpenShift 315,

WNRARZ1E OpenShift £izfT, 3%

EHNR “scc.create B E N false’
RS Bll32 SCC &Eio

FEESCCHIZ R, =XERIPTIE

Ha%E SCC MLk, MELRS 1
BISCCHIATMALRIRIRAISCC
BTG,

EINN

true

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

sccconfig.yaml --reuse-values

X BIEENESBREIAE, sccconfig.yaml X4,

FoE H{thTrident Protect fEEIZ &

1&RI LLB E X AutoSupportig EM e 2 FETIB LR B B EE R, TRIEAR T AIANEESHC

2
BEpsFFAE

B ARE

BEFEER

il iR

string JINetApp AutoSupportiEiZEiE
¥ URL, fEAILINEEETRIEARS
B FE EE, 7.
http://my.proxy.url o

wm/RE 1S E N Bid AutoSupportCIEIEIZR
TLS " true » (NEAFALZEN
RIBEE, (BAIA: false)

/R{E BR%ZAS HTrident Protect

AutoSupportiR4 8 L&, KB N
false SHEN EEINREEZEH,
BISMIATTUFNERSZIFE, (
ik true)
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http://my.proxy.url

W

54
SR iEER

restoreSkipNamespacelLabels

RE LMERA YAML BCE 2k aksn

£ YAML 14
HI
1. QIB— M EEEXGHEE

2. FEIENXMHEF, FINEREREXHEE IR,

autoSupport:
enabled: false

KA
string

string

LITIRSECE X LT

BR8N values.yamlo

proxy: http://my.proxy.url

insecure: true

restoreSkipNamespaceAnnotations:

restoreSkipNamespacelLabels:

3. IEERZ G values.yaml BB & IEMERN XXM REE X4

D%

B MBI FIRE R HRR
ZEERHES DIRYIR, AIFE
RIEERT ISR =8l

BEMED RS IREPHPRAY D
T EFEZNESHRIIR. RITFE
*E*E*T\_\L /;L,\Flljg E—'Jo

"annotationl,annotation2"
"labell, label2"

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f values.yaml --reuse-values

£/ CLI &
BB
1. FEUTHS

--set ATFIEEZNSHNE:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect \

--set autoSupport.enabled=false \

--set autoSupport.proxy=http://my.proxy.url \

--set restoreSkipNamespaceAnnotations="annotationl,annotation2"™ \

--set restoreSkipNamespacelabels="labell, label2" \

-—-reuse-values
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¥ Trident Protect Pod FREITEISET S L

ERILAEA Kubernetes nodeSelector T RIEHFLIR, RIET mARZERIZHIPLE T3 R B HAKIETT Trident Protect
podo ZRIANIERT, Trident Protect (XFEFIE1T Linux T s, ERILURIEEEH—F B E XX LERHIEZHF,

Bt
1. BIE—B AR nodeSelectorConfig.yamlo

2. FEXHFHAIN nodeSelector T, FHBAX A LURINSENT 275, MTRIEEIFRFEZHITIRE],
Fan, UTFXHEERIARRERSRG], ERBH M EKISNNREF AR

nodeSelector:
kubernetes.io/os: linux
region: us-west
app.kubernetes.io/name: mysqgl

3. WA LLTF{E "nodeSelectorConfig.yaml 3 {4 :

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

X EABRHI R A ETEIREPISERIPRS]. “nodeSelectorConfig.yaml X {4,

=12Trident Protect

E1®ETrident Protect X H 1401154

Trident Protect f§£F Kubernetes BYEF A EBIARIIEH] (RBAC) =8, EIANERT,

Trident Protect et — PN RAG M ATRIREXRBIARS K, IREVALRIBERZ

ARSISFENLZSER, NelLERTrident Protect BY RBAC IhRER E s AAihis s 358

Fen &= | BVIHIR,

EREIERBZAAEWNBIANEZRRIFRIMPR, trident-protect @52 =08], FERILUABIFRA Eithep & =Fialm
Loy

E#éi}?\o BTN R RN AIEFRAR, ERECEFIIMNISRTE, FHBRRNNARERRMNEIXERE =8

HAR, RANERT, ERAFEHTEEZNAREFBUEEEZEIEK (CR), ‘trident-protect ss R =(E], &F

BAENAREFOMETETEIRNAEFMIEERE CR (RERBEESHXEKNNAEFERSG & EHEIE
N AEFHIEEE CR) -
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REEERA LN AB M Trident Protect BEXZRM R, HAEIE:

* AppVault: FEEMEREIEEIE

@ * AutoSupportBundle: UgEfstn. BEMEMEUERAITrident Protect¥h#E

* AutoSupportBundleSchedule: &EIEHEUE T

HIESEHEEAETAERIIEES] (RBAC) KX REVIARREIEEE S TCE N,

BXETABNNIAESR (RBAC) A EEN ZRMa R TERILENESER, HSH

RBAC X#4" ,

BXIRSKFPIER, 1555 "Kubernetes ARSIKF 314",

. EEFARFBIRRR

"Kubernetes

B0, —MELEEREES. —HIREAFAN—ATEEHRERAF. SEEERBTHUTES, USIE—IK

15, HhTiAMhiERAE 8 REnRoEaESBmR T RINE R,

TE1 tEaTEUESS MENER
IEa R TR LULRMIZE LD BHRIR, HEFMITHIER LIS XEH R,

p
1. AT R =(E:

kubectl create ns engineering-ns

2. AHHERALIES R TE):

kubectl create ns marketing-ns

SR 2. QIEHRSIKE, UWESE I aITEPNERAITRE

TeIRMS N R T EEHHEE — M EOARSIKE, EBENZASIRAFAHSIR—MIRSK,, UEERGERN

Bl —B TR Z 8% DA PR.

p
1. R TIZHCIER— ARSI

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns
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2. A EERASIE— N IRSKA

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

S8 3. ARG KF IE— N EH
ARSIk P ZIRATXARS KA HITH IR, MREEHE, JLURMBBRHEREIE.

p
1. R ITERSIKF IE— A

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. NEHRSKF EIR—EA:

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

$I2 4: BIE RoleBinding 1%, ¥ ClusterRole W RHFEF G MRS M,

L ¥ Trident Protect BY = 8IE— 1 ERIABY ClusterRole 3%, &0] LUIEL I A RoleBinding 3 &R¥G1tt
ClusterRole 48 ZIARS MK o

p
1. BEFACHED TIRRSK,
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. BEEABHTEIEHRSIK,:

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

S5 MIRNAUR
MR 2 5 IE .

p
1. BIATRRAF A AR TERR:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2. WIAIRRAR T EBRHHERRR:
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kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n marketing-ns

T 6. RT3 AppVault IR EIIR
BRITEMNRBEFHIEEETS, SHEELFERTZTAF R AppVault X KRBIER.

p

1. BUEEHN A AppVault FIZEAAEHY YAML X, LURF AP 3T AppVault BIiARITER. B30, LT CR#BEF
BB Pt AppVault B35 18)AX R eng-user:
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apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. QIEHNAMAE CR, REMEEREBR TR TEPFERRIILER, Flan:
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:
- get

3. QIBHNAABYHE CR, BIURHEZIAF eng-user, I30:

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. BEIAMURES Ef.

a. 2K EMEHRRTEL AppVault HRIES:

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

BNIZEB RN TABRYESL
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Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. Mt AP B S A LEREME IIRE B UHIREY AppVault E8.:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

BNIZEBEIE M TRASRYESL |

yes

ﬁ:l:

%5 AppVault I REYF P RZBEAE R FIZANAY AppVault ISTRIFITR AIEF IR EIRZIE, HERRIZAEBIH
[ ECRYEn & SRR Z SNV FRIR, S0E eI M A AU R

BT Trident{RIFZ R

&R LUfEA kube-state-metrics. Prometheus #1 Alertmanager FFR T B ¥ 415 Trident
Protect fRIFHVZRIRRIEERIR)

kube-state-metrics fRS3 M Kubernetes API @5 £ Riigtr. B E STrident Protect Z55 1, vrILIEREXIFIR
I:Fl I}_'ikll_:\E,Jﬁ%1§Iu\O

Prometheus E— 1T EE, ©ELUIEIL kube-state-metrics £ HIEEE, HISHEN AXFXENRN S TFiF
iyLE’JTEE\o kube-state-metrics #1 Prometheus HERM T —HM 7%, L&A LUGEIEE B Trident Protect EIEHY
/}_E,Jﬁ\@jk/ﬂa*u’iklu\o

Alertmanager @—1ARSS, ©RLUIEU Prometheus ETHELENER, HIGE(1RBIEERENBEIRMIE.

XESRHREASHNEENESNESE; EFEREBCHIRRHTEENX BFERAUTEAX
A LURER B (AR5 BAA] 3245 -

@ * "kube-state-metrics 4"
o "B RKIEHTORY"
* "Alertmanager 14"

TE1: RxnirTA

FE{E Trident Protect H B AR RITE, BHEELREMACE kube-state-metrics. Promethus 1 Alertmanagero.
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2% kube-state-metrics
B LAER Helm &% kube-state-metrics,

HIE
1. 70 kube-state-metrics Helm chart, 5I40:

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. % Prometheus ServiceMonitor CRD [ B ZI£EEF

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. 79 Helm chart 81— MEEEX M (30, metrics-config.yaml) . EAILRIBEESFEBEXUTR
BIEcE
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metrics-config.yaml. kube-state-metrics Helm chart it &

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

nmn

namespaces:

# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. @I EFZE Helm chart SRL3E kube-state-metrics. f7l40:
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helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. ¥ZBB LI T IHBRECE kube-state-metrics, A4 Y Trident Protect EFARY B E X A
metrics BRENX R BEXHE" o

%%t Prometheus

EA] LIRBB LU i BE% % Prometheus: " % K{EHTSIRY"
L4 Alertmanager
e IR BR L TR BAR % Alertmanager: "Alertmanager 344"

TR 2. BEERIETAUMEBEIE
ETniETRRE, EREECIIUERDREIE,

i

®

KIBRIIETTR: "kube-state-

1. ¥ kube-state-metrics 5 Prometheus 5. #s%E Prometheus BCE X (prometheus.yaml) FH7RM

kube-state-metrics IR 15 8. #40:
prometheus.yaml: kube-state-metrics fR555 Prometheus B95E7K

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'

static configs:

- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. EZE Prometheus FZREEHEI Alertmanager. 4R%8 Prometheus EZE X4 (prometheus.yaml) FHFHRMM

LAUR &R
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prometheus.yaml: [ Alertmanager &XiXZ#R

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093

ZR

Prometheus IFERTLAM kube-state-metrics YNEREHR, FRILAM Alertmanager KX ER, IMTEERI LARCE WL
F M EEIRU R ERR ZZETIHE,

TR 3. ERELIRMERET
REFTAMNEI G, TFREEMLEXENEESMEAER, UNERMZAEEIHE,

ERRG FRRK

UTFRBIEXT — 1 RBER, YEMBEXNERIRESIREAN I, ZEREEME, ErorFSs5HHE
KAtiEl, &R LLEE XM RAIULERZNIAE, HE YAML KB EESEENMBES, prometheus.yaml
BB S5

rules.yaml: EX&F7HKKE Prometheus £

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}

for: 5s
labels:

severity: critical
annotations:

summary: "Backup failed"

description: "A backup has failed."

B2 E Alertmanager LU EIR L X B HthRiE

,UEJL,{@EE Alertmanager, FERBRAZZIHMERE, HIU0EBEFEBH. PagerDuty. Microsoft Teams Z¢HE it
BEIRSS, REFEREXHFTIEEHENEERIR], alertmanager.yaml XX {4,

LITFRIECE Alertmanager [A Slack $TE &R IXiBH . ERIEEWIFEBEXIRE, BERLTE: “api_url
ZRE S EIFERFEAR Slack webhook URL :
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alertmanager.yaml: [ Slack & %X ZHR

data:
alertmanager.yaml: |

global:
resolve timeout: 5m

route:
receiver: 'slack-notifications'

receivers:
- name: 'slack-notifications'

slack configs:

- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’
send resolved: false

4 i Trident Protect X361
Trident Protect fEEI2 R AEWS B S M NetAppiFHE AN EARGE, SIEEXTE

BERNNVARFHNAS. BIRMEIMEE. IREEEREIEEK, W LIEREEX
IR (CR) XX H5E EL EINetAppHFiL = (NSS),
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£/ CR 8IEFE
B
1. QIEBEENZKR (CR) XHHEEMZ RN (¥, trident-protect-support-bundle.yaml

o

2. RELTREM:

° metadata.name: (#18) ltEHEXFIFNEIR; BEAEHNIMREEE— M E—BEBEREXHET.

° spec.triggerType: (Required) HE ZIFE R I BV EMIEBIZIT IR, TTRIFVEEEERETE
HADFER 12 =, AJEEE:

* Bitkl
* Fof
° spec.uploadEnabled: (F]i%) ITHIE M IFEEEE NG H FERINetApp it =, MRFKIEE
, MEKIAA false, AJEE(E:
= true

* false (BAIAE)

° spec.dataWindowStart: (F]i%) RFC 3339 SN HEIF R B, BEEXFEPESNEESONF
YRR EHHBFNAYE), WNRKIETE, NMBKINA 24 B, EREALUEENBESEER 7 X

YAML 751

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. I EE 522 5 “trident-protect-support-bundle.yaml & X 4REEHG, WA CR:

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

fEF CLI Q158
TIE

1. SIESFE, BiIESHHNEBRACHERMNERE, X trigger—type‘)ﬂiﬂﬂgﬂﬁ’.ﬁﬁﬂﬂﬁu%ﬁ%m
HRILHERECIER 8], HERLE "Manual (& “Scheduledo. FRIANEZERE Manualo

f5lan:
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tridentctl-protect create autosupportbundle <my-bundle-name>

--trigger-type <trigger-type> -n trident-protect

BN REFE

FRE—FEELFERE, BuUUEMEERFEFBERRIIEAS,

g

1. &4F “status.generationState  E3X “Completed K7, ErIUFERU TS MIEERHAE:

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BIFEKRREENAMARS, MESERAYAutoSupportE RIXENE Hldh< !

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

#E "kubectl cp” MBI FPIREX SR L HIZITE, KEMSHBRNEEENEME R,

H & Trident{F3F

&R AR Trident Protect AHREIRFThRAS, UERHINEEEIEE IR,
M 24.10 iR ASFHREYS, FHREBEIGITRVRIBAIGERRM, ILHIERSEIEREREIRIRE, TitE
FanglEEZITRICIE, MRTEARIERRIBENY, EEIUUFHEIR—MHVRE, DB RE
@ N FRERF = EIfRIP.

FERBERNSEE, ERUEARMBERFERREIY, HEALEEFRBAEN. B2, X&
SETEARHRE I E AT RIBIRR,

EH L Trident Protect, IBHITUTETE,

g
1. B Trident Helm G FE:

helm repo update

2. 4K Trident Protect CRD:
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@ WNREZEM 25.06 ZEIRARAEFALR, MFEEHRITILZE, FH CRD MEEEEETrident
Protect Helm E&H,

a. 17U LU CRD FEENM trident-protect-crds &l “trident-protect:

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":
{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}'

b. iZ1TIb#R < LAMIBR Helm Z5%R “trident-protect-crds Bl Z&K

@ ;Fgﬁﬂﬁ “trident-protect-crds’# 8 Helm 19 2ERATESMIFRIEH CRD FMEIHEXER
Eo

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. FHKTrident{RiF:

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2506.0 --namespace trident-protect

BEMERIPFNARER

f£ATrident Protect AppVault 31 Rk EIRIZE,

Trident Protect N7Zf#@ B E X RR (CR) ##5 /9 AppVault, AppVault IR EFEBHIE
BH% Kubernetes T{E&RT. AppVault CR B & ERIEFRIFIZE (FIEMm. RE.
Si1REMSnapMirrorE ) HEANMKERE, REEERAELIENBRME,

TN AER ERITERERIFR(EN, EFEFHEMELITE)EE AppVault CR. AppVaultCR 4FE FERIIFIR,
TR AR LR GITE A AppVault CR BY1EE,

@ ffafR AppVault CR i F% %5 7 Trident Protect BY5&Ef £, W3R AppVault CR RFERE T AR

AAG —EH>
, MYITEETREIR.

fcE AppVault S{HI0IEFIZES

7E6% AppVault CR Z &, BREEER AppVault MZ3EZoh2s o] IR ES T AEXZRHITEHRE
k.
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b5 Sipaa e A A

LI&(FE CR Z{Trident Protect CLI &4 8132 AppVault JRES, &AL Restic 1 Kopia IIZIEEHR B BENX
B Kubernetes %A, INRIERIEEETA, Trident Protect R {EREIAZS,

* Fh6lE AppVault CR B, 5fFH spec.dataMoverPasswordSecretRef FEXIETEZ o

* {EFTrident Protect CLI 8 AppVault 3R B, i5#H --data-mover-password-secret-ref' - F15E Z MY
S

IEBIE TS EETEE R

BEEZ LT RAICIZEREH. U2 AppVault JREY, ERILFETTrident Protect I Z tAMERIERS B3 17
fEREHIT B I,

* IRIEEERNSIREER IR, ERBRANZIEEE TAEXNNAZEBENE, 50, NRE
@ 1E1F M Restic, FHEBRFITEFER Kopia, MECIEZIHN, EEJUIREE Restic &3,

* IFRELRFREFEETLZENME, EREZECREFER—EFFEMER FREIE, NRERHH
‘trident-protect’ in & TiEIE#W MR, EEEZBERILTEMEFHHIRE,

f#H CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <base64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect

type: Opaque

fEF CLI

kubectl create secret generic my-optional-data-mover-secret \
-—from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 FRAEME 1AM 1R
LiZipinl5 S3 FAMFEME (740 Amazon S3. i&F S3) B, "StorageGrid S3", ZHE "ONTAP S3"f#

FATrident Protect B, EEEMHFRIZHNEF ZIEEFIHRFEERINENR, LT FEATrident Protect
HITIRRFF BRI RAVEREE RG], ErI LSRR T &1 S3 #AEMEIRERENERF,
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https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"

1,

"Resource": "*"

A% Amazon S3 FBRHEZEE, BSRLITRAI: "Amazon S3 34",

FF Amazon S3 (AWS) H{438IEHI EKS Pod Identity

Trident Protect x#% Kopia ¥1BT55h2812EM EKS Pod Identity, ItINAED
=I5 AWS ZIETE(ETE Kubernetes #1254,

EKS Pod Identity 5Trident Protect FYZE3K
7£¥% EKS Pod Identity 5Trident Protect 5 &R A1, BRI TE:

* &R EKS ££8¥E/2 A Pod Identity,
* BECIEZABLER S3 FHEMANIRE IAM A, MTMEZER, 153
* IAM A8 5L R Trident Protect ARSSH¢ 7 KB :

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete

SRR S3 FiERIL AR, X

2|5 "S3 RATEE IAM IXR"

BXEA Pod B3 IAM BB SRS, XEXRVIFARRER, 1550 "AWS EKS Pod Identity 345"

AppVauIt Ao & £/ EKS Pod Identity BY, JEEZEEHY AppVault CR,  uselAM: true' FRITEM A e 2N EE
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apiVersion: protect.trident.netapp.io/vl

kind: AppVault

metadata:
name: eks-protect-vault

namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:

bucketName:
endpoint: s3.example.com
useIAM: true

trident-protect-aws

EA T =i AppVault Z AL R

BEESRIELOFRRERFEENZR, FRIFEER IAM BRI, NAERZIER
mLITEAEMRTA. EAIUERUT RN =R

EX AppVault CR B, &2
IARIRIBREENAEMERRAE. UTE/LIMEEEN

HER IS RE R,
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

T3 S3 (AWS)

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
--from-literal=accountKey=<secret-name> \

-n trident-protect

EAS3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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AppVault BI7ERH)

T2 MEHER AppVault & X Rl
AppVault CR 71!

ERILMER LT CR RN oiRHE L2 AppVault &K,

* EATLUEIRIERE —1 Kubernetes secret, AR E Restic 1 Kopia fZEFENZMBEENX
1B, BBREUETZEFHERIL| THRESER.

* ¥tF Amazon S3 (AWS) AppVault IR, e LLEEMEMIETE sessionToken, WNREERE
@ RER (SSO) #HITEMIIE, XFEEEH. BENEEEFERTAN, BEIZLSHE,
ERTF=IRMEEM AppVault ZEHER A o

* X4F S3 AppVault MK, EEILUEFMEMFER T AREE Hi S3 MERHOMIE URL:
“spec.providerConfig.S3.proxyURL $H7t,

B
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

T S3 (AWS)
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret
@ 3 FfEMA Pod Identity 1 Kopia #iE#2ah28HY EKS IF1E, E0ILIFEBR "providerCredentials’
R FHANN uselAM: true' 7E “s3 AECE,

Microsoft Azure
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

1EAS3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3

386



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGrid S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

f£F3Trident Protect CLI 8## AppVault B!
SR LUER LT CLI s 2 RIS MEEFE I AppVault CR,
* BRI LORRIEE — Kubernetes secret, EFREE Restic #ll Kopia ZEEMZENBEXE
@ 1B, BBREE TS EMEETR THESER.

* 3F S3 AppVault JR, EeLLEREMERUTAIEE LHiL S3 MEMH ORI URL:
“—-proxy-url <ip_address:port>"%it,
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

T3 S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

—--bucket <bucket-name> \

——-secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

IEAS3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

389



tridentctl-protect create vault OntapS3 <vault-name> \
—--bucket <bucket-name> \

——secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

&% AppVault 58
& o] LUE A Trident Protect CLI i EB A X E1EEEE L AIER AppVault X RBVE Bo

3
1. &F& AppVault RN AE:

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

TG
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e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. (ANi%) BEEEESNEEM AppVaultPath, EERIZAITSE --show-pathse

B 7ETrident Protect helm REHIETE 7B, REEFIPHEFRTA T M. FlE0: --set

clusterName=productionl o

#%B% AppVault

& o] LARERT PR AppVault 3R,

@ TE*%B? “finalizers’ 7EMIB& AppVault X R Z Hi, IE7E AppVault CR FHIANEH, WNRXEM,
A EER S AppVault ZEERPIRBEIE, EEPHIMIMIIZ TR,

Faz Al
BEHRFREERPRERFRRY AppVault EFRBIFTEIRIBAME? CR.

391



£/ Kubernetes CLI fillf& AppVault
1. #8843 AppVault 3R, FHE#t appvault-name  ZMIBRAY AppVault FHRAIZFR:

kubectl delete appvault <appvault-name> \

-n trident-protect

fEF3 Trident Protect CLI flif& AppVault
1. #5B% AppVault X, FEi#R "appvault-name ZIPRAY AppVault IR AIZFR:

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{E A Trident Protect X BIEN BIEF

&a] LUEE 62N ATEF CR F1XEXM AppVault CR RE X EfEATrident Protect EIEHY
N FBIER.

8l AppVault CR
MEBEIE— AppVault CR, % CR ST N BEFHITEIRRIPIR(EINEA, 8 AppVault CR B2 F

L% 7 Trident Protect BY5E8¥ L, AppVault CR Z M ERIFEIFIRER; BX AppVault CR BIRfI, EEH
: "AppVault BENXZE. "

EXMNBERF

BEETE X EMHTrident Protect EIENE N BIEF. EoJLUBTFohtlEN B EF CR I {E A Trident
Protect CLI REX EEEBHNBHIERF.
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£ CR M AER
B
1. Bt A2 CR Xff:
a. BIEBENER (CR) XHHBHESEZ A (I, maria-app.yaml) o
b. BB TEM:

* metadata.name: (WH) NAERF BEXZRNBIR, 1H5EREEERNRIR, EAORFEER
FHIEM CR XH=5IAItE,

* spec.includedNamespaces: (%) EA & E TR IXZR FKIEEN BiEFFERANGET
EfZR. NAEFGETENNEEELTIRP, MEXFB[EAEN, JTRFMHESE
Efn AT RN E R,

* spec.includedClusterScopedResources: (F]i%) AL EMISEBEESENBERENXFH
SRR R. HEMATFERIERRNA. iids. FEirSERXLERR,

* groupVersionKind: (#%5) I8 EEEHSEEZRIREN API A, A AFZEE,
* labelSelector: (A]i%) {RIBIRE HIXEEHEEIE R,

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (A]i%) It ER{UGERATFTM
EIANEXHIN ATER, 90 KubeVirt 3815, EARXHFRF AL RETIRRBZAl. I8E LA
EFRTERBRHEREIUEAXE RS, WRIKEN true, MNAEFRKZB2EIZE, HAT
HRBEFRE, NMRIEE T HE, BURAEREXFEEEMI, WA ZER. MK
YRR, MIEIERIZNT: "©IKTrident Protect /2)HRIEE" o

MRFBENAREFCIBENALER, sTUERMU <!

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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+
YAML =451

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (FI%) Aimikse, BEalRFHEERERENAIR:

> resourceFilter.resourceSelectionCriteria:  (7FIEBT#AZE) A “Include' & "Exclude B2 & 5L
HEBR resourceMatchers FE X HIE R, HINLLT resourceMatchers 2#UAE X 26 &S HIFRHI AR

pih

* resourceFilter.resourceMatchers: resourceMatcher 3t 5R#H, NIRRT ZIEATEN Z T
=, WeMlzE#k OR ZEILAE, SN THERAMNFE (H. #28. IRA) ZI8#& AND iIZH[IT
fids

* resourceMatchers[].group: (FIi%) EiFiEAIZ R,
* resourceMatchers[].kind: (A]i%) LA RIEE,
* resourceMatchers[].version: (R]i%) EifiEHIZ RhRZS,

. S,

* resourceMatchers[].names: (A]i%) Zid SRV ZIRRY Kubernetes Jt#k#E.name FEXHHIZ
#Fo
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* resourceMatchers[].namespaces: (F]i%t) ZiFEHZ IR Kubernetes JT##E.name FEL

FREER R =,

* resourceMatchers[].labelSelectors: (F]i%) & JRHY Kubernetes JT¥{#E.name FELHEVIR
TIRBFTRB, WEUATUEENX: "Kubernetes 314" . fld:

"trident.netapp.io/os=linux" o

@ WHZE “resourceFilter # “labelSelector #fEMH, resourceFilter 4ciz1T,
$AIS “labelSelector N A F 4 I AR

f54n:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

2. QIR SERIMRAELEN AIEFEERKRGE, MAREERFK, Fi:

kubectl apply -f maria-app.yaml

p

1 ERAUTTRAIZ —IEANBRARFEX, BESHNESRANEHFREFNER. BRUERESSH
FRRFIR, HEROIFAARISSST, et aNRRESENRREFEXH.

ENXBNAIER, Fi0 KubeVirt IF18, BEOXHRSRERETIRB 81, NREFIRIZGEN true’
ZNRREFRAEERIKE, AUERRBRIEEAXHRS. NRMETIREN false ZNAEFZES
BigE, SBXUHAATIREBHAENAS. WRER TR, ENBREREXHEE RN, Nz FER
WA, MREARERIR, NBEREFFE/UTIN: "£ETrident Protect /2/RIZE" o

7EfER CLI SIZR BRERE, EIREEM, AUFEHRUTAE: --annotation iEIR,

© QIENARFHERXARGAETINERRE:

395


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

IV AREFHEEA N AREFIRE UIER X RFURETN:

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze

=<"true"|"false">

@Bl LIEF --resource-filter-include # “--resource-filter-exclude’ B FiRIEU TR U B S HIRE
JRBIHRE “resourceSelectionCriteria fIg04A. #E. hrads. %, BIFFGrRB=TiE], WTGIFAR:

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-—
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]}]"

{EF3Trident Protect {RiFN FHTEE

]
JiA

iEE’JFﬁﬁ N AR

1B IR IREM & iR Trident Protect &

@ & PRI LABCE Trident Protect TR ¥R IRIFIRIERR ARG BAN R YL, "7 EE Z X TER Trident
Protect BCE X fF RGURERIER"

BRI TIRE
&) LABERY IR TR IRER

@ NREECCRNFRENABRREFEXTHREEH5IA, HERSIBEEANAREFmRTE, WX
LERRERESESED. R ER,
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{5/ CR IR
B
1. SIEBEENXZKR (CR) XMHEHIEEMB AN trident-protect-snapshot-cr.yamlo
2. TEQIENXHD, BEUATEM:
° metadata.name: (W1H) LB E X FZRHNETR; HACHIMREE— I HE—BEREXHET.
° spec.applicationRef: 28l REBHIN FFZFHY Kubernetes & #F.
° spec.appVaultRef: ((455) MIFERBHNE (Ft#dRE) 89 AppVault B9E R,

° spec.reclaimPolicy: (A1) X HIRIER CR #MIFRES, RIREY AppArchive 2 XEHAER. XE

k& BMEIZE N "Retain RERIG MR, BROED:
* Retain (BRIA)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. IE5 275 ‘trident-protect-snapshot-cr.yam| & X 4 HIEIEHfE, NMA CR:

kubectl apply -f trident-protect-snapshot-cr.yaml

fEF CLI BUERTRER
p
1. BUIEIRER, BIESHIEBRATIMERNES. FHlim:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIERFED
&) ARG & 1 R T
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@ NREECCRNFRENARREFEXTHREEH5IH, HERSIBEEANAREFmRZTE, WX
LEXRERESESD. R ER,
Fraz Al

itk AWS SIE LT HARY B LUA B EEIHKETEIETTHY S3 E01R(F. MREFMIRIEHAEISETHR, Mg
AIRER KMo

* BB "AWS APl X" BXINE HaISIESET AN EINEZE R,
* BRI "AWS IAM "B X AWS BREIENEZE R,
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{£F3 CR BIE&ED
TE
1. SIEBENXZKIR (CR) XHEHIEEMB N trident-protect-backup-cr.yamlo

2. FECIEIXHAS, BEUTE.:

° metadata.name: (IH) LB E X FRNETR; BACHIMREE—HE—BBEREXHET.
° spec.applicationRef: (4F) EFDHINATEFHI Kubernetes & #F,
° spec.appVaultRef: (1F) NEEFHHNAR AppVault BIZ R,
° spec.dataMover: (FIi%) R ER T EHMFIENEH TANFR S, AIENE (KR2KNE) .
* Restic
* Kopia (ZRIN)
° spec.reclaimPolicy: (A1) EX MEFRAPEREDIN L ETA. FIEE:
" Delete
* Retain (BRIN)
° spec.snapshotRef: (A[i%): EREEFMDRNIRBEM, MRKEMH, NWREIEHERDIGEIRE,

° metadata.annotations.protect.trident.netapp.io/full-backup : (F]i%) It BB TFIEEEH RS
MAIEEERD. FAERT, MEENHIILEN. B2, MR IFEEN true' X, &%
MR T IFEEED. MRKIEE, HUEERMANLESRMLE, RELREETHRITESR
19, REERRTESNDZERITIEESD, UKRKREMRESMERXIIRK,

YAML =451

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:

namespace: my-app-namespace

name: my-cr-name

annotations:

protect.trident.netapp.io/full-backup: "true"

spec:

applicationRef: my-application

appVaultRef: appvault-name

dataMover: Kopia

3. I 55522 5 “trident-protect-backup-cr.yaml & X4 RIEEHG, WA CR:

kubectl apply -f trident-protect-backup-cr.yaml

ERMLITEIREN
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p
1. glE&El, BESHINEBRAGIFERNES. Fli:

tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

TR LUEERER --full-backup’ BTEEE M ES N NIFEEEMNEIRE. FINMERT, FIEEHE
THEEN, FRIMNERE, EMRBENIFEESN. RELKREEMNITREED, ARERRTEE
ZEPITIEESD, URKREMERS MEERXBIX,

I E HHERIF TR

RIFERBOBSIZIRE X IR SRR, &AM ERRIPFNARERF. ERLERS/E, X, SANSAE
BIRENED, FIUEEERENEIALRE, ERILER full-backup-rule R LZHIFEEXTE SR, M
INMERT, FREEHEHEEEN. ERRITEEENUNEBNEEENABTRESMERXIXPL,

* RO gEEIT IS B KA REEIT R, backupRetention'J3Z=F0 “snapshotRetention” BUATZHY
B, IF1R “snapshotRetention FIRBEIGHNZREHREEENTRIFDNECIRIRE, EXLER
@ REIRITRY, REEDTHREIZAMMIER.

* MREFSCENFRENAREFEX PHRAWSIA, ERSIRIEANAREFHRTE,
MXEFRFRESTESD. R EF,
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EFATEIEXK (CR) GBI,
TE
1. SIEBEENZKIR (CR) XMHEHIEEMB AN trident-protect-schedule-cr.yamlo

2. EEQIEIXHS, KREUTE.:

° metadata.name: (W1H) LB E X FZRHNETR; HACHIMREE— I HE—BEREXHET.
° spec.dataMover: (A]i%) 5 REAFHMRENEH TAMNFRTR, AIENE (RHKNE)
* Restic
* Kopia (ZRiN)
° spec.applicationRef: EF S HIN BIEFH Kubernetes & #1o
° spec.appVaultRef: (4 55) NMIFEFHHNER AppVault BIE R,
° spec.backupRetention: ZERENEMNE, SRAFLEESEH ((VRE) .
° spec.snapshotRetention: ERENREHE, SRIAFEIEEAIRE,
° spec.granularity: TTXIIZTTRVSRZE, BIRERVE, URMBRNMHIETE:
* Hourly (REMIEE) spec.minute)
* Daily (BEHEE) spec.minute M spec.hour)
" Weekly (EEIISE) spec.minute, spec.hour , # spec.dayOfWeek)
* Monthly (BE{4EE) spec.minute, spec.hour , # spec.dayOfMonth)
* Custom

° spec.dayOfMonth: (F]i%) HXINIEITRORGBEE (1-31) . MNRNEIREN, NEFEAH
1IN, Monthly . ZEMXINUFEREFIRE,

° spec.dayOfWeek: (FIi%) I RINIZITHIEZEE/L (0-7) . EO0 T 7 ®R-EHH., NMRNEIRE
A, MFEERRMET, Weekly o ZEXFIUFRFERHIRM,

° spec.hour: (AIE) IHHRINIEITHINBTEL (0-23) . MNBRKEIRERN, NILFEEANIED,
Daily, Weekly, & Monthly. ZEMIUUAFHERRIZM,

° spec.minute: (FIE) HRINEITEVNERBSFER (0-59) . MRWEIREN, NEFEAN
WA, Hourly, Daily, Weekly, B{#& Monthly. ZEMMAFRFHERIURM,

° metadata.annotations.protect.trident.netapp.io/full-backup-rule: (8]3%) bR TIE5E L HIT
BEHEHN, fRelLUEHIKE N always SR LIRIESEE#H TS B RN B EXEDR. B30
, MREERZRBREHTED, WalLISEN#ITEEEHNERR L.

FAIRERITRIRRA] YAML:
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apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-cr-name
annotations:
protect.trident.netapp.io/full-backup-rule: "Monday, Thursday"
spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

{RIRER I RUBYR A YAML

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

3. 5575 “trident-protect-schedule-cryaml|" & X 48{EEMfS, WA CR:

kubectl apply -f trident-protect-schedule-cr.yaml

£/ CLI QI RIESS
p
1. g RIPITR, BESHREBRNEIFMEPNER. .
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@ 1&A] LAERS “tridentctl-protect create schedule --help' & b as S HIFAEEBHE B,

tridentctl-protect create schedule <my schedule name> --appvault
<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<Kopia or Restic> --day-of-month <day of month to run schedule>
-—-day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>
--full-backup-rule <string>

BT LI E “--full-backup-rule' #RiC “always &R LIRIE R EH TSR B &M B EXEHD. Fi0,
NBEEAFIRRNEFHITED, WAILUEENEMLE T ERH#HITRESD, FW, A --full-backup-
rule "Monday, Thursday" ZHEg A — A N#HIT2EED-

FFIREITY, 1BIKE --backup-retention 0 FHIBE—TAF 0 BIE " --snapshot-
retentiono

illEYPS
BFFTBREENELHEHRFERR.

p
1. MRS REBXEXAIIRER CR:

kubectl delete snapshot <snapshot name> -n my-app-namespace

mpRE G
BFFABREN R EDTIRFEMD.

@ HRREIUERERISE R "Delete’ M RIFMETMFRFAIA 102k HE. ZREEFIFNINZEN: "Retain’
BRBIMUEER, MRBERTAE Delete' &N EHIERRETENREFMETR, TEFIMFR.

p
1. M5 &0 XBAEH CR:

kubectl delete backup <backup name> -n my-app-namespace
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NEEDRIEBIRS
TR LUMERSSITRIEBETHT. BRMEBERMHENRIEIIRT.

p
1. ERUTEHLNREMIZIEIRT, BAESHINEBRAGIHFREDRHES:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

JE A Azure NetApp X1 (ANF) 2{ERN &P FER

MREE L ETrident Protect, NIBILUAEA azure-netapp-files 772 H1E Trident 24.06 Z B QIRMITE(ESiH
BRTATENEHIERINEE, WINEEERT NFSv4 %, HEFRSHBAREHHEIINT(E.,

Fiaz gl
MR TSI

* & B %% Trident Protect,
* EB7E Trident ProtectPEX T — M AEF. EERHRILTEZF, WNBAEFNFRIPIIEERZ IR,
* {8 “azure-netapp-files’ BiE N 1FMEEIHRIIENATFHIS,
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BRATELESTE
1. 9N ANF HE2EHKE Trident 24.10 ZBIRIERY, EE TridentHITATIRME:

a. A/ NET azure-netapp-files B5 N AIEFXER PV BERRBER:

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HIAEAENXEXN PV BREREER:

tridentctl get volume <pv name> -n trident -o yaml | grep

snapshotDir

EE:

snapshotDirectory: "true"

+
MRARBARBER, MEFEMEMINE, ZEEENIETEN SBAFEMPNTE, EXH
BRT, BRERFENTEREBHNTEREBSKENERIERNIGN S,

#R
ZN RTERF EESFER Trident Protect #1T&EMNAME. &1 PVC BAIMEEMNAERF BTSN

o

e N AR

{£ A Trident Protect RS N FRTZF
&I UE A Trident Protect MIREREH &0 IE SN BiERF. BN ARERMEER|E—5%

JA%N

R, MIIARBRMEREZER,

© MENBREFN, NENARFEENENITHFHENAREF—RERE. NREFEMR
ERPITHT, ERFAMRERFEN—2B5ET.

* M EBREIREN SR RNME R RIGRTE (ERT gtree &) - BE, XTF

@ qtree &, AFFMRIRIMEZIFRRErH iEHIME 2IRIgEn & (6l

* BRI LIERERISERBEXMERE. MTHRELZEER, 152 "EHEZTrident Protect

REIRE",

MEEREIRREBYER =8

L& f£A BackupRestore CR &M IEIREI ARG R TIEIRY, Trident Protect RTEFEVAR R TiBIHFIRR LN B
2, HARENNBREFRIE— I NARER CR. ATHRIPEMENNERER, FJLUEIRIRSEMIIRE, X
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BRI

@ RBEMEREIAENARRNAEGRTAAZERSENFRREZNERNR R BENESHD
FRFMERR, BaBHERCIZEmSRTE, BARKEMNMEE U¥ﬁE’Jup%fﬁlEﬂo

FFoaZ Al
HfafR AWS =iELhERYIT EARY (B LUR B EAHKETEIE1THY S3 ME18(E, MREMEIRERREISHLTER, Mg
ERTBE =M
* BB "AWS APl X" BX T HEIRIESHET N ENEZE R,
HBR "AWS IAM "B X AWS FREIFNEZER,
LYIREMA Kopia {ENEIEIS IS M E B0ET, ERILUERTE CR HIEE AR EMA CLI KiTH!

Kopia £ BHIGRTEMERNTITA. BER "B B XEn] U ERENNE ZE S ﬁﬁﬁ
‘tridentctl-protect create --help & & {E Trident Protect CLI }{EETBRMELE L., ESH&HS.
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fEFA CR
B
1. BIEEBENXZER (CR) XMHHEHESH RN trident-protect-backup-restore-cr.yamlo
2. FEQIENXHH, BEUTEM:
° metadata.name: (W 1H) ItBEXRBENRR; BALHNIFREEE—E—HEEXHET.
° spec.appArchivePath: AppVault ATEEF NN BRI, Bl LUERU T ST LREE:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (1 F) FEFIDARZEHI AppVault BYE FF,

° spec.namespaceMapping: RER{ERVIREF R BT Binin & TiEAMET, & "my-source-
namespace ] “my-destination-namespace | Ak B FE EIFIEHIE Bo

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FNi) MREIAFERERENAEFFHRELRFHITNE, BRNHEERG, UEBERHFFEERE
MRV IR

Trident Protect 2 BohitiF—LLHRE, AANENSEEENZREEXEL, w0, R
@ ERIFFAERRZRHBEEE — XK pod, Trident Protect =i E XEXHY
pod.

> resourceFilter.resourceSelectionCriteria: (THi%ERT#4ZE) A “Include T #E "Exclude &5k
HEBR resourceMatchers FE X HIER B, HILLT resourceMatchers 2#UAE X 26 2 B HIFRHI AR
i

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥H, MBI ZEAFEN ST
@?’ Meflziaik OR ZRILE, SN TERNFE (H. #3E. k) zZigli&k AND zET
2o

* resourceMatchers[].group: (F]i%) EifiERHRIRA,
* resourceMatchers[].kind: (A]3%t) B ERIEE,
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* resourceMatchers[].version: (F3%) Bk E RR S,
* resourceMatchers[].names: (A]it) B ISAIZIRRY Kubernetes JT##E.name FEHHIE

#Fo
* resourceMatchers[].namespaces: (F]i%t) ZEiFEHZ IR Kubernetes JT##E.name FEL
VAR = El,

* resourceMatchers[].labelSelectors: (F]i%) #IEHY Kubernetes JT#3E.name FEZHHIHR
TIEIFBEFRER, WEUTMUEENX: "Kubernetes 4" o H40:

"trident.netapp.io/os=linux" o

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. 5552 7 J5 “trident-protect-backup-restore-cr.yam| & X4 HIEEMS, N CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

f£/A CLI

iz

1. BRMERIIAREWHETE, HREESHNEBEAGIFERIER, X namespace-mapping %
SWERE S HRNGRTIE, BEGRTEMSNEERNBrmRAaTE, BT

“sourcel:destl, source2:dest2 . 5I40:

tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \

-n <application namespace>
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MEBIRERIREHEIE
EA B R E M E B Raas R =6,

ez Al

HafR AWS Z1ELHEBY S HRRY B LUA B A KEYEIETTRY S3 ME1R(F, WMNRAEMEIR(FAREhETH, Mg
ERRER R K.

B "AWS APl "B XN EHRIRIESHIT AN ENE ZE R,
BEEIH "AWS IAM X" % AWS BREIINESER,

L {&{FE M Kopia fER% ?E%%EHEEUE%%ET, SR LOKARTE CR FIEE IR CLI RizH|
Kopia MG EMERTTA. 1BEHE "B IS4 B XE U ENENNEZE R ﬁﬁﬁ
“tridentctl-protect create --help’ B XM Trident Protect CLI I8 ;3 BRMNEZE R, BESIAGS,
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHEM RN trident-protect-backup-ipr-cr.yamle

2. EEQIEIXHS, KREUTE.:

° metadata.name: (W 1H) ItBEXRBENZIR; BALHNIFREEE—E—HEEXHNET.
° spec.appArchivePath: AppVault ATEEF RN BRI, Bl LUERU T ST LREER:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (1 F) FEFIDARZEHI AppVault BYE FF,

fB4n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (Ai%) MREREBERENARFPNELRRHITME, BRNFHESY, UESTHMRFTERNTE
IRERRIE:

TMmﬂmmd ZBmhEEFE—LEE, AAE(SEERNZREFEEXREK. flm, R
@ BRI AEFRBRZREHBEEE — 1 XK/ pod, Trident Protect =18 XEXHY
podo

> resourceFilter.resourceSelectionCriteria: (7% %E) FA "Include’ T #E Exclude &5
HEFR resourceMatchers FIE X FIER R, FHRMNLLT resourceMatchers 2 LUE X B 6 & S HIFRH A
il

* resourceFilter.resourceMatchers: resourceMatcher i‘}%?ﬂ(ﬁﬂo MREZEBEAFENXZTT

§, MENZER OR IZHRILE, 81N TRANTFE (H. M. kA ZEHZ AND ZREIT

* resourceMatchers[].group: (F]i%) EifiERZRIRA,

* resourceMatchers[].kind: (R]i%) EifEAIEREE,

* resourceMatchers[].version: (A]3%t) BEfi%H R RRDS,

* resourceMatchers[].names: (B]i%t) i3 BRI ERIRRY Kubernetes JTE#E.name FEEHFHIZ
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o

* resourceMatchers[].namespaces: (7]i%) Eid/EHIZRER Kubernetes JT##E.name FEX

PRy R =iE,

* resourceMatchersl[].labelSelectors: (F]i%) Z/RHY Kubernetes 7To##E.name FEXHHIFR

FERBRFRER, WEUTMUEENX: "Kubernetes Si4" . fFla0:

"trident.netapp.io/os=linux" .

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. I B 52 f5 “trident-protect-backup-ipr-cr.yaml X HE EHafS, NA CR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI
HIE

1. BEHPMERRBHBTE, FHFHESPINEBRNEIFERNGER, X backup BHERAGETIE

MEBHBIR, BRUWT <namespace>/<name>, HI4l:

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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MEDIRE B FRIAER
WMRFBREFH LI, o] LIRS HERIIHEMER,
L&A Kopia {EN#IEZ IS ME F M, ERILLUERETE CR HIEEEREIER CLI RizH|
Kopia EFMIGRIZAERIIT A, 1BER "RIE T H" B XE UERENENNEZEE. FH
‘tridentctl-protect create --help' B X{E A Trident Protect CLI 18 EEFBRMNEZE R, BEEHTS,
Faz i
MR B A R RE
* BirEEBE L% Trident Protect,
* BtrEE T LUA R SIREEAERA AppVault FMERERR, FOMEREZEFEERT,

* H{R1E151T AppVault CR B, Z#iIFiER] LUEIEER AppVault CR FE X AT R1Z6EME. tridentctl-protect
get appvaultcontent i<, WNIRMERHIPELEIAE], B AIMBREEE LB pod WiETTTrident Protect
CLls

* HR AWS IEL BV ERRY[E]E LUR B E A K EIETTRIMER(F. MREMERIEHREETHE, Mg
ERIRER R W

° BBIH "AWS API X" B XE HRIRIECHEIBNENEZER.
° BEM "AWS "B X AWS ZRFIENEZER.

S
1. {E A Trident Protect CLI }&E{4H0ZE BAr5EEE & AppVault CR BV A% :

tridentctl-protect get appvault --context <destination cluster name>

() wRETFuARFTRNHS ST BiTER L,

2. EEBEIREET A AppVault WEHRE:

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

BTt a2 AppVault RRTANES, BIEHENIRER. BNV AREFZR. MHEEMIIEERE.

Tl
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e b +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e fomm - tomm - o
o tom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault ZFFF1IIERZR L AIEF LR BAnER:
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fEFA CR
1. SIEBEENXZKIR (CR) XHHIEEMB N trident-protect-backup-restore-cr.yamlo

2. EERIENX S, REUTEM.:

° metadata.name: (#3H) Lt HEXFIFNEIR; BEATHIFREE— M E—BBEE XA,
° spec.appVaultRef: (1 F) FEFIDARZEHI AppVault BIFE FF,
° spec.appArchivePath: AppVault R7EEF AT, ERIUERU TmLSERLEKRER:

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

@ gg% BackupRestore CR AAJ A, EAILUERTE 2 PIRIINGSREFFHN
o

° spec.namespaceMapping: MEIRIERVIR R iEE| B & TERREY, L& "my-source-
namespace ] *my-destination-namespace ¥ 3k B A B ERE 2o

f54n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. 55275 ‘trident-protect-backup-restore-cr.yam| G X 4FHIEIEHE, NA CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. FRUTHSMENBER, BESTHNEBRATIFETNEE, a3 aMNSHEATES IR
mRaTE, BEGRATEMSEIEHRIYBErdR =8, I sourcel:dest,source2:dest2, F40:

414



tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

MREREREIRREIBYE R = 18]

ERILERABENER (CR) XEMNRBIMEHIE, MEIFENGRTEH/RIR R ETE. HIEER
SnapshotRestore CR #RIBIFREIAR RS EZ (a8, Trident Protect RTEMMS B TEIFERNBIEF,
R FENN BREFRIE— R BRER CR. ATRIPEMENRNAER, AIUBIRIRERHNIRE, HEFIER
It

SnapshotRestore x#5F “spec.storageClassMapping' B 1%, B REMEEM BinfziE2EHAE
() FnEEERNAER. NREERWET StorageClass MIRERRRIIFEEE, MIEE
{ER M.
FHAZ BT
TR AWS 215 K033 H86418 R LU R EMIKBHENETH) S3 MR HRIE, MBS RIERE IR, M
{ERTBER KN
* B AWS AP| XY B R B LN RSB BRENESEL.
* EB "AWS IAM SHEB X AWS FRFIENEZER.
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fEFA CR
B
1. SIEBEENXZKIR (CR) XMHHEEMB AN trident-protect-snapshot-restore-cr.yamlo
2. FEQIENXHH, BEUTEM:
° metadata.name: (W 1H) ItBEXRBENRIR; BALEHNIFREEE—E—HEEXHET.
° spec.appVaultRef: (L F) FHEIREBARZEHT AppVault BIFE FF,
° spec.appArchivePath: AppVault R7ZEIREBABTHNEERR, ErIUERUTHRSERLERER:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.namespaceMapping: RER{ERVIREF R BT Binen & TiEAMET, X "my-source-
namespace ] “my-destination-namespace Ak B FE EIFIEHIE Bo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FNi) MREIAFERERENAEFFHRELRFHITNE, BRNHEERG, UEBERHFFEERE
MRV IR

Trident Protect 2 BohitiF—LLHRE, AANENSEEENZREEXEL, w0, R
@ ERIFFAERRZRHBEEE — XK pod, Trident Protect =i E XEXHY
pod.

> resourceFilter.resourceSelectionCriteria: (THi%ERT#4ZE) A “Include T #E "Exclude &5k
HEBR resourceMatchers FE X HIER B, HILLT resourceMatchers 2#UAE X 26 2 B HIFRHI AR
i

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥H, MBI ZEAFEN ST
@?’ Meflziaik OR ZRILE, SN TERNFE (H. #3E. k) zZigli&k AND zET
2o

* resourceMatchers[].group: (F]i%) EifiERHRIRA,
* resourceMatchers[].kind: (A]3%t) B ERIEE,
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* resourceMatchers[].version: (F3%) Bk E RR S,
* resourceMatchers[].names: (A]it) B ISAIZIRRY Kubernetes JT##E.name FEHHIE

#Fo
* resourceMatchers[].namespaces: (F]i%t) ZEiFEHZ IR Kubernetes JT##E.name FEL
PSR = E,

* resourceMatchers[].labelSelectors: (F]i%) #IEHY Kubernetes JT#3E.name FEZHHIHR
TIEIFBEFRER, WEUTMUEENX: "Kubernetes 4" o H40:

"trident.netapp.io/os=linux" o

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. 5552 27 J5 “trident-protect-snapshot-restore-cr.yaml & X {4 FIEE S, NA CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

f£/A CLI
iz
1. BRBIERIIARNGETE, HREESHNEBRRAEHFERNER,

° X snapshot BE¥FERAGRATEIFRBEFR, BRUWT <namespace>/<name>o

° X namespace-mapping ZBHEAE S HRNMATIE, FRnE eI E EFRYBEirds 3
=g, I T: “sourcel:destl, source2:dest2 o

fB4n:
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \

-n <application namespace>

MIRERIRE B R Y8 & ZiE)
el LARERPR R IR VR S B[R YA R R = i8lo

MREBNNARERFE

() wnanm

# ¥
REE. ERENERMARREBER

a2 Al

HatR AWS =& hERT HARY (Bl LUK B RIS ENEITHY S3 hE1(F. MRTEMESIRIERAE<hETHA, Nk
EAIRER R W,

* BB "AWS APl " BXNE HEIRIES TN ENEZE R,
* BRI "AWS IAM "B X AWS BREIENEZE R,
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHEMB RN trident-protect-snapshot-ipr-cr.yamlo

2. FEQIENXHH, BEUTEM:
° metadata.name: (W 1H) ItBEXRBENRR; BALHNIFREEE—E—HEEXHET.
° spec.appVaultRef: (L F) FHEIREBARZEHT AppVault BIFE FF,
° spec.appArchivePath: AppVault R7ZEIREBABTHNEERR, ErIUERUTHRSERLERER:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (Alik) MREAFBAZRNAEFPNRELEHRATRE, BERNHERG, UESSHHFTERE
IR ZR:

Trident Protect 2 BohifFE—LERR, RATCISEIEENRREFEEXRE, Fli0, MR
@ RIS A B ERARRH BT E— N EBM pod, Trident Protect RS XY
podo

> resourceFilter.resourceSelectionCriteria: (THiEAT#4ZE) A “Include’ T #E "Exclude 8255k
HEB& resourceMatchers FENXHIE B, HILLT resourceMatchers 2EUAE X 26 2 B HIRHI AR

ik

* resourceFilter.resourceMatchers: resourceMatcher X &R H, MBI ZEAFEN ST
?: Meflzietk OR ZRILE, SN TERNNFE (H. #3E. k) Zigli&k AND zET
2o

* resourceMatchers[].group: (B]i%) EiHiEH AR,
* resourceMatchers[].kind: (F]i%) EifiHYE RAEE,
* resourceMatchers[].version: (AJi%) BEifiEAZEIRRES,

* resourceMatchers[].names: (A]it) B ISAIZIRRY Kubernetes JT##E.name FEHHIZ

#Fo
* resourceMatchers[].namespaces: (F]i%t) Z1FEHZ IR Kubernetes JT##E.name FEL
FHER R =iE,
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* resourceMatchers[].labelSelectors: (F]i%) ZJRHY Kubernetes JT#{#E.name FEXHAYIR
TR FRB, WEUTUEENX: "Kubernetes 14" o H40:

"trident.netapp.io/os=1linux" o

a0

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. I HE52 2 J5 “trident-protect-snapshot-ipr-cr.yaml & X4 HIEEMS, N CR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
HIE
1. BirEmEEIREmETE, HIFESHHNESHENEIMEFNEE, Fim:

tridentctl-protect create snapshotinplacerestore <my restore name> \
—-—-snapshot <snapshot to restore> \

-n <application namespace>

HMEEFIREHRS
BRI RS LITHRIOELEREHTT. BRMEERMBIERIEERIRTS,

p
1 ERAUTHLURMEBREIRT, BHESHINEERNEFERNES:
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

EFRE%%Trident Protect i Ei8 &

TR UERERRE (BIIER. eRTENREMEFMEED) BEXMERE, LARE
R EE K,

VRS ML 1R ERRBI 09 an 2 = B E MR

EMmE MR IZIR(ERE, Bines R T EPRRENERE SRR BRI EHERMRLE, FReanR=iE
PAFENB RS R TEPRZEERERAN, HEEAEFENGESERER B S UL R E =
PRE. (NFET Bt TE R SR ARE A E.

IR EEA Red Hat OpenShift, 155524 Em& T Ia/ERRTE OpenShift FIERNEE(EA, @

@ BT EERHAFRMER pod E5F OpenShift ;zéJ:‘Fszi’Jﬁi (SCC) EXRIELUNENLZLRE,
HERILUARIEMASHINR @, RTHREZEE, 1B5H "OpensShift €2 TR
=1

TR LB IR E Kubernetes MR L &R 1L Bines 2 = a PR E LR B S,
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS EH TR E S PR 51 (EZ R, f5130:

helm upgrade trident-protect --set
restoreSkipNamespaceAnnotations=<annotation key to skip 1>,<annotation key
_to skip 2> --reuse-values

WATIRE SRR TSR 1ERY, (E (R T ENERMRE AR £

@ restoreSkleamespaceAnnotatlons # restoreSkipNamespacelLabels A& 5ED
MRS, WIRTENIIA Helm ZREAEIICEXLIGE, MTHRESER, HSN "I
EAutoSupportHl a4 ==l ISk m",

MREER Helm ZE TIRNATER, “--create-namespace EiE, A F45%FE name 1758, 7EMESHH
fE5%12idF20, Trident Protect RS EHIEIBinds B i8], BIIREHRRATEINES Fir: <8 fETA
, WEBEFEHABMGRTENE. NRIMESEGIATEARALE, WSKEESHIE|BirsR=TE, mAME
(EE®

Nl

T RBIRR T RenR RN Bfres R =iE, ST REEAERERNTE, ErIUEERIEREERS
BZERE, UNBERGHRZERIERIGE 2NAASHEE.

RS B ERRASIREZ Al
TRRAT IRE R BRI FZ AR GRS 2 =R B iR & E RS
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CEEZRE) e R
f&%iE ns-1 (JB)  * annotation.one/key: "updatedvalue” © IFiE=4FT
 annotation.two/key: "true" o SFME=HIPAA
* A#F=ns-1
&7 @ns-2 (B#: * annotation.onelkey: "true" * E=EE
) « annotation.three/key: "false"
eI

TRUAT ME N ERLBIREETA En 2= EVRT. BERERHMN, BERERKES, HE name
T EEH, ULEBrRTIE):

GEE=Re ) vES %o

& =E ns-2 (Bfs  ° annotation.one/key: "updatedvalue” * Z¥F=ns-2

) * annotation.two/key: "true" « SFME=HIPAA
+ annotation.three/key: "false" « IRIE=tfE

© AB=IERE

TRNTFR
ATNMAERATRERFNEMFER,

TR BREY

X “spec.storageClassMapping' B4 E X T MR B REENTEMEEE B LR EREMESEIMREY, &uTld
EEEFREFEERANER 2 ETH% N AR E X BackupRestore 12 1ERTEE G iHEY 6 A LLIHEE,

B+
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"
source: "sourceStorageClass2"
SRR

ATHHT RAPATFEESMITANZ M, NMRAFSERMSETR, RAKERRINME
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VES it DU AINE

protect.trident.ne string IR DIBRERFE LR KENE (R AEA) , “3007
tapp.io/data-

mover-timeout-

sec

protect.trident.ne string Kopia NEEEIRAA/NRE (UKFHHEa) . “1000”
tapp.io/kopia-

content-cache-

size-limit-mb

fEFANetApp SnapMirrorf1Trident Protect & W FIT2F

£ Trident Protect, f&RILAF|FANetApp SnapMirrorisi R FH EHIThaEE, EEIEFRN
EJ’?EE&M-’N—?ﬁ%Eﬁ#ﬁE%‘J?U%—/l\??ﬁ%)%ﬁﬁ”ﬁ, TR ERER—&HRNEEEAREEZ
[Blo

R E MR Z 1R FHAE Y an 2 = BN ERANAR S

EME K5 1R(ERE], BiranR R PRAREANERR SR & =i PRRREALERAEILEC, Ran& =8
PARFEN BTG R =R FRAREECERR GO, FEEMEFERIRESCERERRE 458 &= UL R & =8
FRE. (NFET B T ERRIRE g ERRE A E,

WNREFA Red Hat OpenShift, 5B w0 ER R TIEEREIE OpenShift IMEFPNEEZ(ER,

@ BT EFRHBEMER pod BSF OpenShift 22 F FX4I% (SCC) EXHE LN EMEZ 2 E,
HFHERLUAREMASHINRRF, RTHREZFES, FSE "OpensShit 2 E LR
=R

B LUBITIZ E Kubernetes IME T = 3K [h 1E B Aran & TiE) PRV E RN E &
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS ¥ 1T E s PE £ 1512 E 2 i, f540:

helm upgrade trident-protect --set
restoreSkipNamespaceAnnotations=<annotation key to skip 1>,<annotation key
_to skip 2> --reuse-values

WATIRE SRR TSARIERY, EAep B T EIERMRE AR L.

@ restoreSkipNamespaceAnnotations # restoreSkipNamespacelLabels A& 5ME
HIEFET51R1E, WIRTENIIA Helm ZREAEEEXLIGE, MTHREZER, 1H5SH "I
EAutoSupportHlan & == el ISk,

WNREFER Helm ZE T RN HAER, “--create-namespace EiE, AF4FHFIB name ITE#, EME KN
(23153327, Trident Protect R ITEEFIZIBEnr B iEl, BINRIFH R TEINESRin 2 TEELE
, WK EFEHMHNERGFRTENE NRLESRFITEARLE, WxEHEHEHZEIBirmE=El, mAHE
CETE

Nl

UTRAERR T ResRZEMBres 2 =06, SM e EHEARNERNTE. G UEERFaEERS
BRTERPRTS, UKkBIRGR =R PRERNGE S NAA S EBEN.
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TEIME SRS R Z Al
TR T ME N R TAR 2 AR BIREr & R B iR & TR

i e frE e
=i ns-1 (B) + annotation.one/key: "updatedvalue" * IME=4
 annotation.two/key: "true" * SFME=HIPAA
* Bf=ns-1
& =E ns-2 (Bfs * annotation.one/key: "true" * AE=HUEE
)

 annotation.three/key: "false"

mERERE

TRIRBT ME B EEZIR(ERE R BirmAaTERES. BLERERAN, ELEEEWES, HH name’
B BEEH, ULERBE R TIE:

=g

B o

e
& =E ns-2 (Bfs  ° annotation.one/key: "updatedvalue" * ZHR=ns-2
)  annotation.two/key: "true" o AiMME=HIPAA
« annotation.three/key: "false" « IRIE=4pE
* AE=HERE

@ &R LABC & Trident Protect TEAERIPIRERR B REMBRAN GRS, "7 EEZ X T E A Trident
Protect FEE XA RFUFENER"

BEFAS M R PR EHRIE R TS F
fEF AppMirror XRARIPFNAZFRY, EHRERBNREZERE, SNIZERSHITHFEXBBEETN.

* IR HRE], MITHFRENEERERZIBNER. EXRFHERCIRCN]. WERBGE, NARE
FLSBEERITHEF, XEHFREEMEXIEERERT.

* EkABYERAERTHE, MARF EERAIENHIITH TSR, SRNAREFZNERNATE
i, XERITHFRABEY, HIWMERUGERERT

BETHRAXNITHFNESZEER, B8H"EE Trident Protect 1478 F"

BIUSHIXAR
BIUERIXRAIRIUATLIE:

* #EHE Trident Protect 01BN BIEFIREBIIIIER (BIENHZFB Kubernetes HIRELUNNAZFE N ENE
TRER) S

s EEREHITR (813 Kubernetes B RUKIFA HEEE)
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* IRERRIRRAYATE]

p

1. 7TR&ERF £, NRNAREFEIE— AppVault, RIBENEFHERMER, EURFIFRRS. "AppVault BE
NEFR R T ENENIFE:
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£/ CR & AppVault
a. BIEEENZR (CR) XMHHEHEMEBE RN (B0, trident-protect-appvault-primary-

source.yaml) o

b. FgE A TEM:

* metadata.name: (41E) AppVault BEX RIRERIR IR, 15Ic FERENRBR, BANEGIXEARR
THVEM CR XH=5IALtE,

* spec.providerConfig: () FEFE RIS TIREIZF A0 AppVault FREELE, iEEFEER
%%’]’Lj\&kﬁ-‘kﬁﬁﬁﬁﬁE’Jﬂﬂﬂfi‘&ﬁlﬂﬁﬁé’ . Hie MEEERNE, ARNEFRIXAMENEM CR

XHZ5|IAXEE, EE2H" AppVault BEXZH R0, AppVault CR SEMREENEIESR

5l

* spec.providerCredentials: (Required) &R 15 E IRHFEF1510] AppVault PR RMERIEHE

8951 Ao
* spec.providerCredentials.valueFromSecret: (Required) R EHEEN K EHZHo
" key: (WIE) EMFIREFENEREH.
* name: (#E) B LFEENZEPNEF. B TFRE—FRTIEF,.

* spec.providerCredentials.secretAccessKey: (%E) BT ih0iRIHIEFEMNIFRIZH, B

¥ 75 spec.providerCredentials.valueFromSecret.name ILEZ,

* spec.providerType: (%) HEFHHIRMET; 90, NetApp ONTAP S3. &EH S3
. Google Cloud 8§ Microsoft Azure, AJRE(E:

= AWS
- EAESITY
* 1BA-s3
= ontap-s3
" FEHEMR-s3
c. #5582 f5 “trident-protect-appvault-primary-source.yaml ¥ X4 8{EEMafS, MA CR:

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

f£F8 CLI 832 AppVault
a. Bl AppVault, FHFESPHESRAEIFERNESRS

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect
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2. TRER L, SIERNAER CR

f£F CR S RN AIEF

a. BIEEENZR (CR) XHHEEMRE A (BIEl, trident-protect-app-source.yaml) o

b. LB A TEM:

* metadata.name: (WH) AR BE X ZRHNBIR 1518 MEEERRNRIR, EANERIXRFR

FHIEM CR XH=5IAItE,

* spec.includedNamespaces: (%5) t7 % TE)MEXBIREEAE, FRBRTERIR, HE

%Fﬁﬁﬁﬁ g/ R TEIPERE, LUSELLYIHRYar R = E R EERNRIR. NAREFS
TR BT AR,

YAML =451

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

c. 5582 f5 “trident-protect-app-source.yaml X 4FHIEEHE, R CR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-
namespace

fEF CLI SR A2
a. QRN AER. Flu:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

3. (AIik) EREHL, WRMNAEFHITRE, IWREBRAEBIRER LNARRFIENM, MRBIISE

, WEREBSFF T RITRIRRIZTT, UERSRMRE, ZCRIRFIRIR, BSHE "I2EFIRE"
4. TDRER L, SIBEHITRI CR:
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BRT TEREMHITRIZIN, BNIR— SRS ARRITY, ®REHN7 X, UEXY
FONTAPEE Z [EfRIFHFEIFVRER, XFAIUBRRIBRSRE 7 X, ERBHARA LR
BRBERETEEN.

NREEHEHTE, REAUEAXERRRES 7 RFTERIRE XMDEERFERIRE
BR. Be, RARZEHE DRREBLCRFMEBEDNR, MARFE SR,

MRV AEFNREH N ELFHRAFNREER, NWEFFEEMITI,



fiEF CR RIZEHit%!
a. RN AREFIREH TR

i QIEEBAENXHER (CR) XHHIEHEHSBGRZ AN (fl30, trident-protect-schedule.yaml) o
i. EEEUTEM:

* metadata.name: () X B E X EIRRI B FFo

* spec.appVaultRef: ({55) LEHANS RN AIERH AppVault B metadata.name FELIT

o

* spec.applicationRef: (W5) ILEXNSIRNATER CR B metadata.name FEILAD,
* spec.backupRetention: (Required) ttFEE RNMMET, HENITUIZE N 00

* spec.enabled: #NIZEN trueo

* spec.granularity: #JUIKEN Customs

* spec.recurrenceRule: EX UTC Bja]f97F 4 HEBFIE S [8]fR.

* spec.snapshotRetention: %GB 2.

YAML =451

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

i. 5525 “trident-protect-schedule.yaml X4 HIEIEHfE, NA CR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace

fEF CLI g2 EHIt %!
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a. SIRERIITY, HRESHHEERNEREFRNESR:

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

BlF:

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app_namespace>

S. TBirERE L, QIB— " STERER LN/ AppVault CR 52 BEIHVER BFERF AppVault CR, HEH
27 (e, trident—protect—appvault—primary—destination.yaml) o

6. W F CR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. [ BtnEE LN B AEREIZ BT AppVault CR. RIBERITFER IR, BEURAIFMNAS. "AppVault
BENFR"NT BN

a. SIEEENZARE (CR) XMHHIGHHREZ N (flEl, trident-protect-appvault-secondary-
destination.yaml) o

b. EEBELUTEM:

* metadata.name: (1) AppVault EIEX RN R, HETIEERNGH, ENEHXRFABK
Hfts CR X 53| FIk{E.

* spec.providerConfig: (55) FEERIEEIRMEIZF AR AppVault FRENECE, EEFE—
“bucketName™ AR EMERIIEFEERBLIRSIEEFNIFARGE S, FIC TRRENE, BREFIX
AFTENEM CR XS5 BXEE, 1521 AppVault BE X ER"GIE0, AppVault CR 5E iR

BESERES N
* spec.providerCredentials: (Required) Zi&{E 15 E IR IEFZF1710] AppVault FrFEHVERIEIERS]
Fo

* spec.providerCredentials.valueFromSecret: (Required) = EHEERN K B Ao
* key: (WME) BEMNFIEEFEHNBEREH,
* name: (M) BEILFERENZHNET. DAL TR—GmRETEF.

* spec.providerCredentials.secretAccessKey: (X&) BT iR HIEFEMIARIEH, B N
5 spec.providerCredentials.valueFromSecret.name [Lf,
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* spec.providerType: (%F) FAEFMDEVIRMET; 5190, NetApp ONTAP S3. i®H S3. Google
Cloud ¥ Microsoft Azure, AJRE(E:

= AWS
- R AERINY
* 1BA-s3
= ontap-s3
" FEHEMR-s3
c. #5582 f5 “trident-protect-appvault-secondary-destination.yaml & X 4 HIEEHE, R CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n trident-protect

8. fEBtr&EEE L, BIZ AppMirrorRelationship CR X4 :

431



432

£/ CR £l AppMirrorRelationship
a. BIEEENZR (CR) XMHHEHEMBEBE RN (B0, trident-protect-relationship.yaml

o

b. EEELUTEM:

* metadata.name: (@41E) AppMirrorRelationship BE X & IRAIE TR,

* spec.destinationAppVaultRef: (%45) LLEXANS Bin&kE £ BIrNEFZFR AppVault B FR
ILc,

* spec.namespaceMapping: (F) B & TEIFRR R T ENAS NN BIER CR FENX
B B & =Bl LA,

* spec.sourceAppVaultRef: (%) BN SIERN AFEFRY AppVault 2 FRITAD,
* spec.sourceApplicationName: (A E) HEMNNSEERNATERF CR FENXRENBZFH

A FRITALD,
* spec.sourceApplicationUID: (%) WEMSNSETENBIERF CR B EXIEN BAZFR
uID [TEd,

* spec.storageClassName: (F]i%) iR LR EERNEMELEN BT, FHEXNNPERESIRF
IR ST EIFIZIIONTAPTERE VM, WIRKIRMEFMESE, NEIAEREE EHNRIAEES,

* spec.recurrenceRule: X UTC Bja]f9FF 4 B EBAIE S [8]fR.

YAML 7=

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2



c. 55582 f5 “trident-protect-relationship.yaml E X 4HIEEHE, R CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI 83 AppMirrorRelationship
a. BIZFH A AppMirrorRelationship %R, HRIESHIEZIRATIMEHRNESR:

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

5+

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
-—source-app my-app —--namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373f24cl-5769-
404c-93c3-5538af6bccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (FIik) EBEERL, KEEHXARIRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

SIS 2 B AR ERRE

fEMTrident Protect, &RILUSERIMIN AIEFSRIERZEIBnER. MIRERFLEENXR, HIENARERFTE
BRER LB, MIRRER LNV AIEFIEREEIT, Trident Protect RR(FIEZNAER.

p

1. £ B1rE&EEE L, YRiE AppMirrorRelationship CR X4 (140, trident-protect-relationship.yaml
) #¥ spec.desiredState FI{EE XN Promotedo

2. RFCRX 14

433



3. fFH CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (FIik) 7EHPERBNARERF LLIZFRHERIEF TR,
S (FAIiE) MEBEERIXARIPRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENREZRMNERIXR

ENASIREIEMBRUENXR. WITENRTIRERE, RIGRNARFRRNERETHNNARRF, XER
8 L IEEETHIN AR PR EV E R E R E T

BaS TR R TEEATR Y EH 2 A1 1L BT LT R
() srssismias N B RRFHT ARG E L.

p
1. (FI%) 7ER&ER L, QIR AREFRIRIR. XHFA URRERRESN R EN.

2. (£Btr&EEf L, YRi8 AppMirrorRelationship CR XX (f1#0, trident-protect-relationship.yaml
) HF& spec.desiredState FI{EE L Establisheds

3. {RTECRX 14,
4. IZA CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o NREEBARER LI T AARIPIHRREIFEIERBNARERF, BREBR. EAZZBITIHEZSH
ERIBR

RAEHRZKYEIEFIXF

HERABSHERBERXRN, BMNARFRENRNARER, MRNARFRENBRNARERF. =
s HAEIX B AN AR PR BV B DU AR

p

1. ERBBIRERE L, MIER AppMirrorRelationship CR, XS B MM T H LM, WNRHEIRER LTS
ERIFIRBRPITR, FREERBR,

2. @B RVATFEIXAN CR XN ARHRNERKEBILISHX A,
3. R ENR (RIGTREEE) BE T AppVault CR,
4. EHRNERLIEIEFIXER, BBRENE,
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AN ARRFEHGE

YERXERGMEES, Trident Protect KN AIZFShEI BAnfrilfals, EITUASEHIORREFMERE
Ifo Trident Protect RFIERN ARFHEHREEFZIEMME, ARBREREEBEMNAER.

EXMIBERT, (R T FUEA B ARithit,

p
1. ERER L, BUEXARE:
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f#F3 CR BIEXHIRE
a. BRIRRN BEFIRIPRIEIT.
b. 8 ShutdownSnapshot CR X4 :

I BIEEBENER (CR) XHHEHEMEA (HlEl, trident-protect-
shutdownsnapshot.yaml ) o
i. EEEUTEM:
* metadata.name: (WE) BE XZ R,
* spec.AppVaultRef: (#/F) tLEXN SR FBIZFR AppVault BY metadata.name FEZIT

o

* spec.ApplicationRef: (4 F) IEXNS RN ETZF CR X4 metadata.name FEZIT
fico

YAML 7451

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

c. 5582 f5 "trident-protect-shutdownsnapshot.yaml & XX 4 HIEIEMHfS, WA CR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

2 CLI BIEERAIRER
a. IEXRARER, BIESHHEBRANEFERHNER. Fu0:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. 7EREERE L, XMIRBTEME, REKHIRBAVRES

436



kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. ITRER L, FEALUTHSE shutdownsnapshot.status.appArchivePath fY{E, HioRXERENE
B0 (BIRAEXRRZT, XBRRE—TMRIIZENREARAS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. TR EAREE R BIRTRYIREE B I TERIE LS, FHITLATEL:

@ EHRPERETETRIZNE 2 $h, B3 “spec.promotedSnapshot 7E AppMirrorRelationship CR
X4, BiZzFERMNERENEELENTE 3 FIERHEELZR,

S MITRRAEFET T B[R EEHREDENHNEF KR
6. TEFRERE EBBFRIPITR
ZFR
HFREEH, S&EUTIRE:
* WRIGITEN BIEFH Kubernetes B IEHITIREE,
* BIMIFRLN FBTEF R Kubernetes &R (REE PVC # PV) , LM ERIESTEN RIEFEH pods
* £ pod xFfG, 2XNAREFNEHITIREHH#HITES,
* SnapMirrorx ZBEWiF, BinsEERFHITIR/E1RF.

‘ %F_\iﬂﬂﬁﬁ?ﬁ’ﬂ Kubernetes ZREMXARIBVIREBHIRERY, ERMNEERGRNBRERFXHEEH IS

* EREREUERNAREREIL

R BEF SRR E B RInREEEE

£ Trident Protect, &R LUBI LA TS BF7IEMIERBIREESLI BERE". FlRERGENARNT
{EMAZER, Trident Protect ARV AIEFENER (BFREAY) ORWRNAER, ARBREER S,

ZIEMEREEESEEMMUBNX AR, FETRUATTR:

* MBS IR,
* RAEFHETEFIXR.

@ AERITIEBNEMRTEE, RAXRKEFERERBIREFENBIREENSIE.

* REERIGR.
p
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1. TR MEHEL RMHEH X RIS R,
2. TR AN iR ERITE E1S R,
MIFREHIXHR

%REJLX[SEEH‘HH'JM%E%U%%O MR ARRFERIXRE, BERR MBIV ARR, eflZzEREE X

S
1. L BinEE L, MR AppMirrorRelationship CR:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{EF3Trident Protect s TN FHIEE
BRI LUBII I E B HURTEE R 2 B A AN FEER 2 BB SN BIEF.

@ BN AERE, NZNBREFEENFMERITH FRRENARF—ETE. MREEMER
WITHF, ERENREREN—E2 B5E1T.

HIPMIRERF

HMUTR, EAUESRTRENEOHMMERS, UBRITEOMRERF

efEEIE—5E
ERUARFRIEIR £, BURREREN, AERHETRIIF S,
S
1. PUTOL TRz —:

8. "BIEEHRE",

b. “GIERE{H",
2. fEA—SEB L, RECORNRRBIREN, WITUTRIEZ—:

8. "MRERIHE IR

b. " MBI A"
eERIRFIRVSEEY
SRUARERRITRNER NTHENTR) , BEREN LUREY, REREHTRITRNE
EHAR B S B L B & Trident Protect,
() CEuERU TSR ERRINER 2 S IR AR SnapMiror 51

p
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1. "BIE&E %",
2. WIREITEE LEREE 2SN REFMEBAI AppVault CR,
3. EEMER L, "MEDHMELIE" -

RN AR M—MEESTEBE R S — M EEE
TR ENEREIBIAMFHER, BUARFM—IEFESIBE S —MFEE.
N (FEEmE CR HRYER) -

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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{3 CR TR E R
B
1. SIEBEENXZKIR (CR) XMHHEEMB AN trident-protect-snapshot-restore-cr.yamlo
2. FEQIENXHH, BEUTEM:
° metadata.name: (W 1H) ItBEXRBENRIR; BALEHNIFREEE—E—HEEXHET.
° spec.appArchivePath: AppVault A7EERBHR BRI, Bl LUERU T RSEKILREER:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (4 5F) FHEIREBARZEHI AppVault BYFE FF,

° spec.namespaceMapping: RER{ERVIREF R BT Binin & TiEAMET, & "my-source-
namespace ] “my-destination-namespace | Ak B FE EIFIEHIE Bo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

S MREFEMNEREMENNAEFNELETR, WaILURImERY, UESHARFHEEREREN
BIR:

> resourceFilter.resourceSelectionCriteria: (Hi%EAT4ZE) A “include or exclude’ 85 5 kR
resourceMatchers FEX VR R. HHIMELT resourceMatchers 23 UIE X BEA ST HIRIN AR

* resourceFilter.resourceMatchers: resourceMatcher S(‘I%*&iﬂo WMREZEAPENZTT
?é, MeEN]zE% OR ZHEILE, SN TEANFER (LA, M3, hrads) Z(8)#% AND izR[IT

* resourceMatchers[].group: (F]i%) EifiEARIRA,
* resourceMatchers[].kind: (A]i%t) EIfiEAYERIEE,
* resourceMatchers[].version: (B]i%) Eifi7HY % JRhRZS,

* resourceMatchers[].names: (A]i%) ZidEHYZRRY Kubernetes Jt#k#E.name FEXHHIZ
#Fo

* resourceMatchers[].namespaces: (F]i%t) EiFEHIZE R Kubernetes JT#E.name FEL

FREYEn R =l
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* resourceMatchers[].labelSelectors: (F]i%) ZJRHY Kubernetes JT¥#E.name FELHEVAR
TR FRB, WEUTUEENX: "Kubernetes 14" o H40:

"trident.netapp.io/os=1linux" o

a0

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 1552 7 J5 "trident-protect-snapshot-restore-cr.yaml F X 4 HEEHE, A CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fEF CLI iE1RIE
SIE
1. BIRBEREAENGRTIE, HEESHTHNESRANERERNER,
° X snapshot " BEEEHGATEIFREBREI, SRUWT " <namespace>/<name>,
° X namespace-mapping ZBHEAE S ARHGRTIE, KFRGETEMSDIERNYBITGR

28], I T: sourcel:destl, source2:dest? o

f5an:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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EI2Trident Protect H11T5)F

WITHFR—MBENXERE, ERLKHEEENSRENAREFIIEERERIPRE—EE
7. B0, MREF—TIBHRENARER, WA LERRITERERRZBIEEFREHE
FEESS, AERBTMEMESS. XHERT NAREF—HAVIRE.

PUTHT 02

Trident Protect 35 Bl F/URMTHF AR, BHIUATENMIETIHL:
* TR

* RIS

© FidEth

C BHIE

© B

© BRI

MITIRR

HEITHIERIPIRIER, RITEBRSEMHRUATINFRE:

—_

- AHMERR B E XS FRITHSEHTE SRS LE1T. ERUREFSZIENETESHRENBEXM
BRIFE, BEXEERERFZRNIITIRFRLT ARIEE T AERE.,

- WIRER, WEREXHRGKRE, "THREZXTEMTrident Protect EEE X fFRGUFLERIER"
- ITEIERIPIR(E.
- NRERA, RERNXHRFRRAER,

- AEERNBE X R ERITHAHEEYNAR LETT. B UREFELIRMETERRENBENXNG
1RIFEE, ERERXEENNAITINFEL ARIEET AR E,

a A W DN

MREES MERREAMITES (FI50, RR) , NEEREXEEHIRITING. B2, FEXEH
FHRIRITIRF2ERIERN. Fla0, UTEREEMEREEEHFHEERRITIRF:

1. REREISFRIT

2. REBEHFHIT

3. ITEMAIEN

4. PITEDEEF

() sEnEETERERTE TR BN,

EEFHIERERRITESRAZ 5, ESMZBENERITH, &0 LEAkubect! exec’dn <
C) FHEMSHA, FEFFERBRARTHENG, MXERNREM&EOURREIN— &
LUET SN AR R RIGR R =iEl. MERBHED, AR BIEFEFRNITIIZIE
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@ WNRIREBHTHITEF AR BELSMIPR Kubernetes iR, NXLEBREEEEIRBHEHN UK
EELmERIEH,

XTEEXHITHFHEZRRHA
ENEHNBRREFHITERN, EZERU TR,

* ITHFHAERBASRIAITIRE. FEHRITHFAI US| BRE—HZ.,

* Trident Protect BRAITHF BRI A LIATHIT shell FIAMIE RS

* AR KNREIS 96KB,

* Trident Protect A1 TH# F & EME R X RBEMLES FEH TIRE. &N HIMERE.
BTFRITHFREER RO S22 AEFRH NN BEFNIIE, FAENZEEs R RERD

@ BEXPITHFRIETTE . WNREBNTEEXRITEBNEMDHIREBIRE, BHEIVETE,

MINREDHIRBIZIEEEFE, WNAVFHEEET. XEREEHERITEDPERANEET
REREE N E T,

WITH I IEER

SENNBREF ANSRIERITIERR, ERILRPITERRINSERRERZEFLEMES R, TIEEx
THRREAR LERBRRRRGEREREMREATAEBNNNAIZF (B4 Elasticsearch) 1RE M,
SRR AFEEPTHENERE (BER—ERME) HERNESR LETHTmSR. MRANBIMRITEBEIES D
JigeR, EfRETELE AND EERMFAGTE—IE. 8T HITENRSAILEA 10 MEEhTIES.

AN TEW RS LSS ER EN FETRLEEE TR R, S FS5FSLEN, BAREZRsL
BITHRERIAS, SIEBRMENRANERENFER 2 (RE2) 1BE, ZIEENZIFEEMETIRFHERS

AL IESR. B XTrident Protect FTEHITH F LIS FNIENFRAVEZRVFMER, BB "ENFRET
2 (RE2) iB&XHF"

@ NRFran B T ENSISEE AN EIE IR E S IR RIETTRITIE S, HEMENZZIFN BRI
FAERSRZET, W =EIiERNERTBiraR =8,
BITHF A

18] "NetApp Verda GitHub 10 B " N ERITR.FAFTER (40 Apache Cassandra # Elasticsearch) BYESHITE
. AR UEERFIHREEEE B EXRITEBNRE,

BIEHRITHF

TR UERUTHZANAREFEEZBEXIITHT. EEBRAEMEE. BB GNRT RERIZNITH
Fo
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f#H CR

B
1. BIEEBENXZER (CR) XMHHEHESH RN trident-protect-hook. yamlo

2. EE L TREMUCEETrident Protect IS EEFAC S

444

° metadata.name: (#18) Lt EEXFIFNEIF; BEACHIFREE— M E—BEBEEXHET.
° spec.applicationRef: (5) EiITHITHFHNBZERFH Kubernetes & #1.
° spec.stage: (Required) — M FTRFER, IBRMITHFROZTEIRIER M EBIETT. BIREE:

" I
.l

° spec.action: (Required) — PN FfI &, IETRHAITHFRERITARE, BRIGEENEAAITH S

TSERERILES, PIRE(E:
= Snapshot
- &
* RS

° spec.enabled: (F]i%) IERILMITHFEEEBRAHEZER, NRKIEE, WEIAEA true,
° spec.hookSource: (455) B2 base64 #wiZHY hook FIZSHYFRF &,
° spec.timeout: (A[1%) EXHITHFAFEITHNOHENETF. IVERN 1 9%, WRFKEE, U

BAINMEN 25 35,

° spec.arguments: (B]3%) — YAML 31X, BFIEERITHFNEE,
° spec.matchingCriteria: (i) —PMELANRHREXTIR, SMRENEE—MRITEFISIE

2o BMUITHFRZSHLURM 10 Mg,

° spec.matchingCriteria.type: (AIi%) B FARRA TS REMNF B, JeEE:

" BRER

T BERRIR

* Pod& ¥R

= PodLabel

* R TIE RN

° spec.matchingCriteria.value: (F]3%) A FARIRAI T ESRENF TR ENFRET,

YAML 7451



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook

metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:

astra.netapp.io/astra-control-hook-source-id:

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true

hookSource:

timeout:

e
napshot

10

arguments:

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName
mysqgl

IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

containerImage

podName
mysqgl
namespaceName
mysgl-a
podLabel

podLabel

podLabel

bitnami/mysqgl

app.kubernetes.io/component=primary

helm.sh/chart=mysql-10.1.0

deployment-type=production

3. IZFIEMARI(EIET CR X% fE, KA CR:

kubectl apply -f trident-protect-hook.yaml

fEF CLI
T

1. QIBHITHF, BESHOEERNE

HRPRER. fla0:
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tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FAETIITHT

TR UFETRITHFETIN, EERNEFTEFIEMSTHFRBIUXE Y. EREEREREE.
EIESIBR AN PRA BEF BN THITHFo

FHETRITHFEEMMNERTE:
1. QIRERED, ZEOIVERRHRENNED, MNMHEHFREHETHIE,
2. S EDBITRITHF
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TR QIRFREND
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHEGM RN trident-protect-resource-backup. yamlo

2. FRBE L TREM UITEER Trident Protect NS ¥ AL S

° metadata.name: (W 1H) ItBEXRBENRIR; BALHNIFEEE—E—HEEXHET.
° spec.applicationRef: (%) ERNHESIBZXZRF NI EIZFH Kubernetes & #F.

° spec.appVaultRef: ({4 55) FEFHHNEH AppVault BIZ R,

° spec.appArchivePath: AppVault AEER AT, EAIUERUTmSERIERE:

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath='{.status.appArchivePath}'

YAML 7451

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. THIEMMEIET CR Xf4f5, M CR:

kubectl apply -f trident-protect-resource-backup.yaml

A CLI
HIE
1. BIEEED, BESHHNESENEFETNEE, Fl:

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>

2. BREMRS. ERUEEFEALRGRS, EEHRIFTM:



tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. HINE BB

kubectl describe resourcebackup <my backup name>
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TR 2 BITHITHEF
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHESM RN trident-protect-hook-run. yamlo

2. FEBE L TREM UITEER Trident Protect NS EF AL S

° metadata.name: (W 1H) ItBEXRBENRIR; BALHNIFREEE— " E—HEEXHET.

° spec.applicationRef: (4F) HRILESEEDSE 1 PEIER ResourceBackup CR HHIR A
12 P B FRILAL,

° spec.appVaultRef: (#5F) HRILESEEDSE 1 PEIZERY ResourceBackup CR HHY
appVaultRef ITED,

° spec.appArchivePath: H{RILESEELSRE 1 PEIER ResourceBackup CR HHY
appArchivePath ILH,

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (Required) —1"FFF8R, IETRAITHFREBRMTARE, RIgIEENEARNITE
FidISsERILADS, mIRE(E:

= Snapshot
- &
- RS

° spec.stage: (Required) —PNFRE, IERMITHFROZTERIENHNN BT XXBFiE
TAREERMEHMM ST F. TIEEE:

" I
o Zis

YAML 7451

apiVersion: protect.trident.netapp.io/vl

kind: ExecHooksRun

metadata:
name: example-hook-run

spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post

action: Failover

451



3. ZFIEMRIEIER CR X5, MM CR:

kubectl apply -f trident-protect-hook-run.yaml

A CLI
iz
1. BIEFoHIITHEFIEITIEK:

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. MERITHFETRES. BRIUEEETIGS, BFIRETMR:

tridentctl protect get exechooksrun -n <my app namespace>
<my exec_hook run name>

3. #5R exechooksrun X &R UEERZIEMEBFRES:

kubectl -n <my app namespace> describe exechooksrun
<my exec hook run name>

& Trident Protect

NREE MR ABRAREITZTER™m, IREHEEZFRTrident Protect 2B,
Ef5FRTrident Protect, iBHITUTEE,

T
1. MIBRTrident Protect CR 14 :

(D 2506 REEEATREUSE,
helm uninstall -n trident-protect trident-protect-crds

2. %BRTridentfRiF:

452



helm uninstall -n trident-protect trident-protect

3. #4&Trident Protect 834 =/a]:

kubectl delete ns trident-protect
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TridentfITrident Protect &%

1EA] LUITE X B B — 1R ERINetApp TridentfITrident Protect 1%

TridentiE®

* 2025%5H9H:

2025%8H19H:

* 2025548158
* 202554 H14H:
* 2025548148
* 202553H31H:
* 2025%3H27H:
* 2025%3H58:

* 20255%2H8278:

* 2024%128128:
* 2024118268
* 2024F1MB118:
20245108298

* 2024108298
"{EH NVMe/TCP £ Amazon EKS AR B2 (LN AIEF{FEHAONTAPTE(E"

“fg5F Amazon EKS 14} FSx for ONTAP EIFHER S Trident/S "

"GEREIE—BNIE: EM Trident?E OpenShift EENL R ERA G RER"
"NetApp Trident5Google Cloud NetApp Volumes for SMB 1"
"F]FTrident 25.02 BYFt4TBIE NN SEIL Kubernetes ERIIFA TEE"
"FENetApp ASA r2 R Kubernetes HRTFf# 75 EAY5R ATHAE
“EFRFAYIAIERERBI1L Red Hat OpenShift =AY TridentZ2E"
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* 2024FE6H118:

"f&FH ROSA &Y OpensShift EEH#X4F1Amazon FSx for NetApp ONTAPSZBS 1 EF8 R A"

"fEFGoogle Cloud NetApp Volumes Flex FlAstra TridentSEEl Kubernetes o487 i#"
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Trident Protectii®

2025%5816H:

* 20255581601
* 2025558138
* 202555498

* 202554 H38:

* 2025%3H138:
* 202538 118:
* 2025%3H3H:

* 2025518158
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Al EBAXTridentCZZMEHITIREBIINEE, BHRERHBESHIXT, snapshotPolicy tRIEONTAPFIHE X
PR IR, TridentT/ARFTEMEITHISSRIRAVERIIRR,

HE L AEI Tridentfii EN B IR ERBHRE B 9 LLD?
=, ErI OB TridentiZ EFNE S E B 20 LE VAR =B R1ZEMEIREREI AN,  “snapshotReserve' [GIHE X X4+

HEM. INREEEE snapshotPolicy' 1 “snapshotReserve TERENX XS, REBEREBESLLZIREUT
FNIKER: “snapshotReserve' [FimXHFHIREINNE L. YR “snapshotReserve &GN B 7L EE,
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ONTAPRIABRIBIRE B D LLIEA 5% 1R “snapshotPolicy IERIETHEE AT, WIRBEREEHDHIEERN
0o

HA UERLEIRE R RHAERIXHG?
T, ERLLBIIRERIFRITridentEc ERVE ERIRIBE R, “snapshotDir [RIRTE XX RIS,

H AT LUEE Trident 9% 18 E SnapMirrori3?

B#i, SnapMirror@Z@iZONTAP CLI ZZOnCommand System ManagerfEIMERHITIRE

MERHFAE M E ZF ERIONTAPIRR?

EEEILREIONTAPIREE, BHRITUTEE:
1. FIEEFERIFIAENNBIZER pod B2 2.
2. ;@ $ONTAP CLI 8{0nCommand System Manager& 2 ZIFF ERIIRE,
3. ERM AR podo

TridentfEBEECE T A HIHEIRIEH SVM LEEEE?

BILAmiEE NFS RHEEIER SVM RIRESIZAFIIERE. ONTAPZBhERH TridentB VSR T HiI
. XARSSRNERELR, EATridenttZZNEN, EREEBURTONTAPE A HIIERE.

R ENE P AR EERSIERERS FRIT?
Kubernetes SR IFER 2T EIFEAFMHEL, B2, EAILUER Kubernetes B EREFMEFRRECH (816

TE—MECE) KIRFIE M HRTEPREFHENERE, BELREGRTEMNIEFERNIAR, H5%E
fEERIZRECAILE N 0o

BSPEHEPR
fEF L AR IR TR AR R L R SR E A Tridentdy B SEB B9 AL

@ WFE TridentBVEERD, BRI THSEIESZIFE tridentctl logs -a -n trident ATERHELIX
£ENetAppZIFERI T,

= WP HERR

* YR Tridentf@ T EZEBAZT (a0, ZHTridentieR7E...... FBf containerCreating MEE (E&BZLVTF
) IBIT “kubectl -n trident describe deployment trident #l ‘kubectl -n
trident describe pod trident--*+* AILIRHEZ N, IKEY kubelet BE (0, &EL
‘journalctl -xeu kubelet) WEJBEBFREEEN,

* YR TridentBEFHEEFRE, ERIUSHBEIEESHKBATidenttIEIRRR. -d RIBERREED
» BRESHRITS.

AREEIAAIRERBISE * /tridentct] logs -n trident FHIETE S "level=debug msg 7 HEH,
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BREEER

kubectl patch torc trident -n <namespace> --type=merge -p
'{"spec":{"debug":true}}'

X EFFATrident pod, XEIREFRE/LI YA, ERILUET MR R HEER P AGE Y RIGIEX —
Mo kubectl get pod -n tridento

&R F Trident 20.07 #0 20.10 kR A tprov & “torco
R Helm %3t

helm upgrade <name> trident-operator-21.07.l1-custom.tgz --set
tridentDebug=true’

{EF8 tridentctl 223

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

* AR A LUBE RN T ap 2 RIRBE N EHIIAILEHE. debugTraceFlags EENGEHRENX . H40,
B ‘debugTraceFlags: {"api":true, "method":true,} REXTridentBEFH ar1 JARBEF
FEER. MBREIwmAILE “debugTraceFlags BCEN “tridentctl backend updateo

* {#F Red Hat Enterprise Linux CoreOS (RHCOS) i, &MifR: ‘iscsid ELFn = tEBERH, HEHRIAE
MTFERBDN, XrlLUE S fEA OpenShift MachineConfigs SR1ELK Ignition ARSI,

* {FEATridentBy A RERIBEIAYE ILIAEZ...... "Azure NetApp Files"tgBBHP IR P IRZEIARENEREH
NAEREM. BXTridentERFTETIFR, 1BEIH"Azure NetApp Files"BeE .

* NBRBNRARRFLERERFE LBRNRM, BHR: rpebind BEREHIEEIET. FHRATVIRERKFAEN
R BEERHNERS rpebind EEET. EAIUBEEUTRE: “rpebind BIIEITARS “systemctl
status rpcbind SR EF%,

* WRTridentGHIREEXA T failed REZAIEITIER, BHFKRSHRERBETENRT S5EIHXEK SVM/E
BRERFAN. FEAUTAREHRGHEE tridentctl update backend 5{& 51— T Trident/H B FLAERR RIX

el

* WNRTE(ER Docker fEA R ERIEITRILE TridentfHBRINE R, E=IRERUTARLETrident: “--in
cluster=false J&1H, XEFMAERALERT pod, MMEEERUTRESHANERZ: trident-
installer B,

* {#F3 "uninstall parameter <Uninstalling Trident>" I F B BE1TAMEN%RE. BANBERT, ZBIEF<H
BRTrident@lIE289 CRD, HELEMEEZEITHEHES, HEMNERRELEREM,

s MNREAER BB R HRRR A Trident, 1BE&IEITLATARS:  “tridentct! uninstall #B&Trident®fV& <. TEHFIE
X4 "Tridenth"HER LT A RS “tridentctl install' 85 <2

* RERINGE, NRPVCEFRTE...... ‘Pending ME&, 3&1T kubectl describe pvc B LURME % X F Trident/y
fAIREENILPVCECBPVHIE Bo
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https://azure.microsoft.com/en-us/services/netapp/
trident-use/anf.html
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases

FERRERESE Tridentk Y

WNRIE(FFH Operator ZpETrident , MIARE . TridentOrchestrator TWHEE ‘Installing Z
‘Installed. MRIFME Faled MIRBIERATFRERTELEBITME, WIIETUTRISHEIRERRN

HE:

tridentctl logs -1 trident-operator

IBER trident-operator A2FHYAE R LUEHIAIEFATE. B, ESHREERIFES, AJETEM LFRECE
RN PRI A B8 1R 15

ETHRAMATridentZELK, ENIZEBUTHSA: TridentOrchestrator #fii,

kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPVG:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'
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IHEIRRBASF7E TridentOrchestrator B F &% Trident B2, BT &1 Kubernetes S8 HEHF — N Trident
?‘<1§|J, [tk Operator =HIRTE(E(RILA E BT BJEB R B —1NEEKRY Trident SEf5l, “TridentOrchestrator E8E#% !

A=
=0

tE5h, MEETridentiE RSB E AT URBESFERE BN,

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-csi-4p5kg 1/2 ImagePullBackOff 0
5ml8s

trident-csi-6f45bfd8b6-vfrkw 4/5 ImagePullBackOff 0
5ml19s

trident-csi-9g5xc 1/2 ImagePullBackOff 0
5ml8s

trident-csi-9v95z 1/2 ImagePullBackOff 0
5ml8s

trident-operator-766f7b8658-1dzsv 1/1 Running 0
8ml7s

ERILUBRMEE, BT —THSIMARHFERKRIAN, Al pod TiETE21IEK.

BRERXNAEI, {RRiZ4REE TridentOrchestrator CR. %, A LAMIER “TridentOrchestrator FiRIBEMT
BYERE X IR —NFREIE Mo

EATridentZfEXL tridentctl
AT EPHRHBENRR, EoBERETRERR. -afAZSHERABIARE, BENET fEin=prE:

./tridentctl install -n trident -d

fRRnE G, BRI TS BEERE, AR/EIT. tridentctl install BRHITER

./tridentctl uninstall -n trident

INFO Deleted Trident deployment.

INFO Deleted cluster role binding.

INFO Deleted cluster role.

INFO Deleted service account.

INFO Removed Trident user from security context constraint.
INFO Trident uninstallation succeeded.
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K2R Tridentf1CRDs
A SRR Trident AR FRA B8 CRD FAEXMEE N &R,

@ HARVETERUH. FRIERELFH R E Trident, TNAEXEM, EEAHIBFR CRD BYIER TE
#HTrident , JFSR"EE Trident"s

Tridenti2{ER
EHE TridentHE B TridentZERFHIEMIPR CRD, BHITLATIR/E:

kubectl patch torc <trident-orchestrator-name> --type=merge -p
'"{"spec": {"wipeout": ["crds"],"uninstall":true}}"'

fie
£ Helm E& Trident3 - EMIPR CRD:

kubectl patch torc trident --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"

<code>tridentcti</code>

& Trident/g, BWEMIPR CRD, 1&EEA tridentctl

tridentctl obliviate crd

Kubernetes 1.26 ixZ<, £/ RWX FRiAReZ=alit, NVMe T S EIE %M

MR IFITITHIE Kubernetes 1.26, MI7EEA NVMe/TCP #1 RWX B4 Z=ialt, P aBUHEERIESk
Mo UTARBMET NI HENTES E. &, ErILUE Kubernetes LR E 1.27 ks,

PR T 65 & ==[E)F0 pod.

MR RE— I TridentBIENGHRETE (NVMe FAE) HIMNEI— pod £, MREZMONTAP
Eﬁﬁ“ﬁﬂﬂﬂ[‘%ﬁ% =i, WEZIHMER pod [5, BUEFEFEIRESZ R, WERFZFN Kubernetes S2E¥ B H {th1f)
HEo

GBS AR

MERET REHIFAE (5ZeaTENE) , FREMR.

PRELUELIF
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If you block (or bring down) all the datalLIFs of the NVMe Trident
backend, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

GBS AR SR
Bl datalLIFs URE2EINEE,

EMFRanR == 8] BRET

If you remove the "hostNQON' of the worker node from the corresponding
subsystem, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

. IGESRRIRER
I hostNON IR[E]F RS,

L TAHA /S A “v4.2-xattrs”BY, NFSv4.2 B IGTEFHRONTAPEIR S “ TS
FHRONTAP/S, NFSv4.2 EPIHTESIRESR NFSvA 2 SHIIFTAERIRE EMBH HIR. Y va.2-xattrs

SVM ERBAIZED, fRRFEBA v4.2-xattrs EIMEFAKREIONTAP 9.12.1 SESHRAS, FRINER I
PR T 1B AR

=< FF

NetApp A Z M A A Tridentie itz 15, iR XRIZE (24x7) WFEE R 25 BB IFIEIN
, BIS0%0iRZE (KB) XEF Discord SiliE,

Tridentz$5
TridentiRiB IR MARASIR I = MEBINZ 1, BE NetApp AR H 7E X #3215,

2HZF
TridentB &% 2 B+ - M EN2E .
BRI
Trident?T 2% BEAGHIE 13 & 24 M AIRHEREMNIHE,
EESE)
Trident FUS 4RI TE A BHAGAYE 25 N A ESE 36 NTHARAERS
kiR s 2HZH BIRNZHEF B4 HE
"25.06" 2026464 2027464 20285614
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"25.02" 2026528 20274528 2028428

"24.10" 20255108 20265108 20275108
"24.06" 2025568 202664 2027464
"24.02" 2025528 2026524 2027%2H
"23.10" — 20255104 20265108
"23.07" — 2025%7H 2026 7H
93 04" _ 2025448 2026F4H
"23.01" — — 20265 1H
"22.10" — — 20255108
BH4ABRE

TS ERRNEEHRXESIE, BB NetappflilE (FEER) %

XX HF

BINTE LE—MNENASRAR AKX (BfETridentFZAR) . "Discord $iE" , XBEIREBEXIA
B—AR iR A 5 EEE S REITITECEXIERRF TS,

NetApp Rz HF

WFETridentdVEERD, BERAUTHMLEIESIFE tridentctl logs -a -n trident HEHEEZE
"NetApp Support <Getting Help>o

THREZER
* "Tridenti®z&"

» "Kubernetes Hub"
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o

Trident&O
THREE Z X T TridentFl F@{EMIROEE,

Trident®&

TridentfE A LL FimO1E Kubernetes RERH#1TIBS:

%0 B8

8443 REL@E HTTPS

8001 Prometheus 15#Rifm

8000 Trident REST fR$32%

17546 TridentsF1F# 25 pod EAMNEE/MAERN RO

@ LR IREFAUERUTHEEREE/MER TR "--probe-port 117, SHBAETIIETNRLE
BEMHIEZ B A %R,

Trident REST API

RE"tridentctl upviﬂlﬁlﬁ" X 5Trident REST API XENRERE S, IRERE,
B L EIZFE A REST s,

{aIB S5/ REST API
REST API &R F1E3E Kubernetes Z8Z A {ER TridentfEIH I —#HBIX IR R LTLE,

NTEFHNLZ LM, Trident 'REST API'7E pod Niz1TES, BERIAXPRTF localhoste BEATXf1TH, MREEIRE
Trident B9 "-address' £ H pod FLEFIRES .

£ REST API
EEEXL AP B9ARTA, BEEARES. (-d) EiR, ERZEE, BESRE"EA tridentctl EIE Trident"s
API I T{ERIZATF:

GET

GET <trident-address>/trident/vl1/<object-type>
FHIZE BB E MR,

GET <trident-address>/trident/vl/<object-type>/<object-name>

REGEEXN RAVIFAES.
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POST

POST <trident-address>/trident/vl1/<object-type>
BIEIEE R EBIITR,

* BIEMREE JSON FLE., BXBMURENIFMEEA, ESEH: FH tridentctl EIETrident" o
* MRNREFE, WITHESBEMATRE: BEaERRENR, MAAEEMNREREBSHEIRERK,
DELETE
DELETE <trident-address>/trident/vl/<object-type>/<object-name>

HIFREE R

(D SRR EEERBENESIGMSEFETE,; XEEXMRMfR, FZES, B8R EH
tridentctl EIE Trident"s

g mprinYil

TridentATridentymHEES IR T LN SITIRI, (&) LAE R X LR TSR B G RIERE,
HEIER

-debug
BREIRRE .

-loglevel <level>
BB HESRS (debug. info. warn. error. fatal) » BRIAETRER.

Kubernetes

-k8s_pod

fEAILLIEI S, "-k8s_api_server B Kubernetes X #F, &REILIG, TridentERBHEFITE pod B9
Kubernetes BRSS 1K P ZIEFREX R APl [RS528, RAE LU TridentfEA Pod 1E/E A T RS 1K HY Kubernetes S8+
PiEfTEY, A EABK.

-k8s_api_server <insecure-address:insecure-port>

fEF LI EY "-k8s_pod' B Kubernetes ¥, 18ERE, TridentFERREMNARLT AR OEED
Kubernetes API fR5528, X{E1S Tridentr] LAZRETE pod Z5b; BR, BINZIFS API [REZ[BMALLE
B, NTR2EE, 5B TridentE I BEFH LU TAMR pod #: "-k8s_pod' i,

Docker

-volume driver <name>

7EAfR Docker &4 AT EARIREHIZERE AR, EXIAN netappo

-driver port <port-number>
WIfEEwO, AR UNIX EEET.
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-config <file>

RIS, SA S E I iR EC B X A RIER 1o

"2

-address <ip-or-host>

$E7E Trident REST ARSZ2ZMZEITAVMINE, FOARAM TN, HIEFAH ENFHTE Kubernetes pod RIETT
BY, REST ##OFEM pod IMEBEREIAIE), A "-address " REST $#[OAEH%3&ET pod IP Hikitifia],

@ Trident REST ##0O7 UAL B AV SIFFIIRMHARS T 127.0.0.1 (3FF IPv4) ] [:1] HF
IPvB) o

-port <port-number>
$57E Trident REST ARS5 88N iaPfrRVim . EAINEJY 8000,

-rest

B REST ##0, BIANE,

Kubernetes fTridentx &

& LAfER REST APIHEID RN B NZ RN RE Kubernetes #Tridenti# 1T E. BJL
PMRBEHNRRAET Kubernetes 5Trident. Trident51Zf# LKz Kubernetes 51Zfi 2 [B]EY
K%, HA—LEIRIEIT Kubernetes HITEIE, F—EXWRE I Tridenti#HITEIE,

XEEMMA Z B AAIE E(ERRY?

BT7HXENR. EMNNARUKRETNARE, RERNGEHITEEL Kubernetes AR & HAVENF(EIE
K

1. BRelg: Per3|stentVqumeCIa|m BER—EHY PersistentVolume' B Kubernetes B4 E A/
‘StorageClass’ X2 EBIE R Z AL E T,
2. Kubernetes StorageClass S HEZ B 2247iR A Trident , HEEEIRTridenttlfAiERIEEE HNSE

3. TridentEE {1l B & "StorageClass' &#F18E, FFHRRTEIN Backends # *StoragePools &R LR 1%
=g

4. TridentfE CECMRIHECBZMEFHAIEM NI R . a PersistentVolume'7E Kubernetes 1, B4k
Kubernetes tNfAIEK. EHMLGIES, ETridenth, TSLHEIFEREZEINXZR, PersistentVolume LA
FRIFfEo

5. Kubernetes 4ff T PersistentVolumeClaim il "PersistentVolume. B&LATFEMERIARIE
“PersistentVolumeClaim iz F A EEH I S TRER TN Lo

6. AP 83 "VolumeSnapshot FIFBIIEBIPVCEH, “VolumeSnapshotClass iX&RTrident?Z7E [al&l,

7. TridentiR3I5 PVC XBkpE, HEERBIREIERZEMNRE, ©iEEET —1 VolumeSnapshotContent 5
7~ Kubernetes S0{aiR 51 RER,

8. P B LIBIEE “PersistentVolumeClaim & "VolumeSnapshot {EA KR,
9. TridentXIRFIFFERIRER, HIITSRIBRBAERNT B, PersistentVolume M “Volumeo
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NEHR—P THE Kubernetes XR, FHATBZRNEFIRUTRES: "HFFAE" Kubernetes X148
iX—F:ﬂzﬁo

Kubernetes "PersistentVolumeClaim Y&

Kubernetes PersistentVolumeClaim object & Kubernetes £8P & HEITEEIE Ko
PBRTYFOEMSEZSN, TridentiZAFRAFIEEUTERENERE, UEBSEERHRRETIRENMIAE:

MriE EIEIN SHMNIREIERE
trident.netapp.io/fileSystem XHRGR ontap-san. solidfire-san. ontap-
san-economy

trident.netapp.io/cloneFromPVC mEELE ontap-nas. ontap-san. solidfire-
san. azure-netapp-files. gcp-
cvs. ontap-san-economy

trident.netapp.io/splitOnClone splitOnClone ontap-nas, ontap-san
trident.netapp.io/protocol protocol 1E1{a]
trident.netapp.io/exportPolicy HOBER ontap-nas. ontap-nas-economy

. ontap-nas-flexgroup

trident.netapp.io/snapshotPolicy  |REBZRES ontap-nas. ontap-nas-economy
« ontap-nas-flexgroup. ontap-san

trident.netapp.io/snapshotReserve QBB ontap-nas. ontap-nas-flexgroup
. ontap-san. gcp-cvs

trident.netapp.io/snapshotDirectory [hBEEEFE ontap-nas. ontap-nas-economy
. ontap-nas-flexgroup

trident.netapp.io/unixPermissions  ynixA%fE ontap-nas. ontap-nas-economy
« ontap-nas-flexgroup

trident.netapp.io/blockSize AN solidfire-san

NRCIEZHIPVESE Delete RIBEIULERS, H pv HEKREY (BIREFM#IBR pvc BY) , TridentXRFEBIHIFR
pv MZHEE. MRBPRRIEERK, Trident=F pv FFEREK, HEHEIRIZIRE, BIIRIERIIHFOD
MiEg pv ALk, MBNARKEMER Retain HREAME, TridentRZRE, HREE? mz:M
Kubernetes *m:jﬁuﬁ/ﬁfib, MM ARFERBRE Z TN E#HITEOTINE, lﬁ/I%', g pv A&
HrridentBREHNE. ERIZER REST API BEMIBR. (“tridentctl) o

Tridentsz 3 {# CSI FLCEIESIRR . ErlUEIZSRBHBEBELIBRRZEINER PVC, X, RLAILL
3% PV B ERNE S EIAS UREBII R B E LS Kubernetes, FAfG AT LA X LEREB B B FHHIPV, HE On-
Demand Volume Snapshots & X5 A2 S Al1To

TridentiZX 12t “cloneFromPVC ] “splitOnClone’ BT A ZAERR, BRI LUMER XL TR PVC, M
Z=(FEM CSI £,

g0 NRAPBEEE—1EA PVC M mysql AP AILBIE— B R Heve” B "mysqglclone @I fEMA

AR, 30 trident.netapp.io/cloneFromPVC: mysqlo B 1 XHFRE, Trident=5fES mysql PVC
FNEE, MARMKABEES.
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BEERUT/LR:

* NetAppBRIN R ETNE.
* PVC REFEMNIZIFRFE— Kubernetes ss 2 ==ial, H B BEGHERMNTEHEL,

* BE%& ontap-nas M “ontap-san WM FIREHIEFEIN, RE pvc FRAREEREZEM.
‘trident.netapp.io/splitOnClone'sS ‘trident.netapp.io/cloneFromPVCo #
“trident.netapp.io/splitOnClone i & /I “true' Tridenti 2 E5XENE, MMERESHNERABRSHER
LR, BERANERKRT —LEENE, KIZE trident.netapp.io/splitOnClone EFHIGE A “false’
XEFMEI LU D EIRTE S A, ERANEEXRENREE ZEICIEAEIXR, FLERFRIELRRRES, TN
TERBERE. ERETHIEESN, IFRBEERERXN, AAMIHZERERESEERANAR,
B EMONTAPIR I F R P Z 5,

X ‘sample-input BR B & B A F Tridentdd PVC E X R, 1EERA XTridentE ERXSEHINZENTENR
BHo

Kubernetes "PersistentVolume X%

Kubernetes "PersistentVolume %W R AR —IREI{it Kubernetes B ERAMEMETIE, EMNEGRASHSERE
IR IRTE X,

@ Tridentgli& "PersistentVolume {RIEEELEMNE, BN REMEI Kubernetes 8%, BLFEE
TEEEN,

LIZBIE PVC B, $8R92ET Trident Y “StorageClass TridentfE BN NIZEREE— L, FRIZEE
—NHE PV, EECEBEEESMMENA PV B, Trident& &L TR :

* Trident= /9 Kubernetes 2£B—> PV &%, LUR—MATEEFHEIIAEZTR. TIEMMER, JMER
SEERERIR—FL R, X—RE<L AR,

* REXRNS PVC RAERMBEAN/NRAIGERE, BrRERE ENEBRRIZENADESE, BEIUATE

VAN
Ho

Kubernetes “StorageClass 3%

Kubernetes "StorageClass W& iB I ZFFEE, PersistentVolumeClaims' NIFEECE—HEM ., FELXEFIT
INBERANEESS, HUREREBERNANE N ZARE .

CREEBRFBEVUBNEBNA M EFIHRZ— B—PRTrdentEHHR,

Kubernetes "StorageClass & TridentfI 3} R BT KAGIX 1%
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters: <Trident Parameters>
allowVolumeExpansion: true

volumeBindingMode: Immediate

XLEBHE Trident 58089, BFEIFTridenttlfil HiZEEEE S,

EHEEXSHUT:
B it AR &R
Bt R [ 1T 2R F R ER 21 BERUTE4EERD.
FiEth map[string]StringList ARETAL RimB B BTIRN
B
B In7EfiE it map[string]StringList ARETIAL [RimBIREFEBTIRN
AR
HEpr1FhE map[string]StringList RETIL [EimBREFEBTIRN
BRE
FHEE M A EL AT RERVE BT LA R IR E M Kubernetes B 1.
EFhEMAEES
XEEBHORTE 7 NAERWLE Trident EIRMFEMREBELAEXENE,
B Egit] MNEN eyt K H......525
R string VIMEER. JBS Pool B&LLEE IBEMFEMAEESE ontap-nas
EE EIL;\EEM 12'&, /tbl:lgzyiﬁs N Ontap'nas'
SIERERE economy. ontap
-nas-flexgroup
. ontap-san
. solidfire-san
Vel string &, BB MEIFXMECE EBENERERZE E: énB ontap
FiE ; & 288
ontap #0
solidfire-san
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B% it

FimERy string
snapshots IRE
ez RE
mzE IRE
IOPS B

;' ONTAP SelectZRAEAZHFIHL RS

fHEM

ontap-nas

« ontap-nas-
economy. ontap
-nas-flexgroup

« ontap-san

.« solidfire-san

« gcp-cvs

« azure-netapp-
files. ontap-san-
economy

H, &

refit

BT X
Sy
ST IR
REE
?iﬁ%iiﬂi‘i?%%ﬁ
BRI
&

Pool BESSIRIETE
ILLSEEIRR I0PS

2K
RENGH

ERRIRENE

ERRARENE

EBRNENE

RERIET X
LE1OPS

FRE S

ontap-nas

+ ontap-san
. solidfire-san
« gcp-cvs

ontap-nas

+ ontap-san
. solidfire-san
« gcp-cvs

ontap-nas

« ontap-nas-
economy. ontap
-nas-
flexgroups. onta
p-san

solidfire-san

AERZHIERT, FMERNEZERZMEE; f0, BRELEESSHELRESHNEM. B2, Element 7#
MERAEREMHIR/NIRA IOPS KigE QoS fH, MAREAIBEKIE. AXMBERT, BRIENXBTERE

TFfifit.

BARERT, REJLAGER "attributes’ RIREMR, LURRIERSIRIFKAFE

TR GFA FAEME "attributes EHEERY.

WEfERE. Tridenta B &AWH+

WMRERIMB S TEER attributes’ EBohIRIERFGERIMF, ERILIERE storagePools
“additionalStoragePools' S8 AT i#—T At F, EEEEFE—AIFERIMTF,

EAILAfEA storagePools BB T H—FIRHEISEMAIEES LA NMES,

‘attributes . #AIIEIR

, TridentEATHUTAIRBIAHAIZZE: “attributes # “storagePools BBE S, Er] I EIhEREF—

NBE, WAILRRERMITES,.

&R LUER “additionalStoragePools’ kB3 BT E Tridentl FECERIMEE, MAE Trident iR,

“attributes’ ¥ “storagePools’ &%,

&R LAEA “excludeStoragePools’ BT imikTrident B FRIFEBENMEESHNES . FHILSHSEERFIE LA

Gy
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1f storagePools ' # ‘additionalStoragePools B#, BN ZBHRXAUTER
‘<backend>:<storagePoolList>, EMFE <storagePoollist> Ei8ERIHFHEMIIES DIRYIR.
B30, —MME “additionalStoragePools BIRERICHKIE

‘ontapnas 192.168.1.100:aggrl,aggr2;solidfire 192.168.1.101:bronzeo XS RIZZ SN
EMFIRENENREIRE, EAILUER tridentctl get backend FREVG im M ELEIZ AT,

Kubernetes/E 4

XL B X Trident{EChSEC B B ENEFFE M/ Fink B AR, Hk, XEBERZRM Kubernetes FAE
XFNEH. TENTRATXGRSACIRIENE, AJRFEXHRALAER, B0 xfsprogs.

Bt it NEM R MEXIFHEZR %Uzgemetes
XHRGIE string extd. ext3. xfs REMXHFRY solidfire-san ol
el « ontap-nas
. ontap-nas-

economy. ontap
-nas-flexgroup

« ontap-san

+ ontap-san-
economy

REFET R mRE H, & BRNERE ontap-nas 1.11+
APVCR~T#s% . ontap-nas-

1 economy. ontap
-nas-flexgroup
« ontap-san
+ ontap-san-
economy. solidfi
re-san. gcp-
Cvs. azure-
netapp-files

string IR, FEHEN ERAR#TE 25 1.19-1.26
HEE SEMISIE

%
I
i
HIF
2%

© X fsType 1iZB A TFIEH SAN LUN FRERIXHRSEE, Itksh, Kubernetes iFFE T LA
TMEE: fsType EFRERPRINGRAET. AJLUBE U TAREHERER:
‘fsGroup XY ‘fsType BI&&E. 155 1#"Kubernetes: 79 Pod S{ A2 ELZ S F FX"Ex
AR B HEFRENMEDR fsGroup iBi&, Kubernetes 3G “fsGroup X i E A T 54
RNAHE:

° fsType IR EEFEIEH,
° PVCEANBRARWO,
XF NFS ZEIREhTERT, XHRLEEEN NFS SHEMN—EBD1FEE. R TERA fsGroup 17
EKMAEBEIEE— fsType ERILUGHIZGE A "nfs SEAIETE,
EBRE KRINEE XY BNELIEE,

* TridentREREFBIRMET LN REIGFHEEENX, Bl#TridentfEM. sample-
input/storage-class-*.yaml ., Mff Kubernetes ZFi&EXESSFEHEN A TridentfZF &R
gl
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Kubernetes "VolumeSnapshotClass X &

Kubernetes VolumeSnapshotClass  ¥REMTF “StorageClasses., BIIEBITFENX ZMIFMEIET, FHH
HIREB5IA, MERBSPARENIRERERIXEKER, SMEREBES—MESREEEXEL,

—* "VolumeSnapshotClass' W EIE R E X SRR, CIREIRBEEN, EXWT:

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

iX “driver' [A Kubernetes 815 K& REBRY “csi-snapclass' 2 Tridentfb 2, iX “deletionPolicy & 24 &
IREBISERITAVIR(E, T ABY& deletionPolicy I8 B/ "Delete’ HUMIFRIRFERT, 1ZEEEE ERNERBITR UMK
BiREBHSERER. &, BHEIKEN Retain' Elk%E VolumeSnapshotContent’ H{R B ¥ IRIRER,

Kubernetes "VolumeSnapshot 3%

Kubernetes VolumeSnapshot object @BIEEMRBIVIERK, PVC KEXKAFPXNENIERK, EREBEUZEHFITI
B PVC BIZIREBRIIER,

HIRFIBREBIERE, Tridentx BaifEEmEIEESIRE, Hi@d IEZE—IFIRFRAFIZIRE,
“VolumeSnapshotContent BfY, ERILIMIER PVC SRR, HEQIEFHAY PVC BHE XL RERELIE
Bo

VolumeSnapshot W& d AR SIRE PVC Tk BMEIR PVC bR, REBNMASEE. HREE
(D) *EmEs PVC B, TridentR¥ilt PVC MEEBIICN EAEMIERE, BRSGEELH
o UPTEXEMRBERIING, & tamBik,

Kubernetes "VolumeSnapshotContent 3%

Kubernetes “VolumeSnapshotContent iZX R F M ERLERIE R IRENAIIRIR, ERUTF PersistentVolume' %
TIPSR FEERERRE, AT PersistentVolumeClaim'# *PersistentVolume™ H 8RB, WRE......
"VolumeSnapshotContent SR 5..... RF—X—HIBEI X R "VolumeSnapshot Z RIFKBIZEIRER,

X VolumeSnapshotContent’ WRESHE—IMRREBIIFAEE, Flwm: snapshotHandle o X
“snapshotHandle' @PV& #i#1 & FREYIH4FEE S “VolumeSnapshotContent B 89,

LHIRFIRERIERES, Trident27EEmMEIRIRER, REBEIETMKE, Tridentx#HITEE.
“VolumeSnapshotContent 31R , MG IREIBREEELS Kubernetes API,

@ BEERT, (RAEEEE VolumeSnapshotContent BB, BEFISMER, tbanfrE....."S
NEIRIB T TridentZ2 9MIIEER,
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Kubernetes "VolumeGroupSnapshotClass 3%

Kubernetes VolumeGroupSnapshotClass #MAFEMTF “VolumeSnapshotClass. ENEBITFEXZMTF
B85, FWEARRBSIA, WERBSHRBHMRBERIXELLR, SPEHRBES— P EHIRBIARXEL,

— "VolumeGroupSnapshotClass W EIE 51 7E X IAGZIRIRH, ERAUTEXIZEHRKE:

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snhap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

X “driver’ [ Kubernetes 18TE 1A REHIRIBIINPR, csi-group-snap-class ZEHTridentfbIE, X
“deletionPolicy 8 7€ X A PR IRERBY B ITHIIEIE, T ABIZ “deletionPolicy 18 E I "Delete” HfflpRIRERRY
, BARBHRUNGFEER ENEMRBOSEHR. &, BHIREHN Retain BEkE
"VolumeGroupSnapshotContent' H{R Z41IRIREE,

Kubernetes "VolumeGroupSnapshot &

Kubernetes "VolumeGroupSnapshot iZ3 R tIiZ Z N EMREBIER, % PVC KRB MNERIER—1F,
SAEMRBERP WA PVC 8B RBRIIERK,

HUREISAHRBIEKRE, Trident2BERIHEESHNARREIZE, HiBd IR — MR RAFZIRE,
"VolumeGroupSnapshotContent B#Y, &EaILUMIRER) PVC SIEIRER, FHECIEFE PVC R XL REBRE(E
BIRETR.

VolumeGroupSnapshot B4 EHIS IR PVC Ttk : BMEIR PVC #IBR, REBMASRE. il
() MEEXERENPVCH, Trdent2Hit PVC MEEETIIN EAERIRRE, EFSKEHRE
IR, HFEXBRBIRBIRE, BARELBEHIR,

Kubernetes "VolumeGroupSnapshotContent 3%
Kubernetes "VolumeGroupSnapshotContent iZ3 R FR M EECENEFRIRENIARE, ERMMUF
‘PersistentVolume' RRTEESEEE E B ECERIIRIE, ZR{IATF PersistentVolumeClaim'#] "PersistentVolume™ i £

BIREHN, WR=...... *VolumeSnapshotContent W& 5..... {RIF—X—HIBRST X &R "VolumeSnapshot iZ X &R
EREBIZEIRE,

X "VolumeGroupSnapshotContent' S R B & A FIniRIREBARIFHAESR, Fla0:
"volumeGroupSnapshotHandle' AR ZE R 4 _EFERIE S volumeSnapshotHandles,

HIRFIRERIERES, Trident2EEmEIEEHRE, SHRBOIERRKRG, Trident=#H{TERE,
"VolumeGroupSnapshotContent 31 %, MG IREIBRELS Kubernetes API,
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Kubernetes "CustomResourceDefinition 3%

Kubernetes BE X &JRZE Kubernetes APl AR S, ABIEREN, AFEMNRH#ITHHE, Kubernetes
SRR EX B BERFENRES, BB B TUTHRSRKRMXLERREN, kubectl get crds
Kubernetes K BENXZERENX (CRD) REXBMMN R THIBEFEERE THIBEFEMED, XEMELE N TridentZH
HIEEIET

Tridentfy{E A “CustomResourceDefinition' B F{RIFE TridentIt RATIRHIN R, Bl0Trident/Fif. TridentfZ i
MTridents, XEEXRATridentBIE, IEIh, CSI BIREBIEZRS|INT —LLENEHRBIIZERN CRD,

CRD 2 Kubernetes B9—f#95&, FRZEMNNRETridentBli@, 2 MEBEGIF, BERAUTAREIZGEHE
BY “tridentctl #8829 “tridentbackends 8132 CRD ¥ &1 Kubernetes 5,

X FTridenttYCRD, FEIZEFLUT/LA:

* ZETridentdy, ZEIE—4H CRD, FILUGEREMEMEAIRER —FERAXLE CRD,

* FHELUTAREF TridentBY “tridentctl uninstal {EHEd<E, Trident pod =#kxR, 1BEIEHR CRD A&
B, BB EE Trident" T RN Tridente 2 BRH ML FHIGEF AL E.

Trident “StorageClass X%

Trident3 Kubernetes SlIZEITAZAY7E(EE "StorageClass 18 E IR “csi.trident.netapp.io FTEM{ JAIHE ST, =
R RBRS Kubernetes BB FRILAZ, “StorageClass EFFfLFRAIITR,

@ M Kubernetes BY, XLEIFRETE Kubernetes BB BT E BN, “StorageClass' B/ ARE
FTridentfENECE 22 HVACE 280

FEENESHEN—RIIERK, TridentZFXLEERSFNEFHEHETEFEHNBMEETLE; NRTE, M
FhENRERREFHELNEEENERET.

SR LA REST API BIEEMEARLE, BIFENFH#EE, B2, XTF Kubernetes ZpE, FHATHAEE M
Kubernetes SEFIBYEIFRE( ], “StorageClass 4k,

Trident/SimX &R
EiRREMERHAE, TridenttH LECE®L; B TridentkfIR IEERERHENGR,

(D) SRETUATIRMEENAMHKLEEZ — B— R Kubemetes, "StorageClass B,
BXMANRXEHEHWESES, BSR: REER

Trident “StoragePool 3%

FEMARE T EHAIBTFRENFEME. X FONTAPME, XEWHF SVM ARE S, %t FNetApp HCI/
SolidFire, XN FEIERIEER QoS #lkk, ¥FCloud Volumes Service, XEMNN FaigtEmXiE, 81
FEHEE—ARSHEERNE, XEBMEX T EMa e EN SR RIPE.

SIBEMNRAR, FEBERENTRIGRZBMARNER,
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Trident "Volume 3£

ERIEEMNELRSET, SiEEmER (B30 NFS #£=) LI iSCSI #l FC LUN. 7£ Kubernetes A7, XLEH %
FRF PersistentVolumes, GIEER, BRFRTCEBEFMEEX (RESNIEBEAMUE) MK/,

* 7£ Kubernetes 1, XLEWNREZBMEEN, BAUEEXLEER, THETrident FIEEEE

o
@ * BIBRHH RECRIZR PV B, ABNAYTrident&SRKERH7 EEMFF KT, BERFRTridents,
Rz MR Z BRI RER,

GEEEX T BEEENAGNEM,

B4 3t ARG iR

version string RETL Trident API higZs (1)

name string AL Z0ENERIBT

FiEE string LA FCE SN EFERNFMEE

A/ string Bl BEENEHARN (LUF
TR

protocol string IS EFRIIMNEEL: X
R

REBE R string AATLL FERFFPHRZIR,
I Trident4E %

RERE string NN ontap (nas. san) #0
solidfire-*: EFENER
BFR

splitOnClone string AL ontap (nas, san) : ¥%
PEAEMER AR EHER

SRR ES B string AL gﬁntap-*: EEARVIRERR

RERES string AL ontap-*: AREBFZHE
Btk

H OB string RETLL ontap-nas*: EEAMNS
SR B

REBER WmR{E AL ontap-nas*: REBERZ
EEI

unixA PR string AL ontap-nas*: #J% UNIX X
R

A string RETIL solidfire-*: 3R/ XA\

XH RS string ABTLA X RGIHEE

Trident 6% internalName  BIEEN, XEERINT R, Bk, ELRMNEETSR (BRIAE) -
“trident  WEHAEEEFHREIZR) RNBERZR, MNMEINTERXNBZF <prefix>-<volume-name>o
REESMBITEITEE, BRERAATFNFR. M FONTAPGH, ERBEFRHERATIE (ALk, A
EZIFLEN <prefix> <volume-name>) o XF Element [5if, BE&K FIILBRANEF.
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el LEREEE @IS REST AP| HIZECE S, B1F Kubernetes ZPEF, KTt AZ AR EEBTEN
Kubernetes BI2ACE, PersistentVolumeClaim 7%, Tridenta2EEiBEiIEFEMAIELENR,

Trident "Snapshot 3%

REBESERFENERNEID, IRTEEMEHMEIRT, £ Kubernetes F1, XLEHEMNW T
"VolumeSnapshotContent #{k, S MRIRESS —NEBXE, ZERREBHENIRR,

& "Snapshot WREELUTE4:

B4 i) WAEIT iR

version et B Trident API kigZs (“1”)

name FRTE = Trident!RERIT REYZ IR

RERZ R FREH = ZE RS L Trident!REBXT
KRB

volumeName FRIEA = SR RBRIFABHRIT

volumelnternalName FRTE = FE RS _EXEXAY Trident
EXRBZT

(D) Kubemetes o, XEFQREHBIEN, BALEEXLEES, THRTrident HBBER,

% Kubernetes VolumeSnapshot "SI RIEREG, Trident WIFRIERERREFMEAL LCIBIREX
R, X ‘internalName IHRBXNREBBIHETRENB. snapshot-"# "UID B
“VolumeSnapshot ‘IR (fflgl, snapshot-e8d8al0ca-9826-11e9-9807-525400£3£660) o
‘volumeName'# “volumelnternalName i&:3 REX X 15 &E RV IE (S ERIET,

Trident "ResourceQuota” BHY
TridentsFHF#IZ/EFE— “system-node-critical’ (£t 4k Fk——Kubernetes A &= L TR F R ——LAHH

RTridentBEBBET R X ARAENIRFFEESE, H A FTrident daemonset pod EHRIBEEISHIEEFHIE L
TR BRI TS Ho

AT EMX—B4E, TridentR T —F "ResourceQuota R Trident<FiFi# 125 L #Y“system-node-critical” {5

LMKEBRHR. TRMIEBTIFHIZEZ ], Trident2Z 3, "ResourceQuota' 35, WMNRFKEI, NN
Bo

NREEBEWNRINZRECEF IR IEFHFHITEZITS], ErLER—1 custom.yaml AL E
‘ResourceQuota {# A Helm Chart BI3 R,

LIFE—" ResourceQuota MRMAE ETridentsFIFHIZERIRH,
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apiVersion: <version>
kind: ResourceQuota
metadata:
name: trident-csi
labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator: In
scopeName: PriorityClass
values:

- system-node-critical

BEXRRETNESER, BB Kubernetes: FIRELET",
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