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Azure NetApp FilesIXohi2FIE4E &
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EfF A TridentiR{EFR L% Trident , 1E%R4E tridentorchestrator cr.yaml "I%E&
‘cloudProvider | “"Azure", f5IY0:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

fe

LU TR RGIZETridentE3 cloudProvider ERAMIET &iFEESE] Azure SCP

helm install trident trident-operator-100.2506.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

LR RG22 ETridentH#H{TIZE cloudProvider "#7i2 "Azure:

tridentctl install --cloud-provider="Azure" -n trident

AKS =&

=B {3 Kubernetes pod BESEIEEAN TEMEH B HITEHRICIERIAIR Azure FBE, MEAHIREERXH
Azure EiE,

E7E Azure HFIB=B9INEE, BANMERUTRME:

* {£/ AKS BFZERY Kubernetes &&#
* 1£ AKS Kubernetes 58 EFCE T E & {941 oidc-issuer
* BREMTrident&3E “cloudProvider 385 “"Azure™ # “cloudldentity 8§ T {Ef AR



TridentiZ{FR
EFATridentiRER R &K Trident , 154R4E tridentorchestrator cr.yaml &E

‘cloudProvider &) “"Azure" HI&E “cloudIdentity F|
‘azure.workload.identity/client-1d: XXXXXXXX—XXXX—XXXKX—XXKXX=XXXKXXXKXKXXXXo

a0

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXxxxxx' # Edit

fE
ERUTIFETEISE cloud-provider (CP) 1 cloud-identity (Cl) #7&HIME :
export CP="Azure"

export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX—=XXXX—
XXRXXXRXXXXXX""

LR RG22 ETridentH#H{TIZE cloudProvider ERAMIBTEFET Azure “scp FIgE
‘cloudIdentity ERAMIETE “scI:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="SCI"

<code>tridentcti</code>
BERAUTHETEIRE =gl l =87 nSHE:
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—

XXXXXXXXXXK"

T RBZETridentFH#1TI&E cloud-provider "#7i2 “$CP, # cloud-identity & “$cI:

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* B “location @EED—N "EHEF MW", EiETrident 22.01hRZs, ‘location' B2 RIREE X HTNEN—
MAEFER, EIHPIEENMEEISE R,

* M Ccloud Identity f8& “client ID M— "HF DT ESD "HIBEIZ 1D
‘azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXX o
FR/ R ERIMEANE K
£0)# SMB &, U MAEUTHRE:

* Active Directory Bt & %1% F|Azure NetApp Files, £2&"Microsoft: BJiEFMEIEAzure NetApp FilesEIE
2589 Active Directory iEE",

* — Kubernetes 8%, B8 — Linux ITHI28 T m A ZE /D —1NE1T Windows Server 2022 BY Windows T
ETiso  TridentXZHHEHEIETTE Windows T 52 EHY pod B9 SMB %,

* EOFE—EE Active Directory EIEHITridentZ A, LAEAzure NetApp FilesRJ LA[A Active Directory i
TBHMIIE, £ smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* BE2&E 5 Windows BRSZHY CSI KB, EBEIE csi-proxy, BESE"GitHub: CSHUIE"S(HE "GitHub: EHTF
Windows B CSI X2 EHF7E Windows _EizfTHI Kubernetes T4,
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XEREANGIHIE, BIIEE, Trident2XIMECE N EFFIEZEIRZAzure NetApp FilesTz(i#
HINetApplk . BEMMFR, FHEHERBNBMEBEESR—MNEMFN L, ERN nasType & T "nfs' Bk
INEEER, FiRiEN NFS &#H1TEE,

NRIENFF451EAAzure NetApp FilesH#1TRIR, WWECEZIRHAERE, BEKEF, BRENTNENE
REERIMNISEE.

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus



71 AKS EE S

WEIREEEEIE Y subscriptionID, tenantID, clientID, #0 clientSecret 7ZEFRIEE &8

) XEERANER,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1

storageDriverName: azure-netapp-files

capacityPools:

- ultra-pool
resourceGroups:

- aks-ami-eastus-rg
netappAccounts:

— smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet

11



AKS =515

WEIHFBEEER T tenantID, clientID, # ‘clientSecret 7EFERA=E A, XEEZTHEMN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

BEREBTIRRINERSAIEE

SR B ER BT Azure 1 "eastus iIE "Ultra  BREM, Tridenta B &I B PERLAAzure
NetApp FilesBFREFM, HBENEEP—NFHERE— NS,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

12
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EIRECE S EMETE Azure R “eastus’ BB F 5 QoS REMBIAIE. * NetApp Trident 25.06 HHAJ AR
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version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anft
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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e E#H—T 4T ERECEEI RN FM, FEEENRT —EESEERINE,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:
- application-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
virtualNetwork: my-virtual-network
subnet: my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: "true"
size: 200Gi

unixPermissions: "0777"



REPVHECE

HEIHREEER M XAPENT S EFEL, SEEZSINREMNFHFRENRSES, HEBEE
Kubernetes FREIEZARXLELAITFIELN, XKIFEER. EIUTEATREUTERE D BT

performance o

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelevel: Ultra
capacityPools:
- ultra-1
- ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- standard-1
- standard-2
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EEMLEL, XEXEHM D KAREFELEF I LURHBNATHERTIR. X TFE&RHERHIKEMNATAKX
FENFEE, TridentZEFMAKEMAIBAXFEIES, BELZER, BSH"EA CSIHAFHS

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

FRERENX

T%l “StorageClass’ bR E XFEH 2 1E 8.

EATREIE X “parameter.selector i7ith

£ “parameter.selector {RE] LA E PN W RIETE, StorageClass' AFIEEEMEINN, ZEFEEBME NS
E X5 .
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMBERRHBIE X

{8 nasType, node-stage-secret-name , # node-stage-secret-namespace’
HFFEM Active Directory Z1E,

1R

158

BILUERE SMB B4
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

AN

Np &= E AR EREH

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN ERAFENER
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}

@ ‘nasType: smb ffi%ksz1F SMB HMTEE, “nasType: nfs 8 “nasType: null' NFSiZE28,



elf=I=rs
AREREEXHE, SITUTHS:

tridentctl create backend

-f <backend-file>

NREHRSIBERY, NEkEEFERH, Erbli@diEiTl T

tridentctl logs

EERMAM ERE X HFRRESE,

ERILIB R TRIE S L.

SEERSLURERE:
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