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* "TridentfRIPEK"

Z3ETrident Protect

Trident{RIFEK

B4, BRIEENETHE. NAEFREE. VAEFRMTFINIES E&ME. HEREN
IFE 5 B ZF 2= T Trident Protect BYXLEE R,

Trident Protect Kubernetes &£E¥F# A4
Trident Protect 5& £ EEMBIEER Kubernetes F=im¥ks, 8.

* WO a& M Kubernetes BRSS (EKS)

* B Kubernetes 5|% (GKE)

* Microsoft Azure Kubernetes AR3% (AKS)
* 411§ OpenShift

* SUSE Rancher

* VMware Tanzu = A &

* 3% Kubernetes
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* Amazon FSx for NetApp ONTAP
* Cloud Volumes ONTAP

* ONTAPTZEEFE5!
* Google Cloud NetApp Volumes
* Azure NetApp Files

BRERENEEEEHEUTENRK:
* HIREIE R £ HINtApp B E AN R Trident 24.02 SYEEARA (BN Trident 24.10) o
* BHRIRIEIANetApp ONTAPZE SR,
* ERREERE R TEHES DN REMER.
* QIBEI R BT REFS N B EE BIRENEA N AEFHRETiE, Trident Protect A2 REBIE
XtmEZTE;, NREEBEXEFRPIEE T AFEENGRTIE, MHRIERFRK.
nas-economy A= EK

Trident Protect Z#XJ nas-economy H#H{THEMHMIMEIR(E. BIIAZIFRFIRE. 5efEFMSnapMirrorE )|
nas-economy %, EEE IS5 Trident Protect —2{ERAMIE 1 nas-economy HREAIRBE R,

REVAREFSEARBERNERRS. WTXENVA, GFEEITONTAPEFERS LET
AT e KEgRIEE R

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

R U@ 3381 nas-economy BIETTUA T ar S RBRAREBER, HEMSE <volume-UUID> EHAEE
MBYER UUID:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ A LUE IR ETrident/ S inECEIRIN, AFMERIABARIBER. snapshotDir | “trueo
MBELRARZR,

£ KubeVirt R RIPEUE

Trident Protect 24.10 #1 24.10.1 R ESRASTEFIFIZITE KubeVirt VM LN BAREFE, TAERFRRE. HF
X NRDS, EERE] E SRR ERRIE B AR B R XS R FRENRRERL,

() tEtrmi2fEsE, 4E VirtualMachineSnapshots JIEEINHL (VM) QIRREIBRE S A IR,

Trident Protect 24.10

Trident Protect 24.10 TEEUERIFI2(ERR B A= B 5hHfR KubeVirt VM XHRFEHN—HEIRE, tNREE6E
F3Trident Protect 24.10 {R3F &89 KubeVirt VM #3E, NMIBEEERITHIBRIMREZBIFIBRAXGRAELE/
FRERINGEE, AR LIRS R AT —EURE,



&R AL B Trident Protect 24.10 R EEEIERIFR(ELRE) VM XERFRRENRR, "ILE R REER
U<

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 x5 iRk Z4s

MTrident Protect 24.10.1 744, Trident Protect STEEIERIF12(ERR B B REM AR R KubeVit X RSG, &
WA LMER U TaSZALLBmTA:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

SnapMirrorE fl|HYE R

NetApp SnapMirrorE &lIZhEER] 5 Trident Protect BR & 1ER, EH T LU FONTAPARR SR
* ZHIEREMINetApp FAS. AFFFIASASEEE
* NetApp ONTAP Select

* NetApp Cloud Volumes ONTAP
* Amazon FSx for NetApp ONTAP

ONTAPEEEXtSnapMirrorE HI I EK
WRIETRIE R SnapMirrorEHITHEE, BHAREEIONTAPERHE U TEXK:

* * NetApp Trident *: fEFONTAP{EANEIRARSHYIR Kubernetes S£8#F1 B#r Kubernetes 5£8% L EBAZNTE
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FHTERESE:

° ontap-nas. tkan $&E
° ontap-san: iSCSI
° ontap-san. FC

° ontap-san: NVMe/TCP (R{EEKONTAPhRZ 9.15.1)

* YFAENLE: FEALBUERIFERNONTAP SnapMirrorS & F el IEATTEIR ONTAP E£E8£ M BARONTAPEEE E/E
o 3EZ0% "ONTAPHAISnapMirrorifF Bl A" 7 #RE 1= B

MONTAP 9.10.1 748, FREFEIIEXLANetAppIFRIIESfF (NLF) BUZE03 MY, XRB— 1A AR ZIneE
BB, TEBIFE"ONTAP One MiHHIFRIE" T REZER.
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MNetAppZ& £ Trident Protect
P
1. #hNTrident Helm € :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. /A Helm &3 Trident Protect, 1XE “<name-of-cluster>"SEB¥ ZFRIS DA LR, HATIRINERMN
ERFIIREE:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2506.0 --create
-namespace --namespace trident-protect

MFAEEMERZETrident Protect

WRER Kubernetes £ T ATA IR BN, &R LUIMFAR RIS G ESETrident Protect, 7EXLERfFIA,
BEREESPNEBRNEFETNEE:

p
1B TFSRGRIE R A B, B, ARRBEBERIENMEHRECE:

netapp/controller:25.06.0
netapp/restic:25.06.0
netapp/kopia:25.06.0
netapp/trident-autosupport:25.06.0
netapp/exechook:25.06.0
netapp/resourcebackup:25.06.0
netapp/resourcerestore:25.06.0
netapp/resourcedelete:25.06.0
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

f5lan:

docker pull netapp/controller:25.06.0

docker tag netapp/controller:25.06.0 <private-registry-
url>/controller:25.06.0



docker push <private-registry-url>/controller:25.06.0

. BlIZETrident Protect ZZifmp & 5|a):

kubectl create ns trident-protect

- BRAMER:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

- QIEATAEEMRE M IIERAIEVER:

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

. #h0Trident Helm B

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

- BIE—DRBAINXMH protectValues. yamlo BHHREREE LU T Trident Protect 1XE :



image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. f£F Helm %% Trident Protect, $& “<name_of _cluster>" B Z MG HECAERE, HBATFIRINERMN
ZFIRE:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2506.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

%3 Trident Protect CLI i&H {4

&BI LIER Trident Protect e 1THa1E, ©ETridentt— N B, tridentct! BT 8IEEF
5Trident Protect HE X & & (CR) xﬁﬁ’]:‘—ﬁﬁ&ﬁ'o
Z%ETrident Protect CLI $E {4

EERGSITERERZE, EERETEERATIHREENITEN L, RIBENYZEERE x64 IXEARM
CPU, BREBUTTRFiEE



THIEATF Linux AMD64 CPU Y&+
i
1. F&(Trident Protect CLI #&{5:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-linux-amd64

THIEAT Linux ARM64 CPU RYE
HIE
1. & Trident Protect CLI #&{5:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-linux-armé64

THIEATF Mac AMD64 CPU HidE
i
1. & Trident Protect CLI }H{4:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-macos-amdé64

TEIEAT Mac ARM64 CPU i {4+
B
1. F#Trident Protect CLI &4 :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-macos-armé64

1. BFREG ZHESXAAATAR |

chmod +x tridentctl-protect

2. BiEH THEIX - EHE PATH IMEE 2R EXMME, 1M, /usr/bin’ZH#E °/usr/local/bin (&
AREREESINR) -

cp ./tridentctl-protect /usr/local/bin/



3. IEBRILUER M ZHHIXHEFFEE B RPHRMIB. EXMERT, BWRKRZUESRNEE
i) PATH IfiR 2!

cp ./tridentctl-protect ~/bin/

@ R EHIE PATH IMEEEHRENMIE, BIFEIRAL T < RER XM, tridentct-
protect' 5{# “tridentctl protect' MfE{@th s,

& ETrident CLI $H4EEE
f&a] LAfE B 3E M A BRI ES BhThBE SRIRENE X i ThaE By I 4N EE Y«

p
1. EREBIREE R ERER:

tridentctl-protect help

BR&< Bt
L Trident Protect CLI #ift/5, ERILIAFELRSBERABMEINEE
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79 Bash shell B Bnhi#h2IhEE
STIE
1. FH SRS

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-completion.bash

2. ZENAFPERTE—RER, BFEREZE:

mkdir -p ~/.bash/completions

3. B THMMIZATZENE "~/.bash/completions' B & :

mv tridentctl-completion.bash ~/.bash/completions/

4. BLITITHRME ~/ .bashrc & E B RIS

source ~/.bash/completions/tridentctl-completion.bash

79 Z shell BB
S
1. FESERIE

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-completion.zsh

2. ZEMNAFERTER—NNER, BTERHZE:

mkdir -p ~/.zsh/completions

3. BT HMMIZATEENE "~/.zsh/completions' B R :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. BLATITRME] "~/ zprofile 18 B R A4



source ~/.zsh/completions/tridentctl-completion.zsh

=

TRESF shell BY, &EaJLUER tridentctl-protect it #1Ten S Babib 2,

E4|Trident Protect &3
A LLEE X Trident Protect NEMIABRE, LUBEEIFEMISEER,

}EE Trident Protect B 22:& R IR4

L3 Trident Protect [, E0]LUEAEIE X EFRIEE Trident Protect B2V R IRIRE ], 1§ B R IRMREIB] LUIE
#lTrident Protect 1&{/FIHFESE B R RIVEE,

p
1. BIBE— PR AXH resourcelimits. yamle

2. {RIBERIFIRER, EXHHIETETrident Protect & 23 HI 25 RPRHIIZIN,
UTRAREXHERTAAKRE, HESE TR RRFINERIAME:

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:
limits:
cpu: ""

nmnn

memory:

nmn

ephemeralStorage:

requests:

mn

cpu:
memory: ""
ephemeralStorage: ""
resticVolumeRestore:
limits:

mwn

cpu:



nmn

memory:
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeBackup:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

memory: ""

ephemeralStorage: ""

3. MFLL A “resourcelLimits.yaml X1 :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelimits.yaml --reuse-values

BEXRE ETFTXAR

L Trident Protect f5, &Ea]LUERELE X 4FREK Trident Protect 2889 OpenShift &4 T3 (SCC)s.
XL HRE X T Red Hat OpenShift E£85H pod HIZ £ R,

p
1. QIE—1 B ANXH sccconfig.yamle

2. FEXMHHAIN SCC W, HRBEEIIFRRERENEH.

UTRFIETRT SCC IR SEEIAE:

12



SCC:

create: true

name:

priority: 1

TRER T SCCIETAISEL:

2

create

name

RAEI

3. WALLTE “sccconfig.yaml X154 :

trident-protect-job

iR

MERST I LLEIE SCC HiR, X

Y “scc.create i€ BN “true’Helm

LZEIIFERIRS OpenShift 315,

WNRARZ1E OpenShift £izfT, 3%

EHNR “scc.create B E N false’
RS Bll32 SCC &Eio

FEESCCHIZ R, =XERIPTIE

Ha%E SCC MLk, MELRS 1
BISCCHIATMALRIRIRAISCC
BTG,

EINN

true

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

sccconfig.yaml --reuse-values

X BIEENESBREIAE, sccconfig.yaml X4,

FoE H{thTrident Protect fEEIZ &

1&RI LLB E X AutoSupportig EM e 2 FETIB LR B B EE R, TRIEAR T AIANEESHC

2
BEpsFFAE

B ARE

BEFEER

il iR

string JINetApp AutoSupportiEiZEiE
¥ URL, fEAILINEEETRIEARS
B FE EE, 7.
http://my.proxy.url o

wm/RE 1S E N Bid AutoSupportCIEIEIZR
TLS " true » (NEAFALZEN
RIBEE, (BN false)

/R{E BR%ZAS HTrident Protect

AutoSupportiR4 8 L&, KB N
false SHEN EEINREEZEH,
BISMIATTUFNERSZIFE, (
ik true)

13


http://my.proxy.url

W

54
SR iEER

restoreSkipNamespacelLabels

Ra] LMERA YAML BCE 2k aksn

£ YAML 14
HI
1. QIB— M EEEXGHEE

2. FEIENXMHEF, FINEREREXHEE IR,

autoSupport:
enabled: false

KA
string

string

LITIRSECE X EEE T

BR8N values.yamlo

proxy: http://my.proxy.url

insecure: true

restoreSkipNamespaceAnnotations:

restoreSkipNamespacelLabels:

3. IEERZ G values.yaml BB & IEMERN XXM REE X4

D%

EME D IRE R HRE
ZEERHES DIRYIR, AIFE
RIE RIS R =08l

BEMED RS IREPHPRAY D
T EFEZNESHRIITR. RITFE
*E*E*T\_V_ /;L,\Flljg E—'Jo

"annotationl,annotation2"
"labell, label2"

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f values.yaml --reuse-values

£/ CLI &
BB
1. FEUTHS

--set ATFIEEZNSHNE:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect \

--set autoSupport.enabled=false \

--set autoSupport.proxy=http://my.proxy.url \

--set restoreSkipNamespaceAnnotations="annotationl,annotation2"™ \

--set restoreSkipNamespacelabels="labell, label2" \

-—-reuse-values

14



¥ Trident Protect Pod FREITEISET S L

ERILAEA Kubernetes nodeSelector T RIEHFLIR, RIET mARZERIZHIPLE T3 R B HAKIETT Trident Protect
podo ZRIANIERT, Trident Protect (XFEFIE1T Linux T s, ERILURIEEEH—F B E XX LERHIEZHF,

Bt
1. BIE—B AR nodeSelectorConfig.yamlo

2. FEXHFHAIN nodeSelector T, FHBAX A LURINSENT 275, MTRIEEIFRFEZHITIRE],
Fan, UTFXHEERIARRERSRG], ERBH M EKISNNREF AR

nodeSelector:
kubernetes.io/os: linux
region: us-west
app.kubernetes.io/name: mysqgl

3. WA LLTF{E "nodeSelectorConfig.yaml 3 {4 :

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

X EABRHI R A ETEIREPISERIPRS]. “nodeSelectorConfig.yaml X {4,

=12Trident Protect

E1®ETrident Protect X H 1401154

Trident Protect f§£F Kubernetes BYEF A EBIARIIEH] (RBAC) =8, EIANERT,

Trident Protect et — PN RAG M ATRIREXRBIARS K, IREVALRIBERZ

ARSISFENLZSER, NelLERTrident Protect BY RBAC IhRER E s AAihis s 358

Fen &= | BVIHIR,

EREIERBZAAEWNBIANEZRRIFRIMPR, trident-protect @52 =08], FERILUABIFRA Eithep & =Fialm
Loy

E#éi}?\o BTN R RN AIEFRAR, ERECEFIIMNISRTE, FHBRRNNARERRMNEIXERE =8

HAR, RANERT, ERAFEHTEEZNAREFBUEEEZEIEK (CR), ‘trident-protect ss & =(E], EFE

BARENAREFOETETEIRNAEFMIEERE CR (RERBEESHXENNAEFERS & EHEIE
N AEFHIEEE CR) -

15



REEERA LN AB M Trident Protect BEXZRM R, HAEIE:

* AppVault: FEEMERFEIEEIE

@ * AutoSupportBundle: UgEfstn. BEMEMEUERAITrident Protectih#E

* AutoSupportBundleSchedule: &EIEHEUE T

HIESEHEEAETAERIIEES] (RBAC) KX REVIARREIEEE S TCE N,

BXETABNNIAESR (RBAC) A EEN ZRMa R TERILENESER, HSH

RBAC X#4" ,

BXIRSKFPIER, 1555 "Kubernetes ARSIKF 314",

. EEFARFBIRRR

"Kubernetes

B0, —MELEEREES. —HIREAFAN—ATEEHRERAF. SEEERBTHUTES, USIE—IK

15, HhTiAMhiERAE 8 REnRoEaESBmR T RINE R,

TE1 tEaTEUESS MENER
IEa R TR LULRMIZE LD BHRIR, HEFMITHIER LIS XEH R,

p
1. AT R =(E:

kubectl create ns engineering-ns

2. AHHERALIES R TE):

kubectl create ns marketing-ns

SR 2. QIEHRSIKE, UWESE I aITEPNERAITRE

TeIRMS N R T EEHHEE — M EOARSIKE, EBENZASIRAFAHSIR—MIRSK,, UEERGERN

Bl —B TR Z 8% DA PR.

p
1. R TIZHCIER— ARSI

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

16
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

2. A EERASIE— N IRSKA

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

S8 3. ARG KF IE— N EH
ARSIk P ZIRATXARS KA HITH IR, MREEHE, JLURMBBRHEREIE.

p
1. R ITERSIKF IE— A

apiVersion: vl

kind: Secret

metadata:
annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. NEHRSKF EIR—EA:

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

$I2 4: BIE RoleBinding 1%, ¥ ClusterRole W RHFEF G MRS M,

L ¥ Trident Protect BY = 8IE— 1 ERIABY ClusterRole 3%, &0] LUIEL I A RoleBinding 3 &R¥G1tt
ClusterRole 48 ZIARS MK o

p
1. BEFAEHED TIRRSIK,

17



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. BEEABHTEIEHRSIK,:

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

S5 MIRNAUR
MR 2 5 IE .

p
1. BIATRRAF A AR TERR:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2. WIAIRRAR T EBRHHERRR:

18



kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n marketing-ns

T 6. RT3 AppVault IR EIIR
BRITEMNRBEFHIEEETS, SHEELFERTZTAF R AppVault X KRBIER.

p

1. BUEEHN A AppVault FIZEAAEHY YAML X, LURF AP 3T AppVault BIiARITER. B30, LT CR#BEF
BB Pt AppVault B35 18)AX R eng-user:

19



apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. QIEHNAMAE CR, REMEEREBR TR TEPFERRIILER, Flan:

20



apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:
- get

3. QIBHNAABYHE CR, BIURHEZIAF eng-user, I30:

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. BEIAMURES Ef.

a. 2K EMEHRRTEL AppVault HRIES:

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

BNIZEB RN TABRYESL

21



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. Mt AP B S A LEREME IIRE B UHIREY AppVault E8.:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

BNIZEBEIE M TRASRYESL |

yes

ﬁ:l:

%5 AppVault I REYF P RZBEAE R FIZANAY AppVault ISTRIFITR AIEF IR EIRZIE, HERRIZAEBIH
[ ECRYEn & SRR Z SNV FRIR, S0E eI M A AU R

BT Trident{RIFZ R

&R LUfEA kube-state-metrics. Prometheus #1 Alertmanager FFR T B ¥ 415 Trident
Protect fRIFHVZRIRRIEERIR)

kube-state-metrics fRS3 M Kubernetes API @5 £ Riigtr. B E STrident Protect Z55 1, vrILIEREXIFIR
I:Fl I}_'ikll_:\E,Jﬁ%1§Iu\O

Prometheus E— 1T EE, ©ELUIEIL kube-state-metrics £ HVEEE, HISHEN AXFXENRN S TFiF
iyLE’JTEE\o kube-state-metrics #1 Prometheus HERM T —HM 7%, L&A LUGEIEE B Trident Protect EIEHY
/}_E,Jﬁ\@jk/ﬂa*u’iklu\o

Alertmanager @—1ARSS, ©RLUIEU Prometheus ETHELENER, HIGE(1RBIEERENBEIRMIE.

XESRHREASHNEENESNESE; EFEREBCHIRRHTEENX BFERAUTEAX
A LURER B (AR5 BAA] 3245 -

@ * "kube-state-metrics 4"
o "B RKIEHTORY"
* "Alertmanager 14"

TE1: RxnirTA

FE{E Trident Protect H B AR RITE, BHEELREMACE kube-state-metrics. Promethus 1 Alertmanagero.
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https://prometheus.io/docs/introduction/overview/
https://prometheus.io/docs/introduction/overview/
https://prometheus.io/docs/introduction/overview/
https://prometheus.io/docs/introduction/overview/
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https://github.com/prometheus/alertmanager
https://github.com/prometheus/alertmanager
https://github.com/prometheus/alertmanager
https://github.com/prometheus/alertmanager
https://github.com/prometheus/alertmanager

2% kube-state-metrics
B LAER Helm &% kube-state-metrics,

HIE
1. 70 kube-state-metrics Helm chart, 5I40:

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. % Prometheus ServiceMonitor CRD [ B ZI£EEF

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. 79 Helm chart 81— MEEEX M (30, metrics-config.yaml) . EAILRIBEESFEBEXUTR
BIEcE
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4

24

metrics-config.yaml. kube-state-metrics Helm chart it &

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces: ""
# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

BT ZBE Helm chart k%3 kube-state-metrics, F180:



helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. ¥ZBB LI T IHBRECE kube-state-metrics, A4 Y Trident Protect EFARY B E X A
metrics BRENX R BEXHE" o

%%t Prometheus

EA] LIRBB LU i BE% % Prometheus: " % K{EHTSIRY"
L4 Alertmanager
e IR BR L TR BAR % Alertmanager: "Alertmanager 344"

TR 2. BEERIETAUMEBEIE
ETniETRRE, EREECIIUERDREIE,

i

®

KIBRIIETTR: "kube-state-

1. ¥ kube-state-metrics 5 Prometheus 5. #s%E Prometheus BCE X (prometheus.yaml) FH7RM

kube-state-metrics IR 15 8. #40:
prometheus.yaml: kube-state-metrics fR555 Prometheus B95E7K

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'

static configs:

- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. EZE Prometheus FZREEHEI Alertmanager. 4R%8 Prometheus EZE X4 (prometheus.yaml) FHFHRMM

LAUR 8RS
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https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
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prometheus.yaml: [ Alertmanager &XiXZ#R

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093

ZR

Prometheus IFERTLAM kube-state-metrics YNEREHR, FRILAM Alertmanager KX ER, IMTEERI LARCE WL
F M EEIRU R ERR ZZETIHE,

TR 3. ERELIRMERET
REFTAMNEI G, TFREEMLEXENEESMEAER, UNERMZAEEIHE,

ERRG FRRK

UTFRBIEXT — 1 RBER, YEMBEXNERIRESIREAN I, ZEREEME, ErorFSs5HHE
KAtiEl, &R LLEE XM RAIULERZNIAE, HE YAML KB EESEENMBES, prometheus.yaml
BB S5

rules.yaml: EX&F7HKKE Prometheus £

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}

for: 5s
labels:

severity: critical
annotations:

summary: "Backup failed"

description: "A backup has failed."

B2 E Alertmanager LU EIR L X B HthRiE

,UEJL,{@EE Alertmanager, FERBRAZZIHMERE, HIU0EBEFEBH. PagerDuty. Microsoft Teams Z¢HE it
BEIRSS, REFEREXHFTIEEHENEERIR], alertmanager.yaml XX {4,

LITFRIECE Alertmanager [A Slack $TE &R IXiBH . ERIEEWIFEBEXIRE, BERLTE: “api_url
ZRE S EIFERFEAR Slack webhook URL :
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alertmanager.yaml: [ Slack & %X ZR

data:
alertmanager.yaml: |

global:
resolve timeout: 5m

route:
receiver: 'slack-notifications'

receivers:
- name: 'slack-notifications'

slack configs:

- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’
send resolved: false

4 i Trident Protect X361
Trident Protect fEEI2 R AEW LB S M NetAppiFHE AN EAIRGE, SIEEXTE

BERNNVARFNAS. BIFMEIMEE. IREEEZEIEEK, W LIEREEX
IR (CR) XX H5E EL EINetAppHFiL = (NSS),
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28

£/ CR 8IEFE
B
1. SIEBEENZKR (CR) XMHHEEMBZ RN (¥, trident-protect-support-bundle.yaml

o

2. RELTREM:

° metadata.name: (#18) ltEHEXFIFNEIR; BEAEHNIMREEE— M E—BEBEREXHET.

° spec.triggerType: (Required) HE ZIFE R I BV EMIEBIZIT IR, TTRIFVEEEERETE
HADFER 12 =, AJEEE:

* Bitkl
* Fof
° spec.uploadEnabled: (F]i%) ITHIE M IFEEEE NG H FERINetApp it =, MRFKIEE
, MEKIAA false, AJEE(E:
= true

* false (BAIAE)

° spec.dataWindowStart: (F]i%) RFC 3339 SN HEIF R B, BEEXFEPESNEESONF
YRR EHHBFNAYE), WNRKIETE, NMBKINA 24 B, EREALUEENBESEER 7 X

YAML 751

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. I EE 522 5 “trident-protect-support-bundle.yaml & X 4REEHG, WA CR:

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

5/ CLI B FFE

T

1. SIEZFE, BiIESHHNEBRACHERMNERE, X trigger—type‘)ﬂiﬂﬂgﬂﬁ’.ﬁﬁﬂﬂﬁu%ﬁ%m
HRILHERECIER 8], HERLE "Manual & " Scheduledo. FRIANZERE Manualo

f5lan:



tridentctl-protect create autosupportbundle <my-bundle-name>

--trigger-type <trigger-type> -n trident-protect

BN REFE

FRE—FEELFERE, BuUUEMEERFEFBERRIIEAS,

g

1. &4F “status.generationState  E3X “Completed K7, ErIUFERU TS MIEERHAE:

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BIFEKRREENAMARS, MESERAYAutoSupportE RIXENE Hldh< !

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

#E "kubectl cp” MBI FPIREX SR L HIZITE, KEMSHBRNEEENEME R,

A4k Trident{RiF
&0 LU Trident Protect AR EIRFTMRAS, UZEZHINEXIEEHEIR.

M 24.10 ARZAEFHRES, FARIBEEITHRBAIEESRK, HEAZMEILGROIZRE, TiEE
FrEptEER IR, MREARIEPIRIRRWY, S UFHEIE—THRER, UHERE
@ BN AR R EIfRIF.

FERBERNSEE, ERUEARMBERFERREIY, HEALEEFRBAEN. B2, X&
SETEARHRE I E AT RIBIRR,

EH L Trident Protect, IBHITUTETE,

g
1. B Trident Helm G FE:

helm repo update

2. 4K Trident Protect CRD:
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@ WNREZEM 25.06 ZEIRARAEFALR, MFEEHRITILZE, FH CRD MEEEEETrident
Protect Helm E&H,

a. 17U LU CRD FEENM trident-protect-crds &l “trident-protect:

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":
{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}'

b. iZ1TIb#R < LAMIBR Helm Z5%R “trident-protect-crds Bl Z&K

@ ;Fgﬁﬂﬁ “trident-protect-crds’# 8 Helm 19 2ERATESMIFRIEH CRD FMEIHEXER
Eo

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. FHKTrident{RiF:

helm upgrade trident-protect netapp-trident-protect/trident-protect

—--version 100.2506.0 --namespace trident-protect

BEMERIPFNARER

f£ATrident Protect AppVault 31 Rk EIRIZE,

Trident Protect N7Zf#@ B E X RR (CR) ##5 /9 AppVault, AppVault IR EFEBHIE
BH% Kubernetes T{E&RT. AppVault CR B & ERIEFRIFIZE (FIEMm. RE.
Si1REMSnapMirrorE ) HEANMKERE, REEERAELIENBRME,

TN AER ERITERERIFR(EN, EFEFHEMELITE)EE AppVault CR. AppVaultCR 4FE FERIIFIR,
TR AR LR GITE A AppVault CR BY1EE,

@ ffafR AppVault CR i F% %5 7 Trident Protect BY5&Ef £, W3R AppVault CR RFERE T AR

AL —EH>
, MYITEEREIR.

fcE AppVault S{HI0IEFNZES

7E6% AppVault CR Z &, BREEER AppVault MZ3EZoh2s o] IR ES T AEXZRHITEHE
k.

30



b5 Sipaa e A A

LI&(FE CR Z{Trident Protect CLI &4 8132 AppVault JRES, &AL Restic 1 Kopia IIZIEEHR B BENX
B Kubernetes %A, INRIERIEEETA, Trident Protect R {EREIAZS,

* Fh6lE AppVault CR B, 5fFH spec.dataMoverPasswordSecretRef FEXIETEZ o

* {EFTrident Protect CLI 8 AppVault 3R B, i5#H --data-mover-password-secret-ref' - F15E Z MY
S

IEBIE TS EETEE R

BEEZ LT RAICIZEREH. U2 AppVault JREY, ERILFETTrident Protect I Z tAMERIERS B3 17
fEREIT B IIIE,

* IRIEEERNSIREER IR, ERBRANZIEEE TAEXNNAZEBENE, 50, NRE
@ 1E1F M Restic, FHEBRFITEFER Kopia, MECIEZIHN, EEJUIREE Restic &3,

* IFRELRFREFEETLZENME, EREZECREFER—EFFEMER FREIE, NRERHH
‘trident-protect’ in & TiEIE#W MR, EEEZBERILTEMEFHHIRE,

f#H CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <base64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect

type: Opaque

fEF CLI

kubectl create secret generic my-optional-data-mover-secret \
-—from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 FRAEME 1AM 1R
LiZipinl5 S3 FAMFEME (740 Amazon S3. i&F S3) B, "StorageGrid S3", ZHE "ONTAP S3"f#

FATrident Protect B, EEEMHFRIZHNEF ZIEEFIHRFEERINENR, LT FEATrident Protect
HITIRRFF BRI RAVEREE RG], ErI LSRR T &1 S3 #AEMEIRERENERF,
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https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/

"Version": "2012-10-17",
"Statement": [

{
"Effect": "Allow",

"Action": [
"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeleteObject"

1,

"Resource": "*"

A% Amazon S3 FBRHEZEE, BSRLITRAI: "Amazon S3 34",

FF Amazon S3 (AWS) H{438IEHI EKS Pod Identity

Trident Protect x#% Kopia ¥1BT55h2812EM EKS Pod Identity, ItINAED
=I5 AWS ZIETE(ETE Kubernetes #1254,

EKS Pod Identity 5Trident Protect FYZE3K
7£¥% EKS Pod Identity 5Trident Protect 5 &R A1, BRI TE:

* &R EKS ££8¥E/2 A Pod Identity,
* BECIEZABLER S3 FHEMANIRE IAM A, MTMEZER, 153
* IAM A8 5L R Trident Protect ARSSH¢ 7 KB :

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete

SRR S3 FiERIL AR, X

2|5 "S3 RATEE IAM IXR"

BXEA Pod B3 IAM BB SRS, XEXRVIFARRER, 1550 "AWS EKS Pod Identity 345"

AppVauIt Ao & £/ EKS Pod Identity BY, JEEZEEHY AppVault CR,  uselAM: true' FRITEM A e 2N EE
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https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html

apiVersion: protect.trident.netapp.io/vl

kind: AppVault

metadata:
name: eks-protect-vault

namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:

bucketName:
endpoint: s3.example.com
useIAM: true

trident-protect-aws

EA T =i AppVault Z AL R

BEESRIELOFRRERFEENZR, FRIFEER IAM BRI, NAERZIER
mLITEAEMRTA. EAIUERUT RN =R

TE X AppVault CR B, &%

HWERERHENARMAERARRE. AT/ MeMER
HERTIEEIRE R,
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

T3 S3 (AWS)

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
--from-literal=accountKey=<secret-name> \

-n trident-protect

EAS3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect



AppVault BI7ERH)

T2 MEHER AppVault & X Rl
AppVault CR 71!

ERILMER LT CR RN oiRHE L2 AppVault &K,

* EATLUEIRIERE —1 Kubernetes secret, AR E Restic 1 Kopia fZEFENZMBEENX
1B, BBREUETZEFHERIL| THRESER.

* ¥tF Amazon S3 (AWS) AppVault IR, e LLEEMEMIETE sessionToken, WNREERE
@ RER (SSO) #HITEMIIE, XFEEEH. BENEEEFERTAN, BEIZLSHE,
ERTF=IRMEEM AppVault ZEHER A o

* X4F S3 AppVault KR, EEILUEFMEMFER T AREE Hi S3 MERHOMIE URL:
“spec.providerConfig.S3.proxyURL $H7t,

B
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

T S3 (AWS)



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ 3 FfEMA Pod Identity 1 Kopia #iE#2ah28HY EKS IF1E, E0ILIFEBR "providerCredentials’
R FHARMN "uselAM: true'7E “s3 AECE.

Microsoft Azure
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

1EAS3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGrid S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

f£F3Trident Protect CLI 8## AppVault B!
SR LUER LT CLI s 2 RIS MEEFE I AppVault CR,
* BRI LORRIEE — Kubernetes secret, EFREE Restic #ll Kopia ZEEMZENBEXE
@ 1B, BBREE TS EMEETR THESER.

* 3F S3 AppVault JR, EeLLERMEMERUTAIEE LHiL S3 MENH ONIE URL:
“--proxy-url <ip_address:port>"%it,
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

T3 S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

—--bucket <bucket-name> \

——-secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

IEAS3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

41



tridentctl-protect create vault OntapS3 <vault-name> \
—--bucket <bucket-name> \

——secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

&% AppVault 58
& o] LUE A Trident Protect CLI i EB A X E1EEEE L AIER AppVault X RBVE Bo

3
1. &F& AppVault RN AE:

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

TG
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e T +
| CLUSTER | APP | TYPE
TIMESTAMP |
e pomm - e
o +

| | mysgl | snapshot
08-09 21:02:11 (UTC) |

| productionl | mysgl | snapshot
08-15 18:03:06 (UTC) |

| productionl | mysgl | snapshot
08-15 19:03:06 (UTC) |

| productionl | mysgl | snapshot
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup
08-09 22:25:13 (UTC) |
| | mysgl | backup
08-09 21:02:52 (UTC) |

NAME

mysnap |

hourly-e7db6-20240815180300 |

hourly-e7db6-20240815190300 |

hourly-e7db6-20240815200300 |

hourly-e7db6-20240815180300 |

hourly-e7db6-20240815190300 |

hourly-e7db6-20240815200300 |

mybackup5 |

mybackup |

2. (ANi%) BEEEESNEEM AppVaultPath, EERIZAITSE --show-pathse

B 7ETrident Protect helm REHRIETE T LB B, REEFIPREHRRA M, F0:

clusterName=productionl o

#%B% AppVault

& o] LARERT PR AppVault 3R,

2024-

2024-

2024-

2024-

2024-

2024-

2024-

2024-

2024-

--set

@ TE*%B? “finalizers’ 7EMIB& AppVault X R Z Hi, IE7E AppVault CR FHIANEH, WNRXEM,

A[RER S AppVault TFERF IR G IR,

Faz Al

SRR E I E R,

BEHRFREERPRERFRRY AppVault EFRBIFTEIRIBAME? CR.
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£/ Kubernetes CLI fillf& AppVault
1. #8843 AppVault 3R, FHE#t appvault-name  ZMIBRAY AppVault FHRAIZFR:

kubectl delete appvault <appvault-name> \

-n trident-protect

fEF3 Trident Protect CLI flif& AppVault
1. #5B% AppVault X, FEi#R "appvault-name ZIPRAY AppVault IR AIZFR:

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{E A Trident Protect X BIEN BIEF

&a] LUEE 62N ATEF CR F1XEXM AppVault CR RE X EfEATrident Protect EIEHY
N FBIER.

8l AppVault CR
MEBEIE— AppVault CR, % CR ST N BEFHITEIRRIPIR(EINEA, 8 AppVault CR B2 F

L% 7 Trident Protect BY5E8¥ L, AppVault CR Z M ERIFEIFIRER; BX AppVault CR BIRfI, EEH
: "AppVault BENXZE. "

EXMNBERF

BEETE X EMHTrident Protect EIENE N BIEF. EoJLUBTFohtlEN B EF CR I {E A Trident
Protect CLI REX EEEBHNBHIERF.
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trident-protect-appvault-custom-resources.html
trident-protect-appvault-custom-resources.html
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trident-protect-appvault-custom-resources.html

£ CR M AER
B
1. QI B A2 CR Xf:
a. BIEBENER (CR) XHHEHESRZ A (B, maria-app.yaml) o
b. BB TEM:

* metadata.name: (WH) NAERF BEXZRNBIR, 1H5EREEERNRIR, EAORFEER
FHIEM CR XH=5IAItE,

* spec.includedNamespaces: (%) EA & E TR IXZR FKIEEN BiEFFERANGET
EfZR. NAEFGETENNEEELTIRP, MEXFB[EAEN, JTRFMHESE
Efn AT RN E R,

* spec.includedClusterScopedResources: (F]i%) AL EMISEEESENBERENXFH
EETRERR. EMATFERIEZRNA. iids. FEirSERxXLRR,

* groupVersionKind: (#5) I8 EEHSEEZRIREN API A, A AFZEE,
* labelSelector: (A]i%) {RIBINE HIXEEHEEE R,

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (A]i%) It AR{UGERATM
EIANEXHIN ATER, 90 KubeVirt 3815, EARXHFRF AL RETIRRBZAl. 18E LA
EFTEREBRHEREIUEAX GRS, WRIKEN true, NAEFRKZB2EIZE, HAT

HRFEWERLE, MRISTE T MR, BNREFENXFEEEM, WZRZ M, WREFS)
HBA, MIEERIRMT: "©KkTrident Protect /2 RIS E" .

MRFBENAREFCIBENALER, sTUERMU <!

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"


trident-protect-requirements.html#protecting-data-with-kubevirt-vms
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trident-protect-requirements.html#protecting-data-with-kubevirt-vms
trident-protect-requirements.html#protecting-data-with-kubevirt-vms
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+
YAML =451

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (FI%) Aimikse, BEalRFHEERERENAIR:

> resourceFilter.resourceSelectionCriteria:  (7FIEBT#AZE) A “Include' & "Exclude B2 & 5L
HEBR resourceMatchers FE X HIE R, HINLLT resourceMatchers 2#UAE X 26 &S HIFRHI AR

pih

* resourceFilter.resourceMatchers: resourceMatcher 3t 5R#H, NIRRT ZIEATEN Z T
=, WeMlzE#k OR ZEILAE, SN THERAMNFE (H. #28. IRA) ZI8#& AND iIZH[IT
fids

* resourceMatchers[].group: (FIi%) EiFiEAIZ R,
* resourceMatchers[].kind: (A]i%) LA RIEE,
* resourceMatchers[].version: (R]i%) EifiEHIZ RhRZS,

. S,

* resourceMatchers[].names: (A]i%) Zid SRV ZIRRY Kubernetes Jt#k#E.name FEXHHIZ
#Fo
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* resourceMatchers[].namespaces: (F]i%t) ZiFEHZ IR Kubernetes JT##E.name FEL

FREER R =,

* resourceMatchers[].labelSelectors: (F]i%) & JRHY Kubernetes JT¥{#E.name FELHEVIR
TIRBFTRB, WEUATUEENX: "Kubernetes 314" . fld:

"trident.netapp.io/os=linux" o

@ WHZE “resourceFilter # “labelSelector #fEMH, resourceFilter 4ciz1T,
$AIS “labelSelector N A F 4 I AR

f5gn:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

2. QIR SERIMRAELEN AIEFEERKRGE, MAREERFK, Fi:

kubectl apply -f maria-app.yaml

p

1 ERAUTTRAIZ —IEANBRARFEX, BESHNESRANEHFREFNER. BRUERESSH
FRRFIR, HEROIFAARISSST, et aNRRESENRREFEXH.

EXHIN AR, 140 KubeVirt 3115k, HEARXHRGFFEREEREBZA NRERFIFIGER true’
ZNAREFPREFEIRE, FJUERRBIESEAXG RS, NRIMECIREN false 2N AEF2RE
FiRE, SBXMHRSGERBHERE, MRER TR, ENAREFREXFREEI, Wz EE
WBE, MREREREMR, NARFEEREUTAN: "23KTrident Protect /2/KIZE" o

7EfER CLI SIZR BRERE, EIREEM, AUFEHRUTAE: --annotation iEIR,
c QBN BIEFEHER X RAEETANERIRE:
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https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

IV AREFHEEA N AREFIRE UIER X RFURETN:

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze

=<"true"|"false">

@Bl LIEF --resource-filter-include # “--resource-filter-exclude’ B FiRIEU TR U B S HIRE
JRBIHRE “resourceSelectionCriteria fIg04A. #E. hrads. %, BIFFGrRB=TiE], WTGIFAR:

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-—
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]}]"

{EF3Trident Protect {RiFN FHTEE

]
JiA

iEE’JFﬁﬁ N AR

1B IR IREM & FiRiFTrident Protect &

@ & PRI LABCE Trident Protect TR ¥R IRIFIRIERR ARG BAN R YL, "7 EE Z X TER Trident
Protect BCE X fF RGURERIER"

BRI TIRE
&) LABERY IR TR IRER

@ NREECCRNFRENABRREFEXTHREEH5IA, HERSIBEEANAREFmRTE, WX
LERRERESESED. R ER,
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{5/ CR IR
B
1. SIEBEENXZKR (CR) XMHEHIEEMB AN trident-protect-snapshot-cr.yamlo
2. TEQIENXHD, BEUATEM:
° metadata.name: (W1H) LB E X FZRHNETR; HACHIMREE— I HE—BEREXHET.
° spec.applicationRef: 28l REBHIN FFZFHY Kubernetes & #F.
° spec.appVaultRef: ((455) MIFERBHNE (Ft#dRE) 89 AppVault B9E R,

° spec.reclaimPolicy: (A1) X HIRIER CR #MIFRES, RIREY AppArchive 2 XEHAER. XE

k& BMEIZE N "Retain RERIG MR, BROED:
* Retain (BRIA)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. IE5 275 ‘trident-protect-snapshot-cr.yam| & X 4 HIEIEHfE, NMA CR:

kubectl apply -f trident-protect-snapshot-cr.yaml

fEF CLI BUERTRER
p
1. BUIEIRER, BIESHIEBRATIMERNES. FHlim:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

BIERFED
&) ARG & 1 R T

49



50

@ NREECCRNFRENARREFEXTHREEH5IH, HERSIBEEANAREFmRZTE, WX
LEXRERESESD. R ER,

FaZ Al

itk AWS SIE LT HARY B LUA B EEIHKETEIETTHY S3 &1R(F. MREFMIRIERAESRELTHER, Mg
AIRER KMo

* BB "AWS APl X" BXINE HaISIESET AN EINEZE R,
* B "AWS IAM "B X AWS BREIENEZE R,


https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/STS/latest/APIReference/API_GetSessionToken.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html
https://docs.aws.amazon.com/IAM/latest/UserGuide/id_credentials_temp_use-resources.html

{£F3 CR BIE&ED
TE
1. SIEBENXZKIR (CR) XHEHIEEMB N trident-protect-backup-cr.yamlo

2. FECIEIXHAS, BEUTE.:

° metadata.name: (IH) LB E X FRNETR; BACHIMREE—HE—BBEREXHET.
° spec.applicationRef: (4F) EFDHINATEFHI Kubernetes & #F,
° spec.appVaultRef: (1F) NEEFHHNAR AppVault BIZ R,
° spec.dataMover: (FIi%) R ER T EHMFIENEH TANFR S, AIENE (KR2KNE) .
* Restic
* Kopia (ZRIN)
° spec.reclaimPolicy: (A1) EX MEFRAPEREDIN L ETA. FIEE:
" Delete
* Retain (BRIN)
° spec.snapshotRef: (A[i%): EREEFMDRNIRBEM, MRKEMH, NWREIEHERDIGEIRE,

° metadata.annotations.protect.trident.netapp.io/full-backup : (F]i%) It BB TFIEEEH RS
MAIEEERD. FAERT, MEENHIILEN. B2, MR IFEEN true' X, &%
MR T IFEEED. MRKIEE, HUEERMANLESRMLE, RELREETHRITESR
19, REERRTESNDZERITIEESD, UKRKREMRESMERXIIRK,

YAML =451

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:

namespace: my-app-namespace

name: my-cr-name

annotations:

protect.trident.netapp.io/full-backup: "true"

spec:

applicationRef: my-application

appVaultRef: appvault-name

dataMover: Kopia

3. I 55522 5 “trident-protect-backup-cr.yaml & X4 RIEEHG, WA CR:

kubectl apply -f trident-protect-backup-cr.yaml

ERMLITEIREN
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p
1. glE&El, BESHINEBRAGIFERNES. Fli:

tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

TR LUEERER --full-backup’ BTEEE M ES N NIFEEEMNEIRE. FINMERT, FIEEHE
THEEN, FRIMNERE, EMRBENIFEESN. RELKREEMNITREED, ARERRTEE
ZEPITIEESD, URKREMERS MEERXBIX,

I E HHERIF TR

RIFERBOBSIZIRE X IR SRR, &AM ERRIPFNARERF. ERLERS/E, X, SANSAE
BIRENED, FIUEEERENEIALRE, ERILER full-backup-rule R LZHIFEEXTE SR, M
INMERT, FREEHEHEEEN. ERRITEEENUNEBNEEENABTRESMERXIXPL,

* RO gEEIT IS B KA REEIT R, backupRetention'J3Z=F0 “snapshotRetention” BUATZHY
B, IF1R “snapshotRetention FIRBEIGHNZREHREEENTRIFDNECIRIRE, EXLER
@ REIRITRY, REEDTHREIZAMMIER.

* MREFSCENFRENAREFEX PHRAWSIA, ERSIRIEANAREFHRTE,
MXEFRFRESTESD. R EF,
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EFATEIEXK (CR) GBI,
T
1. SIEBEENZKIR (CR) XMHEHEEMB AN trident-protect-schedule-cr.yamlo

2. EEQIEIXHS, KREUTE.:

° metadata.name: (W1H) LB E X FZRHNETR; HACHIMREE— I HE—BEREXHET.
° spec.dataMover: (A]i%) 5 REAFHMRENEH TAMNFRTR, AIENE (RHKNE)
* Restic
* Kopia (ZRiN)
° spec.applicationRef: EF S HIN BIEFH Kubernetes & #1o
° spec.appVaultRef: (4 55) NMIFEFHHNER AppVault BIE R,
° spec.backupRetention: ZERENEMNE, SRAFLEESEH ((VRE) .
° spec.snapshotRetention: ERENREHE, SRIAFEIEEAIRE,
° spec.granularity: TTXIIZTTRVSRZE, BIRERVE, URMBRNMHIETE:
* Hourly (REMIEE) spec.minute)
* Daily (BEHEE) spec.minute M spec.hour)
" Weekly (EEIISE) spec.minute, spec.hour , # spec.dayOfWeek)
* Monthly (BE{4EE) spec.minute, spec.hour , # spec.dayOfMonth)
* Custom

° spec.dayOfMonth: (F]i%) HXINIEITRORGBEE (1-31) . MNRNEIREN, NEFEAH
1IN, Monthly . ZEMXINUFEREFIRE,

° spec.dayOfWeek: (FIi%) I RINIZITHIEZEE/L (0-7) . EO0 T 7 ®R-EHH., NMRNEIRE
A, MFEERRMET, Weekly o ZEXFIUFRFERHIRM,

° spec.hour: (AIE) IHHRINIEITHINBTEL (0-23) . MNBRKEIRERN, NILFEEANIED,
Daily, Weekly, & Monthly. ZEMIUUAFHERRIZM,

° spec.minute: (FIE) HRINEITEVNERBSFER (0-59) . MRWEIREN, NEFEAN
WA, Hourly, Daily, Weekly, B{#& Monthly. ZEMAFFFHERIURM,

° metadata.annotations.protect.trident.netapp.io/full-backup-rule: (8]3%) bR TIE5E L HIT
BEHEHN, fRelLUEHIKE N always SR LIRIESEE#H TS B RN B EXEDR. B30
, MREERZRBREHTED, WalLISEN#ITEEEHNERR L.

FAIRERITRIRRA] YAML:



apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-cr-name
annotations:
protect.trident.netapp.io/full-backup-rule: "Monday, Thursday"
spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

{RIRER I RUBYR A YAML

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

3. 5575 “trident-protect-schedule-cryaml|" & X 48{EEMfS, WA CR:

kubectl apply -f trident-protect-schedule-cr.yaml

£/ CLI QI RIESS
p
1. g RIPITR, BESHREBRNEIFMEPNER. .



@ 1&A] LAERS “tridentctl-protect create schedule --help' & b as S HIFAEEBHE B,

tridentctl-protect create schedule <my schedule name> --appvault
<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<Kopia or Restic> --day-of-month <day of month to run schedule>
-—-day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>
--full-backup-rule <string>

BT LI E “--full-backup-rule' #RiC “always &R LIRIE R EH TSR B &M B EXEHD. Fi0,
NBEEAFIRRNEFHITED, WAILUEENEMLE T ERH#HITRESD, FW, A --full-backup-
rule "Monday, Thursday" ZHEg A — A N#HIT2EED-

FFIREITY, 1BIKE --backup-retention 0 FHIBE—TAF 0 BIE " --snapshot-
retentiono

illEYPS
BB R ENE LHSIRFRER.
p

1. MRS REBXEXAIIRER CR:

kubectl delete snapshot <snapshot name> -n my-app-namespace

mpRE G
BFFABREN R EDTIRFEMD.

@ HRREIUERERISE R "Delete’ M RIFMETMFRFAIA 102k HE. ZREEFIFNINZEN: "Retain’
BRBIMUEER, MRBERTAE Delete' &N EHIERRETENREFMETR, TEFIMFR.

p
1. M5 &0 XBRE CR:

kubectl delete backup <backup name> -n my-app-namespace



NEEDRIEBIRS
TR LUMERSSITRIEBETHT. BRMEBERMHENRIEIIRT.

p
1. ERUTEHLNREMIZIEIRT, BAESHINEBRAGIHFREDRHES:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

JE A Azure NetApp X1 (ANF) 2{ERN &P FER

MREE L ETrident Protect, NIBILUAEA azure-netapp-files 772 H1E Trident 24.06 Z B QIRMITE(ESiH
BRTATENEHIERINEE, WINEEERT NFSv4 %, HEFRSHBAREHHEIINT(E.,

Fiaz gl
MR TSI

* & B %% Trident Protect,
* EB7E Trident ProtectPEX T — M AEF. EERHRILTEZF, WNBAEFNFRIPIIEERZ IR,
* {8 “azure-netapp-files’ BiE N 1FMEEIHRIIENATFHIS,
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BRATELESTE
1. 9N ANF HE2EHKE Trident 24.10 ZBIRIERY, EE TridentHITATIRME:

a. A/ NET azure-netapp-files B5 N AIEFXER PV BERRBER:

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HIAEAENXEXN PV BREREER:

tridentctl get volume <pv name> -n trident -o yaml | grep

snapshotDir

EE:

snapshotDirectory: "true"

+
MRARBARBER, MEFEMEMINE, ZEEENIETEN SBAFEMPNTE, EXH
BRT, BRERFENTEREBHNTEREBSKENERIERNIGN S,

#R
ZN RTERF EESFER Trident Protect #1T&EMNAME. &1 PVC BAIMEEMNAERF BTSN

o

e N AR

{EFTrident Protect i E N FHTER

] LAfEA Trident Protect MIRIRE & PR E LRIV BIER. KNAREFNERIF—5%

JA%N

BE, MIIARBRMEREZER,

© MENBREFN, NENARFEENENITHFHENAREF—RERE. NREFEMR
ERPITHT, ERFAMRERFEN—2B5ET.

* M EBREIREN SR RNME R RIGRTE (ERT gtree &) - BE, XTF

@ qtree &, AFFMRIRIMEZIFRRErH iEHIME 2IRIgEn & (6l

* BRI LIERERISERBEXMERE. MTHRELZEER, 152 "EHEZTrident Protect

REIRE",

MEEREIRREBYER =8

Z&f£A BackupRestore CR &M IEIREIRREING R TIEIRY, Trident Protect RTEFEVAR R TiBIHFIRR LN B
2, HARENNBREFRIE— I NARER CR. ATHRIPEMENNERER, FJLUEIRIRSEMIIRE, X
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BRI

@ RBEMEREIAENARRNAEGRTAAZERSENFRREZNERNR R BENESHD
FRFMERR, BaBHERCIZEmSRTE, BARKEMNMEE U¥ﬁE’Jup%fﬁlEﬂo

FFoaZ Al
HfafR AWS =IELhERVIT EARY (B LUB B EAHKETEE1THY S3 M E18(E, MREMEIRIERREISHLTER, Mg
ERTBE =M
* BB "AWS APl X" BX T HEIRIESHET N ENEZE R,
HBR "AWS IAM "B % AWS FREEIFNEZEER,
LYIREMA Kopia {ENEIEIS IS M E B0ET, ERILUERTE CR HIEE AR EMA CLI KiTH!

Kopia £ BHIGRTEMERNTITA. BER "B B XEn] U ERENNE ZE S ﬁﬁﬁ
‘tridentctl-protect create --help & & {E Trident Protect CLI }{EETBRMELE L., ESH&HS.
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fEFA CR
B
1. BIEEBENXZER (CR) XMHHEHESH RN trident-protect-backup-restore-cr.yamlo
2. FEQIENXHH, BEUTEM:
° metadata.name: (W 1H) ItBEXRBENRR; BALHNIFREEE—E—HEEXHET.
° spec.appArchivePath: AppVault ATEEF NN BRI, Bl LUERU T ST LREE:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (1 F) FEFIDARZEHI AppVault BYE FF,

° spec.namespaceMapping: RER{ERVIREF R BT Binin & TiEAMET, & "my-source-
namespace ] “my-destination-namespace | Ak B FE EIFIEHIE Bo

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FNi) MREIAFERERENAEFFHRELRFHITNE, BRNHEERG, UEBERHFFEERE
MRV IR

Trident Protect 2 BohitiF—LLHRE, AANENSEEENZREEXEL, w0, R
@ ERIFFAERRZRHBEEE — XK pod, Trident Protect =i E XEXHY
pod.

> resourceFilter.resourceSelectionCriteria: (THi%ERT#4ZE) A “Include T #E "Exclude &5k
HEBR resourceMatchers FE X HIER B, HILLT resourceMatchers 2#UAE X 26 2 B HIFRHI AR
i

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥H, MBI ZEAFEN ST
@?’ Meflziaik OR ZRILE, SN TERNFE (H. #3E. k) zZigli&k AND zET
2o

* resourceMatchers[].group: (F]i%) EifiERHRIRA,
* resourceMatchers[].kind: (A]3%t) B ERIEE,
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* resourceMatchers[].version: (F3%) Bk E RR S,
* resourceMatchers[].names: (A]it) B ISAIZIRRY Kubernetes JT##E.name FEHHIE

#Fo
* resourceMatchers[].namespaces: (F]i%t) ZEiFEHZ IR Kubernetes JT##E.name FEL
VAR = El,

* resourceMatchers[].labelSelectors: (F]i%) #IEHY Kubernetes JT#3E.name FEZHHIHR
TIEIFBEFRER, WEUTMUEENX: "Kubernetes 4" o H40:

"trident.netapp.io/os=linux" o

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. 5552 7 J5 “trident-protect-backup-restore-cr.yam| & X4 HIEEMS, N CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

M CLI
BIE

1. BEHERIFRNGRTE, FRIESPHEBERAEIFEPNES. X namespace-mapping &
SHERESHRNGmRTIE, KRBT ERGEERNBRaR=E, HRIVNT:

“sourcel:destl, source2:dest2 . 5I40:

tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \

-n <application namespace>


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

MEBIRERIREHEIE
EA B R E M E B R aa R =6,

ez Al

HafR AWS Z1ELHEBY S HRRY B LUA B A KEYEIETTRY S3 ME1R(F, WMNREMEIRIFAREhETH, Mg
ERRER R K.

B "AWS APl "B XN EHRIRIESHIT AN ENE ZE R,
BEEIH "AWS IAM X" % AWS BREIINESER,

L {&{FE M Kopia fER% ?E%%EHEEUE%%ET, SR LOKARTE CR FIEE IR CLI RizH|
Kopia MG EMERTTA. 1BEHE "B IS4 B XE U ENENNEZE R ﬁﬁﬁ
“tridentctl-protect create --help’ B XM Trident Protect CLI I8 ;3 BRMNEZE R, BESIAGS,
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHEM RN trident-protect-backup-ipr-cr.yamle

2. EEQIEIXHS, KREUTE.:

° metadata.name: (W 1H) ItBEXRBENZIR; BALHNIFREEE—E—HEEXHNET.
° spec.appArchivePath: AppVault ATEEF RN BRI, Bl LUERU T ST LREER:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (1 F) FEFIDARZEHI AppVault BYE FF,

fB4n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (Ai%) MREREBERENARFPNELRRHITME, BRNFHESY, UESTHMRFTERNTE
IRERRIE:

TMmﬂmmd ZBmhEEFE—LEE, AAE(SEERNZREFEEXREK. flm, R
@ BRI AEFRBRZREHBEEE — 1 XK/ pod, Trident Protect =18 XEXHY
podo

> resourceFilter.resourceSelectionCriteria: (7% %E) FA "Include’ T #E Exclude &5
HEFR resourceMatchers FIE X FIER R, FHRMNLLT resourceMatchers 2 LUE X B 6 & S HIFRH A
il

* resourceFilter.resourceMatchers: resourceMatcher i‘}%?ﬂ(ﬁﬂo MREZEBEAFENXZTT

§, MENZER OR IZHRILE, 81N TRANTFE (H. M. kA ZEHZ AND ZREIT

* resourceMatchers[].group: (F]i%) EifiERZRIRA,

* resourceMatchers[].kind: (R]i%) EifEAIEREE,

* resourceMatchers[].version: (A]3%t) BEfi%H R RRDS,

* resourceMatchers[].names: (B]i%t) i3 BRI ERIRRY Kubernetes JTE#E.name FEEHFHIZ



o

* resourceMatchers[].namespaces: (7]i%) Eid/EHIZRER Kubernetes JT##E.name FEX

PRy R =iE,

* resourceMatchersl[].labelSelectors: (F]i%) Z/RHY Kubernetes 7To##E.name FEXHHIFR

FERBRFRER, WEUTMUEENX: "Kubernetes Si4" . fFla0:

"trident.netapp.io/os=linux" .

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. I B 52 f5 “trident-protect-backup-ipr-cr.yaml X HE EHafS, NA CR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI
HIE

1. BEHPMERRBHRTE, FHFESHINEBRANEIFERNGER. X backup BHERAGETIE

MEBHBIR, BRWT <namespace>/<name>, FI4l:

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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MEDIRE B FRIAER
WMRFBREFH LI, o] LIRS HERIIHEMER,
L&A Kopia {EN#IEZ IS ME F M, ERILLUERETE CR HIEEEREIER CLI RizH|
Kopia EFMIGRIZAERIIT A, 1BER "RIE T H" B XE UERENENNEZEE. FH
‘tridentctl-protect create --help' B X{E A Trident Protect CLI 18 EEFBRMNEZE R, BEEHTS,
Faazai
MR B A R TR E
* BirEEBE LR Trident Protect,
* BtrEE T LUA R SIREEAERA AppVault IFMERERR, ROMEREEZEFEERT,

* H1R1E1E1T AppVault CR B, Z#iIFiER] LUEIER AppVault CR HE X FIATR1Z6EH . tridentctl-protect
get appvaultcontent i<, WNIRMERHIPELEIAE], B AIMBREEE LB pod WiETTTrident Protect
CLls

* HR AWS IEL BV ERRY[E]E LUR B E A K EIETTRIMER(F. MREMERIEHREETHE, Mg
ERIRER R W

° BBIH "AWS API X" B XE HRIRIECHEIBNENEZER.
° BEM "AWS "B X AWS ZRFIENEZER.

S
1. {E A Trident Protect CLI }&E{4H0ZE BAr5EE & AppVault CR BV A% :

tridentctl-protect get appvault --context <destination cluster name>

() wRETFuARFTRNHS ST BiTER L,

2. EEBEIREET A AppVault WEHRE:

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

BTt a2 AppVault RRTANES, BIEHENIRER. BNV AREFZR. MHEEMIIEERE.

Tl
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e b +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e fomm - tomm - o
o tom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault ZFFF1IIERZR L AIEF LR BAnER:
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fEFA CR
1. SIEBEENXZKIR (CR) XHHIEEMB N trident-protect-backup-restore-cr.yamlo

2. EERIENX S, REUTEM.:

° metadata.name: (#3H) Lt HEXFIFNEIR; BEATHIFREE— M E—BBEE XA,
° spec.appVaultRef: (1 F) FEFIDARZEHI AppVault BIFE FF,
° spec.appArchivePath: AppVault R7EEF AT, ERIUERU TmLSERLEKRER:

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

@ gg% BackupRestore CR AAJ A, EAILUERTE 2 PIRIINGSREFFHN
o

° spec.namespaceMapping: MEIRIERVIR R iEE| B & TERREY, L& "my-source-
namespace ] *my-destination-namespace ¥ 3k B A B ERE 2o

f54n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. 55275 ‘trident-protect-backup-restore-cr.yam| G X 4FHIEIEHE, NA CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. ERAUTHCTMENARR, BIESHTHNEBERANCIFMEHNER, TR SHRERES 2R

mRaTE, BEGRATEMSEIEHRIYBErdR =8, I sourcel:dest,source2:dest2, F40:



tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

MREREREIRREIBYE R = 18]

ERILERABENER (CR) XEMNRBIMEHIE, MEIFENGRTEH/RIRRRETE. HIEER
SnapshotRestore CR #RIBIFREIAR RS EZ (a8, Trident Protect RTEMMS B TEIFERNBIEF,
R FENN BREFRIE— R BRER CR. ATRIPEMENRNAER, AIUBIRIRERHNIRE, HEFIER
It

SnapshotRestore x#5F “spec.storageClassMapping' B 1%, B REMEEM BinfziE2EHAE
() FnEEERNAER. NREERWET StorageClass MIRERRRIIFEEE, MIEE
{ER M.
FHAZ BT
TR AWS 215 K033 H86418 R LU R EMIKBHENETH) S3 MR HRIE, MBS RIERE IR, M
{ERTBER KN
* B AWS AP| XY B R B LN RSB BRENESEL.
* EB "AWS IAM SHEB X AWS FRFIENEZER.
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fEFA CR
B
1. SIEBEENXZKIR (CR) XMHHEEMB AN trident-protect-snapshot-restore-cr.yamlo
2. FEQIENXHH, BEUTEM:
° metadata.name: (W 1H) ItBEXRBENRIR; BALEHNIFREEE—E—HEEXHET.
° spec.appVaultRef: (L F) FHEIREBARZEHT AppVault BIFE FF,
° spec.appArchivePath: AppVault R7ZEIREBABTHNEERR, ErIUERUTHRSERLERER:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.namespaceMapping: RER{ERVIREF R BT Binen & TiEAMET, X "my-source-
namespace ] “my-destination-namespace Ak B FE EIFIEHIE Bo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FNi) MREIAFERERENAEFFHRELRFHITNE, BRNHEERG, UEBERHFFEERE
MRV IR

Trident Protect 2 BohitiF—LLHRE, AANENSEEENZREEXEL, w0, R
@ ERIFFAERRZRHBEEE — XK pod, Trident Protect =i E XEXHY
pod.

> resourceFilter.resourceSelectionCriteria: (THi%ERT#4ZE) A “Include T #E "Exclude &5k
HEBR resourceMatchers FE X HIER B, HILLT resourceMatchers 2#UAE X 26 2 B HIFRHI AR
i

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥H, MBI ZEAFEN ST
@?’ Meflziaik OR ZRILE, SN TERNFE (H. #3E. k) zZigli&k AND zET
2o

* resourceMatchers[].group: (F]i%) EifiERHRIRA,
* resourceMatchers[].kind: (A]3%t) B ERIEE,



* resourceMatchers[].version: (F3%) Bk E RR S,
* resourceMatchers[].names: (A]it) B ISAIZIRRY Kubernetes JT##E.name FEHHIE

#Fo
* resourceMatchers[].namespaces: (F]i%t) ZEiFEHZ IR Kubernetes JT##E.name FEL
PSR = E,

* resourceMatchers[].labelSelectors: (F]i%) #IEHY Kubernetes JT#3E.name FEZHHIHR
TIEIFBEFRER, WEUTMUEENX: "Kubernetes 4" o H40:

"trident.netapp.io/os=linux" o

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. 5552 27 J5 “trident-protect-snapshot-restore-cr.yaml & X {4 FIEE S, NA CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

5/ CLI
T
1. BRBIERIIARNGETE, HREESHNEBRRAEHFERNER,
° X snapshot B¥FERAGRATEFRBEIR, BRUWT <namespace>/<name>o
° X namespace-mapping ZBHEAE S HRNMATIE, FRnE eI E EFRYBEirds 3
=g, I T: “sourcel:destl, source2:dest2 o

fB4n:
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

MIRER S B RIAGE =8
f&o] LRGSR IR i & B[R B =iE).

Friaz Al

HatR AWS =& hE RV HARY (B LUK B (R AR ELZITH S3 S (F. MREMEIRIEHAE<hETHE, Nk
ERTRER R Mo

* BSH "AWS APl X" BX BT YIS iE ST AN ENEZE R,
* JBEEH "AWS IAM "B X AWS BREIENEZER.
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHEMB RN trident-protect-snapshot-ipr-cr.yamlo

2. FEQIENXHH, BEUTEM:
° metadata.name: (W 1H) ItBEXRBENRR; BALHNIFREEE—E—HEEXHET.
° spec.appVaultRef: (L F) FHEIREBARZEHT AppVault BIFE FF,
° spec.appArchivePath: AppVault R7ZEIREBABTHNEERR, ErIUERUTHRSERLERER:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (Alik) MREAFBAZRNAEFPNRELEHRATRE, BERNHERG, UESSHHFTERE
IR ZR:

Trident Protect 2 BohifFE—LERR, RATCISEIEENRREFEEXRE, Fli0, MR
@ RIS A B ERARRH BT E— N EBM pod, Trident Protect RS XY
podo

> resourceFilter.resourceSelectionCriteria: (THiEAT#4ZE) A “Include’ T #E "Exclude 8255k
HEB& resourceMatchers FENXHIE B, HILLT resourceMatchers 2EUAE X 26 2 B HIRHI AR

ik

* resourceFilter.resourceMatchers: resourceMatcher X &R H, MBI ZEAFEN ST
?: Meflzietk OR ZRILE, SN TERNNFE (H. #3E. k) Zigli&k AND zET
2o

* resourceMatchers[].group: (B]i%) EiHiEH AR,
* resourceMatchers[].kind: (F]i%) EifiHYE RAEE,
* resourceMatchers[].version: (AJi%) BEifiEAZEIRRES,

* resourceMatchers[].names: (A]it) B ISAIZIRRY Kubernetes JT##E.name FEHHIZ

#Fo
* resourceMatchers[].namespaces: (F]i%t) Z1FEHZ IR Kubernetes JT##E.name FEL
FHER R =iE,
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* resourceMatchers[].labelSelectors: (F]i%) ZJRHY Kubernetes JT#{#E.name FEXHAYIR
TR FRB, WEUTUEENX: "Kubernetes 14" o H40:

"trident.netapp.io/os=1linux" o

a0

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. I HE52 2 J5 “trident-protect-snapshot-ipr-cr.yaml & X4 HIEEMS, N CR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
HIE
1. BirEmEEIREmETE, HIFESHHNESHENEIMEFNEE, Fim:

tridentctl-protect create snapshotinplacerestore <my restore name> \
—-—-snapshot <snapshot to restore> \

-n <application namespace>

HMEEFIREHRS
BRI RS LITHRIOELEREHTT. BRMEERMBIERIEERIRTS,

p
1 ERAUTHLURMEBREIRT, BHESHINEERNEFERNES:
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

EFRE%%Trident Protect i Ei8 &

TR UERERRE (BIIER. eRTENREMEFMEED) BEXMERE, LUARE
R EE K,

VRS ML 1R ERRBI 09 an 2 = B E MR

EMmE MR IZIR(ERE, Bines R T EPRRENERE SRR BRI EHERMRLE, FReanR=iE
PAFENB RS R TEPRZEERERAN, HEEAEFENGESERER B S UL R E =
PRE. (NFET Bt TE R SR ARE A E.

IR EEA Red Hat OpenShift, 155524 Em& T Ia/ERRTE OpenShift FIERNEE(EA, @

@ BT EERHAFRMER pod E5F OpenShift ;zéJ:‘Fszi’Jﬁi (SCC) EXRIELUNENLZLRE,
HERILUARIEMASHINR @, RTHREZEE, 1B5H "OpensShift €2 TR
=1

TR LB IR E Kubernetes MR L &R 1L Bines 2 = a PR E LR B S,
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS EH TR E S PR 51 (EZ R, f5130:

helm upgrade trident-protect --set
restoreSkipNamespaceAnnotations=<annotation key to skip 1>,<annotation key
_to skip 2> --reuse-values

WATIRE SRR TSR 1ERY, (E (R T ENERMRE AR £

@ restoreSkleamespaceAnnotatlons # restoreSkipNamespacelLabels A& 5ED
MRS, WIRTENIIA Helm ZREAEIICEXLIGE, MTHRESER, HSN "I
EAutoSupportHl a4 ==l ISk m",

MREER Helm ZE TIRNATER, “--create-namespace EiE, A F45%FE name 1758, 7EMESHH
fE5%12idF20, Trident Protect RS EHIEIBinds B i8], BIIREHRRATEINES Fir: <8 fETA
, WEBEFEHABMGRTENE. NRIMESEGIATEARALE, WSKEESHIE|BirsR=TE, mAME
(EE®

Nl

T RBIRR T RenR RN Bfres R =iE, ST REEAERERNTE, ErIUEERIEREERS
BZERE, UNBERGHRZERIERIGE 2NAASHEE.

RS B ERRASIREZ Al
TRRAT IRE R BRI FZ AR GRS 2 =R B iR & E RS

73


https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies
https://docs.redhat.com/en/documentation/openshift_container_platform/4.19/html/authentication_and_authorization/managing-pod-security-policies

CEEZRE) e R
f&%iE ns-1 (JB)  * annotation.one/key: "updatedvalue” © IFiE=4FT
 annotation.two/key: "true" o SFME=HIPAA
* A#F=ns-1
&7 @ns-2 (B#: * annotation.onelkey: "true" * E=EE
) « annotation.three/key: "false"
eI

TRUAT ME N ERLBIREETA En 2= EVRT. BERERHMN, BERERKES, HE name
T EEH, ULEBrRTIE):

GEE=Re ) vES %o

& =E ns-2 (Bfs  ° annotation.one/key: "updatedvalue” * Z¥F=ns-2

) * annotation.two/key: "true" « SFME=HIPAA
+ annotation.three/key: "false" « IRIE=tfE

© AB=IERE

TRNTFR
ATNMAERATRERFNEMFER,

TR BREY

X “spec.storageClassMapping' B4 E X T MR B REENTEMEEE B LR EREMESEIMREY, &uTld
EEEFREFEERANER 2 ETH% N AR E X BackupRestore 12 1ERTEE G iHEY 6 A LLIHEE,

B+
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"
source: "sourceStorageClass2"
SRR

ATHHT RAPATFEESMITANZ M, NMRAFSERMSETR, RAKERRINME
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VES it DU AINE

protect.trident.ne string IR DIBRERFE LR KENE (R AEA) , “3007
tapp.io/data-

mover-timeout-

sec

protect.trident.ne string Kopia NEEEIRAA/NRE (UKFHHEa) . “1000”
tapp.io/kopia-

content-cache-

size-limit-mb

fEFANetApp SnapMirrorf1Trident Protect & W FIT2F

£ Trident Protect, f&RILAF|FANetApp SnapMirrorisi R FH EHIThaEE, FEIEFRN
EJ’?EE&M-’N—?ﬁ%Eﬁ#ﬁE%‘J?U%—/l\??ﬁ%)%ﬁﬁ”ﬁ, TR ERER—EHRNEEEAREEZ
[Blo

R E MR B 1R FHAE Yo 2 = ELERANAR S

EME K5 1R(ERE], BiranR TR PRAREANERR SR =) PR ERAEILEC, Ran& =08
PAREFEN BTG R =R PR ECERR GO, FEEMEFERIRESCERERRE 458 &= UL R & =8
FRE. (NFET B T ERRIRE g ERARE A E,

WNREFA Red Hat OpenShift, 5B w0 ER R TIEEREIE OpenShift IMEFPNEEZ(ER,

@ BT EFRHBEMER pod BSF OpenShift 22 F FX4I% (SCC) EXHE LN EMEZ 2 E,
HFHERLUAREMASHINRRF, RTHREZFES, FSE "OpensShit 2 E LR
=R

B LUBITIZ E Kubernetes IME T = 3K [h 1E B Aran & TiE) PRV E RN E &
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS ¥ 1T E s PE £ 1512 E 2 i, f540:

helm upgrade trident-protect --set
restoreSkipNamespaceAnnotations=<annotation key to skip 1>,<annotation key
_to skip 2> --reuse-values

WATIRE SRR TSARIERY, EAep B T EIERMRE AR L.

@ restoreSkipNamespaceAnnotations # restoreSkipNamespacelLabels A& 5ME
HIEFET51R1E, WIRTENIIA Helm ZREAEEEXLIGE, MTHREZER, 1H5SH "I
EAutoSupportHlan & == el ISk,

WNREFER Helm ZE T RN HAER, “--create-namespace EiE, AF4FHFIB name ITE#, EME KN
(23153327, Trident Protect R ITEEFIZIBEnr B iEl, BINRIFH R TEINESRin 2 TEELE
, WK EFEHMHNERGFRTENE NRLESRFITEARLE, WxEHEHEHZEIBirmE=El, mAHE
CETE

Nl

UTRAERR T ResRZEMBres 2 =06, SM e EHEARNERNTE. G UEERFaEERS
BRTERPRTS, UKkBIRGR =R PRERNGE S NAA S EBEN.
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TEIME SRS R Z Al
TR T ME N R TAR 2 AR BIREr & R B iR & TR

i e frE e
=i ns-1 (B) + annotation.one/key: "updatedvalue" * IME=4
 annotation.two/key: "true" * SFME=HIPAA
* Bf=ns-1
& =E ns-2 (Bfs * annotation.one/key: "true" * AE=HUEE
)

 annotation.three/key: "false"

mERERE

TRIRBT ME B EEZIR(ERE R BirmAaTERES. BLERERAN, ELEEEWES, HH name’
B BEEH, ULERBE R TIE:

=g

B o

e
& =E ns-2 (Bfs  ° annotation.one/key: "updatedvalue" * ZHR=ns-2
)  annotation.two/key: "true" o AiMME=HIPAA
« annotation.three/key: "false" « IRIE=4pE
* AE=HERE

@ &R LABC & Trident Protect TEAERIPIRERR B REMBRAN GRS, "7 EEZ X T E A Trident
Protect FEE XA RFUFENER"

BEFAS M R PR EHRIE R TS F
fEF AppMirror XRARIPFNAZFRY, EHRERBNREZERE, SNIZERSHITHFEXBBEETN.

* IR HRE], MITHFRENEERERZIBNER. EXRFHERCIRCN]. WERBGE, NARE
FLSBEERITHEF, XEHFREEMEXIEERERT.

* EkABYERAERTHE, NARF EERAIENIITH TSR, SRNAREFZNERNATE
i, XERITHFRABEY, HIWMERUGERERT

BETHRAXNITHFNESZEER, B8H"EE Trident Protect 1478 F"

BIUSHIXAR
BIUERIXRAIRIUATLIE:

* #EHE Trident Protect 01BN BIEFIREBIIIIER (BIENHZFB Kubernetes HIRELUNNAZFE N ENE
TRER) S

s EEEHITR (813 Kubernetes B IRUKIFA HEEIE)
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* IRERRIRRAYATE]

p

1. 7TRERF £, NRNAREFEIE— AppVault, RIBENEFHERMER, EURFIFRRS. "AppVault BE
NEFR R T ENENIFE:
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£/ CR & AppVault
a. BIEEENZR (CR) XMHHEHEMEBE RN (B0, trident-protect-appvault-primary-

source.yaml) o

b. FgE A TEM:

* metadata.name: (41E) AppVault BEX RIRERIR IR, 15Ic FERENRBR, BANEGIXEARR
THVEM CR XH=5IALtE,

* spec.providerConfig: () FEE RIS TIREIZF A0 AppVault FRENELE., EEFEER
%%’]’Lj\&kﬁ-‘kﬁﬁﬁﬁﬁE’Jﬂﬂﬂfi‘&ﬁlﬂﬁﬁé’ . Hie MEEERNE, ARNEFRIXAMENEM CR

fy(JTfFA%IﬁH XL, FZ" AppVault BEXZFHJR"HI40, AppVault CR SEHMREENEIER

* spec.providerCredentials: (Required) &R 15 E IRHFEF1510] AppVault PR RMERIEHE
SOz

* spec.providerCredentials.valueFromSecret: (Required) R EHEEN K EHZHo
" key: (WIE) EMFIREFENEREH.
* name: (#E) B LFEENZEPNEF. B TFRE—FRTIEF,.

* spec.providerCredentials.secretAccessKey: (%E) BT A0 IHIEFEMIFRIZH, B
¥ 75 spec.providerCredentials.valueFromSecret.name ILEZ,

* spec.providerType: (4F) HEZHHIRMET; 90, NetApp ONTAP S3. & S3
. Google Cloud 8§ Microsoft Azure, FJRE(E:

= AWS
- EAEEIY
* 1BA-s3
= ontap-s3
" FEHEMR-s3
c. #5582 f5 “trident-protect-appvault-primary-source.yaml ¥ X4+ 8{EEMafS, MA CR:

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

f£F8 CLI 832 AppVault
a. Bl AppVault, FHFESPHESRAEIFERNESRS

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect
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2. TRER L, SIERNAER CR

f£F CR S RN AIEF

a. BIEEENZR (CR) XHHEESE A (BIEl, trident-protect-app-source.yaml) o

b. LB A TEM:

* metadata.name: (WH) AR BE X ZRHNBIR 1518 MEEERRNRIR, EANERIXRFR

FHIEM CR XH=5IAItE,

* spec.includedNamespaces: (%5) t7 % TE)MEXBIREEAE, FRBRTERIR, HE

%Fﬁﬁﬁﬁ g/ R TEIPERE, LUSELLYIHRYar R = E R EERNRIR. NAREFS
TR BT AR,

YAML =451

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

c. 5582 f5 “trident-protect-app-source.yaml X 4FHIEEHE, R CR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-
namespace

fEF CLI SR AT
a. QRN AER. Flu:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

3. (AIik) EREHL, WRMNAEFHITRE, IWREBRAEBIRER LNARRFIENM, MRBIISE

, WEREBSFF T RITRIRRIZTT, UERSRMRE, ZCRIRFIRIR, BSHE "I2EFIRE"
4. TDRER L, SIBEHITRI CR:
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BRT FTEREMHITRIZIN, BNIZ— SN ARRITY, REHNT7 X, UEXY
FONTAPEE Z [EfRIFHEIRVRER, XiFAIUBRRBRZSRE 7 X, ERBHARA LR
BRBERETEEN.

NREEHEHRTE, REAUEAXERRERES 7 RFTERIRE XMDEERERIRE
BR. BEa, RARZEHE DRREBLCRFHMEEDNR, MARFE SR,

MRV AEFNREH N ELFHRAFNREER, NWEFFEEMITI,



fiEF CR RIZEHit%!
a. RN AREFLIREH TR

i QIEBRENXZER (CR) XHHIEHEHSBGRZ AN (flg0, trident-protect-schedule.yaml) o
i. EEEUTEM:

* metadata.name: () X B E X EIRRI B FFo

* spec.appVaultRef: ({55) LEHANS RN AIERH AppVault B metadata.name FELIT

(e}

* spec.applicationRef: (5) ILEXNSIRN ATER CR B metadata.name FEZILAD,
* spec.backupRetention: (Required) ttFEE RNMMET, HENITUIZE N 0o

* spec.enabled: WNIZEN trueo

* spec.granularity: #JUIKEN Customs

* spec.recurrenceRule: EX UTC Bja]f97F 4 HEBFIE S [8]fR.

* spec.snapshotRetention: %GB 2.

YAML =451

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

i. 5525 “trident-protect-schedule.yaml X4 HIEIEHfE, NA CR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace

fEF CLI g2 EHIt %!
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a. SIRERIITY, HRESHHEERNEREFRNESR:

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

BlF:

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app_namespace>

S. TBirERE L, QIB— " STERER LN/ AppVault CR 52 BEIHVER BFERF AppVault CR, HEH
27 (e, trident—protect—appvault—primary—destination.yaml) o

6. W F CR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. [ BtnEE LN B AEREIZ BT AppVault CR. RIBERITFER IR, BEURAIFMNAS. "AppVault
BENFR"NT BN

a. SIEEENZARE (CR) XMHHIGHHREZ N (flgl, trident-protect-appvault-secondary-
destination.yaml) o

b. EEBELUTEM:

* metadata.name: (1) AppVault EIEX RN R, HETIEERNGH, ENEHXRFABK
Hfts CR X 53| FIk{E.

* spec.providerConfig: (55) FEERIEEIRMEIZF AR AppVault FRENECE, EEFE—
“bucketName™ AR EMERIIEFEERBLIRSIEEFNIFARGE S, FIC TRRENE, BREFIX
AFTENHEM CR XHS5|BXEE, 1521 AppVault BE X ZER"GIE0, AppVault CR 5E iR

BESERES N
* spec.providerCredentials: (Required) Zi&{E 15 E IR IEFZF1710] AppVault FrFEHVERIEIERS]
Fo

* spec.providerCredentials.valueFromSecret: (Required) = EHEERN K B Ao
* key: (WME) BEMNFIEEFEHNBEREH,
* name: (M) BEILFERENZHNET. DAL TR—GmRETEF.

* spec.providerCredentials.secretAccessKey: (X&) BT iR HIEFEMIARIEH, B N
5 spec.providerCredentials.valueFromSecret.name [Lf,
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* spec.providerType: (%F) FAEFMDEVIRMET; 5190, NetApp ONTAP S3. i®H S3. Google
Cloud ¥ Microsoft Azure, AJRE(E:

= AWS
- R AERINY
* 1BA-s3
= ontap-s3
" FEHEMR-s3
c. #5582 f5 “trident-protect-appvault-secondary-destination.yaml & X 4 HIEEHE, R CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n trident-protect

8. fEBtr&EEE L, BIZ AppMirrorRelationship CR X4 :
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84

£/ CR £l AppMirrorRelationship
a. BIEEENZR (CR) XMHHEHEMBEBE RN (B0, trident-protect-relationship.yaml

o

b. EEELUTEM:

* metadata.name: (@41E) AppMirrorRelationship BE X & IRAIE TR,

* spec.destinationAppVaultRef: (%45) LLEXANS Bin&kE £ BIrNEFZFR AppVault B FR
ILc,

* spec.namespaceMapping: (F) B & TEIFRR R T ENAS NN BIER CR FENX
B B & =Bl LA,

* spec.sourceAppVaultRef: (%) BN SIERN AFEFRY AppVault 2 FRITAD,
* spec.sourceApplicationName: (A E) HEMNNSEERNATERF CR FENXRENBZFH

A FRITALD,
* spec.sourceApplicationUID: (%) WEMSNSETENBIERF CR B EXIEN BAZFR
uID [TEd,

* spec.storageClassName: (F]i%) iR LR EERNEMELEN BT, FHEXNNPERESIRF
IR ST EIFIZIIONTAPTERE VM, WIRKIRMEFMESE, NEIAEREE EHNRIAEES,

* spec.recurrenceRule: X UTC Bja]f9FF 4 B EBAIE S [8]fR.

YAML 7=

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2



c. 55582 f5 “trident-protect-relationship.yaml E X 4HIEEHE, R CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI 83 AppMirrorRelationship
a. BIZFH A AppMirrorRelationship %R, HRIESHIEZIRATIMEHRNESR:

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

5+

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
-—source-app my-app —--namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373f24cl-5769-
404c-93c3-5538af6bccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (FIik) EBEERL, KEEHXARIRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

SIS 2 B AR ERRE

fEMTrident Protect, &RILUSERIMIN AIEFSRIERZEIBnER. MIRERFLEENXR, HIENARERFTE
BR&ER LB, MIRRER LNV AIEFIEREEIT, Trident Protect RR{FIEZNAER.

p

1. EB1rE&EEE L, YRiE AppMirrorRelationship CR X4 (140, trident-protect-relationship.yaml
) #¥ spec.desiredState FI{EE XN Promotedo

2. RFCRX 14
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3. fFH CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (FIik) 7EHPERBNARERF LLIZFRHERIEF TR,
S (FAIiE) MEBEERIXARIPRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENREZRMNERIXR

ENASIREIEMBRUENXR. WITENRTIRERE, RIGRNARFRRNERETHNNARRF, XER
8 L IEEETHIN AR PR EV E R E R E T

BaS TR R TEEATR Y EH 2 A1 1L BT LT R
() srssismias N B RRFHT ARG E L.

p
1. (FI%) 7ER&ER L, QIR AREFRIRIR. XHFA URRERRESN R EN.

2. (£Btr&EEf L, YRi8 AppMirrorRelationship CR XX (f1#0, trident-protect-relationship.yaml
) HF& spec.desiredState FI{EE L Establisheds

3. {RTECRX 14,
4. IZA CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o NREEBARER LI T AARIPIHRREIFEIERBNARERF, BREBR. EAZZBITIHEZSH
ERIBR

RAEHRZKYEIEFIXF

HERABSHERBERXRN, BMNARFRENRNARER, MRNARFRENBRNARERF. =
s HAEIX B AN AR PR BV B DU AR

p

1. ERBBIRERE L, MIER AppMirrorRelationship CR, XS B MM T H LM, WNRHEIRER LTS
ERIFIRBRPITR, FREERBR,

2. @B RVATFEIXAN CR XN ARHRNERKEBILISHX A,
3. R ENR (RIGTREEE) BE T AppVault CR,
4. EHRNERLIEIEFIXER, BBRENE,

86



AN ARRFEHGE

YERXERGMEES, Trident Protect KN AIZFShEI BAnfrilfals, EITUASEHIORREFMERE
Ifo Trident Protect RFIERN ARFHEHREEFZIEMME, ARBREREEBEMNAER.

EXMIBERT, (R T FUEA B ARithit,

p
1. ERER L, BUEXARE:

87



f#F3 CR BIEXHIRE
a. BRIRRN BEFIRIPRIEIT.
b. 8 ShutdownSnapshot CR X4 :

I BIEEBENER (CR) XHHEHEMEA (HlEl, trident-protect-
shutdownsnapshot.yaml ) o
i. EEEUTEM:
* metadata.name: (WE) BE XZ R,
* spec.AppVaultRef: (#/F) tLEXN SR FBIZFR AppVault BY metadata.name FEZIT

o

* spec.ApplicationRef: (4 F) IEXNS RN ETZRF CR X4 metadata.name FELIT
fico

YAML 7451

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

c. 5582 f5 "trident-protect-shutdownsnapshot.yaml & XX 4 HIEIEMHfS, WA CR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

2 CLI BIEERAIRER
a. IEXRARER, BIESHHEBRANEFERHNER. Fu0:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. 7EREERE L, XMIRBTEME, REKHIRBAVRES

88



kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. ITRER L, FEALUTHSE shutdownsnapshot.status.appArchivePath fY{E, HioRXERENE
BE—E5n (BIMAELRRZT, XBRRE—TMRIIZENREARAS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. TR EAREE R BIRTRYIREE B I TERIE LS, FHITLATEL:

@ EHRPERETETRIZNE 2 $h, B3 “spec.promotedSnapshot 7E AppMirrorRelationship CR
X4, BiZzFERMNERENEELENTE 3 FIERHEELZR,

S MITRRAEFET T B[R EEHREDENHNEF KR
6. TEFRERE EBBFRIPITR
ZFR
HFREEH, S&kEUTIRE:
* WRIGITEN BIEFH Kubernetes B IEHITIREE,
* B MIFRLN FBTEF R Kubernetes &R (REE PVC # PV) , LM ERISTEN RIEFEH pods
* £ pod XFfG, 2XNAREFHEHITIREHH#HITES,
* SnapMirrorx ZBEWiF, Bins e ERFHITIR/G1RF.

. %F_\iﬂﬂﬁﬁ?ﬁ’ﬂ Kubernetes ZREMXFARIBVREBHIRERY, ERMNZERGRNBRERFXHEEH IS

* EREREUERNAREREIL

R BEF SRR E B R REEE

£/ Trident Protect, &R LUBT LA TS BF7IEMIEHRBIREESLI BERE" . FlRERGENFRNT
{EMAZER, Trident Protect AN AIEFENER (BFREAY) ORWRNARER, ARBREERHME.

ZIEMETREEERSEEMMUBNX AR, FERUATTR:

* MEPERZINST IR,
* RAEHETEFIXR.

@ AERITIEBNEMRTEE, RAXRKEFERERBIREFENBIREENSIE.

* REERIGR.
p
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1. TR MEHEL RMHEH X RIS R,
2. TR AN iR ERITE E1S R,
MIFREHIXHR

%REJLX[SEEH‘HH'JM%E%U%%O MR ARRFERIXRE, BERR MBIV ARR, eflZzEREE X

S
1. L BinEE L, MR AppMirrorRelationship CR:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{EF3Trident Protect s TN FHIEE
BRI LUBI I E B HURTEE R 2 B A AN FEMER 2 BB SN BIEF.

@ BN AERE, NZNBREFEENFMERITH FRRENARF—ETE. MREEMER
WITHF, ERENREREN—E2 B5E1T.

HIPMIRERF

HMUTR, EAUESRTRENEOHMMERS, UBRITEOMRERF

efEEIE—5E
ERUARFRIEIR £, BURREREN, AERHETRIIF S,
S
1. PUTOL TRz —:

8. "BIEEHRE",

b. “GIERE{H",
2. fEA—SEB L, RECORNRRBIREN, WITUTRIEZ—:

8. "MRERIHE IR

b. " MBI A"
eERIRFIRVSEEY
SRUARERRITRNER NTHENTR) , BEREN LUREY, REREHTRITRNE
EHAR B S B L B & Trident Protect,
() CEuERU TSR ERRINER 2 S IR AR SnapMiror 51

p
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trident-protect-use-snapmirror-replication.html
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trident-protect-use-snapmirror-replication.html

1. "BIE&E %",
2. WIREITEE LEREE 2SN REFMEBAI AppVault CR,
3. EEMER L, "MEDHMELIE" -

RN AR M—MEESTEBE R S — M EEE
TR ENEREIBIAMFHER, BUARFM—IEFESIBE S —MFEE.
N (FEEmE CR HRYER) -

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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92

{3 CR TR E R
B
1. SIEBEENXZKIR (CR) XMHHEEMB AN trident-protect-snapshot-restore-cr.yamlo
2. FEQIENXHH, BEUTEM:
° metadata.name: (W 1H) ItBEXRBENRIR; BALEHNIFREEE—E—HEEXHET.
° spec.appArchivePath: AppVault A7EERBHR BRI, Bl LUERU T RSEKILREER:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (4 5F) FHEIREBARZEHI AppVault BYFE FF,

° spec.namespaceMapping: RER{ERVIREF R BT Binin & TiEAMET, & "my-source-
namespace ] “my-destination-namespace | Ak B FE EIFIEHIE Bo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

S MREFEMNEREMENNAEFNELETR, WaILURImERY, UESHARFHEEREREN
BIR:

> resourceFilter.resourceSelectionCriteria: (Hi%EAT4ZE) A “include or exclude’ 85 5 kR
resourceMatchers FEX VR R. HHIMELT resourceMatchers 23 UIE X BEA ST HIRIN AR

* resourceFilter.resourceMatchers: resourceMatcher S(‘I%*&iﬂo WMREZEAPENZTT
?é, MeEN]zE% OR ZHEILE, SN TEANFER (LA, M3, hrads) Z(8)#% AND izR[IT

* resourceMatchers[].group: (F]i%) EifiEARIRA,
* resourceMatchers[].kind: (A]i%t) EIfiEAYERIEE,
* resourceMatchers[].version: (B]i%) Eifi7HY % JRhRZS,

* resourceMatchers[].names: (A]i%) ZidEHYZRRY Kubernetes Jt#k#E.name FEXHHIZ
#Fo

* resourceMatchers[].namespaces: (F]i%t) EiFEHIZE R Kubernetes JT#E.name FEL

FREYEn R =l



* resourceMatchers[].labelSelectors: (F]i%) ZJRHY Kubernetes JT¥#E.name FELHEVAR
TR FRB, WEUTUEENX: "Kubernetes 14" o H40:

"trident.netapp.io/os=1linux" o

a0

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 1552 7 J5 "trident-protect-snapshot-restore-cr.yaml F X 4 HEEHE, A CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

{EF CLI i E 1REE
HIE
1. BREBIEREAEMNSZTE, HFESHNEBRRAEHIEFNER.

° X snapshot‘%?ﬂ@ﬁﬁﬁ%?@*ﬂ'ﬁﬂﬁgw, BT ‘<namespace>/<name>o
° X namespace-mapping  ZBERE S HENmRTIE, FRGRTEMSEIERNBEFHRE
28], I T: sourcel:destl, source2:dest? o

f5an:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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EI2Trident Protect H11T5)F

WITHFR—MBENXERE, ERLKHEERENSRENAREFIIEERIPRE—EE
7. B0, MREF—TIBHRENARER, WA LERRITERERRZBIEEFREHE
FEESS, AERBTMEMESS. XHERT NAREF—HAVIRE.

PUTHT 02

Trident Protect 35 Bl F/URMTHF AR, BHIUATENMIETIHL:
* TR

* RIS

© FidEth

C BHIE

© B

© BRI

MITIRR

HEITHIERIPIRIER, RITEBRSEMHRUATINFRE:

—_

- AHMERR B E XS FRITHSEHTE SRS LE1T. ERUREFSZIENETESHRENBEXM
BRIFE, BEXEERERFZRNIITIRFRLT ARIEE T AERE.,

- WIRER, WEREXHRGKRE, "THREZXTEMTrident Protect EEE X fFRGUFLERIER"
- ITEIERIPIR(E.
- NREA, RERNXHRFRBRAER,

- AEERNBE X R ERITHAHEEYNAR LETT. B UREFELIRMETERRENBENXNG
1RIFEE, ERERXEENNAITINFEL ARIEET AR E,

a A W DN

MREES MERREAMITES (FI50, RR) , NEEREXEEHIRITING. B2, FEXEH
FHRIRITIRF2ERIERN. Fla0, UTEREEMEREEEHFHEERRITIRF:

1. REREISFRIT

2. REBEHFHIT

3. ITEMAIEN

4. PITEDEEF

() sEnEETERERTE TR BN,

EEFHIERERRITESRAZ 5, ESMZBENERITH, &0 LEAkubect! exec’dn <
C) FHEMSHA, FEFFERBRARTHENG, MXERNREM&EOURREIN— &
LUET SN AR R RIGR R =iEl. MERBHED, AR BIEFEFRNITIIZIE
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@ WNRIREBHTHITE TR BELSMIPR Kubernetes R, NXLEBREEEEIRBHEHN UK
HEL M ERIEF,

XTEEXHITHFHEZRRHA
ENEHNBREFIIHRITERN, EZRU TR

* PITHFHERBIASRIAITIRE. FEHRITHFAIUS | BRE—HZ.

* Trident Protect BRAITHF BRI A LIATHAT shell FIAMIE RS

* AR KNREIS 96KB,

* Trident Protect A1 TH# F & EMERITA X RBEMLE S FEH TIRE. &N HIMERF.
BTFRITHFREER RO S22 AEFRH NN BEFNIIE, FAENZEEs R RERD

@ BEXPITHFRIETTE . WNREBNTEEXRITEBNEMDHIREBIRE, BHEIVETE,

MINREDHIRBIZIEEEFE, WNAVFHEEET. XEREEHERITEDPERANEET
REREE N E T,

WITH I IEER

SENNBREF ANSRIERITIERR, ERILRPITERRINSERRERZEFLEMES R, TIEEx
THRREAR LERBRRRRGEREREMREATAEBNNNAIZF (B4 Elasticsearch) 1RE M,
SRR AFEEPTHENERE (BER—ERME) HERNESR LETHTmSR. MRANBIMRITEBEIES D
JigeR, EfRETELE AND EERMFAGTE—IE. 8T HITENRSAILEA 10 MEEhTIES.

AN TEW RS LSS ER EN FETRLEEE TR R, S FS5FSLEN, BAREZRsL
BITHRERIAS, SIEBRMENRANERENFER 2 (RE2) 1BE, ZIEENZIFEEMETIRFHERS

AL IESR. B XTrident Protect FTEHITH F LIS FNIENFRAVEZRVFMER, BB "ENFRET
2 (RE2) iB&XHF"

@ NRFran B T ENSISEE AN EIE IR E S IR RIETTRITIE S, HEMENZZIFN BRI
FAERSRZET, W =EIiERNERTBiraR =8,
BITHF A

18] "NetApp Verda GitHub 10 B " N ERITR.FAFTER (40 Apache Cassandra # Elasticsearch) BYESHITE
. AR UEERFIHREEEE B EXRITEBNRE,

BIEHRITHF

TR UERUTHZANAREFEEZBEXIITHT. EEBRAEMEE. BB GNRT RERIZNITH
Fo
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fEFA CR
B
1. BIEEBENXZER (CR) XMHHEHESH RN trident-protect-hook. yamlo

2. EE L TREMUCEETrident Protect IS EEFAC S

° metadata.name: (WIH) LB E X FZRHNETR; HACHIMREE—IHE—BBEREXHET.
° spec.applicationRef: (5) EiITHITHFHNBZERFH Kubernetes & #1.
° spec.stage: (Required) — N FRFER, 1ETRHITHFRIZTEIRIERVI N ERIZTT. AIRE(E:
" i
ozl
° spec.action: (Required) — M FfFER, IBTHMITHFRRIUTARE, RigEENEFRNITH S
TSERERILES, PIRE(E:
= Snapshot
- &ip
* RS
° spec.enabled: (F[if) {5 RILMITHFREEBHAXER. WRKIEE, WEIAENR true,
° spec.hookSource: (4FE) 85 base64 4wFZHY hook HIABIF TR,

° spec.timeout: (FIik) EXPITHF AFIETTH D HHBINT. &/IMEN 1 5%, WRKEE, N
BAINMEN 25 S35,

° spec.arguments: (B]3%) — YAML 31K, BFIEERITHFNEE,

° spec.matchingCriteria: (FJi) —PMELANRHREXTIR, SMREEE—MRITEFIIE
2o BMMITHFRZHLIAN 10 NS

° spec.matchingCriteria.type: (Ai%) B FARRA TS REMNFRFH, JeEE:
- FEER
* BEREHR
* Pod& ¥R
= PodLabel
RS EIE=E
° spec.matchingCriteria.value: (F]3%) B FARIRAITES ESRENF TR ENFRET,

YAML 7451



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:
astra.netapp.io/astra-control-hook-source-id:
/account/test/hookSource/id
spec:
applicationRef: my-app-name
stage: Pre
action: Snapshot
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==
timeout: 10
arguments:
- FirstExampleArg
— SecondExampleArg
matchingCriteria:
- type: containerName
value: mysqgl
- type: containerImage
value: bitnami/mysqgl
- type: podName
value: mysqgl
- type: namespaceName
value: mysqgl-a
- type: podLabel
value: app.kubernetes.io/component=primary
- type: podLabel
value: helm.sh/chart=mysqgl-10.1.0
- type: podLabel
value: deployment-type=production

3. IZFIEMARI(EIET CR X% fE, KA CR:

kubectl apply -f trident-protect-hook.yaml

M CLI
I
1. SIERITHF, BESHNEBEANEHFETNEE, Fli:



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FAETIITHT

TR UFETRITHFETIN, EERNEFTEFIEMSTHFRBIUXE Y. EREEREREE.
EIESIBR AN PRA BEF BN THITHFo

FHETRITHFEEMMNERTE:
1. QIRERED, ZEOIVERRHRENNED, MNMHEHFREHETHIE,
2. S EDBITRITHF
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TR QIRFREND
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100

fMA CR
B
1. BIEEBENZER (CR) XMHHEHEGM RN trident-protect-resource-backup. yamlo

2. FRBE L TREM UITEER Trident Protect NS ¥ AL S

° metadata.name: (W 1H) ItBEXRBENRIR; BALHNIFEEE—E—HEEXHET.
° spec.applicationRef: (%) ERNHESIBZXZRF NI EIZFH Kubernetes & #F.

° spec.appVaultRef: ({4 55) FEFHHNEH AppVault BIZ R,

° spec.appArchivePath: AppVault AEER AT, EAIUERUTmSERIERE:

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath='{.status.appArchivePath}'

YAML 7451

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. THIEMMEIET CR Xf4f5, M CR:

kubectl apply -f trident-protect-resource-backup.yaml

A CLI
HIE
1. BIEEED, BESHHNESENEFETNEE, Fl:

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>

2. BREMRS. ERUEEFEALRGRS, EEHRIFTM:



tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. HINE BB

kubectl describe resourcebackup <my backup name>
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TR 2 BITHITHEF
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHESM RN trident-protect-hook-run. yamlo

2. FEBE L TREM UITEER Trident Protect NS EF AL S

° metadata.name: (W 1H) ItBEXRBENRIR; BALHNIFREEE— " E—HEEXHET.

° spec.applicationRef: (4F) HRILESEEDSE 1 PEIER ResourceBackup CR HHIR A
12 P B FRILAL,

° spec.appVaultRef: (#5F) HRILESEEDSE 1 PEIZERY ResourceBackup CR HHY
appVaultRef ITED,

° spec.appArchivePath: H{RILESEELSRE 1 HEIER ResourceBackup CR HHY
appArchivePath ILHZ,

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (Required) —1"FFF8R, IETRAITHFREBRMTARE, RIgIEENEARNITE
FidISsERILADS, mIRE(E:

= Snapshot
- &
- RS

° spec.stage: (Required) —PNFRE, IERMITHFROZTERIENHNN BT XXBFiE
TAREERMEHMM ST F. TIEEE:

" I
o Zis

YAML 7451

apiVersion: protect.trident.netapp.io/vl

kind: ExecHooksRun

metadata:
name: example-hook-run

spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post

action: Failover
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3. ZFIEMRIEIER CR X5, MM CR:

kubectl apply -f trident-protect-hook-run.yaml

A CLI
iz
1. BIEFoHIITHEFIEITIEK:

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. MERITHFETRES. BRIUEEETIGS, BFIRETMR:

tridentctl protect get exechooksrun -n <my app namespace>
<my exec_hook run name>

3. #5R exechooksrun X &R UEERZIEMEBFRES:

kubectl -n <my app namespace> describe exechooksrun
<my exec hook run name>

& Trident Protect

NREE MR ABRAREITZTER™m, IREHEEZFRTrident Protect 2B,
Ef5FRTrident Protect, iBHITUTEE,

T
1. MIBRTrident Protect CR 14 :

(D 2506 REEEATREUSE,
helm uninstall -n trident-protect trident-protect-crds

2. %BRTridentfRiF:
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helm uninstall -n trident-protect trident-protect

3. #4&Trident Protect 834 =/a]:

kubectl delete ns trident-protect
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