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"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. {EF “parameters.selector fH LUKS INZEE X FE, Fla0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—name:

luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. glE—1E& LUKS ZBiRIENEH, fian:



kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

PRI
LUKS M&ETEFFHONTAPE S #UEMIPRHN E48ThAe.

S LUKS £ /EIRECE

ES AN LUKS &, B4R E luksEncryption Bl (“true EEUH. X " luksEncryption IWEMBAFE
HMTridentZEREME LUKS . (true HARTE LUKS AR (“false) UFAIFRT

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svim: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

BTSN LUKS &8 PVC BcE&

EEEN LUKS %, BIRE IR trident.netapp.io/luksEncryption” E “true’ #7E PVC FEE&—1%#F LUKS
HTFAESE, NABIFRR.



kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

3 LUKS 235815
SR LU LUKS R 5iE H I R,

@ FEERIAMEAE. RIBSEARE S| BZEEEZR, B7)TICEEREE, MRS ANEN
RIEER, ErIgTEERE, BURBERIFNERSET AL,

KTFUAES

LIEEFHY LUKS ZR25TBECEBEEHEMN pod B, Mis&4E LUKS FiBTiERH, HEAIE—1 Y pod B,
Trident=%5% £AY LUKS 5B S AR Esh RS B HITEL .

* NRE FNERILEIES TP IENBIRZIEARLE, NskERE,
* NRE EMRIBIEIES ZIAPRENZRIEIEIBILES, N previous-luks-passphrase’ S5 2B,

p

1. 0 “node-publish-secret-name' 1 ‘node-publish-secret-namespace’StorageClass &4, I40:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}



2. AR EHIRE L EFEMNEDIEE,
&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. BMEM LUKS 5, LUBEMBIALIRINZREFEE, #ifR previous-luke-passphrase-name’# "previous-
luks-passphrase’ 5 Z BIHZE ISR 1B ILAC,

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase—-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA
4. BIE—HH pod, EHZE. XERoEEMBENTE,

S. WIANERDFEIEE IR,
&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>

...luksPassphraseNames: ["B"]



Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

...luksPassphraseNames: ["B"]

“

HEMRIE_E(OREHFZIEAIEN, ZEREMIEH,

@ BN, NBRIREIHNZILEEIE, luksPassphraseNames: ['B", "A"] e AT, Eallfgk—1
BRI TR IR,

BREYT &
ERTLITY LUKS MESEREYT B

p

1. |BF "CSINodeExpandSecret IhgEl] (beta 1.25+) . £%F "Kubernetes 1.25: FERAZEALLIL CSI HEHT A
K=pi B T RRIFER.

2. 7N *node-expand-secret-name'# ‘node-expand-secret-namespace StorageClass £, I40:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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TridentsZ 3F LAONTAP{E N TENE G IHEY Kerberos 1% :

* ZKHIONTAP - TridentSz #1832 NFSv3 #1 NFSv4 E#&XI3R B Red Hat OpenShift F1_Eiff Kubernetes SE&$HY
KHIONTAPE#H1T Kerberos %,

TRILABIRR. MIFR. WEBEAR/. SIRRIR. RfE. RiREMSNER NFS MENE,

AOE A HIONTAPER X1TH Kerberos &
BRI IR E EEMAONTAPTEE SR 2 BN EME R =2 A Kerberos 1%,

@ 121_%% LT AR LN AHONTAPIZE &SRR NFS FiE#1T Kerberos 1% “ontap-nas 77
REhizRe.
FIaZ Al
* HaREEILAAE tridentct 2B E L,
* BERREIHEONTAPTEEE KRNI EE BNR,
* BHREEEEEMONTAPEIEEIHEZHEMNE o

* BEREREEESZIFONTAPIESE VM, LLE1F NFS HH Kerberos 112, iEE5 "IT40E LIF L/EH
Kerberos"AFREX IR,

* IBHRRFTE 5 Kerberos NIZE—ICEAAY NFSv4 EEEEMECE. 152 %NetApp NFSv4 IHECE 25y (5B
13 ) o "NetApp NFSv4 HEiRINREMRIELEKRISE" -

FINSEXONTAP S B SR B

EEERMEHONTAPSHERBAIMN, SECIERNSHERER, UZIFNONTAPTE E VM REUKRS Eif
Kubernetes S8 ZHYERIONTAPE#1T Kerberos T1%, RN S HIREMN HE BN SHERREE
SRR YA G R AR |
IimY
FCESHEREE, X35 NFS. NFSv3 # NFSv4 A ial il
S lEIES
S RIESHERELE =M ARBHRZHY Kerberos IN&E 2 —:
* Kerberos 5 - (B{4IQIEFNNZE)
* Kerberos 5i - (B2IEMMNE, BEEFHRIPINEE
* Kerberos 5p - (SMIIEMNMNZE, 1RESHMEFARF)

FEEONTAPSHZRESHN, FEHABEHIARNIE. F1i0, tNREEFRKFER Kerberos 5i # Kerberos 5p jB&
MEZEAIEZ NFS &, BFERUTIARNRE:

RE SRR R R BIENR B A iR R
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BXRUNEIEIZEONTAPE H ERESF S H RN, FSRIUAT X
* "BIEF H SRR
* "[A S ERBEA I

elEgeRir =y

EEILUIEIEE S Kerberos NIZEINEERN TridentfZ i fRIRECE

KXTUES

BIZECE Kerberos IMNZNEEEIRECEXXMAHY, aILUMERUTAIEE =ZMARERZAL Kerberos IIZE2Z—:
“spec.nfsMountOptions SB[ :

* spec.nfsMountOptions: sec=krb5 (E{PEIEFMNNZE)

* spec.nfsMountOptions: sec=krb5i (BREIEFINZE, UNREHDRP)

* spec.nfsMountOptions: sec=krbSp (BREIEMMNZE, UKRSHFERFARF)
HEEIEE— Kerberos il MNRESHTIRPIEEZ D Kerberos MIZRF, MAXEERE— LD,

B
1. EREEH L, ERUTREIREEEREEXF. BHES < FNEBRANEHREFHNESR:
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i, or krb5Sp
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. A E—SeIENEE X IR ER

tridentctl create backend -f <backend-configuration-file>

NREHSIEERY, NWEREEFTDSH, ErliBdETUTHh<tEERTUBERA:

tridentctl logs

FEEOAMEREX TS, ERIUBRIZTEIER<.

ellfe2eiiEs
TR EFEERECE RSB Kerberos MEHNE.

XFIES
BIRTFMEENREY, ILUERUTAIEE =M A ERRAH Kerberos 1% Z—: mountOptions SEE:
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* mountOptions: sec=krb5 (BE4IIEFNINZE)
* mountOptions: sec=krb5i (BPEIEMMNE, UKRSHBRFP)
* mountOptions: sec=krb5p (BRIEMMNE, URZHHRIARE)

SBEHERE —1 Kerberos 5l MMRFESHMFIRPIEES T Kerberos MMERF, MNERE—ET. MRE
iR iR B P ERMNER STEFMEE N RPIEERNMNEBERANAE, WIAFEENR N,

p
1. gl — StorageClass Kubernetes 3%, EEE LU TRA:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true

2. BlETFfiE:

kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. BHRECIREFEE:

kubectl get sc ontap—-nas-sc

RNVAER= E| ES VIV AR

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
HyE

SIREERmMEFELZ S, MEAUEEE T, BXRMA, 580 EH—EE"
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fEFAzure NetApp Files&EECE (1TH Kerberos /%

TR U NI ERE S B Azure NetApp FilesTEfi&fSimaAzure NetApp FilestZfiEfGiREIMN Z BINEFERER

[=Ehi] E
B Kerberos /&,
Feaz i

* EMREESE Red Hat OpenShift 2% /5 A Trident o
* HRIERI LKA tridentctl ARE A,

* BRFEZEERBUTIRAERIFAzure NetApp FilesTZ &[Gk LLHTT Kerberos % JFEEXERHIZEEN
BE#{TIR1E, "Azure NetApp FilesS(H4" o

* IBHARFTE 5 Kerberos NIZE—#CERARY NFSv4 SEEERACE. 152%NetApp NFSv4 HECEEZD (5B
1371) - "NetApp NFSv4 HEaRIhAEFN R ESLERIER" o

ellfE eIy,

SR LIBIEE B S Kerberos NMZEINEERIAZUre NetApp FilestZi&EimAL &

XTFIES

BIEACE Kerberos MNEMEMEEIRIELEXHE, ERIUREEX AMBFUTHENMESIZ—:
* [ER*1EERRES* spec.kerberos 17t
* fER*EIMS* spec.storage.kerberos’ 17!

EEIAESE XERER, FERFMEEPRIFEIRFEM,

TIRTEW LS, EEEILUIEE =M TRFhR4HY Kerberos M2 —:

* kerberos: sec=krb5 (EHPEIEFNNER)

* kerberos: sec=krb5i (BAIIEMMNE, UKREMRIRF)

* kerberos: sec=krbS5p (BRWIEMNNE, UKSHFERFARR)
il

1. ERESE L, RIECREENEFHERNMUE (FHEHAFISEIEES) , ERUTTHZ—CIEE
ERRECEX o RKHHES <> PNEERANEHEHHER:
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

btV et ]

krb5i,

or krbbp
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

2. EA E—FIENREXHEIRER:

tridentctl create backend -f <backend-configuration-file>

NREHREIBERY, NEREEFERS, ErBdETUTHhLEEATURERRA:
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tridentctl logs

EERMAMEREXHFRREE, ERIUBRIETEIESR .

BIRBTFER
A A2 AESSKECE A A Kerberos IIENE.

T
1. i — StorageClass Kubernetes 3%, &E&Z LI TRA:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2. BIERTFfiEE:

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. BMIRECIRTFEE:

kubectl get sc -sc-nfs

BNIZZB IR TASAYSEL

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
M E

IR RENEERZE, REATURESE T BXNH, BEH EH—EE"
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