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ZIETrident Protect

Trident{RIPEK

B, BWIEENETIFE. NAERERE. VARERNIFIIERREENE, HEREN
IR15% B ERE Min{T Trident Protect BYXLEER,

Trident Protect Kubernetes S£E¥ s A4
Trident Protect 5ZX M2 EEF BIEER Kubernetes = miR%, B1E:

* a4 Kubernetes ARSS (EKS)

* B, Kubernetes 5|2 (GKE)

* Microsoft Azure Kubernetes RS (AKS)
* 4148 OpenShift

» SUSE Rancher

* VMware Tanzu = @4 &

* % Kubernetes

* Trident Protect&Z X Z#FLinuxit BT s, Windows iR T A ZIF&0181E

@ * MRLETrident Protect W EREBITHRIRRIEHIZBFZFMAIEXA CRD, BREMREBITH
28, BB XL

Trident Protect Ffif[GinFRA 4
Trident Protect Sz # A T 17 fifi /gl
* Amazon FSx for NetApp ONTAP

e Cloud Volumes ONTAP

* ONTAP7Ef&FES!
» Google Cloud NetApp Volumes
* Azure NetApp Files

BRRENEFERRREUTEX:

* HIREIE R £ INetApp B E AR 2 Trident 24.02 S{ESARA (BiXfEHTrident 24.10) o
* EHRIRIEHAENetApp ONTAPTZES iR,
* BRREEERE B T EES QI REMER.

* SRS AT AREFINAREFMIEEEIRFNEANAIEFmR =E, Trident Protect A= NEEIE
XEEm R MREEBEXZRPIEE T AFENGRTE, NHRFRFRK.
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nas-economy = Z&X

Trident Protect 32#% %t nas-economy H#{THNFIMEIR(E. BRIFZIFERE. =EMSnapMirrorEHIZ!
nas-economy &, EEENITHISTrident Protect —f2{FEBAIE nas-economy ERBHREE R,

REVAEFSERARBERNETRS. WTFXENVA, GFEEITONTAPEFERS LEIT
AT e REmIRIBER:

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

R LUEIE 3381 nas-economy HIETTUA TR REBRAREBER, HEGSEEN <volume-UUID> EREE
EYA9%EHY UUID:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ eI LB I ETrident/FIRECEIET, NHEMIABRIRBER. snapshotDir Bl “true.
NEEHFRZRME.

£ KubeVirt RN IRIFEIE

Trident Protect 24.10 #1 24.10.1 X ESRATERIFIZITE KubeVirt VM _ERINBIEFRY, TAERARRE, FF
XS, EEA UESIERIPIEERE B AR ERAXH R A FENRERSE,

() tEtrEmi2fEsEl, {E VirtualMachineSnapshots JIEEINHL (VM) IRREIBRE X #HE AR,

Trident Protect 24.10

Trident Protect 24.10 TEEUERIPI2(ERR B A= B 5hHfR KubeVirt VM XHRFEHN—HEIRE, tNREE6E
F3Trident Protect 24.10 {R¥F &89 KubeVirt VM #0318, NMBEEERITHIBEBRIMREZAIFIBRAXGRAELE/
FRRINAE, XHER] IR R AA T —BURE.

B A BC & Trident Protect 24.10 REEHIERIFZIERRIE VM X RFARRENA R, "ILE R AEER
U<

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

Trident Protect 24.10.1 &z E = ARz

MTrident Protect 24.10.1 FF4&, Trident Protect STELUIRIRIFIZ(ERR B B REF IR KubeVirt XRS5, &
WA LMER U Ta<SZEALBTA:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect
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SnapMirrorE HlIFYE R
NetApp SnapMirrorE HIh8ER] 5 Trident Protect BB &M, EHATLUFONTAPRRR AR

* ZAHIERZAINetApp FAS. AFFRIASASEEY
* NetApp ONTAP Select

* NetApp Cloud Volumes ONTAP

* Amazon FSx for NetApp ONTAP

ONTAPEEf 3t SnapMirrorEHHIE R
WMREITXIEASnapMirrorE#IThaE, IBHREINONTAPEEHE MU FTEK:
* * NetApp Trident *: EFAONTAP{EAEIRARS AR Kubernetes S£8$F1 B4R Kubernetes 8% L #BAZTF

7ENetApp Trident » Trident Protect 3x35{&FANetApp SnapMirrorfs RHITE I, ZMAERUTIRIEFX
FFEUTEiEE:

° ontap-nas: & §&
° ontap-san. iSCSI

° ontap-san: FC
° ontap-san: NVMe/TCP (R{EEKONTAPhRZ 9.15.1)

* YFAENIE: FEALBUERIFPERONTAP SnapMirrorS & F Rl IEATTEIR ONTAP 285 BARONTAPEEE LS
o 1&&1% "ONTAPHAISnapMirroriF Bl #HiA" T RE ZE B,

MONTAP 9.10.1 FF88, FRBEIFRIIEYILANetAppiF rIEX 4 (NLF) FIFZ 33T, XE— el LU B & #IhaE
BN, BEZIE"ONTAP One Mt HFaE" TREZE .

@ ¥z #FSnapMirrorZ 1R,

SnapMirrorE HIHN X FEZ TR EMN
MREIHRERAEFEEERNEEE, FREREHIMEHRUTERX:

* B SVM: ONTAPEHAERATURIIER. WER ERISVMNSEEIA TRESES.
(D) HERAIONTAPEEZ IS HIX AR ERIN SUM BHRHE—H,

* * NetApp Tridentd]l SVM*: i SVM A At BAREEEE_ERINetApp TridentfEEA,
* HERIR: BHEEETrident Protect FRNINFIEIEONTAPTEEGIR, ULIBREFIX R,
FFSnapMirrorE$l8JTrident / ONTAPEZE

Trident Protect BRIGEDECE — N2 REBNBIMERERINFMEER. MRFEHNBETERER, AT
RExEHYE, BMNARFNZERS RN REFTRNEERER.


https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/data-protection/snapmirror-licensing-concept.html
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/system-admin/manage-licenses-concept.html#licenses-included-with-ontap-one
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html
https://docs.netapp.com/us-en/ontap/peering/index.html

SnapMirrorE##Y Kubernetes 8 EK
EHIREH Kubernetes E£EEH B U TER:

* AppVault AJij5ia)%: RERBF BARSEEEU A B MAIHRIAIR, 7 8EM AppVault BEVEHE S NEE,
USRI AR M REHlo

© Mg EREMAEAN. FAERNRM IP R1FFIR, UERAM NS AppVault ZEli@:d WAN #H1T

Bi5.

@ WS EWIMETE EMER PR R BIP AE R, EEREERIZAT, BS5ERERZRERA
A EREEK,

IR HEIE Trident Protect

WNRIGEVIFIE# E Trident Protect BVEK, ErJLURIRIU TS BESER EZ&ETrident

Protect, f&B]LAMNetAppFkEXTrident Protect, SiEMNEEH B ETMRILEE, W
RICHEBRT AN EREN, MIAEIFMRZESREEER.

=& Trident Protect



MNetAppZ& £ Trident Protect
P
1. #hNTrident Helm € :

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. /A Helm &3 Trident Protect, 1XE “<name-of-cluster>"SEB¥ ZFRIS DA LR, HATIRINERMN
ERFIIREE:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2506.0 --create
-namespace --namespace trident-protect

MFAEEMERZETrident Protect

WRER Kubernetes £ T ATA IR BN, &R LUIMFAR RIS G ESETrident Protect, 7EXLERfFIA,
BEREESPNEBRNEFETNEE:

p
1B TFSRGRIE R A B, B, ARRBEBERIENMEHRECE:

netapp/controller:25.06.0
netapp/restic:25.06.0
netapp/kopia:25.06.0
netapp/trident-autosupport:25.06.0
netapp/exechook:25.06.0
netapp/resourcebackup:25.06.0
netapp/resourcerestore:25.06.0
netapp/resourcedelete:25.06.0
bitnami/kubectl:1.30.2
kubebuilder/kube-rbac-proxy:v0.16.0

f5lan:

docker pull netapp/controller:25.06.0

docker tag netapp/controller:25.06.0 <private-registry-
url>/controller:25.06.0



docker push <private-registry-url>/controller:25.06.0

. BlIZETrident Protect ZZifmp & 5|a):

kubectl create ns trident-protect

- BRAMER:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

- QIEATAEEMRE M IIERAIEVER:

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

. #h0Trident Helm B

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

- BIE—DRBAINXMH protectValues. yamlo BHHREREE LU T Trident Protect 1XE :



image:
registry: <private-registry-url>
imagePullSecrets:
- name: regcred
controller:
image:
registry: <private-registry-url>
rbacProxy:
image:
registry: <private-registry-url>
crCleanup:
imagePullSecrets:
- name: regcred
webhooksCleanup:
imagePullSecrets:

- name: regcred

7. f£F Helm %% Trident Protect, $& “<name_of _cluster>" B Z MG HECAERE, HBATFIRINERMN
FIPFIIRER:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2506.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

L4 Trident Protect CLI ffft

& LAfER Trident Protect s 21T, B Tridentty—1 R, tridentctl’ B3 F €132 #0
5Trident Protect BE X & & (CR) xEE’J;‘—ﬁE&ro
Z%ETrident Protect CLI {4

EERGRLSITERAREFRZE, EERETEEATIHREENITEN L, RIBEMVZERNE x64 I£E2ARM
CPU, BIZBUT T BiRE



THIEAT Linux AMD64 CPU Y&+
i
1. F&(Trident Protect CLI #&{5:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-linux-amd64

THIEAT Linux ARM64 CPU HYE
HIE
1. & Trident Protect CLI #&{5:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-linux-armé64

THIEATF Mac AMD64 CPU HiE
i
1. & Trident Protect CLI }H{4:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-macos-amdé64

TEIEAT Mac ARM64 CPU Y3 {4+
B
1. F#Trident Protect CLI & :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-protect-macos-armé64

1. BFREG ZHESXAAATAR |

chmod +x tridentctl-protect

2. BiEH THEIX - EHE PATH IMEE 2R EXMME, 1M, /usr/bin’ZH#E °/usr/local/bin (&
AREREESINR) -

cp ./tridentctl-protect /usr/local/bin/



3. IEBRILUER M ZHHIXHEFFEE B RPHRMIB. EXMERT, BWRKRZUESRNEE
i) PATH IfiR 2!

cp ./tridentctl-protect ~/bin/

@ R EHIE PATH IMEEEHRENMIE, BIFEIRAL T < RER XM, tridentct-
protect' 5{# “tridentctl protect' MfE{@th s,

&EETrident CLI iFH{4#EE)
e LAE RGN B BV BhThAE IR BN A X id 4 ThRe V1 F 4REE B
I

1. (FREEREEEERIEM:

tridentctl-protect help

ERAm<8the

Z#ETrident Protect CLI /R, EJUAELEGSEREM«EIIEE
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79 Bash shell B Bnhi#h2IhEE
STIE
1. FH SRS

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-completion.bash

2. ZENAFPERTE—RER, BFEREZE:

mkdir -p ~/.bash/completions

3. B THMMIZATZENE "~/.bash/completions' B & :

mv tridentctl-completion.bash ~/.bash/completions/

4. BLITITHRME ~/ .bashrc & E B RIS

source ~/.bash/completions/tridentctl-completion.bash

79 Z shell BB
S
1. FESERIE

curl -L -0 https://github.com/NetApp/tridentctl-
protect/releases/download/25.06.0/tridentctl-completion.zsh

2. ZEMNAFERTER—NNER, BTERHZE:

mkdir -p ~/.zsh/completions

3. BT HMMIZATEENE "~/.zsh/completions' B R :

mv tridentctl-completion.zsh ~/.zsh/completions/

4. BLATITRME] "~/ zprofile 18 B R A4



source ~/.zsh/completions/tridentctl-completion.zsh

7
TREF shell B, EBILIEA tridentctl-protect (G #H 1768 Boih £,

EilTrident Protect 3%
A LABE X Trident Protect IZMIABLE , LUREEIFERRIEE K,

FEE Trident Protect A28 & ER

L Trident Protect [5, &0 LUERACE X HRIEE Trident Protect RSB RERH, 1REX
HlTrident Protect I {EHFEEEF R RRIEE,

B
1. BIBE— B AMIXH resourcelimits. yamle
2. IRIBERIFEE R, EXHHEZETrident Protect A28 BIRRE LT,

UTRAREXHERTARKE, HES8 TR RRGFINEIAME:

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi

mnmn

ephemeralStorage:
resticVolumeBackup:
limits:
cpu: ""

memory: ""

ephemeralStorage: ""

requests:

mwn

cpu:
mw

memory:

ephemeralStorage: ""

resticVolumeRestore:
limits:

mwn

cpu:

R IRREI A LA

11



nmn

memory:
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeBackup:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

memory: ""

ephemeralStorage: ""

3. MFLL A “resourcelLimits.yaml X1 :

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelimits.yaml --reuse-values

BEXZE ETFXAR

L Trident Protect f5, &Ea]LUERECE X 4FREHK Trident Protect 2889 OpenShift &4 £ TF3X£I% (SCC)s.
XL E X T Red Hat OpenShift S8/ pod IR £ RH,

p
1. QIB— 1B ANXMH sccconfig. yamle
2. EXHHRI SCC ik, HAREERIFRERBIENSE,

UTRBIETRT SCCIEMRISEHAINME:

12



SCC:

create: true

name:

priority: 1

TRER T SCCIETAISEL:

2

create

name

RAEI

3. WALLTE “sccconfig.yaml X154 :

trident-protect-job

iR

MERST I LLEIE SCC HiR, X

Y “scc.create i€ BN “true’Helm

LZEIIFERIRS OpenShift 315,

WNRARZ1E OpenShift £izfT, 3%

EHNR “scc.create B E N false’
RS Bll32 SCC &Eio

FEESCCHIZ R, =XERIPTIE

Ha%E SCC MLk, MELRS 1
BISCCHIATMALRIRIRAISCC
BTG,

EINN

true

helm upgrade trident-protect netapp-trident-protect/trident-protect -f

sccconfig.yaml --reuse-values

X BIEENESBREIAE, sccconfig.yaml X4,

Fe & EfthTrident Protect ftEIS &
B LB E X AutoSupportiZ EFl e & Tiahd LUK B BRFEER, TRIEAR T ANERESI:

2
B FRIE

Bo%iFARE

BEZFEER

el iR

string JINetApp AutoSupportZEZECE 1
¥ URL, fEAILLINEEETRIEARS
B FE EE, 7
http://my.proxy.url o

m/RE 1S B 7B AutoSupport R IEEEZR
TLS Wi’ true o NAFAZEH
RIBERZ, (BHA: false)

/R{E BR%ZAS HTrident Protect

AutoSupportiR4 & L&, KB
false SHERN EEINREEEZH,
BIEMATT UFohER T IFE,  (
ZRIN: true)

13


http://my.proxy.url

W

54
SR iEER

restoreSkipNamespacelLabels

Ra] LMERA YAML BCE 2k aksn

£ YAML 14
HI
1. QIB— M EEEXGHEE

2. FEIENXMHEF, FINEREREXHEE IR,

autoSupport:
enabled: false

KA
string

string

LITIRSECE X EEE T

BR8N values.yamlo

proxy: http://my.proxy.url

insecure: true

restoreSkipNamespaceAnnotations:

restoreSkipNamespacelLabels:

3. IEERZ G values.yaml BB & IEMERN XXM REE X4

D%

EME D IRE R HRE
ZEERHES DIRYIR, AIFE
RIE RIS R =08l

BEMED RS IREPHPRAY D
T EFEZNESHRIITR. RITFE
*E*E*T\_V_ /;L,\Flljg E—'Jo

"annotationl,annotation2"
"labell, label2"

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f values.yaml --reuse-values

£/ CLI &
BB
1. FEUTHS

--set ATFIEEZNSHNE:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect \

--set autoSupport.enabled=false \

--set autoSupport.proxy=http://my.proxy.url \

--set restoreSkipNamespaceAnnotations="annotationl,annotation2"™ \

--set restoreSkipNamespacelabels="labell, label2" \

-—-reuse-values

14



¥ Trident Protect Pod RIS ET =

ERILAfER Kubernetes nodeSelector T RIEHFLIR, RIET mARKERITHIPLE T3 R B HAKIETT Trident Protect
podo BRINIERLTF, Trident Protect {XFEF3zfT Linux T &=, Ea]LURIEEEH—F BT XX LRI,

B
1. QIE—1N B AN Y nodeSelectorConfig.yamle

2. FEXHFHAN nodeSelector T, FHBLAX LIRS EL T min%, MTRIEEIFRFEZHITIRE],
fan, UTFXHEERIARRERSERG], ERBH 4 EKISN AEF AR

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. WA LU A "nodeSelectorConfig.yaml 3 {4 :

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

XRBIAREI S A B EPIEENPRE]. nodeSelectorConfig.yaml X4,

15
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