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BEMNRIFNAER

{EF Trident Protect AppVault 3 R K &2 1Z(E1H,

Trident Protect FY7Z6#E1E B € X &R (CR) ##7 /9 AppVault, AppVault X R EFEREE
BE% Kubernetes T1EiiZRTo AppVault CR B ZMEMITRIFIZIE (FlIN&EMKm. HREB. Tk
S121/EMSnapMirrorE%l) HEAMNNERRE, REEIEA T ECIENBRIRE,

TN AR ERITERIERIFR(EN, EFEZEFHNEMEn<LITEIE AppVault CR. AppVaultCR 45E FERVIFR,
TR AERA T ERGITEI R AppVault CR BY1EE.

@ 1R AppVault CR fii F&% 7 Trident Protect BY5EE¥ E, 1R AppVault CR RTEEHE T EIHIR

, RITEEREIR.
ACE AppVault B9 18IEFZRRS
7EEI%E AppVault CR Z i, 1EHREIEEDN AppVault FIEIERZ 28 A] U EREBEMTAEXZRRHITEHIR
ko
BRI BRI EERD

LI&fEA CR 2 Trident Protect CLI 354172 AppVault 3%RBY, EATLLA Restic #1 Kopia IIZEER B BEX
ZEIOHY Kubernetes 20, SNRERIEEETH, Trident Protect 3 EREIAZED,
* FnhtlE AppVault CR BY, i51EFH spec.dataMoverPasswordSecretRef FEZEE 2,
* f£A Trident Protect CLI 8l AppVault 3 REY, & "--data-mover-password-secret-ref FHF1EEZ AN
B,

IRBIEE R EEE R A

BEEZ LT RAICIZEREH. €I AppVault JREY, ERILFETRTrident Protect ML E tAMERIES B3 17
fERERT B I,

* RIBEEANSIESRIR, ERE|BANZBEERIAXNNNZEEIR, FN, WNREE
@ 721/ Restic, HERRAITEER Kopia, MTEEIEZERE, TR EE Restic Zho

* FEREBRREFERSNMA, EREECKREIRE LR HMER LR, NRERHN
‘trident-protect’ in & TiEIE W MR, EEEZBERILEMEFHHIRE,



f#H CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

A CLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 FBFAE IAM AR

LipinS S3 RAMFEME (U0 Amazon S3. 1B S3) BY, "StorageGrid S3", TE "ONTAP S3"f#
FATrident Protect BY, EEEMHRIRENAF SIEEFIHNEERHNNENR, LUTERETEATrident Protect
HITIRRFF B RN RAVEREE RG], ErI LSRR BT &8 S3 #AEMEIRERENEF,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeleteObject"
I

"Resource": "x"

B X Amazon S3 FRRIEZEE, BEHLUTRAI: "Amazon S3 34",


https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html

FAF Amazon S3 (AWS) H{7%IERY EKS Pod Identity

Trident Protect 73¥F Kopia 2B ah28121EM EKS Pod Identity, IttIHEERISCELNY S3 ZfE@IZ AR, M
=¥ AWS ZIETEAETE Kubernetes #1225,

EKS Pod Identity 5Trident Protect BYE3K
754 EKS Pod Identity 5Trident Protect &£ & A 281, EMRUTEI:

* &8 EKS &8+ 22 Pod Identity,
* BEIRABLERN S3 FHMNIRN IAM fAts, MTWREZER, BB "S3 HEFME IAM R,
* 1AM &5 LU R Trident Protect RSt F < BX

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete

BXEH Pod B4#HE IAM B 5IRSHKF XEXBVIFAIRAER, 1SR "AWS EKS Pod Identity X4

AppVauIt AL E £ EKS Pod Identity BY, BECEERY AppVault CR,  “uselAM: true' FERtrE M~ e B ERE

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

&R T IR RY AppVault Z A% ARG

EX AppVault CR BY, EFEBESFTIELISERMBIEERNAIR, FRIEEER IAM S{HIIIE, NfRERTIER
RRIERHENARMERRE. U T2/ MEHENSSTRERAERT. EAIUERUTRINE ISR
HER RIS E R,
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

T3 S3 (AWS)

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
--from-literal=accountKey=<secret-name> \

-n trident-protect

EAS3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect



AppVault 82!

UTREMRMHER AppVault E XK H

AppVault CR 7=fjl

TR AR LT CR REIAE N mIRMERE € AppVault TR,

®

BRI LLRRIEE — Kubernetes secret, EFEE Restic l Kopia FZEFEMNZER B ENX?

2]

A

B, BRI ESEFHEERRE]| TRESER.

* 33F Amazon S3 (AWS) AppVault IR, ERJLLEFMUMIERE sessionToken, WREFERE

REF (SSO) HITBMINIE, XFFEER. HENREREFENTAN, BeIBIL<SH,
ERAT =R AppVault ZERERTHG .

* XF S3 AppVault /R, Ea]LLHEFEMMER LT AIEE HIL S3 A= HOMRIE URL:

“spec.providerConfig.S3.proxyURL $H7zt,



Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

T S3 (AWS)



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ 3 FfEMA Pod Identity 1 Kopia #iE#2ah28HY EKS IF1E, E0ILIFEBR "providerCredentials’
R FHARMN "uselAM: true'7E “s3 AECE.

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

1EAS3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGrid S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

{3 Trident Protect CLI 813 AppVault B4

TR AR LT CLI ss 2Rl & MM E 82 AppVault CR.

* AT LLEFIEE— Kubernetes secret, RS Restic #1 Kopia fFEENZR B E X ZF
CD BB, BSREUETESEEREEDR| TRESER.

* XF S3 AppVault X5, ERILUEZFMEMER LT ARIEE His S3 MENHOMIE URL:
*--proxy-url <ip_address:port>"%i,

10



Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

T3 S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

-—-data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

—--bucket <bucket-name> \

——-secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

IEAS3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

11



tridentctl-protect create vault OntapS3 <vault-name> \
—--bucket <bucket-name> \

——secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \
--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

EE AppVault 52
f&o] LUE B Trident Protect CLI i EE A X E1EEEF L AIER AppVault X RBVE Bo
SIE

1. & AppVault HRHRE:

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

Nl

12



e e e L e L e P L et +

| CLUSTER | APP | TYPE | NAME

TIMESTAMP |

fom Fom————— fommm - e it T
R +

| | mysgl | snapshot | mysnap | 2024-

08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysqgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o —— - e e

et e P +

2. (ANi%) BEEEESNEEM AppVaultPath, EERIZAITSE --show-pathse
S 7ETrident Protect helm SRS T EBIBFIY, RME—FIRMWERESHA TR, HI1 —-set

clusterName=productionl o

P& AppVault
& o] LARERT PR AppVault 3R,

@ TE*&F? “finalizers’ 7EMIB% AppVault IR Z i, IET7E AppVault CR FENEZEH, INRXEM,
A EER S AppVault ZEERPIRBEIE, EEPHIMIMIIZE TR

Friaz Al
ERREERBRERIFREY AppVault EARIFIEIRIER &1 CR.



£/ Kubernetes CLI fillf& AppVault
1. #8843 AppVault 3R, FHE#t appvault-name  ZMIBRAY AppVault FHREIZFR:

kubectl delete appvault <appvault-name> \

-n trident-protect

fEF3 Trident Protect CLI flif& AppVault
1. #5B% AppVault W&, FEiR "appvault-name ZIpREY AppVault IR AIZFR:

tridentctl-protect delete appvault <appvault-name> \

-n trident-protect

{EHTrident Protect X EIEN HIZF

f&u] LB Bl 32N FAFER CR FxEXAY AppVault CR RE X EfE A Trident Protect B1ERY
N AR

£ll## AppVault CR
BEERFE— AppVault CR, % CR B7EX R BRRFHITHIRRIMSEREA, HH AppVault CR EEMF

RH T Trident Protect B95%8% £, AppVault CR 25 3 EHFEIFERY;, B X AppVault CR BRI, 15
: "AppVault BE X &R, "

EX N AR

CREEBFE X EFERMTrident Protect BEIEMNE NN AEF. ErILUEIFeheliENBTER CR I {EATrident
Protect CLI 3REX BEEIENNBIER,

14
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£ CR M AER
B
1. Bt A2 CR Xff:
a. BIEBENER (CR) XHHBHESEZ A (I, maria-app.yaml) o
b. BB TEM:

* metadata.name: (WH) NAERF BEXZRNBIR, 1H5EREEERNRIR, EAORFEER
FHIEM CR XH=5IAItE,

* spec.includedNamespaces: (%) EA & E TR IXZR FKIEEN BiEFFERANGET
EfZR. NAEFGETENNEEELTIRP, MEXFB[EAEN, JTRFMHESE
Efn AT RN E R,

* spec.includedClusterScopedResources: (F]i%) AL EMISEEESENBERENXFH
EETRERR. EMATFERIEZRNA. iids. FEirSERxXLRR,

* groupVersionKind: (#5) I8 EEHSEEZRIREN API A, A AFZEE,
* labelSelector: (A]i%) {RIBINE HIXEEHEEE R,

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (A]i%) It AR{UGERATM
EIANEXHIN ATER, 90 KubeVirt 3815, EARXHRF AL RETIRRBZ A, I8E LA
EFTERBRHEREIUEAX GRS, WRIKEN true, NAEFRKZB2EIZE, HAT

HRFEWERLE, RISTE T MR, BNREFENXTEEEM, WZRZ M, WRFH)
IHBA, MIEERIZMT: "©KkTrident Protect /2 RIS E" .

MRFBENAREFCIBENALER, sTUERMU <!

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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+
YAML =451

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (FI%) Aimikse, BEalRFHEERERENAIR:

> resourceFilter.resourceSelectionCriteria:  (7FIEBT#AZE) A “Include' & "Exclude B2 & 5L
HEBR resourceMatchers FE X HIE R, HINLLT resourceMatchers 2#UAE X 26 &S HIFRHI AR

pih

* resourceFilter.resourceMatchers: resourceMatcher 3t 5R#H, NIRRT ZIEATEN Z T
=, WeMlzE#k OR ZEILAE, SN THERAMNFE (H. #28. IRA) ZI8#& AND iIZH[IT
fids

* resourceMatchers[].group: (FIi%) EiFiEAIZ R,
* resourceMatchers[].kind: (A]i%) LA RIEE,
* resourceMatchers[].version: (R]i%) EifiEHIZ RhRZS,

. S,

* resourceMatchers[].names: (A]i%) Zid SRV ZIRRY Kubernetes Jt#k#E.name FEXHHIZ
#Fo

16



* resourceMatchers[].namespaces: (F]i%t) ZiFEHZ IR Kubernetes JT##E.name FEL

FREER R =,

* resourceMatchers[].labelSelectors: (F]i%) & JRHY Kubernetes JT¥{#E.name FELHEVIR
TIRBFTRB, WEUATUEENX: "Kubernetes 314" . fld:

"trident.netapp.io/os=linux" o

@ WHZE “resourceFilter # “labelSelector #fEMH, resourceFilter 4ciz1T,
$AIS “labelSelector N A F 4 I AR

f5gn:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

2. QIR SERIMRAELEN AIEFEERKRGE, MAREERFK, Fi:

kubectl apply -f maria-app.yaml

p

1 ERAUTTRAIZ —IEANBRARFEX, BESHNESRANEHFREFNER. BRUERESSH
FRRFIR, HEROIFAARISSST, et aNRRESENRREFEXH.

EXHIN AR, 140 KubeVirt 3115k, HERXHRGFAEREEREBZA MNRERFIFIGEN true’
ZNAREFPREFEIRE, FJUERBIHESEAXG RS, NRMETCIREN false 2N AEF2RE
FiRE, SBXMHRSGERBHERE, MRER TR, ENAREFREXFREEI, WIZEE
WBE, MREREREMRE, NARFEEREUTAN: "23XTrident Protect /2/KIZE" o

7EfER CLI SIZR BRERE, EIREEM, AUFEHRUTAE: --annotation iEIR,
c QBN BIEFEHER X RAEETANERIRE:
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trident-protect-requirements.html#protecting-data-with-kubevirt-vms

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

IV AREFHEEA N AREFIRE UIER X RFURETN:

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze

=<"true"|"false">

@Bl LIEF --resource-filter-include # “--resource-filter-exclude’ B FiRIEU TR U B S HIRE
JRBIHRE “resourceSelectionCriteria fIg04A. #E. hrads. %, BIFFGrRB=TiE], WTGIFAR:

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-—
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]}]"

{E A Trident Protect T%F'F_“Zﬁﬁ*%}?
T IRIRIRBFIE 9 F{RIF Trident Protect &

1] \
U L:\

ﬂmﬁﬁfﬁhfo

@ &/l A B E Trident Protect TEAURRIPIRERRIENAEN R EXH RS, " T iREZ X T{F A Trident
Protect ELE XA RAFFEER"

B TFR IR
1ERT LURERY I IR R IRER,

@ NREECCRNFRENAREFEXFHREH5IE, HERSIBEEANAREFmRTE, WX
EXRERESESED. R ER,
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{5/ CR IR
B
1. SIEBEENXZKR (CR) XMHEHIEEMB AN trident-protect-snapshot-cr.yamlo
2. TEQIENXHD, BEUATEM:
° metadata.name: (W1H) LB E X FZRHNETR; HACHIMREE— I HE—BEREXHET.
° spec.applicationRef: 28l REBHIN FFZFHY Kubernetes & #F.
° spec.appVaultRef: ((455) MIFERBHNE (Ft#dRE) 89 AppVault B9E R,

° spec.reclaimPolicy: (A1) X HIRIER CR #MIFRES, RIREY AppArchive 2 XEHAER. XE

k& BMEIZE N "Retain RERIG MR, BROED:
* Retain (BRIA)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. IE5 275 ‘trident-protect-snapshot-cr.yam| & X 4 HIEIEHfE, NMA CR:

kubectl apply -f trident-protect-snapshot-cr.yaml

fEF CLI BUERTRER
p
1. BUIEIRER, BIESHIEBRATIMERNES. FHlim:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>
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BlERFEEH
1 RT LARERY & 1 R AR AR o

@ REECENFRENAEFEXPHRBHS B, HERSIBEEANARFGATE, X
ERFRRESEE0. RRIER,

Fazal

R AWS &< IS HARY (8] 8 LUK B EAKETENETTHY S3 &H1%(F. WIREFMRIEAIEITHELTHE, MR(E
HBEQEWO

BB "AWS APl "B XN E HRIRIESHIT AN N E ZE R,
HBE "AWS IAM "B X AWS B REIINEZERE,
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{£F3 CR BIE&ED
TE
1. SIEBENXZKIR (CR) XHEHIEEMB N trident-protect-backup-cr.yamlo

2. FECIEIXHAS, BEUTE.:

° metadata.name: (IH) LB E X FRNETR; BACHIMREE—HE—BBEREXHET.
° spec.applicationRef: (4F) EFDHINATEFHI Kubernetes & #F,
° spec.appVaultRef: (1F) NEEFHHNAR AppVault BIZ R,
° spec.dataMover: (FIi%) R ER T EHMFIENEH TANFR S, AIENE (KR2KNE) .
* Restic
* Kopia (ZRIN)
° spec.reclaimPolicy: (A1) EX MEFRAPEREDIN L ETA. FIEE:
" Delete
* Retain (BRIN)
° spec.snapshotRef: (A[i%): EREEFMDRNIRBEM, MRKEMH, NWREIEHERDIGEIRE,

° metadata.annotations.protect.trident.netapp.io/full-backup : (F]i%) It BB TFIEEEH RS
MAIEEERD. FAERT, MEENHIILEN. B2, MR IFEEN true' X, &%
MR T IFEEED. MRKIEE, HUEERMANLESRMLE, RELREETHRITESR
19, REERRTESNDZERITIEESD, UKRKREMRESMERXIIRK,

YAML =451

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:

namespace: my-app-namespace

name: my-cr-name

annotations:

protect.trident.netapp.io/full-backup: "true"

spec:

applicationRef: my-application

appVaultRef: appvault-name

dataMover: Kopia

3. I 55522 5 “trident-protect-backup-cr.yaml & X4 RIEEHG, WA CR:

kubectl apply -f trident-protect-backup-cr.yaml

ERMLITEIREN
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p
1. glE&El, BESHINEBRAGIFERNES. Fli:

tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

TR LUEERER --full-backup’ BTEEE M ES N NIFEEEMNEIRE. FINMERT, FIEEHE
THEEN, FRIMNERE, EMRBENIFEESN. RELKREEMNITREED, ARERRTEE
ZEPITIEESD, URKREMERS MEERXBIX,

il E BHEIRIF IR

RIFERBOBISIZIRE X I RIBIRIRER. SNAERRIPFNARERF. SRILLERS/ N, X, SANSAE
BIREBMEY, HATLUEEEREMEIAKE, BRI full-backup-rule FRERZHIFLEXTE SRR,
INMERT, FREEHEHEEEN. ERIITEEENUNEBIEEEN BB TRESMERXIXPL,

s RO REEIT IS B RO REEITX]. “backupRetention J3ZH] “snapshotRetention” BLAF ZHY
. IF1E “snapshotRetention FIRBEIZHSEKRETMIRIEHNHLEIRE, EXLER
C) RBEIRIE, SESDSTMREIIEMIBR.

* MREESCENFRENAREFEXPHRAWHSIA, HERSIBIEANAREFHRTE,
NXEFRFRESTESD. R EF,
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EFATEIEXK (CR) GBI,
TE
1. SIEBEENZKIR (CR) XMHEHIEEMB AN trident-protect-schedule-cr.yamlo

2. EEQIEIXHS, KREUTE.:

° metadata.name: (W1H) LB E X FZRHNETR; HACHIMREE— I HE—BEREXHET.
° spec.dataMover: (A]i%) 5 REAFHMRENEH TAMNFRTR, AIENE (RHKNE)
* Restic
* Kopia (ZRiN)
° spec.applicationRef: EF S HIN BIEFH Kubernetes & #1o
° spec.appVaultRef: (4 55) NMIFEFHHNER AppVault BIE R,
° spec.backupRetention: ZERENEMNE, SRAFLEESEH ((VRE) .
° spec.snapshotRetention: ERENREHE, SRIAFEIEEAIRE,
° spec.granularity: TTXIIZTTRVSRZE, BIRERVE, URMBRNMHIETE:
* Hourly (REMIEE) spec.minute)
* Daily (BEHEE) spec.minute M spec.hour)
" Weekly (EEIISE) spec.minute, spec.hour , # spec.dayOfWeek)
* Monthly (BE{4EE) spec.minute, spec.hour , # spec.dayOfMonth)
* Custom

° spec.dayOfMonth: (F]i%) HXINIEITRORGBEE (1-31) . MNRNEIREN, NEFEAH
1IN, Monthly . ZEMXINUFEREFIRE,

° spec.dayOfWeek: (FIi%) I RINIZITHIEZEE/L (0-7) . EO0 T 7 ®R-EHH., NMRNEIRE
A, MFEERRMET, Weekly o ZEXFIUFRFERHIRM,

° spec.hour: (AIE) IHHRINIEITHINBTEL (0-23) . MNBRKEIRERN, NILFEEANIED,
Daily, Weekly, & Monthly. ZEMIUUAFHERRIZM,

° spec.minute: (FIE) HRINEITEVNERBSFER (0-59) . MRWEIREN, NEFEAN
WA, Hourly, Daily, Weekly, B{#& Monthly. ZEMMAFRFHERIURM,

° metadata.annotations.protect.trident.netapp.io/full-backup-rule: (8]3%) bR TIE5E L HIT
BEHEHN, fRelLUEHIKE N always SR LIRIESEE#H TS B RN B EXEDR. B30
, MREERZRBREHTED, WalLISEN#ITREEHNERR L.

EHOAIRERITRIRRA] YAML:



apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-cr-name
annotations:
protect.trident.netapp.io/full-backup-rule: "Monday, Thursday"
spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

{RIRER I RUBYR A YAML

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

3. 5575 “trident-protect-schedule-cryaml|" & X 48{EEMfS, WA CR:

kubectl apply -f trident-protect-schedule-cr.yaml

£/ CLI QI RIESS
p
1. g RIPITR, BESHREBRNEIMEPNER. .



@ 1&A] LAERS “tridentctl-protect create schedule --help' & b as S HIFAEEBHE B,

tridentctl-protect create schedule <my schedule name> --appvault
<my appvault name> --app <name of app to snapshot> --backup
-retention <how many backups to retain> --data-mover
<Kopia or Restic> --day-of-month <day of month to run schedule>
-—-day-of-week <day of month to run schedule> --granularity
<frequency to run> --hour <hour of day to run> --minute
<minute of hour to run> --recurrence-rule <recurrence> --snapshot
-retention <how many snapshots to retain> -n <application namespace>
--full-backup-rule <string>

BT LI E “--full-backup-rule' #RiC “always &R LIRIE R EH TSR B &M B EXEHD. Fi0,
NBEEAFIRRNEFHITED, WAILUEENEMLE T ERH#HITRESD, FW, A --full-backup-
rule "Monday, Thursday" ZHEg A — A N#HIT2EED-

FFIREITY, 1BIKE --backup-retention 0 FHIBE—TAF 0 BIE " --snapshot-
retentionoe

MIBRERER

WA BRENERHRRBRE.
S

1. IS S RERBRAYIRE CR:

kubectl delete snapshot <snapshot name> -n my-app-namespace

llES=yw)
Wi R BRI EHHIRBER.

@ HRROIUERBSISE RN "Delete’ MITRTFMERMIFRFIE EHEE. ZERBEPBIAREN: "Retain’
BRBIMUEERER. WRBERTAZ Delete &MNHIBRREBENREFMETR, FEFMFR.

p
1. M5 &0 XEAE CR:

kubectl delete backup <backup name> -n my-app-namespace
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MBS RIS
ERIUMERHITREEERRT. BRmRERMNEHRIEIRS,

p
1. ERUTaHLNREMIZIEIRT, BAESHINEBRAGIHREDRHES:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

2R Azure NetApp X1F (ANF) I&{ERIE D FIEER

WNREELETrident Protect, MR LIAEEA azure-netapp-files 773 HE Trident 24.06 2 Hi 8| B HI1EE S IH
BRTETENEGHIIERNEE, IMEEERT NFSv4 &, AR HRABAEMHIEIINTIE),

Fiaz a7l
MR TS

* BB R % Trident Protect,
* BT Trident ProtectPEX T — M AEF. EETRILTEZ§I, WNBAEFNFIPINEERZ IR,
* {R8 “azure-netapp-files’ BiE N 1FMEEIHRIIEATFHEIS,
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BRATELESTE
1. 9N ANF HE2EHKE Trident 24.10 ZBIRIERY, EE TridentHITATIRME:
a. A/ NET azure-netapp-files B5 N AIEFXER PV BERRBER:

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HIAEAENXEXN PV BREREER:

tridentctl get volume <pv name> -n trident -o yaml | grep

snapshotDir

EE:

snapshotDirectory: "true"

+
MRARBARBER, MEFEMEMINE, ZEEENIETEN SBAFEMPNTE, EXH
BRT, BRERFENTEREBHNTEREBSKENERIERNIGN S,

#R
ZN RTERF EESFER Trident Protect #1T&EMNAME. &1 PVC BAIMEEMNAERF BTSN

o

e N R

{E B Trident Protect i E W BIEF
& B LUfEER Trident Protect NMIREBER &F 0 E BN BER. BNAREFTRERIR—5%

180

R, MIIARBIMEREZER,
© MENBREFN, MENARFEENERITHFAENARREF—RRE. WRFEMR

ERPITHEF, SRENMEREN—IDBEET.

C) * ZRMNEHREDFENGRTESMERRGRETE (ERT gtree &) . BE, XF
qtree &, AXFFMRIBRIME ZIFRERErE = EHIME 2IRIAE R =8l

s BRI LIERSRSERBEXMERE. MTHREZER, B2 "FEHE%Trident Protect
MEIRE"S

MEHEREIRE S ETIE)
L {&{F M BackupRestore CR F&DEREIRAEIN &R TIEIAY, Trident Protect STEHTBY R & 8] IE RN A



BF, ANEENNARFEIE—TNARERF CR. ATHRIFEMENNARRR, AJUEIEBIRFSMHIIRE,
& HIE RIP Ao

@ BEMERIEENEARARNARGRTEARERS &P R RERZNIMAER. BEREEHD
FHFFERR, BEAMRHERCEBImmETE, BEAB&MMEIFNGETIE,

FriaZ i
HfafR AWS =iEShERVIT HARY (8] LUR B KB EE1THY S3 MEIR(E, MREMEIRIERREI LT, Mg
ERIRER R,

* BEBIR "AWS AP| "B X E HEIRIE ST R BN E ZE R,

* BRI "AWS IAM XHE"BEXx AWS ZREIENEZER.

LITMER Kopia ERNEUERSEISSME &M, ERILUERTE CR s EREER CLI KizH|

Kopia ERABIGEFENIT N, ESR BRI BEXETURENENNELZES. £/H
‘tridentctl-protect create --help' B *{# A Trident Protect CLI I EXBRMELE L., ESHH S,
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fEFA CR
B
1. BIEEBENXZER (CR) XMHHEHESH RN trident-protect-backup-restore-cr.yamlo
2. FEQIENXHH, BEUTEM:
° metadata.name: (W 1H) ItBEXRBENRR; BALHNIFREEE—E—HEEXHET.
° spec.appArchivePath: AppVault ATEEF NN BRI, Bl LUERU T ST LREE:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (1 F) FEFIDARZEHI AppVault BYE FF,

° spec.namespaceMapping: REIR{ERVIREF R BT Binin & TiEAMET, & "'my-source-
namespace ] “my-destination-namespace | Ak B FE EIFIEHIE Bo

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FNi) MREIAFERERENAEFFHRELRFHITNE, BRNHEERG, UEBERHFFEERE
MRV IR

Trident Protect 2 BohitiF—LLHRE, AANENSEEENZREEXEL, w0, R
@ ERIFFAERRZRHBEEE — XK pod, Trident Protect =i E XEXHY
pod.

> resourceFilter.resourceSelectionCriteria: (THi%ERT#4ZE) A “Include T #E "Exclude &5k
HEBR resourceMatchers FE X HIER B, HILLT resourceMatchers 2#UAE X 26 2 B HIFRHI AR
i

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥H, MBI ZEAFEN ST
@?’ Meflziaik OR ZRILE, SN TERNFE (H. #3E. k) zZigli&k AND zET
2o

* resourceMatchers[].group: (F]i%) EifiERHRIRA,
* resourceMatchers[].kind: (A]3%t) B ERIEE,
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30

* resourceMatchers[].version: (F3%) Bk E RR S,
* resourceMatchers[].names: (A]it) B ISAIZIRRY Kubernetes JT##E.name FEHHIE

#Fo
* resourceMatchers[].namespaces: (F]i%t) ZiFEHZ IR Kubernetes JT##E.name FEL
VAR R = El,

* resourceMatchers[].labelSelectors: (F]i%) &R Kubernetes JT#3E.name FEZHHIHR
TiEFBEFRR, WEUTMUEENX: "Kubernetes 4" o F¥0:

"trident.netapp.io/os=linux" o

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. 5552 7 J5 “trident-protect-backup-restore-cr.yam| & X4 HIEEMS, N CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

M CLI
BIE

1. BEHERIFRNGRTE, FRIESPHEBERAEIFEPNES. X namespace-mapping &
SHERESHRNGmRTIE, KRBT ERGEERNBRaR=E, HRIVNT:

“sourcel:destl, source2:dest2 . 5I40:

tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \

-n <application namespace>
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MEDMEEIRIAaG R =(E
TR LB & D E Bl RiGEn & =l

FFoaz Al
1R AWS iEShERYT HARY B LUR B Az ThY S3 SRk, MREMEIRIERREIShEATE, Mg
ERTBES SR
* BB "AWS APl X" BXINE YaIIESET AN EINEZE R,
* FBHE "AWS IAM "B X AWS BREIINEZEE,
LITMER Kopia fERNEUERS ISR ME MY, EELUERTE CR HiEEEREEA CLI KizH|

Kopia fEAMIGEZERIIT R, B8R BRI G EXEaURENEINESER, £H
‘tridentctl-protect create --help & *{EM Trident Protect CLI I EEBRMNESZE R, 5SHH S,
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHEM RN trident-protect-backup-ipr-cr.yamle

2. EEQIEIXHS, KREUTE.:

° metadata.name: (W 1H) ItBEXRBENZIR; BALHNIFREEE—E—HEEXHNET.
° spec.appArchivePath: AppVault ATEEF RN BRI, Bl LUERU T ST LREER:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (1 F) FEFIDARZEHI AppVault BYE FF,

fB4n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (Ai%) MREREBERENARFPNELRRHITME, BRNFHESY, UESTHMRFTERNTE
IRERRIE:

TMmﬂmmd ZBmhEEFE—LEE, AAE(SEERNZREFEEXREK. flm, R
@ BRI AEFRBRZREHBEEE — 1 XK/ pod, Trident Protect =18 XEXHY
podo

> resourceFilter.resourceSelectionCriteria: (7% %E) FA "Include’ T #E Exclude &5
HEFR resourceMatchers FIE X FIER R, FHRMNLLT resourceMatchers 2 LUE X B 6 & S HIFRH A
il

* resourceFilter.resourceMatchers: resourceMatcher i‘}%?ﬂ(ﬁﬂo MREZEBEAFENXZTT

§, MENZER OR IZHRILE, 81N TRANTFE (H. M. kA ZEHZ AND ZREIT

* resourceMatchers[].group: (F]i%) EifiERZRIRA,

* resourceMatchers[].kind: (R]i%) EifEAIEREE,

* resourceMatchers[].version: (A]3%t) BEfi%H R RRDS,

* resourceMatchers[].names: (B]i%t) i3 BRI ERIRRY Kubernetes JTE#E.name FEEHFHIZ



o

* resourceMatchers[].namespaces: (7]i%) Eid/EHIZRER Kubernetes JT##E.name FEX

PRy R =iE,

* resourceMatchersl[].labelSelectors: (F]i%) Z/RHY Kubernetes 7To##E.name FEXHHIFR

FERBRFRER, WEUTMUEENX: "Kubernetes Si4" . fFla0:

"trident.netapp.io/os=linux" .

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. I B 52 f5 “trident-protect-backup-ipr-cr.yaml X HE EHafS, NA CR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI
HIE

1. BEHPMERRBHRTE, FHFESHINEBRANEIFERNGER. X backup BHERAGETIE

MEBHBIR, BRWT <namespace>/<name>, FI4l:

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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MEHDMEEITRERIEES
NRFIREFLIRE, ERILEENTREIEMEE,

LITMERA Kopia MEREUERSohRME £H8Y, ERILLERE CR PIsEFRUER CLI FizH
Kopia BRI ZAERITT . ESE BRI BEXEUE BN ETNMNELZEE, 5
‘tridentctl-protect create --help' & X fE A Trident Protect CLI {8 EABRMNEZE R, BE2HGHG S,

Feaz i
MR E LR AoRE M.
* BARERE L E Trident Protects

* BREBERI LA R S IRERFMEEIRY AppVault NTZERERR, &HMEMEEZEFEREF.

* H3fRTEIE1T AppVault CR BY, Zs3thIFiEa] LIZEIEZE AppVault CR RE X I R1F(EME, tridentctl-protect
get appvaultcontent 88, WIRMLEIRFIPELEGR], B M BIREEE LMY pod HiETTTrident Protect
CLlo

* HR AWS ZIELHERT AR E]E LUH R E KBNS T M ER1F, MREMEIR(ERESHTH, Mg
RIS ST

° JBEBIH "AWS API "B XEYRIRIEL I HNENESER.
° BB "AWS B X AWS RRFIENEZER.

g
1. fEA Trident Protect CLI G107 BAx5EEE £ AppVault CR BYRT 4 :

tridentctl-protect get appvault --context <destination cluster name>

() #ERATURRFIRNHESAFET SR L,

2. EEBEEPEIA AppVault NEHRE:

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

--context <destination cluster name>

BITIHa 2R AppVault FRIBRED, BEHERRER. HNNNAREFBR. MEEHIEERZ.

Tl
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e b +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e fomm - tomm - o
o tom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault ZFFF1IIERZR L AIEF LR BAnER:
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fEFA CR
1. SIEBEENXZKIR (CR) XHHIEEMB N trident-protect-backup-restore-cr.yamlo

2. EERIENX S, REUTEM.:

° metadata.name: (#3H) Lt HEXFIFNEIR; BEATHIFREE— M E—BBEE XA,
° spec.appVaultRef: (1 F) FEFIDARZEHI AppVault BIFE FF,
° spec.appArchivePath: AppVault R7EEFR AT, ERIUERU TRLSERLERER:

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

@ gg% BackupRestore CR AAJ A, EAILUERTE 2 PIRIINGSREFFHN
o

° spec.namespaceMapping: MEIRIERVIR R iEE| B & TERREY, L& "my-source-
namespace ] *my-destination-namespace ¥ 3k B A B ERE 2o

f54n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. 55275 ‘trident-protect-backup-restore-cr.yam| G X 4FHIEIEHE, NA CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. ERAUTHCTMENARR, BIESHTHNEBERANCIFMEHNER, TR SHRERES 2R

mRaTE, BEGRATEMSEIEHRIYBErdR =8, I sourcel:dest,source2:dest2, F40:



tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

MIRERIEREIF R B ap 8 == 8]

TR LUMER B EXZIR (CR) XHMREBIMEEIE, MEINFANGETEIHERR /F_Fr"nn% SiEl, HIER
SnapshotRestore CR BREBEREIFFEM G ait, Trident Protect SEFMSHZ TRIFIERNARER, H
NIEEMN AREFRE— N AEF CR, ATHRIFEMENNAER, JURIBRKRERMIRE, RHEFER
iRl

SnapshotRestore x#5F “spec.storageClassMapping B4, BIX X REEEM BinfziEEHE
() RnERERNAER. NREERIEE  StorageClass MEERBRRMNTHEEE, MR
ERFRKL,
Faa 2 Al
iR AWS 2ELhERYI HARY (E]E LUA B ERHKEYElIE1THY S3 ME1R(F. MREMESIRERREI SRS, Mg
ERTBER KK
* BBR "AWS APl X" BEXEEHAIRIESET N ENEZER.
* JEBEE "AWS IAM "B X AWS RREIENEZER.
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fEFA CR
B
1. SIEBEENXZKIR (CR) XMHHEEMB AN trident-protect-snapshot-restore-cr.yamlo
2. FEQIENXHH, BEUTEM:
° metadata.name: (W 1H) ItBEXRBENRIR; BALEHNIFREEE—E—HEEXHET.
° spec.appVaultRef: (L F) FHEIREBARZEHT AppVault BIFE FF,
° spec.appArchivePath: AppVault R7ZEIREBABTHNEERR, ERIUERU TRSERILERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.namespaceMapping: RER{ERVIREF R BT Binen & TiEAMET, X "my-source-
namespace ] “my-destination-namespace Ak B FE EIFIEHIE Bo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (FNi) MREIAFERERENAEFFHRELRFHITNE, BRNHEERG, UEBERHFFEERE
MRV IR

Trident Protect 2 BohitiF—LLHRE, AANENSEEENZREEXEL, w0, R
@ ERIFFAERRZRHBEEE — XK pod, Trident Protect =i E XEXHY
pod.

> resourceFilter.resourceSelectionCriteria: (THi%ERT#4ZE) A “Include T #E "Exclude &5k
HEBR resourceMatchers FE X HIER B, HILLT resourceMatchers 2#UAE X 26 2 B HIFRHI AR
i

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥H, MBI ZEAFEN ST
@?’ Meflziaik OR ZRILE, SN TERNFE (H. #3E. k) zZigli&k AND zET
2o

* resourceMatchers[].group: (F]i%) EifiERHRIRA,
* resourceMatchers[].kind: (A]3%t) B ERIEE,



* resourceMatchers[].version: (F3%) Bk E RR S,
* resourceMatchers[].names: (A]it) B ISAIZIRRY Kubernetes JT##E.name FEHHIE

#Fo
* resourceMatchers[].namespaces: (F]i%t) ZiFEHZ IR Kubernetes JT##E.name FEL
PSR = E,

* resourceMatchers[].labelSelectors: (F]i%) &R Kubernetes JT#3E.name FEZHHIHR
TiEFBEFRR, WEUTMUEENX: "Kubernetes 4" o F¥0:

"trident.netapp.io/os=linux" o

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=1linux"]

4. 5552 27 J5 “trident-protect-snapshot-restore-cr.yaml & X {4 FIEE S, NA CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

5/ CLI
T
1. BRBIERIIARNGETE, HREESHNEBRRAEHFERNER,
° X snapshot BE¥FERAGRATEIFRBEFR, BRUWT <namespace>/<name>o
° X namespace-mapping ZBHEAE S HRNMATIE, FRnE eI E EFRYBEirds 3
=g, I T: “sourcel:destl, source2:dest2 o

fB4n:
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

MIRIR IS B R dR & == (8]
&) ABER R R IR I 2 B R a s & = ial.

ez Al

MR AWS Z1ELHEB9T HART B E LU E E A KETEIETTR S3 REIR(F. MIREMSIRIEHE LI, Nk
ERIRER R Mo

N

* BEF "AWS AP| X" BRI E LRI RIECHEI AR EBINEZER.

2% "AWS IAM "B X AWS BREIENEZER.

S

°

Ij i
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHEMB RN trident-protect-snapshot-ipr-cr.yamlo

2. FEQIENXHH, BEUTEM:
° metadata.name: (W 1H) ItBEXRBENRR; BALHNIFREEE—E—HEEXHET.
° spec.appVaultRef: (L F) FHEIREBARZEHT AppVault BIFE FF,
° spec.appArchivePath: AppVault R7ZEIREBABTHNEERR, ERIUERU TRSERILERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (Alik) MREAFBAZRNAEFPNRELEHRATRE, BERNHERG, UESSHHFTERE
IR ZIR:

Trident Protect 2 BohifFE—LERR, RATCISEIEENRREFEEXRE, Fli0, MR
@ RIS A B ERARRH BT E— N EBM pod, Trident Protect RS XY
podo

> resourceFilter.resourceSelectionCriteria: (THiEAT#4ZE) A “Include’ T #E "Exclude 8255k
HEB& resourceMatchers FENXHIE B, HILLT resourceMatchers 2EUAE X 26 2 B HIRHI AR

ik

* resourceFilter.resourceMatchers: resourceMatcher X &R H, MBI ZEAFEN ST
?: Meflzietk OR ZRILE, SN TERNNFE (H. #3E. k) Zigli&k AND zET
2o

* resourceMatchers[].group: (B]i%) EiHiEH AR,
* resourceMatchers[].kind: (F]i%) EifiHYE RAEE,
* resourceMatchers[].version: (AJi%) BEifiEAZEIRRES,

* resourceMatchers[].names: (A]it) B ISAIZIRRY Kubernetes JT##E.name FEHHIZ

#Fo
* resourceMatchers[].namespaces: (F]i%t) Z1FEHZE IR Kubernetes JT##E.name FEL
FHER R =iE,
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* resourceMatchers[].labelSelectors: (F]i%) ZJRHY Kubernetes JT#{#E.name FEXHAYIR
TR FRB, WEUTUEENX: "Kubernetes 14" o H40:

"trident.netapp.io/os=1linux" o

a0

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. I HE52 2 J5 “trident-protect-snapshot-ipr-cr.yaml & X4 HIEEMS, N CR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
HIE
1. BirEmEEIREmETE, HIFESHHNESHENEIMEFNEE, Fim:

tridentctl-protect create snapshotinplacerestore <my restore name> \
—-—-snapshot <snapshot to restore> \

-n <application namespace>

EFIREBVRES
ERILUMERSSITRIEEEEHT. BRMEBERMBERIEEIIRTS.

p
1. ERUTEHLNRMERIEIRT, BAESHINEBRAGIHFRERHES:
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

{EFEEZ%Trident Protect 2188

TEILMERABRIRE (FIUNERE. smRTEIKENEFMHEED) BEXMERE, UWHEE
R EZE K,

R E MRS FHAIE R an 2 = B ERANAR S

TEIME KSR (ERRE], BiranR TEPRARENERER SR & = E PR EAERAEES, Rap& =08
PAFENBRG R TERIRZECERERAN, HEEFAEFENTESERERRE S U LA R R =
FHE, XEFETERGRZERIRESERAERAZ,

INREFH Red Hat OpenShift, BEWEE R TIEEREE OpenShift INEHRMEE(ER, @

@ BEEERBAEIREN pod BSF OpenShift €2 L TFXLIE (SCC) EXHIEHNREMELZ LI E,
HFHARLIAREMASHIRR#, ST REZER, ESH "OpenShift & £ FXXLIRX
/=N

B LUBITIE E Kubernetes BT £ KA 1L Bird & TiE PSS E TR E S
‘RESTORE_SKIP_NAMESPACE_ANNOTATIONS 7£#11T |7_§_5235U5$$§$§?§E1’FZHU0 flgn:

helm upgrade trident-protect --set
restoreSkipNamespaceAnnotations=<annotation key to skip 1>,<annotation key
_to skip 2> --reuse-values

WITIME SR AEIB1R1FRY, (EAan & T ENERMIREE R LK.

@ restoreSkleamespaceAnnotatlons A0 restoreSkipNamespacelLabels rE5MEH
HISAETSIR1E, MRAIRTENIE Helm REHARIICEXLIRE, MTWREZER, BESH "I
EAutoSupportHlan 4 =8l ISk,

WMREEA Helm RET RN IR, “--create-namespace B, 44 F45HFIB name &8, EIRE SN
(23153 %27, Trident Protect I EEFIZIBEndn B iEl, [BNRFEHRTEINESRin 4 TEELE
, WERBEFEHAHEMGRTENE,. NRIMESEGITEALLE, WSKESHE|BirtsR=E, MAME
EEDE

Nl

AT RBIRR T Ren R RN BEres R =E, ST e AERERNTE, ErIUEERIEEERS
BZERE, UNBERGHRZERIERIGE 2NAASHEER.

RS RIS IR EZ Al
TR T ME N RAETHAREZ R BIIREr & R B iRes & TR
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a. BIEEENZR (CR) XHHEESE A (BIEl, trident-protect-app-source.yaml) o

b. LB A TEM:

* metadata.name: (WH) AR BE X ZRHNBIR 1518 MEEERRNRIR, EANERIXRFR

FHIEM CR XH=5IAItE,

* spec.includedNamespaces: (%5) t7 % TE)MEXBIREEAE, FRBRTERIR, HE

%Fﬁﬁﬁﬁ g/ R TEIPERE, LUSELLYIHRYar R = E R EERNRIR. NAREFS
TR BT AR,

YAML =451

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

c. 5582 f5 “trident-protect-app-source.yaml X 4FHIEEHE, R CR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-
namespace

fEF CLI SR AT
a. QRN AER. Flu:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-hamespace>

3. (AIik) EREHL, WRMNAEFHITRE, IWREBRAEBIRER LNARRFIENM, MRBIISE

, WEREBSFF T RITRIRRIZTT, UERSRMRE, ZCRIRFIRIR, BSHE "I2EFIRE"
4. TDRER L, SIBEHITRI CR:
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BRT FTEREMHITRIZIN, BNIR— SRS ARRITY, ®REHN7 X, UEXY
FONTAPEE Z [EfRIFHEIFVRER, XFAIUBRRIBRZSRE 7 X, ERBHARA LR
BRBERETEEN.

MR EEHEHRTE, REAUEARERRERES 7 R#TERIRE XMDEERFERIRE
BR. Ba, RARZEHE DRREBLRFHMEIEDNR, MmARFE SR,

MRV AEFNREH N ELFHRAFENREER, NWEFFIEEMITI,



fiEF CR RIZEHit%!
a. RN AREFIREH TR

i QIEEBAENXHER (CR) XHHIEHEHSBGRZ AN (fl30, trident-protect-schedule.yaml) o
i. EEEUTEM:

* metadata.name: () X B E X EIRRI B FFo

* spec.appVaultRef: ({55) LEHANS RN AIERH AppVault B metadata.name FELIT

o

* spec.applicationRef: (W5) ILEXNSIRNATER CR B metadata.name FEILAD,
* spec.backupRetention: (Required) ttFEE RNMMET, HENITUIZE N 00

* spec.enabled: #NIZEN trueo

* spec.granularity: #JUIKEN Customs

* spec.recurrenceRule: EX UTC Bja]f97F 4 HEBFIE S [8]fR.

* spec.snapshotRetention: %GB 2.

YAML =451

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5

snapshotRetention: "2"

i. 5525 “trident-protect-schedule.yaml X4 HIEIEHfE, NA CR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-

namespace

fEF CLI g2 EHIt %!
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a. SIRERIITY, HRESHHEERNEREFRNESR:

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

BlF:

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app_namespace>

S. TBirERE L, QIB— " STERER LN/ AppVault CR 52 BEIHVER BFERF AppVault CR, HEH
27 (e, trident—protect—appvault—primary—destination.yaml) o

6. W F CR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. [ BtnEE LN B AEREIZ BT AppVault CR. RIBERITFER IR, BEURAIFMNAS. "AppVault
BENFR"NT BN

a. SIEEENZARE (CR) XMHHIGHHREZ N (flgl, trident-protect-appvault-secondary-
destination.yaml) o

b. EEBELUTEM:

* metadata.name: (1) AppVault EIEX RN R, HETIEERNGH, ENEHXRFABK
Hfts CR X 53| FIk{E.

* spec.providerConfig: (55) FEERIEEIRMEIZF AR AppVault FRENECE, EEFE—
“bucketName™ AR EMERIIEFEERBLIRSIEEFNIFARGE S, FIC TRRENE, BREFIX
AFTENHEM CR XHS5|BXEE, 1521 AppVault BE X ZER"GIE0, AppVault CR 5E iR

BESERES N
* spec.providerCredentials: (Required) Zi&{E 15 E IRIEFZF1710] AppVault FrFEHVERI KRS
Fo

* spec.providerCredentials.valueFromSecret: (Required) & EHEERN K B Ao
* key: (WME) EMNFIEENBEREH,
* name: (M) BEILFERENZHNET. DAL TR—GmRETEF.

* spec.providerCredentials.secretAccessKey: (X&) BT iR HIEFEMIARIEH, B N
5 spec.providerCredentials.valueFromSecret.name [Lf,
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* spec.providerType: (%F) FAEFMDEVIRMET; 5190, NetApp ONTAP S3. i®H S3. Google
Cloud ¥ Microsoft Azure, AJRE(E:

= AWS
- R AERINY
* 1BA-s3
= ontap-s3
" FEHEMR-s3
c. #5582 f5 “trident-protect-appvault-secondary-destination.yaml & X 4 HIEEHE, R CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml
-n trident-protect

8. fEBtr&EEE L, BIZ AppMirrorRelationship CR X4 :
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54

£/ CR £l AppMirrorRelationship
a. BIEEENZR (CR) XMHHEHEMBEBE RN (B0, trident-protect-relationship.yaml

o

b. EEELUTEM:

* metadata.name: (@41E) AppMirrorRelationship BE X & IRAIE TR,

* spec.destinationAppVaultRef: (%45) LLEXANS Bin&kE £ BIrNFEZFE AppVault B FR
ILc,

* spec.namespaceMapping: (F) Biren & TEIFRR R T ENAS NN BIERF CR FENX
B B e & =Bl LA,

* spec.sourceAppVaultRef: (%) BN SIERN AFEFEY AppVault FFRITAD,
* spec.sourceApplicationName: (A E) HENNSEERNATERF CR FRENXRENBZFH

A FRITALD,
* spec.sourceApplicationUID: (%) WEMSASETRENBERF CR HEXIEN BZFR
uID [TEd,

* spec.storageClassName: (F]i%) iR R EERNEMELEN BT, FHEENNPERESIRF
IR ITEIFIZIIONTAPTERE VM, WIRKIRMEFMEE, WEIAEREE EHNRIAEES,

* spec.recurrenceRule: & X UTC Bja]f9FF 4 B EBAIE S [8]fR.

YAML 7=

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2



c. 55582 f5 “trident-protect-relationship.yaml E X 4HIEEHE, R CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI 83 AppMirrorRelationship
a. BIZFH A AppMirrorRelationship %R, HRIESHIEZIRATIMEHRNESR:

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

5+

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
-—source-app my-app —--namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373f24cl-5769-
404c-93c3-5538af6bccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (FIik) EEMREHL, BRESHIXARIKE:
kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

HIEFE TS S B iR B

fEMTrident Protect, &RILUSERININ BIEFKIERZEIBRER. WIRERFLEEHXR, AENARERFTE
Btngeas LB, SNRIREEF LRIV AIERFIETEIETT, Trident Protect AR{FILIZNAIER,

p

1. EBtr&EE £, 4wiE AppMirrorRelationship CR X (f5l30, trident-protect-relationship.yaml
) H¥& spec.desiredState BYEE X Promoteds

2. {R1ECRX 14,
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3. fFH CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (FIik) 7EHPERBNARERF LLIZFRHERIEF TR,
S (FAIiE) MEBEERIXARIPRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

BRI RUNER X HR

EMRTRESEMBIUEFXR, ITEMRTIEFRE, RIGRNBREFERNEESITHNARER, MBI
S8 L IETEIETTHIN B2 PR BV E A E R ER ISR EFo

BaS TR AR BT EH 2 B 1L EATSERE L R
()  wmsBmas \BmRRRFN ARG L.

p
1. (An&k) TREE L, SRR MAIEFRER. X0 SRR RER NS ER.

2. ¥BirEEE L, YRiE AppMirrorRelationship CR X4 (%, trident-protect-relationship.yaml
) 3% spec.desiredState FIEE NN Establishedo

3. {RIFCRX 15
4. [ZA CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o INREEBERER LI T EARIPIHRREIFEIERBNARRF, BREBR. EAXZBHITIHESH
EIRIBK M

RAEMHED KMEIE K HR

HERMRSEEERBZERXRN, BMNBREFRENRNARER, MENAREFRENBITNARER. BE
A5 HRIE N B AN TR P B E LSRR E

TR

1. 7RI BInERE L, MIER AppMirrorRelationship CR, XS BEMMTR T KA, MNRHBIFER LITE
FARISHERIPIR, EEERBR

2. BIREMRTREIXEN CR XHNAZIERNEEREIEH XA,
3 IR (RIGRER) EETM AppVault CR.
4. EHERNEFLRUEHXER, KBERANE,
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AR 2R EH 75

YERZRER G, Trident Protect RN AIZFShEI BAnfritfals, FRTUASEFIORIREFMERE
Ifo Trident Protect RFILRNARFHGHREEFZIEMME, AEBREREEBEMNAER.

EXMIBERT, (R T FUEA B ARitit,

p
1. ERER L, SIERXARE:
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f#F3 CR BRI ZHIRE
a. BRIRRN BEFIRIPRIEIT.
b. 8 ShutdownSnapshot CR X4 :

I BIEEBENER (CR) XHHEHEMEA (HlEl, trident-protect-
shutdownsnapshot.yaml ) o
i. EEEUTEM:
* metadata.name: (WE) BE XZ R,
* spec.AppVaultRef: (#/F) tLEXN SR FBIZFR AppVault BY metadata.name FEZIT

o

* spec.ApplicationRef: (4 5F) IEXNSIRENETZRF CR X4 metadata.name FELIT
fico

YAML 7451

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04bobdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

c. 5582 f5 "trident-protect-shutdownsnapshot.yaml & XX 4 HIEIEMHfS, WA CR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-

namespace

2 CLI BIEERAIRER
a. IEXRARER, KIESHHEBTRANEFERHNER. Fu0:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>

2. 7EREERE L, XMIRBTEME, REKHIRBAVRES
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kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. ITRER L, FEALUTHSE shutdownsnapshot.status.appArchivePath fY{E, HioRXERENE
BE—E5n (BIMAELRRZT, XBRRE—TMRIIZENREARAS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o
Jjsonpath='{.status.appArchivePath}'

4. TR EAREE R BIRTRYIREE B I TERIE LS, FHITLATEL:

@ EHRPERETETRIZNE 2 $h, B3 “spec.promotedSnapshot 7E AppMirrorRelationship CR
X4, BiZzFERMNERENEELENTE 3 FIERHEELZR,

o FITRMEFRAS SRR AEHET KMHIEFIXK R
6. IEFTRER LR AR,

“

HTFREAEH, SREUTIERE:

* WERETRRN FAFEFHY Kubernetes FIRIF{TIRIR,

* B MIBRR FBFEFHY Kubernetes &R ((RE PVC 1 PV) , AHEM{ZIERIGTRN FAFERFH pod,
* 7 pod XilfE, ENNARFNEHITREHHITEH,

* SnapMirrorx ZBUF, BinsEERIFHITIR/ R,

) %E‘Z%EH‘?E’\J Kubernetes ZREMXARIBVIREZHIRERY, ERMNZRERGRNAREFXHEEH IS

* ERERUERNAREREIL

R AR E BRI TREERE

fEMTrident Protect, ERILUBE LU TS RFFITEHRERLZIFFELINHERE" FIMERIBER AT
fEMAZH, Trident Protect R EMNARFENRER (EWRY) RREGEFENAEER, ARBREERSGH.

ZIEMEAHERBSEEMUENXRFR, HERUATTR:

* MRS RS,
* RAEHRETEFRIXR.

(D FEREESOERRSRE, FhHEFERmRE RIS \ETER IMIE,

* REEHIER,
PR
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1. TR MEHEL RMHEH X RIS R,

2. TR AN iR ERITE E1S R,

IFRE HIX &R

TR R ERIX R, BFNARFERIXRRE, BERMMULRINNARER, eflZzEgaEmx

7INo

P
1. EYaTBAREEE L, MIER AppMirrorRelationship CR:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{E A Trident Protect ‘T 2N AIERE
eI LB I E R HUBEEEE 2 BS R RIMNIEEE 2 BT SN AR

@ TN AERE, NZNBRFEENFIERITH FIRaENARF—ETE. MREFEMER
BITHF, ERFEARERFEN—E2 B5EB1T.

BiMIRE R

HMUTTHR, EUBMPITRENEDMMERS, URITEHMIMEERE.

wfERIE—&E
BN ARERRERIR—EE, FeIZIREHED, ARFRECREIR—&E.

g
1 BT g EZ—:
a. "Bl RER"
b. "B EMR"
2. ZE—&HL, RIBGCUENZRBEZEN, PITUTREZ—:
a. "MIRERIRELRIE"S
b. " ME R IREEIE"

ePREIR RIS

BERNAREFREIAENER (RITESERE) , BEREE LUEED, REEEMEREFRNER
BRRE ISR B &R & Trident Protect,

() CEIuERU TS RERRINER 2 S IR AR SnapMiror S5

p
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1. "BIE&E %",
2. WIREITEE LEREE 2SN REFMEBAI AppVault CR,
3. EEMER L, "MEDHMELIE" -

RNRARFMN— T EEEIBE Z— P EEE
TRLLET B ENEREIBIAMFESR, BMARFMN—ITEFESIBE S —MFEE.
fFan (FEEmE CR FRYER) -

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "${appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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62

{3 CR TR E R
B
1. SIEBEENXZKIR (CR) XMHHEEMB AN trident-protect-snapshot-restore-cr.yamlo
2. FEQIENXHH, BEUTEM:
° metadata.name: (W 1H) ItBEXRBENRIR; BALEHNIFREEE—E—HEEXHET.
° spec.appArchivePath: AppVault A7EERBHR BRI, Bl LUERU T RSEKILREER:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (4 5F) FHEIREBARZEHI AppVault BYFE FF,

° spec.namespaceMapping: REIR{ERVIREF R BT Binin & TiEAMET, & "'my-source-
namespace ] “my-destination-namespace | Ak B FE EIFIEHIE Bo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

S MREFEMNEREMENNAEFNELETR, WaILURImERY, UESHARFHEEREREN
BIR:

> resourceFilter.resourceSelectionCriteria: (Hi%EAT4ZE) A “include or exclude’ 85 5 kR
resourceMatchers FEX VR R. HHIMELT resourceMatchers 23 UIE X BEA ST HIRIN AR

* resourceFilter.resourceMatchers: resourceMatcher S(‘I%*&iﬂo WMREZEAPENZTT
?é, MeEN]zE% OR ZHEILE, SN TEANFER (LA, M3, hrads) Z(8)#% AND izR[IT

* resourceMatchers[].group: (F]i%) EifiEARIRA,
* resourceMatchers[].kind: (A]i%t) EIfiEAYERIEE,
* resourceMatchers[].version: (B]i%) Eifi7HY % JRhRZS,

* resourceMatchers[].names: (A]i%) ZidEHYZRRY Kubernetes Jt#k#E.name FEXHHIZ
#Fo

* resourceMatchers[].namespaces: (F]i%t) EiFEHIZE R Kubernetes JT##E.name FEL

FREYEn R =l



* resourceMatchers[].labelSelectors: (F]i%) ZJRHY Kubernetes JT¥#E.name FELHEVAR
TR FRB, WEUTUEENX: "Kubernetes 14" o H40:

"trident.netapp.io/os=1linux" o

a0

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. 1552 7 J5 "trident-protect-snapshot-restore-cr.yaml F X 4 HEEHE, A CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

{EF CLI i E 1REE
HIE
1. BREBIEREAEMNSZTE, HFESHNEBRRAEHIEFNER.

° X snapshot‘%?ﬂ@ﬁﬁﬁ%?@*ﬂ'ﬁﬂﬁgw, BT ‘<namespace>/<name>o
° X namespace-mapping  ZBERE S HENmRTIE, FRGRTEMSEIERNBEFHRE
28], I T: sourcel:destl, source2:dest? o

f5an:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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EIETrident Protect 1T F

WITHFR—MBEEXEE, ERLFHEENSRENAREFNEERIPERE—EE
7. BN, MREE—NEIEENARRR, WA UERRITERERRZAIEEFRELIE
FEESS, AREREBTMEMESS. XHRT NARF—HAYIRE,

WITEFRIER
Trident Protect THFAT/LMHITIE FEE, BEBURTFENE T

* FRER
* RERE
* MEH
* &inla
* mER
* WEREE

WATIRR

YEITEIRRIPIRIER, RITHEBHEHRUTIRFRE:

1. EEEANEE XTSRRI THEAEHEE YMNAR LIET. SOURBERERNGTEERENEENTM
1REEY, EXEENEREZINRTIRFRELT ARIIL T ARS,

2. MREA, WRREXKRFRE, "TEEZXTERTrident Protect BLE X RFRENER"

3. ITHURRIPIRIE,

4. MNRER, FENXXH RGBT,

5. HAERMBEEX SR ERITENHEEUMNAR LT, ErMREZEENETIRMENEEXG
IREEY, BIREEXEEHNRITING R ARt AR E.

NRECIR S MEERERHITER (B, FRER) , WEERIEXEESNATIRF. B2, FNERENHE
FHIRITIRF 2B RIER. B0, UTEREBRERNEREHFREERRITIRG:

1. RERRIEAF AT

2. REBEHFIIT

3. ITHEMAIEN

4. PITENRHBF

() wEnEETERERTET RN RBHERN.

FEEFHERERRITERMAZ ), SN2 E#TINR. ErTLIER kubect! exec si <
@ HEMNIAEA, FEFRERERARITENRGE, MRXERBRBMEN UBERENT—H &7
Lo BN AR RERIR R iE. MERREER, ARWKNARERRRITIEF.
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@ WNRIREBHTHITEF AR BELSMIPR Kubernetes ZHiR, NXLEBREEEEIRBH DN UK
HELmERIEF,

XTBEEXPITHFHNEENHA
ENEHNNBRREFIIHRITERN, EZERU TR

* T FIERBASSRNITIRE. WEHITHFRI US| BE— 1M,

* Trident Protect Z3K1TE FERRVRIALART AT shell AR RS

* B A/NRHEIS 96KB.

* Trident Protect AT F & EMERILA K4 RBEMLS FEHATIREB. &HHMERE
BTFRITHFRER RV HTERAEMHMNNAEFNTIRE, EIbENIZaLRIARERD

@ BHEXITHFRVIETTEE, REBHEERXHITIERNSHEIREIRE, BHEIUEE,

MINREFDHIRBIZIEEEFE, WNAVFHERET. XEREEHERITEDRERNEET
BERE &1 BT

WITHF IR

HENNBIEFANSRIERITEER, ERIURBITERRINDIERRERZEWFLEMLES R, SIEEx
THRRE AR LERBRRSRRGER RSN REATAEBNNNAIZRF (B4 Elasticsearch) 1RE M,
TR AR EHRITERERE (EX—EEME) HENESRE LETHNTR. IRABMRITEBES D
JiEeR, EfRETELE AND EEMFAGHE—IE. 8T HITENRSAILE 10 MEshTIES.
ANERITEBN S NLIERMER ENFRERLAEHFNER, AW FSASNAN, BFRERASSEL
BITHXERIMAS, SIEBRMENRANERENFER 2 (RE2) 18X, ZIEEANSIFEEMLETIRFHIRS

2509127588, A X Trident Protect TEHITH FiL S8 P IFMIENRAEZFNFMESR, FSR "ENFRAT
2 (RE2) iB/EXHF"

@ NR K en 2 =BT IR R AN EFE I E B e PR (R fRIETTRIITHE S, HEME S ZIRM BAR{L
TAER SRR, WanR=EdiERNER T BiranR =8,

HITHF A

1518] "NetApp Verda GitHub I E " FERTTR A 2R (40 Apache Cassandra # Elasticsearch) BIESLH1THE
., EEAUEERGIFREMERER CHEEXITIEBEE,

BIBRITHF

gﬁl UERUTAZANRAREFLIZEEXRITHTF. EREREFREE. EERSMANIRA BRI ZHITH
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fEFA CR
B
1. BIEEBENXZER (CR) XMHHEHESH RN trident-protect-hook. yamlo

2. EE L TREMUCEETrident Protect IS EEFAC S

° metadata.name: (WIH) LB E X FZRHNETR; HACHIMREE—IHE—BBEREXHET.
° spec.applicationRef: (5) EiITHITHFHNBZERFH Kubernetes & #1.
° spec.stage: (Required) — N FRFER, 1ETRHITHFRIZTEIRIERVI N ERIZTT. AIRE(E:
" i
ozl
° spec.action: (Required) — M FfFER, IBTHMITHFRRIUTARE, RigEENEFRNITH S
TSERERILES, PIRE(E:
= Snapshot
- &ip
* RS
° spec.enabled: (F[if) {5 RILMITHFREEBHAXER. WRKIEE, WEIAENR true,
° spec.hookSource: (4FE) 85 base64 4wFZHY hook HIABIF TR,

° spec.timeout: (FIik) EXPITHF AFIETTH D HHBINT. &/IMEN 1 5%, WRKEE, N
BAINMEN 25 S35,

° spec.arguments: (B]3%) — YAML 31K, BFIEERITHFNEE,

° spec.matchingCriteria: (FJi) —PMELANRHREXTIR, SMREEE—MRITEFIIE
2o BMMITHFRZHLIAN 10 NS

° spec.matchingCriteria.type: (Ai%) B FARRA TS REMNFRFH, JeEE:
- FEER
* BEREHR
* Pod& ¥R
= PodLabel
RS EIE=E
° spec.matchingCriteria.value: (F]3%) A FARIRAITES ESRENF TR ENFRET,

YAML 7451



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:
astra.netapp.io/astra-control-hook-source-id:
/account/test/hookSource/id
spec:
applicationRef: my-app-name
stage: Pre
action: Snapshot
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==
timeout: 10
arguments:
- FirstExampleArg
— SecondExampleArg
matchingCriteria:
- type: containerName
value: mysqgl
- type: containerImage
value: bitnami/mysqgl
- type: podName
value: mysqgl
- type: namespaceName
value: mysqgl-a
- type: podLabel
value: app.kubernetes.io/component=primary
- type: podLabel
value: helm.sh/chart=mysqgl-10.1.0
- type: podLabel
value: deployment-type=production

3. IZFIEMARI(EIET CR X% fE, KA CR:

kubectl apply -f trident-protect-hook.yaml

M CLI
I
1. SIERITHF, BESHNEBEANEHFETNEE, Fli:



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEIBITRITHF

TR UF e TRITHFETINY, EERNEFEFIEMSTHFRBAIUXE Y. EFEEREREE.
EE RN SINRA BEFREITHITH

FHEITRITHFEERMNERTE:
1. QIRFERED, ZEOIVERRHRENNER, MNMHEHFREHNETHIE,
2. SIEDBITRITHF
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHEGM RN trident-protect-resource-backup. yamlo

2. FRBE L TREM UITEER Trident Protect NS ¥ AL S

° metadata.name: (W 1H) ItBEXRBENRIR; BALHNIFEEE—E—HEEXHET.
° spec.applicationRef: (%) ERNHESIBZXZRF NI EIZFH Kubernetes & #F.

° spec.appVaultRef: ({4 55) FEFHHNEH AppVault BIZ R,

° spec.appArchivePath: AppVault AEER AT, EAIUERUTmSERIERE:

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
jsonpath='{.status.appArchivePath}'

YAML 7451

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. THIEMMEIET CR Xf4f5, M CR:

kubectl apply -f trident-protect-resource-backup.yaml

A CLI
HIE
1. BIEEED, BESHHNESENEFETNEE, Fl:

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>

2. BREMRS. ERUEEFEALRGRS, EEHRIFTM:



tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. HINE BB

kubectl describe resourcebackup <my backup name>
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHESM RN trident-protect-hook-run. yamlo

2. FEBE L TREM UITEER Trident Protect NS EF AL S

° metadata.name: (W 1H) ItBEXRBENRIR; BALHNIFREEE— " E—HEEXHET.

° spec.applicationRef: (4F) HRILESEEDSE 1 PEIER ResourceBackup CR HHIR A
12 P B FRILAL,

° spec.appVaultRef: (#5F) HRILESEEDSE 1 PEIZERY ResourceBackup CR HHY
appVaultRef ITED,

° spec.appArchivePath: H{RILESEELSRE 1 HEIER ResourceBackup CR HHY
appArchivePath ILHZ,

kubectl get backups <BACKUP NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (Required) —1"FFF8R, IETRAITHFREBRMTARE, RIgIEENEARNITE
FidISsERILADS, mIRE(E:

= Snapshot
- &
- WPERETE

° spec.stage: (Required) —PNFRE, IERMITHFROZTERIENHNN BT XXBFiE
TAREERMEHMM ST F. TIEEE:

" I
o Zis

YAML 7451

apiVersion: protect.trident.netapp.io/vl

kind: ExecHooksRun

metadata:
name: example-hook-run

spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post

action: Failover
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3. ZFIEMRIEIER CR X5, MM CR:

kubectl apply -f trident-protect-hook-run.yaml

A CLI
iz
1. BIEFoHIITHEFIEITIEK:

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. MERITHFETRES. BRIUEEETIGS, BFIRETMR:

tridentctl protect get exechooksrun -n <my app namespace>
<my exec_hook run name>

3. #5R exechooksrun X &R UEERZIEMEBFRES:

kubectl -n <my app namespace> describe exechooksrun
<my exec hook run name>
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