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, Zip X1 macos ZPRRMM /extras ZHFBIXERENIXBARZ

25.10 FRRVFTIGIHAEE

T ##% Trident # Trident Protect RAYHTIEThAE, BIEILSRINEE. BENFA.
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HRRINAE

* Kubernetes:

° BT ONTAP-SAN (iSCSI #1 FC) Z4b, ERIEINT ¥FAF ONTAP-NAS NFS #1 ONTAP-SAN-Economy
IXEHFZFRY vibetal Volume Group Snapshot Kubernetes API #9 CSI Volume Group Snapshots BJ3%
o BB MIBEEAHIRE",

° Z T X ONTAP-NAS #1 ONTAP-NAS-Economy (1™ NAS IREHTERFHEY SMB BR4M) LUK ONTAP-
SAN #1 ONTAP-SAN-Economy IRchiZFHVHaHlIE D BN B TIER B fERE 21T, 155H EH
Trident BENCE RSN AIEFSRIERZE",

° 18R Trident T EFH &M, 7 FCP #MT SR EIRHESNET B,
o FRINT Xt ONTAP NAS IXGHFERFHY ONTAP AFX 15, 15215 "ONTAP NAS Bo & EInAN =4

° HBANT 3F18:d TridentOrchestrator CR #1 Helm EREAZE Trident 2589 CPU MAEZ RIEKFPRS]
HIZ#F. ("IAIRE #1000, "[a]@R #927", "[a]@R #853", "[a)@ #592", "Al#R #110").

° ANINT X ASAr2 NMER FC ¥, 1BEIR "ONTAP SAN BR & iEInAR A"
o FRINT fEF HTTPS MAE HTTP 121 Prometheus ISHRHIEIN, 1EE% "4i% Trident"s

o ERANEIARIT —NED --no-rename’ IR B RIARFR, {BiL Trident BEIEEMNEGER, BEHA"S
ANE",

° Trident BPBIMEURAERF X BMELEIET.
* AINT Trident £%28@1T helm. operator [ tridentctl ("[5#1 #858") 1# B FEHLALEAYIEI,
* 79 ANF IRGHEFF AN T 5 QoS 1%, {FHEE Trident 25.10 A NAEFT; IHESRIRMIEERTE Trident
25.06 15| N\
LI HEERTRE

() FERFLSwE

* [EEARTNEE]: BRT ONTAP-SAN IRopiZFHIMIE R AT (45— ONTAP 9 1Ry iSCSI #1 FCP #¥) Z b
, AT 3 ONTAP-NAS ({XPR NFS) #1 ONTAP-SAN (%i— ONTAP 9 B NVMe) H &M%,
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* Kubernetes:

° @134 Linux DaemonSet 1Y node-driver-registrar LAFLEZ Windows DaemonSet F1 A 25 & e
, /82T CSl node-driver-registrar A28 Z ¥ A—EHY 8],

° BE T RIEMARIBIR gtree THHRERAYR,
* Openshift:

° {85 7 BF SCC ¥ allowHostDirVolumePlugin i&& 7 false ("|a)& #950"), Trident ¥ 5= pod 7E
Openshift FEY Windows T3 = _E T EB TR,

* BE T RiBT Helm ("0 #975") iR E Kubernetes APl QPS BY[a),
* BE T IEER— Kubernetes T = _FHEZET NVMe B XFS X £ % PVC REBRIFA HERE (PVC) HIiA)

o

B AN EIRAIE—/HEZEFRAERZM (B30, netappdvp_subsystem) , & T E#/Docker £ NDVP
B FTEFHBEIEE UUID BRI,

* {BEY Trident M 23.10 ZBIRVARZAFHLRE 24.10 B ShRASHAE] iISCSI HRVIERTEIR, AR T "invalid
SANType"ial&,

* BETTEREMBEH Trident ITHIZZHIIER T, Trident B RESRIFIRNEL/ B,
* BE TR PVC ABKR/NEIERIBIEIE R F 5.

* BE T ESRERWETIRBAREFIEN R,

* BE T ARENHIEERENBUEEFENHRE,

* BE T HT LUKS &&EEXFIMEEBUEEF /IR,

* BE T EEIRIEEIES I ContextDeadline $512HYIA1EL,

* Trident Operator FFF#Fr]ALERY k8s-timeout RIEZE Trident hrZso

Trident Protect

NetApp Trident Protect f2{t =N AIZFHIEEIETNEE, 1552H NetApp ONTAP fFiEFR St NetApp Trident
CS| It BEIZF ZIFMEIRTS Kubernetes I FITEFHITHEERN a] A1,

YEERTHAE
* AT BFEHTRIF&ED CR YRR CR EBRRYERE:
° protect.trident.netapp.io/snapshot-completion-timeout

° protect.trident.netapp.io/volume-snapshots-ready-to-use-timeout

° protect.trident.netapp.io/volume-snapshots-created-timeout
BEE SERE AT RERE

* |EITRI CR AN T ERLUECE PVC 48Ei8RY, ZBRNEH&EH) CREH:
protect.trident.netapp.io/pvc-bind-timeout-seco. IBEH "SZIEFHIFDFIITRERE"

s BEFFERDUH “tridentctl-protect EZAFIIRIBFIR, LUISRHITIEBREK,
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Kubernetes

* #1017 33 Kubernetes 1.30 B3z §

* JINT Trident DaemonSet fE B RNEEIREF MR B IR HRIThEE ("[RIET #883")
* ANINT PVC F#R “trident.netapp.io/luksEncryption BFoh&EN LUKS & ("|a)il #849") o
* 79 ANF IRmpA2 R 7800 7 HR$ME& AN,

* AINT 3 Windows Server 2022 T I,

BE
* BETHTFESENMSH Trident REKMAY A,
* {8E T tridentctl ZB&EE Kubernetes ("|7]&1 #892") HYEZEEH B,
* ¥ Trident %128 SecurityContextConstraint RFAEHRERA 0 (57 #887") o
* ONTAP JRhi2 IR T 20 MiB 8946 K/ #L[#885")o
* 87T Trident LAFSLE ONTAP-SAN IRShiZFF1E IAEE K/ )\E1ERRIEISE/) FlexVol %,
* BIBE NFS v4.1 B9 ANF ESNKK.
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1ESRINEE
* ZNINT 3F Cloud Identity B934
° A8 ANF BJ AKS - Azure Workload Identity 3B {E=HR1R.
° B FSxN B9 EKS - AWS IAM A& RERZ %,
* BINT M EKS =853 Trident fEAMINAH ZRE EKS S8 LR,
* AT ECEFEA iSCSI BRIEERITNEE(" PR #864")o

* [@ ONTAP IRshiZREZR 0T Amazon FSx “M4%, LUIBHAS AWS IAM #1 SecretsManager V&R, HEHE
Trident MIBFHERMDE FSx & ("[a]L #453") o

Kubernetes

* BANT 3 Kubernetes 1.29 BI21%,

(2]

* BETREA ACP BRI ACP £HHE ("R #866") o
© SRMESRIRKEXEY, 7279 ONTAP IXohi2FMibRIRERHAEIAIT SRR 72 ZBIAIN T 10 #PBYEER,

e

* MEFaBEGFSEFMERT in-toto IERFHESS.

23.10 FTE

(e

* NRFIFERMIA)VIF ontap-nas F ontap-nas-flexgroup ZHEIREHIZFRIEE AN, MEEET B ("R
#834")

* BETEHEXRNETR, T8N ontap-nas 1 ontap-nas-flexgroup Z &R EHIERFHY EREM T AA/N ("E)7T
#722")

* {8827 ONTAP-NAS-Economy HJ FlexVol & #Ri%ik,
* BE T P EEHRBIIE Windows T8 LR Trident #3481k 8],

1ESRINEE
Kubernetes
#A0T % Kubernetes 1.28 M7 §%,

Trident

* ZNINT 3334 Azure Managed Identities (AMI) 5 azure-netapp-files TZEIXEITEF—RCEA N IF,
* 79 ONTAP-SAN IR=p#2 07 3 NVMe over TCP B3z 4%,
* FINT TSR user ("R #558") & B NHERIRSI E(SE B HRITHEE.
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Kubernetes: 188 7T daemonset fllBRIAIZR, UZIFZENALK ("R #740") o
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BE
Kubernetes

* BET Trident A4, LURBBREBEELIDRE (AR #740") BYIA podo

* [@"transient-trident-version-pod"TE X ("[F] 21 #795") AR T BZ.

Trident

* {827 ONTAPI (ZAPI) 353K, LUB{RTEIREX LUN BMEETE® LUN F51S, MM7E Node Staging $#&{EHAIE]
IRBIFHEE EIA ISCSI &

* BE T FERCHZ AR RAEIRIER ("R #816"),

* B8 T 7E use-rest=true FYE TEFH ONTAP IRshE R BY B EEECENAYA) =L,

* {88 T 7£ ontap-san-economy F18l|3# LUN Fef£AY[a),

* BEAHEEFEM rawbevicePath E 2 devicePath; FIMBEBLUIERNME (EELEERT)

devicePath FE&.

1E5RINRE
Kubernetes
* NINT WHRATECE RS
* B/IMEEBEF] daemonset linux AR ("Rl #817") o
Trident
* FERS"EL"BSNRBIKEFE,
* U03R ONTAP R FTRELNRTS, WEHEWIRS ("R #801", "#543") o
* 7£ ControllerVolumePublish T{ERIZHIALIC TR &7 LUN F5IS,
* I T FYMNIBEERIGIE iISCSI ZERFIGEFTISH A
* X1 iSCSI HHEIMNGIE, UMREMNSRFZGEREG T
MUy

79 ONTAP-SAN IEENFEF AN T X NVMe over TCP BRI AT 3245,

X1
MERRMARIVETIT T IF SR,
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FH
Kubernetes

* BMIBRRT vibetal REBRISZ IS,
* BMIBRXT pre-CSI HMIFMEZEMNZIF,
* ¥ Z#FMR/)\ Kubernetes BT A 1.22,

23.04 1k

@ SEBAT BT SXFATEE I Kubernetes hRZA7A 23 ONTAP-SAN-* HH958 5] E 2 B
LZENMNIN{ER -—enable-force-detach Trident ZEEFirEB AP S,

(]

* {887 Trident Operator TEXIEHIEERER IPV6 localhost #1T& YA,

* {827 Trident Operator £EE A EBNESHLIENFE ("0 #799") BEFHIR)L,

* BE T E RWX R FEZ T R LM INRERER B,

* {877 SMB &M FlexGroup FEfEZIFMEF N

* BB T Trident ITHISZI AN X AR ("8)7E #811") o

BT EE, UIIHSEER ontap-san-* REhFZFECERIIERE LUN XEXBIFRA igroup &,
* AT —MEE, UM HIZIZITEISTA.

* 1BE T s390 ZeM("In) R #537" ) HIRIFTEIRo

* BETSEHREREARERNBEETIZRES (R #781")

* BIEEEEREIMEEIR ("0 #802"),

1ESRINEE
* Kubernetes:
° A0 ¥ Kubernetes 1.27 B932#¥,
° AT FHEN LUKS £
° FRINT X ReadWriteOncePod PVC A al#E =AY SZ 35,
° FIFABET AXETRD, ENT X ONTAP-SAN-* HHY5EHI D B2 .

° Fi5 ONTAP-SAN-* EIEBFERE N T = igroup. LUN 3FXMRETE] igroup, BRI FEENAHREIXET =
UMEBRITNLZ2EE, H Trident EEAEIEN TEAHNBER TXEME LN, MESEEH
MM ZIFRAY igroup FZ ("E)# #758") &

° @I M ONTAP-SAN-* Gl BIRKRERA Trident BIEAY igroup, 1em 7 Trident Z21%,

* £ ontap-nas-economy # ontap-nas-flexgroup fZfEIRHFZ RN T 33{EA Amazon FSx BY SMB H8X
o

* 3&id ontap-nas. ontap-nas-economy # ontap-nas-flexgroup TZEIXENFZRE AN T X SMB H£EMIZ
* AINT 3T arm64 T3 s ("A)RR #732" )M H .
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* BEELEE AP BRSSESFREH Trident XHAFER ("RIFT #811") o
* @ Makefile 70T *F Windows #1 arm64 EH|RIEFE&MELE; 1525 BUILD.md,

A

Kubernetes: BEZE ontap-san # ontap-san-economy IX&HFERE ("[RI7E #758") BY, EABEIERIHTEEMN
igroupo

23.01.1 T

1

N

=]

* {887 Trident Operator fERSEHIEEEIER IPv6 localhost #1TR &R A=,
* fEET Trident Operator S£2¥F B[R S4B LA PRE D BYIRI A" [F)El #799"
CAMT—MEE, UAFINEHIZEITEISERK.

* BE T E RWX R FEZ T R EHINRERER B,

* {877 SMB &M FlexGroup FfEZIFMEF N

23.01 9Tk

@ Trident ILESZHF Kubernetes 1.27, 1BTEFZR Kubernetes Z g4k Tridents

(2]
* Kubernetes: 707 #bk Pod Security Policy BIZ2AV%EI, LUBE Helm ("R #783, #794") {8 Trident
EoE
1EeRINAE
Kubernetes

* 3INT Xt Kubernetes 1.26 BY3z#%,
* {2757 Trident RBAC HIRRVEMAFIAZE ("pI&R #757") o
© R TNFEE ENT R BRSNS B iISCSI RIER B EhEThEE,
* BINT IR LUKS MBS
* Kubernetes: ZWINT X LUKS MZEBMEIRIL 15,
Trident
* 7f ontap-nas 7ZfEIRTHAZ SRR IN T X4fEA Amazon FSx for NetApp ONTAP B SMB &R 5,
* A SMB ERSAIN T X NTFS URAYSZHYo
* EINT XEAA CVS ARSAEFIR GCP BRI,
* 7ZfEF8 ontap-nas-flexgroup TZAEIRENBIZE FlexGroups BY, 1% T 371%EF flexgroupAggregateList Bz

Fo

* BOH T EEZ FlexVol &Y ontap-nas-economy 1ZiBIREHFE R HY I AE
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* BENFTE ONTAP NAS FEIRSIFEF /B dataLlF .
* BT Trident SFZEF DaemonSet SiRAE, URMENT SIRIERSL,

A

* Kubernetes: R&{EZHFH Kubernetes BH A 1.21,
* BZE “ontap-san'B ‘ontap-san-economy REHIEFIS RN BEE DataLlF,

22.10 FIZ 1k,

EFRE Trident 22.10 Z A, EHRTFEIRUATEERFE,

<strong>FE % Trident 22.10 EE{5 E</strong>
* Trident IR7EZ#F Kubernetes 1.25, 7EF4%Z Kubernetes 1.25 Z&i, @00 Trident A& E!
22.10,

@ * Trident MIEMME5RHI7E SAN IMERE R ZRFACE, HFE multipath.conf XHFHRY

find multipaths: noo

FEHIEZBRFACE T multipath.conf XHHEA find multipaths: yes =
‘find multipaths: smart BEFSBIEHEK. B 21.07 RRELHLUER, Trident
BIER find multipaths: noo

—
\\

£8

: ;@‘ETE 22.07.0 A4RHERIEIER “credentials’ FELBIEEHY ONTAP B ABA BV ERRE ("[R)7E #759"

* Docker: 887 S5 Docker B EFELLIFIR ("AlE1 #548" M "[Al#H #760") HFERBENHIE]=,
* BE THET ONTAP SAN Gl SLM a1, WHRINAE TIRS T =Y dataLIF 75,

* BE TIERSEN R ERHER iSCSI LUN 1i#R M EE R,

* MIBRT Trident iSCSI TYERIEFRIRIEER, MURERKXKHRIIMIEIRIER.

* BE T IEM NN ZRFIZEERIFBIRIF iSCSI & &R O IRAI L,

1EERINEE
* Kubernetes:

o FINT ¥t Kubernetes 1.25 M%3%, THKEI Kubernetes 1.25 Z i, EABUE Trident A& EI 22.10,

° 9 Trident Deployment #1 DaemonSet 781 $34HY ServiceAccount. ClusterRole #l
ClusterRoleBinding, LUERFILZNR,

o BN "B T RS LR R,
* B Trident ontap-* ZEIREHIFZFINTEERS ONTAP REST API B2 &1,

* AT FHAEESR yaml (bundle post 1 25.yaml) withouta PodSecurityPolicy IAZ#F
Kubernetes 1.25,

* BA"SZ#F LUKS 1% "M “ontap-san’ LA “ontap-san-economy TZ &R EHAZF R0 T 25
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* SINT ¥ Windows Server 2019 T 5 89% 15,
* 1@ “azure-netapp-files FFEIXEHFE R A0 7 "7 Windows T = E323F SMB &'
* ONTAP IREHFZFBI B 5 MetroCluster 3NN E EERHEH

A
* Kubernetes: §&{K%Z15089 Kubernetes B/ 1.20

* MIFR T Astra Data Store (ADS) JXEHFERF,
* BRT 79 iSCSI BEBE TIE T R ZRZITI yes M smart EHIHZHEF find multipathso

22.07 Tk

(2]

Kubernetes

* {88 T {EH Helm B Trident Operator BZE Trident BT &b IS st R 2R MOFR /REFMERFEMIRH, ("GitHub
iA)RR #700")

* BETREKBIF CHAP BRIZRVIRIRAVIAEL, LUE kubelet TERIMAYEIR, "GitHub [7]E #736")

1EoRTINEE
* M k8s.gcr.io i3 registry.k8s.io £ CSI BUEAIERIAEA R

* ONTAP-SAN EIEEEREN T =8 igroup, FHE{UE LUN BRETE! igroup, BN EMEAEIXLET =,
IBERITNZ RN, H Trident EEAFIEN TIERHNIE R FTXEMEL 2T, WBEERBHEN]
ST EIFTAY igroup 53,

* 1 Trident REHREE T ResourceQuota, LUFARHEIAIER T PriorityClass JEFXRBY, Trident
DaemonSet B IAE.

* [\ Azure NetApp Files IRTHFERF RN T I RIS THEERIZ #Fo ("GitHub (B #717")
* 6 ONTAP IRGHFERE AN T £ AT % B 5 MetroCluster H#4&3, ("GitHub |17 #228")

=Yz
* Kubernetes: &Kz 1FHY Kubernetes B#1/9 1.19,
* BRI ERBEATFERENEERFERSTHEPIRIEEE,
B
* BBk AWS CVS IkshizF (B 22.04 &2EFA) -

e Kubernetes
° BEMTIR Pod FFRAHER SYS_ADMIN IhEE,

° ¥ nodeprep BV BB BN ENEEBMENRS KM, URRALEIHIA NFS/SCSI [RSETIFHRLE
ATH.
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7]
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TheE

ONTAP XX =& CHAP
ESHER

Trident Operator

CSl 1ah

ENRNENIRER S

Kubernetes hRZs
1.27 -1.34

1.27-1.34

1.27-1.34

1.27-1.34

iy

17|

7

&2 Trident RERZFATERRIERYE, BEMUTRMERS A UEE TIF:

* AMD64 #1 ARM64 _ERY OpenShift Container Platform 23§89 Red Hat Enterprise Linux CoreOS (RHCOS)

hR s

* AMD64 1 ARM64 L#J Red Hat Enterprise Linux (RHEL) 8 S{E &k Zs

@ NVMe/TCP 2% RHEL 9 S{E SRS,

* AMD64 F1 ARM64 /Y Ubuntu 22.04 LTS SXES AR

* Windows Server 2022

* SUSE Linux Enterprise Server (SLES) 15 S{ & & hRZs

INERT, Trident ER2EH

% tridentctl SKATERFIERI LATEEMRIXLE Linux &1ThR EIETT.

ENECE

EEIFTEESR Linux worker EiB1T, 1BE, XL worker EEREWBERIT
Y NFS B IS iSCSI BOff2FER Trident 1I21489%, EABRFEEENGIEE.

Kubernetes S£8¥HRIFRA TIET REBUAREISEH N Pod BELEMNS. EBEETFNR, YIURIEZHIKED
FEFIEEREE NFS, iSCSI 3 NVMe TH,

TEELETR"

FHERSGEE

Trident AIRERBEMNFERARHITEN, AREKEEDEERE.

"REEH

Trident i# [

Trident BE 504 E IR OHITEE,

"Trident Ix["
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A ERIEFIAEN Y Kubernetes ks

FHFRRLLE, UTHIRELLE Trident FRENARMEIESE, FH tridentctl images AP WIEFTER
IRV,

Trident 25.10 FR A 28 R(&

Kubernetes hzx ENES
v1.27.0. v1.28.0. v1.29.0. v1.30.0. v1.31.0. v1.32 * docker.io/netapp/trident:25.10.0
0. v1.33.0. v1.34.0 .

docker.io/netapp/trident-autosupport:25.10

* registry.k8s.io/sig-storage/csi-provisioner:v5.3.0
* registry.k8s.io/sig-storage/csi-attacher:v4.10.0

* registry.k8s.io/sig-storage/csi-resizer:v1.14.0

* registry.k8s.io/sig-storage/csi-snapshotter:v8.3.0

* registry.k8s.io/sig-storage/csi-node-driver-
registrar:v2.15.0

* docker.io/netapp/trident-operator:25.10.0 (RJiZ)
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% Trident

{FH Trident I2{EG%aE
{FF tridentctl &2t

£ OpenShift INFZ{ER %L

4
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{£R Trident

EEIET R

Kubernetes S£E£FAIFRA TIET =& TBERSEE G Pod ELEME, BAESZTET R
, IIRIESHIREHFZF IR L NFS. iSCSI. NVMe/TCP 8¢ FC T &,
EREENT A

MREASFERARDIER, NARHIZEFRERMBESFENTR, &MhRZSEY Red Hat Enterprise Linux CoreOS
(RHCOS) RINRETXLETH,

NFS TH

"2 NFS TAE" MREFHRE: ontap-nas. ontap-nas-economy. ontap-nas-flexgroup 3
azure-netapp-fileso

iSCSI TR
"Z%4E iSCSI TE" iNREFEHMZE: ontap-san, ontap-san-economy, solidfire-sano

NVMe TH

"3 NVMe T A" SNRIEEA "ontap-san' #H{TET TCP MIEZ KLMERTFIRIE (NVMe) over TCP (NVMe/TCP)
TdJ‘i}Zo

@ NetApp #i¥ NVMe/TCP f#F ONTAP 9.12 S{E &SRS,

HEF FCHISCSITA
B XECE FC 1 FC-NVMe SAN EABVFAHES, BE "ECE FC FC-NVMe SAN EABIT57E"

"ZHE FC TE" NREFERAR ontap-san 5 sanType fcp (SCSlover FC) o

EREFET: * OpenShift 1 KubeVirt 371537 4F SCSI over FC, * Docker /3z#F SCSI over FC, *iSCSI BHf&
ERERATF SCSl over FC,

SMB THA
WEELLE SMB &" HIR&EFFEH: ontap-nas RECE SMB %o

TRRSZS A
Trident =i Bt NT 2@ BRI LUETT iISCSI 2% NFS AR,

@ ;ﬁgﬁﬁ%ﬁﬂﬂiﬂ%u&fmﬂ%ﬁ%, BRMRIERSEEER. Bk, ROLKABNRSHFERILS
FHS KM,

IS
Trident SIBEMHUET AR LIRS . BEEEXEEH, HIaT:
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kubectl get event -A --field-selector involvedObject.name=<Kubernetes node

name>

BECRIMRS
Trident #rIRTE Trident /2 CR LA T RERANRS. EEEAMMNRS, 1HE1T!

tridentctl get node -o wide -n <Trident namespace>

NFS &
ERIRERAMNHSRE NFS TH, 1R NFS BRESERHET B,

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D = NFS TAREHBHIERA, MRS LI,

iSCSI &
Trident ATLAE&HERIL iSCSI £3F. 13# LUN. KIS KRRZRIGE. WEFTRIALHBZEEELHT pod,

iSCSI B &E1haE
3F ONTAP &%:, Trident ® RS $hizfT—X iSCSI BFEE, LL:

1' 1 N7 IJ FFI’ E,J |SCS| El%'{klu\*”éﬁu |SCS| Elﬁ)lklu\o
2. BB RAS S HRRESHIT IR, UMEFRRIAE, Trident RELBMARUARFEIE H4EE,
j:j:l.'/fjﬁﬁ Eljéﬁﬂg, jl_fé A iISCSI Elﬁ)lklu\ V_E UFE E,J iISCSI Elﬁ’ik/u\o

@ BREEEENBEM TR Daemonset Pod B “trident-main' Bes 1, BBEEHSE, YAk
Trident RE#£HAIENIE “debug iR & "true"s

Trident iSCS| B EEThaenT LAESBIRA 1L :

EEENF e A ENPRIASAIEER iSCSI 2iF. WFIHMNRIE, Trident FF 7 DH/EERE,

MBS IPEIER,

DS
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BI0, MR CHAP MBTETZREIRHISR L1BIR, HERMMEEER, IR (stale) CHAP #l
() wasapsnrs. REETURIIK—S, HEHERRITRE LA CHAP Al

* f/biSCSI &%
* FR/D LUN
F+4% Trident BIEEEENE S
s NRNERENT = igroup (7 23.04+ 5| \) , iSCSI BEEE A SCSI BE&FMIFIEIEEB5) SCSI
B,

s MNRNVERERTEER igroup (B 23.04 &£E87FHA) , iISCSI BFEEEE5h SCSI EFidHE SCSI B4+
B9 LUN ID,

* NRFEAET R igroup M/EIHIERAE igroup RIS, iISCSI BIEEIFEE SCSI EFiH SCSI S4HR)
f#8t7] LUN ID,

=it iSCSI T2
FERIRMERFA ML EE iISCSI T,
Feaz i
* Kubernetes £ FHMEN T AXTEGH—H IQN, XEHERAREH,

* WNRFEHA RHCOS 4.5 S{ESikAS, SHMS RHEL #AM Linux £1ThR, UK “solidfire-san IREHF2FH
Element OS 12.5 S 1Khr4s, 1EHR CHAP B{9RIEEETE fetc/iscsi/iscsid.conf FiZE /9 MD5
» Element 12.7 2t T4 FIPS %% CHAP &% SHA1. SHA-256 #1 SHA3-256,

sudo sed -i 's/"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* Y{FEMAIE1T RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) M T{ET s HEZS iSCSI PV B, E7E
StorageClass F3E7E discard mountOption, LHITARBEZELEIUL, 1ES7 "Red Hat 214"

* MIREAREIZFARAA multipath-toolso
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. 7 iscsi-initiator-utils RANE SR/ 6.2.0.874-2.el7 S ESHRE:
rpm —-gq iscsi-initiator-utils
3. BHMIgENF:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZRE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ JEMIR /etc/multipath.conf @& “find multipaths no” FHJ
“defaultso

5. MR iscsid M multipathd IETFIBTT:

sudo systemctl enable --now iscsid multipathd

6. BREHBL) iscsi:

sudo systemctl enable --now iscsi

Ubuntu
1. REUTRAERMGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. 7 open-iscsi lRASEE A 2.0.874-5ubuntu2.10 SRESARZS (BT bionic) X 2.0.874-7.1ubuntu6.1
HEShRA (BT focal) :
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dpkg -1 open-iscsi

3. BRI ENF:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf
4. BHEZRKE:

sudo tee /etc/multipath.conf <<-EOF
defaults {
user friendly names yes
find multipaths no
}
EQF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D 15MfR /etc/multipath.conf 88 "find multipaths no" FHY
“defaultso

S. H41R “open-iscsi'# ] “multipath-tools’ BB BH IE1EiETT:

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

(D ¥F Ubuntu 18.04, EAMTERBLN open-iscsi ZBIfERA iscsiadm KM BrimA,
ZTBE/Z TN ISCS| SPHF#HIZ, &, EWuILUBIR iscsi IR, FHBMIER iscsido

FCEEZE A isCSl BHIEE
TR LAECE LLUT Trident iSCSI BREBEIRE, UEEIRMAIE:

* iSCSI BHEEEIR: WEIFA iISCSI BREERINE FUAME: 5 0%) . EILLETIRERNIIETR
HECENEREMIET, EAILETIRERANEFREEE M DIREMIET.

% iISCSI EREEFARIGE R 0 A fELE iSCSI HRIEE. RITRRINER ISCSI BRIER;
(D) 1 iscs| BREETARTBTERLTFHRENN, 4 REREER 2R iSCS| B
5,
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* iSCSI Self-Healing Wait Time: 7 iSCSI BERRBETEMAFEEREFHEHEXEMER ZAIEFFIFE
BtiEl (BUINE: 7 9% . B LKEREAEANEE, UWEIRIAFEENSELNNEFE KT EAEE
AW, AEEHENER, AERENFEDHHREUEERIHEAER.

Helm

ERCENFEL iISCSI BRIBEIGE, 57T helm L35, helm EHHAEIE% “iscsiSelfHealingInterval
“iscsiSelfHealingWaitTime' &%,

IR isCSI BRESRIFIZEN 3 D%, KEREBEFFHEIZEN 6 HHh:
helm install trident trident-operator-100.2506.0.tgz --set

iscsiSelfHealingInterval=3m0Os --set iscsiSelfHealingWaitTime=6m0Os -n
trident

tridentctl

ERIEEN iISCSI BRIEEILE, 1BTE tridentctl L FFHAEIE 2 “iscsi-self-healing-interval I
‘iscsi-self-healing-wait-time &4,

IUTRAR isCSI BREEEIRIKEN 3 0, KERBEFTHENLERN 6 D

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0Os -n trident

NVMe/TCP &

ERIRMERRHLLE NVMe TR,

* NVMe FE RHEL 9 X E SRS,

@ * YR Kubernetes T REYAIZARASKIA, & NVMe B ERTERNAZMRE, WAIEESE
BN R NZARAER A ER NVMe ERIRIZARZS,
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RHEL 9

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

IIF &R
ZRfE, FEAUTHSEIE Kubernetes EB¥HHIE N T &G MH—BY NQN:

cat /etc/nvme/hostngn

(D) Trdent &R cerl device tmo f, (R NVMe ISR FRKF B E. /78
B

ETF FC &HY SCSI

BTE, ERILUERYLLT@IE (FC) Y5 Trident SREZBEFEIE ONTAP R4 LMTEMERIR.
AR

FCE FC PRI T RigE.,

IS E

1. SREXBrE O WWPN, BXF4ER, 155 "network interface show"s
2. JREVEhEs (EM) LEEEOR WWPN,

BEUMHENNETIRERALAIERF.

3. EAENMBITH WWPN £ FC M| LERE X,
BXER, B INENIRA AR S,
BXFAER, BSHELUT ONTAP Xi4:

° "Fibre Channel 1 FCoE 43 X ##EiAR"
> "Bd® FC FC-NVMe SAN E#HBIAE"
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ZIEFCITAH
ERERTEMNRERENGSRE FC TE,

* Y{#EMAIE1T RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) BT mHEIS FC PVs B, B1E
discard StorageClass F$8%E mountOption LUIITARBEXZEIEIU, 1EE% "Red Hat 3Z#4",
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi device-mapper-multipath

2. BRSHE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ BIR /etc/multipath.conf & ° find multipaths no’ TH
“defaultso

3. {EM1R multipathd IEETEIETT:

sudo systemctl enable --now multipathd

Ubuntu
1. RENTRERGE:

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. BRAZRE:

sudo tee /etc/multipath.conf <<-EOF
defaults {
user friendly names yes
find multipaths no
}
EQOF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

(:) 15MR /etc/multipath.conf 88 "find multipaths no  FHY
“defaultso

3. MR multipath-tools BEBRAHIEEIEIT:

sudo systemctl status multipath-tools
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HEFICE SMB &
S LAER ontap-nas WEIEFECE SMB %o

@ WITE SVM EFCE NFS #1 SMB/CIFS 14, 7887 ONTAP AHIB#E&E 6% ontap-nas-
economy SMB %, TT/ARE XY PRIER—EIEFE SMB HEIERKK,

@ autoExportPolicy A#F SMB %,
FFeaZ 8l
I8 E SMB 281, HAMEE FIRE,

BA Linux 1z %U%%:ﬁ BMZEL—NETT Windows Server 2022 B9 Windows worker T7 229 Kubernetes &
ﬁo Trident {255 £ 2 7E Windows T s _EiE1THY pod BY SMB %,

* EDBH—1MEEEH Active Directory EHERY Trident 2858, EEZ A smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* EBE 79 Windows ARZ5HY CSI {2, ZEECE csi-proxy, BS IE“GltHub CSI Proxy"3{"GitHub: &RTF
Windows B9 CSI {£I2" T #27F Windows _EiE{THY Kubernetes T5 55,

p
1. 33 F 7 ONTAP, ERILUEERIE SMB =, & Trident AIURNESIE— M HE,

@ Amazon FSx for ONTAP &% SMB H%,

,UEJLM%% "Microsoft EIEITHIG" HEXHFEE BT FEA ONTAP CLI UFF ANz —8liZ SMB BIE
=, E{EF ONTAP CLI 8 SMB H=:

a. MAKE, FHHZCEBERRRIEEM,

lﬂ: vserver cifs share create MIEHELIRHAEICE -path iIETMHIEERIRR. WNRIEERIEE
Z_TT_’ )nsUFlF' 79&9&0

b. g 53iEE SVM XELRY SMB HE:

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c WIIRREIRIHAR:

vserver cifs share show -share-name share name
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()  sxumEs, #B0 0 sVB 5,

2. S|EfEmE, HIAECEULTRBUIETE SMB &, WTFFFE FSx for ONTAP [GiRECE LN, 1§S1# "FSx for
ONTAP Be&iEImFRE"S

28 A Nl

smbShare o LIEEMTIEINZ—: {EH Microsoft smb-share
Management Console @ ONTAP CLI gl|## SMB
HEMBZFR; AiF Trident 872 SMB HZERZFF;
FE T LUESHETUMBIEEN AT HEZ R, It
ST A ONTAP B AER, IttSEUE Amazon
FSx for ONTAP GimFRAER], ARE

nasType AR B N smbo *FAR null, MERIAA nfso smb
securityStyle HENZEER. XWF SMB &, NWIIKE N ntfs” ntfs B mixed AF

g “mixed, SMB &
unixPermissions HENER, XF SMB &, HAEST,

—_—

ECEMNEEEim

==Y

[GIRE X Trident SEERAZBINXR, EEIF Trident A1 S5ZEFEALHITIEES, U
Kz Trident AN MAHECE o

Trident BEIM /SRR M SEFERE X WERBILERNF E L. TRINAANEHNEERRRE SR,

* "B2& Azure NetApp Files [Fim"

* "B2& Google Cloud NetApp Volumes 5"

* "B2E NetApp HCI 5 SolidFire [5i"

* "{§F3 ONTAP g} Cloud Volumes ONTAP NAS IRzhiZFAc & G iR"
* "M ONTAP g Cloud Volumes ONTAP SAN IXzhi2FAc & fgif"
* " Trident 5 Amazon FSx for NetApp ONTAP && 5"

Azure NetApp Files

B2 & Azure NetApp Files [5if

,@\TL}H?; Azure NetApp Files BCE& /9 Trident B9/5i%. &r]LUEA Azure NetApp Files 5
Ui Bt A0 NFS #0 SMB &, Trident X325 Azure Kubernetes Services (AKS) &£8£RY+E
Eu %1ﬁ # ?E iio
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Azure NetApp Files IRENiEFIFAE R

Trident $2& LA Azure NetApp Files ZEIRGHIEF LS EEHITIBE. ZHFIFRERE: ReadWriteOnce
(RWO). ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

zhizr 3% volumeMod 7 #5a9if A& SR RS

e

azure-netapp-files NFS SMB Filesystem RwWO. ROX. RWX. RW nfs, smb
OP

ARE

* Azure NetApp Files fRSZAZH\F 50 GiB &, TNRIFEKRB/NIE, Trident 2 EHEIEIE 50-GiB B%E.
* Trident XIFLEFNE Windows T 52 LiE1THI pod £RY SMB %

AKS 2 E 5%

Trident 2#F "FEE41iR" Azure Kubernetes Services (8%, EFARE BHiRHMNEHKEIREEE, BN TAEE:

* i/ AKS ZBZERY Kubernetes 585
* £ AKS kubernetes & FECERNIEE S S

* BLRE Trident, EFE}E cloudProvider  LI3EE ~“"Azure",
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Trident i21ER

ZE{ER Trident IRERREE Trident, 1E%W4E tridentorchestrator cr.yaml UIZE
‘cloudProvider 4 “"Azure", fl40:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent

cloudProvider: "Azure"

Helm
UTFREERIFIETE "$CP I Trident £ “cloudProvider Z2EZ! Azure:

helm install trident trident-operator-100.2506.0.tgz --create
-namespace --namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>
LU TFRHIZEE Trident 335 cloudProvider In&SI&BE N Azure:

tridentctl install --cloud-provider="Azure" -n trident

ERTF AKS H=iRIR

=B {3 Kubernetes Pod BES @I EA TERH B HHITEHIIEMARREE Azure EIEFRIAHI0) Azure &
o

EFFE Azure PRIEINR, HOER:

* {5/ AKS ZBER Kubernetes 58
* 7£ AKS Kubernetes &£8% FERE R T E EHARIRAD oidc-issuer
* B&E Trident, HEHE$E "cloudProvider LI “"Azure™ ] "cloudldentity 8 & T{ET1 i 5 19
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Trident #21E5

E(EH Trident #1ER L Trident, 7E4R4E tridentorchestrator cr.yaml B
‘cloudProvider I8BAN “"Azure" FH¥ “cloudIdentity BN
‘azure.workload.identity/client-1d: XXXXXXXX—XXKXX—XXXKX—XXXX=XXXKXXXKXXXXXo

a0

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXxxxxx' # Edit

Helm
FEAUTIFIETEIEE cloud-provider (CP) 1 cloud-identity (Cl) FR&EHIE:

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXXX—

XXXXXXXXXXX """

PUFRGIZE Trident, FERAMIEDL = scP ¥ "cloudProvider 18BN Azure, [EIFR{ERIFIE
TE "SCI'I®E “cloudIdentity:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="$CI"

<code>tridentcti</code>
ERLUTHIETEIEE cloud provider 1 cloud identity Fr&HI(E:

export CP="Azure"
export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXKX-XXXX—
:9:9:9:0:9:9:0.9:0:0. &

PUF &% Trident H¥& cloud-provider fa&EIREHN “$cp, HH cloud-identity IKEN
“S$CI.

tridentctl install --cloud-provider=$CP --cloud-identity="$CI" -n
trident
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HZEIE Azure NetApp Files Gl
7EECE Azure NetApp Files FifZ 81, FERFRHEUTEXK,

NFS # SMB &R

WNRZBEXEH Azure NetApp Files HIEFUEFRA, NEE—LYGACE A EEIRE Azure NetApp Files H &l
#E NFS %, 15517 "Azure: & & Azure NetApp Files H 83 NFS &"

EFREBFER "Azure NetApp Files" Gk, BEELUTHER:
* 7 AKS &8 HEREEMNARY, subscriptionID. tenantID. clientID.
@ location # clientSecret EA%EH,

* tenantID. clientID M clientSecret 1 AKS &EE H{EFRA SRR ERHEN,

* REt, FEI% "Microsoft: J3 Azure NetApp Files SIEZBEH",
* ZFE48 Azure NetApp Files B F M, 1BEEI1R "Microsoft: 1§ FMWZHE4A Azure NetApp Files's
* subscriptionID MEJEH Azure NetApp Files B9 Azure 1T,

* tenantID. clientID M clientSecret 3 HE Azure Active Directory ¥t Azure NetApp Files RS E
BEBNIRN "R FM". MAREREMRERUTE—IRE:

° FFEESSS5ERAE"H Azure FITENX "

° ITIRKBIRY "EHE X Contributor Fi"(assignableScopes) EBFLUTNIR, {XFRF Trident FTEEHI4Y
B SIEBEXABRE, "FH Azure T JFDECAE"
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BEXTTHMERT

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
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ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* BEED— location I Azure "ZEkFM", M Trident 22.01 FF44, ‘location B EEiHEEE X ETNER
WWEFER, TEEIHIEENAIE BEBH 2,

* EfFf cloud Identity, EM "FHF DECEVFEENRIR"IREY client ID, FH7E

“azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXX & E % 1Do

SMB HHIEfthERK
ZeIE SMB &, 4HAEK:

* Active Directory B A0 B %% Azure NetApp Files, 1EZ7 "Microsoft: /7 Azure NetApp Files 8IZEME
18 Active Directory %",

* B Linux 55280 S ZE/D—151T Windows Server 2022 B Windows worker T &2 Kubernetes £
B¥, Trident (X Z#FEHFN7E Windows T 52 _EiE1THI pod #J SMB %,

* EDEE—1ES Active Directory ZIER Trident 253, LU{E Azure NetApp Files B LA Active Directory
HITEHWIE. BEEMEA smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* E2E&H Windows ARSZHY CSI KB, EEIE csi-proxy, 1BmZH"GitHub: CSI Proxy"8{"GitHub: i&EAF
Windows B CSI XI2" T #i#7F Windows _E3iE{THY Kubernetes T &,

Azure NetApp Files [FIREC & EIAIR ]

T ### Azure NetApp Files BY NFS #1 SMB Fimfc BiEINMHEEEE TG,
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[EUREC B I

Trident SEAEIKECE (FM. EINE. RSZNFMMUE) FIERUEIBIBSEM L6 Azure NetApp
Files &, FH518KBIARSS %KAM F ML,

Azure NetApp Files iR HXLE AR &N,

version

storageDriverName

backendName

subscriptionID

tenantID

clientID

clientSecret

servicelLevel

location

resourceGroups

netappAccounts

capacityPools
virtualNetwork

subnet

networkFeatures

WiER

X EhIZF IR AR
BE X &M iEain

XBE/ Azure ITIFIAYITIR ID, 1
AKS £ FEBRERRI AT

rie

47E AKS &8 LERAEIRNREA
{f;EﬁRN, KB NFREMER ID A

4H7E AKS &8 LERAEINRES
RIREY, RENRAEMRIE AR D
A,

47E AKS &8 LERAEIMRER
RIREY, RENRAEMIEF ImE

A,

A
B 1

"azure-netapp-files"

IEhiZR R AR + " + FEAF AT

Standard. ‘Premium'sg Ultra'z "™ (F&#1)

REHEPEIEMERN Azure (UERY
RVRTE AKS B¥EE LB A EMRRR
Al

ATt e A MA R A RATIER

" (BiEER)

RFimELIIZEIRRT NetApp tkFP "" (FBdigs8)

LES
BT mEAMFRNE MR
BEEIRFMBYREIANLERI R R

" (FTdikeE, BE)

ZHE44 "Microsoft.Netapp/volumes™ ™

HYFPIET & AR

£H VNet Ihge&E, AJLARE Basic®
o “Standard. FIEFTEMIXER
IRHMLEIhEE, RIREMAIEITIR
BA. EXERItINEERERE
‘r&etworkFeatures‘éx'—Eé&%EEEﬁE
Mo

53



28 WiER BRIA

nfsMountOptions NFS EHIEMAVEAIEHl, SMB % "nfsvers=3"
BRBRILED, B{EA NFS fRZs
4.1 BHE, BTESHIRIERIE
MFIRAPEE nfsvers=4 LUERE
NFS v4.1, FHEEE X PIRERE
MBS RIRIEEPIRENE

R,

limitVolumeSize MRBROERNSTUE, WE " GUHABR TARESIHRT)
BRI

debugTraceFlags WP E AR S, =™ =

s \{"api": false,
"method": true,
"discovery": truel}. PRIEIETE
HITHEHIRH R E AN B T
fii, DUAREERLLIED,

nasType ACE NFS 3¢ SMB B8, &M nfs
nfs. ‘smb'Z null, IKEA null Bk
IAH NFS %,

supportedTopologies R fEim Sz R XA =] BB X 51
xR, BXREFMER, BBH EH
CSI $h$h"s

gosType R~ QoS A BmhsFnl. Bxzh

maxThroughput SEAFNEATETEE (LI MiB/FY 4 MiB/sec
NEBAL) o (FFFE) QoS FE

Mo

() B*mMENENESER, BB " Azure NetApp Files BEREFIATIEL,

FREFBI R ZIR

WRELE PVC B E"RIXFIB St "BiIR, WIEHIRNFEM A RERE XEAFREMSRAIZR (FM. BN
@&, AEM) . MREBAMAIR, Trident FicRANEGEIHET LRI Azure BiR, RiIFRE EEFERELUMNAER,

‘resourceGroups . netappAccounts’. ‘capacityPools’'. ‘virtualNetwork' I
“subnet”

HER LUERER MBI ERERTMEE. EAZHERT, BIERTERER, RANERIA
U5 Z 1 R1E R IRILEC,

@ 1R vNet i F5 Azure NetApp Files (ANF) T2k P REINZRIBAS, BENGIHRIE
resourceGroups FIZREY A E IS E X IRE,
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‘resourceGroups « netappAccounts’ 0 ‘capacityPools®

BB AN ARERG AL FMEEIR B R RITRIESS, SJUUEALEESIEE. TERENZIR
EEUTE:

RE &t
RIRA <resource group>

NetApp <resource group>/<netapp account>

AEM <resource group>/<netapp account>/<capacity pool>
FEHAMIZE <resource group>/<virtual network>

X <resource group>/<virtual network>/<subnet>
EiE

TR OB R EC B SRS ED 0 IS E A FIETCRIZHRIZNANE R E. BXIFAER, B2 [RHEEE].

o5 BB EININ
exportRule S AN, "0.0.0.0/0"
exportRule HIUELL CIDR &R
SERTHY IPv4 Hisitsl IPv4 FRIE
RASHESHMRYITR. *F SMB
SR 28,
snapshotDir 1=#l .snapshot B RAIAT 14 NFSv4 JJ "true", NFSv3 JJ "false"
size ERIERIAKR N "100G"
unixPermissions MER unix BPR (4 i/ \EFIEF " (FikIheE, FEETHEFIING
) o X SMB & 28, 28)
THIELE

UTRAIERTRAZSHEHREANBRANENESEE, XBEXEHRNREETTE.
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X ainicE, BEItEiRE, Trident XIECE(IEHZEHELE Azure NetApp Files BIFTE NetApp
P, SMHMFMN, HEEF—NHURNFN EENBERE. BT nasType WA, nfs BIAEEHA
, [EE A NFS &7 S,

HERINIFFIAHER Azure NetApp Files RIS MINGER, WECEIFHEIER, BEXHKF, EFENFRE
BERESRETIINTEE,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de91le5713aa
clientSecret: SECRET

location: eastus



AKS N2 E &)

WEIREEEEIE T subscriptionID. tenantID. clientID'# “clientSecret, XLEEFERFE
E BRI ZE %,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet
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BT AKS I =1RIR

LtEEIRECE A BR tenantID. clientID M “clientSecret, XEEFEFERASIRIRNERHEN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

BEREMmERIERSANIEE

HEIREL B ERETE Azure Y “eastus I EHHY "Ultra B=tH, Trident Boh R MIZN B EFELA
Azure NetApp Files IFRAEFW, HEEVEEPR— N FNELHEHE

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2
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BEF5) QoS BEMBFIHRHG

EIRECEFE AT QoS REMIEERETE Azure eastus &,

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anft
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3



SRECE

tERECEH# - BERETESENFIBENFN, FHERT —EESEENIANE

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"
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REPVHECE

EREEERE NP EX Z N EEN, HEEENIRHTRARSAIINEEH, HEFEE
%Jbernetes AR AXLLFINFMEER, XIFEEH, BB ERTIRIE performance kX 53

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application—-group-1/netapp-account-1/standard-2



XFRINCE

Trident EFRIEXIGMATAX A TEAH AR S, ttEHRECESR supportedTopologies SREBF RENGE
IR I X IR, S E I KIEF XIS EN ST Kubernetes 5855 55 _E AR A X I A0 X 13
B, XEXIFMXIFRR D] UEFFEEDIRENAFETIR. NTESEIHRENXIENXIEFERN
82, Trident R AKX G FoIiEE, BXEFEMER, BFSAEH CSI AN,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

FELEENX
LR “StorageClass’ & X E&E 7 _ LRk Tzfi#,
{8 parameter.selector FEXBITE R

fEF parameter.selector, ZELUAEA StorageClass e A TFRESNEMNM, SRFEBFMIEMPEN
B o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold

provisioner: csi.trident.netapp.io

parameters:
selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver

provisioner: csi.trident.netapp.io

parameters:
selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze

provisioner: csi.trident.netapp.io

parameters:
selector: performance=bronze

allowVolumeExpansion: true

SMB EHITE SR

£ nasType. node-stage-secret-name #l node-stage-secret-namespace, AJLIEE SMB &H

RIFREER Active Directory =38,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

SR TEIERARENIE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN ERAFENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
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@ nasType: smb #F SMB HHIMAYTHI%ESS. nasType: nfs B nasType: null NFS HBYTH
i T

ellfed=yiy
IR EREEN G, BITUTHS:

tridentctl create backend -f <backend-file>

NREHIBRRY, NEkicERRE, ErLUETIETTU T a*EEHEURERE:

tridentctl logs

FIRGIHEEREXHNR@ES, o] LIBRIETT create 85,
Google Cloud NetApp Volumes

fCE Google Cloud NetApp Volumes j5ii

WME, &AL Google Cloud NetApp Volumes EZ& A Trident BY/SiH. & 8] LUEH
Google Cloud NetApp Volumes FixHIN NFS #1 SMB %

Google Cloud NetApp Volumes IXEHiZFiF4A(E 2

Trident $2f "google-cloud-netapp-volumes' IRTHtEFF S &EEHHITIBIS . ZIHFHIHIRIENA ReadWriteOnce
(RWO). ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

IREHA2R i volumeMod 5 3%iAaiEst FHH RS
e

google-cloud- NFS SMB Fllesystem RWO. ROX. RWX. RW nfs, smb

netapp-volumes OP

GKE =814

=B 131 Kubernetes Pod BEME@II1EAN TIEMEH S HEH1TEMIIEMARIREER Google Cloud EiERiA10)
Google Cloud &R,

E(#H Google Cloud P, HMEFUTEM:

* {3 GKE ZBE R Kubernetes 5&%,
* 7f GKE &8 FRREN TERHARRMET =t LECER GKE MetaData AR5528.
* BH Google Cloud NetApp Volumes Admin (roles/netapp.admin) A BENX AT GCP IRSKF,

* Trident B2, BIEIERE "GCP" B cloudProvider f3§EH GCP RS MBI cloudldentity, FEZAH T —
Nrfilo
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Trident i21ER

E(EH Trident #1ER L Trident, 7E4R4E tridentorchestrator cr.yaml B
‘cloudProvider I8BAN “"GCP" HI¥F “cloudIdentity ' I®BAN “iam.gke.io/gcp-
service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.come

f54n:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "GCP"
cloudIdentity: 'iam.gke.io/gcp-service-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com'

Helm

FEAUTIFIBETEIEE cloud-provider (CP) 1 cloud-identity (Cl) FR&HIE:

export CP="GCP"

export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com'"

LUTRRBIZRE Trident, HERIETE cloudProvider BHIEEAN ccp, ARFERIMIETE
“SCP I®E ‘cloudIdentity: S$ANNOTATION

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$SANNOTATION"

<code>tridentcti</code>
EAUTIFIETEIEE cloud provider 1 cloud identity i7ERIE

export CP="GCP"

export ANNOTATION="'iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com'"

BUT R B%%E Trident #3& cloud-provider "fFREIREAN “$cP, H¥F cloud-identity i&EN

" $SANNOTATION:



tridentctl install --cloud-provider=$CP --cloud
-identity="SANNOTATION" -n trident

HEZEIE Google Cloud NetApp Volumes [5if

7EEZE Google Cloud NetApp Volumes [FiR 281, EEHEHEUTERK,

NFS BERISTRFM

MR IZEXRER Google Cloud NetApp Volumes SRIEFEER, MEE—LLHAEE A BEIZE Google Cloud
NetApp Volumes F83E NFS &, 158" FiE 270"

7EB2E Google Cloud NetApp Volumes [aix 2 /i, IEHEFREEEUTREA:

* {#F Google Cloud NetApp Volumes AR ACERY Google Cloud kP, iEEI1# "Google Cloud NetApp
Volumes",

* {&H9 Google Cloud tKPRIINB RS, ESH "IR5ITE"

* BB NetApp Volumes Admin (roles/netapp.admin) BB Google Cloud RSZF ., 1SR "S5
R EIE A EFMNPR"

* {ZHY GCNV 1K By API ZEAX . 1SN "BIZARSS 1K 2 ER"
* FhEM. BEI EFEAEA

BXRUMENIZE Google Cloud NetApp Volumes A RANREVIFARE R, 15BIR "I E X Google Cloud NetApp
Volumes BYIH I PR",

Google Cloud NetApp Volumes [SifAc & iA1= )
T fi# Google Cloud NetApp Volumes BI[GimECBEIE, HEERERG.

[EiRECE TN

BT RIRTE— Google Cloud KIFEEE. BEHMKIEPEIZESE, ErILIENXE MM,

S8 1R RN
version YRR 1
storageDriverName 1B CHIZE I Z #R storageDriverName HY

EHAIHERE /9"google-
cloud-netapp-volumes",

backendame (FTSE) AR E XA IRETZRE &R + " + AP
FSA—E5)

storagePools BATFiEEELIZNEMEBI LS,
projectNumber Google Cloud tkFINBE %S, %{EfiF Google Cloud
P ER L,
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location

apiKey

nfsMountOptions

limitVolumeSize

servicelevel

labels
network

debugTraceFlags

nasType

supportedTopologies

HECE I

WiER EININ

Trident 8lJ# GCNV %R Google Cloud &, 6
2[X13 Kubernetes 5£8%BY, T “location' FEliERIER]
BATFEZ Google Cloud Xigf9T5 = Eit I T &
H, BEXERESTETINER.

E7H netapp.admin fBH Google Cloud RS
AR AT #EH. BEEIE Google Cloud ARSSMK
FPIEAXHR gson BARE (RFEHFEIHEE
X&) o CapiKey WAEIETHRARER:
“type. project id. client email.

client id. auth uri. token uri.

auth provider x509 cert url'#l
‘client x509 cert urle

NFS HEEEBBIFEAIEH "nfsvers=3"
MRBROERNESTUE, WIREXK. ) (BOANBER T ARSREIHATT

FEAMNREENIRS K. N flex. standard.

premium 3 ‘extremeo

ENVATEHER JSON BTEEE "
FF GCNV %89 Google Cloud P48,

HPEHERRETE A I EIAITES. T,
{"api":false, "method":true}lo BRIEIETEHTT

E%BE?#F%#%EW%?EE’\J HEHEME, SNAEFERILLE
Inte

B2E NFS g SMB &6, #EINA nfs. “smb' nfs
nulle IZE A null 2R3N NFS %,

R ERZFNKIEMAIAXYIR. BXIFHER,
BEIR EH CSI b, fFlgn:
supportedTopologies:

- topology.kubernetes.io/region: asia-
eastl

H}

topology.kubernetes.io/zone: asia-eastl-
a

TR EREE XM defaults B HIZHIRINGECE.

exportRule

snapshotDir
snapshotReserve

unixPermissions
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iER EININ

MENSHAN, BAZEMR IPv4  "0.0.0.0/0"
A SHIE S 2 IRYR.

1518] . snapshot BF NFSv4 73 "true", NFSv3 /4 "false"
NIREFTAZNEBT DL " (EZEINME 0)
B unix APR (4 i) \FHHIEF
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THIERE
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Bx[8]

B35

69



/&

XN iR B, BEIEE, Trident KIECE(IE P ZEIEL Google Cloud NetApp Volumes BIFR
BEMEN, FEFHERBIREEESR—MNEF, BT nasType WAL, nfsBRIMEIER, BHEIEHR NFS
EHRITECE,

LENINIFF51E R Google Cloud NetApp Volumes HEIXERRY, IHEIEIEFIEE, BELKS, &R
BEEE N BN EIRMEEIIMNIEE,
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec

private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws8zX507)Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
XsYgbgyxy4zg70lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
servicelevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret



REPVHECE

LEIREEE RN XHPEX SN EMM, BIHTE storage BRHFENX . HEEZ N EZIFAERS SRS
H7EfEM, HEHRETE Kubernetes FEIERTXLERFNZFMEEN, ENEEER. BMHMFERTXS
A Flen, ETEBREIF, performance t7&EH serviceLevel REHATFX 5 EIAM,

xR LU B — & A TR EINERRGAE, HESR MNESHNEIAE EUTRFEIH,
snapshotReserve # exportRule FBEFRE BRI EIAES

BXIFRGER, BB EIN

apiVersion: vl

kind: Secret

metadata:
name: backend-tbc-gcnv-secret

type: Opaque

stringData:
private key id: f2cb6ed6d7ccl0c453£7d3406£c700c5df0ablec
private key: |

znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507]Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3b1l/qp8B4Kws82zX507Y9m
znHczZsrrtHisIsAbOguSaPIKeyAZNchRAGz1zZE4jK3bl/qp8B4Kws8zX507)Y9m
XsYgoegyxy4zg701lwWgLwGa==

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token

auth provider x509 cert url:

75


../trident-concepts/virtual-storage-pool.html
../trident-concepts/virtual-storage-pool.html
../trident-concepts/virtual-storage-pool.html
../trident-concepts/virtual-storage-pool.html
../trident-concepts/virtual-storage-pool.html
../trident-concepts/virtual-storage-pool.html
../trident-concepts/virtual-storage-pool.html

https://www.googleapis.com/oauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelLevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard
servicelevel: standard

GKE =514

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelLevel: Premium

storagePool: pool-premiuml
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XFRINCE

Trident EFRIEXIGMATAX A TEAH AR S, ttEHRECESR supportedTopologies SREBF RENGE
IR I X IR, S E I KIEF XIS EN ST Kubernetes 5855 55 _E AR A X I A0 X 13
B, XEXIFMXIFRR D] UEFFEEDIRENAFETIR. NTESEIHRENXIENXIEFERN
82, Trident R AKX G FoIiEE, BXEFEMER, BFSAEH CSI AN,

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: asia-eastl
servicelLevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-Db

T—FEAA?

IZEREEX S, BITUTH<:

kubectl create -f <backend-file>

BIERSEMINEERER, BETU TSRS

kubectl get tridentbackendconfig
NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fdl1£f£f9-b234-477e-88£fd-713913294f65
Bound Success

MR EIHCIEELEY, NEKREEERR, Er]LU#ER kubectl get tridentbackendconfig <backend-
name> B LR FHICEITIZITU TR SEREHTUREREA:

tridentctl logs
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FIRAIHEEEEXHNEE G, T8 URPRERFFBRIEIT create 55,

FHEREX

UTEEE LRRIRNEZL storageClass EXo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

£ “parameter.selector FEXRITE X R fl:

{8 parameter.selector, AT StorageClass & A TFHEE B EA"
X5 Ho
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

BEXFEENEZIFMESR, BSH "CIEFMEE

SMB EHITE SR
R nasType. node-stage-secret-name 0 node-stage-secret-namespace, A LUIETE SMB &H
RHEFTEERY Active Directory E3E, EI BB ERIMNPR/TTAPRAY Active Directory F P /Z85EB 0] LU F 1 R ER

25,
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ks R EENEARLE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
SR T EIEARERNE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

BN ERAFENER

80

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

S{pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}



(D nasType: smb #F SMB HHIMAYTHI%ESS. nasType: nfs B nasType: null NFS HBYTH
i T

PVC & Xl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

IO PVC BREHE, BBITUTEHR:

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE
gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi

RWX gcnv-—nfs-sc 1m

AicE NetApp HCI 5§ SolidFire [5if
T HRUN{AITE Trident ARG F{ERA Element [Fif.

Element IREHEFFAEE

Trident 124 “solidfire-san' FEIXCHIZF R EEEHBE. FFRVIAIIRINE . ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

‘solidfire-san’ FERIFERZHF file #M block BRI, WF “Filesystem’
volumeMode, Trident GIE—NEHEIE—MXHRES. XHFRFEEH StorageClass
18R

IRahizF 1Y VolumeMode T EIFRIEL THROXHRS
solidfire-san iSCSI R RWO. ROX. RWX ITXHRZ, FRIAR
. RWOP ’E
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Kzhizkr

solidfire-san

X
iSCSI

ez Al

VolumeMode

Filesystem

T8 Element [FiRZ A, EHEERIT IR/

* 1&1T Element S ZIFEFHER ST
* AIEIEER NetApp HCI/SolidFire B¥ &£ E 12 R o FHF P BYEHE,
* Fig Kubernetes worker T S &8 Z3EMHMN AY iISCSI TH, &% "worker T S EEEE"

[Eim e & 12T
BxEMECEIERD, BE0TR:
o5

version
storageDriverName

backendName

Endpoint

SVIP

labels
TenantName

InitiatorIFace

UseCHAP

AccessGroups
Types

limitVolumeSize

debugTraceFlags

O

WiER

FREIXEhIZF IR AR
BE X &M iE G

ABMHFEIERN SolidFire S£E¥HY
MVIP

771 (ISCSI) IP HutitAN &R
BEWVATENEERE JSON BIIFE

o

%ﬁ% FUFEF R CRIXEIRIEUE

¥ isCsI AEMRFIZHFE EHEO

{£F CHAP %I iSCSI #1751
I, Trident f€EF CHAP,

EFEAIARAE ID 5%
QoS #3E

MRBRERNETIUE, WE
BRI

AT HBFESERIEAARS. Fl90

, {"api":false, "method":true}

T 1. BE=MELXEN solidfire-san BEliEFMGIRECE

ZFRYIAART
RWO. RWOP

XX RS

xfs, ext3, ext4

L8N
RN 1

Hon

S "solidfire-san"

"solidfire_" + 77fi& (iISCSI) IP it

"default"

true

T & A trident"BYIAIRIZART ID

Y (BOAER TAEFRIT)

z3
i

FRAEIEEHITHIEHHEE AN B EEE, SNAEFEH debugTraceFlagso

HRFIERT —MER CHAP SAIIEHMERYE QoS RIEN =FERH#AITEENGIRHF. A, ERA
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BE=xf#E A 10PS storage class 2 EX EF A HEPEIHIEMES,

version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

il 2: BEBRMMH solidfire-san RapiEFHEIHMNFEEER
HRBIERT ERAEPVHE BN ERE X XA U5 FAENR StorageClasses.

Trident TEACE FHEFE L RVIRE S HIZISiRTFEME LUN. AAEREN, FHEEERPIUASNEPIE AT
» IR EHITIH,

T TEERHRAEREXXHSR, NFFEEFEBILE THERRIAE, 15 type IRERN Silver, EHBTE
‘storage EBHREN . TELRGIR, —LEEFENISETHORNER, —EHBS T FEIRENRIAE,

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260

TenantName: <tenant>

UseCHAP: true
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Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minTOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: "4"
zone: us-east-la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: "2"
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: "1"

zone: us-east-1d
LUF StorageClass X5 LREM M, A parameters.selector FE&, & StorageClass JAARTAF
RESHEI. SREAERMmMERMHAE X H.

55— StorageClass (solidfire-gold-four FRFEFE—TEML. XEH—IRHETHENM, BF
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Volume Type QoS /N Gold, &xf5—" StorageClass (solidfire-silver JAREAIRHEIEEMEENZF
fiitl, Trident ROREIEZFEWEIH, HBEBKEFHEEK,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold; cost=4

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze; cost=2

fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=1
fsType: ext4

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:



name: solidfire-silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

fsType: ext4d

EREZER

* "&ifia)LE"
ONTAP SAN IXchiEF
ONTAP SAN IXcHiZF#ER

T #RYN0{A1{EER ONTAP #1 Cloud Volumes ONTAP SAN IRGHFZFECE ONTAP Gif.

ONTAP SAN REpiFiF A= 8

Trident 3R LAT SAN 7#iEIREIIER LS ONTAP £85E S, XIFRIAIRIRIE . ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

REhTER Y volumeMod Ss3HyipIaIEst LIS RS
e
ontap-san iSCSI SCSI RWO. ROX. RWX. RW EXHHRY; RIS
over FC OP
ontap-san iSCSI SCSI Filesystem RWO. RWOP xfs, ext3, ext4d
over FC
ROX #1 RWX TEX 4
BENXTATA.
ontap-san NVMe/TCP ik RWO. ROX. RWX. RW EXHHRY; RIBHLE
OP
BEEI
NVMe/TCP
NEMER
EI,
ontap-san NVMe/TCP Filesystem RwO. RWOP xfs, ext3, ext4d
BEEA ROX #1 RWX TEX R4
NVMe/TCP SR TR A,
HEMER
EI,
ontap-san-economy iSCSI R RWO. ROX. RWX. RW IEXHZ#%; [RIGHRILE
OoP
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Kzhiz X volumeMod 37#5:a9if5 AR SERIX RS

e

ontap-san-economy iSCSI Filesystem RwO. RWOP xfs, ext3, ext4d

ROX 1 RWX EXX &%
RN TATH

* (NLHFHERIFA EFERAES T 2151 ONTAP E[RFH|"BY, A {FM ontap-san-economyo

* (NHFMEFASERRBES T 2751 ONTAP E[EF"BT/A#E A ontap-san-economy " J&
@ shi2FRY, A fER ontap-nas-economyo

* MREFITFEHIRRIP. KEMEHEEE, E7EH ontap-nas-economyo

* NetApp FEINTEFRE ONTAP IRshiZF-{ER Flexvol Bong, BR7T ontap-san, {EH—
MERRTE, Trident ZFERRIBIREHAEN M R Flexvol &,

FA PR

Trident 2L ONTAP 3% SVM BIEGHNE/HE1T, BEMER admin £BB A 'vsadmin'SVM BBF, AE
HEIAEBMNARRIRZFAF, XF Amazon FSx for NetApp ONTAP ZFE, Trident &L ONTAP 5 SVM &1E
BB METT, FA%EE fsxadmin AP "vsadmin'SVM AP, sKEGHERABHNTRZINERF.
fsxadmin' R BEEHEERAFPNERER M.

WERFEA limitAggregateUsage B8, NEEHEEERMNPR. 3§ Amazon FSx for NetApp
@ ONTAP 5 Trident &£&E AR, limitAggregateUsage B FIERATF vsadmin
fsxadmin FAFIKF. MRIETELSE, IERERFEIB.

BIABILATE ONTAP F18l# Trident IREhiZF Al AERNE ARG AR, ERITFENZFM. KNS HHHR
B Trident ZPALTE FREIRIEM API, XEFARTFEREES S L.

NVMe/TCP HE T BRI
Trident X#FIEF KM 1F(ER2E Express (NVMe) X, & “ontap-san IXchigfs, €l3E:
* IPv6
* NVMe BHIIREBFN 52
* JHE NVMe ERIK/)
* S N\TE Trident Z9MIZEH NVMe %, LUE Trident A LIEIRE 4 an /& 4R

* NVMe REZ I
* K8s TREVLAXARHXHE (24.06)

Trident R $%:

* NVMe Zs#132#FH9 DH-HMAC-CHAP
* &EIRETES (DM) ZEREF
* LUKS &

87


https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html
https://docs.netapp.com/us-en/ontap/volumes/storage-limits-reference.html

@ {2 ONTAP REST API %% NVMe, ONTAPI (ZAPI) R3z#% NVMe,

% (5 ONTAP SAN BEhieF il B Gik
T fiR{EFH ONTAP SAN IRGHIZFECE ONTAP [GimBIE R & 9 18 1E1%EIR,

2K

XFFrE ONTAP [Gif, Trident B REIRK—MEREIEL SVM,

"ASA 2 24" RREITFHEAM ONTAP R4t (ASA. AFF #l FAS) MFEEEM. 1E ASAr2 RHH
() . cRERITARMARES, B2 I KREXE, TRIETE ASAr2 RARH SVM £
REE,

B, BERALUEITZNRER, HOIEERA— I HB—IMEMESE, Flw, ERIUEEE— san-dev'#
, 1ZEMFEM “ontap-san KEHIEFE, UK— san-default'2s, ZZEfEF “ontap-san-economy IREHFEF,

& Kubernetes T{ETS S &AM LEEMANAY iSCSI TR, BXFMAEE, 58N "EETIEDS",
%t ONTAP /Sl 1T & {9 IIE
Trident 2T S5 I0IE ONTAP FiHAIIET.

s BT EIE: EEFENRER ONTAP AFRREF BMZE, BiWERATEXNEZL2ERAE, 190 admin’
gf “vsadmin' LUfifR 5 ONTAP hRAHRAZED %,

* BEFEF: Trident o] UERAGHRENIERS ONTAP S£EH#HITERE, LA, BWmENNNEEEFIHIE
B, BIAFAEME CA TR Base64 4miSE (MREEM) ) .

TR UEHRIA R U EETEENETIEBNGEZESE. B8, —RIHF—MHE RIS % 2HRE
HtSHIIES %, SANEHREERRIFINET %o

@ MREZRR A ZRADES*, NEmoIBREAK, WRAEEXFPRUET S IEHRIES

/80

ERETRENSMHRIE

Trident FE M SVM SEE/EECEMNEERRMERE, UES ONTAP FiRHiTEES. BIERRE. FEX
AT, W admin 8 “vsadmin, XHIRT S5HKK ONTAP i AHEFIFRAE, XERARTESAFFRK
Trident hiZ<fEFRRITNAE APl AJLABIRBEX LB RABHS Trident —EfER, BRENXFM.

T EIRE X YRR
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

BiclE, BREXEEREUAX AT A FENE—E. FiReIEE, AP R/EBER Base6d #iT4HG, H
7fi#79 Kubernetes %13, SIEZEEMEHREH—FE TBEENT R, Alt, ER—MUREESBRE, B

Kubernetes/{ZiEEIE R HNITo

BRETIEBHNHHEIE
M EN G LUERIEBEHS ONTAP EiHEE. EiREXTPEE=1EH,
* clientCertificate: & iHiEHHY Base64 4Ri3{E,

* clientPrivateKey: XEx%& Fi% A1) Base64 4wi3{E,

* trustedCACertificate: ={5{E8Y CA iFPH Baseb4 HiSE, MRFEAZEEHN CA, MHTURHELLSE,
MRKEEZEEN CA, NETUZRILISE,

HANTERIZEEU TSR,
p
1. EHEFPHIEBMER. £HE, BRAE (CN)REANEHITEMHILIER ONTAP AR,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. Eﬁ%ﬁﬂ’ﬂ CAIEFARINZEI ONTAP &8, XuJatERFMHEERNIE, NRKREAZEMEN CA, WA

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7£ ONTAP &8 L RER FIHIERMEHR CRESE1) .

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>
security ssl modify -vserver <vserver-name> -client-enabled true

@ BITIER LS, ONTAP fRRMIANIER. LD 1 RAERRY k8senv.pem XHARRE, AT
BN END LATER &%,

4. B4k ONTAP 2B RABZR “cert BHKIES %o

security login create -user-or-group-name admin -application ontapi
-authentication-method cert

security login create -user-or-group-name admin -application http
—authentication-method cert

S. FEREMMIERNIRF MU, & <ONTAP Management LIF> # <vserver name> &t N EIE LIF IP 0
SVM & #F.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. {EF Base64 WEFH. ZFFAMEIE CA IEBHITHB,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERM E—FRENELIEE .
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fosssssssssssscscssssssasososs====
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

fessmmmmeme== frememesessess==== R
f=mm==== fememema== +

E SIS A BRI E

IR

ANy

AL EH A REUERFRN S MNIIES AR RA TR, XATLUREIE: AILUSERRAR &/ZBHiE

IR AERIETR; PTLUSERIEPNERERAE TR R/EE, Altt, SGRmRIRENS AR S EH
AINFBRIIE S A, AEEBEMB backend.json X, HFREEHIT tridentctl backend update
FRERS
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

REEE, TEEERNAESER ONTAP AP NED, ABHTRRER, LT
O , PUNBBFIRINS M IES. WAL, 250U ONTAP &HEHIEIE

BHRRASFNECIEENIAR, UAEMZERIINEEE, MININEREHRRE, Trident BJLLS
ONTAP Fim@EH A B R R EIR(E,

73 Trident €} 2EE X ONTAP 2

En] LUIFE A REINREIE ONTAP £8 AT, XFEMANER ONTAP BEIEGA AT Trident FHITIRIE, &
Trident GiRECEFESBF K0, Trident FHRERIZER ONTAP EEE A ERUITIRIE,

BXREE Trident BEXAEIIFMAEE, FEW "Trident HEX AEBLERNZE
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{§£F3 ONTAP CLI
1. FERUTHSEIENAE:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Jg Trident BFRIZBAFZ:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BABMHNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager FHITIL T :

1. SIEEEXAE:
a. BEEEHLIICIEEEXATR, 1Fi%EF Cluster > Settings,
() EE SVM ERHICIEBENBE, 1HEF1Z(E > Storage VM > required svM> i8E > A
FRIfE
b. 3%#%¥ Users and Roles FZiAIETLERR (—)o
C. 7£ Roles Ti%#F +Add,
d EXABHNMNHESE Save,
2. BAEMEE Trident BF: + B AFPMAG TIELHITUTSE:
a. 3%&#F Users THURINERT +,
b. ERFIBIAF B, AGTE Role FHEREHIEZE—IMAE,
C. B Save,

BEXFMER, BESNUT@E:
"ETEEONTAPNEEXAR" X "EXEEXARE"
*ERAEMAR
fERAXNE CHAP 13EERE
Trident B] LAfEEF “ontap-san'#1 “ontap-san-economy IXEhFZFFHIN A CHAP 3t iSCSI £1E#HTE P, XE

BEEERENXTEA useCHAP &I, HigE N “true'BY, Trident 3§ SVM BERIAB SIS L 2B E WA
CHAP, H#MEHRXHIEERF ZMEZE, NetApp BiIVERNE CHAP RIEiFiEE, iES WU TERERG:
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkeslpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

@ useCHAP BHEZ—Mu/Ritll, REEEE—R, EMAKE N false, BHIGE N true f5, TEE
HigE A falses

FRT useCHAP=true Z9, BIHEXHFEKMEE “chapInitiatorSecret.
chapTargetInitiatorSecret. chapTargetUsername'#l chapUsername FE%, BlIEEIRGE, BILU&ES
iZ{T “tridentctl update” SEE LR,

TERIE
BTG E "useCHAP A true, ZEEIERIET Trident 77285 _LECE CHAP, HREFELUTRA:

* 7£ SVM i E CHAP:

° YN SVM BENAB TR L ERKE N none (BRIAIKE) *F*EFLETLFEER LUN, Trident 352K
LLRAGE N CHAP HA 4R E CHAP Brhes LU BB P %5,

° YN SVM & LUN, Trident KA=7E SVM LB CHAP, XETHARY SVM EBFER LUN AYiAIE]
BRI,

* BCE CHAP Balsf IR BIrAFA RMEN; XERMERIREEETEE (WLFAR -

BliEEiRfE, Trident 81BN tridentbackend CRD, 3J% CHAP secrets f1FH PP & 1ZiE9 Kubernetes
secrets, H Trident ZEItb/5im _EBIRBIFRE PV #1583 CHAP #iTiEHMEE.

RIEEH B el

&R LB B HT backend. json XA CHAP SHEREH CHAP &1, XEEEEH CHAP Zi3HEA
tridentctl update SR RRMIXLEER,

@ FHGEIRE CHAP ZRERY, WATER tridentctl SREF/SiH. 15771 ONTAP CLI 38 ONTAP
System Manager EfffFMEEEE LRVENR, FE Trident FL AKX LEE L,
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cat backend-san.json

"version": 1,

"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",

"svm": "ontap iscsi svm",

"useCHAP": true,

"username": "vsadmin",

"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e —— e — e e ettt
t——— R +

MEERRAZEM; R Trident 7£ SVM LEHH 7 &XHE, EIRSSREEDINS. MERERAERNERE
, MIAERRSREERS. MANERERIBN PV BESX bﬂ]@ﬁ%@%ﬂ’]‘*?&o

ONTAP SAN Fc & xR

T BRAAITE Trident LI Z2FNEE A ONTAP SAN IRGHIEF, AT T IESHmRsTZ
StorageClasses FY/SiREC B FIFIFA(E B

"ASA 2 24" REFHh ONTAP &4t (ASA. AFF #1 FAS) MEMEELEI, XETE LT TSN
£, "F47T 2 ASAr2 RAESEM ONTAP RAZEINER"

@ ASAr2 24X HF ontap-san WehfER (BB iSCSI. NVMe/TCP #l FC 1Y) ©

£ Trident JFIRECES, TEIRELEHNRLRE ASAr2, HIEERE ontap-san {E/9 “storageDriverName' B
, Trident & E&NEN ASA r2 S E ONTAP R%t, FELEGRICESHNERT ASA2 R, TR
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[EiRECE TN

BXEIHECEED, 1BSI TR

2 5198 BRIk
version RN 1
storageDrive fFEIRCHIZRFHIRIT ontap-san 3{ ontap-san-
rName economy
backendName BENXZMHFEGIH IXCHIERFRBFR + "_" + dataLIF
managementLI £8¥5f SVM B1E LIF By IP #itit, “10.0.0.17, “[2001:1234:abcd::fefe]”
F
A LIEESTERERIEE (FQDN),
WNRMER IPV6 FREZRET Trident, MATLUEE RERA
IPv6 i3k, IPv6 EATIESIESHEN, Hal
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:355
570
B X T4E MetroCluster £, 1EZE 01 MetroCluster 7~
o
WREA "vsadmin" E1E,
@ managementLIF #JzE SVM HEE
; SNSRAEA "admin" &HE,
managementLIF IR ER,
dataLIF Y LIF 89 IP ik, WNR(ER IPv6 ITERET B SVM k%
Trident, BILUSEAEH IPv6 Hillk, IPv6 itk
HESHENX, B0
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9e7b:3555
lo *AJISCSIIETE, *Trident EF"ONTAP £ 14
LUN BRET"SRZ MBI ZERFERIEFTTERY iSCSI LIF,
WRBAFHENX T datallF, MSEMEE, *HE
MetroCluster, *iE&I[#MetroCluster {7l
svm E{HF8Y Storage Virtual Machine *XF MetroCluster NR#EFE T SVM managementLIF
i%%mgo *fg%[ﬁj MetroCluster /—J__\WIJO ) mUﬂf?E
useCHAP 5/ CHAP ¥ ONTAP SAN IRZh2FH) iISCSI #1TH false
{2383 [Boolean]o IREA true, Trident FECEFE
B F CHAP fEARImLA ER SVM MIEIA B S IEIE,
BXFMEER, BBR"ESEEH ONTAP SAN JX&hiz
FEEGH"s 732 FCP 3 NVMe/TCP,
chapInitiato CHAP Bnfids®iH. MR useCHAP=true MA&dE ™
rSecret
labels EWATFEHEER JSON TS E
chapTargetIn CHAP Bir&kiiEEZH, R useCHAP=true M4 ™
itiatorSecre &
t

96


https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
https://docs.netapp.com/us-en/ontap/san-admin/selective-lun-map-concept.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html
ontap-san-prep.html

28

chapUsername

chapTargetUs
ername

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

username

password

svm

storagePrefi
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teUsage
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NEAFP &, MR useCHAP=true' N#AEE
BirAF &, R useCHAP=true N4 E

EININ

B IHIEHE Base6s HiDfE. BFEFEBNSHE "

iE

P ImTAIARY Base64 i3 E. ATFETIEBHNEMHE ™
iE

Z{S1E CA IEHH) Baseb4 fRiZ{E, BIi. AFETFIE ™
B IR,

5 ONTAP &£ BEFMENAF 2. BTFETERENS ™
2983, % Active Directory BHI0IE, ESIR"EH
Active Directory ZiEMR/Gix SVM FEIE Trident"s

5 ONTAP &£BBEFMENEE. BTFEFEENSHS ™
IiE, B Active Directory S19381E, 155 #"EH
Active Directory E#EMA/gEm SVM FEIE Trident"s

E(FHAY Storage Virtual Machine WMRIEE T SVM managementLIF

» MPRE

7 SVM HFECEMENERNGISR. T A BN, B trident
EESE, EEELIBE— ISR,

RFEENRE (Ahk;, NRIGE, WHasics

SVM) o XF ontap-nas-flexgroup WRENFEF,
LRV R 2RE, SNRAKDES, MWeTLMERER A
RERAFREIE FlexGroup %o

LA SVM HEHEY, Ex@dR
18 SVM 7£ Trident R EEHEHT, MEE
EFB5h Trident Controller, H&TE
Trident FEE THERGKRICEERH,
MRBEWERREZL SVM, MIER
1 SVM RERS, SURETE Trident 5%
ERKMRES, EBHIEREERNNEE
F SsVM LR E, SERBESTSMIER

, LU EIHIRE B

®

REH ASA r2 RAEE.

MRFEAXRBILIESLE, WEEEXK, MREFERN " FRANER T REGIIT)
= Amazon FSx for NetApp ONTAP [Fif, BAEIERE

limitAggregateUsageo }efftBY fsxadmin F

vsadmin AEENERRSFERIBRHER Trident fR

RIEFRHRAIR. &/ ASA r2 RSHETE.

MRBROBXNESTUIE, WREXK. EREEHN "
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Lz 2RIA
&1 FlexVol B8z K LUN %8, @ 707E [50, 200] SEEIA 100
HPEHERRITE AR S, B30, {"api"false, null

"method":true} BRIEIEEHITHIEHBFH EEIFHAIH

SEefE, SMNAEER,

BFEH ONTAP REST API Y#R/RE %,
H&Z‘K, E')]U falseo

‘useREST HIEE N “true ' BY, Trident
f£F ONTAP REST API

5FimEE; HigEN false®

BY, Trident f#H ONTAPI (ZAPI)
BRSEmES. WHEEFEE oNTAP 9.11.1
NEEMRA, LttIr, FRfEARY onTaP
BRABUIERN

‘ontapi  MARFHIAENRIR, X@BIFE X
B ‘vsadmin ' “cluster-

admin FIBRHEE. M Trident 24.06
hRZSF] ONTAP 9.15.1 SHESIRAFFE,
‘useREST BRINKE RN “true'; ¥
‘useREST BEXA false LUfEA ONTAPI
(zapI) AR

useREST Se2fTE NVMe/TCP,

®

NRIETE, MITF ASA r2 RFIRZIGEN true,

{X ONTAP REST API %1% NVMe
, ONTAPI (ZAPI) R3z#F NVMeo

BATFi%EE iscsi iSCSI. nvme NVMe/TCP 8 fcp ¢ iscsi MIRAT
4138 (FC) M SCSl
oA A

fEF formatOptions N mkfs MFIBEMIITEHN
, ZBEWRESRAUNNA, XAFEREZNR
B, 1BESIEES mkfs tp<IERARY
formatOptions, {BAREIFIEEFKIF, Flw0: "-E
nodiscard"

2§ ontap-san #ll ontap-san-economy WR&IiZF
By iSCSI ¥, *Ltsh, R iSCSIFl NVMe/TCP
WA, X¥FASAr2 4% *

7E ontap-san-economy [ LUN BSa[iERME " (BRANER FREHINIT)

K FlexVol K/Jv,

true IEATF ONTAP 9.15.1 HES



B Lz 2RIA
denyNewVolum PRl “ontap-san-economy st EH LUN 93

ePools FlexVol &, {NFIZCiEER FlexVol BFEEEFHR PV,
B X {FH formatOptions YN
Trident Z2INEF LA TR AT S 2

* -E nodiscard (ext3, extd): FEZIATE mkfs HEIEZFR (EFRRVEESIEENER/EEHRENFEL
REA) . XEFHREFHET "K', FHIEBERT ext3. extd XERS,

* K (xfs): REZIATE mkfs BHEIEF R, ETNERAT xfs XHEERES,
£/ Active Directory EEM/Fi%H SVM i Trident
&R ABCE Trident {3 Active Directory (AD) EiERGEG SVM #1THA¥IE. 7£ AD KPR LKE SVM Z &
>, WECE AD EiTHI23 3 &R B¥5L SVM Bifinl. Xt FfEM AD tkP B EE, HAeIEERE. BXFARE
B, &58i% "7£ ONTAP HfZE Active Directory 13Tl 28i51a]",

Pz
1. ERE 5% SVM BiEi & 24 (DNS) iR E:

vserver services dns create -vserver <svm_name> -dns-servers
<dns_server ipl>,<dns_ server ip2>

2. =17 LT84 A Active Directory H1f9 SVM RIZR B -

vserver active-directory create -vserver DataSVM -account-name ADSERVERIL
-domain demo.netapp.com

3. fEAItLa <RI AD AP EE I EIRERF T SVM

security login create -vserver <svm name> -user-or-group-name
<ad user_ or group> -application <application> -authentication-method domain
-role vsadmin

4. 7£ Trident FIRECE XHEH, 35 username #l password SN FIEE R AD B SAZFRAZE,

BT EEENEIRECE LN

TR LAERECER defaults B RHXEETREFIFNINERE. BXTF, HSRATENEERG,

S8 15 EH E/NIN
spaceAllocat LUN ByZ|a]5ED "true" YNRIETE, MXFF ASAr2 &
ion FIKEN true,

spaceReserve ZEITIZIRI; "none" (#5f8) 'volume" (B) o 3F "%
T ASAr2 #%;, 1&E 7 none,

snapshotPoli ZEffFHM Snapshot &g, ¥F ASAr2 RFREN "L

cy noneo,
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splitOnClone

encryption

luksEncrypti
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nameTemplate

SEE A

Lz

ZHRNENEDER QoS A, AENEME G
1%4% qosPolicy 5% adaptiveQosPolicy FIBI—1, 7E
Trident H{EF QoS HEELAFE ONTAP 9.8 HEShR
A, ENZERIEHRE QoS FRAE, HBFRIZERA
BMNVATEMNMERES. 2= QoS HKERAZBFIHIT
FrE LIEH S ETEMN EIR,

ZHRIENE DR EIER QoS HKi&H, AT 1ZME
A/ SimiERE qosPolicy 3 adaptiveQosPolicy FIEY—4

NRBEREBNEN AL, 57079 ASA r2 ZSHETE.

I ME R IR 722

7E3% 2R NetApp Volume Encryption (NVE); Z&
AR falseo WMTEEEE FIFRIHEM NVE A REER
HET, MRESIHBET NAE, NTE Trident REE
HNEMEEIFEEE NAE, BXESER, 55

: "Trident 4015 NVE #1 NAE EZ&ER"

B LUKS 1%, 1550 " Linux Unified Key
Setup (LUKS)",

£ "none" I EHREE RE S ASA r2 RAIEE.

BT eIZBEXERMRIER,

UTRENXTBRIMERRHB:
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EININ

"0" 40 snapshotPolicy A
"none", E{)ﬂ\u% "

"false"

"false" YNRISE, MXTF ASA r2
AFIZEE N trueo

"3F ASAr2 B4, ®EN

falseo
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

X FEMA ontap-san WEHIEFBIERFIES, Trident £ FlexVol 110 10% HESNREUR

@ 20 LUN 7TEk#E. LUN FERAFTE PVC FIEREVHTIA/IEITECE. Trident /9 FlexVol &1
10% (7£ ONTAP RERAAAXNY)  APIEFRFMIIERNTARE. WESUEAIRLE
LUN ZRRi%, BRIFTAZEREZSFAE. XAERT ontap-san-economy,

I FENX snapshotReserve MIFiH, Trident iTEERIA/NINT:

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 & Trident ZI0%! FlexVol LAR48 LUN JTHHERVENIM 10%, FFTF snapshotReserve =5%, H PVC &K
=5GiB, S{F&FAA/NA 5.79 GiB, AIAAA/NA 5.5 GiB, “volume show' 5% MW B REMMTF L TGS

Aggregate State Size Available Used%

_pvc_89f1cl56_3801_4ded_979d_034d54c39514
online RW 18GB 5.08GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_951la_@Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

881, NIEESEAMITENE—GEREEXR ]
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&/\ECE R
UTFRAIERTRAZSHEHREAMANENESEE, XBEXEHRNRESETTE.

@ WRIELE Trident 1 Amazon FSx for NetApp ONTAP, NetApp i LIF $#5E DNS &Z#Fim
2 IP Htt,

ONTAP SAN Rl

XEFH ontap-san RaIiEFHNEARRE,

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster 7 fjl

TR B, LUBRTE "SVM EFIFIIME" HE# TR IR R FohER G mE Xo

FFTLEEYIEFYIE], B managementLIF FEE SVM H&EEE svm &%, a0

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password
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ONTAP SAN &5

version: 1

storageDriverName:

ontap-san-economy

managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

E TR E D IIIERA

EUEAREE RGP, clientCertificate. clientPrivateKey #l trustedCACertificate (

I, MNRFEAZESER CA) IEFETE backend. json F, HFXBEF

FH base64 fRIG(E,

version: 1

storageDriverName:

ontap-san

backendName: DefaultSANBackend
managementLIF: 10.0.0.1

svm: svm_iscsi
useCHAP: true

chapInitiatorSecret:
chapTargetInitiatorSecret:
chapTargetUsername:

1JF4heBRTOTCwxyz

chapUsername: uh2aNCLSd6cNwxyz

clientCertificate:
clientPrivateKey:

ZXROZXJIWYXB. . .ICMgJ3BhcGVyc?2
vCciwKIYAgZG...0cnksIGR1c2NyaX

cl9gxIm36DKyawxy
rgxigXgkesIpwxyz

trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz

RTINS

U ilE

B, TIAMZIEE CAIL
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XA CHAP =15l

XLERGIBIE— NG, HEF useCHAP IREN trueo
ONTAP SAN CHAP =

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN economy CHAP =

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP =5l

AZTE ONTAP [giR LECE BB NVMe B9 SVM, XE NVMe/TCP NEKRFIHEE,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

E£F FC 1 SCSI (FCP) R/l

R TTE ONTAP G EEREHH FC B SVM, XZ FC NEXRGIHEE.,

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true
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# 48 nameTemplate H/GiREZE I

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

formatOptions 5], IE&ATF ontap-san-economy IRXEHiZF

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:

method: true

api: true
defaults:

formatOptions: -E nodiscard

BAEN YRR G

EXLERPEREX MR, NFAEEFHEAMZE TRENIINE, HIU spaceReserve A none.
spaceAllocation A false fl encryption A false, FEMMBIETEEZBDHFE Xo

Trident 7£"Comments"FEEHIS BEC BT S, TR FlexVol & LI8E, Trident 7TECE IS EIEPIZEMNFRE
B EFDEFREE, NAEER, EREBANUATNEINEENIFE, HIRREXNEHITHE,

EXLEERGIA, —EEEMSETBCM spaceReserve. spaceAllocation #l encryption {8, M—L

106



wEE T FINME.

107



ONTAP SAN Rl
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version: 1

storageDriverName: ontap-san

managementLIF: 10.0.0.1

svm: svm _iscsi

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"

gosPolicy: standard
labels:
store: san store
kubernetes-cluster: prod-cluster-1
region: us east 1
storage:
- labels:
protection: gold
creditpoints: "40000"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
adaptiveQosPolicy: adaptive-extreme
- labels:
protection: silver
creditpoints: "20000"
zone: us_east 1b

defaults:
spaceAllocation: "false"
encryption: "true"

qgosPolicy: premium
- labels:
protection: bronze
creditpoints: "5000"
zone: us_east Ic
defaults:
spaceAllocation: "true"

encryption: "false"
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ONTAP SAN &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
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zone: us_east lc

defaults:
spaceAllocation:
encryption: "false"
NVMe/TCP 7=l

version: 1

storageDriverName: ontap-san

sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm

username: vsadmin
password: <password>
useREST: true

defaults:

spaceAllocation: "false"

encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:

spaceAllocation:

encryption: "false"

5 EmSTE| StorageClasses

AR StorageClass EX15&H [EE RN EiRTRG. £ parameters.selector FE&, &1
StorageClass AWML EIM B FIEES. BEEGMEERIMAPE XS HE,

* protection-gold StorageClass JME1E] “ontap-san' FHPRE— PN EM T, XEH—IREESREP

i
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass 5T E] “ontap-san’ [RiRAYE —MFIE =B, XLEZHE—IR
HEE UIMRIPR SRV,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass }M&1 2] “ontap-san-economy fSifHIE = N, XE2ME—H mysqldb 2
B RREFREEENEEE M,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass &MEIE| ontap-san FIHAYE N REIMA,
X2M—IR MR EIPA] 20000 creditpoints B,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name:

protection-silver-creditpoints-20k

provisioner: csi.trident.netapp.io

parameters:

selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClass JMEt2] “ontap-san G E =M “ontap-san-economy’ j5if
B MR, XLEZME—HE 5000 ME AR~ 5.

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name:

creditpoints-5k

provisioner: csi.trident.netapp.io

parameters:

selector: "creditpoints=5000"

fsType: "ext4d"

* Z my-test-app-sc StorageClass EMRETE] testarp RapiZFHH ontap-san BN, HHE

sanType: nvme, XaM—iEH testapp AIM,

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name:

my-test-app-sc

provisioner: csi.trident.netapp.io

parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident RRTEEZRMEIM, HBFRHEFHEER.

ONTAP NAS IRcHiEF

ONTAP NAS IXEhi2F iR

T #RS0{E{E A ONTAP #1 Cloud Volumes ONTAP NAS IRGHFZFHECE ONTAP 5
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ONTAP NAS REpigFiF A= 8

Trident 2 LA T NAS ZEIRGHTZRF LIS ONTAP SEEH#ITIBIE. IFHIAIRIENNA: ReadWriteOnce
(RWO). ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

IXchizRe i volumeMod 7iFHYifAIIET TN H RS
e
ontap-nas NFS SMB  Filesystem RWO. ROX. RWX. RW ", nfs, smb
OoP

ontap-nas-economy NFS SMB  Filesystem RWO. ROX. RWX. RW ", nfs, smb
OP

ontap-nas-flexgroup NFS SMB Filesystem RwWO. ROX. RWX. RW ", nfs, smb
OoP

s (NHFHBIFA BERXES T 2751 ONTAP &[RF"BY, A {#EM ontap-san-economyo

s (NLUTERIFABFERIHS T 2150 ONTAP E[RF|" BT EEA ontap-san-economy " IR
@ ohiEBY, ZA#EH “ontap-nas-economyo

* NREFTIHFELHIRFRP. KEMEXZohE, 1571#H ontap-nas-economyo
* NetApp FEINTEFRE ONTAP IRshiZF-{ER Flexvol Bong, BR7T ontap-san. {EH—
MERRTE, Trident ZFERRIBIREHAEN M R Flexvol &,

FAF R

Trident 222 L1 ONTAP 3 SVM B G E/E1T, BEMER admin £8HEF 5 "'vsadmin'SVM BBF, A&
HERAEHNARZFHEF,

3FF Amazon FSx for NetApp ONTAP i, Trident 2L ONTAP % SVM EER RN E1IE1T, FHEE
‘fsxadmin’ AP EX “vsadmin'SVM AR, SXEBHEEABNARZMHNAF. fsxadmin' AR E&HEELRHAR
HERE 5.

WREA limitAggregateUsage B8, NFEBEEERNIE. ¥ Amazon FSx for NetApp

@ ONTAP 5 Trident £&# AR, limitAggregateUsage B AERTF vsadmin
fsxadmin APKF. WRIEELESE, EERIEFERK.

SRIAA] LIE ONTAP HIEIE Trident IXEHFEFF AILAERNEARFIENA G, BRITNENXIF M. KSR
AH Trident RTAAXNE EFIREM API, XESARTISEERRZHEE,

LR ONTAP NAS RohiZFHACE fGin

THR(EF ONTAP NAS IRGHIZFHACE ONTAP BiEHER. BHWIEEINMNS H KR,

M 25.10 ARZSFFEA, NetApp Trident 323F "NetApp AFX 7252 45", NetApp AFX TZERZ S5 HAh ONTAP &4
(ASA. AFF #1 FAS) EFEEMEIAEEFIARE,
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(D) APX R#(2321 “ontap-nas IEEIZR (GEF NFS 1Y) ; 73283 SMB il

£ Trident FIRECER, TEIRELEHNREAR AFX. HIEIEEFE ontap-nas {ES “storageDriverName B, Trident
S Batill AFX &4,
2R

* X FFE ONTAP f3im, Trident EREMDR—PEREHEL SVM.

s BRI LUEITE NN RoER, FHEIEEm— 1B — 1 WEMESS, fin, & EE—MFER ontap-nas IX
EHAZFHY Gold ZEF1—MEFA “ontap-nas-economy IXEHFZFH Bronze 25,

* FiB Kubernetes worker TT &8N NLZ AN NFS TH, BEXEZIFMEE, SN "Ik,
* Trident (X2#51& SMB &#EEH )7 Windows T 5 EIinfTHY Pode BEXIFAE R, 1BEEN HEEECE SMB

o

3t ONTAP [Simi#{T B0 I0IE
Trident $I2HFFNH 9 I0IE ONTAP FiHRIEI.

c BT EE: IEXEEN ONTAP GinMEBINIR, BiIVMERSTEX ZEERABEXEMKS, Fla0
admin 8 ‘vsadmin, RS ONTAP MRASHIRARE M

* BEFIER: IMEXFTEERREEILES, Trident 4885 ONTAP S£EHATTRIS, LA, BREXMBABEE
FImiE$. ZEAMEE CAIEREY Base64 RIGE (NRFEA) (EF)

TR UEHRINA R UEETERENETIEBNGEZEBE, B2, —RIHF—ME NI R 2HRE]
Bt SHIIES %R, SN EIHRECEPRFFIET %o

@ IRES R FTRAES, WEmelZHRY, WRABEXFRRET ZTEHRIES

7o

BEETERENEMDIIE

Trident &\ SVM SEE/EESEEMEIERIZMEIE, LUES ONTAP Bim#H{T@EE. BIERINE. TENX
MAE, fadnin 5 vsadmin. XHHRT 5kFK ONTAP FRAMERIZERE, XEERRATIRES AFFRFK
Trident iR A{EARIINEE AP, AIUEIERBEEXREERABHS Trident —CfEMA, BAREIGXEM,

TR E X 90 TR
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",

"credentials": {

"name": "secret-backend-creds"

B, BmREXEEUAX AT FEENE—IE, EintlEE, AP 2/ EA Base64 HITHD,
Z#7 Kubernetes 15, RIE/EHEREE—FETHRERENTSE, Eit, eR—MUREERNIZE, H
Kubernetes/{Zi&EIE R H1To

BRETIEBMNHHIEIE
M ENEIEE LUERIEBEHS ONTAP GifEE. EiREXPEE=1EH,
* clientCertificate: & ikiE 8 Base64 fRmi3{E,

* clientPrivateKey: XBX & FIZ ARV Base64 fwiE{E,

* trustedCACertificate: ={S{ERY CA IEHHY Baseb4 mid(E, NRFEASEZE CA, NINTUHRHELISE,
MR REAZEER CA, METLUZBILISE,

HANTERIZEEU TSR,

p
1. EHEFPHIEBMER. £RE, BRAE (CN)REANEHITHMHILIERN ONTAP BF,
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. EE?E%EE’\J CAIEFAINZEI ONTAP &£2%, XFIREEREFMHEERLIE, MRKRERAREMERN CA, WA

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. £ ONTAP B FREZFIHIEHER CRELE 1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. Haik ONTAP 2B RABZR “cert BHKIES %o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAERMAERNE S HIIE, & <ONTAP Management LIF> F <vserver name> 2 &R LIF IP 0
SVM Z#R, fEAffafR LIF BIARSBEREZIKE S default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. f£F3 Base64 XHIEH. ZIAMAE CA IEBHITHRID,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4
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7. ERM E—FRIENELIEE IR,

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +

B HRIER SRR
TR AE A Rin U ERRERN S (M IIE S A A FTE, XA UN@IE: sILUSERRAR /2B
IHEFT AR, AIUREREBNERERNETRFPR/EE, Altt, EATHRIRE NS HIEIESEH

AN EHRIIES £, REEREEMESHNENEH backend.json XHRMIT tridentctl update
backendo

cat cert-backend-updated.json
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{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F

IREOEY, FHAERRAMESEN ONTAP AP IS, ASHTERER. RIEEN
O , PUABRFIRINS NES. AESHSHAERIES, 2ETLU ONTAP KB BIN BT

EERAITENELIBENRE, BAEHMZERINEER. RIINERENRA, Trident AILLS
ONTAP [Gim@ S H IR KB ERIE,

73 Trident €} ZBE X ONTAP A&

TR LUERREIREIZE ONTAP £8 A6, XEFEMALER ONTAP BESIABIE Trident RHRITIRME, £

Trident [FiRECEHE S HEF K6, Trident (FRZAIZER ONTAP SEE A B RMITIRIE
BXEE Trident BEXABBIIFAREE, 152N "Trident HENX FAEERNZE"
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{§£F3 ONTAP CLI
1. FERUTHSEIENAE:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Jg Trident BFRIZBAFZ:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BABMHNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager FHITIL T :
1. QB EXAE:
a. BEREEELFICIZEBEXAE, 5% Cluster > Settings.

() EF SVM LRISIEBEX AR, 1HEFE7E# > Storage VM > required svM>I8E > B
PRt

b. 3%#%¥ Users and Roles FZiAIETLERR (—)o
C. 7£ Roles Ti%#F +Add,
d EXABHNMNHESE Save,
2. BAEMEE Trident BF: + B AFPMAG TIELHITUTSE:
a. 3%&#F Users THURINERT +,
b. ERFIBIAF B, AGTE Role FHEREHIEZE—IMAE,
C. B Save,

BXEFAES, BERUTRE:

* "ATEE ONTAP NEEX AR H "EXBHEX A"
* ERABNAR"

EIE NFS SRS
Trident £/ NFS S SRE&SRITHIX HiR 0 ERIIA0].

fEFA L ORREEY, Trident 3R AR
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* Trident AILIBISEEFHREAS ; EXMRFENT, FREERIEERTARIT IP IR CIDR 17
Ko Trident ITEAI BEPEEEXLEEERNERAT R IP ANEISHRER, FE, HARHEE CIDR B
, FERHBHNENT R LREINE 2R EERERE P 8 ARINEI S HREE,

* FIEEERAGESHREEH FEARMAN. FRIFEEETEENENFHREZM, SN Trident £
FRAIAS HERER

SEESHERR

Trident BESSENSEIE ONTAP [FIRHIRHREE, XEFMHEEEREBANTIET R IP IEEAVFBIMULTE, MmAF
ERFHEXEIMN, EAKEHT FHREEE,; WIRURBNEIAIBEENFMEEEETFTM. Ith5h
iﬂﬁﬁﬂb?’l@ﬁﬁﬁ%ﬁﬁﬂ’ﬁﬁ [EFRGIA(EHER IP I TEECERNIET R, AR BELE

@ FERAoHSS RN T EFRAME IR (NAT). 3T NAT, FEEHEI2RE N1 NAT i
ut, TMAZSEFRREY IP EAMALE, EITES HAN AR E LA EEL R,

Nl

DIERRNECE R, U TREREX R

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autokExportPolicy: true

SRLIIEERT, LR SVM FRAVRIES R A SCATAIE S SIS LUR A CIDR $RA9
() SN (GUISSASHIELR) o BEUIE Nethpp BENRERE, 7 Trdent EF—1
SVM,

T2 A LR G PRI ThaE TERIZAVARRE

* autoExportPolicy BN true, XK/ Trident AFEALLEIHN svml SVM EEEMENERIEBSHER
B%, FHER autoexportCIDRs #tlEIRAMEAMEYAINFMIER. EEEZRITRZE, ZEFERASZEMNH
T FH R LI ZEN AL EIR, HEAMETREY, Trident RBIE—N5IKE qtree FIBHNSHER
B%, % qtree B &1EE CIDR RAAMTIR IPo XL IP HRRARINEIR FlexVol HEARSH HREEH

° f5gn:
* J5im UUID 403b5326-8482-40db-96d0-d83fb3f4daec
* autoExportPolicy BN true

* IFEEIZ trident

121



= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159c1c

* B4 trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c¢1c BY gtree A& /9 "trident-403b5326-
8482-40db96d0-d83fb3f4daec’#Y FlexVol BT HEREE, NBEA
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c’ By qtree RIS H KRR, H1E SVM LoliE
£ “trident_empty =S HZEEE, FlexVol SHEEEAIFINIE R gtree S H RSP E S HVERIFLN
i, =SHEREZBERMMNEREER,

* autoExportCIDRs BIEMUIIRTIR, LbFEEZRER, FAIAZ [0.0.0.0/0", "::/0"], SARFKEN, Trident
SAMETED S LRIV E 2R EEEI R E A .

T‘Jtl:a_‘ﬁ'JEP, RMT 192.168.0.0/24 HUL={E], ?(%%Tltti’éilt,alp\]@ Z7H Kubernetes 155 IP 54
ANZE Trident QRS HEREER, 2 Trident FMEZITHT R, ESRRTIREY IP ik, HiRIE
autoExportCIDRs FIEHAVMIIREITIOE, &ZMET, T8 IP /5, Trident ARAHEINTIREIZE iR IP €
BT HsRBE AN,

BRI TR fEim A E “autoExportPolicy # “autoExportCIDRs #1178 #1, &r] LN B shE BN EmEMH
8 CIDR MIFRIIERY CIDR, Milfk CIDR BYE/ Ly, DUIBERIIAEEZEFREK. EEA]LUEEN FiREE
“autoExportPolicy’ HENREIFaIIZN S LR, XEEETRIRIECEPIZE exportPolicy' %4,

1£ Trident 8IS EHGIRGE, ERJLUER tridentctl TAEMNM tridentbackend CRD KMZEFiR

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

BIFRT =BT, Trident WEFFESHERE, MUBRSIZT /X REYHRMN, &BEMITERRYS RS F R
T P, Trident AJLARALERRIER, FRIFLL IP REBFRIH T RER.

S FURIEERNGLR, 8 tridentctl update backend B fEiH oI HfR Trident EEHEESHEKRE, XTEFE

B 8 LAUGIR UUID # gtree RIRSR ARV LR, Bk LFENSEHE ﬁﬂﬁk#ﬁb’t%ﬁkl"l—rﬁ%%ﬁﬁﬂLE’]
SR,
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@ MR EA B EES LR EIRERFHS B LR, NREHMEIERR, SREAN
WMREE, FHRESEEIEMIS LR,

NIRSERSTIRRY IP #EEEH, WET R EEHEE) Trident pode #Af5, Trident FEMHEEERFURAY
SHERRE, LURBRI IP X,

ERE SMB &
Bid—LemIdaESR, EAILIER ontap-nas REohiEFEIE SMB %o

@ WAZITE SVM _EEZE NFS #1 SMB/CIFS 1Y, A B/9 ONTAP AHB*&E 62 ontap-nas-
economy SMB %, TT/ABCEXLEMMNPRIERI—PMERIE I SMB 62K K.

@ autoExportPolicy A%#F SMB %,
FeaZ Al
I8 E SMB 281, ¥AMEBETIIAR

* BE Linux 15428 T Sf1ZED—M51T Windows Server 2022 #J Windows worker T35 55 # Kubernetes &
B, Trident (X322 # 27 Windows T = _L3i5fTHI pod B9 SMB %,

* ELE—NMEEEH Active Directory EHERY Trident 285, BEMZEH smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* EZ&H Windows RS589 CSI KB, EEZE csi-proxy, 1S GitHub: CSI Proxy"g8{"GitHub: iEHF
Windows A9 CSI 1$I2" T #21F Windows _Liz{THY Kubernetes 15 5,

PIE
1. XFZH ONTAP, EEJLUEREGIE SMB H=, (& Trident B LA EBIE— MR,

@ Amazon FSx for ONTAP &£ SMB H=,

,UEJLM%H% "Microsoft EIRITHIG" HEXHFEE BT FEA ONTAP CLI UFFH Az —8liE SMB BIE
H=, EfEH ONTAP CLI 8l SMB H=:

a. NBELE, BFARZELIREERBRELEN.

lﬂ: vserver cifs share create MIEHELIBEHAEIEE -path iIETMHIEERIRR. WNRIEERIER
TT_T_g D-“JF'F‘ 79&5&0

b. I 5EE SVM By SMB H=:
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vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c BIIRRELIBIHAE:

vserver cifs share show -share-name share name

()  sxxmEs, #B0 02 SvB =,

2. S| EmE, HAEEEULTRBUIETE SMB &, WFFE FSx for ONTAP [GiRECE LN, 1§57 "FSx for
ONTAP Be& &A=~ A"

2 A Nl

smbShare ALIEE LTIz —: £/ Microsoft smb-share
Management Console 3 ONTAP CLI gl## SMB
HEWEIR; A Trident 8 SMB HEMZHR;
HE A UESHET UEIEREN AT HEZ A, It
ST A ONTAP 2a%ER, ltt%%lnz Amazon
FSx for ONTAP [FIRFRAER, FEEND,

nasType *ATIZE S smbo *WIR A null, MERIAS nfso smb
securityStyle HENZEER. WTF SMB &, NIISE N ntfs® ntfs B mixed AF
5{ ‘mixed, SMB &
unixPermissions HENER, T SMB &, NMET, "
BEZ%£ SMB

M 25.06 hrZ<FFi5, NetApp Trident S235E A “ontap-nas # “ontap-nas-economy [5im IR SMB %E’Jztéﬁﬂ
B, BELZ2 SMB G, rILUfERIARITEHIFIZE (ACL) /3 Active Directory (AD) AP FI AP AR SMB H=E
B4R,
FERENER
* RSN “ontap-nas-economy’ %,
* {¥Z#F ontap-nas-economy B RIEE[E,
* IRBAT X2 SMB, Trident F 2B FiHHIREIR SMB H=,
* BT PVC AR, FEEIENGIRFEASEMH SMB £= ACL.
* R PVC BUERHIEER SMB HE ACL #t5EFIR PVC 89 ACL,
* REBE A% % SMB HEEHZHERI AD AF. ERAFBALAMNE ACL.

* WIREER. FESEM PVC MR/ AD B IRMARIIIR, MRRILTRN: PVC. #iEX, A
)=V

* Z% SMB % ‘ontap-nas it EESANIF, FERTIFREES.
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p
1. A FEMIRBIFRTR, 1 TridentBackendConfig F3#E%E adAdminUser:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

2. TETFRESEHRIANANALE,

¥ trident.netapp.io/smbShareAdUser ERERIMEIFHESE, UWBLXBEHAREM SMB, JFE
trident.netapp.io/smbShareAdUser {EEMAFPENS *smbcreds ZiAPIEENAFR ZHER,
BRI UM AR HEE—I * smbShareAdUserPermission: full control. change 3§
‘reado PAIMXIRH full controls

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

1. 8 PVC,
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UTFRAIRIET PVC:

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS Fc & xRl

T HRAN(EITE Trident ZEEGIEEFNER ONTAP NAS IRGHIER. LSRR T IS /5 RsT
%l StorageClasses MIGixREC B R HIFIIFHE Bo

M 25.10 hRZSFFI8, NetApp Trident 323%F "NetApp AFX ZE R 4", NetApp AFX IZER G SHthE T ONTAP
BAY% (ASA. AFF #l FAS) EFMEESIM S EAEFIARE,

() 12i% ontapnas Wa2RF (5F NFS 1hil) FBF NetApp AFX Rft; T3z SMB ke

7E Trident FIRECE S, THEIEEEMRSE NetApp AFX FER S, XL ontap-nas {EN
“storageDriverName'BY, Trident BN AFX FER S, EERIRIESHRNERT AFX EERSE, 0T
R

[RIHECE LT

BXEIHECEED, FSIT&:

version HALR S 1
storageDrive {FEIRTHTZREAIZFR ontap-nas, ontap-nas-
rhame economy, X ontap-nas-
@ 3FF NetApp AFX R4E, X flexgroup
ontap-nase
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backendName

managementLI
F

dataLIF

svm

autoExportPo
licy

autoExportCI
DRs

labels

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

username

password

LA
BE X &M iEEin

BY¥EE5) SVM BIE LIF B9 IP #uit AT LIS E R 2 RER
12 (FQDN), NERMER IPV6 FREREET Trident, ]
LUSERMER IPv6 Hilit, IPv6 LT HIESHE
X, 5a0
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1o BXT4E MetroCluster H)#, & I MetroCluster
o

i LIF B9 IP ik, NetApp ZBiIVIEE datalIF. il
RKIRME, Trident &M SVM FREX datalIF, f&RJLAFE
EEFRT NFS EHIRENT2RER R (FQDN), 7
VIS EIETEIF DNS LUEEZ ™ datalIF #1751 &%,
BLEVIIRIRER TR, B2, SNRFER IPv6 ir&
LT Trident, AJLUSE AER IPv6 ik, 1Pv6 i
WATIEFESHEN, a0
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
1o *&B& MetroCluster, *iEZ#MetroCluster <14l

E{FMM Storage Virtual Machine *¥tF MetroCluster
BEB. *IFBIH MetroCluster 7~ f3lo

B BT HIREECIEFEH [Boolean], fEF
autoExportPolicy*DautoExportCIDRsiﬁﬁﬁ
, Trident AJ LABEHEIE G HI AR,

B R "autoExportPolicy’ BY i Fi2 & Kubernetes T
IP 89 CIDR %%k, f#£F8 "autoExportPolicy
“autoExportCIDRs iEI, Trident A EHIEESHER

[e}

BEVATENAERE JSON BRAFEE

EFIRIEPH Base64 ig(E. ATFETIEBNEHK
iE

EFinthtAR) Base64 fig(E. ATFETIEBNSHK
iE

Z{S1E CAILFHY Baseb4 4mbE{E, Plik. ATFETIE
B HI0IE

EZFEE/SVM AR Z. BTETEENS MR
iiE. B3 Active Directory S{4I0IE, 1BESIR "FH
Active Directory EiEMGiH SVM G Trident"s

EETER/ISVM NERE. ATETERNS MK,
B X Active Directory S{7323IE, 1S " Active
Directory E#EMfGiH SVM Wi Trident"s

A
IXGHFZF B FR + " " + dataLIF
“10.0.0.1”, “[2001:1234:abcd::fefe]”

EEHULSIRE SVM, MIRKIEE
(FHEH)

WMRIEE T SVM managementLIF
, MR&E

false

['0.0.0.0/0", "::/0"T
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storagePrefi
X

aggregate

limitAggrega
teUsage

flexgroupAggreg
ateList

limitVolumeS
ize

debugTraceFl
ags
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WiER
£ SVM RECEMERERNRIZR. RERTEEH

Y485 F ontap-nas-economy #] 24 &

@ BEZF M storagePrefix B, qtree 3%
REMNEERS, REERUTER
FRARo

RFEENRE (Ahk;, NRIKE, WHasics

SVM) o XF ontap-nas-flexgroup WENFEF,
LRV R 2RE, SNRAKDES, MW LAMERER IR
HERAFREIE FlexGroup %o

HES7E SVM EHEY, Ea@ETR
1] SVM £ Trident FETHEH, MLHE
EFBEh Trident Controller, H&TE
Trident FECE T ER S REEE SR,
() unmmerEssmBH SVM, Nk
i SVM BEE, BRIRETE Trident 7%
ELRBIRE. BOITEBEERNGEFE
F SVM LR E, ERKET2M
, LUEEIHIRE M.

BN AFX FHERTHETE

MRFEREBIESEL, NREELXK, FERTF
Amazon FSx for ONTAP, &} AFF 77 R 4it5
Eo

BFERENREYIR (AIiE; MRILE, NWKHnEd
%4 SVM) . Hficth SVM FrE R A A TFEE
FlexGroup %, 3z#F ontap-nas-flexgroup 7Z&IX %S
2R,

£ SVM A EFHRETIRE, Bidiia
SVM BnhfE Trident HEFFIFR, ML
EHEBTH Trident Controller, HI&1E
Trident PELE THHENRSFIRFKEE
@ BB, MNRREIIRWERBZABH
SVM, MfE#iE SVM BEK, B
B ZE Trident RAVERIBURTS, EAT0E
BREFIRENR N SVM EFEMNTIR,
ﬁ%’lﬁﬁ%@ﬂﬂﬂﬁ%, AR R R S Bk

MRBRBERNETUIE, WEEEXK.

HIEHERESEAREARE. Fl90, {"api"false,
"method":true} BRIFIEEH T THIEHIBFHEEZIFAH
SifE, BUWAERFA debugTraceFlagse

EININ

“trident”

" (BOAER TAEERT)

H}

(BIANBE R T ARREIIT)



nfsMountOpti
ons

gtreesPerFle
xvol

smbShare

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

WiER

B2E NFS g SMB &6, #EINA nfs. smb ¥
nulle IREN null BIANA NFs H. WRIEBE, X
F AFF GRAFABZIKEN “nfs.

NFS EHEMINES HFR5I&R. Kubernetes FIAEBH ™
EHRTUBEEFMERPIEE, BMREFHERPRIEE
HEHAD, W Trident X [ER 2 fE A EFE/R inEC & XX 1+
PIEERERIEI. WMRFMEEHEE X FPRISEHE
IR, Trident BAZEXRBKIIFAE LIREFEAHE
BRI,

B FlexVol BI& K Qtrees, #Ji7E [50, 300] SEEA

EININ

nfs

ll200||

A LIERE ik z—: A Microsoft Management  smb-share
Console 3 ONTAP CLI 8 SMB £ZHZR; &

¥ Trident 87 SMB £EMEZFR; HERILUIESEE

T EIEXENAREEZIHE, ST

ONTAP 2a[%R, tSEE Amazon FSx for ONTAP
EIRFAAER, REERT,

FIF{EF ONTAP REST API B9%/RE%k, useREST®
BN true B, Trident f#F ONTAP REST
API 5FIREE; BN “false B, Trident f&
B onTaprI (zaPI) HESREImEE. LINES
ONTAP 9.11.1 NMESRZS. Ittsh, FREAM
ONTAP EFRABNIMEEIIAR ontapi NAER.
XBEFIENXH “vsadmin M “cluster-admin’
AEFRHE. M Trident 24.06 RRASF] oNTAP
9.15.1 HEShRAEFIE, “useREST EINEEN
‘true; & useREST BN “false LAfER
ONTAPI (zAPI) M. WMRIEE, MT AFF 7Ffif
RAIRZIREN true

7£ ontap-nas-economy [5iffEA Qtrees BYHIRATIIE
3R FlexVol K7\

PR “ontap-nas-economy’ [GiH I HT FlexVol & L8
B H Qtree, NFATETEN FlexVol BFEEHY
PV,

BB SMB HZE5E214iRIAPRAY Active Directory &IE
RAFSARA. ERLSHANERR2EFINIRRY
SMB HE{RHERRANR,

true IEFATF ONTAP 9.15.1 SkES
Hﬁzk, ZD:WU falseo

(BRINER FA2HIHIT)

BTFEEENERECE XN

TR LAERECER defaults B RRXEETHREFIFNINERE. BXTM, HSRTENEERG,

2

spaceAllocat
ion

AR
Qtree BY=S[8] 3 AL

EININ

"true"
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28

spaceReserve

snapshotPoli
cy

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

tieringPolic
y

unixPermissi
ons

snapshotDir
exportPolicy

securityStyl
e

nameTemplate

®

SECE A

Ro

e 23k
T EFREBIRT; "none" (¥&f&E) X "volume" () "T"
EFEHH Snapshot K& nen

ENCIENED AR QoS IR, hEMEFEM/ER ™
%% qosPolicy 3 adaptiveQosPolicy FEJ—1

EHRNENEDEHEIERN QoS REA, IENEE ™
H/FEIRIERE qosPolicy 3¢ adaptiveQosPolicy 2
—, ontap-nas-economy Az#F 1t IhAE,

NREBIMBREE DL "0" 4N snapshotPolicy A
"none", &NJ "

IR MERRIFR D FefE "false"

7£¥r% LB F NetApp Volume Encryption (NVE); 2t “false”

NN falseo WANTEEEE HiFRIFEA NVE A 8EEA
%I, MNREFIHBAT NAE, NI7E Trident FECE
HEREEIEER NAE, BXEZER, 52

: "Trident #8048l 5 NVE #1 NAE B2&1ERA"

E(FEA"none"NH EHEK

MERER NFS &5 "777"; SMB #H4%E (R
&)

B3 . snapshot BRMIIAIAE] NFSv4 7 "true", NFSv3 JJ "false"

EFRNS R "default"

MEMNZEER. NFS £#F mixed #l "unix £ NFS ZIAEN unix. SMB EAE

o SMB iF ‘mixed #l "ntfs' 221 H ntfso

BT eI EEXERMEIER,

7£ Trident B QoS REZZAFE ONTAP 9.8 HESRAE., ENIZERIFHEE QoS REKH,
HRZREARBYABTENMEMED. H=F QoS REARGIMITAE T FAHEFLEN £

UTREXT BIAMERRG:
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

3FF ontap-nas M ‘ontap-nas-flexgroups, Trident BLTEERFEYITE IR FlexVol 5
snapshotReserve B3 tEFN PVC IEMIAE K/, HAFIEK PVC B, Trident EHEMITEEIEZEEEZTIE
BIIEYE FlexVol, LbitEaI#fRA P WEI{17E PVC RIERMWAIE=E, mAe b FMiliERkpN=E, %
v21.07 Z&i1, HAFIEXR PVC (5305 GiB) BY, 315 snapshotReserve /3 50%, MI{YIKTF 2.5 GiB NA] 5=
8l XREANAFIEKNEENE, M snapshotReserve BZEHADe WF Trident 21.07, BF
EROZAEZTE, Trident ¥ ° snapshotReserve WEFEXHNEBENENB DL, ERRFERTF
‘ontap-nas-economyo. BB TRAILT BETIERIE:

HRERMTFR:

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

3tF snapshotReserve = 50% #1 PVC 353K = 5 GiB, 2&F KA 5/.5=10 GiB, BJAHKX/NAN 5GiB, XZ2H
F7E PVC 5 RFIEKRMIANS. % volume show AN EREBMFLUTREIBNGE
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Vserver Volume qurpgatp

_pvc_89f1cl56 3831 4ded4 9f9d_©834d54c395f74
online RwW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

Fk Trident B, FcaiREMIME RiRER ERGARRES, HTFHEEICIENS, MIABREENK/), LUEM
WEN, Fla0, WEM 2 GiB PVC 5 “snapshotReserve=50"§&iZit 1 GiB I EFal&, #li0, EHMAN
AN 3 GiB, AJ7E 6 GiB & L AN BERFRME 3 GiB A E=El,

/BB
UTRAIERTRAZSHEHRBENBRANENESEE, XBEXEHRNRESETT .

@ MR ETE Trident LA Amazon FSx for NetApp ONTAP, i A LIF 5% DNS ZFFmA= IP
ik,

ONTAP NAS %5l

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup 7!

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 15l

1R

150

FFFTLETRMLIE], A8 nanagementLIF 38E SVM HEBE dataLIF Ml svm ¥, fla0:

A LECE /RN, OBRAE "SVM EFIFE" BEE TR E Foh B EmE Mo

version: 1
storageDriverName:
managementLIF: 192.
username: vsadmin

password: password

SMB &R

version: 1
backendName: Exampl
storageDriverName:
managementLIF: 10.0
nasType: smb
securityStyle: ntfs
unixPermissions: ""
datalLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

ontap—-nas
168.1.66

eBackend

ontap-nas

.0.1

133



E TR SIS

XE—M/NEHEEERGl, clientCertificate. clientPrivateKey
trustedCACertificate (AJi&E, WIRFEAZEMER CA) 9FVEFTE backend. json BHIRENEFim
. FAFAFNAIE CAIEHHY base64 {wiZ(E,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BE)S SRR

R BERIAIES Trident FAISS H R BICIEZMEES HEREE, X3 ontap-nas-economy
ontap-nas-flexgroup RaFZEFWEIFEA,

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4
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IPv6 =15l

I RBIERT "managementLIF £/ IPv6 ik,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

{EF SMB %/ Amazon FSx for ONTAP Rl

3+ F1EF SMB EH FSx for ONTAP, smbShare B EMNTER.

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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# 48 nameTemplate H/GiREZE I

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

B EN B RS

ETEETNRAIFEREN XM, AFEEEMSE TIENEIAE, F190 spaceReserve’ /3 none.
“spaceAllocation” /3 false &1 “encryption’ /3 false. FEIHMIETEEERD HE Xo

Trident 7E"Comments"FEEHIG B BT, Comments I ETE FlexVol EFTF ontap-nas B FlexGroup
FBF ‘“ontap-nas-flexgroup. Trident TEECERTREMNN LFEENFIEMEEFEIFH#ESE. AAEEL, &7
EEEAT UAS N EMMEXIRE, FHiEinEXEH#ToH,

TEXLEE R, —LFEMEE T BHCOM spaceReserve. spaceAllocation # encryption B, M—L
MBS T FIAE.
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ONTAP NAS Rl

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
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138

app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"



ONTAP NAS FlexGroup 7!

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:

spaceReserve: none

encryption: "false"
labels:

store: flexgroup store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:
protection: gold

creditpoints: "50000"

zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"

zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"

zone: us_east Ic
defaults:
spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"

zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"
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ONTAP NAS &5

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

55T E] StorageClasses

LUF StorageClass €EX &£ 7 [AEEMMH GRS, £ parameters.selector FE, 81
StorageClass AR ATFHRESHNEMN. HREGMERIHPE XSG H,.

* protection-gold StorageClass B8RSt E] “ontap-nas-flexgroup [l RYE— NI E Z NEIH, XLk
ER—IREESRFRIPEM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass I§8251%] “ontap-nas-flexgroup [FiHHYE = NI E AN EI M, X
Lt B —IRHE S LUIMNAIPERBI A,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqgldb StorageClass #BREIE| “ontap-nas’ [GiRHYSE H N BN, XEM—/ mysqldb B FRFE
it EiE thER E AT,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass &85 E! “ontap-nas-flexgroup’ [FImRYE =1

B, XEM—IgHELRARFH 20000 creditpoints BY,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClass FEMETE! ontap-nas' f5ixHHYEE =N EIGHA] “ontap-nas-economy' 5

IRy SE N ESE. XM —AA 5000 MEA KRBV~ o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident RRTEEZRMEIM, HIBFRHEFHEER.

VIR E S FH datalIF
] AR B E@diEzfT A T e S B X dataLlF, LURHEEEHM datallF B EiR

tridentctl update backend <backend-name> -f <path-to-backend-json-file-

with-updated-dataLIF>

JSON X1
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CD R PVC HZZ—1IHZ1 pod, WATXFIFTEHENE pod, RERKEENGZEN, UEHN
dataLIF &34,

24 SMB Rl

# 8 ontap-nas IXENTEFF I GIHACE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£/ ontap-nas-economy G FHSIHECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

EREELNEIRECE
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

#A ontap-nas JXahizFRITFEE TG

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

CD BRI annotations' LIBAZ £/ SMB, MR&E R, TitHikK PVC FigEMEE N
fal, Secure SMB & EIER TIE,
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B A ontap-nas-economy IKNiEFERITEESE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

B4 AD R8I PVC Rffl

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

BB %A AD R PVC iffl
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

Amazon FSx for NetApp ONTAP

3§ Trident 5 Amazon FSx for NetApp ONTAP &4

"Amazon FSx for NetApp ONTAP" @— I BN AWS RS, FEFEBBMIETT
FH NetApp ONTAP FEIRIERAZ I R4, FSx for ONTAP {EEEENSH] A G
B NetApp ThEE. MEEFNEIETIEE, FBIFIBTE AWS EiFMEHIERE RS, SuiEE. &<
MBI &M%, FSx for ONTAP Sz ONTAP XHRATHEEFEIE AP,

&R LU Amazon FSx for NetApp ONTAP X245 Trident 258, LUHAIRTE Amazon Elastic Kubernetes
Service (EKS) HIz1THY Kubernetes S£8$ 0] LIFCE HH ONTAP ZIFHIAIXHFA S,

X #E S Amazon FSx FRFEERIR, FEUTFHZEI ONTAP £8, T&1 SVM H, EaIgIE— 1 aHZ4
&, XEEREXHRAPEEXEHNXEFEIERSS, Amazon FSx for NetApp ONTAP B{ENEFRIIEE
XHRGRME, MEXHFRSAIEIT NetApp ONTAP,

f$£F3 Trident #1 Amazon FSx for NetApp ONTAP, &= LAH{RTE Amazon Elastic Kubernetes Service (EKS) H
iZ1THY Kubernetes S &5 A] LIECE I ONTAP ZIFAVRFIN T A Eo
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https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html

R
B& T "Trident 23Rk", EJ¥ FSx for ONTAP 5 Trident £/, BAEE:

* BRE "kubect B9IHE Amazon EKS &£ B EIEM Kubernetes &2,

s AT MBFEM T ET 2iA1aA9IA Amazon FSx for NetApp ONTAP X4 R 4:#0 Storage Virtual Machine
(SVM).

* B9 "NFS 3¢ iSCSI" &I T o

@ 1EH1REE Amazon Linux 1 Ubuntu "Amazon Machine Images" (AMI) FRrEEHI T s & 5 18
, BEFEEURTFERN EKS AMI 38,

SEEEM
* SMB %

° {N{#EH ontap-nas BaIiERFZHF SMB %,
° Trident EKS MEINARZHF SMB %o

° Trident {X3Z+H§ SMB HH#HEITE Windows T1= LiB1THY Pode BXFMER, BB "EERE
SMB &

* 1 Trident 24.02 Z &, 7EBAT BEIEMHAEI Amazon FSx X R4 L SIBRETEW Trident MilfR. Ef5LE
Trident 24.02 S EShRASFPRIILLA)EE, JBTE AWS FSx for ONTAP HY/SiRAC & X4 HIsE
fsxFilesystemID. AWS apiRegion. AWS apikey #l AWS secretKeyo

@ WRE R Trident $57E IAM 8, MBI LAEERA Trident BRFFIEE apiRegion. “apiKey #
‘secretKey FE&. BXRIFMER, 1HBR"FSx for ONTAP FR & iEIAIRAI"S

[FEIRH{ER Trident SAN/iISCSI 1 EBS-CSI XEHi2Rs

WREIHIE ontap-san IRENFERF (40 iSCSI) 5 AWS (EKS. ROSA. EC2 Si{EEMhSEl) —tEfEmA,
M5 = AR 2 R AL BRI AE S Amazon Elastic Block Store (EBS) CSI IREHIEF HR, N T HIRZREFTN
BEARSTIME—T = ER EBS #if, EEBHEZRFIRETHR EBS, RHIZERT— multipath.conf X1
, HPESFRERN Trident 1IRE, EITIE EBS MEHIREZREFZIM:

defaults {

find multipaths no
}
blacklist {

device {

vendor "NVME"
product "Amazon Elastic Block Store"
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BHIGIE
Trident 2 7 M B D IRIEET,

s EFERE (#FF) £ AWS Secrets Manager L E£MIF#EEIE, EILUFERAXH RS fsxadmin AP

%N SVM BEERY vsadmin FAF.

Trident /52 vsadmin SVM AR S UEGHERAENAFRBFNAF &%z

@ 1To Amazon FSx for NetApp ONTAP E— fsxadmin BB, B ONTAP admin &M
FPHERERR. BRI vsadnin 5 Trident —#2{E R,

* BEFEF: Trident 35EA SVM ELRERIEHS FSx XHHRSE LR SVM #HITE(E.

BEXBRSMIIEFAESR, BSHERNERMIER LR S 7 IIE:

* "ONTAP NAS 5585 E"
* "ONTAP SAN E{3I&iE"

24 Amazon Machine Images (AMIs)

EKS BT IFRTMRERYSE, B AWS B W AEEM EKS 1L T FLE Amazon Machine Images (AMI)o LR

AMI BEi&3d NetApp Trident 25.02 iz,

AMI NAS NAS-£2555 8
AL2023 x86 64 ST =2 y
ANDARD

AL2 x86_64 ! v
BOTTLEROCKET x £** =
86_64

AL2023 ARM 64 S 2 2
TANDARD

AL2_ARM_64 a =
BOTTLEROCKET A E** y
RM_64

* CIRAEFWBHTR, WEERER PV
* ¥ RIERTF Trident higas 25.02 B NFSv3,

iSCSI

il

iISCSI-&% 4%

@ NRIEFAFREY AMI RTELERATIL, XAREREEARN;, ERERRKREEHAREIMH, It

FIREIEANEFMBRIAET AMI BYFERI,
AT
* EKS hig#s: 1.32

s REFE: Helm 25.06 FIEX9 AWS $E4 25.06
* 3F NAS, 2t NFSv3 #1 NFSv4.1,
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* XF SAN, XA T iSCSI, mkMlix NVMe-oF,
EHAITRIN :

* Bll#: Storage Class. pvc. pod

* #iF%: pod. pvc (FE#. qgtree/lun —economy. T AWS #1787 NAS)
ERESZER

* "Amazon FSx for NetApp ONTAP 314"

* "%F Amazon FSx for NetApp ONTAP Rz S &"

B IAM 5] AWS Secret

eI L@ E N AWS IAM ﬁ@i_'_%ﬁiﬁiﬁ, MA SRR AWS £1E, KB
Kubernetes Pod L if1a] AWS &k

()  =@EmAWS AV BEHTSHIIE, LAER EKS 3E Kubemetes S,

Bl AWS Secrets Manager Z3$H
FTF Trident 3£+ FSx vserver %76 API RAEEIREME, FEILFEZEAERITIIRE, FEXLEERENE

27752 @i AWS Secrets Manager 20, Rk, WREIREE AWS Secrets Manager 20, NEEQER
& vsadmin kP EHEEY AWS Secrets Manager %4,

It RfIBIEE AWS Secrets Manager ZH5 LUTE(E Trident CSI £4E:
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string
"{\"username\":\"vsadmin\", \"password\" :\"<svmpassword>\"}"

BIEE 1AM 588
Trident XFHFE AWS IRA BEEEE BT, Hlt, EFELIZE—EKE, 7 Trident IRIEFFFERINR,
URRBIER AWS CLI B3 IAM 558K
aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json

—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

B JSON =f3:

150


https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://docs.aws.amazon.com/fsx/latest/ONTAPGuide/what-is-fsx-ontap.html
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/
https://www.netapp.com/blog/amazon-fsx-for-netapp-ontap/

"Statement": [
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
b
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"

7RSS MK KB (IRSA) Bl Pod Identity 5% IAM

&AL Kubernetes RSk BCE J9 BB EKS Pod Identity 8 IAM role for Service account association
(IRSA) B9 AWS Identity and Access Management (IAM) Ffa, 7Af5, ECENERARSMHA AIE[ Pod #RETLL
iR AEERGRRBIER AWS BRSS.
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Pod 514

Amazon EKS Pod Identity XEXIRH T EIEN AR EIETIEE, £IMTF Amazon EC2 LHIEEE XM
Amazon EC2 LR ERE S (.

£ EKS 8% LR Pod Identity:

AT LGB AWS =5 &SR LT AWS CLI s8I Pod #7IR:
aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

BXEMEE, 1B5B% &E Amazon EKS Pod Identity Agent"s

BI# trust-relationship.json:

B3 trust-relationship.json LB EKS Service Principal 738 Pod Identity Bttfat, SAEERLIEESR
BREEAE:

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json XX f¥:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
b
"Action": [

"sts:AssumeRole",
"sts:TagSession"

RAaRERHINE 1AM At
B E—ThevmaREMmEIECIEN IAM B!
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aws iam attach-role-policy \
--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy \

-—-role-name fsxn-csi-role

B pod FRiRXKEX:
7T IAM B &F] Trident ARS MK  (trident-controller) Z[&]8I%E pod &5 X<E%

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

BRSSP X B% (IRSA) Y IAM & &
{&F3 AWS CLI:

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json X5 :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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BH trust-relationship.json XHHHLTE:
* <account_id> - &89 AWS K ID

* <oidc_provider> - EKS £ OIDC, &r] LB IETTIA T ar<3REX oidc_provider:

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
-—output text | sed -e "s/“https:\/\///"

B IAM &5 1AM RIRYPE |
tIEAtE, ERLMIRFRE (EFLRTEPLEN) MnEsea:

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

JIE OICD fRIHtEZE LD KEK:

FIEERY OIDC {RMHIEF B R SRR KK, ErRILUEAUTHLRIEE:

aws iam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

NRBwHE AT, BERU TR IAM OIDC KEXEIERYEFE

eksctl utils associate-iam-oidc-provider --cluster Scluster name

--approve

YNREER eksctl, BEEMALUTRAIE EKS FAMRSKFCIZ IAM B!

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

23 Trident

Trident {85147 Kubernetes H Amazon FSx for NetApp ONTAP (& &I18, FIEMF LA
AMEIEREBE T TNEERIE,

SR LUER LT A2 —% % Trident:
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* Helm

* EKS Knnin
WNRBFHREINGE, 15X CSIREBIEHISRIMEI, EXIFMERE, BB " CS| EEAREINGE"

& helm &% Trident
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Pod 519
1. 500 Trident Helm T2fEREE:

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. {BERLUTREIRE Trident:

helm install trident-operator netapp-trident/trident-operator

—--version 100.2502.1 --namespace trident --create-namespace

TR LAGER helm list A LBRREFMER, FINRR. dR=E. BR. RS NARSHIELT
RS

helm list -n trident

NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-
100.2502.0 25.02.0

BRS3 MK F XEX (IRSA)

1. "0 Trident Helm 7EfEE:

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. 1% & cloud provider 1 cloud identity F{&:

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:

arn:aws:iam: :<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
--namespace trident \

——Create—-namespace
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ERILAMEMA helm list LBEELTRIFMESR, HIMNRIF. dRTE. BR. KRS, MAREME
1-_I-Hﬁ"50

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

INRIEITRIER iSCSI, BEREREEHNEF JﬁﬁlJr%mJ:F%T iSCSl, tzn%uﬁﬁﬁmm AL2023
Worker T RIEER S, MALUEITE helm REEFHRNN node prep BERBETNILE iSCSI B s

®

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

BT EKS MiNAHZREE Trident

Trident EKS IMIEME S RMNETEH T BIREE, H&2 AWS Lu‘t‘l‘ﬁ Amazon EKS B2 &fEH. EKS N
HIEEBEB IR IN— AR Amazon EKS &8 HNT2MBE, HR/DZE. ILEMEHRMBTFAENT(E

=1
ARSI
£ AWS EKS ECE Trident iIEINZ A, BHERAEUTHRMA:

* BEMNITIRAY Amazon EKS SE&K
* AWS %t AWS marketplace BIIXFE :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 2£8Y: Amazon Linux 2 (AL2_x86_64) 8% Amazon Linux 2 Arm(AL2_ARM_64)
* TEHEE: AMD 5t ARM
* B Amazon FSx for NetApp ONTAP X4 & %:

79 AWS [Z A Trident NEIN
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BEEHE
1. 7F https://console.aws.amazon.com/eks/homett/clusters ¥JFF Amazon EKS 1ZTHI&

- HEMSMERES, %4 Clusters,

. ERBENEEE NetApp Trident CSI AN INAIBEERIZ TR,

- 1t#¥ Add-ons, PA[51%#E Get more add-ons.

- RS EOEEMINA G :
a. [ AENE AWS Marketplace add-ons 243, SASTEIEZAEREN "Trident”
b. %9 Trident by NetApp 1&4 _t AR EEAE,
C. 1% Next,

6. £ Configure selected add-ons IR ETUE £, HITUTIRIE:

2
3
4
5

()  MBEEBHE Pod Identity X5, HHIXLPE,

a. EFEEEF AN Version,
b. NREMA IRSA BRIEIE, BEHARENIEEEIRETIKETANREE:
EFRIEEEF AN Version,

* R INAHFECERNY, & *EEEE”‘B%E’J*conflguratlonVaIues*ﬁ*ﬂlleﬁ‘ TE E—FFEH
SIENAE arn (BRZEAUTER)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

ﬁﬂ%ﬁxﬂlﬂ SRR T FEFES, WAILER Amazon EKS IS BB ZIE M —1NEZE MR
B, MIRKRBALED, HESOUAEKEFTFR WJ?%ET’E’I—:%'E)"'SZO 1A LAE R E ARV IR IRTH SR HR
MR, EEFRIEINZ AT, BHIR Amazon EKS bﬂﬁkIﬁT BEEENEERE,

7. %% Next,
8. 7£ Review and add T1E L, %#% Create,

M ZETAE, ERHEEIERERINHIT

AWS CLI
1.8# "add-on.json {4 :

31F Pod Identity, i&HERLTEI:
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G ©m

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

¥F IRSA BHIGIE, IEFEAUTE:

"clusterName": "<eks-cluster>",

"addonName": "netapp trident-operator",

"addonVersion": "v25.6.0-eksbuild.l1",

"serviceAccountRoleArn": "<role ARN>",

"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

(D) B <role arw> B E—HhOlBNAEE ARN,

2.%% Trident EKS [iN4A{
aws eks create-addon --cli-input-json file://add-on.json

eksctl
T RFlen<$ &3 Trident EKS A& :

eksctl create addon --name netapp trident-operator --cluster
<cluster name> --force

5 Trident EKS MifiNZA {4
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BIBTHIE

1. TH Amazon EKS 1Z#l& https://console.aws.amazon.com/eks/home#/clusterso
TEEMSMERET, %E4Z Clusters,
ERE N EBEH NetApp Trident CSI MNEIRAIEEEERI R FRo
%$% Add-ons EITF,
%% Trident by NetApp , ZAE1%ERE Edit o
£ Configure Trident by NetApp TUE L, 1T TIRIE:

TR E LR Version,

BFF Optional configuration settings FiRIEEEHITIER,

o o &~ w N

o o

3]

i%E#¢ Save changes,

AWS CLI
PUTFRBIEH EKS AN :

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role-arn: <role ARN>'\"}"

eksctl

* & FSxN Trident CSI M{MNAHRIZHATARAS . R my-cluster BRNIERIERE R o

eksctl get addon --name netapp trident-operator --cluster my-cluster
bR
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

s BmEImMEHE E—FimH R UPDATE AVAILABLE FiR[EIMIRRZS,

eksctl update addon --name netapp trident-operator --version
v25.6.0-eksbuild.l --cluster my-cluster --force
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WNERIEMIBRIZ —-force &I, HEMEM Amazon EKS INEIEE S AIREHZ, NEH Amazon EKS
MEIRNK; E2WE—RKEBIREE, UBBERIPR, TEELENZE], 15#R Amazon EKS /NE;
MAEELFEEENRE, RAXERESHILENMES, EXIRENEMENIIFHAEE, FEW"
{fF"s Bk Amazon EKS Kubernetes FEXBEIBRIFME R, 1520 "Kubernetes FEXEIE",

ENEMMIBE Trident EKS i
B IR Amazon EKS fNZ; A LR ;

* (REEEEEE FAIMIIOERG — LRI AT PR EAIZ BRI Amazon EKS 'fé‘fio TiRMIER T Amazon EKS i@REE
MHEL B ENEEEH Amazon EKS IIEIAIIHEE, BR, ERFEER FMEINARG, Jﬂ:ﬁ'ﬁ_lﬁ
EMNEINL N EREENLLE, A Amazon EKS IIE I, ﬁﬁﬁlﬂ:ﬁlﬁ MIINBAGER=EN. REHL
B --preserve LR B MNEIN,

* MEBHSTLEIRMINNERG — NetApp BV HEHIER LB RBIZMINA SRR, 4 MEEFTPZR
Amazon EKS MiNEH. M “--preserve en S H#5ER “delete &I LAFE BRIZ M INLA 5

() tnmmimsacs BAXEE IAM B, TIRSBIRZ IAM B,

EEEHa

1. 7E https://console.aws.amazon.com/eks/home#/clusters ¥TFF Amazon EKS 1Z#I&

2. TEMSAMEETR, E4Z Clusters,
3. EREMIFRE NetApp Trident CSI MNETAIBEERIZ R,
4. 3%&$F Add-ons IETR, FA/Fi%EEF Trident by NetApp.
5. %&#% Remove,
6. 7£ P& netapp_trident-operator H&i\ FHEED, HITUATIRM?E:
a. INRALE Amazon EKS ELEEIRMNHINAYIZE, 151%E4F Preserve on cluster, WMRERFMEFIER
HREESE L, WEATUBTEEMBIMNAEIRE, BERITIHEE.
b. %\ netapp_trident-operator,
C. %£#F Remove,
AWS CLI

¥ my-cluster BMABENRIE, ABEBITUTSRL.

aws eks delete-addon --cluster-name my-cluster —--addon-name
netapp trident-operator --preserve
eksctl

LU T e $EIE; Trident EKS ANZIA:

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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FCETFiEfR R

ONTAP SAN 71 NAS IRGHIZF &K

ZeIREMEER, FELL JSON 5 YAML BRISIRECEX . XHHEIEEFHIFMEER (NAS 5 SAN) .
XHRGIIRIVZFRY SVM UK EREXHHITRHIIERNTG . M TFRAIERINAEXET NAS BI77E
HER AWS ZRFRIEEFHEEIZEA/ SYM:
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YAML

apiVersion:
kind:
metadata:

trident.netapp.io/vl
TridentBackendConfig
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX
name"

type: awsarn

JSON

"apiVersion":
"kind": "TridentBackendConfig",
"metadata": {

"name" :

"trident.netapp.io/v1l",

"backend-tbc-ontap-nas"
"namespace": "trident"
b
"Spec" . {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws
name",

"type": "awsarn"

:secretsmanager:us-west—2:XXXXXXXX:secret

:secret:secret-

:secret-
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BT T a8 LLRIEEFNIEIE Trident Backend Configuration (TBC):

* M yaml X{F8I2E Trident f[FIRECE (TBC) FHiziTU e

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* IIFERINAIE Trident SHHEZE (TBC):

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-
b9ff-£f96d916acbe9 Bound Success

FSx for ONTAP IXGHiEFi¥ =2

& /] LUEA LU FIREIFEF 35 Trident 5 Amazon FSx for NetApp ONTAP ££5%

* ontap-san: SMECER PV #2E B2 A Amazon FSx for NetApp ONTAP A Y LUN, #EFFR TR

s,

* ontap-nas: BRBRE PV #2552 M Amazon FSx for NetApp ONTAP #%, #7#FF NFS #1 SMB,
* ontap-san-economy. SMECER PV #E—1 LUN, & Amazon FSx for NetApp ONTAP £ E B A

BEIERY LUN,

* ontap-nas-economy. ECEE PV #E—1 qtree, &1 Amazon FSx for NetApp ONTAP &M gtree

HERRE.

* ontap-nas-flexgroup: RENE PV ZE5TEHI Amazon FSx for NetApp ONTAP FlexGroup %o

BXEDRFNIFAER, ESE "NAS KapizF" M "SAN IREZE"
BIREEX MG, BITIHe<TE EKS RelEE:

kubectl create -f configuration file

BIIPRTS, HIETUATHL:
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kubectl get tbc -n trident

NAME
PHASE STATUS

backend-fsx-ontap-nas

£2£f4c87£a629

EinSRECEFMRE

BXEIHECEED, BSI TR

version

storageDriverName

backendName

managementLIF

BACKEND NAME

backend-fsx-ontap-nas

Success

WiER

FRERENIZF YRR

BE X &M iEEin

&85y SVM BIZ LIF B9 IP bk,
R LIEE T2 REEZ (FQDN
) o WER Trident 2 IPv6 17&
RZER, MeETLUEEER IPv6 it
ik, IPv6 HMEATR /5 S HERCR
, flan
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555], WIRRIE
fsxFilesystemID FHY ‘aws®
FEPIRMT ‘managementLIF
, MEFEBRM nanagementLIF
, B Trident &M AWS #Z SVM
2. A, R SVM TR
P (%0: vsadmin) RMHEE, H
BizBR MRS vsadmin' B,

BACKEND UUID

7a551921-997c-4c37-aldl-

AN
BN 1

ontap-nas, ontap-nas-
economy, ontap-nas-
flexgroup, ontap-san, ontap-
san—-economy

IXEHIZFRFR + " " + dataLIF
“10.0.0.1”, “[2001:1234:abcd::fefe]”
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datalLlIF

autoExportPolicy

autoExportCIDRs

labels

clientCertificate

clientPrivateKey

trustedCACertificate

username

password

svm
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WiER

Y LIF B9 IP i3k, ONTAP NAS
IXEHFER: NetApp BIIEE
dataLIF, 30R*&igHt, Trident =M
SVM 3XEY dataLIF, ERILUIEEE
T NFS #E£HI2EN R 2R EEH
(FQDN), ARiFELIEIH DNS LU
% datalIF #{THEHFE, 7
DBEVIERERER. 158

i%lo ONTAP SAN Xohi2F: A&
79 iSCSI 87, Trident {£FH
ONTAP Selective LUN Map &)
B ZRESIEFIER iSCI LIF, 0
RIAM/ENT dataLlF, MEERE
&, WMRER IPV6 ITERET
Trident, MBILUEEAER IPv6 i
it, IPV6 IMEATIEFIES HENX
, f5Ian
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555],

BREmSHEReIZENEH
[Boolean], f/
autoExportPolicy #l
autoExportCIDRs &I, Trident

oL B ohEE S H R,

B “autoExportPolicy Bt FBFid &
Kubernetes T 52 IP #9 CIDR %)%,
/8 “autoExportPolicy #1
“autoExportCIDRs iE101, Trident 7]
MU BEES H R,

gﬁﬁﬁﬂzéﬁ’ﬂﬁ%‘\ JSON MIUAREE

Z P iRIEBH Base64 4RiL{E, FI
FEFEBNEHRIIIE

EFikThtAH) Base64 i3E. F
TFETFIEBNF PRI

Z{S1E CAIEFHY Baseb4 RS {E,
k. ATFETIERRISHIIE,

EIEFIERY SYM WAFRE. BT
ETEENS ML FN

, vsadmin,

EIERIER Y SVM RS, BTE
FRIENZ DRI,

E{FMM Storage Virtual Machine

Nl

false

"["0.0.0.0/0", "::/0"]"

NRIEE T SVM managementLIF
> MR,



28

=

storagePrefix

limitAggregateUsage

limitVolumeSize

lunsPerFlexvol

debugTraceFlags

nfsMountOptions

nasType

gtreesPerFlexvol

smbShare

WiER

£ SVM HEE &R EARFTSR,
BIBRT AR, BEEMIESE,
EEELE—I AR,

*15409 Amazon FSx for NetApp
ONTAP $E%E. *EfHH) “fsxadmin’
M vsadmin FEENERESERE
EE#TEFH Trident PR&IE FREE AT

MFRIBRNEX NS TLE, Wi
BRI, ERHEIEA gtree F1 LUN
BIENENRAKD, FHEZ
“gtreesPerFlexvol iEI 21 B E X
1 FlexVol ERIRK gtree #{

Nl

trident

BER.

Y (BOABER TAEERIT)

& FlexVol volume BYEA LUN % “100”

WIHE [50, 200] SEEIN. 1XFR
SAN,

B HREHE AT S, B0
, {"api":false, "method":true} BR3E
ETE TR HIR R E AN E
THefE, SNARERFER

debugTraceFlagso

NFS #FHHIZINAE S 2R

o Kubernetes A HRVEEHIEIN
BEEFMEEPIEE, BNREFMHE

FKPRIBEESEI, N Trident &
ELREIF B EE IR E XA

TR, WMRFMELTEE

XHRRISEEFHIED, Trident 3§
AREXBHFASE LIRETAE

IR,

BoE NFS 8¢ SMB &I, &N
nfs. smb B null., *XF SMB
&, WIKEN “smb. “IREN
null BXIAA9 NFS %,

z3
o i

nfs

B FlexVol E8I5 K Qtree £, & "200"

JM7E [50, 300] SEEIA

SRR &z —: £
Microsoft Management Console
ONTAP CLI 1328 SMB H=#/1H
#R, SLAYF Trident 83 SMB =
B2 ¥R, Amazon FSx for ONTAP
EinRELS,

smb-share
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aws

credentials

FAFEEENEIHECE LM

TR LUERECER defaults B FRIXEETRIEFHEINEE. BXRG, 5

spaceAllocation

spaceReserve

snapshotPolicy

gosPolicy

adaptiveQosPolicy

168

WiER Nl

£/ ONTAP REST API B975/RE  false

8o HIEEN ‘true'BF, Trident &
f5F8 ONTAP REST API 5/5i###1T
BS, IEINEEEZE ONTAP 9.11.1
KNESHRA, b5, FrERSY
ONTAP B RABWMMEER AN
‘ontap' TR, XiBEIIFE X
‘vsadmin'# “cluster-admin" A&k
ﬁio

f&BI LUTE AWS FSx for ONTAP EY
EEXHHIEEUTHER: -
fsxFilesystemID: $87E AWS "
FSx XHRZAM IDo - apiRegion ™"
: AWS APl i & . - apikey ™"
. AWS APl Z$H, - secretKey

: AWS iR,

IS EEIFETE AWS Secrets
Manager 189 FSx SVM &1, -
name: NlZH8 Amazon FHIERAFR
(ARN), HEFEE SVM &R, -
type: IXEN awsarn, BXIFH
58, BB BIE AWS Secrets
Manager 20",

15 EH ZRIA
LUN Y= 8] 93 Bc true

FEFNEEI; "none" (§5fE) =X none

"volume" (&)

E{FMAM Snapshot K& none

EBHOENESDECR QoS RKEgLH, ™
NENEFENHEImIEE qosPolicy

8} adaptiveQosPolicy FIBI—1, 7£
Trident AfEA QoS HRIRATE
ONTAP 9.8 EEM A, ELi%fE
FHEHZ= QoS ZHKE&4AH, HARIZE
BRI A TS MRS H

= QoS FrEARFIHITFAIE LIER
HEBEHEM IR,

EROIENEIECHEIEN QoS &R ™
B84, A/ EFEBEEIRER
qosPolicy ¥ adaptiveQosPolicy
#9—4 ontap-nas-economy A%

Kt Thag.

ZH TERYERE RS,
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28

=

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

unixPermissions

securityStyle

ElE SMB %=

iR EININ

NREB0OREBHNENE DL R snapshotPolicy f& none,
else™

IR MERRIFR D FefE false

1E#h% E2F NetApp Volume false

Encryption (NVE); ZRIAF
falseo WMEBE LIFIHEHA
NVE 7 BefERILE, NRERIR
BA7T NAE, NI7E Trident HECE
HEREEIEEAE NAE, BXE%
58, BFSI: "Trident 20fA15
NVE #1 NAE E2&fERA"

[BEF LUKS &, 555 £

Linux Unified Key Setup (LUKS)",
X PR SAN,

BEAIERE none
MEHRN. T SMB &, 158

HENRZLE, NFS £1F ‘mixed’ NFS ZRIAEN unixe SMB BRiAE

M unix Z2tFe SMB HHF M ntfso
‘mixed # “ntfs' Z2E R

&R LAEA ontap-nas WEHEFECE SMB %, ESEMONTAP SAN #ll NAS IRohizF &M 28I, BT T

S "HERAE SMB &

FCEF i3S PVC

ACE Kubernetes StorageClass MR HBIZEFHEE, LIS Trident HNAIECES. BIE—T
PersistentVolumeClaim (PVC), % PVC f£EREZER Kubernetes StorageClass K&K}

PV MyiARl, ARG

ellfeze i

ERI LA PV #EHHE pod to

fidE Kubernetes StorageClass 3%

https://kubernetes.io/docs/concepts/storage/storage-classes/ ["Kubernetes
StorageClass XW&R"*] WHRKE Trident FRMBANATFZENERERER, HiS5T Trident
WNEIFECE. FERLLTRAIAER Nrs NEIRE

Storageclass (AXEBMMEYIR, BSRTEMN Trident BMES)

169


../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes
https://docs.netapp.com/us-en/trident/trident-use/worker-node-prep.html#prepare-to-provision-smb-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

ERLUTRAIFER iSCSI B9%1&E Storageclass:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

E7£ AWS Bottlerocket EAZE NFSv3 %, 1HEFTER "mountOptions AN EITFEESE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
media: "ssd"
provisioningType: "thin"
snapshots: "true"
mountOptions:
- nfsvers=3

- nolock

BEE " Kubernetes # Trident 3", T #EFEERUAS  PersistentVolumeClaim 32 &, LK F#z4 Trident
AL E EMSEES,
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ellfe 2 ES

$SIg
1. X2—1 Kubernetes X%, EItiBEFEH kubectl 7E Kubernetes FBIETE,

kubectl create -f storage-class-ontapnas.yaml

2. %')17_, & RiZ1E Kubernetes F Trident HE8E F| basic-csi 77E%, # B Trident NiZBL LM T iFiHY

o

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h
Bl PVC

https://kubernetes.io/docs/concepts/storage/persistent-
volumes[" PersistentVolumeClaim "] (PVC) &R L PersistentVolume

HIIEXRo

PVC AILABRE MiERFEAR/NS A DRI TEE, FAXEXAY StorageClass, SR EIER B LUTHIEH
PersistentVolume X/l REEIE ZAE—HFIa0M4 8ETARSZ K50

Bl PVC 5, BAILIBEZETE Pod #,

TER
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PersistentVolumeClaim 7§55 &

XERHIRRT BAR PVC ELEET

# RWX ifia]Ry PVC
WRBIERT—1N5% 75 basic-csi'B StorageClass HHXBXHIEHR RWX i5RIIRRIEZS PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

PVC /A iscSI =1l

REIETRT—1N58 7 protection-gold By StorageClass t#BXEXHIE A RWO A8 RERY iSCSI s
PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 1Gi

storageClassName: protection-gold

tIE PVC

I
1. BI& PVC,

kubectl create -f pvc.yaml

172



2. I PVC Ko

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

1EZ %" "Kubernetes #ll Trident 35", TH#E1FERUNMAS PersistentVolumeClaim 32 E, LAKATFIEH Trident
foE &S EIEE.

Trident B4

XL E N ERWL Trident EENEFMHBREESL EXENE,

B it =l e AR 25 sl
YRR string hdd. hybrid. ss MEELLERR IEEEMAFIET ontap-nas
d NE; REEk » ontap-nas-
EMEFE economy
» ontap-nas-
flexgroup
» ontap-san
, solidfire-san
provisioningType string = MZFFEEERS BIEERERZE  thick: Fig
ey ONTAP; thin:
FiE ONTAP #1
solidfire-san
backendType string ontap-nas MEFLEEN f5EFH FrEIRohiER
» ontap-nas- s
economy
» ontap-nas-
flexgroup
, ontap-san
, solidfire-san
» azure-netapp-
files, ontap-san-
economy
snapshots mIRE true, false MZFAFRR BERAREWS ontap-nas
k=S . ontap-san
. solidfire-san
MrepE RIR{E true, false MR ES EREBARENS ontap-nas
« ontap-san

. solidfire-san
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B4 i) El R IEXK R
mz= /RE true, false MEZIFNESE EERAMERNE ontap-nas

» ontap-nas-
economy

» ontap-nas-
flexgroups

» ontap-san

IOPS int IEEEEK HMEESSRIELLE  HRIEXLE IOPS solidfire-san
EIRH IOPS

' ONTAP Select R ZHF

BERFINAIRER

BUERFFEEAN] PVC 5, ERILOR PV R E| Pod Lo ATFIH TR PV MiIIZ] Pod BN
fflan S FECE

p
1. 7£ Pod #EHE,

kubectl create -f pv-pod.yaml

UTFREAIETRTIE PVC EEE pod WEARERE: EAEKE:

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
— name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"

name: pv-storage
@ &R LAER kubectl get pod --watch MIT#HE,
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2. WFERBEEN /my/mount /patho

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc aed45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

IMEERLMIER Pod To Pod MARFRABET, BEERFRETE,

kubectl delete pod pv-pod

7 EKS £&8% FFCE Trident EKS HiN4A {4

NetApp Trident 814 T Kubernetes 2 Amazon FSx for NetApp ONTAP Zfig&I18, FEH
FAANRNEBRER LT TNRIEFEE, NetApp Trident EKS IIEHIMESRHNE S
T, $BiREE, HEZT AWS WIFR]5 Amazon EKS EZ&#ERH. EKS MEINEEZEEL A
LYN—HFARIEHY Amazon EKS BEEE L £13E, HRDRE. EENEMMEDFRENT
F=.

b= s

7£79 AWS EKS ECE Trident INEINZ 7, BHAREEUTRME:

* BEFERAMBIINIER Amazon EKS B, 15517 "Amazon EKS KN4 4",

* AWS %t AWS marketplace BIFYIE :
"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 2£8Y: Amazon Linux 2 (AL2_x86_64) 8 Amazon Linux 2 Arm(AL2_ARM_64)
* TEZEE: AMD 5 ARM
* B Amazon FSx for NetApp ONTAP X4 & %:

p

1. 15HREIE IAM Al AWS Z$8, LUE EKS Pod REfEIAIE) AWS KRR, BXiRAE, 55R"0E IAM B&
#1 AWS Secret",

2. 7T EKS Kubernetes &85, $fnZ| Add-ons &I,
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tri-env-eks

@ ( Delete cluster ) ( Upgrade version )

[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more J

information, see the pricing page [7.

¥ Cluster info it

Status

@ Active

Cluster health issues

@0

Overview Resources Compute

Kubernetes version  info
1.30

Upgrade insights

@0

Networking Add-ons

Support period Provider
@ Standard support until July 28, 2025 EKS

Access Observability Update history Tags

{ (@ New versions are available for 1 add-on.

Add-ons (3) info

( view detaits ) ( Edit ) ( Remove )

[ Q, Find add-on

] [Any categ... ¥ ] [ Anystatus ¥ ] 3 matches L |

3. 33| *AWS Marketplace INEIA*Hi5%HE storage F5,

AWS Marketplace add-ons (1)

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q, Find add-on

Filtering options

[Anycategory v ][ NetApp, Inc. ¥ ][Anypricing model ¥ }( Clear filters )

NetApp, Inc. X

I NetApp NetApp Trident

NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and

administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the

ideal choice for org; ing efficient contai
Category Listed by
storage NetApp, Inc. [2

d storage workflows. Product details [?

Supported versions Pricing starting at
1.31, 1.30, 1.29, 1.28, View pricing details ]
1.27,1.26, 1.25, 1.24,

1.23

4. % NetApp Trident 3% Trident MINAGHIEEAE, AGET Nexto
S. RPN kRS,
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Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

NetApp Trident
Listed by Category
storage
M NetApp

Status
(&) Ready to install

(D You're subscribed to this software

You ean view the terms and pricing details for this product or choose another offer if one is available.

Cmatmen) x

Version
Select the version for this add-on.

v25.6.0-eksbuild.1

v

» Optional configuration settings

6. ELEPTRAMMALGIRE,

Review and add

Step 1: Select add-ons

Selected add-ons (1)

[ Q, Find add-on

)

Add-on name

netapp_trident-operator

Step 2: Configure selected add-ons settings

Selected add-ons version (1)

Y

Type v Status

storage

Cancel Previous

@ Ready to install

1
Add-on name & Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)
1
Add-on name 'Y 1AM role [# v Service account v

No Pod Identity associations

None of the selected add-on(s) have Pod Identity associations.

7. SNREA IRSA (ARSKFEY IAM BBE) ,
8. 1%+ Create,

BEREMEES B LA,
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9. IIFMEBBARESES A Actives

Add-ons (1) nfo View details Edit Remove Get more add-on 3

| Q. netapp X \| \ Any categ... ¥ } | Any status ¥ ] 1 match 1

nNetapp  NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and administrators focus on application deployment. F5x for
ONTAP flexibility, scalability, and integration capabilities make it the ideal choice for organizations seeking efficient containerized storage workflows. Product details [
Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild.1 - (IRSA)
Not set
Listed by

NetApp, Inc. [3

10. BT TS RIIEER FRTIERTET Trident:
kubectl get pods -n trident

N. e BHREFMEER. BXER, BN REFEER"

fEF CLI 2 /EH1E] Trident EKS MifN4A 4

£/ CLI % NetApp Trident EKS FfiN4E %4
UTF B RE Trident EKS HNEIN:

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.0-eksbuild.l (FHHERRZ)

T RBlEn< R4 Trident EKS $EfFhRAS 25.6.1:
eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.1-eksbuild.l (FHEHBERZE)

T RFlen <SR Trident EKS $fH{ERRZS 25.6.2:

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.2-eksbuild.l (FHEHERZE)

£/ CLI 1 NetApp Trident EKS HMifNA {4 :
LT en$EIZ Trident EKS fN&EIN:

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

£/ kubectl BIE[5iH

[RIREX Trident SIEFERFAZBIXR. EEHIF Trident A SZFERFAHITERE, U
K Trident AN ECES. T Trident f5, FT—FEEIEEIH.
TridentBackendConfig BRENXZIREEX (CRD) EERETE HiZiEd Kubernetes REE!
EMEIE Trident B, ERILUBEER kxubectl AR Kubernetes Z1ThRIERZEN
B9 CLI TERFERRILIEE,
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TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfiqg) @—EilR. & TIEA CRD, {FEEEWE
Fd kubectl EIE Trident [, Kubernetes MFf&EIER IR L EEEE Kubernetes CLI SN EIEGin
, MEREZANGLITEARER (tridentctl)o

Bll## TridentBackendConfig W&, S&XELUTIERL:

* Trident S RIEERMNVECE BortlZRiR. XENIRTN TridentBackend (tbe, tridentbackend)
CRo

* TridentBackendConfig M—#ERIH Trident BJERY "TridentBackends

1> "TridentBackendConfig &85 "TridentBackend {R{F—3—MREt, FiEEBIREL AR BT T ESRN
#0O, FEER Trident RAELPREHEX RIS

@ TridentBackend CR H Trident BohtlIE, E*ARIZMEREN]. MNREX GimHITERN, 15
Wi &EK " TridentBackendConfig” ¥ & 1T IR (E,

BX TridentBackendConfig CR BN, 1BELLTRA:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: trident svm

credentials:

name: backend-tbc-ontap-san-secret

R B LIER "trident-installer" BRHBRGI, THRFIBEETFES/RSHRGIEE,

‘spec’ FRERTETRIFENEESH. EHREIF, FmFER ontap-san®
FERER, HERLLFTIENEEESH. BXEEFEERIEFNEERTYIR, 55
xref:{relative pathl}backends.html "@E’Jﬁﬁ%%ﬁjﬁzrﬁlﬂzlﬂﬁﬂaﬁh,._,\"

)

‘spec’ EBIEEIE  credentials’ #  “deletionPolicy’ FE, XEFEREE
‘TridentBackendConfig® CR H¥i5IAAY:

credentials: WS NMEFE, B8ATHEREAR/RSHEITEHNWIEMNERE. XHKENAFCIE
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HJ Kubernetes Secret, EIRTLZUANX AR NEZE, FSHEIR.
* deletionPolicy. WFERENXMER TridentBackendConfig BRI HITAIRIE, ©RILIEKBELUTMMHRE]
BENEZ—:
° delete: XEEH TridentBackendConfig CR MEXEIHEwHRER. XEHIAE,

° retain: MHBR TridentBackendConfig CR BY, FIRENXMEEFEIE, FJLUMEA tridentetl HITE
2, BRFRRESIGEN retain RAFAFPBREAIIRERA (21.04 ZFH) HERBOENGIH. LLFEE
BRI LI7ERI# TridentBackendConfig [EEH.

[EimBFRER spec.backendName I8E. WMRKIEE, NEHENBZITFIEERN
@ TridentBackendConfig WRHZH (metadata.name) . EI{FHA spec.backendName &
KB REHE TR,

A tridentctl BIEMNGEmEBEXREA TridentBackendConfig MR, {RAJLLEIE!

## "TridentBackendConfig CR, %M kubectl KEEXLRiR, HIUFEISEHERN
ACES# (W ~spec.backendName. spec.storagePrefix. 'spec.storageDriverName’
%) , Trident 2 BohiE IR "TridentBackendConfig' 5 BB MGIH4E,

SRR
BfEMA kubectl SIERFBGN, NHRITATEE:

1. B2 "Kubernetes Secret's BAHE Trident STEMEER/ RS BIEFMENER,

2. 8l TridentBackendConfig MR, HFBEEXFHERM/RSNFAER, H3IAL—THEIENE
=N

SIEBEG, EaILUER kubectl get tbc <tbc-name> -n <trident-namespace> MEBEIRSHUINE EMiF4A(E

An\Ye]

£ 1. B2 Kubernetes Secret

IE— I EERmHIPEIERN Secrete XMW FENMEMIRS/TEBMEIE—FL =, TEE—RA:

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

TRELET BN EFHET AR Secret PUMBEEHF:
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FEF & Secret FE&HER 24

Azure NetApp Files clientlD

Element (NetApp HCI/SolidFire) B

ONTAP =)=

ONTAP password

ONTAP clientPrivateKey

ONTAP chapUsername

ONTAP chaplnitiatorSecret
ONTAP chapTargetUsername
ONTAP chapTargetinitiatorSecret

FERIEA
KB N AEMIE P s ID

BAMEFREHER SolidFire 528549
MVIP

EEIER/SVM AR E. BTE
TFRIENSHIIE

R RY/SVM WEE, BTET
FHER S I0IE

& P infAARY Baseb4 4mid{E, A
FEFIEBNEHIIE

NP #, MR useCHAP=true
, WANE, HF ontap-san

‘ontap-san-economy

CHAP initiator secret, 3158
useCHAP=true, MANE, XF
ontap—san‘*ﬂ ‘ontap-san-
economy

BirEFP &, N2 useCHAP=true
, MANE, XF ontap-san H

‘ontap-san-economy

CHAP Bir&iEe&EZiE, R
useCHAP=true, MIAHNE, T
ontap-san M ‘ontap-san-
economy

Ft T BHEIEA Secret FIE F—F 6IEH TridentBackendConfig F&RBY spec.credentials FEEH

51 Ao

#I8 2. 8} TridentBackendConfig CR

EIAERILARIRZ TridentBackendConfig CR To EULRAIF, M “ontap-san'IXshizFrIEImEEI R

LUFERRAY “TridentBackendConfig X & 813 HY

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

% 3% WWIF TridentBackendConfig CR BPIRZ

IMEBELIE TridentBackendConfig CR, &AILIGIEIRES. 1BE WA TR

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BN EEEIRHAHLEE] TridentBackendConfig CR,
Phase AILIRRA U THAP—ME:

* Bound: TridentBackendConfig CR 5FIHMEXEL, ZEHEE configRef IREN
‘TridentBackendConfig CR BY uids

* Unbound:. {#M "" &¥/"o TridentBackendConfig WRAMBERGi. IMINBERT, FIEFCIEN
TridentBackendConfig CR #FILMNER. MERTEG, TEBXERRARPERS,

* Deleting. TridentBackendConfig CR deletionPolicy BI&ENMIFR. Mk
TridentBackendConfig CR &, ERFEEE"MBER"IKRZ.

° MNRFiH EFRFEFAESE (PVC) , MIMIFR TridentBackendConfig ¥EH Trident MIFRRE
i%#0 “TridentBackendConfig CRo

c MRBIHFEE—THZD PVC, MEHNBBRIKS, TridentBackendConfig CR BEEHEH NMIBRE
. RBEEMPBRFTE PVC &, A 2MFREiHH TridentBackendConfige

* Lost. 5 TridentBackendConfig CR KEXHIFimtE B IM M EMIBR, M TridentBackendConfig
CR 1h%A5 | B EMIBREYEiR. i€ TridentBackendConfig {BUIfE], ‘“deletionPolicy CR{BFARILL
A BRo

* Unknown: Trident T/ EMIEES TridentBackendConfig CR XBXMIGIHAVRESINTEE. 80, WNER API
ARs5288 BN EY tridentbackends. trident. netapp.io CRD EkR, XAJEFET.
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ELMER, EMIIEIERER! B MRIERI LIEIMEIE, 90 "backend E#i#l backend flfx"s

(FII) IR 4. RENEZFAER
ERILUETT AR an < SRIRENE K IRATIFAE S .

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

Iegh, EIRR]AFREY TridentBackendConfig Y YAML/JSON #%fi#,

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo 887 backendName # backendUUID, XLEZMIF TridentBackendConfig CR Sl
[GiffEBo lastOperationStatus FEZFKR/R TridentBackendConfig CR ERG—/RIEERVIRTE, ZIRfE
AL HAFft% (90, BAFTE spec F#{TTER) XA Trident fit& (6190, 7E Trident EZHEAIE) » ©HI
LAZ Success 3 Faileds phase R TridentBackendConfig CR 5/giR2Z B X ABVIRES. T LEAIRHGI
F, phase BYEN Bound, XEMKE TridentBackendConfig CR BES5/GHXEL,

BRI LIBTT kubectl -n trident describe tbc <tbc-cr-name> 8p<% LIFRENEHBHENIFAEE,

@ 1ETEER tridentctl BT EMIPRE & X BX TrldentBackendConflg WNENEIH. BT HBE
“tridentct!’ #1 " TridentBackendConfig* Z [BIYIHRFRS KRS, i /Jr'lﬂ:L"

BB G
£ kubectl LITRIHEIE
TERAIEI{E A kubectl HIT/EH & IB12(E,
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backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html
backend_options.html

g

B MIBR TridentBackendConfig, &6 Trident MBRMREGiH (BT deletionPolicy) » EMIbREIH
, 1BRE deletionPolicy IRBN deleteo EXMIBR ‘TridentBackendConfig, 5HRRE
“deletionPolicy I & /9 retain, XA LAAREIHINATEE, HERLUESEA tridentct #ITE IR,

BT Fea<:

kubectl delete tbc <tbc-name> -n trident

Trident A& MIPRIEFE{EAY Kubernetes Secrets TridentBackendConfig. Kubernetes FiF fasiEIEH 2R,
BRI Z B AR TS, (NENEBRWEIRERN, A RAGEMBR.

EENERER

BT

kubectl get tbc -n trident

&R LUETT “tridentctl get backend -n trident’ 2%, “tridentctl get backend -o yaml -n trident’ LUREXFRE LA 5im
BFIR, WHIRERFEIEEER tridentct! BIER Fifo

B
EaimA] R SRR

c FHERGHNEIEEER. EFWMEE, WIEH TridentBackendConfig XIRHFERARY Kubernetes
Secret, Trident ¥ {FHIRHN RN EIBREENEIR. B1TUTH<LLUEH Kubernetes Secret:

kubectl apply -f <updated-secret-file.yaml> -n trident

* REERSH (BIINEEFERAN ONTAP SVM ER)
o BRI LUER U TS EiZ@T Kubernetes B3 “TridentBackendConfig X :

kubectl apply -f <updated-backend-file.yaml>

° BE, TBALUERUTHRLERINE TridentBackendConfig CR:

kubectl edit tbc <tbc-name> -n trident
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* MREHEMEY, NEESHEFSFEREEMNIEE, ErLUEIIETT kubect! get the
<tbc-name> -0 yaml -n trident’ 3 "kubectl describe tbc <tbc-name> -n trident REE HE L
©) R,
* WEHBEREXHNREE, Bl UAEHEITEMRRS,

{5 tridentctl {TEHEIE

TRRAEI{ERA tridentctl HUTE R E IEIRE,

Elked=rs
B "EREEEXH" &, BT TS<L:

tridentctl create backend -f <backend-file> -n trident
MREIHRCELW, WRREIHEEGR@, LB TETUThSEEAEURERRA:

tridentctl logs -n trident

AIRFIAHBIEREXHNEAE, RFHFRIETIL create a3<LRIF

e =
EM Trident BIBRGIH, BEHRITULTIRE:
1. WRERZER:

tridentctl get backend -n trident
2. MispE:

tridentctl delete backend <backend-name> -n trident

@ R Trident EMLL/FIRECEMAFENSHIRE, WHREHRSELEHEEENRE, iR
AF"Deleting" k7o

EENAER
BEE Trident FERYFIR, IBHRITLUATRE:

* BREVEE, BEiTUTH<!
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tridentctl get backend -n trident

* BRIFTAFAESR, BBITUTH<!

tridentctl get backend -o json -n trident

BHfanm
IEMHRREEX G, BITUTe<:

tridentctl update backend <backend-name> -f <backend-file> -n trident

ﬁﬂ%i‘iﬁﬁ@%?&)ﬂi, MR RIREER PGS X ER L. EAUBIETUTHRSEEASUHRAERR

tridentctl logs -n trident

FEIRAIHEIEREXHNNEGE, REBRIEITI update AR,

IRER EREITEESS
X— M, RBERLUER tridentct]l ARHMNRIEEAY JSON REIZX KRB, XFEAT jq KHEE
{ﬁaag;IA:t-—e
7 :|_,\ =< o
tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

XWiERFEA TridentBackendConfig SN GR.

EEREE X 2 855
T fR1E Trident R EIRGIRIIARE %,

f8%& TridentBackendConfig B, EERMEERMIRSFHNEIREIEAN. XFiEH 7 A TRIA:

* {EF8 “tridentctl’ QI ZEAY S AT LUE TrldentBackendConﬂg TEIENG?
* f£F "TridentBackendConfig 8132V /iR LUEE “tridentct! H#{TEIEIG?

187



£/ tridentctl ‘BIEFIF "TridentBackendConfig

ETNLTEEET tridentctl HiZiBIT Kubernetes REBIE TridentBackendConfig WMRMEIEMNG
ImPh E’J??%o

&R F LS
* BEENRIG, &8 TridentBackendConfig, HAE(ITEFER tridentctl SR,
* BfEA “tridentctl QIEHEi%, BEFEEEM TridentBackendConfig 3%,
EXFWMHERT, iRt ESEFTE, Trident HESHNHEHH#TIRE. EERTLLAERREE:

* PREEMFER tridentctl REBFATIENGIR.

* BER “tridentctl SR F RS E FIFH "TridentBackendConfig MR, XFMEKSE FISERA "kubect!
MARE tridentct #HITEIE,

EFER kubect BEIRTNFENGIR, BEELIE— TridentBackendConfig e EIIN B GiH. UTEHEIE
[RIRREAR -

1. 8% Kubernetes Secret, ZEAEE Trident STZEEE /RS BEAENER,

2. Bl TridentBackendConfig MR, HABESEXEMHEE/MRSNIFMES, H5IBT L—PHEIEN
28, MIVETRIEEHEREMNEESE (10 spec.backendName. spec.storagePrefix.
spec.storageDriverName %) , spec.backendName #i%E AINE FimAIEA TR

0% RalEH

B0EBERIBRIHM TridentBackendConfig, EFBRNEREE, ELRAF, RigFiHEZFEALU
T JSON TEXEIZRY:

tridentctl get backend ontap-nas-backend -n trident

Fmm Fomm e

e et R - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

o F————
et ettt L L e e o o +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

e e ——

e fomm - fomm - +

cat ontap-nas-backend.json
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"version": 1,

"storageDriverName": "ontap-nas",

"managementLIF": "10.10.10.1",
"dataLIF": "10.10.10.2",

"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {

"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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£ 1. B Kubernetes Secret

BIE— I EEEHERERN Secret, WLATRABIFTR:

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

WIE 2. 6 TridentBackendConfig CR

T—F 28— TridentBackendConfig CR, 1% CR ¥ Bnh48E EIFisLF/ER ontap-nas-backend (
MARBIFAR) o BWRAHEEUTENR:

* 1£ “spec.backendName FE X T HEEIRY /5% 7o

* iEESHSRIGEmER.

* il (NRER) RS ReERERNIRE.

* EIEET Kubernetes Secret f&fft, MARUANAH iR,

FItIER T, TridentBackendConfig U0 FFAR:

cat backend-tbc-ontap-nas.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us_east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

% 3. WiF TridentBackendConfig CR BYIRES

8% TridentBackendConfig &, EMEMNIA Bound, BN RS INE FiHERE SRR UUID,
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

IW1E, ¥EMEMAH tbc-ontap-nas-backend TridentBackendConfig XWRFETEEEIRGiH,.

{#F TridentBackendConfiqg BIEfFIHF “tridentctl

‘tridentctl’ HAJFFHILEEER TridentBackendConfig®
BN G, Lttsh, BERRLUERFENY tridentctl” T2EBERIERIR, HEEMBR
‘TridentBackendConfig® HMRERF “spec.deletionPolicy’ ®EMN “retain’s

% 0L iR5lEkm

Flan, 1iEFENMBRIGL T EIRE#ERA TridentBackendConfig GIERY:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

MEHPAIIEY, TridentBackendConfig BRAINBIEHYEEIGiR [REREIHEY UUID],

T 1. 1A deletionPolicy BN retain

LR EE deletionPolicy B, XFEIKEN retain. XA LURAREMRPR
TridentBackendConfig CR BY, FIRENXINATEE, HEAILUER tridentctl HITEIE,

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

@ B89 deletionPolicy i@BH ‘retain, BUBEMHET—5.
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WHIE 2. MiIFf TridentBackendConfig CR

=ig— @MBR TridentBackendConfig CR. ik "deletionPolicy iIRE /I ‘retain 5, &7 LALXSHIRR:

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

Fom - Fom -

R ittt R - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e o

e ettt o t——— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-bo06-
0a5315ac5f82 | online | 33 |

e e ——
oo e e +

ffif% TridentBackendConfig }M&RfG, Trident REEGEMIER, MASEPriirEIRAS,

BIEMEERFMESE

BIRTFAEZE
ACE Kubernetes StorageClass SR HBIZEFEL, LUES Trident MNEIEEE S,

ECE Kubernetes StorageClass R

https://kubernetes.io/docs/concepts/storage/storage-classes/["Kubernetes

StorageClass W&~ ¥ Trident IRFIANAFIZEMNINEFERE, FHI5TR Trident
WEFikdE. Hia0:
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold
provisioner: csi.trident.netapp.io
mountOptions:

- nfsvers=3

- nolock
parameters:

backendType: "ontap-nas"

media: "ssd"
allowVolumeExpansion: true

volumeBindingMode: Immediate

BEE " Kubernetes # Trident %", T #EFEERUAS PersistentVolumeClaim 32 &, LAKFEFzH Trident
B ENESEIEE,

elfEReRirES
Bl%E StorageClass X& G, BJLUBIRIFMEE, [FHEETM] I8 T —Lrl LUEB SRR E ARG,

g
1. X2—1 Kubernetes X%, EtiBEFEH kubectl 7E Kubernetes FBIETE,

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. TE, BRNZTE Kubernetes F Trident FERE 2! basic-csi 17652, HH Trident NiZE2 LM T Bk
Mo

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json
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"items": [

{

"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggr2",
"aggr3",
"aggr4d"

BRI
Trident AJ£2f#t "ATIHE RRNEREFMHEEE X",

HE, EOURIELTERZFNHR sample-input/storage-class-csi.yaml
BACKEND_TYPE B AFHEIENIZF R Mo
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./tridentctl -n trident get backend

e o T bt
o F—————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

BIREFMER
BRI UEBENEFMEE. KEIAFESE. RRFEEERURMBREESE.

EEMEEFMEE
s EBEEFEWBM Kubernetes 171E3S, HETUTHS

kubectl get storageclass

* EEE Kubernetes IFEFIFMER, BETUTHS

kubectl get storageclass <storage-class> -o json

* BEE Trident WREIZ FESL, BBTUTHS

tridentctl get storageclass

* BEE Trident WRAIDEFHELIFAES, BzTUTHL

tridentctl get storageclass <storage-class> -0 json
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RERRINFAESE

Kubernetes 1.6 &0 &R B EINTFAEZLBIINEE, AR RTE Persistent Volume Claim (PVC) H$5EFES,
Mtk 7F &G B FECE Persistent Volumes

s BETEEERTE X FIE5ERR storageclass.kubernetes.io/is-default-class I8 B true KE X ZRIATFEES, 1B
BASE, FBRNEAEMERBRIIGHERERER false.

* BRI LER U T an I A FEEEE NAOAFES:

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

© Kth, ERILERU T <MBRAIAFMESSER:

kubectl patch storageclass <storage-class—-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

Trident REIZFEHEE B S ERRRA,

(D BEP—RIABBE—TRINEESE. MR LH, Kubernetes AFEILIGIRABE S EMESE, BE
SRMEFRIRELERIAFELE—1F.

FRIREFEERY SR

XE— 1, WBRERILAER tridentctl A Trident [FimXRALEAY JSON KEIZERFERE, XEAT
jq KRR, EARFERATEE,

tridentctl get storageclass -o json | jgq '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’
IBRTFAESE

EM Kubernetes Ffip&7F(EZE, BEITU TS

kubectl delete storageclass <storage-class>

<storage-class> NEIRNEHEHEL,

B I AEL IV ERRABRRIFAZE, Trident FHEEEE ],

Trident AEBIZMNERFIFERTH £sType. XTF iSCSI [Fiw, #EiXTE StorageClass 5@
@ 17 parameters. fsType. ERIZMPFRILER StorageClasses HEMBIEEN
‘parameters.fsType EFRIEE T,
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EEENEES

FEcE

Bl — PersistentVolumeClaim (PVC) , 1% PVC {£RECE R Kubernetes
StorageClass Ki5XX PV BUiARINIR. 7AfE, EeILUE PV 5% pod L.

g

https://kubernetes.io/docs/concepts/storage/persistent-
volumes[" PersistentVolumeClaim ""] (pvc) RBifNERE L PersistentVolume

HIIE R

PVC AT E MiEREFEAR/NS A RIELIFE, FAXEXAY StorageClass, EEEIER P LUTHIEH
PersistentVolume /Nl REBIE ZAE—HFIa04 e ARSZ K50

Sl PVC 7, ERILUSEHEHE pod H,

BIE PVC

PTIE
1. & PVC,

kubectl create -f pvc.yaml

2. I PVC Ko

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE

pvc-storage Bound pv-name 1G1i RWO 5m

1. 7£ Pod H#EHE,

kubectl create -f pv-pod.yaml

@ EAILUER kubectl get pod --watch MSIT#HE,

2. WIFERBTEEN /my/mount /patho
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kubectl exec -it task-pv-pod -- df -h /my/mount/path

3. MEERTLUMIFR Pod 7o Pod NARRFRABEE, BERFRIHTLE,

kubectl delete pod pv-pod

ThlER
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PersistentVolumeClaim =558

XERHIRRT BAR PVC ELEET

# RWO ijia]#y PVC

REIETRT—1N5R ) basic-csi'BY StorageClass tHXExHIEHR RWO HEERIEZ PVC,

kind: PersistentVolumeClaim

apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

storageClassName: basic-csi

# NVMe/TCP HJ PVC

RFIERT—1N 58 protection-gold' B StorageClass t8XEXfIE A RWO A8 RAY NVMe/TCP &

& PVC,

kind: PersistentVolumeClaim

apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 300Mi

storageClassName: protection-gold
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Pod BE R

XEETRBIER T PVC &E#E pod WEXRERE.
EAECE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: storage
persistentVolumeClaim:
claimName: pvc-storage
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: storage

E 7K NVMe/TCP ECE

apiVersion: vl
kind: Pod
metadata:

name: pod-nginx
spec:

volumes:

- name: basic-pvc
persistentVolumeClaim:

claimName: pvc-san-nvme
containers:

- name: task-pv-container
image: nginx
volumeMounts:

- mountPath: "/my/mount/path"

name: basic-pvc

1525 "Kubernetes #l Trident 3", TH#E1FERUMAS PersistentVolumeClaim 32 E, LAKAFIEH Trident
BB EMNS XS,
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../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html
../trident-reference/objects.html

TRE

Trident 3 Kubernetes AP IR T ECIZEGRT BEENINEE. EIBE XY E iSCSI.
NFS. SMB. NVMe/TCP 1 FC &FrEEERESE.

i JR iSCSI &

EELUER CSI BEIEFEY R iSCSI kA% (PV),

@ ontap-san. ontap-san-economy. solidfire-san RohiEF2#FiSCSI &Y &, HHE
E Kubernetes 1.16 &E SRS,
$ 1% 1. BiE StorageClass LZiFET B

w48 StorageClass EX LR allowvolumeExpansion FERIRE N trueo

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"
allowVolumeExpansion: True

FFBETEIER StorageClass, BMEBITHIBUE S allowvolumeExpansion B,

I 2. {EABIEER StorageClass i PVC
YR8 PVC EXFHEH “spec.resources.requests.storage’ U METEAEEMIR T, ZRITBAATFRIER T,

cat pvc-ontapsan.yaml
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident BIZ#FFAE (PV) HEES A EER (PVC) H8XEX.

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885dbo71 1G1 RWO

Delete Bound default/san-pvc ontap-san 10s

HI 3. FX—PEEE PVC 9 pod
¥ PV iE#ZE pod LUARE K/, JAEISCSI PV K/NEIEFHRMIER:

* $NR PV E#EE pod, Trident &Y BEM#EEIR NS, EFMAMIIRE, HFRABXHRFEBIA.

* ARRFRRERE PV BIX/NET, Trident I BFfERIR LS. 7 PVC HEE pod Z/5, Trident i

EISEHABRXHRFENAN. A, Kubemnetes TE RIRIERLINTERGEHT PVC K/,

FRAEIHR, eI T —1MEMA san-pve BY Pod,
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$E 4. IEPV

ERECIER PV M 1Gi AT A 2Gi, 1E4RIE PVC EXFHFF “spec.resources.requests.storage’ EHT A 2Gi,

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

£55: BT R
TR LUBIERE PVC. PV f Trident ERI ARG BEEER LIE:

206



kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

TRFC%E

KRILUER CSI EEERRFY & FC A% (PV).

() ontep-san WahiFX FC 51 B, BE Kuberetes 1.16 RERHTA.

S8 1. ERE StorageClass LU iFET R

w48 StorageClass EX LU allowvolumeExpansion FERIZEE N trueo

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True
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¥ FBETEIER StorageClass, BMEBITHIBUE S allowvolumeExpansion B,

I 2. {EABIEER StorageClass 3 PVC
‘RiE PVC EXFHEH “spec.resources.requests.storage’ U METEAEEMIR T, ZRITBAATFRIER T,

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident BIZIFAE (PV) HRESIFAEER (PVC) H8XEX.

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

S8 3. EX—NIERE PVC i pod
¥ PV E12E pod LUFEE K/, A FC PV K/NBIERMIER:

* WNR PV EHEE pod, Trident &Y BFfERIR LS, ERAMILE, HABEXHRFRNK).

* EEIFEREE PV BUANEY, Trident I BE#ERIF LS, £ PVC 4%E 2 pod Zf5, Trident EH

RIS HABRXHRFEN AN ARG, Kubemnetes 721 RIRIERLINTERIGEHT PVC K/,

FURAITR, eI T —1MEA san-pve BY Pod,
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$E 4. IEPV

ERECIER PV M 1Gi AT A 2Gi, 1E4RIE PVC EXFHFF “spec.resources.requests.storage’ EHT A 2Gi,

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

£55: BT R
TR LUBIERE PVC. PV f Trident ERI ARG BEEER LIE:
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE
san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi
RWO ontap-san 1lm
kubectl get pv
NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1i RWO
Delete Bound default/san-pvc ontap-san 12m
tridentctl get volumes -n trident
e f————————— f———————————————
e e R L L L L el Fommmmmm= S +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
oo e e oo o= R S e
et et o= S et +
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |
ittt i S et o=
R o fom—— +———— +
"B NFS &

Trident Z¥F1E ontap-nas. ontap-nas-economy. ontap-nas-flexgroup # ‘azure-netapp-files’ f5im_LAC

BB NFS PV &Y R,

S8 1. BZE StorageClass LZiFET B

ZFE NFS PV K/, BEGELSE
SR

1B R allowVolumeExpansion' FERIEE A “true RECEFELR AT

cat storageclass-ontapnas.yaml

apiVersion:
kind:
metadata:

storage.k8s.io0/vl

StorageClass

name: ontapnas

provisioner: csi.trident.netapp.io

parameters:
backendType: ontap-nas

allowVolumeExpansion: true

MREEZLET —IMEBULAEMESL, WA LUBEER kubectl edit storageclass RAFEY B
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» MM4RiBI B FEL,

I 2. {EABIEER StorageClass i PVC

cat pvc-ontapnas.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi

storageClassName: ontapnas

Trident Z A1tk PVC 813 20 MiB NFS PV:

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 20Mi

RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£-5254004d£fdb7 20M1i RWO

Delete Bound default/ontapnas20mb ontapnas

2m4d2s

FTE3: FEPV
EREHFEER 20 MiB PV BZH 1 GiB, 15458 PVC HI&E "spec.resources.requests.storage’ i 1 GiB:

kubectl edit pvc ontapnas20mb
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
#

TR 4. BT R
TR LUBIERE PVC. PV f Trident SR A/NRIGIEIAE K/ NEEIER:
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |
et ittt L fommm - fom e
fom - oo fom - e +
PN

&I UE A “tridentctl import FG@E eI HE Trident FNFREHIFAEER (PVC) &I
B1EEES NN Kubernetes PV,

BERFDEFREI
ERILUGE SN Trident LA
* FRUNBREFAERENAHES
* REEEN =R T IR NBIER
© EEKME Kubernetes &%
* TERMEMRE HRIEIT RS N AR EUE

P =
ESANEZH, BEEUTEESEI.

* Trident REES N RW (£5) ZEEAY ONTAP %, DP ($ERIF) FAIEHZ SnapMirror Bing., TEES
A Trident Z 8, ERZPERGXR,
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* HMNBWSNLKEENERZNS. BESANEEERANE, BREZE, ARRITEN.

@ XN FRELHEE, FJ Kubernetes FEFIRFILRIRIERE, HEHBI LIRS E &M
MNZE podo XFIRER SEEUREIAI,

* E%A "StorageClass %E PVC EI87E, 1B Trident EFENIIEFRARFEH IS, FHEATESLIERE
IRIBEESFE M BT, HTEEESE, AESAIERARZTE®RFH, Fit, BMFEEEET
5 pvC HiIEEMNEERALENGIRI T, SAERESKK,

* WEEA/NE PVC HHHAEMIRE. SMFMEEMIEFSNG, PV R ClaimRef 8122 PVC,

o [EIERIRERAITE PV BN retain. Kubernetes BIH48E PVC M PV &, EIKNRREEFH NS
Storage Class BI[E] Y SR EEITHAD,

° NRFELEMEERES delete, MTEMIFR PV BSEMIBREMES.

* FHABRT, Trident BI2 PVC HEfRAGIH LR FlexVol &# LUN, &R LUEE --no-manage 1A
NIEFEE®E, HEE --no-rename IFELUREEZ T,

° ——no-manage* - NRE(ER --no-manage #1&, Trident FREFNREREHIFXS PVC 3 PV 17
EAIMIINIRIE. MIBR PV AN EMES, LRZBREMRNE, NEREMSKIEE,

° —-no-rename* - NRFEMAH --no-rename #51&, Trident REMEER, ENSANEHEEENEGE
HA, 3F ontap-nas. ontap-san (B3EASAr2 &4:) # ontap-san-economy JKoIiEFA 15
[l vim s

MR ER Kubernetes AT AU TIERAE, BEEEIE Kubernetes ZIMITFEEH G dp
[BER, NXLEmIEEE B,

* £ PVC M PV EARMT—MER, EIRAENEEN, ATHETRESAZEURZEEEE PVCHl
PVo RNAECREMIPRILERR

ENE
&R LUEF tridentctl import” @i 8327 A Trident FNEFREH PVC RKEANS,

(D) m®EEmPYC TR, NEBTRRER tidentct KENE,
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£ tridentctl

B
1. gIE—1 PVC X (5180, pvc.yaml) , ZXHFERATFEIE PVC, PVC XHREHE name.
namespace. accessModes '# “storageClassName, &, ERILITE PVC EXHIERE

unixPermissionse

U i/ SR

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace

spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

() eEFENs®. PV EHREANSHNSKTESHIARSEN.

2. {#H “tridentct! import S8 S AIFEE B & E/ Trident [FimAI B RIA LM —ATIRTZME EHMNEIR (Bl
. ONTAP FlexVol. Element Volume) . 18 PVC XHMBREEE -F S,

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-

file>

&M PVC 11
P$IE
1. EAER Trident SNERFRAIE PVC YAML X (5180, pvc.yaml) o PVC XM EIE:

° name M namespace ETCEIETR

accessModes. resources.requests.storage A0 storageClassName ERAE

° FRE:
" trident.netapp.io/importOriginalName: fgin_EBIERFR
* trident.netapp.io/importBackendUUID: &HFEMFIH UUID
* trident.netapp.io/notManaged (Optional): AIEFEEHBIREN "true"s RIAEN

"false"s

TEERSAREESHRAIME:
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "<volume-name>"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>

storageClassName: <storage-class-name>

2. ¥ PVC YAML X R/ E] Kubernetes S£8%:

kubectl apply -f <pvc-file>.yaml

Trident 3 BsISANEHIEELHEE PVC,

5l

BEEUTZZHFRIEFNESNTH,

ONTAP NAS #1 ONTAP NAS FlexGroup

Trident Z#5f# M ontap-nas #l ontap-nas-flexgroup RENFEFHITES Ao

@ * Trident A2 #FEM ontap-nas-economy BEEIFEFHITEF N
* ontap-nas # ontap-nas-flexgroup WHIFERARIFEREENER,

£ ontap-nas RaPiZFEIRIE N EEE ONTAP £8f LJ— FlexVol &, M ontap-nas KoiiEFS
A FlexVol HHTEIRIEMER, ONTAP & L ETF7ERY FlexVol BRI LA{EA ontap-nas PVC &\, [EfF
, FlexGroup &R LUEA ontap-nas-flexgroup PVC § o

{E 8 tridentctl A5 ONTAP NAS =l
UTFRAERMNEER tridentctl SAFEESNIEIEE S,
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REE
UTRHIFEANRB A managed volume HEEIF A ontap nas HGEHH:

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

st ettt T T e e Fom -
fom - ittt ittt fom - e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fomm - fomm -
fom - o fommm - fommm - +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

o fommm - fomm -
fom - o fom - Fom—m————— +

FREE

f£F "--no-manage BB, Trident F2EaHRE.

LUFRBITE ontap_nas [GiHS A unmanaged volume:

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o fom— - Fomm -
fom - o e fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fomm e
Fommcmmomo= B e Fommcomo= oo +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad-b052-423b-80d4-8fb491aldaz22 | online | false |
o Fomm - Fomm -
fom - o fom e +

{#F PVC ;35H) ONTAP NAS =l
UTFRAERINEER PVC ERENFEETIEREE S,
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RES

T RBIMELE 81abcb27-ea63-49bb-b606-0a5315ac5f21 BANFRA “ontap volumel HI
1GiB ‘ontap-nas &, fEF PVC ARIKE T RWO ihaiER:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <managed-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap volumel"
trident.netapp.io/importBackendUUID: "8labcb27-ea63-49bb-b606-
0a5315acb5f21"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

FREE

LUITFRGIER PVC 3B MIgiH 34abcb27-ea63-49bb-b606-0a5315ac5£34 S ANRA “ontap-
volume2 'Y 1Gi ‘ontap-nas %, FI&E RWO ARIEL:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <umanaged-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap-volume2"
trident.netapp.io/importBackendUUID: "34abcb27-ea63-49bb-b606-
0ab5315ac5f34"
trident.netapp.io/notManaged: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

219



ONTAP SAN

Trident 235 ontap-san (iISCSI. NVMe/TCP #1 FC) #0 “ontap-san-economy IRohizF#1TES No
Trident ATLAS AN B E 8 LUN B9 ONTAP SAN FlexVol %, X5 “ontap-san IKEhi2F—2, ZRhiEFENE
™ PVC 83— FlexVol &, }7E FlexVol A EIE—1 LUN, Trident &\ FlexVol EHEEHS PVC E X418
XBE, Trident AJIAS ANEE % LUN BY “ontap-san-economy %,

UTFREERTHIRSANREENFRES:
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HES
WFHEES, Trident 235 FlexVol HEEARZ A pve-<uuid> &R, FHI§ FlexVol EHH) LUN EdZ A

1unOo

UTRBISNFET ontap_san_default [GiHHY ontap-san-managed FlexVol volume:

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-

basic-import.yaml -n trident -d

e F————— o
o o t——— o +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e o -
e e - e +
| pvc-doeedf54-4e40-4454-92fd-d00fc228d74a | 20 MiB | basic |
block | ¢cd394786-ddd5-4470-adc3-10c5cedca’757 | online | true |
e e o
t——— o +——— o +

ZESL

BUFRBITE ontap san [EiHS N unmanaged example volume:

R

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
Fommmmmmmmomeososorrenosmemereme oo me oo Frommmmomos Fomcmmemememonos
Fommemmomo= B e Focmcomo= oo +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommcmcosososososrsros oo esCe T Ce e S e S e Fososmsmss Fomosmsososssoss
Pommmmmmm== o memes e e s s s s Fommmmm== o= +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759£555a | online | false |
Fommmmmmemsmssesese s s s s s e o= e
Fommmomomme Fommememerossrsreemenessosoeseoomomoms Fomomomme Fommomomos +

1&B9 LUN BRE4EI5 Kubernetes 7552 IQN % IQN 89 igroup, MLATRAIFRT, SBWEIEIR: LuN

already mapped to initiator(s) in this group. EEEMIFREENEHECEMET LUN UE NS,
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3

iscsi linux ign.1994-05.com.redhat:4c2elcf35e0
unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

Element

Trident 323%F NetApp Element 2441 NetApp HCI &8N\, {#H “solidfire-san’ IXEHFERF,

@ Element KiEFFHEENER. B, WRFEEERER, Trident:REIFEIR, (FA—ThiE
RITE, BREZE, REE—NER, ARSARENS,.

LU FRBNEES element_default §\ “element-managed %,

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

fos=ssss=s=ssscsessssssssosossssssss==ssa=s femem==== R e
e e e e e e e e e D e fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o e et fomm -
frems=m=m==s femeosesesssssss e s s s s s o s R fremememm=s I
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9¢c42-e38e58301c49 | online | true |
fossssssssss s e se s s oses oo sssssss s s R fomsmessmeaae==
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

Azure NetApp Files

Trident 235 “azure-netapp-files IKENIEFHITESF No

@ EEZ N Azure NetApp Files &, 15BTHERRIFIRE, ERERENSHERE :/ ZENW
. Flan, WNREHIFN 10.0.0.2:/importvoll, NFEEFEN importvolle

TR EGIR azurenetappfiles 40517 ES|AN— “azure-netapp-files' &, BHEN
“importvolle
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tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

fos=ssss=s=ssscsessssssssosossssssss==ssa=s fememe===s e
e e e e e e e e e e fro— e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e e e e e e e e ) fro— e s e
frems=m=m==s fremeoeesessssse e s e s s s o s R fremememm=s I
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3ad4ab | 100 GiB | anf-storage |
file | 1c01274£-d94b-44a3-98a3-04c953c9%a5le | online | true |

fossssssssss s e se s s oses oo sssssss s s e fememesmmeeeaa=
femm======a femessesessss s e e se s e eessssaa s femm==== femememm== 4

Google Cloud NetApp Volumes
Trident S23F{# M "google-cloud-netapp-volumes IRTHIZEFHITEST N\
U RBTER backend-tbe-genvl LS AE testvoleasiaeastlo

tridentctl import volume backend-tbc-gcnvl "testvoleasiaeastl" -f < path-
to-pvc> -n trident

o e e e e e e e e S et

fom e o
oo S et +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
R S Rttt
it S Lt ittt
+——————— f—m—————— +

| pvc-a69cdal9-218c-4ca9-a9%941-aeal05dd1l3dcO0 | 10 GiB | gcnv-nfs-sc-
identity | file | 8¢cl1l8cdfl-0770-4bc0-bcc5-c6295fe6d837 | online | true
|

i S Gt

e —————— f—————————— e ——————
+——— f—— +

YRS TE—XIFEE, UTRGISAN google-cloud-netapp-volumes' & :
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tridentctl import volume backend-tbc-gcnvl
"projects/123456789100/1locations/asia-eastl-a/volumes/testvoleasiaeastl"
-f <path-to-pvc> -n trident

o fomm -
e R e et
fmm====== fememe==== 4

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
fossssssss=ssscscssssssssosossssssss=sssa=s fememe====

fm e e
e e +F

| pvc-a69cdal9-218c-4ca%-a9%41-aeal5ddl3dcO0 | 10 GiB | gcnv-nfs-sc-
identity | file | 8cl1l8cdfl-0770-4bcO0-bcc5-c6295fe6d837 | online | true
|

fossssssssssssesessssssasosossssssasssssass fememema=a

frosssssmeemes e from=mee==== frecsmeeem s m s s o s e e
fre=m====s fremmmeme=s WF
BREXEAMIFE

£/ Trident, EAILUAGIENEREEBEXNBITMITE. XEBTEIRAIESHIEMREY
EI#ERZEY Kubernetes FIR (PVC), XA LUTEGmERNTENXER, BFEIZEBEXER
MBEEXTE,; B, SABRENERIEEHFETER.
FraaZ Al
AEFNERANITEZF:

* BOE. SAMERE

* XF ontap-nas-economy EIIER, RE Qtree BRIR T &R ITIER-

* XF ontap-san-economy REhFER, RH LUN BT E A TRENR.

PR
* BEXEBRNS ONTAP HIIRNIEFRE-

et = ontap-san. ontap-nas 0 ontap-nas-flexgroup RopiZEF A4 ZRFEEXIFE,

* BEXERMAERTUES.

AIEREREIXETH

* RATFRMERPEIEZTHMAESRE, WEHeIBFEAW. B2, WRERNARK, KiRERER
MRNEREE.

* HEERRREETHRMERMZE, FENZTER, TAMFHRMKXEENA UEZFIEIERS,
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ERBIMRIRMARE R R iR EC B
BILATEARF/E R A E X B TE X B &R
R BY

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"defaults": {
"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ
estName} "

by

"labels": {
"cluster": "ClusterA",
"PVC": "{{.volume.Namespace}} {{.volume.RequestName}}"
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Pool 51

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",

"username": "<admin>",

"password": "<password>",

"useREST": true,

"storage": [
{
"labels": {
"labelname": "labell",
"name": "{{ .volume.Name }}"

by
"defaults": {
"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels
1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by
{

"labels": {
"cluster": "label2",
"name": "{{ .volume.Name }}"

bo
"defaults": {
"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels
}} _{{ .volume.Namespace }} {{ .volume.RequestName }}"

}

A BRI

w1

"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name
.config.BackendName }}"

5l 2:
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"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""

FELZENER

1. WFESN, NEMEEEARERINTEN, 72EMTE. fI0:
{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}}o

2. WFREESN, BELEBEEIREXPIRESIE X HIEFFER.

3. Trident R3ZHrEAHATFIERISRAV)F1R1ER.

4. MNRBIRCEBEFEME—HEL, Trident FHANJLOFENFRFLUSIEE—ES,

5. Y1R NAS £ EMNBEX B KEBT 64 MFFRF, Trident FiRBMENGEANESG LS. WNTFABEHAM

ONTAP IK&pizfr, SIRERBIRIRE, NELIZIZRRK,

EimZTEHE NFS &
R Trident, ERILIIEEGRAZTEIFOESE, HE—INHZ N HEBIHRTEFHEZEE,

TridentVolumeReference CR AAIFEE— 1% Kubernetes 853 28] 2 @] £ = ReadWriteMany
(RWX) NFS %, It Kubernetes R&fRRAREEGLUTHE:

© ZAIRIEE, BREE
* IEATFFRE Trident NFS HBIREHIEFE
* K tridentctl SEMEMIEAM Kubernetes ThAE

ILEIRBE T 1 Kubernetes 852 Fial 2 (8]A9 NFS HHE,
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re

________________________

TVol €—p

=
3
2

.......................

O [
H

TridentVolumeReference
primary/pvci ;
B e e s T -7 Storage " Y i e e e P - 3
Volume
TRIENI]
RENANTEEAIEE NFS HHE,

BCEIR PVC LHES
BTEFMEERTIIEIR PVC FREvSEERIR.

I>

/ED

a

BEFEERmZ T EFEIZE CR KRR
B RIEF B AT EE B TridentVolumeReference CR HITX R,

i
0O
3

£ Birm & FiEH Al TridentVolumeReference
Biren & TeIMER A E RI7 TridentVolumeReference CR LA3| AR PVC,

o ERirSHRTEITEEMNE PVC
Birtn 2 TEIFREERIEME PVC LIERAXBIR PVC BIEUETR,

B R B RS2 =8

ATHRZ2E, BEafTEAEZFRRGSIATEMEE. EHEERNBRaRTEFAENDENERE. &
SN EREERFP AT,
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p

1. BB FEFFEE: ERGATEFEE PVC (pvel), @BIFEH shareToNamespace 3if#, EF58
IRERRZTIE] (" namespace2) HEERINR,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident g PV MEGim NFS FfiEE.

o O] UERIES 2RISR PVC HERIZ M apR=iEl, i,
trident.netapp.io/shareToNamespace:
namespace?2, namespace3, namespaced,

@ © WA LA ~ HEEIFrEaR=IE. fld,

trident.netapp.io/shareToNamespace: *

o & LIFERYEHT PVC LLE & “shareToNamespace /%%,

2 *EREIER. *HREBISELEHMN RBAC, LUIEFEHITGRTRIFAIEETE R TiEF6IE
TridentVolumeReference CR BIFX R,

3. BiraATEIFIESE: EBirmBTEPeIES | BIREd & TE TridentVolumeReference CR pvclo

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. BYrmRTEFAEE . EBEFRHRTIE (namespace?2) FEIE— PVC (pvc2), FHfER shareFromPVC
ERRRIEEIR PVCo

229



kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

() B PVC AT RE TR PVC.

#R

Trident 32BXB 45 PVC L£BY “shareFromPVC /%, HEB1x PV I &G ECHNEEERNMNESE, 1%EE
I"]J_ PV # ;/}_ PV T_ﬁ%J\/ o E*T PVC *U PV J.LTjjJ_.E Q;BL-'_EO

BEFHZES

ERILIMERE Z N e R = RIHZRIE, Trident MR ReR R =B LERVIFRINIR, HRENHEZZENHM
R EEINIENIR. S5 RZENFE SR EEENIEREY, Trident ZMFFZE.

f#H tridentctl get BEHMNES
R [tridentctl SSHER, BrILUBTT get MYRREMNESE. BXIEFMEER, 188 tridentctl 7%
iprai

Usage:
tridentctl get [option]

FRig:
* “-h, --help: BB,
* ——parentOfSubordinate string: FEARFIIMBIFES,
* --subordinateOf string: FEBREIAENTE.
PRI
* Trident TIAFELE BARss B=RIEAHES, BRZERXGHESEMERERP LBEHZEHE.
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* EAEEEIIMIPR shareToNamespace "8 " shareFromNamespace " ;FREakflbx
‘TridentVolumeReference CR MR PVC MIARINIR. ERFEIARNIE, EA7MERME
PVC.

TEEMNBE ERITIRIR, =EMRE,

THREZER
ErRAEXEGRTEEHNNEZER:

* pin] "ERRTRIZEIRES. MEdRETENEIRRIREF .
* Y& "NetAppTV" EAYET.

EanR T E R ES

{EE Trident, Ea]LUERRERE— Kubernetes E£E¥NREMZ TEININE EHEIREBE
R TR

AIFE S
EREESZHE, BFREENBRERNVEEERH EABRENEFES.

() %5 ontap-san M ontap-nas RIS A S FEAE SERME. FRFRIEHE,

TRENI]
\%nﬁ ED_.I-.LR%%}EBEO

BoEiRE PVC LIEfEs
B R TRIFAEERFIAIRE PVC HBVEHERIANER,

e BFEEIRmE T EHEIE CR FIAR
HESIERIEFEITSZT G E S TridentVolumeReference CR HITNFRE,

e EEfFf B =EH I TridentVolumeReference
Birdn B =8I & 632 TridentVolumeReference CR LAS| & PVC,

o B Rz E R elEeZ PVC
Birss B TEINFIEEEIE PVC UMNIRE B =85 PVC,

=t T
HRERLM, BestatEsEEEsaTaaE. ENEERANEFHE ARG ENNERERE.
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BN TRPEEE T AR AR,

TR

1. RSB TEFFEE: ERMATIE (namespacel "HBI#E pvc (“pvel, @IFEH cloneToNamespace' ;¥
fi#, ®F5BirenR=TiE]( namespace2’ HE IR,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/cloneToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident B2 PV REGHTFES,

o BRI LUERIES £ RINTIRE PVC HERZ B =iEl. flul,
trident.netapp.io/cloneToNamespace:
namespace?2, namespace3, namespaceio,

@ ° WRILIMER ~ HERIFrEsRTIE. F,

trident.netapp.io/cloneToNamespace: *

o & LARERYEHT PVC LLEE “cloneToNamespace /%%,

2. EHEER. MRSIKELERN RBAC, LIRTFEMGRTEMEEEERGRATEFOIE
TridentVolumeReference CR BIIXfR(namespace2) o

3. BiraATEIFIEE: EBirmB=TEPeIES | BIREd & TEH TridentVolumeReference CR pvclo

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. BYrmRTEEE. EBEIRHRTIE (namespace2) HIiE— PVC (pvc2), {#H cloneFromPVC 5

232



cloneFromSnapshot, MM cloneFromNamespace ;EfERISE IR PVCo

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
annotations:
trident.netapp.io/cloneFromPVC: pvcl
trident.netapp.io/cloneFromNamespace: namespacel
name: pvc2
namespace: namespace2
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:
storage: 100Gi

PRI
* XFEHA ontap-nas-economy IRENFEFECER PVC, AZiFRIETE,

M8 SnapMirror Efl1%&

Trident ZF— 1N ER LIRS SMEEE LNBEMEZBNEEXR, BTFERIEUELLE
TRMEME. ERIUERAGETRNBENXZRENX (CRD), #i/ Trident Mirror
Relationship (TMR) E#1T7 LA T 121E:

- BlEE% (PVC) ZiEHEEER

* Mikss 2 EREGE R

- HETEGRER

CETREIEN (HKEETS) HRIEIRA RS

* BITRIFATZR MER BB TTIREEIR (TR RIRERFE RS T A5 HRia)

EHFRFS
TRz E, IBAERER AT IREF:

ONTAP &£
* Trident: Trident 7 22.10 S EShRASAINEFE T ER ONTAP {EAEIHAYEF Bir Kubernetes 8% |,

* WELE: TR BT ONTAP 58 B A RHUERIPIRSIEIRY ONTAP SnapMirror ¥ RIIE, BX
EAEE, 2N "ONTAP FfY SnapMirror FFAIHEAR",

M ONTAP 9.10.1 FF45, FRBETFRIIEARLL NetApp WFAIIESXHF (NLF) IZIUALMY, &XH—ERZ 1M IIEER
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BN, BXRFEAER, 1HEI "ONTAP One MimHHIFFRTIE"

@ {X£3F SnapMirror SF 1R,

XF
* EBEF] SVM: A3 F ONTAP EfiEfaik. BXIFMES, 1BSM "S54 SVM XWERA"

(D) WERERD ONTAP EB 2 IS IR RN ERI SYM SHRHE—H.

* Trident ¥ SVM: Mg SVM el T BAir&EEE LY Trident,

25 1:E iz

NetApp Trident S25F 3 HH L FIRohAZ = 2 HFRVTFEZERY NetApp SnapMirror IR ARA#1TEEFI: ontap-nas:
NFS ontap-san: iSCS| ontap-san: FC ontap-san: NVMe/TCP (FEE&{f ONTAP ks 9.15.1)

@ ASA 12 ZAEARLIFER SnapMirror #1TEEH, BX ASAR2 ZEMEER, 15BN "TH2 ASA
r2 IFERS"

SIEEHE B PVC
BB T L BHER CRD RAIEFEM _LEZELBTEGEXR.

B
1. £3 Kubernetes &8 FHITUTH E:
a. {8 trident.netapp.io/replication: true BB StorageClass F1 %o

Tl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "nfs"

trident.netapp.io/replication: "true"

b. {5 HIBIZEM StorageClass B PVC,
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Nl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

C. {ERAZs#{5 B 87 MirrorRelationship CRo

Nl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:

- localPVCName: csi-nas

'El'rident RENERNERE BEAENYHRIEUERIP (DP) IR, FASEZT MirrorRelationship BY status &
Lo

d. $XBY TridentMirrorRelationship CR LAFXEX PVC HIRIEZRE FRFT SVMo

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
generation: 1
spec:
state: promoted
volumeMappings:
- localPVCName: csi-nas
status:
conditions:
- state: promoted
localVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
localPVCName: csi-nas
observedGeneration: 1

2. {B1E44Bh Kubernetes 585 EITUUTHE:
a. {#H trident.netapp.io/replication: true £ 8/## StorageClass.

Nl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

trident.netapp.io/replication: true

b. B3 E S BIRFIR{SE B M MirrorRelationship CR,

Nl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas
remoteVolumeHandle:
"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
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Trident B eIEZ— M EEEBEEXRRIEZTR (2 ONTAP ZRAE) B SnapMirror % R FHXMEFHITHIIA

o

C. {ERAIRIZER StorageClass BlI7 PVC L7z 2H%#B) (SnapMirror BR) o
NG|

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

Trident 3§10 TridentMirrorRelationship CRD, MR XRARTEE, NMTLEtIESE, MNMREFELXEA
, Trident $Ha{FIS# FlexVol H#HE 5 MirrorRelationship F1E X FIITIE SVM XZH) SVM L,
EEFIRE

Trident $8f&%%& (TMR) 2% PVC ZEIEHIXAZM—IHA CRD, Bix TMR B— MR, ©&ikF Trident Fr
EHREZRM 4. BIF TMR BEELUTRE:

* Established: 7l PVC BRGXRZANETE, X2—MHHNXR,
* Promoted: Zsih PVC 2 ReadWrite BAIEHR, BaSEHRGEXEZEN.
* BEMEIL: &5 PVC BIRGXAZNBNE, et T ZBEGRXEP,
c NRBFESREZEEEEFEXRR, WNMFERASEMEILNRES, BNEsBEBIENRR.
c NREUFIRSREILXR, WEMBIDRSIEEK,
it RN RS F5 R B F 5B PVC
7E5#B) Kubernetes 585 FHITU T E:
* ¥ TridentMirrorRelationship B9 spec.state FEREHT A promotedo
EIHRIAVE PSR A HR a3 5@ Bh PVC
EiHRIAErERRTE EF8) HAiEl, BRITIU TS BREFALEE) PVC:
$IE
1. 7% Kubernetes 8% £, G PVC BIIRER, HEFFOIERE,
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2. 7% Kubernetes &&% F, 6lZ Snapshotinfo CR LAFKEXASRIFAE R,
AN

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. 7E4#Bh Kubernetes 8% F, J% TridentMirrorRelationship CR By spec.state FE&E# 5 promoted, 1%
spec.promotedSnapshotHandle B 71REERY internalName,

4. 7T54Bh Kubernetes ££8% I, i TridentMirrorRelationship BIRZS (status.state FE&) 9 promoteds

WERBEMERGRR
EMERERRZE, BEREFAHEEXRRN—N.

p

1. 7E34B) Kubernetes ££8% I, iBMIREH T TridentMirrorRelationship £/ spec.remoteVolumeHandle FE&
HIE,

2. {£%#Bh Kubernetes 8% I, ¥ TridentMirrorRelationship B9 spec.mirror FEEE A reestablisheds

Hihig(E
Trident SZFEHEMN — K& LRI LITIRE:

HEE PVC EFIFIFAVRE PVC
BRHEREE—1MNEE PVC M1—NRE PVC,

TE
1. NEEIIREEE) (B15) SEEMIBR PersistentVolumeClaim #1 TridentMirrorRelationship CRDo
2. NE CR) &E#FMIER TridentMirrorRelationship CRD,
3. EERIMFHEEY (BR) PVC HE (F) &8 LAl TridentMirrorRelationship CRD.
A&, E PVC ZUHiEh PVC BYR/N

PVC AJLAEREIFEA/), WMRBIEEBILFIA/, ONTAP KBz RAEM BT flexvolss
M PVC FffiirE !
ZMFRES], BESRHEBE LRITUTRIEZ—!

* MiFR%#EBN PVC _ERY MirrorRelationship, X&IFE §lX Ro
* I, I spec.state FEEE N promoteds
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kR PVC (SERIEHRE)
Trident WEEHIRY PVC, HAEZHMIFEZRRRERIX R,

ffiB% TMR
fpRIRE X Z—ME TMR £ FIRE TMR 7£ Trident SeRk bR Z BiiZIE R promoted IRZS. W1 IEFFMIFRAY
TMR BZF promoted IR, MAREFEMENRGXR, TMR EHEMER, Trident 224t PVC {&FH A

ReadWrite, IEMIFRIERER ONTAP dhzsith#AY SnapMirror TTEE. MNRIGREFRGXRDEALLE, TR
BHMNEGRXRN, KAERBHR established EEFIIRSHH TMR,

ONTAP BN BB G xR

BRXREIGEI URERTER, B LUER state: promoted B, “state: reestablished FEEE#FH X R, FEHITE
FREIE M ReadWrite BB, ERILUER promotedSnapshotHandle 87E B X 71518 R ZIBVRFE RER,

ONTAP BAREMREXRR

&R LUER CRD $#11T SnapMirror 5, ME Trident EIZEIES] ONTAP &8, BZ2FEUT
TridentActionMirrorUpdate & =015 :

Nl

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-Db

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state RIRT TridentActionMirrorUpdate CRD HIIXZS. ©RILUEXE Succeeded. In Progress &
Failed B9{&o

£/ CSl ifh
Trident R LGB ER "CSI iR INEEIEF M2 EF G EMIIN R Kubernetes SE8EHHAY

:IF_J'-Iﬁ\O
5%

fEF CSI #a#M08E, AILUMREXEM AR ESNHRRFIANTRINFE. N5, cREEE
Kubernetes EIEZSIBEBEMETXENT R, TRAUMIF—IKERANFRATAK, BalUIFRERIX
o ATETESXBEMFATFRHEES, Trident EA T CSI b,

JF4AT fi# CSI Topology THEE "Itb4b",

Kubernetes $Z (HRFIRAFHIEHERT:
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Y VolumeBindingMode‘iﬁ%?ﬂ ‘Immediate BY, Trident REXEEMHRIMNRFNER TEIES,
Bl pvc NSV EBEEHENNSEE, XEBHMIA VolumeBindingMode, EHATFAEGIMITIHINIER
&R, BIEIFASHREIITIER Pod NEAEZEK,

* ¥ volumeBindingMode BN WaitForFirstConsumer Bf, PVC BY Persistent Volume BYEIZEFL0E
SWIEIR, HENEMZ PVC B pod #RIAEMNGIE, @EXMAN, CIEMNEHLUKEHRINERFIEEIIE
B4R,

@ The WaitForFirstConsumer 4SERRREEIHHIMES, XAILIATTF CSI HHNHELER,

ERBE( 4
B CSI R, EREUTHS:

* IB1T "S2HERY Kubernetes HRZs" B9 Kubernetes 58%

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1e4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99dt",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

c RPN R NEBSIAEINEA (topology . kubernetes.io/region
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

TE A SIEAIRBAIIEE
Trident ZiE/RIHA LUK AR T A REKIEAE RZEMEES, 1M amEa UEHF—1AE

“supportedTopologies R, ZIRFTRZ ZIFHXIFAMX TR, N FEAILLEFIRBY StorageClasses, RETE

SFEFRIMX/ KIS I ERIN AIEFIEKET, 4 =eIZ2E.

TR EimE X
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YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl
managementLIF: 192.168.27.5

svm: iscsi svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.
topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.

JSON

"version": 1,

"storageDriverName":

io/region: us-eastl
io/zone: us-eastl-a
io/region: us-eastl
io/zone: us-eastl-b

ontap-san",

"backendName": "san-backend-us-eastl",

"managementLIF": "192.

"svm": "iscsi svm",

"username": "admin",

168.27.5",

"password": "password",

"supportedTopologies":
{

[

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-a"

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-b"

supportedTopologies AFAENEREEKIFMAIAXNGR, XLEXIFHM A BX KRR
() 14 StorageClass SR IR ETIR, 3T Q& EHIFHIKEABEFEH
StorageClasses, Trident 21E/5ix L EIES,

BOAT AT NMEFEMEN supportedTopologies, IBEIATRA:
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version: 1
storageDriverName:
backendName:
managementLIF:
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes
topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.
storage:
- labels:

ontap—-nas
nas-backend-us-centrall
172.16.238.5

.1o0/region: us-centrall

io/zone: us-centrall-a
io/region: us-centrall

io/zone: us-centrall-b

workload: production

supportedTopologies:

- topology.kubernetes.
topology.kubernetes.

- labels:
workload: dev
supportedTopologies:

- topology.kubernetes.
topology.kubernetes.

io/zone:

io/zone:

io/region: us-centrall
us-centrall-a

io/region: us-centrall
us—-centrall-b

EURBIF, region M zone IMERAREFEMMEIUE. topology.kubernetes.io/region
topology.kubernetes.io/zone &7 A] LAMBP R F A FE M,

$I8 2. EXIRINEFA StorageClasses

RIER ML RE P T REVIRIMESE,

BEIUUTRA:

StorageClasses AJLAE X A EEHIMEE,
HITEfEM, UKREILER Trident EEBEMEMN T RFE

X HE FE PVC IERIRIEIRN
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io
volumeBindingMode: WaitForFirstConsumer
allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a
- us-eastl-b
- key: topology.kubernetes.io/region
values:
- us-eastl
parameters:
fsType: extd

£ LR tAY StorageClass XA, volumeBindingMode IREN WaitForFirstConsumero, fEAIL
StorageClass 153KBY PVC 7£ pod 5| HZBIASHHIT. HH, allowedTopologies IREEFAMXKIZH
HX, netapp-san-us-eastl StorageClass 7E_EEENH san-backend-us-eastl ik LEIE PVC,

S8 3: SIEMER PVC
Bl# StorageClass FFEME ZFimaE, EIMEALULIE PVC,

BELLTRA spec:

kind: PersistentVolumeClaim
apiVersion: vl
metadata: null
name: pvc-san
spec: null
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERLERBIE PVC SR TER:
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

B{E Trident SIBEHFHELEEI PVC, 157 Pod FERA PVC, IS ML TRA!:
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apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

X4 podSpec 87~ Kubernetes 1£ us-east1 KIFHT R EEE pod, HM us-eastl-a T us-eastl-b
A A X AAEEA T AP TR,

BESHL TR
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

BHERIULEE supportedTopologies

B BT FEERNGLR, UEE supportedTopologies f# /8 “tridentctl backend update' B9%|R. XA EMH
BEEENS, XATREL PVC,
EREZER

c "EERSHNER

* "nodeSelector"

* R R RAIE"

* BRI

HA % (PV) MY Kubernetes BRI 1FEMBT B S EIZS, Er] LRI Trident RIZER
ERVRIR, S NTE Trident IMERCIERVRIR, MIIBEREBEIERE, HMIREDHIREELH

i75%)
‘ontap-nas’. ~ontap-nas-flexgroup .« ~ontap-san’ . ~ontap-san-economy .
‘solidfire-san’. ‘azure-netapp-files' M ‘google-cloud-netapp-volumes’

2 ST IRER

Froaz a0
WA BIMEPREBITHIZZFM EE N ZRENX (CRD) A 8EFEARER, X2 Kubernetes w1iF2saVERSR (140
: Kubeadm. GKE. OpenShift) o

WNRIER Kubernetes KIThR A EIEIRIRITHIZZHM CRD, BEH B EEREEFIZE).

() MR GKE FEPORERERE, BMRRREHS. OKE RN ENIRREEHS

247


https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/configuration/manage-resources-containers/
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#nodeselector
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/assign-pod-node/#affinity-and-anti-affinity
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/
https://kubernetes.io/docs/concepts/scheduling-eviction/taint-and-toleration/

BIEERE

g
1. BI— volumeSnapshotClass. BXIFMER, FEM "VolumeSnapshotClass's

° driver ¥8M@ Trident CSI IXoHIEF.

° deletionPolicy RAILAAI Delete '3 ‘Retaino. HIZE 'Retain’BY, BIEMIBR "VolumeSnapshot®
WR, BEREFEERE LNREYIEIRE,

Nl

cat snap-sc.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: csi-snapclass
driver: csi.trident.netapp.io

deletionPolicy: Delete

2. BIEME PVC HIIREE,
Al
° IRFIGIEIA PVC BIIREE,

cat snap.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

o HbRBIARA pvel B pvc RIEEBREBIR, REBIBFFKEN pvcl-snap. VolumeSnapshot
EF PVC, FH5FRTFEFRIREER VolumeSnapshotContent 3R AHXEL,
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kubectl create -f snap.yaml
volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created

kubectl get volumesnapshots
NAME AGE
pvcl-snap 50s

o BRI LB IR volumeSnapshotContent “I&REKIRAI “pvcl-snap VolumeSnapshot,
*Snapshot Content Name #RiR 7 I IRFRIR AR S5 HY VolumeSnapshotContent 315, ‘Ready To Use'$
HRTIREBA BTN PVC,

kubectl describe volumesnapshots pvcl-snap

Name: pvcl-snap
Namespace: default
Spec:
Snapshot Class Name: pvcl-snap
Snapshot Content Name: snapcontent-e8d8a0ca-9826-11e9-9807-
525400£3£660
Source:
API Group:
Kind: PersistentVolumeClaim
Name: pvcl
Status:
Creation Time: 2019-06-26T15:27:29%
Ready To Use: true
Restore Size: 3Gi
M tREOIE PVC

1&B] LUEA “dataSource Bll3 PVC, ER®& A "<pvc-name>"#J VolumeSnapshot fERNEEETR. B PVC &,
BRI LUEREE] pod HEEREM PVC —#E R,

@ PVC BESEEHENEEEIRE, 587 "KB: T AEZAGIEM Trident PVC HREBEIZE
PVC",

U TREIER pvel-snap fEAEIRIREEIE PVC,

cat pvc-from-snap.yaml
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

SANERE

Trident 25 "Kubernetes Fl1& Snapshot Jifz" BEFHEIEREEIEEIE volumeSnapshotContent WRHSFA
7£ Trident JMERBIFEAVIRER,

Fraa 2 fi
Trident B BIBHIFNREBRIIRE,
il
1. EBEIER: SESIBEmRIEMN volumeSnapshotContent MR, XIFRBEH Trident RAYIREE T 1EH.

° ¥ annotations FMEIHIRBIRZRFRIEEN trident .netapp.io/internalSnapshotName:
<"backend-snapshot—-name">,

° 7f <name-of-parent-volume-in-trident>/<volume-snapshot-content-name>"HIgE
‘snapshotHandle, XEIMNPIRIBIZEFTE ListSnapshots AR HELE Trident IHE—E Bo

@ HTF CR &5 & PRHl, <volumeSnapshotContentName> Fo AIRAR LA fFiRIRIRRA TR,

AN
UITFRBIEIE— VvolumeSnapshotContent "R, ZMNRSIARBIHRIE " snap-01.
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content-name>
volumeSnapshotRef:
name: import-snap

namespace: default

2. EBEIER: E5|H volumeSnapshot ' XW&RM “VolumeSnapshotContent CR, XIFIERIEISE R
L =8| fEA “VolumeSnapshot YA 842 R,

Nl

LITFRFIRIET —1 VolumeSnapshot *&A “import-snap B crR, H5|ATHEN " import-snap-
content 'Y ‘VolumeSnapshotContento

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. NEPAME (EFHITEMIRIE) © SMERIRERZHINFIFBIEERY VolumeSnapshotContent‘#igﬁ'
‘ListSnapshots @M. Trident BJ# TridentSnapshoto

° JMERIRERBZRE VolumeSnapshotContent KB N readyToUse, f VolumeSnapshot IZEN
trueo

° Trident 1R[8] readyToUse=trues

4 FEAEPF: i PersistentVolumeClaim’ BAS|AHT “VolumeSnapshot, HM spec.dataSource
(2 spec.dataSourceRef) BAFEE VolumeSnapshot &R,

Nl
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LITFRfIeiET—1 PVC, 5|F®& VvolumeSnapshot "B " import-snapo

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

fERREIRE SLE

ZINBE R T2 snapshot BR, LUE#HEEMA ontap-nas'# “ontap-nas-economy IR FELENEHNRAFHES
. BH .snapshot B RUUBEZMREBIRE LR,

EFREIRERILR ONTAP CLI B ERRE S aTIRBAHIERIVIRE.

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

() FEREEZHN, SEENEERE, RRRBEIAEHSMBRENELE SR,

MIRER AT R

Trident € TridentActionSnapshotRestore (TASR) CR {2HIRIRMFLMEMREINEE, Itk CR fEAHS
Kubernetes &1, TFIRIERMEFRSIFEEFT,

THdentEﬂ%{fontap—san\ ontap-san-economy. ontap-nas. ontap-nas-flexgroup. azure-
netapp-files. google-cloud-netapp-volumes # solidfire-san WEhiEF LIRERE,

Faz Al
A BHER PVC M A ARNEIRER,

* 1IN PVC REESE.

kubectl get pvc
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* BWIEERIBES AT UER.

kubectl get vs

p

1. 8l TASR CR. Utt7R=f59 PVC pvel F#&IRER “pvci-snapshot & CRo

@ TASR CR A F1F7E PVC # VS BYan

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

2. W CR MIREBHRE, IR MIREBHFIESR pvelo

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

“

Trident MIRBRFIRE EiE. LRI LAINIIERIREFIRE

kubectl get tasr -o yaml

253



apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: trident-snap

namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:342"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

resourceVersion: ""

* ERZHIERT, HIHEER, Trident A BEMERIENE. BREBINITILIREF.

@ * SRBEEERAIGRNE Kubernetes AF RJREEE BB RN FINRA e HN AiEFm & TiEH
2172 TASR CR,

MR EA REXIRIZEY PV
PR R A XEXIRIBAIKA SR, HHEAY Trident EREFA"MERIRT"> MBRERIRLUMER Trident o

HEEIRERITH 23
SNRERY Kubernetes KIThR A ELEIRIRIEHIZEH CRD, ERILURIUTAXEEENT.

p
1. gIEHMRER CRD,

cat snapshot-setup.sh
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#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. QIEZIRERITHIRR,

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

@ WEME, EFTFF deploy/kubernetes/snapshot-controller/rbac-snapshot-controller.yaml' 3
B ¥ ‘namespace EIf&BIE R =80

ESSE
R

* "VolumeSnapshotClass"

R IBELH IRER

BHAE (PV) B9 Kubernetes &4H1REE NetApp Trident 12T QIR ZNEIREE (—HABIR
B2) BYIhRE, WEAMRBRRIERE—TESBBENZNENEZ,

@ VolumeGroupSnapshot & Kubernetes F7H beta API By beta IhEE, Kubernetes 1.32 &
VolumeGroupSnapshot Fi &M SRRk Ao

BIEEHRR
A TR A B A IRIR
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* ontap-san WENFEFR - fOEATF iSCSI M FC ¥, FERTF NVMe/TCP #M¥,
* ontap-san-economy - {G&AF iSCSI il

®* ontap—-nas
() NetApp ASAr2 5 AFX TERA RS BAMRR.

Feaz i
* JBHRRIER Kubernetes k<79 K8s 1.32 S E = hr 2,
* WIMBEHIMNPIRIBIESIZSF B E X FRIBRE X (CRD) A BEEAIRIE, X2 Kubernetes #rH28AYERTT (5130
: Kubeadm. GKE. OpenShift) o

YNRIEHY Kubernetes KIThRANELIEIMEPIRIRIZHIZEM CRD, 1521 [EIE G RIRIZHIZE

@ WRE GKE IMEHRIEIREEAHAIRR, B7EIRREBITHIZE. GKE FEAENEEIRRE
Hl28,

* IEIRERITHIZE YAML A, & cSIVolumeGroupSnapshot THEEI IERE A 'true', LUBRBHESHRE,

* FRIBEAREBZ Gt EPIREHIRIEE,

* HfRFAE PVC/IEERER— SVM L, LUEBEEEIRE VolumeGroupSnapshot,

p

* 728l VolumeGroupSnapshot Z i, 7t8I# VolumeGroupSnapshotClass, EXEZIER, 1
i%)"VolumeGroupSnapshotClass"s

Pl
W

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

* ERNEFELIZEBFRBITER PVC, SRXEFEZRNZIME PVC,

LURRBIER pvel-group-snap {EAEIBIRFAITE consistentGroupSnapshot: groupA Bl
PVC, RIBENERE XITEENE,
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../trident-reference/objects.html#kubernetes-volumegroupsnapshotclass-objects

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl-group-snap
labels:
consistentGroupSnapshot: groupA
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Mi
storageClassName: scl-1

* QI BEBEHEIFE (consistentGroupSnapshot: groupA B VolumeGroupSnapshot, ZIR&ETE PVC

FRIEE.
LRGSR EARER

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshot
metadata:

name: "vgsl"

namespace: trident
spec:

volumeGroupSnapshotClassName: csi-group-snap-class

source:

selector:
matchLabels:
consistentGroupSnapshot: groupA

fERARRIREEHRE

&A] LUERYES Volume Group Snapshot —&B43 GlIFERY BB MRERRIME B 1™ Persistent Volume, &7

Volume Group Snapshot fEA— N EALETTIRE.

EAERIRIER ONTAP CLI (&R R ZESATIRIERIERIVRT.

=

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot

vol3 snap_ archive

() FEREESN, SEERNEERE, ERRBEIAEHERERMNERE X,
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MIRERMIERE

Trident 8 TridentActionSnapshotRestore (TASR) CR {2t RERAIFLME IR E IHEE, It CR EA&GH<SR
Kubernetes &1, EIRIERMEAFAIFEFT.

BEXFAGER, BB "MWREMHIERSE",

MIBREAE REXARERRY PV
PR B IRIRAT

18] LAZ{RMIBR VolumeGroupSnapshots, A EMIbReAHAYE MR,

WRIETFTEIZ PersistentVolume FYIREBEIIER PersistentVolumes, Trident &3§1%&#% 503 deleting” RS
, HAGTEMBRRE, 7aeLetibRrizE.

ZD%E@FH%@TJ&E@@UE%B%, REERFRZAE, WRFRRERDERE, FEETHIFD ZRTER PR
2H,

ERE L RIBIT IS
WNERER Kubernetes RIThRABIEIRIBITHIZEAN CRD, ErJLURUTARIBEEN .

p

1.

B EMRER CRD,

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotcl
asses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotco
ntents.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshots.
yaml

2. gl RARIEHER,
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kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

@ WEME, EFTF deploy/kubernetes/snapshot-controller/rbac-snapshot-controller.yaml 3
B "namespace BIERE R =8,

(EE ST
* "VolumeGroupSnapshotClass"

* "EHRE"
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EIEFUSEE Trident
4% Trident

4% Trident

M 24.02 R FF48, Trident BEEENENAH TSR, BMNEHBEAG=ZNEERET. B
?ﬁH&ZK%BLiT_ SeEihRARRA F, HIZHEINEE. MEEigoa. BiRBEMIUH, FIE
WRgFEZE/DAHLE—Kx, LUFIA Trident FAIEFTIHEE,

FRFIREEEIN
HEEISHAR Trident B, HEELUTEIN:

* TELATERY Kubernetes SE8¥HRIPRE an & TP N {X L2 — Trident 32451,
* Trident 23.07 XESIRAEE v1 HIREB, FBEZHF alpha 2 beta REE,

* FHRES, IBESMRM Trident HHRY parameter. fsType HH) “StorageClasseso ERJLUMIFRFIERT
832 StorageClasses MAS M LRIFEENE,

° XEIRFEIIT "L 2 LT SAN HRIE K,

> sample input BRB& R, B4 storage-class-basic.yaml.templ # storage-class-
bronze-default.yamlo

s BXIFAER, BEHEEANEE",

TEA ERE—ThRE

Trident A< EEE T BEIRY "YY.MM np%é’\JE, HApYY" BEMIREMAET, "MM'ZR . RIR4EE
YYMMXAE, HER"X"E4T R, EOFRIEEARNRAEEEAREIRIRE,

s O U EEAREIRERASHIYMEASE ORBE R Birhds. Fi0, EaJLIEEZEM 24.06 (FE(T 24.06
dot kikas) F+4RZE| 25.06,

* NBREBEMOEREOZINIRAHITHE, BRITZTBEAR. FEREEMN EEFRA " FHRIIFRIREFH
FKEEEMAHEONRMARD. 530, WNREZITHE 23.07 HHEAHLE] 25.06:

a. BRM 23.07 F&E 24.06,
b. SAIG M 24.06 F&Zl 25.06,

£ OpenShift Container Platform _E{F R Trident I2{ERFLRES, NALKE Trident 21.01.1 HES
(D k. BE21.01.0 K789 Trident 1BERBA— B 21.01.1 PEENEMTE, XTSI
52, BB "1 GitHub ERRIFFHER",

TR 2. BERIBRES X
EMWE LRV AT L Trident RIRZS:

1. {8 kubectl get pods -n trident &% pod,
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° WNRGHIRIERM, NIEE Trident 2 tridentctl KEM,
° YNERA operator pod, Trident 2fEF Trident operator FEZFER Helm R/,
2. NREGIRIER pod, EEMA kubectl describe torc RMEREHEA Helm LE 7T Tridento
° WIRE Helm #7%, NEA Trident @fEA Helm &3EHY,
° WFRKHE Helm 1525, MIEMA Trident RERFohZEE Tridents,

TR 3. mE—MARTGE

—RKE, ENIZER ST =BRNGARTHE, BEALEREGAZERZE F4k Trident B #fH
pris =

* "{F Trident 2{EGHFHITHLK"

BRI EHE R operator FHR 2 AIEE" T 2 operator FHE BT,

5/ operator #H{THE
T f# operator R T1EFIZ

7E{EF Trident 2ERFALK Trident 281, BNIZ T BASIEPLRENGE TR, XAiE
3t Trident 1588, 1T5I88 Pod AT &= Pod LUNB R EFHIT 5 DaemonSet FE
B8

Trident 12{ERFAREIE

REFNFK Trident IR Z £ Trident mERFAVITFLL" 2 — B5HI2 Trident 1 Kubernetes W&, MASH
KB EEH S, BEXMAI, Trident AJLUZIFEENIIEHE, HARIEH" 552, Trident IRIEFE
F5 Kubernetes SE£Efi#{TiBISLL:

IR FH E B3 Trident Controller ZBE 175 5= DaemonSet,
* 3% Trident Controller Pod 1 Trident Node Pod &1 A%k 4s,
° MNETRKREH, VWARPELEEHERT =
> JHI51T Trident Node Pod BT R A BEIEEH B,

% Kubernetes 8 FBY Trident Z2HIMES(EE, B Trident 22477,
Operator AR TER

£ Trident ${ER BohFLRET:

1. Trident I&1ERA:
a. KM ETLEER Trident AR (version n) o
b. E#FE Kubernetes 3%, 3% CRD. RBAC # Trident SVC,
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C. fIBRkRZS n BY Trident Controller Zp&,
d. J9hRZs n+1 B3 Trident Controller 2B&,
2. Kubernetes /3 n+1 8l Trident Controller Pod.
3. Trident }&ER:
a. fifx n B9 Trident F35% DaemonSet, IEERAFFT = Pod &1k,
b. 73 n+1 I Trident 5 R<FIPHIZEE,

4. Kubernetes 7£iz1T Trident Node Pod n B9 = _E 813 Trident Node Pod, XAIHFR— 1T m EAEEZ
F—MME[ARZSBY Trident Node Pod,

{EF Trident $2{ER L Helm F+4% Trident 2%

e LUEA Trident 12{ERFohelEA Helm AR Trident, ERILLM Trident 1R{ERLEFH
MHEB— Trident IRER I, M “tridentctl’ ZEFALKE] Trident IRIERRA. TFHEK
Trident 2 ERZEZHI, BEE"EEHRTE"

FRFohLE

Eo] UM EBESEEIA/ Trident 12{FRLEALREI S —MEESCEND Trident I#{ERLEE, FiE Trident HRAED
EREESTEISER.

@ ENFERAGRTESEEIEER (kids 20.07 £ 20.10) REH Trident #THE, EER "ERE
HYRRZS" hrZSBY Trident FHERi5EA,

EFIES
Trident Jef® 7 — MR, FIHATFLERERHNERN Kubernetes A< BIIiZ XEXRIFT R,

* X FIz1T Kubernetes 1.24 BYEEE$, 151E M "bundle_pre_1_25.yaml",
* XFIE1T Kubernetes 1.25 XEShRZASHIEEE, &R "bundle_post_1_25.yaml",

FFoaz Bl
ERFRERNRETIET "S21E0 Kubernetes i " B9 Kubernetes ££8%,

iz
1. IGIFIERY Trident ks :

./tridentctl -n trident version

2. FREALTINMA (FI9025.06) BEMRFMEGRFUARERIZEIEEH operator. yaml.
tridentorchestrator cr.yaml M post 1 25 bundle.yamlo

3. MIBRFFREZAT Trident SEBIRY Trident 4&1F5. BN, WMREM 25.02 F4E, BETUTHL:
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https://github.com/NetApp/trident/tree/stable/v25.02/deploy/bundle_pre_1_25.yaml
https://github.com/NetApp/trident/tree/stable/v25.02/deploy/bundle_post_1_25.yaml

kubectl delete -f 25.02.0/trident-installer/deploy/<bundle.yaml> -n
trident

4. INRfEMA TridentOrchestrator BHBENXVIARE, MALIRIE TridentOrchestrator R LUE
LZESE, X NBEXIERISTERGRM Trident 1 CSI BE MR BAIAR B E 55 E MEHIEY
AR AV E L

5. FRESTIMENERIRSE YAML XH %% Trident, EA <bundle.yam/> 2
bundle pre 1 25.yaml 3 ‘bundle post 1 25.yaml, EEBURFER Kubernetes hitds, 50,
INRELRE Trident 25.06.0, HIEITUU TR

kubectl create -f 25.06.0/trident-installer/deploy/<bundle.yaml> -n
trident

6. YR8 Trident torc LIBIFEE R 25.06.0,

F4K Helm =&

] LAFHE Trident Helm Z23&,

TEBRET Trident BY Kubernetes SEBEM 1.24 FHEKE| 1.25 RE SR AT, HEH
values.yaml L% “excludePodSecurityPolicy i & /9 “true 804§ "--set
excludePodSecurityPolicy=true' 7xNZ ‘helm upgrade 88 <5, ARABEFRERE,

NREELNE Kubernetes EEBEM 1.24 AR E 1.25, TE&BF4K Trident helm, N helm FALREFEEK,. BT
helm 74k, BHITUT T BIEAT RS A

1. M https://github.com/helm/helm-mapkubeapis&3E helm-mapkubeapis &5
2. ERE Trident &R TIE)HXT Trident AR ITIRIZETT, XFIH T BEBRIE R,

helm mapkubeapis --dry-run trident --namespace trident

3. fEF3 helm HITTEEIZTTLUHITEE,

helm mapkubeapis trident --namespace trident

p

1. NREER Helm 257 Trident", f&RILUER “helm upgrade trident netapp-trident/trident-operator
--version 100.2506.0'—HFk, WNRELE RN Helm FHEESTEEREH#ITHE:

a. M "GitHub _EFY Assets Z853" T Eiax#HY Trident kRS,
b. i&fEF helm upgrade %, HF trident-operator-25.10.0.tgz RILEHRKFIRRRZS,
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helm upgrade <name> trident-operator-25.10.0.tgz

IREIEAR SRR E T EESGAT (HIS0 Trident F1 CSI $BBISTHAE. BEe
() B, 58 heln upgrade MYHMM —-set, LBRXEATOSERHRHS
i, BXEEEEEHBRIAE,

2. 1517 helm list UMIABIRMNBRSEEHR. 51T tridentctl logs UBEEBFEIRINHES.
M tridentctl REFALLE Trident $2{F5
FZEI UM “tridentctl REFHREIRFhRAH Trident #21ER. IMEMNGEHM PVC K BmHEI A,
@ YRR ETEZAE, BEE "ELELAZETH,
p7

1. FHEHH Trident kg7,

# Download the release required [25.10.0]

mkdir 25.10.0

cd 25.10.0

wget
https://github.com/NetApp/trident/releases/download/v25.10.0/trident-
installer-25.10.0.tar.gz

tar -xf trident-installer-25.10.0.tar.gz

cd trident-installer

2. MiEBEPEIE tridentorchestrator CRD,

kubectl create -f
deploy/crds/trident.netapp.io tridentorchestrators crd postl.l6.yaml

3. EA—m R = EIPEPEBEREREIZES.
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kubectl create -f deploy/<bundle-name.yaml>

serviceaccount/trident-operator created
clusterrole.rbac.authorization.k8s.io/trident-operator created
clusterrolebinding.rbac.authorization.k8s.io/trident-operator created
deployment.apps/trident-operator created
podsecuritypolicy.policy/tridentoperatorpods created

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE

trident-controller-79df798bdc-m79dc 6/6 Running 0 150d
trident-node-linux-xrst8 2/2 Running 0 150d
trident-operator-5574dbbc68-nthijv 1/1 Running 0 1m30s

4. 6l TridentOrchestrator CR LA&ZE Trident,

cat deploy/crds/tridentorchestrator cr.yaml
apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident

kubectl create -f deploy/crds/tridentorchestrator cr.yaml

#Examine the pods in the Trident namespace

NAME READY STATUS RESTARTS AGE
trident-csi-79df798bdc-m79dc 6/6 Running 0 1m
trident-csi-xrst8 2/2 Running 0 1lm
trident-operator-5574dbbc68-nthijv 1/1 Running 0 5m4ls

5. i\ Trident B A& EFNERRRZS

kubectl describe torc trident | grep Message -A 3

Message: Trident installed
Namespace: trident

Status: Installed
Version: v25.10.0
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{EH tridentctl 4%
AL tridentctl BMALIE Trident T3,

KTFUAES

ENEAEM L Trident lHE FHR. EHE Trident B, F=MBF Trident EPZEFEFIRY Persistent Volume Claim
(PVC) # Persistent Volume (PV)o BECER PV $E7E Trident BRANBSRIFAIA, Trident SSEMEBNIEAEL
HAlE) QI EERIE(T PVC EEE S

FFHaz Al
TE(ER tridentct HITHLR Z AT, 1B EEAR T E "B X,

p
1. 7£ “tridentct FIETTEIE S, UMIBRS Trident XEXRIPFREZIR, 18 CRD FMEXITRERIM

./tridentctl uninstall -n <namespace>

2. EFLE Trident, BB EH tridentctl Z2ZE Trident"s

()  FEEARTRE, BREEEFETRRL,

{£ A tridentctl EIF Trident

https://github.com/NetApp/trident/releases["Trident TEE" ] BIF
‘tridentctl® ®YTTEARER, ATFRERMHEN Trident HERIAGR, HBEEBNEN
Kubernetes FAPAIUERATEREZE Trident HEEEE Trident Pod HIGMBRZTIEL,

moMEe/InE
&R LUETT “tridentctl help' LAFREX “tridentctl BYR] a5, 304§ --help PrEMINNEE [ a5 < LURBUZEFE

i L HNETAIRESIR,
tridentctl [command] [--optional-flag]

Trident tridentctl SEAERXFUTHSHN2EINS.
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3

A
4

create

| Trident FRAIZE Ro

delete

M Trident BHIBR— P Z 1 E R

get
M Trident SRER—P e Z N E TR,

help
BRERELRIEER,
images

FTEN Trident EEM AR IRER,

import

BMEXRBESNE Trident,

install
L% Trident,

logs
$TED Trident 9B .

send

M Trident XiZ& R,

uninstall

ENEL Trident,

update
&K Trident RAYER,

update backend state
B EIRRE.

upgrade
FH4R Trident FREYZE R,

version

¥TED Trident BYRRZS,
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ESSLunls

-d, --debug
JENER

-h, --help
tridentctl HYEEED,

-k, -—kubeconfig string
IEEEAMEM — Kubernetes &85 25— MEEEIE1TETHY "KUBECONFIG E& 1,

@ &, SIS KUBECONFIG T2 LUISMRIFER Kubernetes 8%, HmIZ&EE A H

tridentctl A%,

-n, --namespace string

Trident ZREAYER R T8,

-0, ——output string

Mo jsonlyamliname|wide|ps Z— (BRIA) o

-s, --server string

Trident REST ## ORI,

@ B LUK Trident REST # O ENXIE 127.0.0.1 (BF IPv4) Z [:1] (BF IPv6) Tl
I AIARSS o

i L IR

create

A create SARAERIFRARE Tridento
tridentctl create [option]

IR

backend: [A] Trident FRI0/EiH.

il

fEF delete 885 M Trident FHIBE— P EHZ N E R
tridentctl delete [option]

2RI

backend: M Trident FfIBR— 2 MZEEE IR,
snapshot: M Trident FffilfR— e Z N EIRER,
storageclass:. M Trident BfIBRF— P THZNTFHEZE,
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volume: M Trident FfIfF—PHZ N EEE-
FREX
i get @M Trident FRER— P ZNER,
tridentctl get [option]

PRI

backend: M Trident JREX— N2 Z N EME SR,
snapshot: M Trident JREX—1 N ZPMRER,
storageclass: M Trident SREXR— 3 ZNEES,
volume: M Trident FKER—PEZ N5,

fric
-h, --help: HHIEEEN,
--parentOfSubordinate string: FEIERHIHMEIESE
--subordinateOf string: BEERHAENTE.

BR

£ “images #REFTEN Trident EEM A 2R IHIR K.
tridentctl images [flags]

FRid

-h, --help: & 5 %58,
-v, -—k8s-version string: Kubernetes E£&£MiE X hR 7S,

SNE
£ import volume SR AIEIBESFA Trident,
tridentctl import volume <backendName> <volumeName>

7%
volume, v
tric
-f, --filename string: YAML 3§ JSON PVC XH&HBYE&1Z,
-h, --help: HHIEEE,
--no-manage: X8I& PV/PVC, AERIGEEMELRREIE,
T

f#H install IR&EZEE Tridents,

tridentctl install [flags]

[flags]
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R

--autosupport-image string:. Autosupport Telemetry BB 2sM% (ERIAJ "netapp/trident

autosupport:<current-version>") .

--autosupport-proxy string. HF&IX Autosupport Telemetry BY{CIERYMIE IR

--enable-node-prep: ZRXEN R ELLREFRMFNREZFE,
--generate-custom-yaml: FERLREEFANBEIER FER YAML X
-h, --help: RE#HEH,

--http-request-timeout: & Trident $=HI28HY REST API BY HTTP iEKiEBRY (FXIAA 1m30s) o

--image-registry string: PIZFRRMGIEAZREVMIL/IRO,
--k8s-timeout duration: FiHE Kubernetes I£{ERVEERS (AL 3mOs) »

-—kubelet-dir string: kubelet AERREHNENGIE (BRIAS "Ivarllib/kubelet") o

--log-format string: Trident HEIEFEIETX (text. json) (FRIAS "text") o

--node-prep. f# Trident BEfZ /R Kubernetes EE¥MI T, LUERIEENEIEEEIMYEESE, Hal,
iscsi BM—2TFME. M OpenShift 4.19 14, IINEESIFAIRIK Trident hixdsJy 25.06.1,

--pv string: Trident fEFBYIERR PV IR FR, HEEREFEE (BEHAR "trident”) o

--pvc string: Trident fEFERYIBAR PVC IR FR, BEREREE (BRIAA "trident”) o
--silence-autosupport:. AEHGNIE autosupport I E&IXE] NetApp (BRIAST true) o

--silent: REHAEZRAAZH L.
--trident-image string. B&RZEH Trident MR&,

--k8s-api-gps: Kubernetes APl IEREVEFEIGEL (QPS) FRHI (BRIAJ 100; BIiE) .

--use-custom-yaml: FHATEERPEFENEMINE YAML X4,
--use-ipv6: A IPv6 #1T Trident &5,

logs

R logs tREITEN Trident EE,
tridentctl logs [flags]
Rig

-a, -—archive: BRIESEIEE, TNEIEESFIE BENZHEN.
-h, --help: BEEEEN,

-1, --log string: R/ Trident HE. trident|autoltrident-operator|all Z— (ZXIAJ "auto") o

--node string: MARURET &= pod HER Kubernetes T =% R
-p, -—previous: R E—1MRSBLFINWEE (WREE o
--sidecars: 3RBY sidecar B2sMIAE.

Kix
fEF send ¥ M Trident KiX &R,
tridentctl send [option]

IR
autosupport: ¥ Autosupport F1H&I1XE! NetAppo

iZ1E=1

f#H uninstall REEIE Trident,

tridentctl uninstall [flags]
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R
-h, --help: BXHHAIEEL,
--silent: TEEHEHHARIZAKRZH AL,

S
M update AL AMERN Trident RAYZ IR,
tridentctl update [option]

R

'~

backend: B Trident FEY S,

EHEIRRE
f£F3 update backend state SR AIERIIME FimiE(E,

tridentctl update backend state <backend-name> [flag]

REZENESR
* JNREHA TridentBackendConfig (tbc) BIEGim, MW EER backend. json XHEEMIZ/GiH.
* 90 "userState’ B1E tbc FIKE, MF/AER tridentctl update backend state <backend-name> --user

-state suspended/normal’ I:ﬁi/:}ﬁﬁ HITIEH

* BFEN the I E userState [FEMKSGIENY tridentctl REBERBES, BAM tbc HIFR
‘userState FE, XBLUER “kubectl edit tbc BYFKTEM. MR “userstate FEfE, &A]
VAR “tridentctl update backend state SRR ENEIRM “userStates

* f£F tridentctl update backend state KB “userState. {RMBILUET
TridentBackendConfig & ‘backend.json XHREH ‘userState; XA EIHENTEEHT]
satk, HEMRESFEHRIRZEIEL,

i
—h, ——help lﬂﬁ'iklp\mﬁgﬁj.]

--user-state: IXEN suspended UEEEHIEE. IKEN normal UMERIHIEE. HIREN
suspended BY:

* AddvVolume # Import Volume BEE{F.

®* CloneVolume. ResizeVolume. PublishVolume. UnPublishVolume. CreateSnapshot.
GetSnapshot. RestoreSnapshot. DeleteSnapshot. RemoveVolume.
GetVolumeExternal. 'ReconcileNodeAccess {3527 A,

SR AR EIRECE XA userstate FEEREHGEIMIRE TridentBackendConfig T
‘backend.json. BXEZER, BEN"EEGIHRIEN"FM"FEHE kubectl UITHEIHEE"

i
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JSON
REBUTHBEA userstate XHEH backend. json:

1. 48%8 backend. json XHELBESEIZEEN 'suspended' Y userState FEo

2. f#M tridentctl update backend SRSFIEHI backend. json XHEEEHEiH.

A ffl: tridentctl update backend -f /<path to backend JSON file>/backend.json
-n trident

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "<redacted>",
"svm": "nas-svm",

"backendName": "customBackend",
"username": "<redacted>",
"password": "<redacted>",
"userState": "suspended"

YAML

] LAER kubectl edit <tbc-name> -n <namespace> RS TEMNFH tbc EXEHBITHRIE. UTR
f{#F userState: suspended EEEIHRSEFAIERL:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-ontap-nas
spec:
version: 1
backendName: customBackend
storageDriverName: ontap-nas
managementLIF: <redacted>
SVm: nas-svm
userState: suspended
credentials:

name: backend-tbc-ontap-nas-secret

version
{EF version I7&FTEN tridentctl BIRRZASFIEEIZTITHY Trident BRSS.

tridentctl version [flags]
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frid
--client: {NEFmRA (EHERSER) -
-h, --help: hRZAS#EEEH,

il 2

Tridentct! S2#F3R-{UT kubect! B9, SNRIEFF ZHHIS IR ERE tridentctl-<plugin>"752&, H B ZHHIS AL
F PATH IR L EFIHAIHH, N Tridentctl SAMEM. FRBRNZIAVEHERYITE tridentct] #SBHRIHET-&F
S, HE, EHALLEEEIFEZEE TRIDENTCTL_PLUGIN_PATH H35EHEMF S RKRHIEER (Rl
TRIDENTCTI, PLUGIN PATH=~/tridentctl-plugins/) . WIRFEAIZLE, tridentct! NIEIEE RIS
HiEER,

3= Trident

Trident 12T —2%H Prometheus $EfriR =, BIATFISIF Trident MRE,

R0
Trident 3R HERVIEIREZREBSHIT UL THRIE:
* BYIXRE Trident NEEKAMNEE, ERIMRERIENMRINEE, UNERE LIRS EmETE

(=
s WERRERBREEHTHBERE LERE T ZVEURGANTEES,
* P o] AR iR LB NSRS IRET,
* IRERI4RE, EAILLEE Trident 5EImEEHHNITIRIEFFERIBE]L
@ BINERT, Trident BI3SHRTEBREEO "8001° B “/metrics i m EAFF. &2 Trident B, Xibtg
W EIAB R EHe B EEIRO 8444 Li@id HTTPS £ Trident 54T
BEEHA
* B%%E Trident BY Kubernetes &%,
* Prometheus 3£ll, XELUE "A2514 Prometheus 2fE", WRILUEIFRRE Prometheus B "ZSH L FHIZE"
1517,
HIE 1. ENX Prometheus Bfx

TENIZE X — Prometheus BA5, LAEIEIRHIREXE X Trident EIENGIH. HEENEEFEREE. 15EH
"Prometheus Operator X14",

S 1% 2. 672 Prometheus ServiceMonitor

E(HH Trident 3R, ERIZEIE— Prometheus ServiceMonitor, T4 “trident-csi' ARZ HTE “metrics i
O Eiffr. =15 ServiceMonitor 30 R :
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator

spec:
jobLabel: trident
selector:
matchLabels:

app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- port: metrics

interval: 15s

Ltk ServiceMonitor EXHZR trident-csi BRSZIREIAVIEIR, FHIFHIEIKIRSZH metrics Imeao. Flt
, Prometheus I7EWECE FIAR Trident BIFSHR.

PR T B E1EM Trident JR1ER9FEFRI, kubelet 7X@ B 289 “kubelet_volume ‘?Eﬁjﬁ”ﬁﬁ’&FTﬁ%?‘E
#To Kubelet A LURHAE XMIINAE R ELIER Pod FIEMAIMIRENEE. B2 "Lk,

18id HTTPS & Trident 545
@ HTTPS (i 8444) fEFE Trident $5tx, #JEEL ServiceMonitor EXLIEE TLS BfE., BIERER

trident-csi M trident B8R ZTBIEFIZETIT Prometheus s B =8, ER]LAER U T SHITIIS
E:

kubectl get secret trident-csi -n trident -o yaml | sed 's/namespace:
trident/namespace: monitoring/' | kubectl apply -f -

HTTPS 54589 ServiceMonitor ;x50 R
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apiVersion: monitoring.coreos.com/v1l
kind: ServiceMonitor
metadata:
name: trident-sm
namespace: monitoring
labels:
release: prom-operator
spec:
jobLabel: trident
selector:
matchLabels:
app: controller.csi.trident.netapp.io
namespaceSelector:
matchNames:
- trident
endpoints:
- interval: 15s
path: /metrics
port: https-metrics
scheme: https
tlsConfig:
ca:
secret:
key: caCert
name: trident-csi
cert:
secret:
key: clientCert
name: trident-csi
keySecret:
key: clientKey
name: trident-csi

serverName: trident-csi

Trident SZFEFRE LLE S AHER HTTPS $5#5: tridentctl. Helm chart #1 Operator:

* WNRMFHA tridentctl install 88, MAILUEE --https-metrics & UER HTTPS 1515,
* WNRMEA Helm EFR, ATLUSE httpsMetrics BB A HTTPS #6545,

* MNREIEEFER YAML X, &AILITE trident-deployment . yaml XHFRM trident-main Besail
--https_metrics #f&o

S ¥ 3: {EH PromQL &1if Trident 1515
PromQL & F 6l [E]6T 8] FE 5| 2 /AR EUERI FRIA .
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MU T 2r] MERN— PromQL &1

FREY Trident BITIRRER

* 38 Trident B HTTP 2XX MAN B4t

(sum (trident rest ops seconds total count{status code=~"2.."} OR on()
vector (0)) / sum (trident rest ops seconds total count)) * 100

* BIPREARIM Trident 3R1GH) REST PN B 47 EL

(sum (trident rest ops seconds total count) by (status code) / scalar
(sum (trident rest ops seconds total count))) * 100

* Trident ITIRERFI9454:0S(8) (ZFD

sum by (operation)
(trident operation duration milliseconds_ sum{success="true"}) / sum by
(operation)

(trident operation duration milliseconds count{success="true"})

FXEX Trident {EEEE
* FERN

trident volume allocated bytes/trident volume count

* SN EREENSEZE

sum (trident volume allocated bytes) by (backend uuid)
RIS

() SBEUTWET Kubelet $EHTH A 2B

* BT ENERTREAS

kubelet volume stats used bytes / kubelet volume stats capacity bytes *
100
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T fi# Trident AutoSupport &I
FRINEIR T, Trident 3§ Prometheus 1EIrMIE A GiR(E EREH TR AIES NetApp.

* EPHIE Trident [ NetApp &% Prometheus 8RB R GIHEE, 1B1E Trident ZEHAEEIE —~silence

-autosupport Fri&o

* Trident EAJLUET tridentctl send autosupport RFBRFAZEHERIEE NetApp Support, £
fib’%k Trident EEHBE, EIRXBEZE], ERIERZ NetApp B "FRFAEE",

* BRIEEHEIREA, BN Trident EMIEE 24 NETRFKENE S

* WA LUER --since WEIEE BERBEYESERE, Hi0: “tridentctl send autosupport
-—since=1h, MEBEES Trident —#2Z& 2R “trident-autosupport BESUREFIRIX, ERILITE "Trident
AutoSupport"SREX A28 5 &

* Trident AutoSupport FREHER N AFHBER (PIl) HPAEE. ENE "SLAF TRV, TEH
F Trident BBREGRET, ERIUT#EEX NetApp WEIELZEMEERIENESER "L,

Trident &IXRYR 2 BUN R

items:
- backendUUID: ff3852el-18a5-4df4-b2d3-£f59£829627ed

protocol: file

config:
version: 1
storageDriverName: ontap-nas
debug: false
debugTraceFlags: null
disableDelete: false
serialNumbers:

- nwkvzfanek SN

limitVolumeSize: ""

state: online

online: true

* AutoSupport JH B &KX EF) NetApp B9 AutoSupport i, NREBFERERIMRFMERREGE, Nl LUE

B --image-registry fhiso

* EER T OB £ R RS YAML MX4RECEMIE URL, XAJLUEIE R “tridentctl install --generate-custom
-yaml el YAML X, #H “trident-autosupport’ B2s1E trident-deployment.yaml #7780 "--proxy-url’
SECRLI,

%M Trident 15#x

EERER LR, BNAERBENX YAML X4 (fEH "--generate-custom-yaml'2%) , HREEIIUEE -
metrics’ 3%, FEARBH trident-main' B28EH,

277


https://www.netapp.com/company/legal/privacy-policy/
https://www.netapp.com/company/legal/privacy-policy/
https://www.netapp.com/company/legal/privacy-policy/
https://www.netapp.com/company/legal/privacy-policy/
https://www.netapp.com/company/legal/privacy-policy/
https://www.netapp.com/company/legal/privacy-policy/
https://www.netapp.com/company/legal/privacy-policy/
https://www.netapp.com/company/legal/privacy-policy/
https://www.netapp.com/company/legal/privacy-policy/
https://hub.docker.com/r/netapp/trident-autosupport
https://hub.docker.com/r/netapp/trident-autosupport
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/us/media/enduser-license-agreement-worldwide.pdf
https://www.netapp.com/pdf.html?item=/media/14114-enduserlicenseagreementworldwidepdf.pdf
https://www.netapp.com/pdf.html?item=/media/14114-enduserlicenseagreementworldwidepdf.pdf
https://www.netapp.com/pdf.html?item=/media/14114-enduserlicenseagreementworldwidepdf.pdf
https://www.netapp.com/pdf.html?item=/media/14114-enduserlicenseagreementworldwidepdf.pdf
https://www.netapp.com/pdf.html?item=/media/14114-enduserlicenseagreementworldwidepdf.pdf

ENZ Trident
RN iZ{ER S %3 Trident 1BV EREZE Tridents

KTUAESS

* MREFBEEARELIMAVEIR. KHRRABRLINERTRBI AR, NRZER Trident HERYE WA
EMRERRE version"s X2_FK_EIFHRRRARIME—ZINTT %o

s ATEFAHEMEFHFZE, HEH Trident FEMIBRE Trident BIEH CRD SiEX IR, MNREET2MIER
Trident REFRE IR, 1B55R "Sc£#F4 Trident #1 CRD",

FaZ Al

MR E(EH Kubernetes $£8F, MATEENE 2 HiffiBRFrEER Trident QI ENNAERF. XAJHfR PVC 7
MF& 2 BiARTE Kubernetes T2 E %7,

HERIGR R
ERNZER S RE Trident BIHERIFY 5 ARKENZ Trident, EENEZ AT, BRIEEHRIAFRLE Trident BIRRZS,
1. fF kubectl get pods -n trident % pods
° MELHIRIERAM, MIRBE Trident 2FA tridentctl REM,
° §NERA operator pod, Trident 2{EF Trident operator FEh{ER Helm L3/,

2. NREIRER pod, 1EER kubectl describe tproc trident RAEESRERA Helm ZE7T
Trident,

° WNRHE Helm #7555, NIHBE Trident 2EFA Helm &3,
° YNREH Helm 155, NER Trident 21EGFahZEE Tridents,
% Trident I2ER &3
] A FEhE{ER Helm HE Trident #2{ER R,
HEHFohi
NREERIRERTET Trident, AJLUBEHITUTIRIEZ —FRHHE
1. Y548 TridentOrchestrator CR Hi& & HEHrE

kubectl patch torc <trident-orchestrator-name> --type=merge -p
'"{"spec":{"uninstall":true}}'

L “uninstal #REIZE R “true' B, Trident i2{ERENE Trident, {BARMIBR TridentOrchestrator B& ., R E
BRREE Trident, BN iZEIE TridentOrchestrator FHAIZE— N,

2. if% TridentOrchestrator: EiIMIfRFFEFZ Trident B TridentOrchestrator CR, EIgRig(E

GAEE Trident, IRER AR “TridentOrchestrator BIMIBRFF 4R 4:MIBR Trident BBEBFIFIFIEFE, MIRER
I FZP IR Trident pods
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kubectl delete -f deploy/<bundle.yaml> -n <namespace>

1Z; Helm %3

WNRE(ER Helm L3 7 Trident , BJLUEMA “helm uninstall & EHEHE,

#List the Helm release corresponding to the Trident install.
helm 1s -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION

trident trident 1 2021-04-20
00:26:42.417764794 +0000 UTC deployed trident-operator-21.07.1
21.07.1

#Uninstall Helm release to remove Trident
helm uninstall trident -n trident
release "trident" uninstalled

[}

HZE tridentctl &£&

f#H uninstall 889 7E tridentctl MRS Trident KEXBYFFE AR, 1B CRD FEXITRERIM .

./tridentctl uninstall -n <namespace>
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i& FHF Docker B9 Trident
ZRERBIIESME
FEEDE Trident 31, (EMATEEN L REMEE NEIIH NGRS

FIEEKR

* WP ERESTERE "EX%
* W ERETZHFM Docker hrAs, INRERY Docker iiAsBEidHE, "ZEHEME"

docker --version

* BIEMN T ARF A REEEEN L REHECE,

NFS TH

ERIRMERARRSLTRE NFS TR,

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D = NFS TAREFBHIENA, MRS LI,

iSCSI TH

FERIRMERFAMSEE iISCSI T,
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils sg3 utils device-

mapper-multipath

2. 197 iscsi-initiator-utils iR ZSZ &9 6.2.0.874-2.el7 HEB=hRA
rpm —-gq iscsi-initiator-utils

3. BHEIRENFoh:

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf
4. BR%ZHKE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ MR etc/multipath.conf "8& “find multipaths no' FHY “defaultso

S. M4fR iscsid M multipathd IETEIBTT:

sudo systemctl enable --now iscsid multipathd

6. EAHEL) iscsi:

sudo systemctl enable --now iscsi

Ubuntu
1. RENTRERGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools

scsitools

2. 17 open-iscsi RASEE A 2.0.874-5ubuntu2.10 B{E SRS (BT bionic) Bf 2.0.874-7.1ubuntu6.1
HEShAs (AT focal) :

281



dpkg -1 open-iscsi
3. BHEIRENFoh:

sudo sed -1 's/”\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.cont

4. BRZRE:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EOF

sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(:) 15MR etc/multipath.conf 85 "find multipaths no" THY “defaultso

5. #8fR “open-iscsi' Al “multipath-tools' BB BH IEEiETT:

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service

sudo systemctl status open-iscsi

NVMe TH

ERIRMERRHLLE NVMe TR,

* NVMe F£E RHEL 9 X E SRS,

@ * 40R Kubernetes TTRBYINZIRASKIR, 50E NVMe B RNERTFERNAZARA, NAIERE
BN R NZRAE R A ER NVMe ERIRIZARZS,
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RHEL 9
sudo yum install nvme-cli

sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu
sudo apt install nvme-cli

sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

FCTH
ERERTENRERSNGSRE FC T,

* Y{#EMAIE1T RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) M TET mHEIS FC PVs B, &1E
discard StorageClass F$8%E mountOption LUIITARBLZT BRI, 1555 "Red Hat 324",
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RHEL 8+
1. RELT RS

sudo yum install -y lsscsi device-mapper-multipath
2. BRZBE:

sudo mpathconf --enable --with multipathd y --find multipaths n

(D BHR ete/multipath.conf 88 "find multipaths no'  FH “defaultso

3. {5HR multipathd IETEIBTT:

sudo systemctl enable --now multipathd

Ubuntu
1. RENTRERGE:

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. BRZBE:

sudo tee /etc/multipath.conf <<-EOF
defaults {

user friendly names yes

find multipaths no

}
EOF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

@ 15MR etc/multipath.conf B8 "find multipaths no  THY “defaultso

3. R multipath-tools BERBHIEEEGIT:

sudo systemctl status multipath-tools
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02 Trident

Trident for Docker /9 NetApp FETF 51T 5 Docker £ RZLANEHZEM. EXIFM
FEF AR Docker ENNFHEZRARRMEE, HFEBERFMNEMTSRIES,

Trident AIAER—FEN EH X BITZ ML, XA FREZEIZNMEERFNEERE, HIUBEXET
Docker HHITE(E,

TEBHA
BB HMENGL RS BIEEEEALRNS, BETHE Tridents
Docker £ B A% (hRZS 1.13/17.03 MEShRZS)

Friazal

R ERITIPHIZ A2 EA T Docker 1.13/17.03 Z B Trident, BHFREERIEEIE
H 7552 gifZLE Trident #IZH EF B ) Docker SFIFHTE,

1. FIEFrEIETTRISRA:

pkill /usr/local/bin/netappdvp
pkill /usr/local/bin/trident

2. |2 TH Docker,

systemctl restart docker

3. MIRE X% Docker Engine 17.03 (¥ 1.13) S E SRS,

docker --version

NREHRRABIH, "LEAEMENZE"

p
1. QIRECEXAHIEEED, S0 TFR:

° config: BAIANXHRA config.json, BEREFLUBITIERE config A4 A R MEHEIEEFENE
AIZ R, BEXHNIMUFENRLAE LD /etc/netappdvp BEH,

° log-level:. ?EEEFE\?&%U(debug, info, warn, error, fatal) o BAIAMEN infoo

° debug: HEERGRBRABHXBATIER. FINMEN falsec RN true, WEBZEHTR.
. BIERECE R
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sudo mkdir -p /etc/netappdvp

ii. BIERECE 4!

cat << EOF > /etc/netappdvp/config.json

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

}

EQOF

2. EREERGRARBE Tridents 3§ <version> BN IEEERIVEMHARAS (xxx.XX.X)o

docker plugin install --grant-all-permissions --alias netapp
netapp/trident-plugin:<version> config=myConfigFile.json

3. FIAMER Trident N\EBECEM RS EHFEE,
a. BIEE H"firstVolume"Hi%::

docker volume create -d netapp --name firstVolume

b. ERBRBEICIREINE

docker run --rm -it --volume-driver netapp --volume

secondVolume:/my vol alpine ash

C. fif&% "firstVolume":

docker volume rm firstVolume
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Zg % (112 RHERIRE)

Fraz i
1. H{RIEIAE Docker 1.10 BE =R,

docker --version
MREHRRAETH, BEHENEE,
curl -fsSL https://get.docker.com/ | sh

HE "REBRENAITHRIZERHITIRE"
2. FHERNENRFKEE NFS F/3¢ iISCSI,

g
1. ZEHFCE NetApp Docker Volume 11 :
a. THHMBEHENBER:

wget

https://github.com/NetApp/trident/releases/download/10.0/trident-
installer-25.10.0.tar.gz

tar zxf trident-installer-25.10.0.tar.gz
b. #zhE bin EREPRIAIE:

sudo mv trident-installer/extras/bin/trident /usr/local/bin/
sudo chown root:root /usr/local/bin/trident
sudo chmod 755 /usr/local/bin/trident

C. BIEEEXMHRIUE:
sudo mkdir -p /etc/netappdvp
d. BliEfReE XM

cat << EOF > /etc/netappdvp/ontap-nas.json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"datalLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"aggregate": "aggrl"

}

EQFE

2. WEZ#HEIXHHEIREEXHE, EAMBNECEXHRBE) Trident SFHFIERF.

sudo trident --config=/etc/netappdvp/ontap-nas.json

() mdeEe, BUBEHEFHNBRIAEHS netapp”s

SFIPHIZETHE, ERILUER Docker CLI AEBIZEMESIES,
3. QIS

docker volume create -d netapp --name trident 1

4. BEHA2EBIFAEC Docker &

docker run --rm -it --volume-driver netapp --volume trident 2:/my vol
alpine ash

S. MB& Docker % :

docker volume rm trident 1

docker volume rm trident 2

EARK B EE) Trident

A LUTE Git ZEEAEY “contrib/trident.service.example X E|EF systemd BIRFARIRHIRETXH. BEXHS
RHEL —&EfEA, BHITUUTRE:
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1. Bt EHZIERNIE,
MRBZPRBIEERTT, WRABTXHERE—BIZT,

cp contrib/trident.service.example

/usr/lib/systemd/system/trident.service

2. gREEMF, ERuER (55 217) MILEIRHEFBMAEEXHRE (5 917) URMEHIFIE,
3. EHINE systemd LUEEFRENEX

systemctl daemon-reload

4. BRARS.
WRFFAEETE /usr/1ib/systemd/system BRFPAXEHRINBTRMR

systemctl enable trident

°. BEIBRSS.

systemctl start trident

6. EERZ

systemctl status trident

@ FYREHRBETTXHR, 1BI1E1T systemctl daemon-reload i AT RN,

FEREENE Trident

f&a] AR e AL Trident for Docker, MASMIEEFERANEFEEMEM, EHLIIE
SBE—KRIEEMEE], $3EHER docker volume e8RS TN, HEEBEER
‘IZHU, N EEHE. EAZHERT, XRE/LIHFHEYE,
K
PATU TS B LIF4K Docker B9 Tridents

p
1. MBS
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docker volume
DRIVER
netapp:latest

2. BFEH:

docker plugin

3. FHERIEM

1s

VOLUME NAME

my volume

disable -f netapp:latest

docker plugin 1s

ID NAME DESCRIPTION

ENABLED

7067£39a5d£5 netapp:latest nDVP - NetApp Docker Volume
Plugin false

docker plugin upgrade --skip-remote-check --grant-all-permissions

netapp:latest netapp/trident-plugin:21.07

@ Trident 18.01 iRZASEXL T nDVP, ERIZEIEM netapp/ndvp-plugin (7&K E!
‘netapp/trident-plugin* &%,

4. BHREH:

o WA EEERMA:

docker plugin

docker plugin
ID

ENABLED
7067£39a5df5
Plugin true

6. WIFEERA .
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docker volume
DRIVER
netapp:latest

enable netapp:latest

1s

1s

NAME DESCRIPTION

netapp:latest Trident - NetApp Docker Volume

VOLUME NAME
my volume



INEREMIBAR Trident (20.10 Z &) F4&E] Trident 20.10 HEShAS, AHERBIEIR. BXI¥
@ MES, BSH BHEE . NRBIEIR, LERBEG, ARMREYE, AEEIEELHIN

MECESNLEFRER Trident lik4<: docker plugin install netapp/trident-

plugin:20.10 --alias netapp --grant-all-permissions config=config.json

N
BERITUU T Z BENE Docker BY Tridents

p
1. MEREA RV ER S,
2. BFRtEM:

docker plugin disable netapp:latest
docker plugin 1ls

ID NAME DESCRIPTION
ENABLED
7067£39a5df5 netapp:latest nDVP - NetApp Docker Volume

Plugin false

3. MRRES

docker plugin rm netapp:latest

ERE

A I EERNERIEE Trident IXsHIZRE B FRAYIRA “docker volume s S EMBIE. T
FEFN M PRE

ellfese
* ERBARIHIREIEF RIS |

docker volume create -d netapp --name firstVolume

* EAYE Trident SEIBIES:

docker volume create -d ntap bronze --name bronzeVolume

(D) mBskisEaE options', M{EMIEEHIZRFEIBIALH.
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* BEINNER/N. BZRUTRA, ERRENERFEE 20 GiB HI%E:

docker volume create -d netapp --name my vol --opt size=20G

BRNETHOSERENTHSANTHES (I 106, 2068, 3TB) . MWRKIEES
fii, MBIMER G A/NNBEAILIZTH 2 9% (B KB, MB. GiB. TiB) 2 10 K5 (
B. KB. MB. GB. TB) . HiZBIfEM2H% (G=GiB. T=TiB. ...)

HERE
* GAEfIELt Docker B—HEMIbRiZS:

docker volume rm firstVolume

(D) R soliarire-san WaiZFEY, LEOTOAIRBIIERLS

HITUU TS B LIF4R Docker BY Trident,

"fEE

£/ ontap-nas. ‘ontap-san'#l ‘solidfire-san &R HFEFEY, Trident Bl LA2PES. EF "ontap-nas-
flexgroup' 8% “ontap-nas-economy IRSIIEFEY, FX%2FFRE. NIIBELIEMERESEEIERVIRE,

* EELERR:

docker volume inspect <volume name>

* MIBBEIENE. XFSEEEMAVIRR:

docker volume create -d <driver name> --name <new name> -o from

=<source_ docker volume>

* NELERNIIAERREIEHTE, XA SIRMIRE:

docker volume create -d <driver name> --name <new name> -o from
=<source_docker volume> -o fromSnapshot=<source snap name>

Nl
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docker volume inspect firstVolume

"Driver": "ontap-nas",
"Labels": null,
"Mountpoint": "/var/lib/docker-volumes/ontap-

nas/netappdvp firstvVolume",
"Name": "firstVolume",
"Options": {1},
"Scope": "global",
"Status": {
"Snapshots": [

{
"Created": "2017-02-10T19:05:00z",

"Name": "hourly.2017-02-10 1505"
}
]
}
}

]

docker volume create -d ontap-nas —--name clonedVolume -o from=firstVolume
clonedVolume

docker volume rm clonedVolume

docker volume create -d ontap-nas --name volFromSnap -o from=firstVolume
-o fromSnapshot=hourly.2017-02-10 1505
volFromSnap

docker volume rm volFromSnap

SN NS

EAI LB Trident 151 A 238 EBIIMNRIRIGE (HERE) , *NHENEEPXHBEXHRAR
Trident SZ3EEF (BI80: “ext4 #8TLHY “/dev/sdc1 BF T @S Trident 3A1R]) o

RE TIKBNIZFRYEIETT

BIEFREERDIZEFEE —AARRNED, Er]UESCIRNIEEXERTLBE X ER,
BEH THER T ERENFERSENETL

L BRI AXEETEHFREESE, 7 CLHRFHAEMER -o BIFFRALETNE, XEZES JSON
BN FRERFRIE.
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ONTAP #&3%IN

NFS. iSCSI #] FC My& I IEINEIE:

JZET

size

spaceReserve

snapshotPolicy

snapshotReserve

splitOnClone

encryption

tieringPolicy

T E MR {UER F* NFS:

294

WiER
AN, BIAN 1 GiB.

SBRWERNRES, ANER, BEREN none (F&
BEE) M volume (EBEE) o

XROIGRBRIISENFAENE. BIAMEN none, X
BREREAEINECIBIRE, FRIEECHNEMHEEIERR
Bk, BNFFE ONTAP R4 _L#B1F1ER " "default"fy
LKL, ZRBEROEHRE A NE/NITRE, miE
HIREBAE N EERE, OB SR RERERE
R ".snapshot’ B RIS RER AR EBIEIE

XEFINREBMBIEENENE P, BRIANERTE
BE, XEHRENRIRIZET snapshotPolicy

, ONTAP £1%#% snapshotReserve (EEN 5%) ;
9N snapshotPolicy 77 none, M 0%, fRe]IAFEED
BXHH A ONTAP SiFigE BRI
snapshotReserve {H, #HEPFR7T ontap-nas-economy

L)fé?l*, {RE] LU EENFRE ONTAP [GiREYE S8k
I,

RESE, XS ONTAP LA E ME R KRS
HK, FRINMEN false, EEMIRLERFIRFEE
BRI B e PR MEL R R IR TR, EIATFKETRE
EREEFENENNZ. Fli0, ESHIEERTLL
TEAENE, ENENEFEEZERLD, Fit&Fs
B4R 93 Tef&o

1T¥1% _E B NetApp Volume Encryption (NVE); 2t
IMEA falseo NVE B REEEH LRFITAIHER
R, 7 REfEF L,

NRERWBAT NAE, MTE Trident FECERIEAE
#R S A NAE,

BEXFMAER, FEW: "Trident #0815 NVE F1 NAE
BeafER"

REBRATENDEREE. XRE T HIEEENIEE
oy (%) HESBIHEITR.


../trident-reco/security-reco.html
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../trident-reco/security-reco.html
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../trident-reco/security-reco.html
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../trident-reco/security-reco.html

I WiER

unixPermissions XEFHEREINRE, BIANBERT, NRERE
N ---rwxr-xr-x, HEREWFRRE 0755,
root FHAFIEE, XAHIHFHRINER R LUER,

snapshotDir BIIEE R true BfE . snapshot BRMiFAE
MNEFIRA . BOAERN false, XEKEHRIANE
MTEEA snapshot BRMIBI L%, FLEEE ()
WEF MySQL $8%) 1 ".snapshot BR A MBI %

FEIHRIET T,
exportPolicy KEERTFZENSHER, FIAEN defaulto
securityStyle KERTIHRENZEEN. FIAMEN unixe. BRE

Hunix M “mixeds

AT B hnsgEm{ & A F iSCSI:

PRI Wt

fileSystemType ISERTHEIN ISCSI EMNNXNH RS, EIAMEN
extdo BMEN ext3. ext4d fl xfso

spaceAllocation BIISE RN false ¥XF LuN WFEISECINEE. R

IMEA true, XEREYETEANEREFRH LUN
TEEZ SN, ONTAP @A E. LbiEIuLfE
ONTAP BESSTE M PREERT B 5hEI = 8o

ol
BERLTRA:

* 8I& 10 GiB &

docker volume create -d netapp --name demo -o size=10G -o
encryption=true

* {FRREELIE 100 GiB %

docker volume create -d netapp --name demo -o size=100G -o
snapshotPolicy=default -o snapshotReserve=10

* BIEBAT setUID {Ify%E:

docker volume create -d netapp --name demo -0 unixPermissions=4755
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B/N\EX/NA 20 MiB,
MR KISTEIRBIREE, HERBEREEN none, N Trident {E/H 0% RYRIBRZ,
* BB HIREREMIREBTENSE

docker volume create -d netapp --name my vol --opt snapshotPolicy=none

* QIR A RIBRRIEEBEXREBREN 10% 5!

docker volume create -d netapp --name my vol --opt snapshotPolicy=none
--opt snapshotReserve=10

* QIZABRIBRIEN 10% BEXREBABNE:

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy --opt snapshotReserve=10

* ERRERRIEEIES, HIES ONTAP MBUAREBRRE (BEN 5%) :

docker volume create -d netapp --name my vol --opt
snapshotPolicy=myPolicy

Element X {4-%3%10

Element B4 %I E RS EXBEKNA/NARSFE (QoS) K&, ISR, SHXEXA QoS HREEMEEMA -0

type=service_level &3 755

£ Element IRGHIEFENX QoS FRZFRFNE—FT 2 E /D OIE—FRE, HiEESHEXHTRMNIN KBNS
I, BAMEE IOPS,

Htt Element ZX{H & 02 ETEIE!

JEIHT WieA

size HHIAR/N, BRIAK 1 GIiB SECEIN..."defaults": {"size":
IISGII}O

blocksize £/ 512 3% 4096, EFRINES 512 5 config & H
DefaultBlockSize.
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Tl
BEIULUTASE QoS & XREE X 4f):

"Types": [
{
"Type": "Bronze",
"Qos": |
"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000
}
by
{
"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000
}
b
{
"Type": "Gold",
"Qos": {

"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

FEULRES, EIMB=KEEEX: Bronze. Silver fl Gold, XLEZMEERM,

* 8l 10 GiB Gold %&:

docker volume create -d solidfire --name sfGold -o type=Gold -o size=10G

* 61# 100 GiB Bronze %:

docker volume create -d solidfire --name sfBronze -o type=Bronze -0
size=100G
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u&% E ITRRY

'J\TL/U'I&E E TN /Lg H&Bﬁﬁpﬁgﬁﬁﬁgﬁgﬂbo ﬂqa:”&;% H ,._,\E’Jjj_,ilx_/_ Docker *ﬁ{q:ﬂlj
H_tﬁ'ﬁﬂ-l'o

g BELUEITHIEHIR

p
1. WIRFREEFNIEERRSFSZE (BMER docker plugin'é8<) 51T Trident, BRMOTARESR:

docker plugin 1s

ID NAME DESCRIPTION
ENABLED
4fb97d2b956b netapp:latest nDVP - NetApp Docker Volume

Plugin false
journalctl -u docker | grep 4fb97d2b956b

R EETIERES I N A EIZIHA SR, MRELIMXERGE, WalLIEAFERXAEER.
2. ZERARKAERLER, BREBRFXHTICRAVEY

docker plugin install netapp/trident-plugin:<version> --alias <alias>

debug=true

gE, TELXEEEFNERMAATIER:

docker plugin disable <plugin>

docker plugin set <plugin> debug=true

docker plugin enable <plugin>

3. MREBEEN EBITHGEIXERET, MWAIEENE /var/log/netappdvp BRFHEIAE. ERAEIR
HEILR, BESITIEHERE -debug.

= MR R

* MAFPBINRELRNRREERIR, SEHATANGN. SREXMBRN, SRR RNEBEAF
AR BIXFRTHR
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Error response from daemon: dial unix /run/docker/plugins/<id>/netapp.sock:
connect: no such file or directory

XEREHRETERN. FENE, ZGEHFEELENAEIERINEE, FIUEBEIZET] B EINAZ K

o

* NRTEE PV REFABEEMEA, BEHR rpebind BREHIZTT. FHAEVIRIERKFIENEEIESS,
FHICE “rpcbind BEIEEIBTT. AJLUETIETT “systemctl status rpebind’ SR EFXINFKAEE rpcbind ARSSHY
RS

EIEZ Trident 5247

LUIREHEERNREZNEMHEECER, TEZ Trident 324, ZPMEFINXBEERATER
SRMVIRHEM --alias EINENTE E N _ESLBIME Trident BY{ER “--volume-driver SEIN A E(1iR
HREHIZ R,

Docker EEIGEH T E (hrzs 1.13/17.03 S E S hR4)
1. BEeE B MECE X E— =,

docker plugin install --grant-all-permissions --alias silver

netapp/trident-plugin:21.07 config=silver.json

2. BEpBE KA, EEFRFIAMEEXH.

docker plugin install --grant-all-permissions --alias gold

netapp/trident-plugin:21.07 config=gold.json

3. BIERAIBIEE NIRRT B IFNE,
e, WFEEE:

docker volume create -d gold --name ntapGold

a0, WFIRE:

docker volume create -d silver --name ntapSilver

24 (1.12 lRRNERHRA) PR
1. R EEXIREIER ID BEIAE NFS BERIEH:
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sudo trident --volume-driver=netapp-nas --config=/path/to/config
-nfs.json

2. (FABENXIRNIER ID @i iSCSI BLE B rhidEt:

sudo trident --volume-driver=netapp-san --config=/path/to/config

—-iscsi.json

3. AT IRENIEFLFIECE Docker &

f5an, 33F NFS:

docker volume create -d netapp-nas --name my nfs vol

540, x+F iscsl:

docker volume create -d netapp-san --name my iscsi vol

FEAC & 1A
BEEEHETFEM Trident LB HIEZE LN,

£ FHECEIED

XLERRE G A TFFRE Trident B0E, TIERAAMEEES,

PEIT ghrl)=! il

version Ao B X R4S 1

storageDriverName ZEIX IR I B R ontap-nas, ontap-san, ontap-

nas-economy,
ontap-nas-flexgroup,
solidfire-san

storagePrefix ERELRFIS. FRIAE: staging_
netappdvp o

limitVolumeSize FWERNEIERS, BRIAME: " ( 10g
FRoRHIIT)
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AREt Element [RimfEA storagePrefix (BIEERIAE) o BRINMBER T, solidfire-san
REhiZF IS ZRRIISE, HEREAAEE. NetApp BiIVERIFER tenantID #1T Docker %R
5, HEEAREFEREMABAFR munging BYIE R TER Docker hikzs. IRahFEF1S 240 Docker &

IR IREFE B AR,

BAEIA] B R EIRNE NS LIBEEN]. 1% size ETUERATFFRERHIZREE, GXNAIEERIAEK

INEDTRA, 3507 ONTAP BECEEF 9

eI

size

ONTAP ECE

iER
MERRNERAKR D FRINME: 16

IRT bR F/ECEEZIN, 5 ONTAP BY, &r] LA LT IRRIET,

il

managementLIF

datalLlIF

svm

username

password

WiER

ONTAP E1IE LIF 9 IP #hfik, &)
e E T2 RERIHZ (FQDN),

X LIF B9 1P bk,

ONTAP NAS IXff2R: NetApp &
MIETE dataLIF, GNRFRIZ(H

, Trident M SVM ¥REX dataLIF, &
BILUEE BT NFS HEHI2EMT
2REHZ (FQDN), AIFECIEE
X DNS LAEEZ A datalIF #1751
1,

ONTAP SAN IRopiZRF: A
iISCSI 8 FC 8%, Trident £/
"ONTAP ZE#Z 4% LUN BRST" k&I
B ZREXIEFIER iISCSI 2 FC
LIF, SNRBAMEN T datalIF,
MR EE,

E{FMRY Storage Virtual Machine
(402 Management LIF @&
LIF, M5

ERIEFMELSENARS

EEEITF AR ENEN

Tl

10G

Nl

10.0.0.1

10.0.0.2

svim_nfs

vsadmin

secret
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PEIR ghrl =] i

aggregate RAFEENRE (Ahk;, ARIKE  aggrl
, MK ELLE SVM) o F
ontap-nas-flexgroup JRLIiEF
, LETUEIR 2R, 3804e SVM BY
gﬁ%ﬁ%ﬁﬁﬁ?@ﬂ% FlexGroup

limitAggregateUsage ik, MRFEAERSTFIEDLT,
MERE KW

~J
ul
o

nfsMountOptions NFS #ZEEHIEMWANR EITH]; BN -o nfsvers=4
79 "-o nfsvers=3", {iEATF
“ontap-nas ] “ontap-nas-
economy IX&piEfF "EULAEE
NFS ENEREES"

igroupName Trident 2 EEE TR netappdvp
igroups fEN “netappdvps

HEEFREE LR A RS,

{3EFT ontap-san IX&HIEF,
limitVolumeSize AEKRMRAKEKR] 300g

gtreesPerFlexvol £ FlexVol BBz K gtrees, @470 300
7£ [50, 300] SEEIA, EIAMEN
200,

31F ontap-nas-economy JXEHFE
FF, L&A EE XS FlexVol
HIERXK qtree #1,

sanType *N%#F ontap-san BEhfERF. *A iscsi MIRAFT
FiSCSI % iscsi, N
NVMe/TCP i%&#F nvme, YL
@& (FC) B SCSI 348 £opo

limitVolumePoolSize *{XZ#F “ontap-san-economy’#ll 300g
‘ontap-san-economy JXENFEF. *
FRHI ONTAP ontap-nas-economy
#0 ontap-SAN-economy JXEHFEFF
B FlexVol A7\,

AIAETR] BTt RS BRI S M E LIEEE
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il

spaceReserve

snapshotPoli
cy
snapshotRese

rve

splitOnClone

encryption

unixPermissi
ons

snapshotDir

exportPolicy

securityStyl
e

fileSystemTy
pe

tieringPolic
y

skipRecovery
Queue

1 RZEI

WiER

TEIFNEEL; none (

&)

FE(FEAAY Snapshot ZRE&, ERIAA none

Snapshot M EILL, BRIAA ™ LUIESZ ONTAP ZhiA

(|

IR MEREIFD 7eME, FRAINA false

1£3#7% LB NetApp Volume Encryption (NVE); Bk
A falseo NVE AMBESEE LIRREFIHERH
» 7P RE(E A LT,

NRERWEAT NAE, MTE Trident FECERIEAE

#3¥& = A NAE,

BXEFMER, BEEN: "Trident 21{A]5 NVE #1 NAE

EeEfER"

JEECHY NFS HHY NAS £,

FF518) ".snapshot B R NAS 1£I7,

E{EAY NFS FHIREREY NAS £,

default

FFiAEECER NFS B0 NAS £,
NFS 2#Ff mixed #l “unix TR, RINMEH

‘unixe

Ve X R ER SAN LT,

BEEANDERE, BIAERN noneo

TEEMIRIES, KIFERBYIREATIHILEMER

o

BfE) o volume (E

ERINA 777

BRI ext4

Nl

none

none

false

true

777

NFSv4 /3 "true", NFSv3 A "false"

default

unix

xfs

none
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‘ontap-nas’ M ‘ontap-san’ EIERF AT Docker HEIE— ONTAP Flexvol

o ONTAP BNMEHTAREXIF 1000 1 Flexvols, EERABTEN 12,000 P Flexvol
Ho WREM Docker HEERFEIZMEHI, M “ontap-nas’ ERIEFEEIEM NAS
FRRFAZE, AN Flexvols IRBMETEIMNIINEE, I8N Docker HHIEIREBFTEIE,

NREEEEH FlexVol FRHIAY Docker &, 151%E#F ontap-nas-economy 3 ontap-san-economy JXEHFE
o

‘ontap-nas-economy’ IXEIEERFEBEIEIEN Flexvol HEMHFRE pDocker HEIEN onTaP
Qtree, Qtree EMETEARNYT EMY, S8M&EH TSRS 100,000 1, 87M&EHEE
2,400,000 1, B4 T —LEINEE, “ontap-nas-economy’ IREHIEFAZIF Docker-
volume-granular [REBZLFPE,

@ Docker Swarm a1~ %#F1% “ontap-nas-economy IXENFER, [EF Docker Swarm REZ T
SRS B,

‘ontap-san-economy’ IRGHIERFEESIEIEN Flexvol HEMNHZEMAIE Docker HEIEN
ONTAP LUNo, X#¥, 81 Flexvol BMAMNEF—1 rLun, BAILLA saN
TEAEIRMEFNAT B, RIBEMEMEY, onTar ZIFSMERRE 16384 1

LUN. RAERKEN LuN, FRLULIREHIER#F Docker-volume-granular (RERFITEREE,

1%4F ontap-nas-flexgroup JRohizR, LURAXNBE—ENHITHE, ZERY BREHEEHHZXHR PB 4
Ao FlexGroups F—LEIBABFFIEEE AUML/DL. AREIES oM. BREEE. REE. XHEM@EES. Trident
7EZECE FlexGroup &Y, SEHADELE SVM FAIER &K, Trident 3 FlexGroup MR EEE L TEM

* FZ ONTAP hRZ 9.2 S EShRA,

s BEAIESHET, FlexGroups 1X%# NFS v3,
* B SVM B 64 il NFSv3 #RIRRT,

* &/|MEETF FlexGroup p{5I/E KR/ 100 GiBo
* FlexGroup HEARZF &,

B 3% FlexGroups & TF FlexGroups W TEAHMIER, EEMW "NetApp FlexGroup & i {ESLEEFISLhEIER

o

BUER-IMERRISSRINENANURYT &, EEILUETT Docker Volume Plugin B9Z 1525, —MER

ontap-nas, B5—M#MH ontap-nas-economy,

Trident BUEEX ONTAP &

Eo] LUFE A R{EINREIE ONTAP £ AR, XFEMANER ONTAP BEIEGAAEBTE Trident FHITIRIE, &
Trident GiRECEFESBF K6, Trident FHRERIZER ONTAP E£8EA ERUITIRIE,

BXREIR Trident BEXABFAER, BESI "Trident BEXABELERME"
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{§£F3 ONTAP CLI
1. FERUTHSEIENAE:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm name\>

2. Jg Trident BFRIZBAFZ:

security login create -username <user name\> -application ontapi
-authmethod password -role <name of role in step 1\> -vserver <svm name\>
-comment "user description”

security login create -username <user name\> -application http -authmethod
password -role <name of role in step 1\> -vserver <svm name\> -comment
"user description"

3. BRBMSIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

£/ System Manager
7 ONTAP System Manager FHITIU T :

1. SIEEEXAE:
a. BEEHLIICIZBEX AT, 151%EE Cluster > Settings.

(8%) E7E SVM RFEIZBEXABE, 1H%EFE Zi#E > Storage VM > required svM> iRE >
FPilfAaes

b. 3%$% Users and Roles ZiAMETLER (—)o
C. 7£ Roles Ti%&#F +Add,
d. EXAENMNHELE Save.
2. B@mats Trident BF: + E AFNAERTIEERTUTSE:
a. %4} Users FHYFNIEIRE +o
b. WEIRFIENAF R, AG7E Role FHEREHEERE— M AG,
C. B Save,

BXFMESR, BFERLUUTRE:

* "ATEE ONTAP WEEX AR "EXHEXHE"
* ERABNAR"
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ONTAP E2& X415

ONTAP-nas<code> JXffZFHY NFS</code> /Ifjl

"version": 1,
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",

"defaults": {

"size": "10G",
"spaceReserve": "none",
"exportPolicy": "default"

ontap-nas-flexgroup<code></code> JXEHiZFHI NFS Rfl

"version": 1,

"storageDriverName": "ontap-nas-flexgroup",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",
"svm": "svm nfs",
"username": "vsadmin",
"password": "password",
"defaults": {
"size": "100G",
"spaceReserve": "none",
"exportPolicy": "default"
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<code>ontap-nas-economy</code> IXENF2FAY NFS {7

"version": 1,

"storageDriverName": "ontap-nas-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.2",

"svm": "svm nfs",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl"

<code>ontap-san</code> JXENFEFEHY iSCSI 7 ffl

"version": 1,
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.3",

"svm": "svm iscsi",

"username": "vsadmin",
"password": "password",
"aggregate": "aggrl",
"igroupName": "netappdvp"

<code>ontap-san-economy</code> IXEHFZFHI NFS =l

"version": 1,

"storageDriverName": "ontap-san-economy",
"managementLIF": "10.0.0.1",

"dataLIF": "10.0.0.3",

"svm": "svm iscsi eco",

"username": "vsadmin",

"password": "password",

"aggregate": "aggrl",

"igroupName": "netappdvp"
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<code>ontap-san</code> JXEHFEFH) NVMe/TCP R fjl

"version":

1,

"backendName" :

"storageDriverName":

"NVMeBackend",

"ontap-san",

"managementLIF": "10.0.0.1",
"svm": "svm nvme",
"username": "vsadmin",
"password": "password",
"sanType": "nvme",
"useREST": true

FF <code>ontap-san</code> IXshiZFHIETF FC BY SCSI 7Rffl

"version":

1,

"backendName" :

"storageDriverName" :

"ontap-san-backend",

"ontap-san",

"managementLIF": "10.0.0.1",
"sanType": "fcp",
"svm": "trident svm",
"username": "vsadmin",
"password": "password",
"useREST": true
}
Element {4 ACE

MRT2REBEEZIN, EH Element 24 (NetApp HCI/SolidFire) BY, i&8] LA IXLEEIR,

eI

Endpoint

SVIP

TenantName

308

WiBA
https://<login>:<password>@<mvip
>/json-rpc/<element-version>

iSCSI IP #htitFNimO

E(FEFA SolidFire AP (IR kK
El, menEe)

NG
https://admin:admin@192.168.160.
3/json-rpc/8.0

10.0.0.7:3260

docker



PEIR ghrl =] i

InitiatorIFace 7248 iISCSI REMRBINIERIAEO  default

B EEO
Types QoS #sE BEE LT RA
LegacyNamePrefix FLRhR Trident REZEAFIZR. WRE netappdvp-

fER7T 1.3.2 ZHIH Trident hix2ds3
WIMEERITHE, WEEGEI
BELUAIREE &R MR 5 AMETRIIE

o

It “solidfire-san IREHFEF A2 #F Docker Swarm,

{5 Element 204 B2 & SC4
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"version": 1,

"storageDriverName": "solidfire-san",
"Endpoint": "https://admin:admin@192.168.160.3/json-rpc/8.0",
"SVIP": "10.0.0.7:3260",
"TenantName": "docker",
"InitiatorIFace": "default",
"Types": [
{
"Type": "Bronze",
"Qos": {

"minIOPS": 1000,
"maxIOPS": 2000,
"burstIOPS": 4000
}
b
{
"Type": "Silver",
"Qos": |
"minIOPS": 4000,
"maxIOPS": 6000,
"burstIOPS": 8000
}
b
{
"Type": "Gold",
"Qos": {
"minIOPS": 6000,
"maxIOPS": 8000,
"burstIOPS": 10000

B &0 )& PR
B4 %7E Docker SfEF Trident BYEXIARIABRAIEIIS B

¥ Trident Docker Volume Plugin MIBRRZASHZKE] 20.10 REERASSHHARRY,
HERAFEFELXHHEREIR.

GBS AR
1. 2R,
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docker plugin disable —-f netapp:latest

2. MRREEFo

docker plugin rm -f netapp:latest

3. BIHRHENIS “config SEEM R LG

docker plugin install netapp/trident-plugin:20.10 --alias netapp --grant

—all-permissions config=config.json

SRKEMLHNEDLN 2 MF o

() % Docker BFIHIRSI. BF AN B FRHATMEN Windows BiE 125 5% 25773,

Docker Swarm FYFLEITHEPHLE Trident ZIFEMEEMNXIIEFALE S,

* Docker Swarm BrRIFAERMAEE ID (EAEE—HEIRRT.
* HiFKREI &EE Swarm EETNE N TS,

* B (E3E Trident) HATE Swarm EEPHENT A EIHITETT. BT ONTAP B T{EA LM “ontap-
nas'# “ontap-san IXshiZFFHITHEE, Tl —EEBEXLERFSEENEITHIREIIER

HRNRiEF 2R EENR SR 2 RN, XEREA RSB ARNEREIZAESTLE R
F"RXK"; a0, Element REARIFERGHERRMETRE ID BIZHEE,

NetApp E£2[A Docker BRI T k1%, EXRBEMRKERNTR,

YR IF7EIAED FlexGroup, MY~ FlexGroup 5IE{EiAEH FlexGroup BEE—1 g
2 ERESE, ONTAP R&THERE =/ FlexGroup.
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e ZIFEIY
=iES
58 Trident B, EEAILAFIHEIEIN,

MEZE BRI

"R TE RERARNBAEFZENEIERE, FARXREZNER, Fli0, RE— " fHRATEN PVC R
MB— o B TiEER, Trident /9 Kubernetes (£E¥PHVFI A B Talift PV HIRE, MMABAEGRANER
RS

5k, 3518 Trident pod FIREREA P REBIHRIFEARFTENEMHRER. WERNAREFBANEERENAE
FFi&Ih1E] Trident WRENXE pod AHIFHEEE,

fi& FRBC &I SC Bl PRl SRAZ R A (i H #E

Kubernetes B MFE, HENESE—IEN, #HT —PRBABVGIRIREINAEFNFRRERE. "FiEMa
HEEEERREBES I R TENELM ESEME/MEFMERTENTEMNRITECEFERS 1, £ L
EIFRG RREFERE A LHNEZR, PVC IBRLETFRIVMEMRAEZIE,

XEERAS TR TREINVEM EEXE, XERES TR TRENIZEXFEHERERNE, GX "0
FREIER, B2,

ER
NetApp F=REEFINE M T AMAE RSN, FUARF (BCETRERLN

) R,
R =L %

Trident 5 ONTAP # Element B2 & A, XE— 1 FELLES— I EEEEaFENAREFNTS, B2, ik
BFYENNEENAEFNEEIREIEABRARIER,

BINIZEBEENURFRARNERRERLE, UREEEHBIMNN. HE, ErRRESERNARFRESR
(NRAIA) Siats. FHEEM PVC IREEES, URKRENAEFIIEFE.

ONTAP #1 Cloud Volumes ONTAP SR{E5%

TR Trident BEZE ONTAP #1 Cloud Volumes ONTAP BISR{ESL %,

UTEINENB RN ITFRHECE ONTAP RUE RN, XETRAHERR Trident ISEENE. NEEH
THMEEMA ZR B ES TR,

{EFRE T Trident B SVM

Storage Virtual Machine (SVM) 7£ ONTAP 24 tRFAF Z Bl EREMEERE. & SVM TEFRAE
P el AR PR ZE IR, FHRETSR ARSI R R EFE N AT SE .
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BSMRFEA AT ERE SYM:

c ERIRREIREEREIERE, URENMNER, HiEE SVM &,
* f£F ONTAP System Manager 3 CLI /3 SVM 8IiE%Z BEERME,
* &t NFS #iREOAXZEEMAE,

FEEMIBERT, EOHNE DNS 1, HEEAE Trident Y {EA DNS &#F, XA RH#AFELREME =
, 5N, FERMESHERER SVM-DR.

3tF SVM, EEEZHAREZERE LIF R, B2, BNIZBRENNELZLSRIRS EERNAERE—E,
Titinfel, EIE LIF [Zeli@d DNS 418, MSEIMEAMREM, R "SVM-DR"S Trident Z55 A,
REIRAEITEL

ONTAP EERZABRAEITE, ZITHAREREMNEGHFEEMF. 155 "NetApp Hardware Universe"LL
HE SRV EFE A ONTAP iRABHYIRS], HEITHEFERRY, X Trident WECEIRERKY, FRETEEE
KREVERE IR EER KM

Trident BY “ontap-nas’# “ontap-san'I¥ =2 A EIZEBE T Kubernetes A% (PV) BLE— FlexVolume,
“ontap-nas-economy IRGHFERE AKL9E 200 > PV 83— FlexVolume (RIEZETE 50 %I 300 ZJ&]) . “ontap-
san-economy IREHFEFE AL9E 100 4 PV 83— FlexVolume (RIECETE 50 E 200 Zid)) o EFALE Trident
EHREEERAF LA AL, BRIZE SVM LiRERHl, Bl UM SITHRITIIRE:

vserver modify -vserver <svm name> -max-volumes <num of volumes>

‘max-volumes ' HBERELEIFEN/LMFENEMERRRE:

* ONTAP E£& I EELK
* [RFHBETE Trident 2N EMN BREFEENENE
* Kubernetes N B2 FFIT HAERIFA &

1% ‘'max-volumes {E21E ONTAP £EPMFAIET A LEEENEE, MAREED ONTAP TR ERENSE,
Ft, ErRIRESBEIRLLIE R, Hh ONTAP &E3 T mretb EM T S BEEEZHE/D Trident BEL&EEo

g0, T ONTAP SEBER L PI LIFEE 2000 1 FlexVol &, RRABITEHIZE N 1250 INFIEESIE, BZ
, RN "EHE" NN RS SVM, HEBLENM—ITROENRSHTERE (FlW, BFsE) , N
=TT RBEMAFRE Trident IBEERIBIT. XERETLEE ‘max-volumes BRI, AJREZAZNIZTI REVE
PR®I, MM#ME Trident MIERAZT REVEMERRE, ERLBIHARERTFEIMTNTRNREUREREDEK
45 Trident fEFRY SVM K& G2 X#1E .

nES
NetApp Trident 71/ ontap-nas. ontap-san M solidfire-san FERNEFINZIFRES. FH

ontap-nas-flexgroup 3 ontap-nas-economy WRapfEFRY, FAXFFRE, MNIIBELIEMEESHEE
FRYIRER,
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@ W72 5 AR[E StorageClass XEXHY PVC, TEFH[EHY StorageClass RITTEIRIE, LIFARTR
BEHBHIEEIMT .

FRH! Trident BIEMENRAK/

EFE Trident AJRIEMBMNRAK/, IBEEZEH limitVolumeSize X FEF “backend.json' &%,

BRT =R AERETIRE RN 25, EFA Kubernetes Zhaks

PRI Trident £ FlexVols BIERA K/

E 9 ontap-san-economy # ontap-nas-economy IXEHFE R FA{EMAY FlexVols ECERA K/, 1BTE
limitVolumePoolSize B¥H, 7 backend. Jjson EXHHEH,

BidE Trident EFAXY A CHAP

BRI LI E X FIEE CHAP BoiiEFM BrAP 2%, Hit Trident 7£ SVM £EA CHAP, EHEH
FREHY "useCHAP &%k, Trident {£H CHAP % ONTAP 58 iSCSI EZ# 1T B {585,

BIZEFEEA SVM QoS Fh

FIAN BT SVM B ONTAP QoS HB&, ®IfRH| Trident BEBE &R HFER IOPS #i&, XEBITF "PHLLFE"5%k
TR0 Trident SVM MY TE &,

TR LB LB SVM eI QoS iR, BXREMIVER, BSFERI ONTAP hitds3td, LATFRfAle)
27— QoS Hi&, R SVM RIABRE IOPS Ry 5000,

# create the policy group for the SVM
gos policy-group create -policy-group <policy name> -vserver <svm name>
-max-throughput 5000iops

# assign the policy group to the SVM, note this will not work
# if volumes or files in the SVM have existing QoS policies
vserver modify -vserver <svm name> -gos-policy-group <policy name>

Ite5h, WNRIERY ONTAP hiiAFE, MALUEEMER QoS &/ MERFRIERRB U TIERHNELE, BEN
QoS 5 SVM &5 REEAF 3RS

THRTER[UIIERHR I0PS REEURTIFZ HE. HPEE:

* EREFEMEFINEMTERE. MREHMS Kubemnetes BEXXM TIEABAAEMEEIR, WESEEH
FRXETELHAZZERINFIRM,

* ERSBPIETHFTEALENE. WIRARS IOPS XM ITFAERKERETIZTT, MK QoS REEFSH
FR{FL,

EENEEICE, £ SVM LFIDER QoS REEZFEUAECEI SVM BFABEHEZAERERY IOPS i, dIR—1EL
D RBUNARFABREN IOPS X, ErRIEESMAEMBSZUIIERHBINEZE, NREXMER, &
AIREREZ BEAIINE BRI ECE T ERY QoS KK,
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() e ONTAP BRASF 0.8 B, ARG QoS HBASERL SVM,

73 Trident €172 QoS ZRE&LA

ARS3EE (QoS) RIEXFE TIEAHMMRER AR S TERHEMEK. ONTAP QoS HRESENEIRM QoS 1IN
, HERAPREBA—ITRES I TEHHEXELE LR, BX QoS WFER, BEH @ QoS (RIEEMHE
"o ERILIERIRSFEISE QoS RIRA, HRENATFEZBIERTEIENES TS,

ONTAP B#fH QoS HRE&A: EFHRMBEN, FHREATT IOPS PREEENEAR (XESREFHNR/IVE
) BHE. BEN QoS BiptFEHEY BEITEHRHEA/), BEILERHEAX/)HIZEXTMARS IOPS 5 TBs|GBs
BULLBl, HEEAREMBEFEBRRERHMT I IIEAHE, XRET EZ0NE,

B2 QoS HRERLARY, BFEELUATEI

* BNIERIWECER defaults RPIKE qosPolicy o BEIWUTEIREERG:

version: 1
storageDriverName: ontap-nas
managementLIF: 0.0.0.0
datalLIF: 0.0.0.0
svm: svm0
username: user
password: pass
defaults:
gosPolicy: standard-pg
storage:
- labels:
performance: extreme
defaults:
adaptiveQosPolicy: extremely-adaptive-pg
- labels:
performance: premium
defaults:
gosPolicy: premium-pg

* BNIZIRENAREAE, UESIERERBABENEINELE, FHFHEREAH,
BX QoS REEAMIFAER, 1BEIY "ONTAP s eSE",

FREI7Z6E 5 RIA1R] Kubernetes SEE¥RL R

FREIXT Trident SIZ2AY NFS #. iSCSI LUN #1 FC LUN H9iA1a]2 Kubernetes S BLZ £ SBBIFBAM I
XA LARS LER B F Kubernetes £8¥ENIA RS, HAlRERIMELENIE,.

BHYTHE, SRR Kubernetes RZRAVZAELNR . RIgEEGRTEFNRFAIULE, BEEERHE,

REBRRTEIE. XBKE, BfEPVEZ22ENR, SHEE PVCH, ENRERUTE—mR=EFH
pod ¥3ia)e MARTEE SRIBHRER R TERIEHRDIBEREE,
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RZHWABLTE Kubernetes IFHMEIEREMNEEXIRE, BEPRHERILUAREREIENEFME, B
XEEFEHIFNZBREFN, "mRTE" SEMEXMERNZIN. B, A% HiEER.

SNBSS EEAL ER B R TEZHNENEINREZ TR INBERT, XEINERWIES, FIERERRE
F "pod 25" 2R ItEINEE,

FHFEEM Kubernetes MM ENHITIARINGEG, NUERAXNEEREFME, PVHEERASIN, MAEH
Trident BIE, XMRT REH Kubernetes MIMBENE M EIZH BABERER, FHEETIWHER, b
, BN EEXSHER, RIFM Kubernetes S£85 11 Al Kubernetes SEE¥5MERRY B ARARSS 2818 1TIA10),
FHFEEETREMIEMT = (%0 OpenShift) MEEREMIT ELHBFRNEAEFNTS, NEARMNSE

REERHA D REINFERRRIAR], XEIENBEIXLEAMILHET R8RS (5190, OpenShift Metrics Al
Logging ARS5) LA EREBEIFFEAL I T AR EN T2 88 5 SRR,

ERT ALK

BNEZHERETRRSFE— 1T FHRE, ZREEXAIFAR Kubernetes B HRFENTI o Trident BILAEED
IRMEES R, BIXMEI, Trident FHEEMNEMNIARIREI) Kubernetes B PHITIR, HERT
T3 R BN/ ERo

E, EHAILUFHRIESHERR, ANEEZR—IHSMAES M RIFEIERSHAN

* f£H vserver export-policy create ONTAP CLI a5 < 82 FH KK,

* f£F vserver export-policy rule create ONTAP CLI &g EMNARINE S HEREE,
BT S S A LR HIMILE Kubernetes T3 5 7] USR] X LE 308
NN AER SVM 2 showmount
1% “showmount IHEEE NFS FFimgERE 1 SVM LEREXAI A NFS SHEYYIR. ZPEE Kubernetes &8
pod AJLAXF & “showmount -e' &%, FIZRWRIBEHNYIR, BFEEXAOHNNER . BEAXEGHIER
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(D dirty 2B o 7 Trident BEBMIETA ‘clean GHAHRS) 28I, BAEE(R
FEESH PVC BENEATNE (BEEENTIREARSZE)

YR RBETIRORMmE H BT =BT, Trident 3

1. BRHBERT 2 LR E LR HREZR.
2. NREZT AT “cleanable ' RE (EBEMRERTSS, HEZTRATF Ready RE) , HEMEIR. BEX
HHRZREZT AR, N Trident SFEFIZWYZT =R clean H AR A HHEH N1ZT Mo
BXxBfEEZIFHAER
A LUBE 5 "1 R TIORNE (NHC) 223" ERRBohiTas 9 BEidiE, HEAET RHFER, NHC =il

& Trident TE{E (TNR) , Fi@EI7E Trident e 2 =B8] 817 TridentNodeRemediation CR RE X HFET =
, MMBh#ITEGI9DE, TNR NETRKRERGIE, HEDAMmSERNIT SRS H NHC kR,
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TR pod BRI IEAN

BRI ERBENEIET R PRFRR TERE. €2 TNR /G, TNR IZEHIBR T RIRC BT R, PiLER
MEVEL, HAFEMIBREGHFEIS R Pod REEM

B B RS S R IR EN S5 RIFR B &/PVC:

s FEABEHSHEERRM NAS 1 NAS-economy % ([EF3%1F SMB) .
* SAN #1 SAN-economy %,

BB (X TREDBNFRERD

AIATH:
* (EFSRFHFENSZRIIVER Pod EMEFET 2P MIFR. Kubernetes R XLEEFFEEIRRINT R Lo
© FEAREHFNAZRNSE (B1E3F Trident %) B9 Pod A& MEPET =R IBR.

* B#IEIEE T Pod ;EF trident.netapp.io/podRemediationPolicy: delete, BUFAEMKET =
B TIRZS Pod (3E PVC) »

£ %= Pod #BFR1TH:
A LAER Pod FRBRBEENX Pod #BFR1T/:. trident.netapp.io/podRemediationPolicy[retain,
delete], HEREMFEEN, SNEHERXLE TR, EEBMNAT Kubernetes deployment/replicaset pod
e, UBpLESPEESEFRER:

* retain - LIRS HAE], RS MEBFET SPMIER Pod.

* delete - LB EIPEFETZHAIE], Pod R MHPET = IBR.
XEEERER] LA A F1E4A pod.

@ * WFZIFRBIDENE, /10 BIEIERET = LML,

* WFALZFREIDBENG, FEISIERIAN S EEZ XS,

TridentNodeRemediation CR
TridentNodeRemediation (TNR) CR EEXKMHTi = TNR IR MREERMT RAIR .
TNR R f5:

apiVersion: trident.netapp.io/vl

kind: TridentNodeRemediation

metadata:

name: <K8s-node-name>
spec: {}

TNR X FERUTHLESR TNR BRSS!

kubectl get tnr <name> -n <trident-namespace>
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* BEH:
° (RIEXERH T Z T R REHFEIFT RN ER SIS 1/0 50,
° Trident T RMRWATIC AR HFHBRYIALZLR)
© N =2 IBR Pod FI&HMH4
* NodeRecoveryPending:
© IEHISBEEFTF T R MEBK.
° TREANGE, KMERERBETRTE, IHREELH.
* WRM K8s IR =, TNR IZHIZFRFMIBR TNR HIZLEXTK,

* BXIh:
- ENIERFIEREMNTRMEL R, TRETFH, AEMELH.
* KK
AMEREEIR. HIREFEE CR B status.message FEEHIKE,
BB Bl pEik%
AR

* 7£/2F automated-failover Z &1, 1EHFRERARHN B, BEXIFMER, BB [ Ta60BEFHAE
Bl

* 1£ Kubernetes B LETI RIETTIRRICE (NHC).
° "Z2%E operator-sdk”s

o fEEEB %%t Operator Lifecycle Manager (OLM) (SR EAXZE) . operator-sdk olm
installe

° &% Node Health check Operator: kubectl create -f https://operatorhub.io/install/
node-healthcheck-operator.yamle

@ &R ] LUE R ELA 75 74 R AQ T RbkP&E, 0 FmERY [Integrating Custom Node Health Check
Solutions] Z53 ik,

BXEFAES, BER TRERNEEET

B
1. 7£ Trident 882 =ia]H 8 NodeHealthCheck (NHC) CR LU EEBF I T 1T o Pl
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apiVersion: remediation.medik8s.io/vlalphal
kind: NodeHealthCheck
metadata:
name: <CR name>
spec:
selector:
matchExpressions:
- key: node-role.kubernetes.io/control-plane
operator: DoesNotExist
- key: node-role.kubernetes.io/master
operator: DoesNotExist
remediationTemplate:
apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediationTemplate
namespace: <Trident installation namespace>
name: trident-node-remediation-template
minHealthy: 0 # Trigger force-detach upon one or more node failures
unhealthyConditions:
- type: Ready
status: "False"
duration: Os
- type: Ready
status: Unknown

duration: Os

2. 7f trident MR TEIPHAT RIETRRIEE CR,

kubectl apply -f <nhc-cr-file>.yaml -n <trident-namespace>

L3R CR EZE R ¥4 K8s worker T7 2 9T5 %14+ Ready: false #1 Unknown, Tigi# N\ Ready: false 8¢ Ready:
Unknown JXZSEREfi & Automated-Failover,

CR A #Y “unhealthyConditions £/ 0 ¥/ FifRHA, XS EohPEFF1%7E K8s IRE TR 5% Ready: false BYiL
Bf%, XZ7E K8s KETRBILBGIREN. K8s NBIMEANRE—ROBEERF 40 7, AFIRE Ready:
false. BILATE K8s ZPE XA BE XL TR,

EEEHMAEEIED, i521% "Node-Healthcheck-Operator 214",

HgEER

4 Trident F/EFARFIREIINEER, RIFRE Trident SR TEIR EIRIEF M EINRIR, LUEFHS NHC BI&
B%: TridentNodeRemediationTemplate (TNRT) #1 ClusterRole,

TridentNodeRemediationTemplate (TNRT):

TNRT 785 NHC #2HlI2509EMR, ZITHIZRRIBFREMER TNRT £ TNR FiRo
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apiVersion: trident.netapp.io/vl
kind: TridentNodeRemediationTemplate
metadata:
name: trident-node-remediation-template
namespace: trident
spec:
template:
spec: {}

ClusterRole:

BRSRFIFEE, EREIEFEIFMBEERE. XIHTF T NHC 3 Trident 852 =iEH TNR BIFR,

apiVersion: rbac.authorization.k8s.io/v1l
kind: ClusterRole
metadata:

labels:

rbac.ext-remediation/aggregate-to-ext-remediation: "true"

name: tridentnoderemediation-access
rules:
- apiGroups:

- trident.netapp.io

resources:

- tridentnoderemediationtemplates

- tridentnoderemediations

verbs:

- get

- list

- watch

- Create

- update

- patch

- delete

K8s SEF LR ANLELR

AT BRILEAIMPELETS, 1E1E K8s Pl A RERRIE{E BT, EhTafiitaENSERRs. &0
LB &4 CR RE{E NHC CR (W0 EFmid)

kubectl patch NodeHealthCheck <cr-name> --patch
'{"spec": {"pauseRequests": ["<description-for-reason-of-pause>"]}}' --type=merge

X EBnhikfEEY. EENERAEMHNERER, BELIPTREMSEFRIER pauseRequests.

332



PR

) %EB’E%‘J%%‘S‘Z%E’\J%E’ﬂﬁif‘ﬁ*ﬁ,ﬁtﬁﬂt /0 ##&1F. RBEMERABREIDBEZHFHE/PVC B9 Pod A= BEHHE

* BohtPEFEFZFRHIIFEITE trident-controller pod IiE1T. UNIRIEE trident-controller BYTI s IS, M
Bt PE S WIER, B K8s ¥ pod BahEIf2ET =,

EMBEEXTRIETTRICER RS

EATLAR Node Healthcheck Operator E# 9 & AT R FERIN TR UM A BohEfERE. N7 MRS BohifE
RENGEINGERSYE, EHNEEXFRS RN

* KMET SHFER I TNR, SEAMET SMZFREN TNR CR &#FF,
s U SEMER TNR & F Succeeded IKESET, iEMIFE TNR,

Zelt
zeft
EEALLATILAYEIN, LUBER Trident HERER S,

E B R T(E)HIETT Trident

PN ARRR. NAREFEESG. ARMNEENARRRFIHIR Trident WRENXE Pod, UHIRAISERITFMEH
PR ARG R E R,

EREMNBARERMNBRS Trident 0E, 1BIRZERB S Kubernetes 58 TR %EE Trident(trident) o
¥ Trident ITE B OIS Z = RITa]REH Kubernetes BIE A R 8E1/418) Trident Pod F1ZfETE#RE =i
CRD MRAMIH (W/EIHF CHAP #ZF (WIREA) ) . BRZBERIAFEERIAR Trident &5 =8,
MTmiAIE tridentctl’ i FAFER

%f ONTAP SAN [Gim{EF CHAP S{3I%iE

Trident SZ3FEF CHAP Y ONTAP SAN T{Ef#E S HIIE (£ “ontap-san’#1 “ontap-san-economy IR EHiZ
FF) o NetApp BIEAXN A CHAP 5 Trident 1T ENMFME G Z B8 F 9 I8E,

tFEF SAN 7ZEIXEHFEFAY ONTAP [5i%, Trident BILUSBEXN A CHAP Hi&id “tridentctl EIE CHAP B

BN, ESR"ESER ONTAP SAN IXShiEFECE f5in" LU T #2 Trident ¥0{AI7E ONTAP j5if_LECE
CHAP,

¥ CHAP B)3%3iF5 NetApp HCI 1 SolidFire j5iE—itCfE o
NetApp ZINEFENE CHAP, LUHIRENS NetApp HCI # SolidFire Rl 2 Bl H 9 383E, Trident EEA—
WMEWNR, HPSMAF ST CHAP B2, L& Trident [5, ESEIE CHAP ¥R HZMEEAEN PV

B tridentvolume CR M&H, A PV B, Trident (£ CHAP #lZ¥RBE5h iSCSI £1&, Hild CHAP 5
NetApp HCI #1 SolidFire &4#1TiB(E.

() e Trident BRSBTS FBHIAEREL.
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¥ Trident 5 NVE #1 NAE B2 &

NetApp ONTAP 12HESEUENE, EEHMEWE. BEINEHEAMFIPHRSE. EXFMER, 158
i%] "ECE NetApp EMNZHR"S

* MREFIRSAT NAE, MTE Trident PECEREAIEERIE B A NAE,
° fZEI LA NVE MNEFEIREN " UEIEEA NAE %,

* WRKERFHBA NAE, NTE Trident PEENERISEIGERE NVE, BRIFERIHEEF R NVE IIZEIRE
BN false (RIAE) o

B A NAE BY/Gi%_ETE Trident REIZERNEXAIHIT NVE 3¢ NAE 0%,

* {ERILATE Trident [FIRBECE I NVE MEAREIREN true, UEBE NAE T, HESTE
@ ARG _E RS E RN EE TR,

* £2H NAE MIfgis 3§ NVE INBAREIRE N false AIBIERB R NAE W&, T/EEE
NVE INZArEIGE N false’ K2 A NAE N3,

el LLUBET B8 NVE INZEARER “true 7 Trident FFERIEIE NVE Ho
BEXEREERINELZER, BEH:
* "ONTAP SAN E & EIn"
* "ONTAP NAS Bt & %In"
Linux i—% 118 & (LUKS)

f&a] LUB A Linux Unified Key Setup (LUKS) 302 Trident E#Y ONTAP SAN #1 ONTAP
SAN ECONOMY #, Trident S2#F LUKS MZBEMNZIBIGIERIENEY B

7 Trident 1, LUKS INZHIE(EA aes-xts-plain64 ZRFET,, a0 "NIST" Friiz,
() ASAr2 RGTZH LUKS B, B%ASA12 RANIER, WBN " TH ASA 2 FHERL
FHAZ B

* TETRWMELE cryptsetup 2.1 HESRA (BETF 3.0) - BXEZER, 1FHIE "Gitlab:
cryptsetup”s

* HFMEERE, NetApp BN TIET e MEIREFIES (AES-NI), EIIE AES-NI =, 1HE1TIL
T

grep "aes" /proc/cpuinfo

tﬂ%/xﬁLIEITEHWE, MR RIEHIBIBIEEART I AES-NI, X AES-NI WEZER, 1EHEL: "Intel: 5
RINZFARERSS (AES-ND'
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B R LUKS &
&R LUER Linux Unified Key Setup (LUKS) 3 ONTAP SAN #1 ONTAP SAN ECONOMY &R RSN &N

ANy
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1. EEHEEEREN LUKS MNZE M. BX ONTAP SAN GIRECERTNELZES, ESH "ONTAP SAN £
BRI,

"storage": [
{
"labels": {
"luks": "true"
by
"zone": "us east 1la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. f£f parameters.selector RENXEA LUKS MEZENTEME M, Fla0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: luks
provisioner: csi.trident.netapp.io
parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. lE— 1 E& LUKS ZBRIENER. fan:
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kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

PRI
LUKS MZMETEF A ONTAP EE HUEMIBRFNE4E.

FAF SN LUKS BHEHECE

EENLUKS &, BANERRE luksEncryption 8B N (true. luksEncryption &I
Trident EREME LUKS E (true) HAKTE LUKS #nk(false) , SALLTFRBIFTR.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default

snapshotReserve: '10'

FBFSA LUKS &/ PVC icE

BB TN LUKS %, 15ERE trident .netapp.io/luksEncryption IREBEAN true H#E PVC HEEF
F3 LUKS B97#fiEsE, AR BIFrR.
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

i LUKS ZFE5EIE
BRI AR LUKS ZERBAZIEH RN,

@ ?‘Gﬁim*ﬁ%:‘ﬁ?fﬁ%&’ffﬂ% IREBHZHEIES | BAZH, BAESICIZZEIEIE. MRS BN
%_L-LEI%QE’ &0y /£?::E£k% HEBERFRFINZE B EAR,

KTFUIAES

HIEIETE A LUKS ZEiTIEEREEHSEN Pod BY, 4% LUKS ZH5ZiEHR, BIEH Pod BY, Trident
2¥E LB LUKS RIBATIE S Z e E s BB EH 1T R,

* NRE LRI S secret PRERNZRIBALE, NSk Ehek,
* MNRELMERBS secret FAYENZRBILAD, Mt previous-luks-passphrase SEKFH 2B,

p

1. 7 node-publish-secret-name #] node-publish-secret-namespace StorageClass &%, f5/u0

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret—-name: luks
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks
csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}
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2. AR EHIRE LNIMB BRIFTIE,
&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. FHER LUKS ZHHLISE BT LEIN R, 15H{R previous-luke-passphrase-name
previous-luks-passphrase ILECZ IR RDEGIE,

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA

4. QIEBEHBRIH pod. XZ B IPTIHLER.
S. IIFFRIEIEE IR,

&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["B"]
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Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]

o
HNESMIRE_ LROFHEEIEN, BEEEERH,

@ NRREIFHNZEFTIE, 90 luksPassphraseNames: ["B", "A"], Mg RN,
BT LU & — NETRY pod E=1 e eSS

ERET R
TR LATE LUKS IIENE LERET R

p

. BA ‘CSINodeExpandSecret‘I}J El] (beta 1.25+) » BXIFHES, 1BES I "Kubernetes 1.25: £
Secrets #H1TT RIXENAY CSI EY E"

2. N node-expand-secret-name # node-expand-secret-namespace StorageClass &%, f5/40:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true

ZR
BEhTELAFEY AT, kubelet AN EIRZ BLIKNIZT.

Kerberos {ZiiH &

BT fER Kerberos E4MNE, ERMUARERENFERIHEZEINRAEEAME, MM
SE ke

Trident 3235¥% Kerberos INZ T ONTAP {ERN1EiE /SR
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* ZKih ONTAP - Trident S2#Fi8d NFSv3 #1 NFSv4 &M Red Hat OpenShift #1_E75% Kubernetes 585 4s
# ONTAP #%HY Kerberos 1%,

BILABNEE. MBS, BB, R, . RIERELUKRSANER NFS MENE,

fEF 7 ONTAP SECEIZTTHH Kerberos 1%
EE] LI B B 54 ONTAP 7i8/5in 2 B 7EfE e £ B A Kerberos 13,

@ XM ontap-nas TFAERENIZRF S5 X BB A ONTAP Z#/5IREY NFS FREHR Kerberos
nz.
ez Al
* IFHAREIHAZ tridentctl KARRRIARINIR,
* RGBS ONTAP FiE/RIRIYEE R RN R,
* FIRIEFIEZEM ONTAP FEEREZHNER B,

* RE/ERIF ONTAP ZHEEINNL, LI NFS %Y Kerberos %R, %05 "7E datalIF /=3 Kerberos”
FREXISEA,

* BHREER Kerberos TNZRIER NFSv4 BECEIEM, 1520% NetApp NFSv4 1fERE S (5 13 ]R)
"NetApp NFSv4 5B INREF RIESLERIERE"

FINEEEY ONTAP SHI SRR

TEEMIMAR ONTAP SRS, ENEZHEF Kerberos MEZRIFT S HHER, FAF ONTAP #FfiE VM
RELUKRS Liff Kubernetes SEB¥HZHIEST ONTAP %, RS HREIN IR S HRBREE R
LA =i A0 7 1R AR R -

RN

£ NFS. NFSv3 #1 NFSv4 ifin] il EC & T tHER B

PIEREZ NS

RIBEWNENFEK, G UEE=MREMZAH Kerberos IEZ—:

* Kerberos 5 - (B{2I0IEFNINZ)
* Kerberos 5i - (BB B FRIPHEHIIEMINE)
* Kerberos 5p - (BB& S M AR SHIIEMINE)

ERE IR RECE ONTAP SHIREEHIN, Fla0, wNREFEEFEH Kerberos 5i #1 Kerberos 5p & HYE
BANEEH NFS &, BEFEHAUTIHNRE:

et R WIS IHRIE BB P ihia)
UNIX [==);:! [==);:! =)=z
Kerberos 5i (=== (=== (===
Kerberos Sp BEHA BEHA BEHA

BXRINAEIE ONTAP T SRS FH SREEHN, IFS LI !
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s "SESH SRR
o "BRNAINE) S 4 SRAR
REFEER R
eI LRI S Kerberos NNZEITNEERY Trident ZfE/GIREC B o

KTFUAES

ER3RACE Kerberos MEZRMFEMEEIRACE X AT, FJLAEA spec.nfsMountOptions BEIEE = FEhR
ZHY Kerberos &z —:

* spec.nfsMountOptions: sec=krb5 (BHILIEFINNE)
* spec.nfsMountOptions: sec=krb5i (EBEHFRIFHEMRIIEFMINZE)
* spec.nfsMountOptions: sec=krbSp (BB SHHMERFARIPHSHIEIEFINZ)

{FEE— Kerberos K3l SIRTESHFIRPIEEZ N Kerberos NZLRH, MIXEERAE— ML

p
1. EREREL, ERAUTRARFEEREREXH. AERRFHNERBIRES < FrE:
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i,
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. EA P HEIENEEX A RER

or krbbp

tridentctl create backend -f <backend-configuration-file>

NREHLIERY, NEREEGRE. BT ETUTHSEEAEURERR:

tridentctl logs

FIRAHEEEEXFHREE, &R LUIBRIETT create a5 <,

RIEETFAEZE
&R ISR EMESE, LUER Kerberos B RLE S
EFUES

ERIRFMHELRREY, BAJLUEA mountoptions SEIEE Kerberos IIZEM =DM ARRERAEZ—:
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* mountOptions: sec=krb5 (HREIEMINNZE)

* mountOptions: sec=krb5i (BB SHFRIFHEHICIEFINE)

* mountOptions: sec=krb5p (BB SHHMERIARIPISHIIEFNINZ)
{RHEE— Kerberos . MBAESHFIFHIES Kerberos MERS), MUEME— AT, MRER
B EImACE PIEENINE RS EFEERRPIEENEINAR, NEFHELEIRMT.

TE
1. ERALLTRBI6IEE StorageClass Kubernetes 3R :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true

2. BlETFfiE:
kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml
3. HIRECIEEFMEE:
kubectl get sc ontap-nas-sc
lig:NESETRNSTY WA S DNl i

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h

[Gh==s
SIREER RN EEERS, MEIURES. XA, B "TkEE
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£/ Azure NetApp Files HEEiz{THHY Kerberos 1%

BRI IEIEE LR 58 Azure NetApp Files 7fi#/5imaE Azure NetApp Files ZiERiREM M2 BHF#ERE
LB F Kerberos 1%,

Fiaz i
* JBFRRBEEIEELNE OpenShift B£5 /2 A Tridento
s BEHREHBZ tridentctl ARG R,

s SEILEEERFFIREE "Azure NetApp Files 4" HRIEER, HAIRE R Kerberos MZ2 & Azure NetApp Files
FiE R .

* BHRREER Kerberos NNZRAYE NFSv4 EECEIEH, 15517 NetApp NFSv4 IECEE 9 (55 13 )
"NetApp NFSv4 1g5aIhREf s E ISR,

tIEEEER
&R LLBIFE B S Kerberos NNZRINEER Azure NetApp Files F &/ IRECE

KTFILAES
HELIRECE Kerberos MNEZRFHERIRECE XY, ERILUBEE X AT TR seRRA 2 —R A3

* M spec.kerberos FERR FERIHLT*

* ff spec.storage.kerberos FEXM BT
TEEINHRSE XEEER, RERFMHEPRITR R R,
EE—%5, EEAILUEE Kerberos MEZER =P RERRASZ—:

* kerberos: sec=krb5 (BHIIEAME)

* kerberos: sec=krb5i (EEHMHFRIFHSHIIEMINE)

* kerberos: sec=krbS5p (EBEHHRMFIFHSHIIEMMNE)

p

1. EREHEL, ERUTREZ—SIZEFEEEREEXY, EFRATREEEXFHERNUE (FHEEHN
LAIHEM ML) o ERFEPHNESEIRIES <> hpvE:
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TR w5

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:
name: backend-tbc-secret

stV et Gl
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc
spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption
kerberos: sec=krb5i #can be krb5, krb5i, or krbbp
credentials:

name: backend-tbc-secret

2. fEA - HEIENEE XA R ER

tridentctl create backend -f <backend-configuration-file>

NREHEVEZRK, NWEKEEGNHE, BB ETU Ta*EEaEURERRA:
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tridentctl logs

IR HAHEEREX ARG, &R LUBRIETT create a5,

RIEETFAEZE
eI LARIIRTEREZSE, LUER Kerberos IZRBLES.

TE
1. EA LT RHEIEIZ StorageClass Kubernetes 315 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs

selector: type=encryption

2. BlETFfiE:

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. HREBIRTFES:

kubectl get sc -sc-nfs

LR 2R S U TR XML :

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h

&S
SIREER RN EEES, MEIURES, XA, TS "TkEE
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{58 Trident Protect RPN FBIEFE
T fi# Trident Protect

NetApp Trident Protect {2 5o BI N FATZF R EIETNEE, 1552H NetApp ONTAP 77{i#
F4H NetApp Trident CSI AR ETZF SZIFH B IRE Kubernetes N B2 EITHEEFI A]
}Eﬁl‘ﬂio Trident Protect &4 7B AL M AHIMEH AR UC TIEAFHNEER. RPN
. EBITHE API A CLI 121#t E‘EMJSIJJ'H“EO

TR LUEIE B B E &R (CR) X fEH Trident Protect CLI, 13 Trident Protect {®4F N T2

T—FEHA?
EREZH, ERILLT #2 Trident Protect B9EK:

* "Trident Protect Z3k"

%3 Trident Protect

Trident Protect 3Kk

BARIHREIME. NARRFEE. VARRFMFEAESRBE . BERENFERKEX
LSk, UEPEFIZETT Trident Protect,

Trident Protect Kubernetes &£E¥F# A4
Trident Protect 5& £ EEFM B HITER Kubernetes F=imik s, G¥E:

» Amazon Elastic Kubernetes Service (EKS)
» Google Kubernetes Engine (GKE)

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift

» SUSE Rancher

* VVMware Tanzu Portfolio

5% Kubernetes

* {X Linux 1+E T 232 #5F Trident Protect &7, &F01EREARZIF Windows 1HETI =,

* BREE Trident Protect VSRR 7 EFEIE(TAOMRIBISHISRAESE CRD, BRIERIES
©) 58, EBH XL

* HFRZE/DEE— VolumeSnapshotClass, BXiF4EE, &N
"VolumeSnapshotClass",
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Trident Protect Zf#/GimaRA 14
Trident Protect 32 # A ™17l faim
* Amazon FSx for NetApp ONTAP

e Cloud Volumes ONTAP

* ONTAP 77f#FE5
» Google Cloud NetApp Volumes
* Azure NetApp Files

BRREMERRA R A TER:

* IEMRIEEDIEEN NetApp &R Trident 24.02 SEShxds (GEiNERA Trident 24.10) o

* HIRIEHE NetApp ONTAP 7EfEETH.

* HREBEER TEESHHXNREFMER.

* SR A TR AR SR AR IR E R EN AN BEFH R TiEl, Trident Protect R AR AIEX
o TiE; IRTEEEXZRPIEERFENGRATE, WHRIERRK.

nas-economy HHIER

Trident Protect 32352l nas-economy BRIFNFIIRIRIRIE. HEIAZIFE nas-economy EHIIRIR. FefER
SnapMirror £ll, EEERiHEIETF Trident Protect B9 nas-economy & B AREBE R,

REVARFSEARBERNEIRS. WTFXEVRAER, FEBIE ONTAP FHEAS L
BT T e KRRREBER:

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

R LLEE A nas-economy BIETTUA TR RBRAREBER, & <volume-UuUuID> BIRANEE NG
uUulD:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ &R L& I Trident [SIRACE LI “snapshotDir I8 B “true REIANFHERHRREE R, IE
EARZFEM,

{EF8 KubeVirt VM {R1PE3E

Trident Protect TE ¥#E{RiF1&(EHAEI Y KubeVirt EEIMUR M RYTUALEMBRAINEE, MHARVUE—EE. &
gmﬂﬁéﬁ?ﬁfﬁﬂ’\]@ﬂ%ﬁ EMBIAITAE Trident Protect ARSI, HAFTAIMRASET Helm EIRSEIR HIE(KAVED

() wrmeEmE, FRERAEMHL (VM) BIRIIFER virtualvachinesnapshotss
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Trident Protect 25.10 &&= Ak Zs

Trident Protect TE#3EIRIFIZ1EHAIE] BT ALK KubeVirt X RSE, UHR—HM. M Trident
Protect 25.10 744, &EILATE Helm chart REHAENER vm. freeze ZHBAMITH. FIANBERT, &S
BRFRARS.

helm install ... —--set vm.freeze=false

Trident Protect 24.10.1 = 25.06

M Trident Protect 24.10.1 F¥&, Trident Protect £ ¥R RIF12/ERR 8 B o REFE R KubeVirt X4 F
g, ;E, B LERUTHSZALBEETR:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

Trident Protect 24.10

Trident Protect 24.10 RETEEIRIRIFIZ(FHRE] IR KubeVirt VM XH RGN —BRE. WMREBREHA
Trident Protect 24.10 £R#7 KubeVirt VM #i4E, NEBRHIBFRIFZEZAIFIHNXGRGERAE/MER
g, XAJWERXHERFLTFT—BIRTE.

eI LiEE "ECE EPAME" BCE Trident Protect 24.10 SREIREUERIFIZEHAB E MW S RSBV RS FAF
R, ARERUTHS:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

SnapMirror EHIFIEK
NetApp SnapMirror EFITAF LT ONTAP fi#R75 31 Trident Protect:

* ZKHh NetApp FAS. AFF #1 ASA &%, BRi ASA r2 RAARZIFHEA Trident R#F3#1T SnapMirror £l
* NetApp ONTAP Select
* NetApp Cloud Volumes ONTAP
* Amazon FSx for NetApp ONTAP
ONTAP £&£%f SnapMirror EHIHIER
UNSRiHKIGEF SnapMirror E4, EHHIRIEH) ONTAP BHEHBZ U FER:
* NetApp Trident: NetApp Trident &5#77E £ ONTAP {E A /5imAYIRF B4R Kubernetes 52 8%
Lo Trident Protect 3R UL FIRSHIEF ST IFAVTEESEHY NetApp SnapMirror i AR#H1TEH:
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https://docs.openshift.com/container-platform/4.16/virt/install/installing-virt.html

° ontap-nas: NFS

° ontap-san. iSCSI

° ontap-san. FC

° ontap-san: NVMe/TCP (FE&1E ONTAP k7 9.15.1)

* FANE: KBTEREFE TR ONTAP 8% L3 B AR RIFHEEE87 ONTAP SnapMirror B4 1F 8], BX
EMEE, ES N "ONTAP HEY SnapMirror FFEIHEAR",

M ONTAP 9.10.1 745, FRBETFAIIEARLL NetApp WRIIES M (NLF) BIEZHN3LAY, EXH—BRBAZ 1 IhEE
B, BXRIFAER, BESI "ONTAP One MHERIFFRIIE"

@ {2+ SnapMirror & 1R,

SnapMirror EFIHFEX R FTEE
MREITEREEERNE, BRERENIFEHEUTEK:
* B SVM: X% ONTAP EFfiEfGiR. BXIFMER, BB "SE8A SVM WFE /A",

(D) WERERD ONTAP EB 2 IS IR RNERI SUM BHER—H.

* NetApp Trident 1 SVM: 52 SVM 470 r] B F Eir&EE LAY NetApp Tridents
* HERIR: BEEE Trident Protect FARINFEIE ONTAP FfiEGiR, MUBIEEFHIXAR,

T SnapMirror £l Trident / ONTAP B2 &

Trident Protect XX EEE E /D — 1M RIF X HFREM BIREBREHNFERR. MRIFN B8R, BrNA
EFNERS RN AREFAENEFMEER, URERESELE,

Kubernetes %£2% SnapMirror £ IEK

Ha1R Kubernetes E£85HE LI T ER:

* AppVault AJ5iE)%: TRABIRERAIE A MEIHRRA BEM AppVault SREXF S NLUHITN AIZF W R
£l

* WMLIERE: BEERAEMN. FEBACRHA IP 21F51%, UBERNEE AppVault 2 WAN Z[8]AYE

5o

@ WZEWIFRTE WAN 82 E S RevpAEREg. TEEESEH A, BSEMIMER—iE
I LB B K,

LAEFAIE Trident Protect

WNRIEIFIERTE Trident Protect BIEK, Er]LUIZBRIU TS BESER FLRE Trident
Protect, f&BJLAM NetApp REX Trident Protect, tBA]AMEB AR IMRELEE,
ARV ERETT E1G1E] Internet, MFABFMRELZESREEREN.
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2% Trident Protect
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M NetApp &% Trident Protect
P
1. #¥h0 Trident Helm 72

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. {EF Helm &% Trident Protect, & <name-of-cluster> B NERZIR, ZBIREGDELAERH
BT RN E MR

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect

3. (Alik) ERAFRAREER (BINATFHEHR) , BER:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set logLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect

EIX AEIEREBT NetApp FFREMEMRER, MAFENRB TR HEMR R,

MIEFARLE Trident Protect

WNRIERY Kubernetes SEB¥ T AT IR BB, AT LAMFAR BRG A R L2 Trident Protect, 7EXLER A
, ERFIERREEBIRIESHHE:

p
1B LTS RIRIZA it B, BitRe, ARBEMEXEIZAEME:

docker.io/netapp/controller:25.10.0
docker.io/netapp/restic:25.10.0
docker.io/netapp/kopia:25.10.0
docker.io/netapp/kopiablockrestore:25.10.0
docker.io/netapp/trident-autosupport:25.10.0
docker.io/netapp/exechook:25.10.0
docker.io/netapp/resourcebackup:25.10.0
docker.io/netapp/resourcerestore:25.10.0
docker.io/netapp/resourcedelete:25.10.0
docker.io/netapp/trident-protect-utils:v1.0.0

fB4n:
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docker pull docker.io/netapp/controller:25.10.0

docker tag docker.io/netapp/controller:25.10.0 <private-registry-
url>/controller:25.10.0

docker push <private-registry-url>/controller:25.10.0

EFREY Helm B3R, EELERSR Internet iFIRARAYITEN L EA “helm pull trident-
protect --version 100.2510.0 --repo https://netapp.github.io/trident-protect-helm-chart’

() T2 Helm B, SR trident-protect-100.2510.0.lgz X EHIZIBLFE,
HERESEDRMEA helm install trident-protect ./trident-protect-100.2510.0.tgz T A&
FHEES | AEITRE.

. BIE Trident Protect 24 & =|a]:

kubectl create ns trident-protect

- BRENEMR:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

- QIR T T REMRS M IIERAENER:

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

. 00 Trident Helm 724

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

- BIE—18B A protectvalues.yaml B9, FEREFAEELLT Trident Protect &K :


https://netapp.github.io/trident-protect-helm-chart`​下​载
https://netapp.github.io/trident-protect-helm-chart`​下​载
https://netapp.github.io/trident-protect-helm-chart`​下​载
https://netapp.github.io/trident-protect-helm-chart`​下​载

imageRegistry: <private-registry-url>
imagePullSecrets:

- name: regcred

imageRegistry #l imagePullSecrets EIEATFTAEAHE R, B1F

@ resourcebackup # resourcerestore, MRFEGHIXZ FMRTIVFEFMEE
B&1E (U0 example.com:443/my-repo) , BEAIMRFETEETEREEIT. XK
HfRM <private-registry-url>/<image-name>:<tag> FIZENFIE B,

7. £/ Helm &% Trident Protect, & <name of cluster> BIRANEEER, ZBMEHEIAERH
BT ARRSEBE R MIRR:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2510.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

8. (%) ERAFEHASTIER (BWATHEHR) , AER:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version
100.2510.0 --create-namespace --namespace trident-protect -f
protectValues.yaml

X AEIERBE BT NetApp FEFREERER, MEAFENRB TR HEIRRH,

@ EEEHM Helm BIREEIED, B AutoSupport IZBM R TETHiE, HEHE "HENX
Trident Protect %",

24 Trident Protect CLI 314

AT LAEF Trident Protect /8 1THEHME (Trident tridentctl SEEREFEHYTE) X6liE
Trident Protect HENX AR (CR) 52X H,

24 Trident Protect CLI 3&H {4

TEEAGLITERERZA, FERHEREERTHRNBEENHEN L, RIEENITENERNZE x64 £2
ARM CPU, BHITIUTH R,

7
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THIEAT Linux AMD64 CPU Y&+
i
1. & Trident Protect CLI {4 :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-amdé64

77 Linux ARM64 CPU T &+
B
1. & Trident Protect CLI $H{4:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-linux-armé64

THIEATF Mac AMD64 CPU HidE
i
1. R Trident Protect CLI {4 :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-amdé64

TEIEAT Mac ARM64 CPU Y3 fF
B
1. F# Trident Protect CLI ¥4 :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/25.10.0/tridentctl-protect-macos-armé64

1. JodfE G 4B FRATAUR |

chmod +x tridentctl-protect

2. BB EBIXEERIR PATH ZEHREXMMUE. B9, /usr/bin & /usr/local/bin (EAJREFRE
RANR) -

cp ./tridentctl-protect /usr/local/bin/
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3. E, EBALRKEH - #HEIXHFEHFEFERPHEMIE, EXMERT, BIHRZUER PATHZE
B—Eh5:

cp ./tridentctl-protect ~/bin/

@ BiRFEFIE PATH ZEFRWENMIE, TLUBE RN tridentctl-protect’ 3 "tridentctl protect” M
ERMEFE AR,

Z&E Trident CLI {H{EEEE)
&) LUER M B i 5 BhTheEIRENE X IR ThaEAY ¥ 4R#5Bh

p
1. EREBIIREE R ERER:

tridentctl-protect help

B A< BEh5TR

L% Trident Protect CLI {5, AJLABAELSHIBEITEMIIEE.
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J&F8 Bash shell BB &I5ER
B
1. BIETERRAS
tridentctl-protect completion bash > tridentctl-completion.bash
2. X ERPEECEMENIHER:
mkdir -p ~/.bash/completions

3. BTHMMARZENE ~/ .bash/completions BR:

mv tridentctl-completion.bash ~/.bash/completions/

4 BUTTAMBIEBRPH ~/ .bashrc XfF:

source ~/.bash/completions/tridentctl-completion.bash

B A Z shell WETH5ER
T
1. BUEESTRNZS :

tridentctl-protect completion zsh > tridentctl-completion.zsh

2. ZEEHRPEEESHANHER:

mkdir -p ~/.zsh/completions

3. B THMMAIZENE ~/ . zsh/completions BR:

mv tridentctl-completion.zsh ~/.zsh/completions/

4 BUTTAMBEBRPH ~/ . zprofile X!

source ~/.zsh/completions/tridentctl-completion.zsh
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=

TREF shell BY, &R tridentctl-protect HifE BEhSER A S

B EN Trident Protect 23t

BRI LAEE X Trident Protect WEAIAECE, LUKEEIFIENEEER,

}ETE Trident Protect B 22 ERE!

Z24E Trident Protect f&, &r]LAERBCE XA Trident Protect A2 EERIEIRS, 18 B R ERRFIEERENSIE
#l Trident Protect 1#{E &5 FAEEF R ERVEE,

R
1. BIEEZ N resourcelimits .yaml BIZHH,

2. IRIBEAIRIEFR, FH Trident Protect BRI R IRIRHIATUAZE XM,
UTEEXH TSR TEURKRE, HES8 TR RRFINVERIAME:

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi
ephemeralStorage: ""
resticVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

mn

cpu:

nmn

memory:
ephemeralStorage: ""
resticVolumeRestore:
limits:
cpu: ""

nmn

memory:
ephemeralStorage: ""
requests:

mn

cpu:

mwn

memory:
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ephemeralStorage: ""

kopiaVolumeBackup:

limits:
cpu: ""
memory: ""

ephemeralStorage: ""
requests:

cpu: ""

memory: ""

ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

nmn

memory:

mn

ephemeralStorage:

3. N resourcelimits.yaml X{EFME:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelimits.yaml --reuse-values

BEXRE ETFXAR

L4 Trident Protect /5, &0 LUEAEE XHE Trident Protect Z28H9 OpenShift 4 T4 (SCC)o
XL E W T Red Hat OpenShift ££&¢H Pod FIZ 2R,

R
1. glgE&A sccconfig.yaml B,

2. 3§ SCC EBURNEIX 9, HIREIFRFEERSH,

UTRAIERT SCC IEBBISEMBIAE:

scc:
create: true
name: trident-protect-job
priority: 1

TREART SCC RIS
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28 WiER BRIA

create MELSE A LIEIE SCC HR, X true
Y scc.create IRE M true B
Helm % #£:34#2iR %! OpenShift If
150, A6 SCC #FR, tR
1L OpenShift £1%(E, HEWMR
scc.create IRE N false, M
R Bl E(" SCC FHiRo

name EE SCC BIZFF, trident-protect-job
R EX SCC MffLstihk, MALRER 1

=M SCC EMITRERIRA SCC

ZANEITITE,

3. N sccconfig.yaml XEHRIE:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f sccconfig.yaml --reuse-values

X¥H sccconfig. yaml XEEFIEEMNEEIEIGAME,

ERE HAth Trident Protect helm BRI E

TR LB E X AutoSupport I8 B R FEMELUR R LI EER, TRERTIRANEESH:

S8 RE WiER

autoSupport.proxy string 79 NetApp AutoSupport ZEIZECE 1L
I URL, fEA LD Al R IEAR
Sas e LR, Rl

http://my.proxy.urle

autoSupport.insecure HIRE BN true RPLYE
AutoSupport RIEEZEM TLs
ik, XAFALZE2NREERE,
(BMA: - false)

autoSupport.enabled m/RE BBsZESA Trident Protect
AutoSupport 48 L1F, KB N
false B, iTXINEH LERHE
B, BIEBATTUFohER SR
@8, FUAME: true)

restoreSkipNamespaceAnnotations string B MEZ DR EIREDHIRE &
TEERENE S DIRTITR. AFE
RAEERE e & =6l

restoreSkipNamespaceLabels string BMEDIDEREEERHBRE
TETERNE S DIRTITR. AFE
RIS an B =8
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http://my.proxy.url

ERILAER YAML FRE X Ean <1 THR S B B X LT .

£ YAML 14

-
1. BIEREXHHEESE AN values. yamlo
2. FREBHIXEF, HRINEEEXEE XN

autoSupport:

enabled: false
proxy: http://my.proxy.url

insecure: true

restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespacelLabels: "labell, label2"

3. EFIEMMIEIET values. vaml XHE, NARENXE:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f values.yaml --reuse-values

£ CLI &

p

1. EALUTHEE --set InENBTIEER NS

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set autoSupport.enabled=false \
--set autoSupport.proxy=http://my.proxy.url \
--set-string

restoreSkipNamespaceAnnotations="{annotationl, annotation2}" \

--set-string restoreSkipNamespaceLabels="{labell, label2}" \
-—-reuse-values

3% Trident Protect Pod RIS ET =

& B LAfEFE Kubernetes nodeSelector T IR LY SR RIRIET AR 1T HlIHFLE T3 R B B 1T Trident Protect
Podo ZRINERT, Trident Protect 12[@3: &1T Linux 9T 8, EAILURIESZEH —F BE XX LERH,

p

1. glg&A nodeSelectorConfig.yaml RIS,
2. & nodeSelector FETURMEINXHH, FARTEIFRRIREEE G LURINS BT AR LU TR, 540
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» I EEIRIMBERSIRSG], BHHREXKIAMNBEF AR

nodeSelector:
kubernetes.io/os: linux
region: us-west
app.kubernetes.io/name: mysqgl

3. WA nodeSelectorConfig.yaml XEHAIE:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

X EARBIEIR BT nodeSelectorConfig.yaml XA ERIBR S,

=12 Trident Protect

E12 Trident Protect I A04 AliE |

Trident Protect fEFAE F A EBIFIRIES] (RBAC) BY Kubernetes 2!, ZIABERT
, Trident Protect IR N RFA R TR MR EXENRIARSKS . NRENAR[FRES
ﬁHF'_EﬁLEE’Bz@% , e]L{#EMA Trident Protect BY RBAC IHREN R IR =8 avih

HITERARIIEH.

EHEIERIRATLIARIELIA trident-protect 85 B TEIRRZEIR, WRILUARFFEEMGRTERNER, E
BEHI RN RIEFRIER, EEQREMGRTIE, HRXEdETEFRNERMNBER,

HAR, REAFYLUERIA trident-protect 8% i PRI N BIEFHIEEIE CR, BREBENARFGHRT

B IZNVARRFHRIEEE CR (FARESLE, E5EXKNNARFERNG R BTEIBNAEFIEE
I CR) o

REBEERNERIARHFY Trident Protect BE X RFENR, HPEE:

* AppVault: FEFHEXETIEHE
@ * AutoSupportBundle: YEgtr. HEMEMEURK Trident Protect #433E
* AutoSupportBundleSchedule: BIEHEUE T

ENEREMCE, 1BEA RBAC KRG EIE I RAVIAR

AX RBAC AIFLEX RIRM e & TERVIFRBFAES, 155 M "Kubernetes RBAC 314"

BXRSKANIFAER, 1HE0 "Kubernetes AR5 1K 301"
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https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

. EEMAR P RYIGEANR

flan, — M RAE—ITEEEER.
15, HpTi2AMEHAREREnRDikch& e

SR AR HRTEUCEEMENER
elbErRe

p7
1. RIRAREmE =

kubectl create ns engineering-ns

2. NEHMASEHRTIE).

kubectl create ns marketing-ns

D& 2: SIBIBOARSSIKF LIS B e

RNEFES NS e
BRI LATE4R 2 (Bt — R AR
pg

1. R ITI2ARERSIKF,

apiVersion: vl
kind:
metadata:

ServiceAccount

name: eng-user

namespace: engineering-ns

2. JEHACI ARSI

apiVersion: vl
kind:
metadata:

ServiceAccount
name: mkt-user

namespace: marketing-ns

T 3. A MHRSIKF SIREN

ARSSIK P Z AR T ARSI #ITHMHIIE, NMREE
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—ATiERAFRM—AEHERR. SBEESR

TR T E PR RHITRE

FER A T ESS
=R HERo

SEFILAEZEE L BERIR, HEFIERNER SRR EE R,

HEE, AILURIAMIBRHERECIE,

, UBIBE—1IF

EEHEE—NEIARSIKE, EENZASTAFPAEIBE—TIRSKE, UERRELE



p
1. A TIEARSS IR eI A :

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. NEHRSIKF EIEEA:

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

$IE 4. RJE— RoleBinding &R LU L ClusterRole 3R 45 E EIE MRS K-

L{RZE Trident Protect BY, S8IZ—1EAIAR ClusterRole 3R, /RE] LUEE 8E FH N FA— RoleBinding 3t

2, It ClusterRole ZFEZIARSZ M

P$IE
1. ¥% ClusterRole #3E 2 TIEARSS KA :
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apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ¥& ClusterRole 4FEEIEHHARSZ M

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

% 5% MR
AR 2 5 IE .

p
1. BIATRRAF A AR TERR:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2. WIATIZRF AR EHER:
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kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n marketing-ns

% 6 % 2% AppVault X RIFTNE
BRITEMNRBREMIEEIEDTS, SEHEERTENR AppVault FFREVIARNRRFENEF,

p

1. QIEH A AppVault FIZBEE YAML X, ZXHRF AP AppVault BIIARIFBR. 0, AT CR #%
F R 3 AppVault B9i5E)AR eng-user:
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apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. QIiEHNA Role CR, {EEEFEERAEBIR T X6 R TEPRERIRIIIHIRINIR, FI90:
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apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. BiEH M RoleBinding CR LUEARLSEZIAF eng-usero. ffl¥0:

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. I PRE B IEH.

a. ZIOEMAE R TER AppVault HREE:

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

lig: RS RTINS T WA S PN i
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Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. Mt AP B S A LEREME IIRE B UHIREY AppVault E8.:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

lig: RS RTINS WA S PNkl i

yes

=]

1&4%F AppVault 1 PREY A F RZEERS (55 FRIRAEY AppVault 3 ST BIZF HUBEIRR(E, HERREER AR
Foryan & =B Z SNV RIS TR B B 2 A ) A3 IR] RO 22 R

215 Trident Protect &

& AT LAfEEA kube-state-metrics. Prometheus 1 Alertmanager 7R T AR ST Trident
Protect fRIFRVERIRRVIZT TR

kube-state-metrics fiRZZ M Kubernetes API IS4 R1E1T. FES Trident Protect —fC{F B rIiR A X 1E
PR BERSHERER.

Prometheus 2— 1T EE, BILUZEY kube-state-metrics £RRVEEHE, HEHEMAEXXLEN RN ZIEE
B, kube-state-metrics #1 Prometheus R NERM T —FM 75745, AILUGEEEERA Trident Protect BIEAY AR
E’JL{T'{*’R*D%ID\O

Alertmanager @—UIRSS, AI#ZEU Prometheus T ELXMER, HIEHBRAZIEEREN BN R,

XESRHREASHNEENESRERF; EFEAEXENULEENIFR, BXAEKRANX
£, B TER X!

@ * "kube-state-metrics 4"
* "Prometheus 314"
* "Alertmanager 14"

TE1: RxnirTA

E7E Trident Protect PR AR R IEE, TELEMALE kube-state-metrics. Prometheus #1 Alertmanager,
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2% kube-state-metrics
B LAER Helm &% kube-state-metrics,

HIE
1. 70 kube-state-metrics Helm chart, 5I40:

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. 3% Prometheus ServiceMonitor CRD [ F5E#:

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. 7 Helm BEIRGIEBEEXHE (0, metrics-config.yaml) o ERILBENX MU TRGIECE UTEER
2751
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metrics-config.yaml: kube-state-metrics Helm chart it &

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

nmn

namespaces:

# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. ;@3 EBZE Helm chart % kube-state-metrics. HI40:
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helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. PR "kube-state-metrics BHE X AR "HBYIHBAACE kube-state-metrics, 79 Trident Protect fEFAIBEE
Y& R BT

L% Prometheus

O] LURER "Prometheus 3214 "HEYIEBIREE Prometheus.
L% Alertmanager

R LURER "Alertmanager 324" HRAYIRBAZR $E Alertmanagers

TR 2. BEERIETAUMEBEIME
EniETHRRE, FEREEENDRIE.

T

Pals

\F

®

1. ¥ kube-state-metrics 5 Prometheus ££f%. #R4E Prometheus BCE (" prometheus.yaml #7510 kube-
state-metrics fRSZ1E 8. fla0:

prometheus.yaml: kube-state-metrics fR535 Prometheus B95E7K

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. Fig & Prometheus LURFEIRESERE] Alertmanager. 4w3E Prometheus BB X (prometheus.yaml) HiR
MATERS
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prometheus.yaml: [ Alertmanager &XiXZ#R
alerting:

alertmanagers:

- static configs

- targets:

- alertmanager.trident-protect.svc:9093
ZR

BUSR A AR R E i R X B e &

Prometheus ILTERTLAM kube-state-metrics UXEE R, FE Alertmanager KIXER, EIM7ER] AL E /L ZIR
$I 3. REBZIRMEIRERF

BILALEC 1S

IR

RIREENNRAIFE, FTEREEMLERINERSREURNFERLEE L,
ERRG FRRK

150

rules.yaml:

B9IREE, FHTE prometheus.yaml EEBE X E S YAML 1LF2ER:
rules.yaml: JKMEIEREX Prometheus Z

groups:

UTROIEX T EENBEXRRREIZEEN Error 5 B KMENALNXEEIR. ERIUBEXILT

— name:

fail-backup
rules:

- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: 5s
labels:
severity: critical
annotations:

summary:

"Backup failed"
description:

"A backup has failed."
BOE Alertmanager LU AE{th2EE & X EHR
R

BRI LB 7E alertmanager. yaml XHHISEMHENEE, 1§ Alertmanager EEEAREMERE (U0 FHB
. PagerDuty. Microsoft Teams S{EMIEFIARSS) KiZ@,
B AIFERERR Slack webhook URL :

LATRBR Alertmanager BEE (A Slack @ERIXEN . BRIBERIFEEEXIRA, 5 api_url #89
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alertmanager.yaml: [ Slack & %X ZHR

data:
alertmanager.yaml: |
global:
resolve timeout: 5m
route:
receiver: 'slack-notifications'
receivers:
- name: 'slack-notifications'
slack configs:

- api url: '<your-slack-webhook-url>'
channel: '#failed-backups-channel’
send resolved: false

4B Trident Protect 2356

Trident Protect fEEIZRARER LIRS, EHPEIEX NetApp Support EFBIEER, BiF
BXFAERERTNAERMNAE. BIrAIMEE. NMREEEZEDIEEM, NRTLAfE
BBEENXZIE (CR) XHEXZiFH4E £ NetApp ZiFihs= (NSS).
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£/ CR 8IEFE
B
1. SIEBEENZKR (CR) XHHEEMmEZ (fl30, trident-protect-support-bundle.yaml) o

2. RELUTREM:

° metadata.name: (Required) IttBENXZFRNBIR, AEHNIFREEEFE—E—HSENETR,
° spec.triggerType: (Required) HE ZIFERBIBNEMERITRIEM. TRIBEMREZLETE UTC BFE]
ZERE 12 = AJBER(E:
* Bt
* Fof
° spec.uploadEnabled: (Optional) I=H| & M IEE N I F R EERFH _EZE NetApp =,
WMRFKIEE, MEIAN false. AIRERVIE:
= true

* false (EAIA)

> spec.dataWindowStart: (Optional) RFC 3339 XMW HEAFTE, IEEZIFEHhESHENED
R FFH400 B ERFN B E], SNSRKIETE, MERIAA 24 N\EtFT, ERILIEENRREEO RN 7 K.

w5 YAML

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. EAEMAIEIEFE trident-protect-support-bundle.yaml' X /5, M CR:

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

fE/A CLI iR IFE
I

1. QIEERFE, AETNEEBRIESHME, trigger-type HWERTIUANCIEREIE, HEQE
El RS HRITKIRE, HBERMUE "Manual '3 “Scheduled. EAIANIEE N Manualo

a0
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tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

BIEMRERFE
ERE—HEEXEERE, EUBEMEEREEHRERREIAMAS,
p

1. %4F status.generationState FiX completed K&, ERILUER U TS MITERMFE

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BXIFEKRREIETHARS, MBS AutoSupport BHFKEX copy fi<>:

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

Mg HE "kubectl cp L HIBITE, 1§ destination SHEBR N EHIEN A E R,

F+4% Trident Protect
&0 LU Trident Protect AR EISRATAREAS, LUFIBHINEEEIRBE,

* MARZS 24.10 FHRES, AHRERELEITHIRERAIRER R, HEEERSELEBIZARRKRIIRER,
TR FEIERITRIRVRER, NRRBEARIERRY, EAJUAFEHRIZHVRR, LI
RIEHN ARFZEIRP.

@ NTRRBENKE, ERIUEARZMFZRFIAERREITY, AREAREERERCE
BR, X=SBEARIREEREMITIIBIRIE,

* WFAEEMERLE, FHAREHNALEEIMERFRE T BIFRAFAFEDN Helm BXRMNEG, H
WIEERIBENX Helm (ESHERREFRS. BXIFAER, BFER MNLEEHTRSZE

Trident Protect",

EFH Trident Protect, 5HITUTEE,

$I8
1. 3 Trident Helm T2AEEE:

helm repo update
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2. F+4k Trident Protect CRD:

@ WMREEM 25.06 ZHIBIRARAEFAL, WEEHITIFE, FH CRD IEEEETE Trident
Protect Helm B&H,

a. BT a2 CRD BWEIEM trident-protect-crds tJ#ZE] “trident-protect:

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":
{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}'

b. =T ESMIFR trident-protect-crds BIRA Helm Z$A:

@ 15701ER Helm EI#; “trident-protect-crds’ Bl #R, EAXAIgE=MIBRER CRD FEAHEX
R,

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. F+4& Trident Protect:

helm upgrade trident-protect netapp-trident-protect/trident-protect
--version 100.2510.0 --namespace trident-protect

fEBI LUEIE 7E upgrade s 2RI --set logLevel=debug REEALKIEHIIHELR
IJo Eﬁl* E ulaiﬁ%ujj wWarno lezl'.ﬂﬂﬁt E ulﬂiﬁﬁ ;FE&[‘EHHL%: yg Eﬁﬁjﬂ:
NetApp ZRRZEfRIR ﬁ'ﬁ?ﬁﬁﬁ@ﬂﬁafu\é&ﬂ]jﬁﬂlﬂ@o

BIENRIFNM AR

M8 Trident Protect AppVault X R & IR1Z (&

Trident Protect BN7Z#HE B E X &R (CR) #F9 AppVault, AppVault 3R E7FEREEIERE
1 Kubernetes T1ER#T o AppVault CR BSEHFRIPIRIE (WI&HD. RE. ERZEMN
SnapMirror £#ll) PEREEEFIENEE. 2EEE AR LIAIE AppVaults.

XN ARREFHRITEERIFE(EN, EFEFNEMEn<LITEIE AppVault CR. AppVault CR & FERVIFIE,
1EEI LATE R AppVault CR BHMER LTI LR FIEAIER.

@ ffafR AppVault CR {ii %% Trident Protect Y58 . 1R AppVault CR R FEHELEIHIAIE
» Mar LT EREIR,
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fcE AppVault S{4I0IEFNZES

TE8UZ AppVault CR Z#il, EHREIEERN AppVault MEEE 28 A LB IR B EREX R REITE K
o

Data Mover 7Z{i&ZEZS

L{&{FER CR ¢ Trident Protect CLI }&E{4 832 AppVault XF5RAY, EBILA Restic 1 Kopia IIEIEE®HE BENX
ZZH9RY Kubernetes secret, INRIEFKRISTE secret, Trident Protect &R EAIAERT,

* Fnhtl#E AppVault CR B, 151E M spec.dataMoverPasswordSecretRef FEZ18E 221,

* {#F3 Trident Protect CLI €l AppVault 3I%RBY, 15EA --data-mover-password-secret-ref S35
EZ,

BB IIES sheR B A &

ERUTRAIRIEEEER, I AppVault }REY, BILIETR Trident Protect £/ b2 AR EEIS Thad 7 E Rz
TR,

* IRIBEERNEIERZ:, BREEEIEZIUERCIESNENZE, Fi, MNREEEFER
@ Restic HFERITEERER Kopia, N7ECIEZREEIAILUNE S Restic 2,

* FRERRFEREIMTS. ERFEEKRMER—TEEHHS— 58 LRIE. WIRE
B¥5{ “trident-protect sa R TIEWMIER, MRLBEN, BRI EEREREHIHIRE,

f£MA CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

fEF CLI

kubectl create secret generic my-optional-data-mover-secret \
-—from-literal=KOPIA PASSWORD=<plain-text-password> \
-—from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect
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S3 RATFE IAM 1R

L1Z{ER Trident Protect 15718) S3 A 7FA% (30 Amazon S3. Generic S3 "StorageGrid S3"8{ "ONTAP S3") BY
, BEEHEREENAFRSIEARHFEERFARINIR. UTEETER Trident Protect 1 18]FTFE RIS R
RISRBE R, &R LU SRRE L AT EIE S3 RAFMEMRIERNARF

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",
"s3:GetObject",
"s3:ListBucket",
"s3:DeletelObject”

1,

"Resource": "x"

B X Amazon S3 RERANEAEE, 1EEN "Amazon S3 344" RRYRHGY.

EKS Pod Identity for Amazon S3 (AWS) Z{3I83F

Trident Protect 3235 F3F Kopia $iET55h28121ERY EKS Pod Identity, IHINAERISEIIR S3 ZE@MZ A1),
TE AWS EIRTFETE Kubernetes Z A,

EKS Pod Identity 5 Trident Protect FYE3K
f£3% EKS Pod Identity 55 Trident Protect —2fEZ /i, BEHERUTHRE:

* 8 EKS £8¥E 2 Pod Identity,
* BESIRAEALE S3 FEMXIRD IAM B, BETHRESRER, BSH"S3 A IAM R
* 1AM 5 LU Trident Protect BRSS Mk K Bx

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete

BXEA Pod Identity LAXE IAM B&S ARSI REXEVIF45AE, 1520 "AWS EKS Pod Identity 3Z45"

AppVault F2E FH EKS Pod Identity BY, /A useIaM: true ir&EmMA_ENEIEAE AppVault CR:
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https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
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https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

IR ERE AppVault ZERLE ARG
TEX AppVault CR BY, FEGENIRHIEFHENZENZE, FRIFEEETMER IAM BHRIE, BAREE

AN A R IRIBRMHEFMAFIRE. UTERZSMEMEFRSSITERENT. ErRILERUTRAEIN
S oiRftBENERELEER.
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Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
-—-from-literal=accountKey=<secret-name> \
-n trident-protect

1B S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
—-—from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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AppVault BI7ERH)

TEREMRERZFRIRG AppVault X

AppVault CR 71!
SR LUER LT CR R AE N =iREEEIEZE AppVault XK,
* IEEILUEIRIETE Kubernetes #125, EHAEE Restic #1 Kopia FEEMZNBEENXZEE, &
XFMER, FBM Data Mover [#iEEZR,

* ¥tF Amazon S3 (AWS) AppVault IR, EE]LLREFIERE sessionToken, XEFHELRER
©) (SSO) TS HIIER IR, HIEHE $Hx mHR R AppVault BSEMRHE iRt
BEREEN, BORESME.

* XF S3 AppVault R, EA]LLEEFER spec.providerConfig.S3.proxyURL A
Hiih S3 MEIEE H AR URL,
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect

spec:

dataMoverPasswordSecretRef: my-optional-data-mover-secret

providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ X F1EF Pod Identity 1 Kopia data mover B9 EKS 1%, {RE]LIiEE&
‘providerCredentials’ #8453, ¥ ‘uselAM: true 7 RNNE] "s3 ECE o

Microsoft Azure
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

1BHA S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGrid S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

{8 Trident Protect CLI £ AppVault ;<!

ERILUERLLT CLI SRS MEMRIZF8IE AppVault CR,

* BRI LUEIRIETE Kubernetes H1%, HAEE Restic 1 Kopia FEEMZENBEXEB, &
(D XFMER, FB M Data Mover 77£EZR,

* XF S3 AppVault IR, EEILUEE(ER --proxy-url <ip_address:port> ¥ AH
If S3 mEETE H AR URL,
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Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

1B S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3
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tridentctl-protect create vault OntapS3 <vault-name> \

--bucket <bucket-name> \

——secret

<secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \

--bucket <bucket-name> \

—-—-secret

<secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

59 “providerConfig.s3 EZ & %I

BX S3 RHIEFEERD, BN &

%

providerCo
nfig.s3.sk
ipCertvali
dation

providerCo
nfig.s3.se
cure

providerCo
nfig.s3.pr
oxyURL

providerCo
nfig.s3.ro
otCA

providerCo
nfig.s3.us
eIAM

WiPA
R SSL/TLS EHLIIE,

BRS5 S3 iHmMRSE HTTPS &1

IEE BT iEED S3 IEIRS 28/ URL,

79 SSL/TLS Wik B E NXIR CAIEH,

BR 1AM B3 I8IE LR S3 fFiEiE. &
EKS Pod Identity,

#E& AppVault 8

ERILAGEA Trident Protect CLI i+ &EE B XTEEEF L EIEHY AppVault WRHER.

p

1. & AppVault WHRHWRZA:
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AAIA

false

true

x

p

AF false

Nl

"true". "false"

"true". "false"

http://proxy.ex
ample.com:80
80

"CN=MyCusto
mCA"

true, false


http://proxy.example.com:8080
http://proxy.example.com:8080
http://proxy.example.com:8080

tridentctl-protect get appvaultcontent gcp-vault \
--show-resources all \

-n trident-protect

NI T e
e to—— - fomm - it et T
o +
| CLUSTER | APP | TYPE | NAME
TIMESTAMP |
pom - o pom - e
o +

| | mysgl | snapshot | mysnap | 2024-
08-09 21:02:11 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815180300 | 2024-
08-15 18:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:06 (UTC) |
| productionl | mysgl | snapshot | hourly-e7db6-20240815200300 | 2024-
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815180300 | 2024-
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815190300 | 2024-
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup | hourly-e7db6-20240815200300 | 2024-
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup | mybackupb | 2024-
08-09 22:25:13 (UTC) |

| | mysgl | backup | mybackup | 2024-
08-09 21:02:52 (UTC) |

o +————— - T e T e
e +

2. (\[ik) BEEEFES AR AppVaultPath, HEBEIRE --show-pathso

HBTE Trident Protect helm REFISTE TEEFRNEY, REE—F|PHEEBEFZIMA TR, Hi0: --set

clusterName—productlonlo

#%B& AppVault

1] LABERS MIBR AppVault 3R

@ 7EMIBR AppVault IR Z A, E70758& AppVault CR H#Y “finalizers 22$0, WRXHFM, ATRES
S AppVault FEX R AYRISEEEF SR PRI NI E TR,
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FIaZ Al
R EMIERZEMIFREY AppVault (EFERVFRBEIREEM&EX CR.

£/ Kubernetes CLI fflif& AppVault
1. Mk AppVault IR, & appvault-name EiANEMRIFRAET AppVault XFREIZFR:

kubectl delete appvault <appvault-name> \

-n trident-protect

&3 Trident Protect CLI fiflf AppVault
1. #IER AppVault IR, & appvault-name EiANEMIFRAT AppVault X RAIZFR:

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{# A Trident Protect X EIEN HIEF

&a] LUEIE 62N ATEF CR FE% AppVault CR EE X Z{#EH Trident Protect EIEHIR
FfER

BlZ AppVault CR

EEEQ BB EX N AREFRITEIERIPIZEN RN AppVault CR, 7B AppVault CR EEHRBERE
Trident Protect B8 £, AppVault CR %5 E FERVIFIR; BX AppVault CR BIRfl, 1EEIR "AppVault HENX
B "

E X R FHER

BREEE X EMFHA Trident Protect EIEME I NEER. Er]LUBIEFoit)ZNBTERF CR I fEMA Trident
Protect CLI 3REX B FEEMNAIZR,
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£ CR M AER
B
1. Bt A2 CR Xff:
a. BIEBENER (CR) XMHHBESE (HI8, maria-app.yaml) o
b. BB TEM:

* metadata.name: (%F) WEEFBEXZBENE. BEIREEENETR, BRARPIEE
FRrEERYEM CR XH25|BILE,

* spec.includedNamespaces: (Required) Em & T EIMTZIRZESEEN BIZFEHANG S
FEMER. NAREFGRETENARILFIRN—E9. HEZEFSREAEN, ATRTRHES
MEEMmRTERE R,

* spec.includedClusterScopedResources: (Optional) EFR It BIEISE B SEN AR ENX
FREETENZR. LWEMEAFERBELA. R, HEMGZIRFXLERIR,

* groupVersionKind: (%) 1EESRECEINZEIRN API 4B, ARASFIFZE,
* labelSelector: (F]i%) RIBEEHTEZIRAIITE X HFHTTIHIE,

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (Optional) ItHtE{E
BT MEIMNE XN BIZRFE, BIGN7E KubeVirt IFEH, REBZHISRAEXUHRAFE, 15T
L AR BT A UEIREBEIEIE AN GRS, NRIZKEN true, NEEFIEREEFLE,
BIREX RS, MRIEE, BNAEFENAEFREXFEEEMW, WA E, NREK
18, NN BIEFER "£/F Trident Protect REEIEE"S

MRFEACCENAREFENALHE, FJUERU TSRS

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"
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+
~fF YAML :

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (Optional) FINE & HHFFTIE I ERERIFRAYHILE:

> resourceFilter.resourceSelectionCriteria: (FHIEATEE) FA “Include’ T "Exclude KB &5k
HEFRTE resourceMatchers FIE X BIZE R, AINLLT resourceMatchers SEUUE X BB IESHREY

R

* resourceFilter.resourceMatchers: resourceMatcher X &R #H, MRELIAFENX ZMIT
%, WElTEER OR ZIE#ITILES, HES N TERE (H. M3 ) ANFENS1ESN AND
1BREFHITICAD,

* resourceMatchers[].group: (Optional) EiFERNZRIRE,
* resourceMatchers[].kind: (Optional) EifxIEIRAIZEE,
* resourceMatchers[].version: (Optional) EifHi%rIHIRAVARZS,

* resourceMatchers[].names: (FAi%&) EFERIZEIERY Kubernetes metadata.name FEE

FRBEYR R,
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* resourceMatchers[].namespaces: (Optional) Eid EHIEJRHY Kubernetes
metadata.name FEXHIIEE Tial,

* resourceMatchers[].labelSelectors: (Optional) 3= JRH8Y Kubernetes metadata.name FE&
IR IEIRRFRTHR, W "Kubernetes 4" RFRENX . 40:

"trident.netapp.io/os=1linux".

@ U [EBS{ER “resourceFilter 1 “labelSelector B, “resourceFilter B ftiafT
, JAIG¥% “labelSelector B AFE KM E R,

f54n:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

2. QIESIMRILECAN 2R CR &, A CR. flyl:

kubectl apply -f maria-app.yaml

p

1. ERUTTIAZ—RIRHNANBRFEN, ERFMEPNESBERIESHNE, JUERES IR
FRMRGIPE RS ERENBEFEXFESHATEME o

FLIBN AR, ErLLERERERRIEENAIEFEE A UEREHEE A RS, XERA
FMEIMHE X BN BERF, BIMNTE KubeVirt FIEH, EREBZASEREXGRFFRLS, WRFEER
KEN true, NAREFRZRE2/IGE, HEIUERBHEEAXGZS, MRBEHIGEN false
, NARFRZRERIKE, FERBIMEFEXFRS. IRERTIRE, BNARFENRRERFENX
RSB EM, MZERER2ER, MRAERIR, NARFRKERE"2/F Trident Protect 4512 E

"
[e]

B CLI QRN BERIIEEHE, BJLIEA --annotation &,
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N AEFHERXHRFAETINERIRE:

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

° QIENARFHEEXFRGAETT NS AREFRE:

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

&R LA{FER --resource-filter-include fl *--resource-filter-exclude fr&GRE
F ‘resourceSelectionCriteria (F04H. 2B, ks, 7. FFFMGR2TE) SSHER
RiE, WL RGIFRR:

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-namespace>
--resource-filter-include

'[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my-
deployment"], "Namespaces": ["my-
namespace"], "LabelSelectors": ["app=my-app"]1}]"'

{EF Trident Protect {®iFN AIEFE

T LUEE (£ /8 B e RIP RIS S IR R IR RA &1 KR Trident Protect EX2RIFAE [
Fo

@ &R ABRE Trident Protect TEEERIFIZ1ERRB) ARG MBRAN GRS, "F4H 7 #2u{r 5
Trident Protect BB B X4+ RZ0RE"

BIEBIRFIRIR
&) LABERY IR TR RER

@ MRS CENARENAEFEXPEXS A, HEBCNSIBTEANARFGEZTE, W&
BEEED. RESEER,
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{5/ CR IR

B

1. BIEBENZER (CR) XMHHEHES RN trident-protect-snapshot-cr.yamlo

2. ERIEMIX M, EEEUTREM:
° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—E—HSENETR,
° spec.applicationRef: EREHIMN BRI Kubernetes & #1.
° spec.appVaultRef: (&5F) NFFEIREBRZE (T#iE) B AppVault BIZ R,

> spec.reclaimPolicy: (FIi%) EXMIFRIRE CR BYREBAY AppArchive 2R EHAIB R, XEK
EBEIRE N Retain, REBUEHEMBIER, BHER:
* Retain (BAIA)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. {FAIEMMEIES trident-protect-snapshot-cr.yaml' X4 /5, A CR:

kubectl apply -f trident-protect-snapshot-cr.yaml

fEFS CLI QI RER
T
1. BUEEIRER, AFERNEEERESHIE, Hlu:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

tIERFEN
TR LABERY & 0 N FRAE T
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@ MREECCRENFRENAREFEXFENSIA, HEC(5IBTEANAREFmRZE, W
BEEED. R ER,

FaZ Al
R AWS SIELhETHARY BB A ST FHERIKETEIETTHY s3 &1D1(F. MRSHEEFMIRIFHAENIHR, B1FF

RERRI

* BXROELAIESHEIHRIFARES, BS0 "AWS API 301"
* BX AWS ZFEFEIIFAES, FEN "AWS IAM 314"
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{£F3 CR BIE&ED
TE
1. SIEBENXZKIR (CR) XHEHIEEMB N trident-protect-backup-cr.yamlo

2. ERIREIX M, EREUTEMS:

° metadata.name: (Required) IttBENZFENBIR, AEHNIFREEEFE—E—HSENETR,
° spec.applicationRef: (W/F) EHMDHINAREFH Kubernetes &R,
° spec.appVaultRef: (%) MEFMHEFHRER AppVault 92 FR,

° spec.dataMover: (Optional) —MNF#i 8, IERNERTHMIRENEMH IR, TENE (KoK
B) :

* Restic
* Kopia (EAIN)
° spec.reclaimPolicy: (AIif) EXMEBFRREGRRSLEMH 4. FTEEHE:
" Delete
* Retain (ZRIN)
° spec.snapshotRef: (Optional): ER{EEHDRRVIRBIR IR, RKIZH, BEIBEHFHIRETR

|77
i<

5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name

dataMover: Kopia

3. {EFEHM(EIE S trident-protect-backup-cr.yaml' X4 /&, MF CR:

kubectl apply -f trident-protect-backup-cr.yaml

£/ CLI RlIEE%
HIE
1. SIEEHD, BFERHEEBIRESHHE, FIa0:
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tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

TR LUEEER --full-backup ISKIEEEMEE N NIFHEEE M. AIABRT, FAEEMHERE
IwE&ED. ERAIMREN, SMRENIFHEESN. REMEIREMNITREER, ARERRTEE
ZEPITIRES D, USRKIREMEES REHERIIX,

SFFEDER
TRNAT GIEED CR BRI LUEARYHLE:

roE it iER FINE
protect.trident.netapp.io/full-  string EEEMERENNIEEESD. 18BN truew "false”
backup HeIZIEE& 0. REMEZZEMNITRE

&), ARERBEMZERITEESD, U
ERAPREMERS EME X XL

protect trident.netapp.io/snaps string MR IRVESZ AR A VR RO R K Bl “60 5
hot-completion-timeout

protect trident.netapp.io/volum string AFBRBAEESRERSHRKIE,  "30 D
e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum string IFCIEEREBIN&RIEETE), "5 43"
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string TEIRFRINZ AT, FEHEMIFEIERY "1200" (20 7
bind-timeout-sec PersistentVolumeClaims (PVC) EiX "Bound” )

BB B KA A (AFRD AL -

ellfe 25 ¢S i

RIFERBSIBITIZE XIS EIRGIZRIRER . FINFER QR IRIEM S0 RRIPNAE, ERILLEFRE/NN, R &
BEMEACRIRBNEN, EEILIEERRERNRISE. ERILER full-backup-rule ERLZHEIE 87 EE
o AIANBERT, FMEEMDESIEERD. ERITREEDURZEINEEEN B TRESMEERXIX

Bﬂo

* A Ee@IT R "backupRetention IR E A ZEHIF “snapshotRetention IR B A K FEHEREIE
RERITE. 4§ “snapshotRetention 1& B AEBKE T AT RIZDTIGCIRRE, BXLLRE
@ =Ry, HEFDTHREILEMHFR.

* MREECENZRENAREFEXFENSIA, HECIEIRTEANBREFHRRTE,
NzESESN. RBGET,
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£/ CR B&Zit%!
TE
1. SIEBEENZKR (CR) XMHEHEEMB N trident-protect-schedule-cr.yamlo

2. ERIREIX M, EREUTEM:

° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—E—HSENETR,

° spec.dataMover: (Optional) —MNFf1 8, IERERTHMIRENEMH IR, TENE (KoK
B) :

* Restic
* Kopia (BRIA)
° spec.applicationRef: E&FHHIN BRI Kubernetes & #1.
° spec.appVaultRef: (%) MEFMHEFHRER AppVault 92 FR,
° spec.backupRetention: (Required) BERENEMHE. SRTAFMNEIEED ((RIRE) .

° spec.backupReclaimPolicy: (F]i%) AEWNRED CR TEFRZHE®MIR, FHkEMFA
. REBHAREE, BEMFER. JeeNE (KoANE)

* Retain (BRIA)
" Delete
° spec.snapshotRetention: (Required) EREBHVIRIBE, ZSRIRAR ORI,

° spec.snapshotReclaimPolicy: (7Ii%) HAEIMNRIRE CR EHRBHAEIMIPR, RESLEH
AlER. REHAEE, REBIEAERR. ATENE (RKaKNE)

" Retain
* Delete (BAIA)
° spec.granularity: ITXINIZTTRSNE, AIEERVEUNRNFHIEXFER:
* Hourly (BEXREIEE spec.minute)
* Daily (EXREIEFE spec.minute F spec.hour)
" Weekly (BRIEIEE spec.minute, spec.hour # spec. dayOfWeek)
" Monthly (BXIEEE spec.minute, spec.hour # spec. dayOfMonth)
" Custom

> spec.dayOfMonth: (Optional) REZITIHRIFNBH B (1-31) o MMRKEIZEN Monthly,
N tEFEEAMIEFER, HAUFRBREIREZE,

° spec.dayOfWeek: (Optional) FIE{TItRIFNEHRI/L (0-7) . E 0 7 "RREHR. NRKNE
WE N weekly, MILFEAMEFE, HAUFRBERIREIZE,

° spec.hour: (Optional) FIETTITRIFI—RAEY/NES (0-23) o WRKEIZEN Daily.
Weekly '3 “Monthly, MINFERAMBEFEL, HAUAFFBFIREIZE,

° spec.minute: (Optional) ITXIRIETTEY/NBYHEIE0EK (0-59) o WRKEIREN Hourly.
Daily. Weekly '3 “Monthly, MILFEAMEFE, ZEXMUFFTEFE R,
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EHMRERTRIEY YAML 765

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-hamespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "O"

minute: "O"

{IREB I RIAY YAML 7451

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

3. EAEMEAIEIEFS trident-protect-schedule-cr.yaml' X4 /&, A CR:

kubectl apply -f trident-protect-schedule-cr.yaml

£/ CLI tIEE X!
p
1. gIERIFIH R, ARRFRERBIRESHRE, Fli:
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@ &R LAfEA “tridentctl-protect create schedule --help & It S HIIFAEEBNE R,

tridentctl-protect create schedule <my schedule name> \
-—appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
—-—full-backup-rule <string> \
--run-immediately <true|false> \
-n <application namespace>

UM RE N ER B R R AR M T 8

o EEHEMITRI: A --full-backup-rule ERITHIIEEETLED. WMFENERTF
--granularity Daily. BJRERY{E:

* Always: BRBIETEED,

RBELER: BE—ITHZEIMUESHRER (BIg0, "Monday, Thursday") « BXE
. Monday. Tuesday. Wednesday. Thursday. Friday. Saturday. Sunday,

(D e —fullbackuprule fREFERTF S/, SARSHHEE,

o {XIRERITE: I®E --backup-retention 0 FHH --snapshot-retention IEE—TATFEH
=1

RO RIERE
TERMAT IR CR BRI LAEARYHEE:
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Rt it
protect.trident.netapp.io/full-  string
backup-rule

protect.trident.netapp.io/snaps string
hot-completion-timeout

protect.trident.netapp.io/volum string
e-snapshots-ready-to-use-
timeout

protect.trident.netapp.io/volum string
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string
bind-timeout-sec

il ENPSA
BIFFTBRER IR RB IR TR,

p
1. MRS IRERKEXAIIRER CR:

iR AAIAE

BEITZESHIAN, EeIGHEHIEEN KRE (B
Always BUB{TIFRTERD, HALURER SHEEEE
WERBFTEHEN. a0, MREFSHNE &%)

, WA LHEERE#ITRESMNIEE (Bl

,  “"Monday, Thursday") . BXBII{EH

{8/ Monday. Tuesday. Wednesday

. Thursday. Friday. Saturday. Sunday. &

AR, HCERBERTR granularity IRE N

*Daily 835l

BN RRIZESTR P AT R KET (8, “60 3

AT ERBAEEENERSHRKEE, "30 "

RITFEIRE R R KATEL "5 "

TERIERM AT, FRHMEMFECIERN "1200" (20 5
PersistentVolumeClaims (PVC) EiX "Bound” )
PR BB E] (ARD R ERAL) o

kubectl delete snapshot <snapshot name> -n my-app-namespace

illES=< v
BT BREN RSN TIRFED,

R EIWERESIZRE N Delete UMM REFMEPMBRFIE &M EIE, RESHIFAINKER Retain
(D OB BIMIIBERR, WIRFBIRKFENN Delete, NEMHHIBERBENZRERED, HEEF

s ERo

p
1. MRS & KB & CR:

kubectl delete backup <backup name> -n my-app-namespace

404



OEENMRIERVIATS
ERILMERSSITHRELEEHIT. ETMEERMBIEHRIEIRES.

p
1. ERUTHLITRREMEEIRTS, BFERNEEBRESFIIE:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

79 azure-netapp-files (ANF) 12{E/2 A& D FEIR

WNRIEELZE Trident Protect, MB]LLAER azure-netapp-files ZiEZEF1E Trident 24.06 2 Hi I FHE /SR
BRETETENEHHMEINEE. LINEEERTF NFSv4 &, FERAEMHINEINTIEL,

ez Al
HBERUTRA:

* BB R Trident Protect,
* 8B 7E Trident Protect FENX T — N BEF. EEAIEZEZE, LN AREREEEERNKRIPIIEE,
s IBBIER azure-netapp-rfiles {ENFERIRBEKIAFEESL,
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BRAUEERES R

1. 9N ANF HEZ2EFHKE Trident 24.10 ZATEIZER, B7E Trident HHITLLTIR1E:
a. N/ NET azure-netapp-files 5N AIEFXER PV BRRBEF:

tridentctl update volume <pv name> --snapshot-dir=true -n trident
b. #INB RSN XKEM PV BAREBER:

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

Mie) &7 :

snapshotDirectory: "true"

+
RERIRIBE RS, Trident Protect RIEFEMENINEE, RINEEENIEFIEN SATEHHH
=(El, AXMERT, FRRBSENPEEBNTE AT EZESHNEN IR E,

#R
%N T2 I LUER Trident Protect #1T&MNHIER, &1 PVC A EMNAREF AT EHNER,

RIRN BIZRF
& Trident Protect X &R T2

& E] LAfEA Trident Protect NIREREE M E LN AIEF. KNAREFEREIE—5£EH
BT, MILBRIGEFRGE R,

* RIRNAREFN, ANAREFEENFIERITERHBRENAREF—EER, MREFELER
[ERITER, R FAEREFN—aED Bhia T,

@ * gtree EXXRFMENTEREIEtes R T HRBBRTE. B, gtree ERIFMRIRIER
B Hfthar R la s /Riaan & el

* BAUERSRREBEXERRE. ETHREZER, 1B581H FHS% Trident Protect iF
FRigE",

MEEREIHfthan & =8

£/ BackupRestore CR F&H AR EIE M2 =iEBY, Trident Protect RIE#idn & TEIPERREN BERF, HA
RENN BREFRIENAERF CR. BERIPFERNNAER, FCIRERSEMHIRE, HEILFPITL,
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* EFRNARREENERIEMGZTEFAZERSENTHNIMAENERARR. BER
@ BEMNFRMERIR, BRFEHEHRCIZBIRGRTE, IFEOHEREIFHRR=E,

* £ CR RREFHHRTE, BRMENA CR ZaiFat|EZBiremRA=iEl, Trident
Protect {X7E{# /A CLI BSEEheI@Zsn B8l
Feaz gi
MR AWS 2iES LT EARY (8] B LUHITEAKEIZTTHY s3 iR RIZ1E, MR ShEERISERREITER, NIRIER]
B KM,
* BXRNEHIRIESHETEFAER, 155 "AWS API 314",
* X AWS ZREEEMNIFMER, 1BER "AWS IAM X1,

£/ Kopia {EN#IETIZERE AT, ATLUEETE CR FIEEFBEHER CLI 1= Kopia /4
IR TEERNIT . BXAUERENENFREE, FS N "Kopia 3i4"s BXEH Trident
Protect CLI 18 BBVIFAE S, 1AfER “tridentctl-protect create --help &5 %
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fEFA CR

B

1. BIEEBENXZER (CR) XMHHEHESH RN trident-protect-backup-restore-cr.yamlo

2. ERIEMIX M, EEEUTREM:
° metadata.name: (Required) IttBENZFENBIR, AEHNIFREEEFE—E—HSENETR,
° spec.appArchivePath: AppVault PEEFDRBRIERR. ] LUERU T ir BRI

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (%F) FEFHAZR AppVault BIZFR.
° spec.namespaceMapping: EFIR(ERVIRE R T E| Bindn & TIEINIREY, FRIFEFNEEE

i my-source-namespace ' #M ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (—_[L_) MRFBEMNERBLRNINARFHIRELERR, BRI S HR A R R R RV HE

Trident Protect £ EIFIHE L%, BTN SEAEENARY AFEXR, i,
() mmEsEETAASERLR, HESEGXE pod, N Trident Protect iR
BEY pod

> resourceFilter.resourceSelectionCriteria: (7FIEATFEE) A “Include T "Exclude KB &K
HEBRTE resourceMatchers AE X BIZE R, AINLLT resourceMatchers SEUUE X EBIESHIFREY
RIR:

* resourceFilter.resourceMatchers: resourceMatcher 31 5&R#H, MRELEAFTEN Z T
£, WElTEERN OR BIE#HITILE, #ES MR (H. M3 hrds) ANFENE1EN AND
BIEHITICAD,

* resourceMatchers[].group: (Optional) EimikrIERIRAIAH,
* resourceMatchers[].kind: (Optional) EiFiENFIRIIZEE,
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* resourceMatchers[].version: (Optional) EiFiERIZIRAKRZS.

* resourceMatchers[].names: (7]i%) EidERYZEIRERY Kubernetes metadata.name FE&

FREYR R,

* resourceMatchers[].namespaces: (Optional) Eid EHIEJRAY Kubernetes
metadata.name F VAR =i,

* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&
RIS IEIRBRFRTHR, W "Kubernetes 4" REREN . #40:

"trident.netapp.io/os=1inux",

a0

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRIEMAYEIET trident-protect-backup-restore-cr.yaml' X /5, RZF CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI
BB

1. BEMTEREHittdp 2 =8, BFEFHNEEBIRIESHME, namespace-mapping SEEAE
DR R T e RS 2 T eI EIRR VA sourcel :destl, source2:dest2 HIEHBIRGHFRAST
iglo fFla0:

=

=

tridentctl-protect create backuprestore <my restore name> \
--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>
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MEMEREIRIGE R =8
&R AR R & R R B R R =6,
ez Al

HatR AWS =1E L hET HRRY B & LU TAEHKHRIZITHY 3 IE/RIR(F. MR LEEIERIZ(ERRET R, WIR(FR]
RERRI,

* BXROBELFIETHEIHRIFARESR, BS0 "AWS API 31"
* BXAWS HEEBEIIFAES, BHSM "AWS IAM X"

£/ Kopia {ENEIBEohES R & DB, AILUEIFTE CR PIEEEREFERA CLI T4 Kopia
IR TEERNTIT . BXAUEENENFHAES, ES N "Kopia 314" ﬁ?&ﬁﬁﬁ Trident
Protect CLI I8 BRBVIFAIE S, 1AER “tridentctl-protect create --help &5
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fMA CR

B

1. BIEEBENZER (CR) XMHHEHEM RN trident-protect-backup-ipr-cr.yamle
2. ERIBRIR, EEBUTEM:

° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—E—HSENETR,
° spec.appArchivePath: AppVault PFEFHDABIIRKR, Eo]LUER UL T ir<EXLLEKRE:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (%F) FEFHAZR AppVault BIZFR.

fB4n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (FIE) MRFECEFBERINABRFIORERR, BRIE S RER SR L

Trident Protect &XEEEE—LAE, ENENSEEENRRS AFELR, I,
(D)  meeEmT XASEBLR, HETEEXEN pod, I Trident Protect 3 FEX
BB pod.

° resourceFilter.resourceSelectionCriteria: (7FiERTEE) FA "Include’ T "Exclude KB &
HEFRTE resourceMatchers FIE X BIZE R, AINLLT resourceMatchers SEUUE X B EIESHFREY
HiR:

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥ H, MRELEAFENX ZMTT
%, WElTE1ER OR ZBIE#ITILES, HES N TR (H. M3 hrds) ANFENS1ERN AND
1BRIEHITIUAD,

* resourceMatchers[].group: (Optional) EiFiENHEIENE,
* resourceMatchers[].kind: (Optional) EifiERIERIRAYSE
* resourceMatchers[].version: (Optional) Eifi%rIHIRAVARZS,

* resourceMatchers[].names: (7]i%) EiFIERIEIRRY Kubernetes metadata.name FE&
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FREYR R,

* resourceMatchers[].namespaces: (Optional) Ei3 8V %ERAY Kubernetes
metadata.name FEXH VAR E T80

* resourceMatchers[].labelSelectors: (Optional) 3= JRHY Kubernetes metadata.name FE&
FRIREIEIRBRFRTHR, W "Kubernetes 4" RFRE N, #40:

"trident.netapp.io/os=1linux",

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRAIEMAEIET trident-protect-backup-ipr-cr.yaml' X5, N CR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI
HIE

1. BEMZERIRAGETIE, BIFEPRNEEBIRESHNE, backup SHEAKRIA
<namespace>/<name>E’J nB RN B, Flan:

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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MEDERE H R
NREFIEBELIAE, AJUREMEREH B,

* £/ Kopia 1EREIEZ IR R EHEY, AILLERTE CR FISEERIER CLI = Kopia
FERANIRREENTTR. BXAUUEBMNERNFMEE, B8 0 "Kopia X14's BXER
@ Trident Protect CLI 3§ EERBRHNIFME S, JEFEA tridentctl-protect create --help &%

* {FH CR AREIFE BT, EHNTMENE CR ZaiFoheliZBirds & =Ial, Trident
Protect {X7X{& /A CLI BXEEhtlZsm B8l

a2 Al
HRE R AT IRE M.

* BtREE B L E Trident Protects
« BAREEALUAIR S RERMERA AppVault TZERIREZR, SHEMEEZKRET,

* JB1T tridentctl-protect get appvaultcontent ¥ HY, HRENAMIFERLIEEE] AppVault
CR FEX M REFMERF. WMRMERBIPELEFIR, BEEBEREE#H pod WIETT Trident Protect CLI,

* WafR AWS RIESHITRAET B]E LU TERHKHRIZITRVIR[RIR1F. MR ShETERISIERAEIIHA, NHR(ER]
CEE= SV
- BXRIGEHFISIETHEIHAIIFAEE, BSW "AWS AP| 15"
E?& AWS Z /ﬁ‘EE?EE,JﬁéQE'Tn S 1&1’4'5)” "AWS ",

TE
1. 5 Trident Protect CLI &4 &E B A& L AppVault CR BT L :

tridentctl-protect get appvault --context <destination cluster name>

() ®EREGER LEEATURRFIRNSE S,

2. NEREREET AN AppVault NEHDARS:

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

—-—context <destination cluster name>

BT L 22 AppVault FRIA A&, BEHERIGESE. HNBNARFAR. HiEBMEERE.

St
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e b +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e fomm - tomm - o
o tom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |

| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault ZFFFIFRERER N AEFERE BnER:
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fEFA CR
1. SIEBEENXZKIR (CR) XHHIEEMB N trident-protect-backup-restore-cr.yamlo
2. ERIEMIXHH, EREUTREY:

° metadata.name: (Required) IttBENXZFRNBIR, AEHNIFREEFE—E—HSENETR.
° spec.appVaultRef: (#5F) EHEFHRER AppVault BIZFF,
° spec.appArchivePath: AppVault PFEFHABHIRKR, Bl LUER UL TR<SEXLLERE:

kubectl get backups <BACKUP NAME> -n my-app-hamespace =-o
Jjsonpath="'{.status.appArchivePath}"'

() % BackupRestore CR FAIM, GAILUEASE 2 hiRBINHSBEEHNE.

° spec.namespaceMapping: FFIR(ERVIRE R i E) Bindn & TGS, ERIFEFNEEE

i my-source-namespace M “my- destlnatlon namespaceo

fBgn:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
namespaceMapping: [{"source": "my-source-namespace", "
destination”": "my-destination-namespace"}]

3. EAIEHAY(EIEE "trident-protect-backup-restore-cr.yaml X f5, A CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. FRUTHSERNBER, BFETHEEBRIESHHIE, namespace-mapping 2EERAE S5
FRRYm R T EE R 2 = iEl ST EIAE I source1:dest,source2:dest2 FYIEFaEIRes 2 ==ial, f5lu0:
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tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--context <destination cluster name> \

-n <application namespace>

MIRERE R H Athan 2 == 8]

SR LIERBENER (CR) XHBEIEMNREBERE Hithi R T /RARm 2T, A SnapshotRestore
CRJI IREBEREIE e R TiEAT, Trident Protect REFmRATEIFERENAIEF, HATRNNAREFLIE
N 2R CR, ERIFERNNBER, HCIBIRERMIRE, ELFFIT,

* SnapshotRestore 32#F spec.storageClassMapping B4, BXYREMBIrEHELRER
ﬁglﬂﬂ@ﬁﬁ%iﬁﬁﬁﬁa‘o MR XRRRNERAREFMGIHN StorageClass, RISk
LS
* {8 CR ®REIFas B TIEAY, EHNMENF CR ZaiFoheliZBirds B =iEl, Trident
Protect {X7Ef# CLI HTEEJJ@IJE@% =[8lo
FraaZ A

HatR AWS Z1ELhETHARY BB LA T KHERIZITHY 3 /RIB(F. MRS HEEE/RIRIERREI R, NIR(ER]
CE= SIS

* BXRNEHARIESTHISFAES, BS W "AWS API 31"
* BX AWS HFEFENIFAES, FEN "AWS IAM 314"
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fMA CR
B
1. SIEBEENXZKIR (CR) XMHHEEMB AN trident-protect-snapshot-restore-cr.yamlo

2. ERIRMIX M, BEEUTREY:
° metadata.name: (Required) ILtBENZRNBIR, AEHNIFEEEFE—E—HSENRETR,
° spec.appVaultRef: (%) EMERBASH AppVault B9 FF,
° spec.appArchivePath: AppVault PEERBABHIKR. Bl LUERA UL TRSEXLLERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.namespaceMapping: FRIZ(ERRHE TEE Bird {3 TEINME, FERFERNEEE

i my-source-namespace M ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. (—_[L_) MRFBEMNERBLRNINARFHIRELERR, BRI S HR A R R R RV HE

Trident Protect £ EIFIHE L%, BTN SEAEENARY AFEXR, i,
() mmEsEETAASERLR, HESEGXE pod, N Trident Protect iR
BEY pod

> resourceFilter.resourceSelectionCriteria: (7FIEATFEE) A “Include T "Exclude KB &K
ﬁH‘%T‘ resourceMatchers FIE X BIE R, HINLLT resourceMatchers 28 LUE X B IR HIERHY

TR

* resourceFilter.resourceMatchers: resourceMatcher W& #H, WREMHIHAFEX ZNTT
=, WEeE(TE§ERN OR REH#TAE, HES N tE (. M. frd) WHFEIEEN AND
1BREFITICAS,

* resourceMatchers[].group: (Optional) EimikrIERIRAIAH,
* resourceMatchers[].kind: (Optional) EiFiENFIRIIZEE,
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* resourceMatchers[].version: (Optional) EiFiERIZIRAKRZS.

* resourceMatchers[].names: (7]i%) EidERYZEIRERY Kubernetes metadata.name FE&

FREYR R,

* resourceMatchers[].namespaces: (Optional) Eid EHIEJRAY Kubernetes
metadata.name F VAR =i,

* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&
RIS IEIRBRFRTHR, W "Kubernetes 4" REREN . #40:

"trident.netapp.io/os=1inux",

a0

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRIFMAEIES trident-protect-snapshot-restore-cr.yaml X5, N CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

£/ cL
3
1. BRBRERIIH MG Z=E, BFEPHNESBIRIESPHE,
° snapshot BEERIEN <namespace>/<name> HYdn % T EIFIIRBZ R,

° namespace-mapping S¥EH E S 7RIV & T B RIR S 2 = E ST E IEFR Biran & =08,
*gfﬁ%]sourcel:destl,source2:dest2o

fBan:
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
-n <application namespace>

MIRERIF R E R85 508 == 8]
(R LR 6 R AR B B 5 5
o0 R 15 &
() wmams
B,

a2 Al

HatR AWS =& hETHRRY BB LU T KHRIZITHY 3 E/RIB(F. MR LSHEIEE/RIR(ERRETHA, NIR(ER]
CE= SIS

* BXRNESRIRIETHEIHNIFRESR, H5S0 "AWS AP 314",
ﬁ;& AWS AW EE?EE,J-&':QHL: SNy ]ﬁ%m "AWS IAM SZ* ,“o
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHEMB RN trident-protect-snapshot-ipr-cr.yamlo

2. ERIRMIX G, BEEUTREY:
° metadata.name: (Required) IttBENZFENBIR, AEHNIFREEEFE—E—HSENETR,
° spec.appVaultRef: (%) EMERBASH AppVault B9 FF,
° spec.appArchivePath: AppVault PEERBABHIKR. Bl LUERA UL TRSEXLLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (_JL_) MRFBEMNERBERNNARFIFELEZR, HRIEEHRTE R R RV HE

Trident Protect 2 BehiZFE—L %R, AANENSEEENZRZEFEEXR. 50,
() wmRmEETARERBELE, *ETASREEN pod, 1 Trident Protect TR
BXAY podo

° resourceFilter.resourceSelectionCriteria: (FfHZITEZE) fFEH “Include’ 3 "Exclude KRB &15%
HEFRTE resourceMatchers FIEX BIZ R, AINLLT resourceMatchers S LUE X B IR HIEREY

J\/}l_\o
* resourceFilter.resourceMatchers: resourceMatcher W& #H, WRELIHAFTEX ZTT
£, WEelTEER OR 2EH#ITIRE, HES N TER (H. M3 hd) WWFEREEN AND
1R EFITICAS,
* resourceMatchers[].group: (Optional) EffiERIZRIRAIH,
* resourceMatchers[].kind: (Optional) EiFiENRIRIIZEE,
* resourceMatchers[].version: (Optional) EiHiERZIRAIARZS,

* resourceMatchers[].names: (F]i%) EiFERVZEIRRY Kubernetes metadata.name FE&

S=NE=T vt

* resourceMatchers[].namespaces: (Optional) B3 fEHI A JRRY Kubernetes
metadata.name FEEHIEEE (8],
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* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&
PERE AR FRTER, W "Kubernetes SXH4" HFRTEN . fI40:

"trident.netapp.io/os=1inux",

40

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRIFMAIEIET trident-protect-snapshot-ipr-cryaml' X4/, MF CR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
HIE
1. BREBIRREIRAGZ T8, BFEFRHNEEEIRIESHHE, F/a0:

tridentctl-protect create snapshotinplacerestore <my restore name> \
--snapshot <namespace/snapshot_to_restore> \

-n <application namespace>

HERFIRIEEIRTS
ERILMERSSITHRELEDHIT. ETMEHERMANERRIEIRES.

p
1. ERAUTHLITRRERRENRT, BIFRRHESEHRIES FrE!
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

ER S Trident Protect iXRiSE

TEILMEASRIZE (IER. eRTEIRENEMEIED) BENXEFERE, UWkhelEn
REEK,

T RMEER SR (EHRIB R an & = REREAIRE

EmE MR IR(ERE, Bines R T EPRARENERE SRR RIS ERILE, &AM Biras
BT EPAEFERRG R TEFRTE IR, ABSEFENTAMEIERE, ULERHETEPHE, X
FETBirRTIE LR IOERERIFFAE.

WR{ERA Red Hat OpenShift, FSZ R R TIEEREIE OpenShift IMEFHRIXRIER, 8
@ Fa) R HFRERD Pod B5F OpenShift £2 E TR (SCC) EXMIELINRMLZLEE
, FEAEILUAEEMASHMARBE, EXFMEE, BES2I OpensShift £ E FXL R

o

ERITE R B EEZIREZR], ATLUEITIRE Kubernetes IFIE T 2
‘RESTORE_SKIP_NAMESPACE_ANNOTATIONS 3k 1F BT & 2{a s s R =, il

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

—-—-reuse-values

HITIR RS PRI IRERY, TE restoreSkipNamespaceAnnotations 1

@ ‘restoreSkipNamespaceLabels’ FRIETE AV (E el ap B I HE AR S &G MR TR S AR PE IR R (R
HiBRo FAMRIENIG Helm RREIIEFRE TXEIRE, ETMRESER, BFEH "EHEM
Trident Protect helm BIXRIZE&",

WMREATH --create-namespace FEH Helm REFENAIZF, WS name IRSRIFITIIGRGIE, 7
REREEEFELIZD, Trident Protect 2 ILIREEHIEIBiran RST8], BINRFKERINES R =E i
, M EEHAHERGETEE. NREESEHGETEARALE, WEESHTBirdazE, FHTEAE

o

Nl

UTFRBIERTFEMBEmRTiE, ST aRTREEARERNTE. ErUEEREZANZENERS
ATEEPRE, URNAE B R & =ia A S B E EREMIRE,
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TR RS IR EZ Bl

TRETR T RRIE LB REZ AR AR B iR 2 =R

=g
‘}

mRTE o

=8 ns-1 (F)  annotation.one/key: "updatedvalue”

 annotation.two/key: "true"

mE=E ns-2 (Bfs  ° annotation.one/key: "true"

\./

 annotation.three/key: "false"

ERIEIEfE

TRERTRRNHEEBREETROIBFGRZTEIRS. BERN—EE, —ERERES, HABEMR

name F& ALEEBArdp R =8 .

GEE=Rea ) vES

i =iE ns-2 (Bfr ° annotation.one/key: "updatedvalue"

~

* annotation.two/key: "true"

 annotation.three/key: "false"

ZHNFER
TR A A TR R R ENE R

B AREY

5

PR

* environment=production
* §#4*=hipaa

* name=ns-1

© At=IiERE

iy
57

* name=ns-2
* &% =hipaa
* environment=production

© AB=IiEE

% spec.storageClassMapping BHEXMIEN BEFPEENFERE BIFER LR EEIENIRET, &

IR B R EF RIS RF 2 BT 5 N FAT2 51 58 £X BackupRestore & {FRITFE G IRETE A L TNAE,

il
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"
source: "sourceStorageClass2"
SRR

ATHHT AFERAPERESM TN IR, IRAFRBIHISETIR, RAKERRINME
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RE it BiEA 2INE
protect.trident.ne string AVFEIES ohEREE LR KETE (W AEA) , "300
tapp.io/data-

mover-timeout-
sec

protect.trident.ne string Kopia NEEEMRAA/NRE (UJKFHHEa) . "1000"
tapp.io/kopia-
content-cache-

size-limit-mb

protect.trident.ne string ERERM Z A, SFRFERFEIEN "1200" (20 73
tapp.io/pvc-bind- PersistentVolumeClaims (PVC) ZliX “Bound FHERHISR )

timeout-sec KEE (UFAREAD) . EATFHREXRE CR £

(BackupRestore. BackuplnplaceRestore. Snapsho
tRestore. SnapshotinplaceRestore) o HNRIEHITFE
EnXEEHEEFTEELE, BEEAEENE.

&£/ NetApp SnapMirror ] Trident Protect £ RiEF

&£/ Trident Protect, &ATLAER NetApp SnapMirror RIS E & HIThEE S EIEFI N
BEFEIMN— I EFEEREF S — N EEER, ER—BEE LHERBEEZIEL

TR R IR(FRRIE Y6 B =R ERAARE

TEME KSR (ERRE, Biran R TEIPRAREAERERE SR A =B PR ENERLE, RKARmEines
BZEPAFERNRG R TEFRNEIER, HESEFENTAMSIER, URRRHETEPNE, X
FHET B R =E LR SOERRIF A E.

MR FA Red Hat OpenShift, 5 F R R TiEERFETE OpenShift BRI XEEEA, &
@ T e ERF A HRIERR Pod E5F OpenShift £ ETFX4EK (SCC) EXMIELUNEMELZLEE
, FERELUARIEMASEMARREIM, EXFMAEE, EE M " OpenShift Z4 25

o

ERITIRR S S PEFE 12 12EZ AT, TJLUBITIRE Kubernetes MIET &
‘RESTORE_SKIP_NAMESPACE_ANNOTATIONS 3kBA1E BiRd & Fial RS S iR E =, flu:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

--reuse-values

PATIR RS PE TR ERT, 7E restoreSkipNamespaceAnnotations #(]

@ ‘restoreSkipNamespaceLabels’ FIEE HE [l 6p & = B E IR ZEB G MIE R S PR iR 1R /ER
HibR. FARTEVIMA Helm REIIEPEE TXEIRE, ETHRESEE, B8R "ICEH M
Trident Protect helm BI&RIZE"S
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NRERTH --create-namespace FR&EHRY Helm RERNARER, NEX name IR EEITIHARLIE,
IR [R5 12H, Trident Protect IR E EHZIBTa R =iE, BMRRBFENES RS TET
o, MHEEHMNEmSATEE. NRIMESResRTEARLE, WEHEHZIBmSBRTE, FHTERNE

Nl

UFRAERTIRMBR SR TE, SR TREERERERNITE, EUERRFZIMMNZEHNBERS
BTEEPRE, UANAE B R & =i PA S B EERMIRE,

TR RS IREZ B
TRETR TR EIZAREZ AR RN Bines & T E RS

GEEZRES{El PRE R
B EE ns-1 (GF) + annotation.one/key: "updatedvalue" * environment=production
+ annotation.two/key: "true" * 5Fi%=hipaa
* name=ns-1
g =ial ns-2 (Bfx  ° annotation.one/key: "true" s HE=IEE
)  annotation.three/key: "false"
RRBEE

TRERT AR EERBIREERFEFGIATENRS. BRN—LLHE, —LREKES, HEBEH
name & ALEC BAran R =(8):

GRS Lyv= IS
s %8 ns-2 (BHfr  ° annotation.one/key: "updatedvalue" * name=ns-2
) * annotation.two/key: "true" * &M %=hipaa
« annotation.three/key: "false" « environment=production
© AE=IERE

@ &R ABRE Trident Protect TEEUERIFIZERRB) ARG MBRAN B RS, "F40 7 f2ul{r 5
Trident Protect BB X RFGRLE"S

SRR R ARERERITED

TEER AppMirror XK ZRRIPIEHIN RIZFEY, EHERBNREEERE, ENIZEESHITHEEEXINE
77

* FHERBIRETR, UITERSEIMNEERERZIBIRER. EXEFDHERCIREN]. BEREGE, H
TEHEIENARER L, FEEEAEXEERERIT.

* EkmmkAEHRETHE, VAR ERERAIMERITEBNERRMR RN BRI BIRNBRER
BY, XEEHITE TR R LA LEE AT
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BTHRAXHNITHFNEZEER, 1581H "S1F Trident Protect H11T4EH",

REEFIXR
REEFIXABEUTRE:

* IEREFEE Trident Protect IR FAREBHIMZE (B1ENAERFH Kubernetes ZRUNE NN AEFEHN
HIRE)
* EEREHITH (8 Kubernetes FIRFMIFASEIE)
R EIRRIREBAYETE]
g

1. mRER L, NRNAERFEIZE AppVault, RIBEAITFAERERE, B2 "AppVault BENZEIR" FRIREIL
EIVEEH:NZSE
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£/ CR & AppVault
a. BIEEENZR (CR) XMHHEHEME (B30, trident-protect-appvault-primary-

source.yaml)o
b. BB TEM:

* metadata.name: (Required) AppVault BEXZREZR, i FEEFENZIR, RAEFRIXR
FREEREM CR X435 | BItb{E,

* spec.providerConfig: (#W5) EMEERIEEIRMEIZFA0] AppVault FTFRREE. NENE
HIZFIERE bucketName R HMAERFMES, I8 FEIXENE, BAERXEMEN
Hith CR X4 AXEE, BXxEMEHIZEFA AppVault CR R, EZH "AppVault BE
XJ\/ 0

* spec.providerCredentials: (Required) TZfi&{FERIETEIRMIZFA10] AppVault FRERMEME
EHIS| A,

* spec.providerCredentials.valueFromSecret: (Required) & EIREN KB HZ
* key: (Required) BMHIEIER secret BIFRK keyo
* name: (Required) B&ILFERENZHNEN. AU TR—mETEF,

* spec.providerCredentials.secretAccessKey: (W) ATFIHRERRFRILZE
$A. name /5 spec.providerCredentials.valueFromSecret.name [ICEz,

* spec.providerType: (%) WERMEEMHHAZS; 5190, NetApp ONTAP S3. &F S3
. Google Cloud 3¢ Microsoft Azure, RJRERIE:

= aws
= azure

" gcp

= generic-s3

= ontap-s3

= storagegrid-s3

C. fEAIEMAIEIEZE trident-protect-appvault-primary-source.yaml' X4+ f5, WF CR:

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI 83 AppVault
a. Bl AppVault, RIFEHIESSIRESHIE:

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect

2. TREE L, SIERNAER CR
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3.

£ CR S RN AEF
a. SIEBEENRKE (CR) XHHIEHESGE (B0, trident-protect-app-source.yaml) o
b. EEELLTE4:

* metadata.name: (NFHE) WAEFBENRENRZR, 18 MEEEFENBIR, RAEHIXARR
EHEM CR X435 ALLE,

* spec.includedNamespaces: (I4E) BHEE Iﬂ*ﬂ*ﬁ?@h%ﬁ’]*ﬂﬂo FRMmBTERTR, H
AERERRE ) s R TEIEGEE, LISELASI NGRS EPFENRR. NAEFSD
BRI SRR —EB 5

{5 YAML:

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. {FFIEMREIET trident-protect-app-source.yaml X5, W CR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEM CLI QIBRN A2
a. SR AR, flg0:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

(An%k) 7ER&ER L, ERNAREFIRIR, HRBAEERER LN ARREFIEN, RIS E,
MFESFTF T —MTRIRIET, UERSRIORE, BZORIRFIRIE, BSH "QIEKRFIRE"

4. fERBIEL, SIBRERIITRI CR:
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BT TEHRMERNRERIN, BIR— I RBNERRIENEER, REIANT7 X, D4R
% ONTAP B &EZ BIRVHFEIRIR, XAHRIRBERZAIA 7 X, ErILRERAFERBENX
REHA.

NREEHERTE, REAUERAXERRERES 7 R#TRAERE XMGEERRAIEE
R B, BARFEE DRRBUSKAIMEIENR, MASERIEHE.

MR AEFNREH R ERERFNREER, WAFEEMITR.
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430

fiEF CR RIZEHit%!
a. RN AREFIREH TR

I QIEBENXZER (CR) XHHIEHESHR (fl¥0, trident-protect-schedule.yaml) o
i. Ao LI TFEM:
* metadata.name: (Required) 1tXIBENXEIRHIZFR,

* spec.appVaultRef: (&) IEXNSIRNAIZERFH AppVault B metadata.name FE&
LA,

* spec.applicationRef: (&) IEXNNSIENAIERF CR B metadata.name FE&ILHC,
* spec.backupRetention: (Required) ItFERANEFEL, HIEEIKERN 0o

* spec.enabled: WIIREN trueo

* spec.granularity: #AUZE N Customs

* spec.recurrenceRule: L\ UTC BY|8)E X FFi8 HEBFI E & 5]FR.

* spec.snapshotRetention: HIIEE N 2,

5 YAML:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i. {EFAERAYEIET trident-protect-schedule.yaml'X{£f5, A CR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-
namespace

fEF CLI SIS H X!



a. ISR, AEHRNESBERESHRE:

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

i

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app_namespace>

5. EBiTEEE L, SIBSEREE N AR AppVault CR tBFEIRYER FBFER AppVault CR, FHISE&GR (50

» trident-protect-appvault-primary- destlnatlon.yaml) o

6. W F CR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. LB AN BEARN AERF I BAT AppVault CR. RIBERITZHEIR MR, 18eK "AppVault BE X &R
FRBYRGI LSRN SRR IR -

a. BIEEENZR (CR) XHHEEME (fl30, trident-protect-appvault-secondary-

destination.yaml) o

b. EEBELUTEM:

* metadata.name: (Required) AppVault BEX X FEHE IR, 18 FEEZFENRT, ERAEFIXARS
HIELM CR X 45| A LA,

* spec.providerConfig: (W55) EEERIEEIRMEIZFH0] AppVault FTFEEE. NEIREE
FFi%#E bucketName FMEREMMENFMES, B TE %TXEI’JE, RANEFIXFRFATE E’Jﬁﬂiﬂ CR
XS5 BXEE, BXEMRHIZFER AppVault CR R, EE "AppVault HENXEIR"

* spec.providerCredentials: (Required) TZEf&ERIEEIRMIZRF 1510 AppVault PR HERIEIRR
E1):: R

* spec.providerCredentials.valueFromSecret: (Required) &~ B EMN K BN
* key: (Required) EMHIEEH secret BIB R keyo
* name: (Required) B1&ItFERENZERNEZI. BRUTFRE—GmE=TEF,

* spec.providerCredentials.secretAccessKey: (WFE) ATFiHERHIEFHARZEH. name
[75 spec.providerCredentials.valueFromSecret.name ILf¢,
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* spec.providerType: (WFE) HWERMERMHHIAS; 5180, NetApp ONTAP S3. &M S3
. Google Cloud f Microsoft Azure, BJRERI{E:

= aws
= azure

" gcp

= generic-s3

= ontap-s3

= storagegrid-s3

C. {FFIEHREIET trident-protect-appvault-secondary-destination.yaml X5, WF CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n trident-protect

8. EEfFEEE L, ©IZ AppMirrorRelationship CR X4

@ f#H CR B, iBTENF CR ZHiFohtIZBirds & =i8l, Trident Protect {X1EEA CLI BYBzh
IR =iE).
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£/ CR £l AppMirrorRelationship
a. BIEEENZR (CR) XMHEHEHME (90, trident-protect-relationship.yaml) o
b. FEEUTEM:

* metadata.name: (:4ZE) AppMirrorRelationship B E X & RHIE FF.

* spec.destinationAppVaultRef: (Required) tL{EXINS BirsEf £ BirNFHF2FHY AppVault
A FRITEL,

* spec.namespaceMapping: (&) BFRHRTEMNNSHENNBERF CR HE XKL
RiEFmE =BT,

* spec.sourceAppVaultRef: (Required) tb{EX IS REN FBIERFEY AppVault B FRILAD,
* spec.sourceApplicationName: (#F) IWEXNSEEFENEEZRF CR FEXIFENAE

e Ry & FRILAL,
* spec.sourceApplicationUID: (X5F) LWEMNSEEENEIERF CR FENXENBEZRF
B9 UID ITEL,

* spec.storageClassName: (B]i%) R FBRFHEENZ, FHEELNFEZDS5IRIF
ﬁﬂﬂ‘%ﬁ’\] ONTAP BRI NRKIBMEEMESE, NBANER T EFEREE LNEIAFE

Ko

* spec.recurrenceRule: LA UTC BEE X FF4 BERFIE S [EFR.

w5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2
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C. fEAIEMRIEIESE trident-protect-relationship.yaml' XX f&, MF CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI 83 AppMirrorRelationship
a. BIFEH A AppMirrorRelationship W&, FAIFEFRERBRIESHE:

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

w5

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
-—source-app my-app —--namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373f24cl-5769-
404c-93c3-5538af6bccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (Fnf) EEMEHL, RESHXRIPKSHIRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

SIS 2 B AR ERRE

f£F3 Trident Protect, ERILUGERINN AZFHIEHREE BinEs. KIRRFLEERXER, HENAREFER
FREeEF LB #lo Trident Protect ARFILRER LMWV AREF (MREEBTER) o

p

1. EB1rEf5E L, 4RiE AppMirrorRelationship CR X4 (140, trident-protect-relationship.yaml
) #¥ spec.desiredState FI{EE XN Promotedo

2. {17 CR X%
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3. fFH CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (Fik) QISR N BREFFIREAERP T,
S (FAIiE) MEBEERIXARIPRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENRTHERBERXR

ENASIREIEMBRUENXR. WITENRTIRERE, RIGRNARFRRNERETHNNARRF, XER
8 L IEEETHIN AR PR EV E R E R E T

M AR AR BT T 2 AL EATSERE L OR
() aamwBHESEABRLRRFNETREREER,

p
1. 8Nk FERERL, CIBRNAREFIIRE, XOHERBRREFNRTIEN.

2. (£BtrEfE L, YR58 AppMirrorRelationship CR XX (f1#0, trident-protect-relationship.yaml
) HF& spec.desiredState FI{EE L Establisheds

3. {£7% CR X4,
4. IZA CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o. WNRTEBFRERF LR T ERRIPFH IR FRIFRIER BN AER, BRERR. EARRNITUHESEE
TRERRK

RAEHMRZHERBHER KR

HEROEFMRASRERBERXAN, BMNAREFRRNRNARER, MRNAREFFRNBET. ERER
B HREIY BTN A2 PR BV B R & o

p

1. ERBBIRERE L, MR AppMirrorRelationship CR. X&SH BT AR, MR BIER X EE AR
iR, B ERRR.

2. BINARVAFIEBEXEAMN CR XHIIERMNERKIGEEHIX A,
3. R BN (RIGTREEE) BE T AppVault CR,
4 FHERNEESEEFXER, BEARAEANE,
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AN ARRFEHGE

HERAERGEES, Trident Protect RN ABI2FS R BM MG, FRARERIOIRIGFFMES
Iiio Trident Protect RFIERN ARRFHBHRIEEHZI BT, ASBHETIREIBITNARER.

EXMIERT, SRR BT,

p
1. ERER L, SIEXARRE:
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f#3 CR g XHIREE
a. Z2REN BAERFRRIPEREEIT R
b. 8 ShutdownSnapshot CR X4 :
i QIEEBENXER (CR) XHHiEHESGR (0, trident-protect-

shutdownsnapshot.yaml) o
i. EEEUTREM:
* metadata.name: (Required) BEXZRIRHIZR,
* spec.AppVaultRef: (Required) tL{EX NS IERN FFZFHY AppVault BY metadata.name

ERULHL,

* spec.ApplicationRef: (W45F) ILEXNSIENEZRF CR X4 metadata.name FE&
Ui
5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. {EFIEMREIET trident-protect-shutdownsnapshot.yaml X {45, A CR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-
namespace

M CLI B X FRER
a. SRR, BAMRPESBRIESHIE, Hl:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>
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2. 7ERERE L, XAIRIBTEME, REKARBEVRES

kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. ER&ER L, FRALTAHSEH shutdownsnapshot.status.appArchivePath F{E, HiIZRXHRIZNR
E—E85 (LIRAEER, XRERE—RIIZENFRERNS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o

jsonpath="'{.status.appArchivePath}"'

4. ITMIT BIREEF RIFTREE B VMR LIIR, H# 1T AT B

@ EHEEZIENSE 2 T, & spec.promotedSnapshot FEREEE
AppMirrorRelationship CR Xf4H, HREMBEIKENEE LRE 3 FPHIZRIEES,

o JIT [REEMED HELZHNEFXR] FHRAEZHMRAT TR,
6. IEFTRER LR ARIPITL.

#R
MTFREESR, REUTEE:

* NVATER AR Kubernetes &R JRIRIE—MREE,

* @I MIBRN FAFERFEAY Kubernetes FIR (3 PVC #1 PV REBEII) , "ML HEMEIERIGRN BIEFE
Pod,

* X7 Pod &, EIREBHESINAERRE,
* SnapMirror X A& BT, FETEESTIEE,
s FRERERENBEFXAGEFNEHIE, MXFARBHIERENBEFL Kubernetes i,
* REEMEIESH,
BN RRERHERYERIRREE

R Trident Protect, #&RILAER LA MRIEFTIESRIRILBARERLI ). HERTIERESD, A TERRIE
EH75Mm, Trident Protect RERIXERILRAZAFEANAEFENES (BFEY) ORWRNABER.

IR M E FeEE B2 BATRIR R FTIE, WRIATHRE:

* MRS RS,
* RAEHETEFRIXR,

@ BIRTIEENEMRTIRE, RAXRKEFERERBEIREFENBIRERNSIE.

* REERIGR.
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p

1. 17 [RAEMRASHEEBHNERXR] TR,

2. 17 [RANAEFES ] B,
BRIk &
EEILIFER IR ERIX R HERFBREFEFXARN, SFERTMRINNARER, eflZEgEX%R.

S
1. e BinEE L, MR AppMirrorRelationship CR:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{3 Trident Protect T4 B2
Ea] LUBIE M E & EUETEER Z E T N AR IO R A RINEES,

@ IBNAREFE, ANAREFEENFIERITENTSENARF—ETE. NREEERGEH
1THEH, SRENEREEN—EDBNETT.

EHMIEIRIRME

BAUTHFEHRITEDNEFRIZE, FTUBRITHRENEHNERES.

wfERIF—5E
BERNAEFREIR &R, ReIRRBHENH B HERERIE -5,
p
1 BITUU TR EZ—:
a. "glEZRE"
b. "BIEER",
2. ZE—&EH L, RIBCUENERBEREN, PITUTREZ—!:
a. "MRIEREIE"
b. " MEEREIE"
eERIRFEIRVEEEY

EERNBEFRREINEMEE (RITEMERE) , BERHELCERD, REEEMERIEMEIE, A
RETEBInER L& % Trident Protect,

() EAILUER "SnapMirror E" ERFIBE 2 B I PR

p
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1. "BIE&E %",
2. HIREEBREH LEEE T 88 MINRFMEBEH AppVault CR.
3. B L, "MEMERHIE"

RN AR M—MEESSTEB R S —MEEE
TR FENEREIBMFESR, BNAREFM—IFHEETEEEEFESS.
Fan (MZER CR HRHBRHE) -

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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£/ CR X R IR
B
1. SIEBEENXZKIR (CR) XMHHEEMB AN trident-protect-snapshot-restore-cr.yamlo
2. ERIEMIXMEH, EEEUTREM:
° metadata.name: (Required) ILtBENZRNBIR, AEHNIFEEEFE—E—HSENRETR,
° spec.appArchivePath: AppVault FEERBRBIIERR. o] LUERU T inSERLEE:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (%) FEREBAZR AppVault BIZ R,
° spec.namespaceMapping: FRIZ(ERRHE TEE Bird ZTEINME . FERFERNEEE

i my-source-namespace ' #M ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. i, MIRAFEAREXRRNUAEFNELRR, BRI ESHRMMIE R ERER R IRIYHE:

° resourceFilter.resourceSelectionCriteria: (/fHEM®E) £ include or exclude FXEIE
S HEFRTE resourceMatchers FREX BIE R, FHINLLT resourceMatchers 23UAE X B EIESHIR
Z IR

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥ 4H, MRELEAFENX ZMTT
£, WEelTE1ER OR ZBIE#ITILES, HES N TR (H. M3 hrds) ANFENS1ESN AND
1BIEFITIUAD,

* resourceMatchers[].group: (Optional) EiFiERNZRIRAE,
* resourceMatchers[].kind: (Optional) EifxAYEIRRILE
* resourceMatchers[].version: (Optional) BEiFiENEIRIVARZAS,

* resourceMatchers[].names: (&) EFERIZEIRRY Kubernetes metadata.name FEE
L DE= i

* resourceMatchers[].namespaces: (Optional) Ei3 E8I%ERAY Kubernetes
metadata.name FEZH YA R T80
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* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&
RIS IEIRBRFRTHR, W "Kubernetes 4" REAEN . H40:

"trident.netapp.io/os=1inux",

40

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRAIFMAEIES  trident-protect-snapshot-restore-cr.yaml X5, N CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

M CLIERIRER
gl
1. BREBAREE AR TE, BIRERNEESRESPHE,
° snapshot BEEAIEN <namespace>/<name> BJdn % T EIFIIRBEZ R,

° namespace-mapping S¥EHE S 72 MREVE B T B RIF 2 = E ST E IEFR Biren & =8,
*gfﬁ%]sourcel:destl,source2:dest2o

f5an:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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E1® Trident Protect H1171E54

RITEBE—MBENXERE, ERILKHEEENSHENBISRERIPERIE—EIETT.
g, MREEHLEENARER, WalERRITERERRZAEEFRERIEESS, H
FRIETEAEREES. XAIHRNAER —EIERR,

HATHERE

Trident Protect 2 LA FRBRIITIES, BABURTENTRILUETTHIRYE:
* [RIERD

* REER

* &PE

* &inla

* mER

* ERBRE

MITIRR

BITHIRRIFRIER, RITHASHRUTINFRZE:

—_

- AHMERN B E X RERHITH FEEE SRR LE1T. BRUREZZEENETESRENBEXER
TERIEAF, (EIREZRIXEFRIRITINFEEAMRIEE A AT EC B

- NREA, XHRFRKE, "FH T REUNEER Trident Protect BEE X RGURLE"S
- ITEIRIRIPIRE.
BEAENXHRAERE (WER) .

- EEERNBE XIREERITEBEHEE LA R LIETT. B UREFELIRMEBITRASESHAENIE
R, BRI ERXEEHNIITIRFEAMRIEEAREE,

g A W N

NROIBEREENZMAITHES (I, pre-snapshot) , MTEARIEXLEBIRITING. B2, FRHER
HHEFRRITIRF B RIEN. i, UTEREEMEFREEHFIERENHITINF:

1. BRITIRIRATES

2. BERITIRIRIGHE

3. BERITE M AT

4. BRITEMDEED

() siEHIREROUUERTETMERIE snapshot & HET,

EEFERERARITERNAZA], NI EHAITNIL. ErTLIER kubect! exec' 8L 3K75
C) BN A, EEFFREFERRITERRE, MXERBREMEHUBRENZ—H. A
e, AILRNARERRR SR =E, ERIREHE D, AENHNAE.
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@ WNRIREBATHITIEARM. BLASMIPR Kubernetes &R, XLEBXREESEIREBREZMD URE
RIREEFERIER,

XTEEXHITHEBHNEZRRHA
FNAMEIRITIESY, BEERUATRS.

* ITEHSIERBZASRIAITI®E. FEHRITHESR LS| BERBMZA,

* Trident Protect BRHMITEAFERNIBIZA LU AT HIT shell AR RXES .

* BIAK/NRI S 96KB,

* Trident Protect 5 A1 THE 1% BEME R LA ERBE ML S A TIRE. &N FEFERF.
BTFHRITEBRERR LV I T2ZACIIFETNR AEFNINEE, EtBERaARE

@ R BE I TEHRIGTTIIE, MNRFEAXBEIRITEBRRB SN RIRBIEE, BREIUEZ

1B1F, WINREMHNIRBREELAE, WNAFETHENH. XRKREENBRITEEPERN
BT EREEN BT,
MITH ImIEER
TEAN AR ANSARERITESN, PTURRITERRINmES, UEEEWSLENSS. Jhikasx TEr
BARLERERARMRENAEFIFEER, EURSKEEMRMEATAERNER (14 Elasticsearch
) o TRk AVFEEIBRITHAEREER—EMEHERNES LETHTR. MRNBMITEHEEIBRSZ G
ks, S5 AND BRFAG. STMITHEARZSAILE 10 NERTHiEes.
ANEIBATHES RSN mER A ENRE TR FHA S, SENSAELER, B Taast
BITHXERIMAS, TmERmENRANERENTER 2 (RE2) 18X, ZIEEFSIFEEMLETIRFHIEZS

23HTHIEES. B X Trident Protect TEMITHHITMIZRI P IFIENREXEZENER, BB "ENFRET 2
(RE2) iBEZHF"

@ R Fran R =Rt ER AN B R IR RIE TR TS, HEERERMER
AR R=EF, M6nR=iEjhikad XM AT BiranR =6,
HITHE RO

i8] "NetApp Verda GitHub I B "LA FEURITRZ ATZER (W Apache Cassandra # Elasticsearch) RYSEFRHIT
EHH, BEUEERFIFHREGHESCHNEEXRITERNRE,

BIEHRITHE

A LAGER Trident Protect AN AEFEIZBEXHITHEN. EFERWEMEE. EERVAMGIIRT BELIEH
1THE,
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fEFA CR
B
1. BIEEBENXZER (CR) XMHHEHESH RN trident-protect-hook. yamlo

2. EEBE L T REMLUCEER Trident Protect IFIBMERECE :

° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—E—HSENETR,
° spec.applicationRef: (Required) EAHEIZITHITIEIHIRN FTZFH Kubernetes &5,
° spec.stage: (Required) 1&TRHMITIEHNEIRIERBEITHAMENFRTH. FIaERE:

" ZH

ozl
° spec.action: (Required) ETRHITIEEERENPLARENFR SR, RIEENERRITERS

TSEREBILAC, AIRERY(E:

= Snapshot

)

- PR
° spec.enabled: (Optional) (ETmEERAEERRALILNITE. WRKIEE, MBINMEA true,
> spec.hookSource: (Required) 815 base64 YLV FHIZASHIF RTS8,

° spec.timeout: (Optional) —MNEF, EXARIFRITERZITHNE, UDthNE(. &IMEN
1938, WMRKERE, BIAMERN 25 D

° spec.arguments: (Optional) BILLAMITIEHIEENS I YAML 513K,

° spec.matchingCriteria: (Ai%&) FHRBEXHELESIR, SRAK— I MHRITESDIESE. 810
WATESRZ AR 10 MMfHiEses.

° spec.matchingCriteria.type: (Optional) tMRHAITIEH 2SR BN F IR, TIRERIE:
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName

° spec.matchingCriteria.value: (Optional) R ITIEEH T SR EMNF R B IENRIXN.

w5 YAML :
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apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:
astra.netapp.io/astra-control-hook-source-id:
/account/test/hookSource/id
spec:
applicationRef: my-app-name
stage: Pre
action: Snapshot
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==
timeout: 10
arguments:
- FirstExampleArg
— SecondExampleArg
matchingCriteria:
- type: containerName
value: mysqgl
- type: containerImage
value: bitnami/mysqgl
- type: podName
value: mysqgl
- type: namespaceName
value: mysqgl-a
- type: podLabel
value: app.kubernetes.io/component=primary
- type: podLabel
value: helm.sh/chart=mysqgl-10.1.0
- type: podLabel
value: deployment-type=production

3. {EFEMARIEIAT CR X% fE, KA CR:

kubectl apply -f trident-protect-hook.yaml

M CLI
I
1. SEHITIEY, AVERNEESIRESHIE, Fla:
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tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEIBITHITIEN

TR TN B Fehiz TiITHE S, BrIUELISEEFOENETER. CEEREFEE. EERN
BY IR BEF BB T THE

FEBTHITERSER MRS E:

1. gIBFRED, WERXRACBRRRNED, BEEERBERLET
2. S EBITRITED
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TR QIRFREND

448



fMA CR
B
1. BIEEBENZER (CR) XMHHEHEGM RN trident-protect-resource-backup. yamlo

2. LB LT LUALEZER Trident Protect MBI EEFACE :

° ?Tetadata.name: (Required) IttBEXZFNRIR, NEHNIMREZFE—E—HEENZ

° spec.applicationRef: (/) BENHLIBREFEHHINAIERFH Kubernetes & #F.
° spec.appVaultRef: (%) FHEFHRER AppVault B9ZFF,
° spec.appArchivePath: AppVault PFEFHABIRKR. Tl LUERA U T irSEIXILKRE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o0
jsonpath="'{.status.appArchivePath}"'

w5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. EFIEMAIEIET CR X5, M CR:

kubectl apply -f trident-protect-resource-backup.yaml

M CLI
BB
1. pliEEH, BFERNEEERESHIE, flu:

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>

2. BEEDIRS. BRIUESERLRGIRS, BEHRIFTHK:
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tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. W& EEL:

kubectl describe resourcebackup <my backup name>
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TR 2: BITHITHED
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452

f#H CR

1. SIEBEENZKR (CR) XMHEHEEMB A trident-protect-hook-run. yamlo
2. EeB LT M LUCER &R Trident Protect M BN SEBEACE :

° metadata.name: (Required) ItEENXZREFNEZIR, NENFREEZE— I H—BSENS

o

° spec.applicationRef: (Required) HRILESEES R 1 BEIER ResourceBackup CR H1HY

R FAA2 R & MRABILED,

° spec.appVaultRef: (%) ARILESEES 1 P EIEMN ResourceBackup CR HHY

appVaultRef tHILAD,

° spec.appArchivePath: H{RIZESEESE 1 L& ResourceBackup CR H#Y

appArchivePath fHITAL,

kubectl get backups <BACKUP NAME> -n my-app-hamespace -o
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (Required) 1ERHITHIRREVPLIRERFAT R, RigIEENEARITE

2R AR LA, FIBERY(E:
= Snapshot
- &
- RS

° spec.stage: (Required) 1ETRAITEGNIERIEREEITTHMMENFRE, HEHIET

FaEEAEMMEREITER. PJRERE:
* ZHl
i

5 YAML



apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. EAIEMREIET CR X4fE, KA CR:

kubectl apply -f trident-protect-hook-run.yaml

A CLI
HIE
1. BIEFoITHESIEITIEK:

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. WEPITEBSITIRS. BAIUESETIGS, BINRIETM:

tridentctl protect get exechooksrun -n <my app namespace>
<my exec hook run name>

3. iR exechooksrun MR UEERZIFMEEFRE:

kubectl -n <my app namespace> describe exechooksrun

<my exec_hook run name>
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ENZ Trident Protect
NREMABIRHARKE) TR, NeTaEEEEE Trident Protect £A1{%,

EHZ; Trident Protect, FHITUT S,

P$IE
1. #IB& Trident Protect CR 314 :

(D 2506 REEBRATRELS B,
helm uninstall -n trident-protect trident-protect-crds

2. fB& Trident Protect:

helm uninstall -n trident-protect trident-protect

3. MF& Trident Protect sp 42 =51a]

kubectl delete ns trident-protect
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Trident 0 Trident Protect &%

1BA] UTEX B3 B — LR 4%ER NetApp Trident 1 Trident Protect 1%

Trident %

* 2025 £ 10 A 16 H: "EBT Kubernetes NEREEB RS R"

* 2025 F 8 A 19 H: "E5R¥%IE—%E: A Trident 7 OpenShift EHMEL R SLILEARIR"

* 2025 £ 5 A 9 B: "EH Amazon EKS #fF /) FSx for ONTAP BEhECE Trident [5i%"

* 2025 F 4 A 15 B: "“&HB7F SMB XA NetApp Trident with Google Cloud NetApp Volumes"
* 2025 £ 4 A 14 B: "FIA Fiber Channel Protocol 5 Trident 25.02 7£ Kubernetes L SEIIFA 72"
* 2025 F 4 B 14 B: "3 Kubernetes IR1ZE#E S NetApp ASA r2 A4HY5E AKINEE"

* 2025 £ 3 A 31 B: "EAFHMIAIE Operator {&5147E Red Hat OpenShift £AY Trident & 3E"

* 2025 % 3 B 27 B: "B Google Cloud NetApp Volumes /3 SMB EZ& Trident"

* 20254 3 A 5 H: "fRBiT4E iSCSI FFiEE&m: AWS £ ROSA &8%1) FSxN 5"

* 2025 F 2 B 27 B: "{#H Trident. GKE #1 Google Cloud NetApp Volumes ZPE =& 15"

* 2024 £ 12 B 12 B: "7£ Trident 5| N\t BB "

* 2024 £ 11 B 11 B: "{#H Google Cloud NetApp Volumes B NetApp Trident"

* 2024 &£ 10 A 29 B: " Trident B Amazon FSx for NetApp ONTAP with Red Hat OpenShift Service on
AWS (ROSA)"

* 2024 &£ 10 A 29 H: "7£ ROSA #1 Amazon FSx for NetApp ONTAP _Ef&F OpenShift Virtualization S}
REIAN B SEBT 8

* 2024 £ 7 B 8 H: "fFH NVMe/TCP /4 Amazon EKS RIS 281k FH{EA ONTAP 7=fig"
* 2024 £7 B 1 B: "X Google Cloud NetApp Volumes Flex ] Astra Trident S2 ¥l 548 Kubernetes 7#fi&"
* 2024 £ 6 B 11 BH: "ONTAP {E/3 OpenShift R UG EM R G TFAE"

Trident Protect 8%

* 20254 5 A 16 H: "f#H Trident Protect 8 [ B oh b /EMRFEHETE LU ITRE M E"
* 2025 fF 5 B 16 H: "OpenShift ML RIERE S NetApp Trident Protect”

* 2025 &£ 5 A 13 B: "f§H Trident Protect &AL RFITEMESLTE"

* 2025 5 B 9 B: "5/ Trident Protect 8 [ #EMZEN Kubernetes [ FHTZF"

* 2025 % 4 A 3 H: "Trident Protect Bafi: Kubernetes EFIRIFFIRERE"

* 2025 4 3 B 13 H: "OpenShift ML VM BIEE R—BU4E S HFIERIR 1"

* 2025 F 3 A 11 B: " GitOps {21 EEEF NetApp Trident BIR F EHERIP"

* 2025 £ 3 A 3 B: "Trident 25.02: @I Hzh A LBIFTHEERRF Red Hat OpenShift 434"

* 2025 £ 1 B 15 B: "Trident Protect EF A GRHIEEH A"
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B, MR ZE Trident T R EKDE pod TiEiHIR]l, Kubernetes 2 BThiE pod EFEPE R EEFFAVEET
Bo Trident (X AITHIE, FMLINREFHIFE Trident, HrHEHM pod F2ZERMM,

Trident 2B EEi/19) kube-system #53 %a]?

Trident M Kubernetes API Server iEUE 2., URERNBAIZFAEIIEKRFH PVC, FEItEFEEIHIA kube-
system,

Trident LR EFNFE?

Trident REFZF 632 7 — Kubernetes ClusterRole, ©EH X} Kubernetes ££8%1Y PersistentVolume
. PersistentVolumeClaim. StorageClass # Secret FIRIIFEILIFNIR, BESIR "HE X tridentct] 22",

A ATEA A BY Trident A FREMHYERXHIG?
NRFE, EAILUEARERMIEL Trident BT REMAIIBREX . 1BSY "HEX tridentctl 223"

HEE A LUAR NI Kubernetes 8589 MEIZH Trident SCHIHZ4EEHT ONTAP [Gim SVM?
BATENXIFM, BIRATLLATEA Trident LHIFERR—MEIH SVM. ELEHEASINLFIEEE—NESR
¥R, F/SHIT StoragePrefix’ X{HIEME—RY “setup/backend.json' B4, X eI LUHBRAS AR N EFIERRE

—“MFlexVol volumes

Z B AILITE ContainerLinux (R CoreOS) T %% Trident?

Trident 22— Kubernetes pod, FJIAZRIETEIE{T Kubernetes FU{EfIHE A,

FH AT LU Trident 5 NetApp Cloud Volumes ONTAP —it2f&firg?

ZH, AWS. Google Cloud 1 Azure %#¥ Tridents

SRR HF

NetApp B&EZ#F Trident?

&I Trident 2FFRHY, HAERRFERMY, BINRZHFER NetApp /5%, N NetApp T2ZHFE.
IR R ST 52
BIRRFFRG], BRITUATREZ—:

1. JEBXR &MY Support Account Manager, JREXFEBNLIIRRZ T &,
2. BIFEXR "NetApp S2HFHRHZHFF TR,

SAIER I AER?

SR LUBIEIETT tridentectl logs -a REIEZFHAYIE. BRTIRHEHERIBEEZIN, EHIR kubelet
HELUZEE Kubernetes ImAYEEI B, FREY kubelet HERIHBEE Kubernetes FIZRZE 75 = o
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NRBFEBREIINEELIBER, ZEAM?

£ "Trident Github" @RI, HEREYF B ERPIEN RFE,

FIEMP I hiERFE?
£ "Trident Github" L8R, ESZARMS IREEXIFIE L EESMBEE.

SNERFIT Trident EREEBNE R, ZEAN? BEEHLXHILR?
NREHEMEER. [RMER, BB I AR Trident "Discord 5iE" 8 GitHub BXZ& I

BNEHEAAZBEEEX, Trident RBEILE, WAHRE?
f#F tridentctl update backend myBackend -f </path/to_new backend.json> -n trident’

EHEHEE, FREIFH myBackend BHEABmBMR, ¥ /path/to_new_backend.json & IEH#
“backend.json’ XEFHIERR

Trident 3 ZIFKH Kubernetes T2, M{A{EES ttia])@R?

BRMETEERYIER, Trident T57E3E Kubernetes T s, XATRERE N Kubernetes FRBYMIZZR]EREY, DNS 7]
A, BITEE Kubernetes 12 _EH Trident T9 2 daemonset ARENS S Trident 154283815, LUEMA Trident
AT R, WRERLE Trident BEAETMEERN, NWIETEEFH Kubernetes T = INE EB$ BT A B F It

1

YR Trident pod #HESR, HSEELIIENLD?

1R Trident pod KL, FHEFASEK, Trident TTEIBREMETE CRD MRH, FREH Trident BEEERY PV #B1&
EBIEIT.

4% Trident

BRI UEZMNIBRRAAR IR (BRZTL D HRAS) 137?

NetApp Z##F Trident \— PN EZRRAFREI T —MEIS EZRRAS, A LAMARZS 18.xx FHERE] 19.xx, 19.xx
FHRE 20.xx, RILSEHE, ERIRFEEERE ZAITERIE FNIHFA LR,

AR L Trident BELREI LARTAYRRZS?

NRFBEEARGERKMBVEIR. KIIRASRAINERTTARIF R, WL "EE Trident” HERIZARAHIFE
HEAEMRERHRE, XEERERHRENE—ZINTT %,

BIEFIRMNE
KRB FETT ONTAP [FifE XX HHFEETE X Management #] DataLIF?
IR LIF 24 %M, DatalLlF FARER:
* ONTAP SAN: R/ iSCSI 8%, Trident £/ "ONTAP I 4E LUN BRET" SRAME I ZEERIEFAEDN

iSCI LIF, WNREBMENT datallF, MEEMES, BEXFMER, 1ESH "ONTAP SAN ELEEIAIR
5"
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* ONTAP NAS: NetApp BIMIERE datalIF, FNIRFKIEM, Trident M SVM 3REX dataLIF, ERILUEEE A
F NFS EHIZENTLIREEH B (FQDN), AFELIEIEIF DNS LUEEZ ) datallF #{THREHFH. BXiF
MEE, IBESIF"ONTAP NAS Ao & xR

Trident 86555 ONTAP GifECE CHAP?

Mo Trident 24 ONTAP GimAIN A CHAP, XEEE/GMACEFIZE useCHAP=true,

W{E{EA Trident BIESHFHR?
Trident AT LAM 20.04 RIS EIZFEIEFHRR, XEEFEREEAREBEHEREEEPRRE— 2D

CIDR 3R, Fit Trident B FXLEEERTI R IP ANEIHEIZHISHRER, BIXMHAIH, Trident BTN
BI2LTE CIDR R AE IP BYTI R BYAINF BRI

IPv6 it AT L A FEIEH DataLlF 137?
Trident SZ3F A LLTINE X IPv6 i3t :
* managementLIF # dataLIF J&HF ONTAP NAS 5if,.

* managementLIF FiF ONTAP SAN Sifi. EAREETE ONTAP SAN i E38%E dataLIF,

IUFERIRIC -—use-ipv6 (ATF tridentctl &%) . “1pve (T Trident3{ER) X tridentTPv6
(BT Helm &%) L% Trident 7 BE7E IPV6 _EiBfTo

REALUEEIREMEE LIF?

AILL, BILMERA tridentctl update backend S EHGHREIE LIF,

=5 LI7ERiREHT DataLIF?

& JBETE “ontap-nas # “ontap-nas-economy’ L83 DatalLIF,

O] LUTE Trident for Kubernetes gL NGHRID?

Trident A] LAfEFAEEIRYIEBHTZ R SR BRI EhiE F RIS 245 % 1 fE o

Trident YA EE R IR ETE?

Trident & EimEIEFEN Kubernetes Secrets,

Trident #0{AERFERiR?

MR EmEMAERATHEEhHEFIEREIM, NEEA storagePools #l additionalStoragePools Bk
FiEE—ARFERM,

WMElA(R Trident A= MISFERIRTEE?
1% excludeStoragePools SEAF ML Trident BFECEAIME, HIGHIBRFIE LAY,

460


trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html
trident-use/ontap-nas-examples.html

MREFEZMERIEE NG, Trident WN{AEFREREA iR
NREZMEEEENEEGIR, Trident 21838 StorageClass M PersistentVolumeClaim REENS
POEFE UG, 590, WEREZA ontap-nas BehiEFEiR, Trident S=IXILER StorageClass #

PersistentVolumeClaim RIS EHHHITHES, LUILERERHE StorageClass 0
PersistentVolumeClaim FYIHHNERNGiK. MREZ N EIHSIEKRELE, Trident =MHBRENIEE—
N

"o

Trident 13 Element/SolidFire FI¥X[@ CHAP 3?

=
Eo

Trident #1{AJ7Z ONTAP % _ 202 Qtrees? BN % _FAILIEFE L/ D Qtrees?

‘ontap-nas-economy’ WENFEFTER— Flexvol HERGIEZIA 200 1 Qtree (AITE 50 F|
300 ZiEERE) , SNEETALE 100,000 1 otree, ENEHLIE 2.4M

o BB ANREFEIREFIRHEARS

‘PersistentVolumeClaim BY, RIIEFSEEBRSEFEEN NN otree RMEARSH
FlexVol Ho. WMRAEFEALUA otree RMEIRSZH Flexvol %, MKEIE—NH Flexvol
o

WA 7€ ONTAP NAS LEIEREISE Unix X R?
SR OB TE G E X XA E B ECEXT Trident ELEREIRE Unix AR,

MNEEREENEE—HE ONTAP NFS #=£&;%10?

FINBER T, Trident A={#HH Kubernetes EEHIETNZE NEAE. EISTE Kubernetes TFESEHRRYER %N
, IBTRIBRAHBRGIFITIRIE LA,

AR EECENBIRE NN EN T HRER?

EAFENHENIRRE, BEREREXXHFEER exportPolicy 2o

WN{aN@d Trident £/ ONTAP i§E5&MNZ?

SR LUERREE XX FINZESE3T Trident IRIEMNEISENDE, BXEZELR, SR "Trdent 1115
NVE #1 NAE E2& /A"

@it Trident 5 ONTAP 305 QoS BREARBTA?
/8 "StorageClasses'J ONTAP 52Jif QoS,

gnfaiEd Trident FEEASEIECES/ZECE?

ONTAP IRhiE X iFtER o EALE . ONTAP IReIiEFRIANMEEEE. WREEERE, NWNEEFHRENX
X8, storageClass, MRMEHEAE, StorageClass MLTEE. /5 ONTAP EEEUL TAHA:

1. £ “StorageClass’ £, ¥ "provisioningType B 4i& & 7 thick.
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2. EFIEHMENX XS, @BiFIEE backend spaceReserve parameter A volume REHAES,

WA REMERT/INOMIFE T PVC, L RERIREEFERNE?
M 1.10 kRFFI8, 57 Kubernetes EBEEIEA PVC R,

KLY B/ Trident 81789 NFS PVC 13?
=8, ERI LY R Trident IR PVC, iBEEE, L£HMMEKZ ONTAP IhEE, RERT Trident,

BJLATE SnapMirror ##E{R1F (DP) B AR TSANEGD?
NRIMNEREL T DP RN, MEFAKK. ERWEIATHEIZER:

Error: could not import volume: volume import failed to get size of
volume: volume <name> was not found (400 Bad Request) command terminated
with exit code 1.

Make sure to remove the DP mode or put the volume online before importing
the volume.

RIRECENUN 1451579 NetApp 5857

HE NetApp FHEERE, Kubernetes IFERBEERAINIZE M. H NetApp FHERBREREMELERI
Kubernetes Foag ERY, Trident ZidFifAd, EsHIMEIR

AT LUEA Trident B2 & REEIT?
AL, Trident STIF0IRIREEIRBAMRBEIEIFA L, EMNREBLIE PV, BEHREEEH

VolumeSnapshotDataSource NEE Jo

S ¥ Trident HRERAVIREHIZF A HPL?

HESK, #HNMNB ontap—-nas. ontap-nas-flexgroup. ontap-san. ontap-san-economy.

solidfire-san azure-netapp-files [EIRIRCHAZ I FHE R IRER,

WN{alfEEF ONTAP ¥tHE Trident B2 & HY&E#H1TIRIBEH?

IINEEIERF ontap-nas. ontap-san #l ontap-nas-flexgroup WEITERF. EIXAILLTE FlexVol BLkA
ontap-san-economy JXENFEFIERE snapshotPolicye

XMERATF ontap-nas-economy WRENFEF, EEAT FlexVol ERHNIE, MAERET gtree KiiE, EFH
3 Trident BRE RS HITIRBIINEE, BREEmSEHNEN snapshotPolicy IXENTE ONTAP Gl EE X EIFR
TIREBIRER, FEITHIZSRBREVERIIREBEARM Trident iR%1,

HKaJ L@l Trident BLEN B IZEIREBINE 552 ELI5?
EE’], o LUBEERIREX X HFHIRE snapshotReserve’ Erﬁ, BT Trident NEFEMHEREEATNEYF

EEDLHEETE, NMREBERBEXXHHEE snapshotPolicy ' # “snapshotReserve, MR
BREIHXHHIREIBY “snapshotReserve B LIS ERIBRE T DL, SR KIEMR “snapshotReserve’ B 73 EEER
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¥, Ml ONTAP BHUABER FRIRBEE B DR 50 SR “snapshotPolicy ETIZE A none, MIRIREZER
DEIRE R 0,

KA LI E#EA10)% snapshot B RH S HIsc45?
2/, EELUBIERHEN XHRIGE snapshotDir B HKiAIA] Trident BLEME _EHYIREBE R,

HATLLEE Trident HE1&E SnapMirror 13?

B#l, SnapMirror #Z5{#F ONTAP CLI 3 OnCommand System Manager M9MEBH1TIRE

WG R A EME ZHFER ONTAP REE?

EREIXRT] ONTAP 1RER, BERITUTHE:
1. B IEERER Persistent ERINTEF Pod B TR EVRES.
2. @i ONTAP CLI 8 OnCommand System Manager xR 2P &R IRER,
3. BB FAFER podo

Trident B2 57EACE T A D BHRER SVM LELES?

A LIAIEE NFS 1REEIER SVM IRELIZAHHEZHE G, ONTAP BaEHTHA Trident 8IZMNEN B HER
%, XORERSBRENRELR, /A Trident 8IIEZ1NE8Y, BEESIURT ONTAP EF M HHZEHEE,

AIAENER AR D BEEEERBER?
Kubernetes R FERR R B REAFMER, B2, EAILUER Kubemnetes @I fEAE MR TREIFFMHEEIR

FCERIREI SN e B TEIMF EFHEENER, EEEEBERITEFREREME, BRIZFEENZRECEH
RE N 0o

BSPEHEPR
BRI AR OIS SRR Trident BY AT 4B EI SOIT TR HEER

@ EIR1GH X Trident BEERN, EMER “tridentctl logs -a -n trident' RIS FEFHIGH KX NetApp
FHRAR

= M HERR

* YN Trident pod FALEEREN (40, = Trident pod R7E ContainerCreating MR ERMERE VTR
B , iBfT “kubectl -n trident describe deployment trident #] “kubectl -n
trident describe pod trident--*+* AILIRHEZ N, KB kubelet BE (0, &EiL
‘journalctl -xeu kubelet) WEBEFAEEEN,

* N8 Trident HEFEZERBBEMER, ErUSHBEIRIEENZE R -d IFEERALRESHRKER
Trident BYIEIRED .

AR . /tridentctl logs -n trident MIABIREIAIRX, HEHEPIER level=debug msgo
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£ Operator &%

kubectl patch torc trident -n <namespace> --type=merge -p
'{"spec":{"debug":true}}'

XIEEHBEIPRE Trident pod, XA RERE LR FhRIBTIE], EAILUEIIINER "kubectl get pod -n trident’
MR 'AGE' 7RI EX—5,

F+F Trident 20.07 #1 20.10, EfERA tprov & “torcs
B Helm &3

helm upgrade <name> trident-operator-21.07.l-custom.tgz --set
tridentDebug=true’

{EF8 tridentctl 223

./tridentctl uninstall -n trident
./tridentctl install -d -n trident

s R A LUBE TERIRE X B S debugTraceFlags RIFENENRiHNIAIXES. #liN, 25
‘debugTraceFlags: {"api":true, "method":true,} ENE] 7£ Trident EU':F'%itER APl EARM A EEH. WARKA
LLiEid "debugTraceFlags'5 “tridentctl backend update’ —i#2EC &,

* {£/ Red Hat Enterprise Linux CoreOS (RHCOS) BY, i&HfifR iscsid EETETR EBAHARIAB. X
B] LAfERS OpenShift MachineConfigs Sifid & 24 s AN EIR KT Mo

* {8 Trident 5 "Azure NetApp FiIes"E'_T__[ EBEIRYE MR ME P IRZERBSRRS BN AR E
fite B Trident ERMITEETIR, 1SR "Azure NetApp Files"BE &,

* WNRK PV EHE| BT I, BHR rocbind BREHIETFIETT. BERENIRIERFAFAFAIIG
BEELE, HHEE rpcbind BB IETEIETT. ErILUBITIETT systemctl status rpcbind HEZFEM R
LHRIE rpcbind RSHVIRE.

* YR Trident FEHRERE LB TIED, BNATF failed kS, NAgEEHTFERT SEHBHEXER SVM/
BIREHE, #/A tridentctl update backend BHi/Gim{s 253 Ek Trident pod &S a1,

* WNERTEER Docker TENARZEITIIRE Trident BB EIANPRIRIE, EEIAER --in cluster=false ¥R
ELE Tridente, X RNMEALZERRR Pod, FEREE trident-installer AP MSEAINRR]L,

* f£A "uninstall parameter <Uninstalling Trident>" #{TRKIZTEREE. BRIANBERT, ZMEARTHIBR
Trident B8I32H#) CRD, FEIEMEEIETEEITHEESR, WollRetEFHHERLE

s R EFEREPHARRZASHY Trident, IEHCIEIT tridentctl uninstall f83LURIFE Tridente TEFFEM
"Trident fRZs" F{EHA tridentctl install ST,

* IWRER, MR PVC &7 "Pending FER, i&1T "kubectl describe pve A] LURHHE % Trident REEAIE
PVC ECE PV MEMEE,

FEREEREFE Trident £

NRIEERIRIERELE Trident, TridentOrchestrator FPIRESEM Installing RN Installed, Yl

464


https://azure.microsoft.com/en-us/services/netapp/
trident-use/anf.html
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases
https://github.com/NetApp/trident/releases

RUEE Failed NS, BRERTZBITME, NNETUTaERERINES:

a

tridentctl logs -1 trident-operator

ERER trident-operator B 23R B E R LISEIRIERTE, a0, —DXAFRYRIEA] fER T EAM BRIFR Y _EiEE
AR IR ENF R R R 2R R,

E TR Trident RELNARE, ENIZEE TridentOrchestrator KR

kubectl describe torc trident-2

Name : trident-2
Namespace:

Labels: <none>
Annotations: <none>

API Version: trident.netapp.io/vl

Kind: TridentOrchestrator
Status:
Current Installation Params:
IPvG:

Autosupport Hostname:
Autosupport Image:
Autosupport Proxy:
Autosupport Serial Number:
Debug:

Image Pull Secrets: <nil>
Image Registry:
k8sTimeout:

Kubelet Dir:

Log Format:

Silence Autosupport:
Trident Image:

Message: Trident is bound to another CR 'trident'
Namespace: trident-2
Status: Error
Version:

Events:
Type Reason Age From Message
Warning Error 16s (x2 over 16s) trident-operator.netapp.io Trident

is bound to another CR 'trident'

LEEBIRR T EFERATLE Trident Y TridentOrchestrator. BHHTE Kubernetes EEEREERF—1
Trident 325, FUIIR(E RIBREEMRLEN B RFEE—TATLLEIERNER) TridentOrchestrators
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Itb5h, WER Trident pod BPRSEE A LSRR A,

kubectl get pods -n trident

NAME READY STATUS RESTARTS
AGE

trident-csi-4p5kg 1/2 ImagePullBackOff 0
5ml8s

trident-csi-6f45bfd8b6-vfrkw 4/5 ImagePullBackOff 0
5ml19s

trident-csi-9g5xc 1/2 ImagePullBackOff 0
5ml18s

trident-csi-9v95z 1/2 ImagePullBackOff 0
5ml8s

trident-operator-766f7b8658-1dzsv 1/1 Running 0
8ml7s

ERILUBRMEE], BTRRER—IHZNERERE, Bl pod TiETEMIEK.

BRI, ENIZ4E TridentOrchestrator CRo, HE, EAILIMIBR TridentOrchestrator, FH{E
BESERERTE X BIZ—MNE Mo

£/ “tridentct!’ #1T Trident SfE KK
ﬁ?ﬁ?ﬂﬂ?ﬁtﬂfﬂﬂﬁﬁ?‘, O LUER -d SBERETERERER, 28T AAREXHEEBE T 0@ Fr T

./tridentctl install -n trident -d
foRAIE S, FILURBU TS BBIERE, JAFB/XIBIT tridentctl install @<

./tridentctl uninstall -n trident

INFO Deleted Trident deployment.

INFO Deleted cluster role binding.

INFO Deleted cluster role.

INFO Deleted service account.

INFO Removed Trident user from security context constraint.
INFO Trident uninstallation succeeded.

24 1%BR Trident 1 CRD
A LIS 2 MR Trident FIFFECI7ERY CRD LUIMAEXBIEE N RRo
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(D Jtt#s‘éfﬁ?&}ﬁﬁi}ﬁo BRIECRBELILLE Trident, [NIFMHRITILIEIE, EEH Trident AR
CRD, E&# "E%; Trident"s

Trident 12/E5R
E(FH Trident RERENZ Trident H5=£MIB& CRD:

kubectl patch torc <trident-orchestrator-name> --type=merge -p
"{"spec":{"wipeout":["crds"],"uninstall":true}}"
Helm

BE(FER Helm E& Trident F522MIf& CRD:

kubectl patch torc trident --type=merge -p
"{"spec": {"wipeout":["crds"],"uninstall":true}}"'

<code>tridentcti</code>
{8 tridentctl HE Trident E=2MIER CRD

tridentctl obliviate crd

7£ Kubernetes 1.26 Ef#H RWX [RIGRaF A T I8/AY NVMe T R BUCEE1FLRK

NRIZITHZE Kubernetes 1.26, M7EIE NVMe/TCP 5 RWX [RiGHRen B = ia)—iEEAN, TaEUHEEsES
KK, UTHRIBHTBENFRAR. 3E, BT Kubernetes 4R E 1.27,

EMiERes = =84 pod

Z ¥ Trident FEESRTiE] (NVMe ﬁi%) MinnZEl pod BIIE L. SNIREEM ONTAP Fimiibies = =ial, N
EZ1AMIER pod f5, BUHEEIIREEH, LWHRASFM Kubernetes %ﬁjﬁﬂﬁmam

IR ARRER
MIENT REVEKAE (MY TixaR=iE) HBFRE.

#PELERY dataLIF

If you block (or bring down) all the dataLIFs of the NVMe Trident
backend, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

I AR R 2R
Enb dataLIFs LUE 2ZRINEE,
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E M FRen & == [al ARGy

If you remove the "hostNQON' of the worker node from the corresponding
subsystem, the unstaging process gets stuck when you attempt to delete the
pod. In this scenario, you cannot run any NVMe CLI commands on the
Kubernetes node.

IRBS AR R
¥ hostNoN ARMEF RS,

NFSv4.2 ZFIRTEFZRk ONTAP [53R&E "invalid argument”, LF0HAEA"v4.2-xattrs" A
Ft2% ONTAP [, NFSv4.2 BFIRERIAES NFSv4.2 SEINJRERIRE " THEH HiR. MNRKE SVM LB

F v4.2-xattrs EIN, NMSHILLR), fBRA%: 7 SVM LB v4.2-xattrs &I A2 E] ONTAP 9.12.1 B
EERZAS, BINERTREBALE,

< FF

NetApp AZME IV Trident 12+, iR XERZEBIARSSED, FIANFIRE
(KB) XE# Discord $i&.

Trident 2154 an E HA
Trident IR3EEBURR IR E=PNRFNBIZ T, 1FSIH "NetApp BIERRASSZ3F09E X"
TEXH

Trident M& 7 HERfCIZ /2t 12 DA E .
BRI

Trident T4 BEAIGRIE 13 - 24 N RIREBEREXH,
BB HF

Trident X B &2 HiEE 25 - 36 NARNA A,
kR e BRXZHE BN
"25.10" 2026 &£ 10 B 2027 £ 10 B 2028 &£ 10 B
"25.06" 2026 F£6 B 2027 £ 6 B 2028 F£6 B
"25.02" 2026 £2 B 2027 £ 2 R 2028 €2 B
"24.10" — 2026 £ 10 B 2027 &£ 10 B
"24.06" — 2026 £ 6 B 2027 £ 6 B
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https://docs.netapp.com/us-en/trident-2410/index.html
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"24.02" — 2026 £ 2 A 2027 F£2 A

"23.10" — — 2026 &£ 10 B
"23.07" — — 20264FE78H
"23.04" — — 2026448
"23.01" — — 202618
SEI2E

BXBEEMENENTEIIR, 15EM "NetApp HiIRE (FEER) %

X HF

A8y "Discord SiE" EH—NFRHENNEFRAS (B4F Trident FRAR) AHHEX. X2iEREXZHE
—AR R 5ERE & NEEITICAX E AT 7.

NetApp AL F

EIR1FE X Trident BYEEBY, 1Bf# M tridentctl logs -a -n trident BIEXZIFEHIEHLIXE)
"NetApp Support <Getting Help>o

THREZER
* "Trident & J&"

e "Kubernetes Hub"
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[ EiEE HTTPS
Prometheus $5#%

HTTPS %) ONTAP SVM/&&#

B LIF

HTTPS %] E-Series Web
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NFS $iEEIE2S (nlockmgr)
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Series (iISCSI)

ONTAP-NAS
(SMB). ANF
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Kerb 89
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sl)

ONTAP ({£H
LDAP £
NFS/SMB)

Z2iBE
A]E2E (--probe-port) ; HafR
BEENPE,; NFRAH,

W1 _EFFiA; pod-internals

EJ:O

EJ:O

mnt; BFARI.

EJ:O

v3 WAZE; v4 mNiE (B ASED
) ; WNER{NfER NFSv4, M
PR,

ZIOEEE; ARFRAR; EA
TCP LI I §E14,

T3, ATRAEITX@EENE (90
;%%'%E, TR NI IE S

XHPIE; Bid v4 (pNFS &
1) 5 1R UDP,

B, TRER BN IR
(1024-65535) #1T[ElH4,

Fogm; Bk v4o

MREFAERD; @Dtk O T
CHAP B338iF; BEWA
CHAP S &Z 2,

REFER]; fEF SMB3 #1710
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o

WR{EF Kerberos (FEERIA)
1;\%EIJ AD %28, MARE
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£ BT RVRERF/ S HIIIE
; PRI ADo
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(D EREIIEFR, FILUER --probe-port 17E B BUEEN/MAER KR, 1BSHHRILEORKITIE
TR EREMMHZEER,

Trident REST API

B "tridentct! S S H1EIN" 25 Trident REST APl X EMREESE, BNRERE,
AL BEFER REST KA,

{AIBtfsEA REST API
REST API 3F1£3E Kubernetes ZFZF{ER Trident fEJ9Id I —# I NS RELEIFEER,

737}5"*%&, BINERTTE pod RE1THEY, Trident REST APT #PRHIF localhost, EEMILITH, FEHE
H pod EEERIZE Trident BY —address &%,

{58 REST API
B R AMTEAXLE AP| BRI, &5 debug (-d T8, BXFMMEE, B2 EA tridentctl B2 Trident"s

APl I T{E[RIBWOT:

GET

GET <trident-address>/trident/vl1/<object-type>
FIH R RIRIFRE WM R,

GET <trident-address>/trident/vl/<object-type>/<object-name>

IREX AR & M RAVFAIE o
POST

POST <trident-address>/trident/vl1/<object-type>
IR EREMT R,

* FENBCIBIINRIEM JSON iLE. BXEMNRERNNE, 55 £ tridentctl EIE Trident"s
* MRWREFE, THSEAATE: BRERRENR, MAAEEMNREEGFERERK.

DELETE

DELETE <trident-address>/trident/vl/<object-type>/<object-name>

il Gy

@ 5EinsEEEXBENESEREET, vaRMffrXLs, EXFAEE, 5N "FH
tridentctl &I Trident"s
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in S TIRIN

Trident 5§ Trident orchestrator 327 Z N ep$1TIE, & 0] LU X RIS SR E,

BAEiER

-debug
= AR

-loglevel <level>
BB HEIERAS (debug. info. warn. error. fatal) o BRIAA infoo

Kubernetes

-k8s_pod

BRI -x8s_api server KRB Kubernetes 2%, KB EM= I Trident FAAEEEH pod
B Kubernetes BRSSP E1EFREXZR API BRS3585, X Trident TEE A T RS MK B Kubernetes S8R {ER
pod iIB1THY, IEINEEA B,

-k8s_api_server <insecure-address:insecure-port>

fEFLEIEINEY, -k8s pod RBH Kubernetes zF, F8EEY, Trident RARMENAR SR OEZE
Kubernetes AP| fR5528, iX{F Trident BEFSERETE pod Z4h; BR, TINZIFE AP [REB[BNAL2EE,
BREMIERE, BEM -k8s_pod HEIFE pod FEFE Tridento

Docker

-volume driver <name>

7EAR Docker &4 AT ERARIIREHIZERE AR, EXIAN netappo

-driver port <port-number>
ftEmOMmAE UNIX EEE T,

-config <file>

WFE; BAFEE RIRECE X AR R.

REST

-address <ip-or-host>

E7E Trident B9 REST AR5 28N (0 AYlit, BRIAJ localhost, 7E localhost Lk ¥0fFFH7E Kubernetes pod
B1THY, Jo7EM pod SMEREEILIR] REST #% . {#H -address " REST #ZORIM pod IP hitifia],

@ BAILUE Trident REST #20OE & ANXIE 127.0.0.1 (BF IPv4) & [:1] (BF IPv6) TiPrA0
ARS3.

-port <port-number>
$5RE Trident BY REST ARS5 88N PRV . #AIAZT 8000,
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-rest

Eﬁa REST *%Do %ﬁi}\yg trueo

Kubernetes #1 Trident 31

BRI LUBIIEE B NBBEMNR, £ REST API 5 Kubernetes # Trident #1732 H, &
NN RBERRRET Kubernetes 5 Trident. Trident 512f&LU X Kubernetes 51z 8]
HXR, HPF—LEIRIET Kubernetes H1TEIE, HMXWRIED Trident #1TE1E,

XEEFFRIVAIEE ER?
BIFERAR. ENNARURENARENRE S E2EE Kubernetes FIF B MEMEIER:

1.

BFAIET— PersistentVolumeClaim, BRMNEBIER ZAIBCER Kubernetes StorageClass 4%
BE—™MIFEK/H “PersistentVolumes

. Kubernetes StorageClass ¥ Trident IRZI AN EHEEERER, HEE SR Trident MNAIAIEKRINLELESENS
o
Trident EBEHEBC2H StorageClass, ZBMAFIRRILERY Backends "M “StoragePools, BALA

ERAXLERNELEES.

. Trident F LAY Gin LECE FEHCIER NN R Kubernetes HBY— PersistentVolume, BEHIF

Kubernetes iNfAIEK. EHMLIESE, LU Trident PFRI—1E, BIRE PersistentVolume' 53L[FFEZ
EIEE

. Kubernetes ¥4 persistentvVolumeClaim ZPEZIFTHY PersistentVolume, B&

PersistentVolumeClaim Y Pod KEEIGITRIERI TN _EIEEZ PersistentVolume,

. FBFP{ERB$5M Trident BY VolumeSnapshotClass, AMAB PVC 8 volumeSnapshoto

Trident #7IR5 PVC XExiE, HEHBIREIESHWRE. EXREIET —1 volumeSnapshotContent,
155 Kubernetes dI{AIR 51 1HRER,

- FBP A LLBIEZE— PersistentVolumeClaim, FfEF "VolumeSnapshot /iR,
. Trident iRBIFFERYIRER, HITEIEE PersistentVolume'F “Volume' Fi$ & IR —4H 512,

fi#t—2 T # Kubemetes X%, FABEFURIVERIR Kubernetes STRAHY 15425 8143

Kubernetes PersistentVolumeClaim X

Kubernetes PersistentVolumeClaim X HRE Kubernetes &£ P & HAVTEEIF K,

BRTIENSEZSN, NREBEBELERKEETIRENIINME, Trident AVFAFIEE U NRETEER:

FriE BRI SRR EHIER
trident.netapp.ioffileSystem fileSystem ontap-san, solidfire-san, ontap-san-
economy
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Va3 B XEFHIIREHE

trident.netapp.io/cloneFromPVC cloneSourceVolume ontap-nas, ontap-san, solidfire-

san, azure-netapp-files, ontap-
san-economy

trident.netapp.io/splitOnClone splitOnClone ontap-nas, ontap-san
trident.netapp.io/protocol protocol 1£=
trident.netapp.io/exportPolicy exportPolicy ontap-nas. ontap-nas-economy

. ontap-nas-flexgroup
trident.netapp.io/snapshotPolicy snapshotPolicy ontap-nas, ontap-nas-economy

, ontap-nas-flexgroup, ontap-san
trident.netapp.io/snapshotReserve  snapshotReserve ontap-nas. ontap-nas-flexgroup

« ontap-san
trident.netapp.io/snapshotDirectory snapshotDirectory ontap-nas. ontap-nas-economy

« ontap-nas-flexgroup
trident.netapp.io/unixPermissions  unixPermissions ontap-nas. ontap-nas-economy

« ontap-nas-flexgroup
trident.netapp.io/blockSize blockSize solidfire-san
trident.netapp.io/skipRecoveryQueu skipRecoveryQueue ontap-nas, ontap-nas-economy
€ » ontap-nas-flexgroup, ontap-san

, ontap-san-economy

WEREIER PV BE Delete [EIURERRE, M Trident R7F pv BHKES (BDEF#IER pvc BY) BEESHIER pv
MEDE. MRBBRIRIEERY, Trident ¥ pv FICAMIERE, HEHEIHZIRE, BIHRIERIIZ pv
WFEIER. MR pv A "Retain HlE, Trident SZKRE, HRISEBEGEM Kubernetes M/EIH
BIET, AFERRZAIENHINES. FER, Bk pv F28H Trident WREDE. EZER
REST API ( tridentctl) JSEMIBR,

Trident 245 CSI FSEEIERBIRER . ETUSIEESREBHBEEBEREINE PVC EIER. X1, PV BIEY
Bl mElZS A ALV REBRIC N B B2 44 Kubernetes, A5, RIfERIREREIEHEY PV, &— "On-Demand Volume
Snapshots’ & X B WS (ERY,

Trident SR AT RIZETEFER “cloneFromPVC 1 “splitOnClone ;3. Er LIERAX L TRKTE PVC, ML
EfEH CSI =T,

TN WRAFEELE— 1R N nysqgl B pve, MARRILUERFRESIZE— 1R mysglclone BIF
PvC, 81 “trident.netapp.io/cloneFromPVC: mysql. {HAILEREE, Trident TS mysql PVC X
NHE, MARMKHREEES.

EEEUT LR

* NetApp BiXZETHE,
* PVC KEBEEN{IFE— Kubernetes es & =g, HEBHEBNTEMHEZL,

* {§H “ontap-nas # ‘ontap-san IXGHFEFFES, RIEEEENE PVC R “trident.netapp.io/splitOnClone’ 5
‘trident.netapp.io/cloneFromPVC & &1& 8, ¥ "trident.netapp.io/splitOnClone & B A “true B, Trident &
BrEEMERIFSER, NTIEREENERARSHISET2HH, KMNERE—LFHENE, 7%
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, TIHZERERESAKRDU, FEFTSMK ONTAP RIEMEFEREHZ &,

% “sample-input BR B & AT Trident B PVC EX . BXS Trident EHEXISEFNIZENTENA, 15
S,

Kubernetes PersistentVolume &R

Kubernetes PersistentVolume MRFRRBIH Kubernetes EEEHE AN —R7EE, THESGARSEREN
Pod %;éo

@ Trident £l "PersistentVolume 3R, HIBIBEEEENSEBNEEFMEI Kubernetes 8%, &
TEBTEE,

SIEEIES|IBET Trident B StorageClass PVC BY, Trident (EFRMENMEFMEEREENS, HAZE M
B PV, ZERCEEEENEMNAY PV BY, Trident &L TN

* Trident /9 Kubernetes £p—> PV R LUKR A FEEFHENRNERM. EXHMERT, SEEERRIT
HEERZMHE—R,

: ?E’\ﬂtd\’—ﬁ PVC RiERIA/NR A GEAELED, (BRSNS AAIREENADECHRE, BABURTF

Ho

Kubernetes StorageClass W&

Kubernetes storageClass MRTE "PersistentVolumeClaims FIREZIfiEE, UBBEE—AHBUNEME. 7
BRABMRAEFERANESER, HUBSEFERNAEEX ZELSE,

EEFEREERSIBRMEENRMIEEINRZ— F— 1R Trident R R,

A Trident B9 Kubernetes storageClass MR TFFAR:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: <Name>
provisioner: csi.trident.netapp.io
mountOptions: <Mount Options>
parameters: <Trident Parameters>
allowVolumeExpansion: true

volumeBindingMode: Immediate

XLEBEE Trident BFER, &R Trident WNRI LA E S,

storage class B4 79:

B it WALETHT WiBH
B4 map[string]string RETIL BENTENEMLE S
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storagePools

additionalStoragePools

excludeStoragePools

it
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map[string]StringList

map[string]StringList
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RETBL
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backendType string

snapshots IR{E
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(=]

hdd. hybrid. ss
d

;
m

ontap-nas

» ontap-nas-
economy

» ontap-nas-
flexgroup

» ontap-san

, solidfire-san

» azure-netapp-
files, ontap-san-
economy

true, false

true, false

refit
MBS LSRR
e REEK

ERERE

‘Z’i!i'iﬁlkl:ﬁﬂ%fi

B TFUESERAY
[Eim

M FFRERR
&

MRS

BRE SRR

BiEERE A

EBRRENE

BEEARENE

WiER

[EiRA MR H Rz gt
RAYBRGY

[EiR A MRE H R E gt
RAYBRGY

[EiRB MR H R EE RS
RAYBRGY

<¥#HH

ontap-nas

» ontap-nas-
economy

» ontap-nas-
flexgroup

» ontap-san

, solidfire-san

thick: Fre
ONTAP; thin:
Fr G ONTAP #
solidfire-san

FREIRENIZR

ontap-nas
« ontap-san
. solidfire-san

ontap-nas
« ontap-san
. solidfire-san

477



B4 i) El R IEXK R
mz= /RE true, false MEZIFNESE EERAMERNE ontap-nas

» ontap-nas-
economy

» ontap-nas-
flexgroups

» ontap-san

IOPS int IEEEEK HMEESSRIELLE  HRIEXLE IOPS solidfire-san
EIRH IOPS

' ONTAP Select R ZHF

AARZHIFRT, BROEEZRZIMAPLR; FW0, BREFRZSBERLNE. B2, Element FEMERAH
1RIHERY I0PS R/MEMBZRAERIZE QoS B, MARIEKRIE, EXMBERT, BEXRNENRATEREFE,.

IBRABERT, o] IBIhEER attributes RABINH RIS E R FERABHFMRE, Trident =B FHIEEF
548 EWFRA attributes’ ILECAITZAE D,

MRELIMBSTEER attributes ARENEKBINAFIERIIHM, WBTLUFER storagePools M
additionalStoragePools BHuH—F ML, BEERLLUEZFE—ARIERIM,

ERILAEA storagePools BEH—FRFISEMIERE attributes [LECHVME, RA)IFW, Trident fEEH
attributes M storagePools BHITIRHIMIIREHITILE. BRI URIMER—INSE, WelIERERM
8

AT LU additionalStoragePools 23 & Trident B FEEMME, MAZEE attributes
storagePools SEUEIZFEHE( I,

AT LUER excludeStoragePools BEKMIE Trident B FEERIME, FALLSEHEMIBRFTE LAY,

7f storagePools #M ‘additionalStoragePools B H, S ZBEXE
‘<backend>:<storagePoolList> T, HA ‘<storagePoollist> RIEEERNFEENINIES 2R
5IR, 90, ‘“additionalStoragePools HI{ERJREEICHKE

‘ontapnas 192.168.1.100:aggrl,aggr2;solidfire 192.168.1.101:bronzeo XLET|RIZEZ [T
MHRENVENRIENE, EAILUER tridentctl get backend FREXNGim R E A5,

E

Kubernetes B4

ERSECERE, XERBMEAZFM Trident WEFHEN/EIRENER. Bk, XLEBIERIEM Kubernetes HAE
XFNEH. TENTRATXGRSCIBEE, HERREFEXGRSLARER, B xfsprogs.
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extd. ext3. xfs

allowVolumeExp #p/R{&E true, false

ansion

volumeBindingM string hva:)l

ode » WaitForFirstC
onsumer

* £sType SHATIERI SAN LUNs FREBRIXHFRFEEL, kIl Kubernetes ERTEFfESEH

iER

REBX MRS

s

=3z Ereey==popi
?2 PVC R~y

ERAIRHITE
HEMNSEE

MEXIRNIERF

solidfire-san
, ontap-nas
» ontap-nas-
economy
» ontap-nas-
flexgroup
, ontap-san
» ontap-san-
economy

ontap-nas

» ontap-nas-
economy

» ontap-nas-
flexgroup

, ontap-san

» ontap-san-
economy

, solidfire-san

» azure-netapp-

files

el

Kubernetes

hiR s
e

1.1+

1.19-1.26

fEF £sType NEERIETXHERACTFT. REHEIRET £sType BY, ZA8EFEMA pod B9

fsGroup T2 L FIXRIZFIEMFIEN. 1SR "Kubernetes: /7 Pod i@ EEL S £
X", TRRWAIER fsGroup ETFXOEEEFENAIELR, Kubernetes (V1L TR TR B

fsGroup {&:

¢ £sType EEEEPIRE,

° PVC FRIER I RWO,

T NFS FERmizR, XHRSGEFN NFS SHHN—EDFE. EEM £sGroup, Fif

KINEBIEE tsTypeo ERILUGHIZE N nfs SEMIFEE,

c BXBT EBNEZFMER, BN "TES
* Trident @EREFRHERE T L DROTEFEMEEEN, °J5 sample-input/storage-

class-*.yaml Y Trident —i2{EM. Pk Kubernetes FZfi#E S SEHABRMAY Trident 77

fESSARMIERo

Kubernetes VolumeSnapshotClass W&

Kubernetes VolumeSnapshotClass JMREMUTF StorageClasseso, ENEMFEXZNFMESE, HAER
B5IA, WRREBSFRFENREBEEXEK. 8MEREBES R NEREBIEMAXEK,
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‘VolumeSnapshotClass' NHABIERENXUCHRRE, FRAUTENXEIEERIBE:

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:

name: csi-snapclass
driver: csi.trident.netapp.io
deletionPolicy: Delete

‘driver [@ Kubernetes F8FE ‘csi-snapclass FEMEMRBIEKE Trident AIE,
‘deletionPolicy IEEMIMIPRIRIBITERENVIE(E, 2 “deletionPolicy KEN
‘Delete BY, MIFRIREBETRBIIFESREBMRUARGFHEER LHNRKERB, HE, FHIZER
‘Retain BEREMRYE "VolumeSnapshotContent  FI4JIRIREE,

Kubernetes VolumeSnapshot &

Kubernetes VolumeSnapshot MREEIEESHIRIRATIER, [EW PVC RTAFMNERBER—1F, HRIEZ
FREIZEIMAE PVC RYRERM A HAVIER,

WA BBIERBNDY, Trident SEMNESEGE_ FERBOIE, HEdoEm—
“VolumeSnapshotContent' ST R AFF IR, ERILIMIIE PVC GIRIRER, HECIEH PVC BNGIRIBREE
DataSource,

VolumeSnapshot BY4 ar A RRIRI FIR PVC: BMEMBR TR PVC, REHSFEEFT. HEREE
(D) *Bbms PVC BY, Trident 2%t PVC MISEBITIEA Deleting K7, BRIGEFLH
. BIRFTE XBAVRES, ZBRE I,

Kubernetes VolumeSnapshotContent MR

Kubernetes VolumeSnapshotContent M RF/TIMEEENETRIRENBVRE, ©EMUTF
PersistentVolume, FNEIFEEEE FIARCAIIREE, 5  PersistentVolumeClaim # “PersistentVolume 3%
M, BIEIREERY, “VolumeSnapshotContent ¥R &4EFEIEERAIZEIREER "VolumeSnapshot™ i &R AI—3t
—BRET,

"VolumeSnapshotContent" HWREEW—IMRRBIIFHAEE, Fla0
‘snapshotHandle o X ‘snapshotHandle' ;@ PV RAF
‘VolumeSnapshotContent WNRBAFHM—AHS,

LIRERIERFNEY, Trident TEGIHECIERMRER, CIERMRIRGE, Trident EEZE— "VolumeSnapshotContent™ Xf
R, MNMRFREBEAFFL Kubernetes AP,
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(D BE, BLEEE volumeSnapshotContent WHR, UHIRIEMFIIMERE, BHEE "SAER
HE" 7 Trident FMEREIER,

Kubernetes VolumeGroupSnapshotClass &

Kubernetes VolumeGroupSnapshotClass WRIFEPATF VvolumeSnapshotClass., EBAIBMFENXZN1FE
K, HEBAHARESIA, WRFREBSAFRRERBAXEK, 8NEHARRBESRDMEHRBAEAXE,

"VolumeGroupSnapshotClass"

NEREESEN, USIBRERA, EAUTENXSIEZESAHRIE:

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

‘driver’ [A Kubernetes 8 ‘csi-group-snap-class’ FHEHRAMRBIFKA Trident
Wi, “deletionPolicy’ IEEXMPRAIRBITERINAVIE!E. &2 “deletionPolicy’
WEBN Delete’

B, MIERIREBECERIFSHARBNRUARFESERE LHNKERRE, &, $HIZEAN Retain’
RTLRE "VolumeGroupSnapshotContent”® MR IRIR,

Kubernetes VolumeGroupSnapshot X&

Kubernetes VolumeGroupSnapshot M RELIEZMNENIREBIIGEK. 1EM PVC R-EBFNEIIER—F,
HHRBERFACIEINE PVC WIREMRHAYNER,

LEARBIERHNG, Trident BoHERGIH EEMNARBHOIE, FiBICEE—
“VolumeGroupSnapshotContent' ST RRAFFIRER, ERILUMIRE PVC BIERIRIR, HEEIEHR PVC BHFIRERA
£ DataSource,

VolumeGroupSnapshot B4 a5 B EAIR I T8 PVC: EMMEMIBR T IR PVC, REBISIFEFE, Ml
() mEGXEREN PVC B, Trident 2451t PVC BREETIZN Deleting k75, BRSIEHS
SR, BIRFTEXBNRERE, SMRBARE,

Kubernetes VolumeGroupSnapshotContent Y&
Kubernetes VolumeGroupSnapshotContent M RFZTRIMEEENEHIRENVAIRIE, SR UTF

PersistentVolume, RnirliaEEt FEEEERIREE, 5 PersistentVolumeClaim # "PersistentVolume X5
A, BIFEMREERY, “VolumeSnapshotContent X R4 EiERAIZERIBAY “VolumeSnapshot 3 &R AI—XF
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—BRES,

"VolumeGroupSnapshotContent” HMREEIMRREBAMNFAES, HlU0
‘volumeGroupSnapshotHandle"® NEERALEFENZD volumeSnapshotHandleso

LIRERIBERFNET, Trident 7E/5imEIEREHRE, ﬁ'JL%QH’H%ﬂ.’EiE, Trident BECE—
"VolumeGroupSnapshotContent X%, MITRHRIBAF4 Kubernetes APl

Kubernetes CustomResourceDefinition W&

Kubernetes BE X R R Kubernetes AP| HfVim s, ABEIERATEN, AFXNE MM RFHITHLE, Kubernetes
TR T ERENRESHBEEN KR, BELUBIIETT kubectl get crds FIREUXLERIRTE Mo

BENXZIBRENX (CRD) MEXEMMRTHIER Kubernetes BT E TTHURFEMET. XIHBR T X Trident BJd
FENEE,

Trident {8 “CustomResourceDefinition' S R KR Trident IR F1%, FIE0 Trident [Fi. Trident 7Z&EZEF0
Trident %, XLEITREA Trident BIE, LbIh, CSI HIREBIELIASINT E X EHIREBFFEN—LE CRD,

CRD £ Kubernetes #1&, EIRENXRZBEXNRE Trident 813, - NMaBHFF, LA tridentctl SIE
ik, S6IEMENM tridentbackends CRD & Kubernetes £/,

LI TFEXF Trident CRD EEi2FMIJ LA

ZE Trident f5, #eIE—4H CRD, AJUGEMEMEBRIEE —FFER,

* M tridentctl uninstall @< EIE Trident B, Trident pod =#MIk%, EARZBELIZER CRD, 15
SR EHZ Trident" 7 BRIAI MK FHATT 2SR EFECE Tridento

Trident StorageClass JR&R

Trident /9 Kubernetes StorageClass MRENERILARIFMESE, XEXNREH provisioner FEHISE
‘csi.trident.netapp.io. FFERBIFSEFTKRA Kubernetes StorageClass 3R & #RHHEL

(D £ Kubernetes BY, Z7FARfEMA Trident YEJ9 provisioner BY Kubernetes StorageClass BY,
X R BRI,

FREREEESHN—HER, Trdent FXLEBRSZNMAEHPEENREIEHTRE; MRENTE, NIZFME
MR ERZFERFAEENE R BT

SR LRI EMERECE, B ER REST API BiFEXF#ES, B, XTF Kubernetes #3E, FHHET M
#1H Kubernetes StorageClass MR SIZE .

Trident FiH R
B AER Trident 7EE HERB S MTZMHIZMEIZREE; 21 Trident ST U SIBEBERENELH,

() ERCacORMEERNHHMEAREZ— S— 1R Kubemetes StorageClass 3o
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BXRIMIEXERNRIFRES, BEH LERER"

Trident StoragePool MR

FEHRTENERELATATIRENFRME. 3T ONTAP, LN F SVM HHIERE, 3T NetApp
HCl/SolidFire, XL FERRIEEMN QoS Hifk. EMNEHIHME—HFARANEEEY, XLEBMHENTH
M B FHIEAN SRR (RIPIHIE

SXENHMNRAR, FEBERETISASKBMARNER,

Trident volume &

LA RARMNEREN, BiFEHES, F%0 NFS =LK iSCSI # FC LUN, 7f Kubernetes #1, XtH
?J?’c'?d’ﬁi‘_ﬂ: PersistentVolumeso, BIEER, BMFRIZEABEFMESE, ZEHETLUARZENMUEUIRK
g

* 7£ Kubernetes 1, XLEXNREBNEIEN, ERJUEFENILUESR Trident ELERIRS,

@ * BIPREB XEXRIZR PV B, ABMNAY Trident EIFEFTA Deleting RE. EMIFF Trident &,
Rz FRESHIIRER

SEEEX T EBEEENAANEN.

B4 it AR iR

version string RaETLL Trident API iz ("1")

name string EIPY ZE0ZNERIRR

storageClass string AL RN EEANFMESE

K string EIPY ERENENRN (UF
TR

protocol string AL EERINZEER; "file"
¥, "block"

internalName string REJLL FERK LN RBEFR;
H Trident 5%

cloneSourceVolume string AT ontap (nas, san) &
solidfire-*: BEMHTEER
SRR TR

splitOnClone string AL ONTAP (nas, san): ME
RIk 55k

snapshotPolicy string AL ontap-*: EfFEH
Snapshot FEB&

snapshotReserve string AL ontap-*: /9 Snapshot Fii
BHERDL

exportPolicy string RAETLL ontap-nas*: EfHENS
HH SRR

snapshotDirectory H/R1E AL ontap-nas*: REBEER=E
EEIP
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B% it R WiER

unixPermissions string AL ontap-nas*. #J#& UNIX #X
R

blockSize string AT solidfire-*: BR/BX K/

fileSystem string AL XH ARG

skipRecoveryQueue string AaTLL EEMBRIIEF, LidiF
P9 R E PASFH 12 B
(B35

Trident TESEENS4EM internalName, XEIERNT B, B, TREHFERISR (BN trident  HEIHED
EPreigR) ANBERZeiE, MMMERFRXA <prefix>-<volume-name> BRI, RELREIEERIR,
BMERAATFNFR. AT onTar fFif, ERATHLEREFTHT (Att, RAIRIFLTH

‘<prefix> <volume-name>) . XF Element j5if%, BEREFHEE T,

BRI EREEHEZFER RESTAPI BBE%, 1B7E Kubernetes ZPEH, FHINHFEEARZ AR FERINERN
Kubernetes PersistentVolumeClaim A&, Trident REECE TR EHINCIELENT R,

Trident Snapshot W&

REBEEMIEREE, ATATFRENEHMERS. E Kubermnetes 1, ENEEZENNT
“VolumeSnapshotContent' 3R, S NMREBES—EHEXE, ZERBHIEIER,

£ snapshot XWREEEZLUTHIHAEM:

B i) DA Lz

version ooy etz 2 Trident API s ("1")

name FRR =z Trident {REEIT R B IR

internalName FHE 2 FHERS LR Trident tRER
IR B IR

volumeName FRIEA = NEHBERBIAAERN
BFR

volumelnternalName ot 2 FiE RS £ XEXRY Trident
EXRBRT

() & Kubernetes i, XEFIRREHERN, EEAUEEEIILER Trident BN,
Ui Kubemetes Volunesnapshot * XRIEREY, Trident WITERHIFMERA LOIE— MBI SRT
B0 ZIRFBIWRB “internalName @BIFEEIZ snapshot-'5 ‘UID'BY "VolumeSnapshot XHRH

SEMM (B30, snapshot-e8d8alca-9826-11e9-9807-525400£3£660) o volumeName 1
‘volumelnternalName @3 SREN G in &0 E (S B RIES,

Trident ResourceQuota W&

Trident daemonset £/ “system-node-critical fL5tZkZE (Kubernetes FRIAG&EEMLTES) , LR
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Trident BEFSTEIE BT X FAHRENRFFEIES, HAVF Trident daemonset pod TERIEE IR A EEE IS
SRR KR TR Ho

AT EIX—5=, Trident £ T —1 "ResourceQuota’ 3R K HfRHE Trident daemonset EH"system-node-
critical"fiL e R 2, TEZPEFMEIEE daemonset ZHi, Trident &% "ResourceQuota X%, IRFKAI, NN
Eo

WMRFZEFTERIA Resource Quota I Priority Class #1782 %%, MWATLAER Helm chart 5% “custom.yaml’
FHACE "ResourceQuota’ R,

LU T2 A IE Trident daemonset B ResourceQuota MR,

apiVersion: <version>
kind: ResourceQuota
metadata:
name: trident-csi
labels:
app: node.csi.trident.netapp.io
spec:
scopeSelector:
matchExpressions:
- operator: In
scopeName: PriorityClass
values:

- system-node-critical

B X Resource Quotas FNIFMIEE, 15IH "Kubernetes: #IRALEN"S

LIS MATIEIR ResourceQuota
E8J# ResourceQuota MRERZELMIIR DEIERT, BEA= "HE", REEMTE,
MRXAFIEA, BFoIMER ResourceQuota WK,

ﬂﬂ&%ResourceQuota

NREHRLBITH B CHIRIRDE, WaILUIER LT as<MER Trident ResourceQuota MR

kubectl delete quota trident-csi -n trident

Pod &£tk (PSS) fllZe L TFTXAE (SCC)

Kubernetes Pod &£ 45/ (PSS) #l Pod &2 K& (PSP) & XANELAIFHESI Pod BI1T
7o OpenShift £ £ TFXAR (SCC) EFEX T4 ETF OpenShift Kubernetes 5|2
Pod fR#l. A TIREXMES], Trident ERZEHABIZAREENR. UTETIFHANA
Trident 1 EBIPR.
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(D PSS EXftT Pod Security Policies (PSP). PSP 7E Kubernetes v1.21 F#FH, FI§7E v1.25 &
kR, BXIFMER, 1B5ZIH "Kubernetes: 22"

AER Kubernetes ©4 F FXMEXFER

PR
51N

FEANPLE

F#IPC
FH1PID

Thee

Seccomp

SELinux

DAC

Pod L2154 (PSS)

5% BH

CSI EREH A ANA, XEBKE Trident T952 Pod %4
TTITIINE S, BXFMEE, 15517 "Kubernetes
D HEHIERE

iISCSI SPHPIZFFTE, ‘iscsiadm BIE iSCSI & H1(E
AENMLKRS iSCS| SHPIZFREE,

NFS {FH#128&815 (IPC) 5 NFSD &1z,

FEBD) rpc-statd AT NFS, Trident ZigFEH]
HIZLUMATE rpc-statd BB ETIEIT, AEBEH
NFS %,

1% sYS ADMIN LHEEEAFN A 23 2R IATHRER —EB 73
BIE0, Docker NFFNBRIGEXLINRE:
"CapPrm: O0000QO3fffffffff

CapEff: 0000003fffffffff

Seccomp BL&E XHIEIFINA 28154279 " Unconfined"
; Bk, EAREETE Trident H/E Ao

£ OpenShift £, $FNAEITE spc_t ("Super
Privileged Container") 1 Hiz1T, IE4SINARE
container t 'HIETT. £ ‘containerd’ k, &
# “container-selinux'f&, FiEBAs8&PE

‘spe tIHAETT, XBEMMBAT SsELinux. Al
, Trident ARMABZEMN selLinuxOptionse

A 23 LA root B1E1T. ERHNAZI LA root &
917, LAAIE CSI FREM unix BiEF,

R WieA ERIA

pod- A Trident I=HISSF T RHFANRE enforce: privileged
security.kubernetes.io/enf @RRTIE, BN EXERETIEINR enforce-version: <version
orce pod- o of the current cluster or

security.kubernetes.io/enf
orce-version

highest version of PSS
tested.>

EHHBTEIRETEES S pod RFIAE, HIN"Error creating: ..."3"Warning: trident-csi-...
"o MREEXMIFNR, BRE privileged WHZTENMERETEER. NRE, BEMRE

Tridento
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Pod Z2 & (PSP)

FE
allowPrivilegeEscalation
allowedCSIDrivers

allowedCapabilities

allowedFlexVolumes

allowedHostPaths

allowedProcMountTypes
allowedUnsafeSysctls

defaultAddCapabilities

defaultAllowPrivilegeEscal

ation
forbiddenSysctls
fsGroup

hostIPC

hostNetwork

hostPID

hostPorts

privileged

readOnlyRootFilesystem

requiredDropCapabilities

runAsGroup
runAsUser

runtimeClass

5 BA
BB S A IFRRURE
Trident REAREX CSI F3E &o

JE4FIY Trident REBBAFELLEIANIK

EBZHIINRE, 1N A S BIRTFR
B ] RERYINEE,

Trident AEA "FlexVolume IXEHFE
F", HLLENREEERTFNES

&H,

Trident 952 Pod #EHT1 = AR X4

ﬁéff, Hiti E TR B E R

Trident AEAER

ProcMountTypeso

Trident A HEERAALZEH

sysctlso

A R P AR ERINERINEE,

ARFRPRIEFAES Trident pod #

Ah3E,
AR sysctlse
Trident 2814 root H1421E1T.

“ﬁt NFS EFEEXH] IPC 5 “nfsd’

B

iscsiadm ERFHIMLES iSCSI 5

aREFHTREE.

FEEAH PID R0 E “rpc-statd' 2
77_11,'5\J: 'f—_ro

Trident RAEAREAENIHED.

Trident T1 52 Pod AIAUGT THIIN A 28

7 REHERHE

Trident Ti 52 Pod A5 N T3 = X5

%é Lo

Trident T 52 Pod izfT45iN A28, &~

REEFIhAE,

Trident 28 LA root 141517
Trident 28 LA root B17i51T.
Trident A&

RuntimeClasseso

H}

H}

H}

H}

g
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H

false

z3
-

RunAsAny

true

true

true

]
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RunAsAny
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b
i
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