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W48 tridentorchestrator cr.yaml FiI&&E cloudProvider /J "Azure",

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Helm

MU T RGIZE Trident FH @I HIEL 2 cloudProvider "H#H1TIRE " sCP:

helm install trident trident-operator-100.2602.0.tgz --create-namespace
--namespace <trident-namespace> --set cloudProvider=$CP

<code>tridentcti</code>

T RBIZE Trident #¥& cloud-provider tREIRE N Azure:

tridentctl install --cloud-provider="Azure" -n trident
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%Jazure.workload.identity/client—id: :$:0:9:0:0:0:0.-EP 5.0 9:CD 9:0:0: 5D 0:9:9.559:0:9:9:0:9:9.0:0:9-

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXXXxxx' # Edit

Helm
EAUTIFIBETEIEE cloud-provider (CP) 1 cloud-identity (Cl) FFE&HIE:

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX~XXXX—
XXXXRXXXXXXX"'"

BURRIZREE Trident, H{ER cloudProvider  #ITIRE, £ ~scp, HfEMA cloudidentity ##1T
®E, A scr:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$CI"

<code>tridentctl</code>
EARAUTIFIETEIEE cloud provider 1 cloud identity f7SRIE
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXKX—
XXXXXXXXKXXX"

AT RB%%E Trident 73§ cloud-provider " I8BHN “scP HF “cloud-identity i&EHN “scI:

tridentctl install --cloud-provider=S$CP --cloud-identity="$CI" -n
trident
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []
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Azure NetApp Files fGime X A0 &L,

version

storageDriverName

backendName

subscriptionID

tenantID

clientID

clientSecret

servicelevel

location

resourceGroups

netappAccounts

capacityPools
virtualNetwork

subnet

networkFeatures
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47E AKS &8 LERREIRNREE
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HIlzR
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ZHE45 "Microsoft.Netapp/volumes™ ™"

B F M2 FR

&M VNet ThaesE, AJLARE Basic™ ™
of ‘Standard. FHIEFFEMIXER
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nfsMountOptions NFS EFHETMEAIES], SMB & "nfsvers=3"
B REE, BEA NFS hads 4.1 #
HE, BEESDRIEREmY
RABEE nfsvers=4"LU%EERE NFS
V41, TEERTEXHIEERERIED
REERIRIEETIRENEHIL

I,

limitVolumeSize MRIFBRPERNSFIE, WEE " ERABRTREBINT)
=N

debugTraceFlags HIEHRNEANERHGS. =™ =T

> \{"api": false,
"method": true,
"discovery": truel}o PRIEIETE
HITHEHBRH R R IF AN B T5
fif, BUREERLIED,

nasType ACE NFS 3¢ SMB 82, #EMA nfs
nfs. ‘smb'Z null, IREA null 2
IAH NFS %,

supportedTopologies Rt FN XIS A AX
&, BXIFMER, BB EH
CSI ¥k

gosType =~ QoS £ BrpgFol,. Ef)]

maxThroughput GERFHNREAETEE (LU MB/FP 4 MiB/sec
?Uiﬁl) o IXZHFFoh QoS BE

Ao

() BxmeEmEmESES, WS 5 Azure NetApp Files ETREMENEE'

E[E Azure =IfIE (26.02)
M 26.02 hRZASFF84, Trident STIFTEZ A Azure T IEFBIEFEIE Azure NetApp Files [Fifo
5 Azure =EIE:

* Azure &ILAR

* Azure Government (Azure Government / MAG)

EBZE Trident 2 8% Azure NetApp Files [5imBY, 5tk Azure Resource Manager 1 &4 I0IFAE RS Azure
SIFBILED, MR SARE, tridentct TEFTEHNIIE, FHABHEIEKK,

PREBIRAZIR

SNRTELIRE PVC BB RILEIFEM IR, WERNNAEMATIEERE XEXFIRINIRIZIR (FM. EHW
&, BEM) . MREAFER, Trident ZIZREIZEIRITLILAT Azure FHiR. WIERBIEEERELHIAR,
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‘resourceGroups '+ netappAccounts's ‘capacityPools'. ‘virtualNetwork' I
“subnet”

RERTLUERAREE TR REZEE. EAZSHIERT, BINFERATLREZR, EAERZIRA
LXI—E I_J% lﬁ@gao

(D R vNet I F5 Azure NetApp Files (ANF) 7ZfiEiK A REIRVZIRAT, IBENEIRICE
resourceGroups 7| ZRAT A EBHANLEIEE ZRAE,

‘resourceGroups .« netappAccounts’ 0 ‘capacityPools’
ERRFAMNARERS NI FERREANRIRHESSE, ATUMERASIEE, T2RENBIT
BRI

ki izt

RiR4A <resource group>

NetApp K~ <resource group>/<netapp account>

A=t <resource group>/<netapp account>/<capacity pool>
FEARI£E <resource group>/<virtual network>

F <resource group>/<virtual network>/<subnet>
HicE

EA LB fEEC B XX PR AER 0 RIS TE LU TR TRIZHIZUA B E. BXIFAER, BEN [HHIREL

2 WiER EINN

exportRule HENSFHAN, "0.0.0.0/0"
exportRule %Ll CIDR &R
VETRREY IPv4 #3IEER IPv4 FRIE
BAEHNES HRYIR. SMB &R

Eeln

snapshotDir 118 . snapshot BR true, false (ERIKE).

size WEREGAKRN "100G"

unixPermissions WEH unix PR (4 i/ \#HIEF " (FikThee, FEEITEPIIANG
) o SMB &g 2L, 258)

TP E
UTRAIERTRAZSHEHRBENBRANENESELE, XBEXEHRNREETT .
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X ainicE, BEItEiRE, Trident XIECE(IEHZEHELE Azure NetApp Files BIFTE NetApp
P, SEMHMFN, HEEF—NHUHNFNEENHRERHE. BT nasType W&, 'nfs’RRINMEEHA
, [EE A NFS &7 S,

HERINIFFIAHER Azure NetApp Files RIS MINGER, WECEIFHEIER, BEXKF, EFENFRE
BENESRETIINTEE,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus



AKS N2 E &)

WEIREEEEIE T subscriptionID. tenantID. clientID'# “clientSecret, XLEEFERFE
E BRI ZE %,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet
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BT AKS I =1RIR

LtEEIRECE A BR tenantID. clientID M “clientSecret, XEEFEFERASIRIRNERHEN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

BERENmERIERSAIEE

HEIREL B ERETE Azure Y “eastus I EHHY "Ultra B=tH, Trident Boh R MIZN B EFELA
Azure NetApp Files IFRAEFW, HEEVEEPR— N FNELHEHE

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

12



BEF5) QoS BEMBFIHRHG

EIRECEFE AT QoS REMIEERETE Azure eastus &,

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anft
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3



SRECE

tERECEH# - BERETESENFIBENFN, FHERT —EESEENIANE

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"
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EREEERE NP EX Z N EEN, HEEENIRHTRARSAIINEEH, HEFEE
%Jbernetes AR AXLLFINFMEER, XIFEEH, BB ERTIRIE performance kX 53

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application—-group-1/netapp-account-1/standard-2
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Trident EFRIEXIGMATAX A TEAH AR S, ttEHRECESR supportedTopologies SREBF RENGE
IR I X IR, S E I KIEF XIS EN ST Kubernetes 5855 55 _E AR A X I A0 X 13
B, XEXIFMXIFRR D] UEFFEEDIRENAFETIR. NTESEIHRENXIENXIEFERN
7828, Trident 27 EARKIFMX G FEIiEE, BXIFEMEE, 1ESR EH CSI RN,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

FERENX
LR “StorageClass EXBZE T LR TEfE A,
fEF parameter.selector FERRITE Xl

fEM parameter.selector, RIS StorageClass {8 BT HREENEINE, BEEBMEMHRENX
8975 .o

16


https://docs.netapp.com/zh-cn/trident-2602/trident-use/csi-topology.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/csi-topology.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/csi-topology.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/csi-topology.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/csi-topology.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/csi-topology.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/csi-topology.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/csi-topology.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/csi-topology.html

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB EHITE SR

#H nasType. node-stage-secret-name 0 ‘node-stage-secret-namespace, AILIEE SMB &
FRMFTEER Active Directory £1E,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

SR TEIERARENE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN ERAFENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}
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@ nasType: smb ¥#F SMB BRIV LSS,
nasType: nfs 3 nasType: null NFS HBIHiESS,

elfeI=y
BIRERREXHE, BIUTH:

tridentctl create backend -f <backend-file>

MNRFEAIEF I Azure =, BHHR tridentct EECE AEA Azure BIREIRZH Azure IR B PIOIELRE
=, MEEHAEKLN, BEHNEERICEAEERSUREREA:

tridentctl logs

EIRFIHBIEREXHNREE, ErRIUEXIETT create 5<%,
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