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{£R Trident

EEIET R

Kubernetes S£E£FAIFRA TIET =& TBERSEE G Pod ELEME, BAESZTET R
, IIRIESHIREHFZF IR L NFS. iSCSI. NVMe/TCP 8¢ FC T &,
EREENT A

MREASFERARDIER, NARHIZEFRERMBESFENTR, &MhRZSEY Red Hat Enterprise Linux CoreOS
(RHCOS) RINRETXLETH,

NFS TH

"2 NFS TAE" MREFHRE: ontap-nas. ontap-nas-economy. ontap-nas-flexgroup 3
azure-netapp-fileso

iSCSI TR
"Z%4E iSCSI TE" iNREFEHMZE: ontap-san, ontap-san-economy, solidfire-sano

NVMe TH

"3 NVMe T A" SNRIEEA "ontap-san' #H{TET TCP MIEZ KLMERTFIRIE (NVMe) over TCP (NVMe/TCP)
TdJ‘i}Zo

@ NetApp #i¥ NVMe/TCP f#F ONTAP 9.12 S{E &SRS,

HEF FCHISCSITA
B XECE FC 1 FC-NVMe SAN EABVFAHES, BE "ECE FC FC-NVMe SAN EABIT57E"

"ZHE FC TE" NREFERAR ontap-san 5 sanType fcp (SCSlover FC) o

EREFET: * OpenShift 1 KubeVirt 371537 4F SCSI over FC, * Docker /3z#F SCSI over FC, *iSCSI BHf&
ERERATF SCSl over FC,

SMB THA
WEELLE SMB &" HIR&EFFEH: ontap-nas RECE SMB %o

TRRSZS A
Trident =i Bt NT 2@ BRI LUETT iISCSI 2% NFS AR,

@ ;ﬁgﬁﬁ%ﬁﬂﬂiﬂ%u&fmﬂ%ﬁ%, BRMRIERSEEER. Bk, ROLKABNRSHFERILS
FHS KM,
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kubectl get event -A --field-selector involvedObject.name=<Kubernetes node

name>

BECRIMRS
Trident #rIRTE Trident /2 CR LA T RERANRS. EEEAMMNRS, 1HE1T!

tridentctl get node -o wide -n <Trident namespace>

NFS &
ERIRERAMNHSRE NFS TH, 1R NFS BRESERHET B,

RHEL 8+

sudo yum install -y nfs-utils

Ubuntu

sudo apt-get install -y nfs-common

(D = NFS TAREHBHIERA, MRS LI,

iSCSI &
Trident ATLAE&HERIL iSCSI £3F. 13# LUN. KIS KRRZRIGE. WEFTRIALHBZEEELHT pod,

iSCSI B &E1haE
3F ONTAP &%:, Trident ® RS $hizfT—X iSCSI BFEE, LL:

1' 1 N7 IJ FFI’ E,J |SCS| El%'{klu\*”éﬁu |SCS| Elﬁ)lklu\o
2. BB S HRRESHIT IR, UHMEFRFRIAE, Trident RELBMARUARFEEIE H4E,
j:j:l.'/fjﬁﬁ Eljéﬁﬂg, jl_fé g iISCSI Elﬁ)lklu\ V_E UFE E,J iISCSI Elﬁ’ik/u\o

@ BREEEENBEM TR Daemonset Pod B “trident-main' Bes 1, BBEEHSE, YAk
Trident RE#£HAIENIE “debug iR & "true"s

Trident iSCS| B EEThaenT LAESBIRA 1L :

EEREF e A ENPRIASAIEER iSCSI RiF. WFINRIE, Trident F£F 7 DH/EERE,
MBS IPRIER,



BI0, MR CHAP MBTETZREIRHISR L1BIR, HERMMEEER, IR (stale) CHAP #l
() wasapsnrs. REETURIIK—S, HEHERRITRE LA CHAP Al

* f/biSCSI &%
* FR/D LUN
F+4% Trident BIEEEENE S
s NRNERENT = igroup (7 23.04+ 5| \) , iSCSI BEEE A SCSI BE&FMIFIEIEEB5) SCSI
B,

s MNRNVERERTEER igroup (B 23.04 &£E87FHA) , iISCSI BFEEEE5h SCSI EFidHE SCSI B4+
B9 LUN ID,

* NRFEAET R igroup M/EIHIERAE igroup RIS, iISCSI BIEEIFEE SCSI EFiH SCSI S4HR)
f#8t7] LUN ID,

=it iSCSI T2
FERIRMERFA ML EE iISCSI T,
Feaz i
* Kubernetes £ FHMEN T AXTEGH—H IQN, XEHERAREH,

* WNRFEHA RHCOS 4.5 S{ESikAS, SHMS RHEL #AM Linux £1ThR, UK “solidfire-san IREHF2FH
Element OS 12.5 S 1Khr4s, 1EHR CHAP B{9RIEEETE fetc/iscsi/iscsid.conf FiZE /9 MD5
» Element 12.7 2t T4 FIPS %% CHAP &% SHA1. SHA-256 #1 SHA3-256,

sudo sed -i 's/"\(node.session.auth.chap algs\).*/\1 = MD5/'
/etc/iscsi/iscsid.conf

* Y{FEMAIE1T RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) M T{ET s HEZS iSCSI PV B, E7E
StorageClass F3E7E discard mountOption, LHITARBEZELEIUL, 1ES7 "Red Hat 214"

* MIREAREIZFARAA multipath-toolso
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RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi iscsi-initiator-utils device-mapper-
multipath

2. 7 iscsi-initiator-utils RANE SR/ 6.2.0.874-2.el7 S ESHRE:
rpm —-gq iscsi-initiator-utils
3. BHMIgENF:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'
/etc/iscsi/iscsid.conf

4. BRZRE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ JEMIR /etc/multipath.conf @& “find multipaths no” FHJ
“defaultso

5. MR iscsid M multipathd IETFIBTT:

sudo systemctl enable --now iscsid multipathd

6. BREHBL) iscsi:

sudo systemctl enable --now iscsi

Ubuntu
1. REUTRAERMGE:

sudo apt-get install -y open-iscsi lsscsi sg3-utils multipath-tools
scsitools

2. 7 open-iscsi lRASEE A 2.0.874-5ubuntu2.10 SRESARZS (BT bionic) X 2.0.874-7.1ubuntu6.1
HEShRA (BT focal) :



dpkg -1 open-iscsi

3. BRI ENF:

sudo sed -i 's/"\ (node.session.scan\).*/\1 = manual/'

/etc/iscsi/iscsid.conf
4. BHEZRKE:

sudo tee /etc/multipath.conf <<-EOF
defaults {
user friendly names yes
find multipaths no
}
EQF
sudo systemctl enable --now multipath-tools.service
sudo service multipath-tools restart

(D 15MfR /etc/multipath.conf 88 "find multipaths no" FHY
“defaultso

S. H41R “open-iscsi'# ] “multipath-tools’ BB BH IE1EiETT:

sudo systemctl status multipath-tools
sudo systemctl enable --now open-iscsi.service
sudo systemctl status open-iscsi

(D ¥F Ubuntu 18.04, EAMTERBLN open-iscsi ZBIfERA iscsiadm KM BrimA,
ZTBE/Z TN ISCS| SPHF#HIZ, &, EWuILUBIR iscsi IR, FHBMIER iscsido

FCEEZE A isCSl BHIEE
TR LAECELLUT Trident iSCSI BREBEIRE, UWEEIRMAIE:

* iSCSI BHEEEIR: WEFA iISCSI BREERINE FUAME: 5 0%) . EILLETIRERIIETR
HECENEREMIET, EAILETIRERANEFRERE M DIREMIE T,

% iISCSI EREEFARIGE R 0 A fELE iSCSI HRIEE. RITRRINER ISCSI BRIER;
(D) 1 iscs| BREETARTBTERLTFHRENN, 4 REREER 2R iSCS| B
5,



* iSCSI Self-Healing Wait Time: 7 iSCSI BERRBETEMAFEEREFHEHEXEMER ZAIEFFIFE
BtiEl (BUINE: 7 9% . B LKEREAEANEE, UWEIRIAFEENSELNNEFE KT EAEE
AW, AEEHENER, AERENFEDHHREUEERIHEAER.

Helm

ERCENFEL iISCSI BRIBEIGE, 57T helm L35, helm EHHAEIE% “iscsiSelfHealingInterval
“iscsiSelfHealingWaitTime' &%,

IR isCSI BRESRIFIZEN 3 D%, KEREBEFFHEIZEN 6 HHh:
helm install trident trident-operator-100.2602.0.tgz --set

iscsiSelfHealingInterval=3m0Os --set iscsiSelfHealingWaitTime=6m0Os -n
trident

tridentctl

ERIEEN iISCSI BRIEEILE, 1BTE tridentctl L FFHAEIE 2 “iscsi-self-healing-interval I
‘iscsi-self-healing-wait-time &4,

IUTRAR isCSI BREEEIRIKEN 3 0, KERBEFTHENLERN 6 D

tridentctl install --iscsi-self-healing-interval=3m0Os --iscsi-self
-healing-wait-time=6m0Os -n trident

NVMe/TCP &
ERARERSHSRE NVMe T,

* NVMe FE RHEL 9 X E SRS,

@ * YR Kubernetes T REYAIZARASKIA, & NVMe B ERTERNAZMRE, WAIEESE
BN R NZARAER A ER NVMe ERIRIZARZS,



RHEL 9

sudo yum install nvme-cli
sudo yum install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

Ubuntu

sudo apt install nvme-cli
sudo apt -y install linux-modules-extra-$ (uname -r)
sudo modprobe nvme-tcp

IIF &R
ZRfE, FEAUTHSEIE Kubernetes EB¥HHIE N T &G MH—BY NQN:

cat /etc/nvme/hostngn

(D) Trdent &R cerl device tmo f, (R NVMe ISR FRKF B E. /78
B

EF FC &/ SCSI

W, EEILUERYLTIEE (FC) thil5 Trident SRECEFEIE ONTAP R4 EMTZEE R,
AR M

B2E FC FREEMIMSENT RIRE,

MR E

1. FFEXB RO WWPN, 35£% "network interface show"LUREXE %15 B,
2. KB EEhes (EH) O WWPN,

BEUMHENNETIRERALAIERF.

3. EAENMBITH WWPN £ FC M| LA E X,
BXER, B INENIRAN AR S,
BXFAER, BSHELUT ONTAP Xi4:

° "Fibre Channel 1 FCoE 43 X ##EiAR"
> "Bd® FC FC-NVMe SAN E#HBIAE"
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ZIEFCITAH
ERIRERENHSRE FC TE,

* Y{#EMAIE1T RHEL/Red Hat Enterprise Linux CoreOS (RHCOS) BT mHEIS FC PVs B, B1E
discard StorageClass F$8%E mountOption LUIITARBEXZEIEIU, 1EE% "Red Hat 3Z#4",


https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems
https://access.redhat.com/documentation/en-us/red_hat_enterprise_linux/8/html/managing_file_systems/discarding-unused-blocks_managing-file-systems

RHEL 8+
1. RELTRGRAGE:

sudo yum install -y lsscsi device-mapper-multipath

2. BRSHE:

sudo mpathconf --enable --with multipathd y --find multipaths n

@ BIR /etc/multipath.conf & ° find multipaths no’ TH
“defaultso

3. {EM1R multipathd IEETEIETT:

sudo systemctl enable --now multipathd

Ubuntu
1. RENTRERGE:

sudo apt-get install -y lsscsi sg3-utils multipath-tools scsitools
2. BRAZRE:

sudo tee /etc/multipath.conf <<-EOF
defaults {
user friendly names yes
find multipaths no
}
EQOF
sudo systemctl enable --now multipath-tools.service

sudo service multipath-tools restart

(:) 15MR /etc/multipath.conf 88 "find multipaths no  FHY
“defaultso

3. MR multipath-tools BEBRAHIEEIEIT:

sudo systemctl status multipath-tools



HEFICE SMB &
S LAER ontap-nas WEIEFECE SMB %o

@ WITE SVM EFCE NFS #1 SMB/CIFS 14, 7887 ONTAP AHIB#E&E 6% ontap-nas-
economy SMB %, TT/ARE XY PRIER—EIEFE SMB HEIERKK,

@ autoExportPolicy A#F SMB %,
FFeaZ 8l
I8 E SMB 281, HAMEE FIRE,

BA Linux 154287 S f1ZE/D—S1T Windows Server 2022 BY Windows worker 15 5289 Kubernetes £
ﬁo Trident (X2 #5315 SMB HEH FI7E Windows T7 52 Eiz{THY Pod,

* EDBE—1MEEEH Active Directory EHERY Trident 285, E4Z A smbereds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* EBE 79 Windows ARZ5HY CSI {2, ZEECE csi-proxy, BS IE“GltHub CSI Proxy"3{"GitHub: &RTF
Windows B9 CSI {£I2" T #27F Windows _EiE{THY Kubernetes T5 55,

p
1. 33 F 23 ONTAP, ErRILUEERIE SMB H=, & Trident AIUNESIE— M HE,

@ Amazon FSx for ONTAP &% SMB H%,

,UEJLM%% "Microsoft EIEITHIG" HEXHFEE BT FEA ONTAP CLI UFF ANz —8liZ SMB BIE
=, E{EF ONTAP CLI 8 SMB H=:

a. MAKE, FHHZCEERRRIEEM,

lﬂ: vserver cifs share create MIEHELIRHAEICE -path iIETMHIEERIRR. WNRIEERIEE
Z_TT_’ )nsUFlF' 79&9&0

b. B 53iEE SVM XELRY SMB HE:

vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c WIIRREIRIHAR:

vserver cifs share show -share-name share name
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()  mswmEs, EBR 02 SVB £5,

2. S|EfEmE, HIAECEULTRBUIETE SMB &, WTFFFE FSx for ONTAP [GiRECE LN, 1§S1# "FSx for
ONTAP Be&iEImFRE"S

28 A Nl

smbShare o LIEEMTIEINZ—: {EH Microsoft smb-share
Management Console @ ONTAP CLI gl|## SMB
HEWEIR; 2F Trident 617 SMB £Z=HE;
HE A UESHET UEIEREN AT HEZ A0, It
ST A ONTAP B AER, IttSEUE Amazon
FSx for ONTAP [GiwFrs B, FEEAZ,

nasType AR B N smbo *FAR null, MERIAA nfso smb
securityStyle HENZEER. XWF SMB &, NWIIKE N ntfs” ntfs B mixed AF

g “mixed, SMB &
unixPermissions HENER, XF SMB &, HAEST,

—_—

ECEMNEEEim

==Y

BimENX Trident STEERFZBHNX R, B©EIF Trident RIS ZFERAZFITERE, L
Kz Trident AN MAHECE o

Trident BEIM /SRR M SEFERE X WERBILERNF E L. TRINAANEHNEERRRE SR,

* "B2& Azure NetApp Files [Fim"

* "B2& Google Cloud NetApp Volumes 5"

* "B2E NetApp HCI 5 SolidFire [5i"

* "{§F3 ONTAP g} Cloud Volumes ONTAP NAS IRzhiZFAc & G iR"
* "M ONTAP g Cloud Volumes ONTAP SAN IXzhi2FAc & fgif"
* " Trident 5 Amazon FSx for NetApp ONTAP && 5"

Azure NetApp Files

B2 & Azure NetApp Files [5if

&£ Azure NetApp Files E/9 Trident HfGis. Itb/5iHs2$F NFS #1 SMB %, Trident 32#5
Azure Kubernetes Service (AKS) B E B DF TIEH EHE 1D,

%15 Azure =IFIE

Trident 23521 Azure =IFEHHEY Azure NetApp Files 5o
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1509 Azure =EIIE:
* Azure &k

* Azure Government (Azure Government / MAG)

EBZE Trident SKACE Azure NetApp Files [5ifEY, 1EHfR Azure Resource Manager 1B {RIIFAE RS Azure
=IMEILELD,

#%E Azure NetApp Files IREhiEF S 1%
Trident 327 LLF Azure NetApp Files 2R EHFEF -

S EHIFIRIER E3E ReadWriteOnce (RWO). ReadOnlyMany (ROX). ReadWriteMany (RWX) 1
ReadWriteOncePod (RWOP),

IXEhAERT X volumeMod 3z #HyifIaltE( SEBIX RS

e

azure-netapp-files NFS SMB Filesystem RWO. ROX. RWX. RW nfs, smb
OoP

BEEEEEM

* Azure NetApp Files AZH\F 50 GiB B9%. HiERB/NWER, Trident 28J#& 50-GiB o
* Trident X235} SMB & # 27 Windows T 5 _EiZfTHI Podo

* JEEk Azure =HRY Azure NetApp Files BB FHEESFE T =AY Azure Resource Manager #5143 33l <o
iR Trident MEAGEIHREEFEREEEN Azure ZIFIERIR R

*F AKS fERIEETRIR

Trident 2#F "FEERIR" AKS &8,

NERMEMA tridentctl RAIEHEE Azure NetApp Files [, BEHIFAIERI Azure ZIFBERREE,
EFERAEESH, YWAASR:

* {E/A AKS ZBEM Kubernetes &
* 7£ AKS Kubernetes &£8f FEiEHFEE B {H

* Trident BL%E, cloudProvider BN "Azure"
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Trident i21ER

W18 tridentorchestrator cr.yaml #I®E cloudProvider & "Azure",

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

debug: true

namespace: trident

imagePullPolicy: IfNotPresent

cloudProvider: "Azure"
Helm
PITFRGIZRE Trident FEBIIFIEL E cloudProvider "#{TIRE
helm install trident trident-operator-100.2602.0.tgz --create-namespace

-—-namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

MU T RGIZE Trident 73 cloud-provider IR&EIREN Azure:

tridentctl install --cloud-provider="Azure" -n trident

£/ AKS B T{EHHATIR

TR EIFRIR{E Kubernetes Pod REISIEI 1E N TIEAEATIR#HIT R A ILIERIAIE] Azure ZilRo
NRFEA tridentctl REIEEIE Azure NetApp Files [5if, EHRAIERR Azure ZIFRELEE.
EFEATIERENR, 4HEHR:

* {#F AKS ZBZER Kubernetes 5&f
* 7£ AKS Kubernetes 8% F e BRI T Efa #HARIRF oidc-issuer
* B%%E Trident, HEH cloudProvider "I8®EAN ""Azure", cloudldentity i@B A TEHEHFHME
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Trident i21ER

YW1 tridentorchestrator cr.yaml HiI&E cloudProvider / "Azure", &E cloudIdentity
%Jazure.workload.identity/client—id: :$:0:9:0:0:0:0.-EP 5.0 9:CD 9:0:0: 5D 0:9:9.559:0:9:9:0:9:9.0:0:9-

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXXXxxx' # Edit

Helm
EAUTIFIBETEIEE cloud-provider (CP) 1 cloud-identity (Cl) FFE&HIE:

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX~XXXX—
XXXXRXXXXXXX"'"

BURRIZREE Trident, H{ER cloudProvider  #ITIRE, £ ~scp, HfEMA cloudidentity ##1T
®E, A scr:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$CI"

<code>tridentctl</code>
EARAUTIFIETEIEE cloud provider 1 cloud identity f7SRIE
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXKX—
XXXXXXXXKXXX"

AT RB%%E Trident 73§ cloud-provider " I8BHN “scP HF “cloud-identity i&EHN “scI:

tridentctl install --cloud-provider=S$CP --cloud-identity="$CI" -n
trident



HZEIE Azure NetApp Files Gl
7EECE Azure NetApp Files FifZ 81, FERFRHEUTEXK,

F M Azure =IFE

Trident 23521 Azure =IFIEAHHY Azure NetApp Files 5o
T Azure =EIE:
* Azure EhR

* Azure Government (Azure Government / MAG)
EERIFIER, BRARTEHENEN Azure TIFEFBIEE Azure 1TiH. FRIRECEH Azure NetApp Files iR,

NFS #1 SMB &R/ RE M4

WREBE X Azure NetApp Files STEFIEFH, WEE—LYIKECE S BEIRE Azure NetApp Files FH 6l
2 NFS %, 1525 "Azure: 188 Azure NetApp Files F Al NFS &",

BEIEFER "Azure NetApp Files"fgif, BEBUTHS:
* £ AKS 58 FERIEERIRAY, subscriptionID. tenantID. clientID.
location # clientSecret = B%E/M,
@ * tenantID. clientID # clientSecret £ AKS &£&f FHFERASIRIREERHZER,
* JEmIk Azure =HRY Azure NetApp Files SPEEEHFE T =8 Azure Resource Manager 1
BHIIERS. R Trident {{ERIGHREEFERIESER Azure ZIFRERIH R,
s BB, HEM "Microsoft: J3 Azure NetApp Files SIEZBE ",
* &FE44 Azure NetApp Files B F M, 1EE I "Microsoft: & FMWZHE4A Azure NetApp Files's
* subscriptionID MEBJEH Azure NetApp Files BY Azure 1115,

* tenantID. clientID M clientSecret 3 HE Azure Active Directory 3%t Azure NetApp Files RS E
BEBNIRN " FEFM". NMAREREMRERUTE—I8E:

° FFEESSS5ERAE"H Azure FITENX

° ITIRKBIRY "EHE X Contributor Fi"(assignableScopes) EBFLUTNIR, {XFRF Trident FTEEHIY
B SIEBEXABRE, "#/H Azure [JFDEEAE"
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BEXTTHMERT

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* BEED— location I Azure "ZEkFM", M Trident 22.01 FF44, ‘location B EEiHEEE X ETNER
WWEFER, TEEIHIEENAIE BEBH 2,

* EfFf cloud Identity, EM "FHF DECEVFEENRIR"IREY client ID, FH7E

“azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXX & E % 1Do

SMB HHIEfthERK
ZeIE SMB &, 4HAEK:

* Active Directory B AL B H %% Azure NetApp Files, 1EE I "Microsoft: /3 Azure NetApp Files 8IEME
18 Active Directory %",

* B Linux 55280 S ZE/D—151T Windows Server 2022 B Windows worker T &2 Kubernetes £
B, Trident (X35 SMB £ EI7E Windows T 5 _EiBfTHY Podo

* E/DEE—1ES Active Directory ZHER Trident 263, LU{E Azure NetApp Files B LA Active Directory
HITBHWIE. BEEMEA smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* E2E&H Windows ARSZHY CSI KB, EEIE csi-proxy, 1BmZH"GitHub: CSI Proxy"8{"GitHub: i&EAF
Windows B CSI XI2" T #i#7F Windows _E3iE{THY Kubernetes T &,

Azure NetApp Files [FIREC & EIAIR ]

T ### Azure NetApp Files BY NFS #1 SMB Fimfc BiEINMHEEEE TG,
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[EUREC B I

Trident SEAEIKECE (FM. EINE. RSZNFMMUE) FIERUEIBIBSEM L6 Azure NetApp
Files &, FH518KBIARSS %KAM F ML,

Azure NetApp Files iR HXLE AR &N,

B 1 RE ZRIA
version [EiRAC B AR AR, RLEH 1
storageDriverName BRI Z TR "azure-netapp-files"
backendName FEEHRIBENX BT IRCHAZFRBFR + " " + FENLFRT
subscriptionID REEH Azure ITIRBIITIR ID, 7
AKS &2 F BBt EINMRBY AT
i
tenantID TE AKS £ HERARERRH =
FRREY, RENAEMBFES ID 7]
s
clientID 7T AKS E¥ LEFEAREINRSE =
RRE, RENAFMEF iR ID
A%,
clientSecret 7T AKS EH LEFEAREINRSE =
MRE, REBNAFMNERIRE
$AAI %,
servicelevel Standard. ‘Premium'Zg ‘Ultra’z " (F&EH)
location BEEPCIENEN Azure (IEH
BIRTE AKS BE5E i RIEEMRIREY
A%,
resourceGroups BFmEEAIMBRNRRATIR "' (EiLiEd)
netappAccounts BAFimikk IHERER NetApp A "[" (TadiEss)
eSS
capacityPools BFmiEARMBBENBTEMTR "I (FTidiEgs, BEML)
virtualNetwork BB EIRF WY EIAMLE R 2 TR
subnet Z+E45 "Microsoft.Netapp/volumes™ ™"
BYF B9 R
networkFeatures &M VNet ThaES&E, AILIE Basic™ ™

o “Standard. FIEFTEMIXER
1214 Network Features, BIREAM
EITRREE. TEXRERIINEER
$ETE “networkFeatures' &SR

BRI,
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28 WiER BRIA

nfsMountOptions NFS EFHETMEAIES], SMB & "nfsvers=3"
B REE, BEA NFS hads 4.1 #
HE, BEESDRIEREmY
RABEE nfsvers=4"LU%EERE NFS
V41, TEERTEXHIEERERIED
REERIRIEETIRENEHIL

I,

limitVolumeSize MRIFBRPERNSFIE, WEE " ERABRTREBINT)
=N

debugTraceFlags HIEHRNEANERHGS. =™ =T

> \{"api": false,
"method": true,
"discovery": truel}o PRIEIETE
HITHEHBRH R R IF AN B T5
fif, BUREERLIED,

nasType ACE NFS 3¢ SMB 82, #EMA nfs
nfs. ‘smb'Z null, IREA null 2
IAH NFS %,

supportedTopologies Rt FN XIS A AX
&, BXIFMER, BB EH
CSI ¥k

gosType =~ QoS £ BrpgFol,. Ef)]

maxThroughput GERFHNREAETEE (LU MB/FP 4 MiB/sec
?Uiﬁl) o IXZHFFoh QoS BE

Ao

() BxmeEmEmESES, WS 5 Azure NetApp Files ETREMENEE'

5 Azure TIFIR (26.02)
M 26.02 fRZASFFEE, Trident ST3FIEZ A Azure =IFIEFBIEFNEIE Azure NetApp Files [Gifio
S Azure =EHE:

* Azure B IlhR

* Azure Government (Azure Government / MAG)

ZR2 Trident B¢ 8% Azure NetApp Files [5iHY, i5H{R Azure Resource Manager M1 S I0IFRE S5 Azure
SIFBICED, WNRIFSALE, “tridentct TTAHITHDIIE, HEBEHEIEKXK,

FREBI R ZIR

INRTELIR PVC BB RILFIFEM IR, WENNAEMATEERE XEFRINIRIZIR (FM. B
&, BEM) . MRBAFIR, Trident RIEREIBFIHETLINAT Azure HiF, WIERTIEEFEREHNAE,
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‘resourceGroups '+ netappAccounts's ‘capacityPools'. ‘virtualNetwork' I
“subnet”

MERUERERITHTERERIMEE. EAZSHERT, BNERATERERZM, RNERIRA
U5 %1 R1% EIRILEC,

(D 1R vNet i F 5 Azure NetApp Files (ANF) =itk P REINZRRAS, BENGIHRIE
resourceGroups 52T A BN IS E R IR,

‘resourceGroups '~ netappAccounts’ M ‘“capacityPools’
BEERRINARRE RGN FiEEIRE AR IR HESE, PTUERASIEE. T2RENBIT
BB T

ki izt

RiR4A <resource group>

NetApp K~ <resource group>/<netapp account>

A=t <resource group>/<netapp account>/<capacity pool>
FEARI£E <resource group>/<virtual network>

F <resource group>/<virtual network>/<subnet>
HicE

EA LB fEEC B XX PR AER 0 RIS TE LU TR TRIZHIZUA B E. BXIFAER, BEN [HHIREL

B i 2k

exportRule HENS B, "0.0.0.0/0"

exportRule %Ll CIDR &R
VETRREY IPv4 #3IEER IPv4 FRIE
BAEHNES HRYIR. SMB &R

Eeln

snapshotDir 118 . snapshot BR true, false (ERIKE).

size WEREGAKRN "100G"

unixPermissions WER unix IR (4 )/ \#HIEF " (FiSIThee, REEITHAFIIAG
) o SMB &g 2L, 258)

THIERE
UTRAIERTRBASHEHRBEABRNENESELE, XBEXEHRNRERTT .
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/&

X ainicE, BEItEiRE, Trident XIECE(IEHZEHELE Azure NetApp Files BIFTE NetApp
P, SEMHMFN, HEEF—NHUHNFNEENHRERHE. BT nasType W&, 'nfs’RRINMEEHA
, [EE A NFS &7 S,

HERINIFFIAHER Azure NetApp Files RIS MINGER, WECEIFHEIER, BEXKF, EFENFRE
BENESRETIINTEE,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
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WEIREEEEIE T subscriptionID. tenantID. clientID'# “clientSecret, XLEEFERFE
E BRI ZE %,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet



BT AKS I =1RIR

LtEEIRECE A BR tenantID. clientID M “clientSecret, XEEFEFERASIRIRNERHEN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

BERENmERIERSAIEE

HEIREL B ERETE Azure Y “eastus I EHHY "Ultra B=tH, Trident Boh R MIZN B EFELA
Azure NetApp Files IFRAEFW, HEEVEEPR— N FNELHEHE

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2



BEF5) QoS BEMBFIHRHG

EIRECEFE AT QoS REMIEERETE Azure eastus &,

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anft
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3

24



SRECE

tERECEH# - BERETESENFIBENFN, FHERT —EESEENIANE

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"
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EREEERE NP EX Z N EEN, HEEENIRHTRARSAIINEEH, HEFEE
%Jbernetes AR AXLLFINFMEER, XIFEEH, BB ERTIRIE performance kX 53

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application—-group-1/netapp-account-1/standard-2



XFRINCE

Trident EFRIEXIGMATAX A TEAH AR S, ttEHRECESR supportedTopologies SREBF RENGE
IR I X IR, S E I KIEF XIS EN ST Kubernetes 5855 55 _E AR A X I A0 X 13
B, XEXIFMXIFRR D] UEFFEEDIRENAFETIR. NTESEIHRENXIENXIEFERN
7828, Trident 27 EARXIFMX G FEIiEE, BXIFEMEE, ESR EH CSI RN,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

FELEENX
LR “StorageClass’ & X E&E 7 _ LRk Tzfi#,
{8 parameter.selector FEXBITE R

fEF parameter.selector, ZELUAEA StorageClass e A TFRESNEMNM, SRFEBFMIEMPEN
B o
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB EHITE SR

#H nasType. node-stage-secret-name 0 ‘node-stage-secret-namespace, AILIEE SMB &
FRMFTEER Active Directory £1E,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

SR TEIERARENIE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN ERAFENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}



@ nasType: smb ¥#F SMB BRIV LSS,
nasType: nfs 3 nasType: null NFS HBIHiESS,

ellfed=yi
IERWEEX MG, BITUTS<:

tridentctl create backend -f <backend-file>

MNREAIERF I Azure =, BIAR “tridentct EECE NEA Azure ZREEIEEH Azure TIFRER B RIOUELRLE
= MNREmAIELAN, ENERREIEFAEEHSURERE:

tridentctl logs

EIRANH B EEEXHRIREE, ERLIBRIETT create S5 <,
Google Cloud NetApp Volumes

fic® Google Cloud NetApp Volumes

&aI LUK Google Cloud NetApp Volumes BC& /9 Trident BY/5i%, LAE/9 Kubernetes T
ERHEEF(E,

Li5%
Trident 23T NAS (NFS #1 SMB) I3k (iISCSI) TES1EifY Google Cloud NetApp Volumes,

* NAS T{Efa#EER google-cloud-netapp-volumes 5l

* 3R (iISCSI) TEHMHEER google-cloud-netapp-volumes-san Gl
NAS SR HETFXH7EME, FHER NFS 3¢ SMB thilG# TIARl, XEEZFFE LS pod BT mHYHE= A,

RERMRIGIRIFME, HIEANEREET] Kubernetes T3 =AY iISCSI IR&#HITIR. HNAREFREREKILPE, &
ERAXLEE,

XIER T U TIFE:

* Trident 26.02 ME =R
* Google Kubernetes Engine (GKE) 3 Red Hat OpenShift
* Google Cloud NetApp Volumes 77fi#ith

EFRCEIR (ISCSI) 7#, 1BEMW "EEERTFE (ISCSI)"

EEILE
=B ME Kubernetes TEAEBER B EN TIERAH B O EHITEHRIEM AL ARFRSERERIAR Google
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Cloud :J'Z'Eiﬁo
E £ Google Cloud NetApp Volumes RfEA=IRR, HAEA:

* {#H Google Kubernetes Engine (GKE) ZBZ R Kubernetes 5%

* B GKE B LBAITEREFR, BTSN EBATEIERS S

* B% Google Cloud NetApp Volumes Admin i (roles/netapp.admin) B Google Cloud fRZ3 1% I [E
ZEEXAE

* ZR Trident BY, =IREHIREN GCP HECE T =HMHERE

Trident #2{F 5
ZE(EHA Trident #1ER %% Trident, 7E4R4E tridentorchestrator cr.yaml:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com"

Helm

{EA Helm &% Trident BRI B SiIRHEEMARIR:

helm install trident trident-operator-100.6.0.tgz \

--set cloudProvider=GCP \

--set cloudIdentity="iam.gke.io/gcp-service-account: cloudvolumes-
admin-sa@mygcpproject.iam.gserviceaccount.com"

tridentctl
BHIEE vt EM = B 0K E L Trident:

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sa@mygcpproject.iam.gserviceaccount.com" \
-n trident
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ECE NAS 77fif

@ 3FF Google Cloud NetApp Volumes UNIFIED 7Zfi#itt, Trident 7TEE1R1ERABINZFE UNIFIED %7€
B8R AR IERLN,

Eﬁ%ﬂﬂ‘, Trident AJLUFEZ T RENERZ LM (Fla, EFFMTILEN) , LUIRSSANELINATE

Kepirir ==

Trident & google-cloud-netapp-volumes RaPFER, FIF M Google Cloud NetApp Volumes BZE NAS
=ik

IREhiE e 2 FF LA T iA IR :

* ReadWriteOnce (RWO)

* ReadOnlyMany (ROX)

* ReadWriteMany (RWX)

* ReadWriteOncePod (RWOP)

)52 Y volumeMod #FHYiFAIET THRNXHRS
e

google-cloud- NFS SMB  Filesystem RWO. ROX. RWX. RW nfs, smb

netapp-volumes OP

B2E Trident NAS i

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-nas
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"

storage:
- labels:
cloud: gcp
network: "<vpc-network>"
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BE NAS &

NAS &fEHM "google-cloud-netapp-volumes' [GimE# 1 TIEAD, FH23F NFS #1 SMB 1%

StorageClass & F NFS &

ERdE NFS &, 1848 nasType 'IRBEN 'nfso

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gcnv-nfs
provisioner: csi.trident.netapp.io
parameters:

backendType: "google-cloud-netapp-volumes"

trident.netapp.io/nasType: "nfs

allowVolumeExpansion: true

StorageClass & F SMB %

EfE SMB %, 5% nasType 8B smb' FHiRHEER,

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim 75 (RWX)
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim ;{5 (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-—-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

@ NAS &R volumeMode: Filesystemo

79 SAN T{EfEHECE Google Cloud NetApp Volumes

&BI LU Trident BECE J9fERE iSCSI #1MY M Google Cloud NetApp Volumes EC & IR1F(E
#, SAN % "google-cloud-netapp-volumes-san fZfEIXENFEF M Flex Unified 72fi&th
HITECE,

() wBHREERTFRIMRE, T NAS L

@ google-cloud-netapp-volumes-san fgimme2hcs iISCSI &, google-cloud-
netapp-volumes [GiR{NZ#F NAS Y, FREEFATF SAN T{Ef#H,

pu

Trident 323F Google Cloud NetApp Volumes SAN (iSCSI) T{Efa%i, {#H "google-cloud-netapp-volumes-san’
KoptzRFo
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SAN %M Flex Unified 77 1T1EES, FH1E/ iSCSI H&FZ2I4A Kubernetes T3 7o
EATF LU TIFE:

* Trident 26.02 KBRS

* Google Kubernetes Engine (GKE) 3 Red Hat OpenShift
* Google Cloud NetApp Volumes Flex Fi—7Zfi&ith

* EF iSCSINITIEnE

Flex Unified 7Zf&th
Flex Unified 72/ iSCSI MR MHIRIZSE, = SAN EEBEFINERY:

* %1% Flex Unified REGIONAL 3,
* M Trident 26.02.1 73832 #F Flex Unified ZONAL i,
* SAN T{EREHINZFHF Flex BRSZ k5.

BOE Trident SAN i

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"
storage:
- labels:
cloud: gcp
performance: flex
network: "<vpc-network>"

servicelevel: Flex

Bl StorageClass
BLE SAN [FigfSE, BIE—15|M8 "google-cloud-netapp-volumes-san IXENFEF Y StorageClass.

X RGZEAITE StorageClass FENX, MAEEGEH,

35



apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes-san"
fsType: "ext4d"

allowVolumeExpansion: true

SRR

* ext4 (FRIN)
* ext3

* xfs

@ SAN JRzhi2F N2 #F Flex BRSEKA!, RERFET NAS HIEIRSEL, B4 exportRule.
unixPermissions. nasType. snapshotDir. nfsMountOptions 353 BHEKANIEE,

EERE

ReadWriteOnce (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-—-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadWriteOncePod (RWOP)
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san

ReadOnlyMany (ROX)

ROX B MiEK 2= EINE ReadWriteOnce BHF mEEH N Ri%,

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim

name: gcnv—-san—-rwo

ReadWriteMany (RWX) — X [R 41k

2B Y "volumeMode: Block B 371 ReadWriteMany,
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv-san-raw-rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi

storageClassName: gcnv-san

REITH
REMWIFEC S iISCSI LUN, FHIEARIZEHEEM L Kubernetes T,
RE:
* {$F iSCSI ¥
s TENGRAENRIBREN
* B Trident ZEEMEIE
* %% Fh Kubernetes JAAIIET
G
Trident BEERREZFFATIHRIER

* ReadWriteOnce (RWO)
* ReadOnlyMany (ROX)
* ReadWriteOncePod (RWOP)

* ReadWriteMany (RWX), {X7E ‘volumeMode: Block BY32 37 #5

volumeMode {779

‘volumeMode ' FEEHIREMNEES:

* Filesystem Trident 8L FIEHE,
* Block Trident MM &H G H A F ARIGRIGE

S IERIIRIE
{8 google-cloud-netapp-volumes-san R ERIIRE S FF:
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* Bl
* MiER
* RfE
» Snapshot
* FEBERN
* BA
I GiB BEBLETTH

Google Cloud NetApp Volumes REEIEREBTTEHIEFH. SHERNBEML, XMAFHRELD T RZA IR
BRI

MR

* ¥IRa IR £y 300 KiB BYFFEH
s FEXNEFHEEIAL 107 MiB

FHF Google Cloud NetApp Volumes {¥i&= £ GiB £fE, Trident HafRr] I &A/NALHEHIEL PVC 15K
* BiERHNKNEANET—IE GB
* RINFIMY 1 GiB A

i

* PVC i&R: 100 GiB
* Google Cloud NetApp Volumes FEYFRAZ A\ : 101 GiB
* AR MR ATE: £ 100 GiB

Pod 7R

X R GHERHBIIRE (RWO)
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apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-rwo

[RIGIRIEEF (RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw—rwx

EERNERTR
FFF M Google Cloud NetApp Volumes BCEHRJ SAN %

* Trident 7£ Flex Unified 72t 6Ii21ZEE TS (LUN)
* fT&%HAIE, Trident 3§ LUN BRSTBIES N 2R ENAH,
s TR EEHAE], Trident:
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° Z5%iscsl Btr
° &I LUN
° BLEZHE
* Y08 volumeMode: Filesystem, Trident SIRIEEBERRAIZEHIEHT.
* Y08 volumeMode: Block, Trident RIEZIGEHIGEEZRREL pod, TREEATIES,

@ SAN REREHESHXBIEHE ANDA, H—MREWEZ T AiHRE (ReadWriteMany 5
volumeMode: Block) , WARFIXHFRANNEEHK,

#HZEIE Google Cloud NetApp Volumes [5if
7ZECE Google Cloud NetApp Volumes [gim 2 7, BEMRFRFHEUTER,

NFS = SMB &R RE M

MRZEREMA Google Cloud NetApp Volumes STEFMUEER, NHE—LABEEABEILE Google Cloud
NetApp Volumes #£i& NFS 3 SMB %, EE "FIaZHI"

7ZEZE Google Cloud NetApp Volumes [5ix 281, BRFREEBGUTRE:

* f£/A Google Cloud NetApp Volumes FRSZECE Y Google Cloud tKF, i5& I "Google Cloud NetApp
Volumes",

* {889 Google Cloud tkFBIIMB RS, #SW RGImE",

* B& NetApp Volumes Admin (roles/netapp.admin) A Google Cloud IRE K, . EEW "S19F11h
R EIEABFR",

* {EHY GCNV Bk BY API BEAX . IFEI "CIZARSS ik &R
* FHiE, BRI EFELEA

B XA E Google Cloud NetApp Volumes iHRINREVIFAE S, 1BBIH "I E XS Google Cloud NetApp
Volumes BYIARIALPR",

Google Cloud NetApp Volumes [GU#HD & %EINA )
T f# Google Cloud NetApp Volumes MFIRECEIE, HEEERE TG

[EUHEC B TN

B FRIRTE— Google Cloud KIFFEEE. BEEMKIEPEIREE, EaILUENXEMEH,

S iR ZRIA
version RELT 1
storageDriverName FHEIRTHIZRF BB FR storageDriverName HY

BEXIFETE 7"google-
cloud-netapp-volumes",
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S 1iAA

backendName (FIi%k) FEEEIRRY B E X B FFR

storagePools BF1EEE L ENFFEAR LSS,

projectNumber Google Cloud tkFINBE %S, %{EfiF Google Cloud
NP ET L,

location Trident €l# GCNV %89 Google Cloud i &, TEEIE

ESX15 Kubernetes £8#8Y, 7E "location’ FEIEIIER]
BF1EZ Google Cloud Xig T s Lt R TEfA
#H. BEXIWREsrrEEIN A,

apiKey HA netapp.admin M Google Cloud RS
WP AP HiH, ©EIE Google Cloud AR5tk
FHREAXHR gson BRARE (FFEHZEHEE
X)) o Capikey WMEIELTRAVEER:
‘type. project id. client email.
client id. auth uri. token uri.
auth provider x509 cert url #l
"client x509 cert urle

nfsMountOptions NFS EZRImpE4EH.
limitVolumeSize MBIFRVEXNSTIE, MEERK.

serviceLevel FEMMEENIRS AT, B flex. standard.
premium 3 ‘extremeo

labels BWHATENERE JSON BT E

network FF GCNV #H Google Cloud f£&,

debugTraceFlags WPEHBRNE RIS, =Fl,
{"api":false, "method":true}. FRIEIEFEHIT

B’fﬁﬁZBﬁHF%#%ﬁgﬁéﬂiE’\J HE®E, TNAEFERILE
I,

nasType B2E NFS 5¢ SMB &8, EA nfs. “smb'If
null, I&E 79 null BRiIA NFS %,

supportedTopologies HRNUFEHZFFNXFMAIAXS IR, BXFAESR,
BEBA "EH CSI R, flun:
supportedTopologies:
- topology.kubernetes.io/region: asia-
eastl
topology.kubernetes.io/zone: asia-eastl-
a

EECEEI

BRI EECE R defaults S0 PITHIZNAGE S
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KEhiERF R + " + API
ZHN—E2

"nfsvers=3"

)' (RRIABER T RoREIHIT
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28

=

exportRule

snapshotDir

snapshotReserve

unixPermissions

THEE

WiER EININ

MENSHAN, BHZER IPv4 "0.0.0.0/0"
HntAA SHNIE S 2 IRYIR.

1518 . snapshot B true, false (BRINTTHEIRESBFN
RE. EBIZE) NFSv3 B "false”
NREBIRNERER DL " (EREINME0)

FER unix PR (4 1) FHFIERF

o

UTRBERTRAZSHSHRRBNRAENESELE, XBEXEHRNRE R E.
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/&

XN iR B, BEIEE, Trident KIECE(IE P ZEIEL Google Cloud NetApp Volumes BIFR
BEMEN, FEFHERBIREEESR—MNEF, BT nasType WAL, nfsBRIMEIER, BHEIEHR NFS
EHRITECE,

HERINIFFIAFER Google Cloud NetApp Volumes H =X fEMRARY, ILECEIFREIEE, BEKKS, Erlse
FENERENEREETINIEE,

() 8 <id_value> Ml <key_value> EHUNEHIRSIKA IR,
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my—
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret



£ F3 StoragePools i3 iE2MNAE

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelLevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1l/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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48

LEIREEE RN XHPEX SN EMM, BIHTE storage BRHFENX . HEEZ N EZIFAERS SRS
H7EfEM, HEHRETE Kubernetes FEIERTXLERFNZFMEEN, ENEEER. BMMFERTXS
A Flen, ETEBREIF, performance t7&EH serviceLevel REHATFX 5 EIAM,

xR LU B — & A TR EINERRGAE, HESR MNESHNEIAE EUTRFEIH,
snapshotReserve # exportRule FBEFRE BRI EIAES

BXEFMER, BEH "EI

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-—
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-

gcnv-project.iam.gserviceaccount.com
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credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard
servicelevel: standard

ERATF GKE HI=4RiR

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelevel: Premium
storagePool: pool-premiuml
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Trident EFRIEXIGMATAX A TEAH AR S, ttEHRECESR supportedTopologies SREBF RENGE
IR I X IR, S E I KIEF XIS EN ST Kubernetes 5855 55 _E AR A X I A0 X 13
B, XEXIFMXIFRR D] UEFFEEDIRENAFETIR. NTESEIHRENXIENXIEFERN
7828, Trident 27 EARXIFMX G FEIiEE, BXIFEMEE, ESR EH CSI RN,

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: asia-eastl
servicelLevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-Db

T—FEAA?
SIEEREREXHE, BITUTHL:

kubectl create -f <backend-file>

BIERSEMINEERER, BETU TSRS

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2fdl1£f£f9-b234-477e-88£fd-713913294f65
Bound Success

MR EIHCIEELEY, NEKREEERR, Er]LU#ER kubectl get tridentbackendconfig <backend-
name> B LR FHICEITIZITU TR SEREHTUREREA:
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FIRAIHEEEEXHNEE G, T8 URPRERFFBRIEIT create 55,

FHEREX

UTEEE LRRIRNEZL storageClass EXo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

£ “parameter.selector FEXRITE X R fl:

{8 parameter.selector, AT StorageClass & A TFHEE B EA"
X5 Ho

o BRERFMENTE
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

BEXFEENEZIFMESR, BSH "CIEFMEE

SMB EHITE SR
R nasType. node-stage-secret-name 0 node-stage-secret-namespace, A LUIETE SMB &H
RHEFTEERY Active Directory E3E, EI BB ERIMNPR/TTAPRAY Active Directory F P /Z85EB 0] LU F 1 R ER

25,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
SR T EIEARERNNE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

BN ERAFENER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

S{pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}
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@ nasType: smb #F SMB HHIMAYTHI%ESS. nasType: nfs B nasType: null NFS HBYTH
i T

PVC & Xl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

IO PVC BREHE, BBITUTEHR:

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

gecnv-nfs-pve Bound pvc-b00£f2414-e229-40e6-9b16-ee03eb79%9a213 100Gi
RWX gcnv-—nfs-sc 1m

73 Google Cloud NetApp Volumes ECE B9 =

Brip BEiEE Trident [FiHEEH1 PersistentVolumeClaim BT S B EH TR E, &
B LU{ER Trident 9 Google Cloud NetApp Volumes EZ& B &9 =

Lpu

BEiDERVF Trident BB EE, BopFIEEISIENEEESHIIBTER. XEETFMEMD, FRREFRETME
IHIREIER ERE.

Trident (REERIENNABEIHEIRE, Trident 26.02 R ZFMEC/EE N

e

Epubsi=

B0 BRIEAERIERE BRI EIEMN LR ERER. HEBIRREL AEMN, HABIRE

Yo
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I EERRES
NERBRBERSNERRBMDE.
SELUATREE: * auto: RIFHRIENEABENIE * none: BABHNE

RENKER

RARBIEEBIERET SR EFH ZAGARFIFENRESHRER Y. REDEREIKEN "auto' B, Fi&E

FRIRENREL

RRERE

[iS=PElEs

AUEZ N EERNEEEDDE:

* FEHSEE ER T M EPEERFIE S,

* £36E @id PersistentVolumeClaim ERRMN AT RS,

Trident IRIBE ML ENE X I BREBMECE.

FCE MR
HEZMEREPENX THEREIZERN, Trident M AR

1. PersistentVolumeClaim ;&%
2. Trident [GiRECE
3. IFiEtEIANE

ERSMARTE XL EEBEERERINE,
Trident 26.02 A7 3FHITHEE
Trident 26.02 3% Google Cloud NetApp Volumes BT BEh5 EIhAE:
s EEIEERENERNZAEHDE
* 7£ Trident FIRECE P E X 5 B IREE
* £A PVC IRBEHERBMNENENLEIKE
* NERBD ENERE LR
Trident 26.02 FARZFFHITHAE
AL TRIE:
* QIEEREREDTBIKE

* [/ Kubernetes B EXR B EN D BHRE
* 1 Trident EENEEE TERZINVEBENIRD BIRE
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[EIRECE S

IUTSE7E Trident RIRECEFE X BERIB#I 0 EITH:

S WARIIT BiRR
tieringPolicy £ EHPEHEE ((auto'FH “none)
tieringMinimumCoolingDays &=

RS ERIRVIEERIRE CEE: 2-183,

ZRIAE: 31)
f£F PersistentVolumeClaim BN &R E =
TIFRERE
PersistentVolumeClaim #it;¥ R i FREBE BN BIRE,
rE AR
trident.netapp.io/tieringPolicy BEENDBEERE

trident.netapp.io/tieringMinimumCoolingD BHEZEMLEKEE
ays

Tf5: PersistentVolumeClaim FHEBEIHDEEE

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:
trident.netapp.io/tieringPolicy: auto

trident.netapp.io/tieringMinimumCoolingDays: "45"
spec:

accessModes:
- ReadWriteOnce

storageClassName: google-cloud-netapp-volumes-auto-tiering

resources:
requests:

storage: 500Gi
1T/9F0BRE
BeE1TAH
* Boi BB NECIRE H#ITITEFN A,

* Trident EEREEGEANESD BECE.
s U BRFERIGEN none i, B ATEISHZER,
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T &R

* OB NAS % (NFS #1 SMB) A ZFBEmHD B

* & (iISCSl) A EZIFEMDE-

* Google Cloud NetApp Volumes fZf# 4 701E Google Cloud /2B B E.
ZHE

* tieringMinimumCoolingDays BNEXCEE: 2 F 183
* BRAME: 31

Bt E NetApp HCI 5 SolidFire Gl
T HEUN{AITE Trident EAEIEF{ER Element [Fim.

Element IR5iEFiFMEE

Trident $&f# “solidfire-san’ FEIRSIIEF RS EEIBE. ZFIARIERNE: ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

‘solidfire-san’ TFEREIERFZHF file #M block HBIREW™. WF “Filesystem’
volumeMode, Trident BIB—NEHEIBE—IXHES. XHERFAREH StorageClass
18R

IXEHIERE X VolumeMode ZHFHYIARIET TN H RS
solidfire-san iISCSI R RWO. ROX. RWX EXHZRZG, [RigR

. RWOP Ko
solidfire-san iSCSI Filesystem RWO. RWOP xfs, ext3, extd
AR =]

8 Element [FiRZ A, SHEERIT IR/

* 1&1T Element MR ZIFEFHER ST
* AEEEN NetApp HCI/SolidFire BHEEEANER AFRNER.
* FiB Kubernetes worker T3 &8N Z2EAENAY iISCSI TE, BB "worker TTR/EEEE"

[E B BT

BXEREEER, BFSRF&!

28 WiER EININ

version A2 1
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28

=

storageDriverName

backendName

Endpoint

SVIP

labels

TenantName

InitiatorIFace

UseCHAP

AccessGroups
Types

limitVolumeSize

debugTraceFlags

WiER
FEREDAE B R AR
BE X B F /e

BB EHER SolidFire ££8¥89
MVIP

2% (ISCSI) IP #iHtFER
EVATFENEER JSON BIIRE

o

%ﬁﬁﬁ RUFEF R (CRIREIRSEUE

¥ iSCSI REMRBIZMFE EHZO

£ CHAP 3 iSCSI #7515
JE, Trident f§£F8 CHAP,

EFER/IGIRIAE ID 53R
QoS 3B

MRBFBRBERNETIUE, WE
BRI

BEEHREERRYIEIRATE. FId0

, {"api":false, "method":true}

ZIA
R2 "solidfire-san"

"solidfire_" + #Z{i# (iISCSI) IP ik

"default"

true

TR Z A trident" 8935 1R12HAY ID

" (BOIANER T ARREIIT)

H}

&% PRIFEEHITHIEHIRH B EF AN B EHEME, TWAEMEMA debugTraceFlagse

il 1. BEE=fELEN solidfire-san BohiEFNGIHEEE

IREIERT —MER CHAP BHIIEHERYSE QoS RIFM =f&R A ITRENFRXH. AE, ERA
BE={#EF 10PS storage class SHENX EFHAEFPE I IFEMES,
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

5 2: BEEPMA solidfire-san RohiEFEHNEIHMEEREEE
R T B EIPHELE B R IR E X X4 UK 5| FHE(TH StorageClasses,

Trident 7EECE M7 ERVRE EHIRIEiRTFME LUN. NAEER, FHEERERAUAESNEMNE XIS
, IR EHITHE,

ETEETRHNRAEREXXHS, NFFEEFELILE THERRIAE, 1§ type IREN Silver, EHBTE
‘storage’ B HEN . TEMTRAIF, —EEFEBIRETBCMRE, —EHBEET FmIKERNIIAME,

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260

TenantName: <tenant>

UseCHAP: true

Types:
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- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-1l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: "4"
zone: us-east-1la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: "2"
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: "1"

zone: us—-east-1d

LR StorageClass X 5|ALRE# M, /A parameters.selector FE&, & StorageClass JAABIAF
RESHEIN. ERFARMERMHAEXNSHE.

25— StorageClass (solidfire-gold-four FMETHIE— P EIM, XEH—IREESMENN, BF
Volume Type QoS H Gold, Bfg— StorageClass (solidfire-silver JAREMREREMERENTEE
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o Trident FREEZM N EMA, FHHRRREFHEER,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: performance=gold; cost=4
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=1
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-silver
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provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver

fsType: ext4

ERESES
A"

ONTAP SAN JE&i2R

ONTAP SAN JXzfpiz A

T f2A0{a{ER ONTAP # Cloud Volumes ONTAP SAN IRGHIZFECE ONTAP fSif.

ONTAP SAN IEEiEFiE4iE R

Trident 12 LA T SAN EEIRTHIZRF LIS ONTAP &£EHEE. ZIFMIARIERE: ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

KEhiERe Y volumeMod 7358917 EE T SR H RS
e
ontap-san iSCSI SCSI RWO. ROX. RWX. RW EXH&S; RBHRigEE
over FC OP
ontap-san iSCSI SCSI Filesystem RwWO. RWOP xfs, ext3, ext4d
over FC
ROX #1 RWX TEX &4t
HENXTATA.
ontap-san NVMe/TCP 1 RWO. ROX. RWX. RW EXH&S; RHRigE
OoP
B/EL
NVMe/TCP
HEMER
£,
ontap-san NVMe/TCP Filesystem RwO. RWOP xfs, ext3, ext4d
BFE0 ROX #1 RWX TEX & 4%
NVMe/TCP BRI AT,
HEMFR
£,
ontap-san-economy iSCSI H RWO. ROX. RWX. RW ITXH#ZRZ; FRIGRILE
OoP
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Kzhiz X volumeMod 37#5:a9if5 AR SERIX RS

e

ontap-san-economy iSCSI Filesystem RwO. RWOP xfs, ext3, ext4d

ROX 1 RWX EXX &%
RN TATH

s (NLHTHERIFA BFERAHS T 275 ONTAP &[RH|"BY, A {EMA ontap-san-economyo

* NETEFASFER RS T 2150 ONTAP EREF|" B A A ontap-san-economy " IX
ohf2FBY, AfEA ontap-nas-economys

2%
* MNREFITFEHIRRIP. KEMEHZ6hE, E7EA ontap-nas-economyo
* NetApp FEINTEFTE ONTAP RahiZFAHH Flexvol B, BRT ontap-san. EA—
MERRTE, Trident ZRHMERIRBEREHIELNIMY B Flexvol &
PR

Trident 2L ONTAP 3% SVM BIEGHNE/HE1T, BEMER admin £BB A 'vsadmin'SVM BBF, AE
HEIAEBMNARRIRZFAF, XF Amazon FSx for NetApp ONTAP ZFE, Trident &L ONTAP 5 SVM &1E
BB METT, FA%EE fsxadmin AP "vsadmin'SVM AP, sKEGHERABHNTRZINERF.
fsxadmin' R BEEHEERAFPNERER M.

WREA 1imitAggregateUsage £, NHEEHEEIERME, & Amazon FSx for NetApp
&x ONTAP 5 Trident £&1#HHAY, limitAggregateUsage B ARERTF vsadmin
fsxadmin AFKF. MNRETELSE, RERERRIB.

BIABILATE ONTAP 1813 Trident IRhiZF R AERNE ARG A G, ERITFENZES. KNS HHHR
B Trident ZPALTE FREIRIEM API, XEFARTFEREES S L.

NVMe/TCP B E AT EEIN
Trident X#FIEH KM 1F1E2E Express (NVMe) X, £ “ontap-san IXchigfs, €l3E:

. IPv6

* NVMe BHYIRERHI 52 b

* A% NVMe HHIA/N

* S \TE Trident Z9MIEERY NVMe &, LUE Trident AJ LUIEEE £ an A HA
* NVMe R&EZEREZE

* K8s TR AMHMKA (24.06)

Trident Rz $%:

* NVMe #4328 DH-HMAC-CHAP
* &EIRETES (DM) ZEREF
* LUKS fn#
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#iE

12 ONTAP REST API %% NVMe, ONTAPI (ZAPI) R3z#F NVMe,
AR {EH ONTAP SAN RopiZ AL & f5im

T f#R{EF ONTAP SAN IREHIEFECE ONTAP [FiREYERF & 14 381N,
R

BEX A

¥FFrE ONTAP [Gim, Trident ERE/E—1 ER4A SVM,

&iE

<A

, ERFEIBAXMARES,
RS,

"ASA 2 24" RAEITFEM ONTAP %%t (ASA. AFF 1 FAS) H7ZfEESLI, 1£ ASAr2 R4
B

) It RBREXE, T RRIIEITE ASA r2 R4t SVM 43
EiE, BEALUETTE N RER, HEEER— MRS —IMNFESE. Fld, EeEE— "san-dev
, 1ZZEfEMA ontap-san' IEEHIER, LUKR— ‘san-default' 3, ZZEfEA ontap-san-economy IREHFERF,

FF& Kubernetes T{ET m#ERMN M LEEABNAY iISCSI TR, AXIFMEE, BN ESTETS"
% ONTAP [Gifi#1T S7IIE

Trident IR EFHFH B {2 I8IE ONTAP [GimAIIET .

s T EE: EEFENEN ONTAP AFRFBERFR ZMEE, BIVERMEXNEZL2ERAE, 30 admin’
g, “vsadmin' LAFEIR S ONTAP FRZASHIRAFEA M,
s BEFIEH: Trident EAILAEAGIRETE

F. Z$AFEI{E CA EHR Baseb4 4miE (WNRFEEM)

HUIEF5S ONTAP 8 TIE:S, A, FBIREXLNE
(HEH) -

TR UEHRIA R U EETEENETIEBNGEZESE. B8, —RIHF—MHE RIS % 2HRE

HtSHIIES %, SANEHREERRIFINET %o

[

BEFIRIE
e
/M

%o

MREER R EIRADED*, NEmIBRAK, WRAEEXHFPRUT S IEHRIES
ERETRENSMHRIE

Trident FE M SVM SERE/EECEMNEERRMENE, UES ONTAP FinHiTEES. BIERRE. FEX
AT, 9 admin 8 “vsadmin, XMHRT S5KFK ONTAP ik ABIEAEIFRAE, XERRAF]
Trident hiZ<fEFRRITNAE APl AJLABIRBEX LB RABHS Trident —EfER, BRENXFM.

T EIRE X YRR

ab A /N

BESFFRE
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

BiclE, BREXEEREUAX AT A FENE—E. FiReIEE, AP R/EBER Base6d #iT4HG, H
7fi#79 Kubernetes %13, SIEZEEMEHREH—FE TBEENT R, Alt, ER—MUREESBRE, B

Kubernetes/{ZiEEIE R HAITo

BRETIEBMNHHEIE
M AEN G LUERIEBHS ONTAP GifEE. EiREXTEE=1EH,
* clientCertificate: &P iHiEHHY Base64 4Ri3{E,

* clientPrivateKey: XBx%& FI% A1) Base64 4wi3{E,

* trustedCACertificate: ={5{E8Y CA iFHH Baseb4 HiS(E, MRFEAZEEN CA, MATURHELLSE,
MRKEEZEEN CA, NETUZRILISE,

HANTERZEEU TSR,
p
1. EHEFPHIEBMER. £RE, BRAE (CN)REANEHITEMHILIER ONTAP BF,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. Eﬁ%ﬁﬂ’\] CAIEFARINZEI ONTAP &8, XuJatERFMHEERNIE, NRKREAZEMEN CA, WA

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7£ ONTAP &8 L RER FIHIERMEHR CRESE1) .

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>
security ssl modify -vserver <vserver-name> -client-enabled true

e BITIHHSE, ONTAP IRRENIER, FMETE 1 hAERAY k8senv.pem XHRAR, RAiE
: I\ END LIZERR &R,

4. Haik ONTAP 2B RABZR “cert BHWIES %o

security login create -user-or-group-name admin -application ontapi
-authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

S. FEREMMIERNIRF MU, & <ONTAP Management LIF> # <vserver name> &t N EIE LIF IP 0
SVM & #F.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. {EF Base64 WEFH. ZFFAMEIE CA IEBHITHB,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERM E—FRENELIEE .
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fosssssssssssscscssssssasososs====
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl
online | 0 |

fessmmmmeme== frememesessess==== R
f=mm==== fememema== +

E SIS A BRI E

IR

ANy

AL EH A REUERFRN S MNIIES AR RA TR, XATLUREIE: AILUSERRAR &/ZBHiE

IR AERIETR; PTLUSERIEPNERERAE TR R/EE, Altt, SGRmRIRENS AR S EH
AINFBRIIE S A, AEEBEMB backend.json X, HFREEHIT tridentctl backend update
FRERS
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cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

WIRESE, FHESERNMELEHN ONTAP LAFNERE, RAEHITEHREM. BEIEH
& %EILXFEU}%F%HD%/MIE%O AREMEWUERINES, Z/FTAM ONTAP & IFRIRIE

BHRREASFNECIEENIAR, UAFMZERINEEE, RNINEREHRE, Trident BJLS
ONTAP FimBEH A B R R EIR(E,

73 Trident €} 2EE X ONTAP 2

En] U A REINREIE ONTAP £ A T, XFEMANER ONTAP BEIEGA AT Trident FHITIRIE, &
Trident GiRECEFESBF K0, Trident FRERIZER ONTAP &L A ERUITIRIE,

BXREE Trident BEXAEIIFMAEE, 1FEN "Trident HENX AEBLERMZE
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{§£F3 ONTAP CLI
1. FERUTHSEIENAE:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Jg Trident BFRIZBAFZ:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BABMHNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager FHITIL T :

1. SIEEEXAE:
a. BEEEHLIICIEEEXATR, 1Fi%EF Cluster > Settings,
() EE SVM ERHICIEBENBE, 1HEF1Z(E > Storage VM > required svM> i8E > A
FRIfE
b. 3%#%¥ Users and Roles FZiAIETLERR (—)o
C. 7£ Roles Ti%#F +Add,
d EXABHNMNHESE Save,
2. BAEMEE Trident BF: + B AFPMAG TIELHITUTSE:
a. 3%&#F Users THURINERT +,
b. ERFIBIAF B, AGTE Role FHEREHIEZE—IMAE,
C. B Save,

BEXFMER, BESNUT@E:
"ETEEONTAPNEEXAR" X "EXEEXARE"
*ERAEMAR
fERAXNE CHAP 13EERE
Trident B] LAfEEF “ontap-san'#1 “ontap-san-economy IXEhFZFFHIN A CHAP 3t iSCSI £1E#HTE P, XE

BEEERENXTEA useCHAP &I, HigE N “true'BY, Trident 3§ SVM BERIAB SIS L 2B E WA
CHAP, H#MEHRXHIEERF ZMEZE, NetApp BiIVERNE CHAP RIEiFiEE, iES WU TERERG:
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkeslpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

R

e useCHAP BE— MR/, REEEE—R. BAUINZEN false, FHIGEN true la, TEF
=0 HiBE K fal
=HIR alseo

FRT useCHAP=true Z9, BIHEXHFEKMEE “chapInitiatorSecret.

chapTargetInitiatorSecret. chapTargetUsername'#l chapUsername FE%, BlIEEIRGE, BILU&ES
iZ{T “tridentctl update” SEE LR,

TERIE
BTG E "useCHAP A true, ZEBIERIET Trident 77285 _LECE CHAP, HEREFELUTRA:

* 7£ SVM i E CHAP:

° YN SVM HENAB IR L2 EE N none (BRIAIKE) *F*EFLETILFEER LUN, Trident S352RIA
LLRAGE N CHAP HA4EFERE CHAP Brhes LU BB P %5,

° 3N SVM & LUN, Trident KA=7E SVM LB CHAP, XETHARY SVM EBF7ERY LUN AYiAIE]
R,

* BCE CHAP Bafsf IR BIFAFA RMEN; XERMNERIREETEE (WLFAR) -

BliEEiRE, Trident 81BN tridentbackend CRD, 3J% CHAP secrets F1FHFP & 129 Kubernetes
secrets, H Trident ZEItb/5im _EBIRBIFRE PV #1583 CHAP #iTiEHMEE.

RIEEH B el

&R LB B HT backend. json XA CHAP SHEREH CHAP &1, XEEEEH CHAP Zi3HEA
tridentctl update SR RRMIXLEER,

. TSI CHAP ZHBE, SFUER tridentct REH/SiE, 157115/ ONTAP CLI 3 ONTAP
= System Manager SEF{FiE&E LRVEHE, E Trident ¥ TLEREUXLE L,

[
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm": "ontap iscsi svm",
"useCHAP": true,
"username": "vsadmin",
"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

}

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e —— e — e e ettt
t——— R +

IAEERSARRM; R Trident 7£ SVM EE# 7 &R, ETRBSERIFENRS. MERERERNEE
, MIAERBRSREERS. MANEMEZIB PV RSRE(MEREMNETE.

ONTAP SAN Fc & xR

T FRUNMEIE Trident ZEER6IZEFEEA ONTAP SAN IREhiERF, ATIRME T IS /GinRIRsT R
StorageClasses BYGiRECERFIFIIFME S, "ASA 2 24" REITFHM ONTAP R4

(ASA. AFF #l FAS) HEMEEREI, XETHWEMELINIFSHER, 54 7%
ASA T2 RS HEAM ONTAP 242 [B]IVES"7E Trident [FIRECER, TEEEENRAR
ASA T2, HEERE ontap-san {EJY “storageDriverName B, Trident &= B&h&N ASA r2
I HM ONTAP 2%, FEFIRAESHARERT ASA2 &5, SR

#x ASA 12 24X HF ontap-san REpizF (BF iSCSI. NVMe/TCP #1 FC #hHi¥) ©

[RIRECE LI

BXEREEER, BESRTFx!
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LUN BRET"SRAZ IR I ZERIZ=IEFIFHHY iSCSI LIF,
WMRBAMWENX T datallF, NEEREE, *&B&
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E{FEMM Storage Virtual Machine *¥tF MetroCluster
&, *FBEMetroCluster =,

£/ CHAP 3 ONTAP SAN IREhiZFHY iSCSI #H1T5
{3393 [Boolean], 1REN true, Trident EEZEFIME

XA CHAP {EARIRLATER SVM BERIA B 5 T0ITE,

BEXEFEHEER, BB "ESEH ONTAP SAN IRXGhizZ
FEHERiR"s A%#F FCP 2 NVMe/TCP,

CHAP B5h28% 30, 913R "useCHAP=true’ J445
BWAFENER JSON BRAGEE
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NIEFP R, 1R “useCHAP=true’ JAE

2KIA
AR 1
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BiFEF &, R useCHAP=true' A4 E

EININ

B IIERH) Base6d HRME. AFEFIERNSHE "

ik

EFFiRFAEARY Base64 fRi(E. ATFETIERNEMHE ™

ik

S{={E CAIEHH Baseb4 wh{E, Ak, AFETIE
FHEH I,

5 ONTAP &£B5BIEFiENAFR 2. ATETERENSG
AI83E, B X Active Directory SHIIE, 1&EEH"FH
Active Directory EiERfGiH SVM G Trident"s

5 ONTAP &£BBEMENEE, ATFETERENSH
ISiF, B>% Active Directory S19I81E, 155" EH
Active Directory EiERIfGiH SVM I Trident"s

E{FEFPAY Storage Virtual Machine

£ SVM RECEMERERNRR. UETEENR. B
EESH, EREIE— G,

RFRENRE (Ff; NRIGE, Wnhosics

SVM) o XF ontap-nas-flexgroup WENFEF,
RG22 88, WRAKSDES, el LAERERIEIA
HERERKECE FlexGroup &o

YR AT SYM FEMHE, ExiBdi
i) SVM £ Trident FEIEH, MELEH
EF BT Trident Controller, H&TE
Trident FEE THHERGREEESH,
MRBEWEMZHBEH SVM, NE
38 SVM B8, /FiRfE1E Trident A
BERBIRS. BRITBRESERNF
£F SVM EtHERE, SEZEHTEMW
%, LUMEEIHEIREEN.

BN ASA r2 RFEIETE

NREAREILLB DL, WEREKW. MREEMR

2 Amazon FSx for NetApp ONTAP jgif, BABIEE
limitAggregateUsageo IefftHY fsxadmin'#l
‘'vsadmin' N EENERESFERBERHFER Trident R
ERINER. B/ ASA r2 RAIEE.

MRBRIBRNETIE, WIKREXRK. ERHEH "

LUN BIEMNENRAK .
&1 FlexVol BYERA LUN %1, ®707E [50, 200] SEEIRN

WRIEET SVM managementLIF
, MRE
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(BRIABR T ARRHIHIT)
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WiER EININ

HPEHERRIE R AEIRIRE. B30, {"api"false, null

"method":true} BRIFIETEH I TEPEHIBRH FEEIFM89H

g, TUAREFEA,

£/ ONTAP REST API B97/RE%K, true EATF ONTAP 9.15.1 HFES
Hﬁzl:: 7;:?')1” falseo

‘useREST IREB AN “true B, Trident
f£M ONTAP REST API SEE&ERE; 18BN
‘false B}, Trident {fF ONTAPI
(zarI) ARSEmEES. INEEEE onTaP
9.11.1 MESHRZA, It7+, FRfEARY onTAP
BRABYIEETEIHN
‘mmmfmﬁﬁgoﬁﬁﬁﬁixm
“vsadmin M “cluster-

admin FABRFHE. M Trident 24.06
hRZSF0 ONTAP 9.15.1 BNESHRAFFEA,
‘useREST BRINRERN “true'; ¥
“useREST EBXAN “false LUFERA ONTAPI
(zAPI) M.

useREST Fe2fTE NVMe/TCP,

& {X ONTAP REST API 3# NVMe
’ , ONTAPI (ZAPI) &3%3% NVMe,
NRIEE, NMFTF ASA r2 RLHARIGE N trueo

BFi%#E iscsiiSCSI. nvme NVMe/TCP T fcp ¢ iscsi MIRAT
#Hi@iE (FC) ERY SCSl,

8 formatOptions A mkfs ApSIEESITEEH
, ZBHBEERAUNNA, XAFERBENR
BRI E. IBBRIEES mkfs an$IEIEUAY
formatOptions, EAREIEIZEKREZ. FHlw0: "-E
nodiscard"

% #F ontap-san #ll ontap-san-economy JXGIiZF
By isCSI i, *Itth, fEMA iSCSI 1 NVMe/TCP 1
WBY, ZHEFASAr2 R4, *

7£ ontap-san-economy iR LUN BYaiERE " (BRIABR FAREBIHNIT)
K FlexVol X/J\,

PR “ontap-san-economy [FimtIEE & H LUN B9
FlexVol %, {XFRSciE1ER FlexVol B FECEHEY PV,



A XA formatOptions HIZEIX
Trident EER U TETR MRS LI iE:

* -E nodiscard (ext3, extd): FEZIATE mkfs FHEIEFR (EFREVEESIEENER/AGEELENFEL
RER) . XBEBMEFAED K", FEIBERT ext3. extd XHRF,

* K (xfs): FEZIATE mkfs BB EFIR, IETNER T xfs XHFZES
f£F Active Directory EiEM/GiH SVM I Trident
&a] LAECE Trident £/ Active Directory (AD) EiEMRGiR SVM #1THAIIE, 7 AD tkFP B LLiKIR SVM Z &
, WIECE AD T HIZE X EEBF 5 SVM BYifin), X F(EMA AD KPRV EIE, HeI@EE, BXiFHAE
B, EZN "7£ ONTAP FfEZE Active Directory 1iEHl28i418]"

p
1. EBRIH SVM BB R R4 (DNS) IRE:

vserver services dns create -vserver <svm name> -dns-servers
<dns_server ipl>,<dns_server ip2>

2. BITLLTF a4 A Active Directory H1H9 SVM QIZE T E K |

vserver active-directory create -vserver DataSVM -account-name ADSERVER1
-domain demo.netapp.com

3. fERAILAR < AD FAFSE I EIRERF S SVM

security login create -vserver <svm name> -user-or-group-name
<ad user or group> -application <application> -authentication-method domain
-role vsadmin

4. 1F Trident FMRECE XHEH, & username # password SEDFIEE RN AD AP S AR RIIZE,

ATFEREEENEHECE XN
ERILUERECER defaults B FRIXEETRIZFHZIANRE. BXTE, BHSH TERNEERD.

B 5 EH E/NIN
spaceAllocat LUN MIZ|g]5EC "true" YNRIEE, MXF ASAr2 &
ion FIgE /) trueo

spaceReserve FEFAEIEREI; "none" ($5f&) Z'volume" (B) . 3t "F&"
T ASAr2 #%:, 1% &/ none,

snapshotPoli ZEfFMA Snapshot ZRE&, XJF ASAr2 RFIRE N "I

cy noneo.
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NRBEREBNEN AL, 57079 ASA r2 ZSHETE.

I ME R IR 722

7E3% 2R NetApp Volume Encryption (NVE); Z&
AR falseo WMTEEEE FIFRIHEM NVE A REER
HET, MRESIHBET NAE, NTE Trident REE
HNEMEEIFEEE NAE, BXESER, 55

: "Trident 4015 NVE #1 NAE EZ&ER"
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Setup (LUKS)",
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BT eIZBEXERMRIER,

UTRENXTBRIMERRHB:

76

EININ

"0" 40 snapshotPolicy A
"none", E{)ﬂ\u% "

"false"

"false" YNRISE, MXTF ASA r2
AFIZEE N trueo

"3F ASAr2 B4, ®EN

falseo


../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/security-luks.html
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/security-luks.html
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/security-luks.html
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/security-luks.html
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/security-luks.html
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/security-luks.html

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

MFEMA ontap-san WREHIEFBIERFIES, Trident &7 FlexVol 110 10% HEIINEREUR
s 24 LUN JT#8#8. LUN RERBFE PVC FRIERVHATIA/NHITECE, Trident 79 FlexVol 3&10
= 10% (£ ONTAP RERAAAXN) » ARFIERRBMINERNTARE, WESUERIRLE
LUN ZRRi%, BRIFTAZEREZSFIA. XAERT ontap-san-economy,

I FENX snapshotReserve MIFiH, Trident iTEERIA/NINT:

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 & Trident ZI0%! FlexVol LAR48 LUN JTHHERVENIM 10%, FFTF snapshotReserve =5%, H PVC &K
=5GiB, S{F&FAA/NA 5.79 GiB, AIAAA/NA 5.5 GiB, “volume show' 5% MW B REMMTF L TGS

Aggregate State Size Available Used%

_pvc_89f1cl56_3801_4ded_979d_034d54c39514
online RW 18GB 5.08GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_951la_@Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

881, NIEESEAMITENE—GEREEXR ]
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&/\ECE R
UTFRAIERTRAZSHEHREAMANENESEE, XBEXEHRNRESETTE.

. WRIELE Trident 1 Amazon FSx for NetApp ONTAP, NetApp EiX/ LIF 5 DNS Z#1
%fE = 1
AR IP ik,

ONTAP SAN =3l

XEFH ontap-san RaIiEFHNEARRE,

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster 7 fjl

TR B, LUBRTE "SVM EFIFIIME" HE# TR IR R FohER G mE Xo

FFTLEEYIEFYIE], B managementLIF FEE SVM H&EEE svm &%, a0

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password
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ONTAP SAN &5

version: 1

storageDriverName:

ontap-san-economy

managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

E TR E D IIIERA

EUEAREE RGP, clientCertificate. clientPrivateKey #l trustedCACertificate (

I, MNRFEAZESER CA) IEFETE backend. json F, HFXBEF

FH base64 fRIG(E,

version: 1

storageDriverName:

ontap-san

backendName: DefaultSANBackend
managementLIF: 10.0.0.1

svm: svm_iscsi
useCHAP: true

chapInitiatorSecret:
chapTargetInitiatorSecret:
chapTargetUsername:

1JF4heBRTOTCwxyz

chapUsername: uh2aNCLSd6cNwxyz

clientCertificate:
clientPrivateKey:

ZXROZXJIWYXB. . .ICMgJ3BhcGVyc?2
vCciwKIYAgZG...0cnksIGR1c2NyaX

cl9gxIm36DKyawxy
rgxigXgkesIpwxyz

trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz

RTINS

U ilE

B, TIAMZIEE CAIL
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XA CHAP =15l

XLERGIBIE— NG, HEF useCHAP IREN trueo
ONTAP SAN CHAP =

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN economy CHAP =

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP =5l

AZTE ONTAP [giR LECE BB NVMe B9 SVM, XE NVMe/TCP NEKRFIHEE,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

E£F FC 1 SCSI (FCP) R/l

R TTE ONTAP G EEREHH FC B SVM, XZ FC NEXRGIHEE.,

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true
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# 48 nameTemplate H/GiREZE I

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

formatOptions 5], IE&ATF ontap-san-economy IRXEHiZF

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:

method: true

api: true
defaults:

formatOptions: -E nodiscard

BAEN YRR G

EXLERPEREX MR, NFAEEFHEAMZE TRENIINE, HIU spaceReserve A none.
spaceAllocation A false fl encryption A false, FEMMBIETEEZBDHFE Xo

Trident 7£"Comments"FEEHIS BEC BT S, TR FlexVol & LI8E, Trident 7TECE IS EIEPIZEMNFRE
mEEFDEFREE, NAEER, EREBANUATNEINEENIFE, HIRREXNEHITHE,

EXLEERGIA, —EEEMSE T BCM spaceReserve. spaceAllocation #l encryption {8, M—L
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wEE T FINME.
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ONTAP SAN Rl

84



version: 1
storageDriverName: ont
managementLIF: 10.0.0.
svm: svm _iscsi
useCHAP: true
chapInitiatorSecret: c
chapTargetInitiatorSec
chapTargetUsername: iJ
chapUsername: uh2aNCLS
username: vsadmin
password: <password>
defaults:
spaceAllocation: "fa
encryption: "false"
gosPolicy: standard
labels:
store: san store
kubernetes-cluster:
region: us east 1

storage:

- labels:
protection: gold
creditpoints: "4

zone: us_east la

defaults:
spaceAllocation:
encryption: "tru
adaptiveQosPolic

- labels:
protection: silv
creditpoints: "2

zone: us_east 1b

defaults:
spaceAllocation:
encryption: "tru

gosPolicy: premi
- labels:

protection: bron

creditpoints: "5

zone: us_east Ic

defaults:
spaceAllocation:
encryption: "fal

ap-san
1

19gxIm36DKyawxy

ret: rgxigXgkesIpwxyz
F4heBRTOTCwxyz
décNwxyz

1se"

prod-cluster-1

oooo"

"true"
e"

y: adaptive-extreme

er
0oooo"

"false"
e"

um
ze

ooo"

"true"

Se"
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ONTAP SAN &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"

86



zone: us_east lc

defaults:
spaceAllocation:
encryption: "false"
NVMe/TCP 7=l

version: 1

storageDriverName: ontap-san

sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm

username: vsadmin
password: <password>
useREST: true

defaults:

spaceAllocation: "false"

encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:

spaceAllocation:

encryption: "false"

5 EmSTE| StorageClasses

AR StorageClass EX15&H [EE RN EiRTRG. £ parameters.selector FE&, &1
StorageClass AWML EIM B FIEES. BEEGMEERIMAPE XS HE,

* protection-gold StorageClass JME1E] “ontap-san' FHPRE— PN EM T, XEH—IREESREP

i
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass 5T E] “ontap-san’ [RiRAYE —MFIE =B, XLEZHE—IR
HEE UIMRIPR SRV,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass }M&1 2] “ontap-san-economy fSifHIE = N, XE2ME—H mysqldb 2
B RREFREEENEEE M,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass &MEIE| ontap-san FIHAYE N REIMA,
X2M—IR MR EIPA] 20000 creditpoints B,

88



apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name:

protection-silver-creditpoints-20k

provisioner: csi.trident.netapp.io

parameters:

selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClass JMEt2] “ontap-san G E =M “ontap-san-economy’ j5if
B MR, XLEZME—HE 5000 ME AR~ 5.

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name:

creditpoints-5k

provisioner: csi.trident.netapp.io

parameters:

selector: "creditpoints=5000"

fsType: "ext4d"

* Z my-test-app-sc StorageClass EMRETE] testarp RapiZFHH ontap-san BN, HHE

sanType: nvme, XaM—iEH testapp AIM,

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:

name:

my-test-app-sc

provisioner: csi.trident.netapp.io

parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident RRTEEZRMEIM, HBFRHEFHEER.

ONTAP NAS IRcHiEF

ONTAP NAS IXEhi2F iR

T #RS0{E{E A ONTAP #1 Cloud Volumes ONTAP NAS IRGHFZFHECE ONTAP 5

89



ONTAP NAS REpigFiF A= 8

Trident 32 LAT NAS ZEIREHIZRF LS ONTAP SEEEE(E. ZIFRIAIRENE: ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

IXchizRe i volumeMod 7iFHYifAIIET TN H RS
e
ontap-nas NFS SMB  Filesystem RWO. ROX. RWX. RW ", nfs, smb
OoP

ontap-nas-economy NFS SMB  Filesystem RWO. ROX. RWX. RW ", nfs, smb
OP

ontap-nas-flexgroup NFS SMB Filesystem RwWO. ROX. RWX. RW ", nfs, smb
OoP

s (NEHFHBIFA BERXEES T 27 ONTAP E[RH|"BY, A {FEM ontap-san-economyo

* NEHTHIFABERREE T 2589 ONTAP SRH"BX/AER ontap-san-economy " I
shiEREBY, ZAfFR “ontap-nas-economyo

s
* NREFTIHFELHIRRIP. KEMEHZohE, 1571#H ontap-nas-economyo
* NetApp FIEZINTEFRE ONTAP IRchiZFH{ER Flexvol Bng, BR7T ontap-san. fEH—
MERRTE, Trident SZFERRIBIREHABN M R Flexvol &,
PR

Trident 222 L1 ONTAP 3 SVM B G E/E1T, BEMER admin £8HEF 5 "'vsadmin'SVM BBF, A&
HERAEHNARZFHEF,

33F Amazon FSx for NetApp ONTAP i, Trident 2L ONTAP % SVM EER RN E1IE1T, FREE
‘fsxadmin' P8 "vsadmin'SVM B, SXEBHERAEHNARZIFNAR. fsxadmin' AR 2&EEERHAR
BB R SR.

NREA limitAggregateUsage B, NEHEEEHEBIEGNIR. ¥ Amazon FSx for NetApp
&F ONTAP 5 Trident £&{# MY, limitAggregateUsage SEARERAT vsadmin
fsxadmin APIKF. WAREELESE, EERIEFERK.

SRIAA]LITE ONTAP HIEIR Trident IXEPFEFFAILAERNEARFIENA G, BRITNENXIFM. KSR
AH Trident RTAAXNE EFIREM API, XESARTISEERRZHEE,

LR ONTAP NAS RohiZFHACE fGin

T fi#{EF ONTAP NAS IXEhiZFECE ONTAP FIRMIEXR. BHIRIDETASH R, M
25.10 hRZ<FF44, NetApp Trident 235 "NetApp AFX &R 4", NetApp AFX ZERSS
Hfth ONTAP %4t (ASA. AFF #l FAS) EFHERENLINAEEFIARRE, 7E Trident [Fim
FEER, THIEEENRAR AFX. HIEHEIE ‘ontap-nas {79 "storageDriverName' B

, Trident = Bapaill AFX R4,
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#iE

AFX RGN Hs “ontap-nas' IREpERF (A NFS thil) ; A3 SMB thile
X

* XFFrE ONTAP /G, Trident B RE/DE—PBEDELE SVM.

s WA LUBITENRENTER, HElERR— 1 S — 1 EES, §i, EAIUEE—MER ontap-nas IK
EHAZFHY Gold ZKF—MEFA “ontap-nas-economy IXEHFZFHY Bronze 25,

* Ff& Kubernetes worker T REBANZ AN NFS TR, BXEZFMAEER,
5o

BE0 "Eak,
* Trident (X2#51& SMB &EH E7E Windows T 5 EIE1THY Pode BEXIFAEE, 1EEN EEECE SMB
3t ONTAP [Fimi#{T B {7303

Trident IR EFHFH B D I8IE ONTAP [GimAIIET .

s ETFER: IEXFEXN ONTAP BinHEBNIR, BINFERSMENXZE2ERABXEKMK,,
admin'8{ ‘vsadmin, RS ONTAP WRAHIRAFZRE .
s BEFiEH: EXFTEER

IRLEEIUET, Trident 7885 ONTAP £EH#ITIERS, A, BIREXUNEER
FiRIEH. RIS CA IEBRY Baseb4 RIDE (MREEA) (GEF) o
ERILEHMNE R AEETEENETIEBNGEZEER, B8, —RIZFH—MEHRIESE BUHRE
Bt S HIIES %, SANEHREERRIFIET %o
o ?E%‘”%ﬁﬁ%fﬁ*ﬁ}&ﬁiﬁ:ﬁ*, NEHEIRFRK, BRANEEXHRRMET S PEHRIES
ERETRENSMHIIE

AT, 9 admin 8 “vsadmin, XMHRT S5KFK ONTAP R ABIEAIFREE, XERRAA
T EIRE

Trident £ [[ SVM SEE/EESEENBEIERIEMEIR, LUES ONTAP GiE#H{T@E, BIERITE. ENX
Trident HRA<fEFREITHEE APl, FILIRIRBEENXZLERAB®HS Trident —i2fEA, BREIGXEM,
EXI TR

ab AN\

BESNFFRE
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",

"credentials": {

"name": "secret-backend-creds"

B, BmREXEEUAX AT FEENE—IE, EintlEE, AP 2/ EA Base64 HITHD,
Z#7 Kubernetes 15, RIE/EHEREE—FETHRERENTSE, Eit, eR—MUREERNIZE, H
Kubernetes/{Zi&EIE R H1To

BRETIEBMNHHIEIE
M EN G LUERIEBHS ONTAP Gif@EE. EiREXPEE=1EH,
* clientCertificate: & ikiE A Base64 fRmi3{E,

* clientPrivateKey: XBX & FIZ ARV Base64 fmiE{E,

* trustedCACertificate: ={S{ERY CA IEHH Baseb4 mid(E, NRFEASEZE CA, NINTUHRHELISE,
MR REAZEER CA, METLUZBILISE,

HANTERIZEEU TSR,

p
1. EHEFPHIEBMER. £ME, BRAE (CN)REANEHITEMHILIER ONTAP BF,
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. EE?E%EE’\J CAIEFAINZEI ONTAP &£2%, XFIREEREFMHEERLIE, MRKRERAREMERN CA, WA

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. £ ONTAP B FREZFIHIEHER CRELE 1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. Haik ONTAP 2B RABZR “cert BHKIES %o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAERMAERNE S HIIE, & <ONTAP Management LIF> F <vserver name> 2 &R LIF IP 0
SVM Z#R, fEAffafR LIF BIARSBEREZIKE S default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. f£F3 Base64 XHIEH. ZIAMAE CA IEBHITHRID,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4



7. ERM E—FRIENELIEE IR,

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +

B HRIER SRR
TR AE A Rin U ERRERN S (M IIE S A A FTE, XA UN@IE: sILUSERRAR /2B
IHEFAERAIESR; AILUREREBNERERNETRPR/EE, Altt, EATRRIRE NS HIEIESEH

ANFTBARIIE SR, RAEERAEMB backend.json X, EFREEHIT tridentct]l update backend
FRERSE

cat cert-backend-updated.json
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{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F

RIAZIEN, FHEESERNNELEN ONTAP EBFMES, AEHITEREM. RIEIEFH
#&iE %EJLXF?ﬂﬂﬁFE%%bD%/l\iIE:FSO AREMERUERIES, Z/FRTLAM ONTAP SE5FRlERIRIE

EEmEAIPENELIBENRE, BAEHMZERINEER. RIINERENRA, Trident AILLS
ONTAP [Gim@ S H IR KB ERIE,

73 Trident €} ZBE X ONTAP A&

TR LUERREIREIZE ONTAP £8 A6, XEFEMALER ONTAP BIESIABIE Trident RHRITIRME, £

Trident [FiRECE TS S HEF K6, Trident (FREZEIZER ONTAP £ A B RMITIRIE,
BXEE Trident BEXABBMIFAEE, 152N "Trident HENX FAEERNSE"
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{§£F3 ONTAP CLI
1. FERUTHSEIENAE:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Jg Trident BFRIZBAFZ:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BABMHNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager FHITIL T :
1. QB EXAE:
a. BEREEELFICIZEBEXAE, 5% Cluster > Settings.

() EF SVM LRISIEBEX AR, 1HEFE7E# > Storage VM > required svM>I8E > B
PRt

b. 3%#%¥ Users and Roles FZiAIETLERR (—)o
C. 7£ Roles Ti%#F +Add,
d EXABHNMNHESE Save,
2. BAEMEE Trident BF: + B AFPMAG TIELHITUTSE:
a. 3%&#F Users THURINERT +,
b. ERFIBIAF B, AGTE Role FHEREHIEZE—IMAE,
C. B Save,

BXEFAES, BERUTRE:

* "ATEE ONTAP NEEX AR H "EXBHEX A"
* ERABNAR"

EIE NFS SRS
Trident £/ NFS 5 SRE&SRITHIX HiR 0 ERIIA0].

fEFA L ORREEY, Trident 3R AR
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* Trident AILIBISEEFHREAS ; EXMRFENT, FREERIEERTARIT IP IR CIDR 17
Ko Trident ITEAI BEPEEEXLEEERNERAT R IP ANEISHRER, FE, HARHEE CIDR B
, FERHBHNENT R LREINE 2R EERERE P 8 ARINEI S HREE,

* FIEEERAGESHREEH FEARMAN. FRIFEEETEENENFHREZM, SN Trident £
FRAIAS HERER

SEESHERR

Trident BESSENSEIE ONTAP [FIRHIRHREE, XEFMHEEEREBANTIET R IP IEEAVFBIMULTE, MmAF
ERFHEXEIMN, EAKEHT FHREEE,; WIRURBNEIAIBEENFMEEEETFTM. Ith5h
iﬂﬁﬁﬂb?’l@ﬁﬁﬁ%ﬁﬁﬂ’ﬁﬁ [EFRGIA(EHER IP I TEECERNIET R, AR BELE

s FERISSH R RN E AN (NAT), 3T NAT, FEEFIZZEZIRZER1E NAT
! Hoik, MAZKRFREY IP AL, FIESHAN PRI R LA BEHFEL AR,

]l

HIERRNECEED, U TREREX R

version: 1
storageDriverName: ontap-nas-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autokExportPolicy: true

fERILLINEERY, AR SVM FREvIRIE S R AR R t)ZH FH RS LUK 2 1F TR CIDR REY
&1  SHAN BIEIFAFHREE) o 18LRETE NetApp HEFRRESLE, 79 Trdent TA—1
SVM,

T2 A LR G PRI ThaE TEIRIZAVARRE

* autoExportPolicy BN true, XK/ Trident AFEALLEIHN svml SVM EEEMENERIESHER
B%, FHER autoexportCIDRs #tlEIRAMEAMEYAINFMIER. EEEZRITRZE, ZEFERASZEMNH
T FH R LI ZEN AL EIR, HEAMETREY, Trident RBIE—N5IKE qtree FIBHNSHER
B%, % qtree &1EE CIDR RAAMTIR IPo XL IP HRRARINEIR FlexVol HEARSH HREEH

° f5gn:
* [5im UUID 403b5326-8482-40db-96d0-d83fb3f4daec
* autoExportPolicy BN true

* IFEEIZ trident
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= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159c1c

* B4 trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c¢1c BY gtree A& /9 "trident-403b5326-
8482-40db96d0-d83fb3f4daec’#Y FlexVol BT HEREE, NBEA
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c’ By qtree RIS H KRR, H1E SVM LoliE
£ “trident_empty =S HZEEE, FlexVol SHEEEAIFINIE R gtree S H RSP E S HVERIFLN
i, =SHEREZBERMMNEREER,

* autoExportCIDRs BIEMUIIRTIR, LbFEEZRER, FAIAZ [0.0.0.0/0", "::/0"], SARFKEN, Trident
SAMETED S LRIV E 2R EEEI R E A .

T‘Jtl:a_‘ﬁ'JEP, RMT 192.168.0.0/24 HUL={E], ?(%%Tltti’éilt,alp\]@ Z7H Kubernetes 155 IP 54
ANZE Trident QRS HEREER, 2 Trident FMEZITHT R, ESRRTIREY IP ik, HiRIE
autoExportCIDRs FIEHAVMIIREITIOE, &ZMET, T8 IP /5, Trident ARAHEINTIREIZE iR IP €
BT HsRBE AN,

BRI TR fEim A E “autoExportPolicy # “autoExportCIDRs #1178 #1, &r] LN B shE BN EmEMH
8 CIDR MIFRIIERY CIDR, Milfk CIDR BYE/ Ly, DUIBERIIAEEZEFREK. EEA]LUEEN FiREE
“autoExportPolicy’ HENREIFaIIZN S LR, XEEETRIRIECEPIZE exportPolicy' %4,

1£ Trident 8IS EHGIRGE, ERJLUER tridentctl TAEMNM tridentbackend CRD KMZEFiR

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

MIBRT =BT, Trident 10EFTE SHER, DRSS ZT S REIIARFMN, BEMEE FIHNS H R PR
e IP, Trident RTLARSLIERIR RS, BRIAELL IP HEE P T RER,
S FURIEERNGLR, 8 tridentctl update backend B fEiH oI HfR Trident EEHEESHEKRE, XTEFE

B 8 LAUGIR UUID # gtree RIRSR ARV LR, Bk LFENSEHE ﬁﬂﬁk#ﬁb’t%ﬁkl"l—rﬁ%%ﬁﬁﬂLE’]
SR,
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& HErEA B EES R EIRERFMS LB LR, NREHMEIERR, SREAN
! WEV R, FRSEEIZEHIR LIRS,

NIRSERSTIRRY 1P #EEEH, WHAET R LEHEE) Trident pode #Af5, Trident FEFHEEER/FURAY
SHERRE, LURBRI IP BEX.

HEZEIE SMB &

Bid—LemodaESR, EAILIER ontap-nas RahiEFEIE SMB %o

[

e AE SVM LERE NFS & SMBICIFS 113X, 784 ONTAP ZSHiB#EE813 ontap-nas-
= economy SMB %, TT/ABREXLEMNPRIERI—PMERIG I SMB H6)E KK,

&F autoExportPolicy A#F SMB %,

FaZ Al
HIRE SMB £2H], KRB TIIRA

* BE Linux 15428 T Sf1ZED—M51T Windows Server 2022 #J Windows worker T35 55 # Kubernetes &
B, Trident {X2#5% SMB &£ E)7E Windows T9 52 EIE1THY Podo

* EVE—NMEEEH Active Directory EHERY Trident 285, BEMZEH smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
--from-literal password='password'

* EZ&H Windows RS589 CSI KB, EEZE csi-proxy, 1S GitHub: CSI Proxy"g8{"GitHub: iEHF
Windows A9 CSI 1$I2" T #21F Windows _Liz{THY Kubernetes 15 5,

PIE
1. 33 FZih ONTAP, EEILUEIFRGIEE SMB 1=, THFE Trident Bl LR ESIE— M HE

>N—=Fo

#x Amazon FSx for ONTAP &% SMB &=,

,UEJLM%H% "Microsoft EIRITHIG" HEXHFEE BT FEA ONTAP CLI UFFH Az —8liE SMB BIE
H=, EfEH ONTAP CLI 8l SMB H=:

a. NBAXE, FARZELIREERBRELEN.

lﬂ: vserver cifs share create MIEHELIBEHAEIEE -path iIETMHIEERIRR. WNRIEERIER
TT_T_; D-“JF'F‘ 79&5&0

b. I 5EE SVM *E£H) SMB H=:
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vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c BIIRRELIBIHAE:

vserver cifs share show -share-name share name

#&iE BXREAER, BEN "I SMB H="

2. S| EmE, HAEEEULTRBUIETE SMB &, WFFE FSx for ONTAP [GiRECE LN, 1§57 "FSx for
ONTAP Be& &A=~ A"

2 A Nl

smbShare ALIEE LTIz —: £/ Microsoft smb-share
Management Console 3 ONTAP CLI gl## SMB
HEWEIR; A Trident 8 SMB HEMZHR;
HE A UESHET UEIEREN AT HEZ A, It
ST A ONTAP 2a%ER, ltt%%lnz Amazon
FSx for ONTAP [FIRFRAER, FEEND,

nasType *ATIZE S smbo *WIR A null, MERIAS nfso smb
securityStyle HENZEER. WTF SMB &, NIISE N ntfs® ntfs B mixed AF
5{ ‘mixed, SMB &
unixPermissions HENER, T SMB &, NMET, "
BEZ%£ SMB

M 25.06 hrZ<FFi5, NetApp Trident S235E A “ontap-nas # “ontap-nas-economy [5im IR SMB %E’Jztéﬁﬂ
B, BELZ2 SMB G, rILUfERIARITEHIFIZE (ACL) /3 Active Directory (AD) AP FI AP AR SMB H=E
B4R,
FERENER
* A% #FHS N “ontap-nas-economy’ %,
* {¥Z#F ontap-nas-economy B RIEE[E,
* IRBAT X2 SMB, Trident F 2B FiHHIREIR SMB H=,
* BT PVC AR, FEEIENGIRFEASEMH SMB £= ACL.
* R PVC BUERHIEER SMB HE ACL #t5EFIR PVC 89 ACL,
* REBE A% % SMB HEEHZHERI AD AF. ERAFBALAMNE ACL.

* WIREER. FESEM PVC MR/ AD B IRMARIIIR, MRRILTRN: PVC. #iEX, A
)=V

* Z% SMB % ‘ontap-nas it EESANIF, FERTIFREES.
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p
1. A FEMIRBIFRTR, 1 TridentBackendConfig F3#EE adAdminUser:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

2. TETFRESEHRIANANALE,

¥ trident.netapp.io/smbShareAdUser ERERIMEIFHESE, UWBLXBEHAREM SMB, JFE
trident.netapp.io/smbShareAdUser {EEMAFPENS *smbcreds ZiAPIEENAFR ZHER,
BRI UM AR HEE—I * smbShareAdUserPermission: full control. change 3§
‘reado PAIMXIRH full controls

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

1. 8 PVC,

101



UTFRAIRIET PVC:

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS Fc & xRl

T FRUNEITE Trident KR EIZEFEA ONTAP NAS IREhiEF ., ATiRE T IS SinRsTE)
StorageClasses H/GIRACERFIFIIFMIES. M 25.10 MiRASFH G, NetApp Trident Sz3F
"NetApp AFX FFER ST, NetApp AFX IFERGS HithE T ONTAP BUARS (ASA. AFF
1 FAS) EEMEENSMAEBFIARE,

opsd {X#F ‘ontap-nas IEEHIER (£ NFS 1Y) FBTF NetApp AFX &%; F3z3F SMB 1%

[EIRBCE LD

7E Trident IR ER, TEIETEEMNRSE NetApp AFX EERS, HEEIR ontap-nas 1EN
“storageDriverName'BY, Trident =B &l AFX FiER S, ELFIRICESHTERT AFX FER S

TRETRT EiRECE R

= W ik
version BB 1

storageDrive 7EBEIRGHFZRFHYRE TR ontap-nas, ontap-nas-

riame economy, =7 ontap-nas-

. 3FF NetApp AFX R4E, X flexgroup
p=d
ontap-naso
backendName  BE X &M FEFiH IXCHIERFRBFR +"_" + dataLIF
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managementLI
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datalLlIF

svm

autoExportPo
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autoExportCI
DRs

labels

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

username

password

storagePrefi
X

WiER

&85 SVM B LIF 89 IP #htik, thaJLUEERLR
EiFE (FQDN) . WNRMFERA IPv6 iRERET Trident
, MIBTLUEE SR IPve Hutlk, IPv6 Hilt T A FE
SHEN, Fu0
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9%9e7b:3555
lo BXT4E MetroCluster ¥J#E, iFE M MetroCluster
AN

Y LIF B9 IP ik, NetApp ZiIERE datalIF. Hll
RoRiZMH, Trident FM SVM FREX dataLIF, RILUETE
EATF NFS EHIZ(ENT2RE®Z (FQDN), 21F
Z 62118 DNS UEZ A datalIF # 1T H F i, of
UEVIRISEREN. 5W . WERFEA IPv6 ItER
&7 Trident, MBILUSEAFER IPv6 ik, 1Pv6 it
WA RERIESPHEX, fFlan
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
lo *# & MetroCluster, *iE&HMetroCluster 717l

Z{FFRY Storage Virtual Machine *¥F MetroCluster
HEE, *1EBRMetroCluster =fflo

BRBEMNSHEREEIEFEFH [Boolean], EA
“autoExportPolicy’ #1 “autoExportCIDRs %I, Trident
L B EIES H R,

B “autoExportPolicy Bt i3} Kubernetes 552
IP B9 CIDR %1%, {#H "autoExportPolicy
“autoExportCIDRs %I, Trident AL EIERSHEK

o

ENATENES JSON RRIrEE

FFIRIERRY Base64 fidH. AFETIERNEHE
IE

P inthiAR Base64 fwiZ{E. ATFETIEBNEHE
IE

Z{S1E CAIEFHY Baseb4 4bE{E, Bk, ATFETIE
B I0IE

EZFER/SVM ARG, BTETERNS MK
iE. B Active Directory S{3I0IE, BESIR "FH
Active Directory E#EMA/5Em SVM FEiE Trident"s

EERIER/ISVM RS, ATETEENS DI,
B X Active Directory S19503E, 1EZ " Active
Directory EiEMR/fGim SVM IGiE Trident"s

£ SVM FECEHENERNIR. RERTEAEN

U {&EF ontap-nas-economy # 24 NEY

s B LZFRTH storagePrefix B, qtree ¥

! REMNEFHERIR, REERUTER
R,

EININ

“10.0.0.1”7, “[2001:1234:abcd::fefe]”

EEHAULTRE SVM, WRKIEE

(FHE=)

MRIEFET SVM managementLIF

,» MPRE

false

['0.0.0.0/0", "::/0"T

“trident”
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aggregate

limitAggrega
teUsage

flexgroupAggreg
ateList

limitVolumeS
ize
debugTraceFl

ags

nasType
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WiER EININ

RTFEENRE (AhE, NRILE, WHmsis

SVM) . XF ontap-nas-flexgroup RHiEF,
IHEIETUG # 2 B8, SRR ES, Ml LAERER R
HIBR&RECE FlexGroup %o

YERES7E SVM EHE, EaE IR
16 SVM £ Trident P ETIEH, MLH
B2 Trident Controller, HETE
Trident FEE THER G RICEEH,

i MRRBEWEMZEZL SVM, NTE
i1 SVM BE8Y, FIRRFTE Trident A7
BEXRBRES. BOIRBREERNE
TF SVM LHERE, HEEHET2M
bR, UMEEIHMRERN.

REJ AFF FERGTHETE.

MRFERAERBIILESE, MEEELXK,. FERATF " (BMANER T AEGIHT)
Amazon FSx for ONTAP, R~EJ}y AFF Zf&&R4i1s
Eo

RFEENREYIR (Ahk; NFRLE, WHHoE
25 SVM) ., PEdts SVM MFrERAHBATERE
FlexGroup %, 1% ontap-nas-flexgroup 7Zfi&IR5H
2.

£ SVM FREFHREYIRE, @idiif
SVM HEhTE Trident FEFHFIER, ML
EEHE T Trident Controller, HIRTE
Trident FEE THFENREVIRRKELE
&Y, MIRBRSYRREGRZEZL
SVM, MTEii8 SVM BEK, EiRE
% ZE Trident FRAYRURS. BT
BREYIREHR N SVM EEFEMNTIR,
?}?L%i?rﬁ%éﬂﬂﬂf‘%, LR iR TR S Bk

MRBFBRPERNETIE, MKEXRK. " (BRAER R AREIHIT)

HPEHERRETE AR S, B30, {"api"false, 7
"method":true} BRIFIEFEFH I THIEHBRH R EIFANH
%, SNAEMER debugTraceFlagso

BdE NFS ¢ SMB &6, EINA nfs. smb 3§ nfs
nullo REAMN null BIAA Nrs &, WRIEE, X
F AFF GFHRAABRZIKEN “nfs.



28

=

nfsMountOpti
ons

gtreesPerfle
xvol

smbShare

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

WiER EININ

NFS #HEHIEINANE S 7PR5IR. Kubernetes 3 FAER ™
HHETEEEFEERPIEE, BINREMEEFTKRIEE
EEOEIR, N Trident ¥§ BB EIERFME S mALE X4
FIEERERIAT, NREMEENEE P RIETHE
KW, Trident EAREXREKIIFASLE LIREEME
LI,

1 FlexVol B& K Qtrees, #MTE [50, 300] SEEA  "200"

BILUEE A TRz —: £ Microsoft Management
Console 3 ONTAP CLI 88 SMB £ZMEFR; &
¥ Trident Bl SMB HEHEZFR; HEATLIGSHE
TLHIEREN AR HEZIHE, ST
ONTAP ZrER, tEEZE Amazon FSx for ONTAP
[EIRFRAER, FEENZ,

/3 ONTAP REST API H9%/RE%#1, useREST I&E true iEFTF ONTAP 9.15.1 RES
A “true BY, Trident {EF ONTAP REST API HRZAS, B[ falseo
ERimEE; 1884 false BY, Trident fEH

ONTAPI (zAPI) HRSEREImEE. ILINEEE

ONTAP 9.11.1 NMEShRAS, I+, FRERH

ONTAP BRAGWMINEEIIAIN ontapi NAERF.

XBEEFENXHE “vsadmin M “cluster-admin’

AEFRHE. M Trident 24.06 RRAF] onNTAP

9.15.1 WESREHIE, useREST FIANKEN

“true; & useREST BN “false LIfEMH

ONTAPI (zAPT) JEH. WMIRIEE, XF AFF =i

RPIRLIRE N true,

7£ ontap-nas-economy [GimRfERA Qtrees BIMIERARIE " (BRIANBER FARESHIHIT)
K FlexVol A7)\,

PRl “ontap-nas-economy [GiREIEHT FlexVol & L8
ZH Qtree, NFATEIEMN FlexVol BFEEHY
PV,

BB SMB H=5E214iRIANPRAY Active Directory EIE
RAFFARH. ERLSHANEER2EFINIRRY
SMB H =R EIR SR,

smb-share

BT EEENEIRECE LN
TR LAERECER defaults B RRXEETREFIFNINERE. BXTF, HSRATENEERG,

spaceAllocat
ion

spaceReserve

snapshotPoli
cy

L i
Qtree B= 8] EC "true”
T EFREBIRT; "none" (¥&f&E) X "volume" (&) "T"
EFEHH Snapshot K& nn
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28

=

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

tieringPolic
y

unixPermissi
ons

snapshotDir
exportPolicy

securityStyl
e

nameTemplate

Lz 2RIA
EHRIEINE DB QoS HKI&H, ~ME I EEMERE ™
%% qosPolicy B adaptiveQosPolicy HHH—1

ZHRENED BN EIERN QoS K&A. IENEE ™
A/ EmIERR qosPolicy 3 adaptiveQosPolicy F1A—
o ontap-nas-economy Fz#FItINAE,

HNREBEFENEB DL "0" 40 snapshotPolicy A
"none"; E:muyg "
BRI MERRIF D "false"

7I¥r# L B NetApp Volume Encryption (NVE); 2t "false”
IANA falseo WATERESE EIFRIFHEA NVE A REER
ik, NRERFIHBAT NAE, NIE Trident PACE
HEREEEEA NAE, BXEZER, EEH

. "Trident #{a]5 NVE #1 NAE B2 &EA"

E(FEA"none"l 9 B H&

BMER NFS 7 "777"; SMB HEAZE (R
iEF)

ZEHI3 . snapshot BRB9iHIA true, false (ERIKE).

EfFANS H R "default”

MENEE2H . NFS 215 ‘mixed #l "unix Z2#  NFS BAIAMEH unix. SMB FRIAE

o SMB Z#F ‘mixed # ntfs’ Z21¥ o A ntfso

AT eIEBEXERMRIER,

£ Trident H{EF QoS HRIELHEE ONTAP 9.8 EShiAS. BN IZFERIEEE QoS HRRAE, FH
&iF MIRIZRRA RN A TSNS Y. £F QoS FRKRARFIMITAIELENEEETEMN L

Ro

HECE T

UTRENXTBRIMERRB:
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../trident-reco/security-reco.html
../trident-reco/security-reco.html
../trident-reco/security-reco.html
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

3FF ontap-nas M ‘ontap-nas-flexgroups, Trident BLTEERFEYITE IR FlexVol 5
snapshotReserve B3 tEFN PVC IEMIAE K/, HAFIEK PVC B, Trident EHEMITEEIEZEEEZTIE
BIIEYE FlexVol, LbitEaI#fRA P WEI{17E PVC RIERMWAIE=E, mAe b FMiliERkpN=E, %
v21.07 Z&i1, HAFIEXR PVC (5305 GiB) BY, 315 snapshotReserve /3 50%, MI{YIKTF 2.5 GiB NA] 5=
8l XREANAFIEKNEENE, M snapshotReserve BZEHADe WF Trident 21.07, BF
EBRZAIEZT(E], Trident ¥ “snapshotReserve HMFENANENENE DL, WERFTERTF
‘ontap-nas-economyo. BB TRAILT BETIERIE:

HRERMTFR:

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

3tF snapshotReserve = 50% #1 PVC 353K = 5 GiB, 2&F KA 5/.5=10 GiB, BJAHKX/NAN 5GiB, XZ2H
F7E PVC 5 RHIERMIAS. “volume show SN BRFEMTF U T RBIMILESR:
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Vserver Volume qurpgatp

_pvc_89f1cl56 3831 4ded4 9f9d_©834d54c395f74
online RwW 18GB

_pvc_eB372153_9ad9_474a_95la_@8ael5elc@ba
online RW 1GB

2 entries were displayed.

Fk Trident B, FcaiREMIME RiRER ERGARRES, HTFHEEICIENS, MIABREENK/), LUEM
WEN, Fla0, WEM 2 GiB PVC 5 “snapshotReserve=50"§&iZit 1 GiB I EFal&, #li0, EHMAN
AN 3 GiB, AJ7E 6 GiB & L AN BERFRME 3 GiB A E=El,

/BB
UTRAIERTRAZSHEHRBENBRANENESEE, XBEXEHRNRESETT .

& YR EIT Trident E{EF Amazon FSx for NetApp ONTAP, #i8A LIF 15 DNS ZFFfA2E IP
’ Hoik,

ONTAP NAS &% {5l

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup 7!

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 15l

1R

150

FFFTLETRMLIE], A8 nanagementLIF 38E SVM HEBE dataLIF Ml svm ¥, fla0:

A LECE /RN, OBRAE "SVM EFIFE" BEE TR E Foh B EmE Mo

version: 1
storageDriverName:
managementLIF: 192.
username: vsadmin

password: password

SMB &R

version: 1
backendName: Exampl
storageDriverName:
managementLIF: 10.0
nasType: smb
securityStyle: ntfs
unixPermissions: ""
datalLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password

ontap—-nas
168.1.66

eBackend

ontap-nas

.0.1

109


https://docs.netapp.com/zh-cn/trident-2602/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/backup.html#svm-replication-and-recovery
https://docs.netapp.com/zh-cn/trident-2602/trident-reco/backup.html#svm-replication-and-recovery

E TR SIS

XE—M/NEHEEERGl, clientCertificate. clientPrivateKey
trustedCACertificate (AJi&E, WIRFEAZEMER CA) 9FVEFTE backend. json BHIRENEFim
. FAFAFNAIE CAIEHHY base64 {wiZ(E,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BE)S SRR

R BERIAIES Trident FAISS H R BICIEZMEES HEREE, X3 ontap-nas-economy
ontap-nas-flexgroup RaFZEFWEIFEA,

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4
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IPv6 =15l

I RBIERT "managementLIF £/ IPv6 ik,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

{EF SMB %/ Amazon FSx for ONTAP Rl

3+ F1EF SMB EH FSx for ONTAP, smbShare B EMNTER.

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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# 48 nameTemplate H/GiREZE I

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

B EN B RS

ETEETNRAIFEREN XM, AFEEEMSE TIENEIAE, F190 spaceReserve’ /3 none.
“spaceAllocation” /3 false &1 “encryption’ /3 false. FEIHMIETEEERD HE Xo

Trident 7E"Comments"FEEHIG B BT, Comments I ETE FlexVol EFTF ontap-nas B FlexGroup
FBF ‘“ontap-nas-flexgroup. Trident TEECERTREMNN LFEENFIEMEEFEIFH#ESE. AAEEL, &7
EEEAT UAS N EMMEXIRE, FHiEinEXEH#ToH,

TEXLEE R, —LFEMEE T BHCOM spaceReserve. spaceAllocation # encryption B, M—L
MBS T FIAE.
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ONTAP NAS Rl

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"



ONTAP NAS FlexGroup 7!

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:

spaceReserve: none

encryption: "false"
labels:

store: flexgroup store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:
protection: gold

creditpoints: "50000"

zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"

zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"

zone: us_east Ic
defaults:
spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"

zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"
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ONTAP NAS &5

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

55T E] StorageClasses

LUF StorageClass €EX &£ 7 [AEEMMH GRS, £ parameters.selector FE, 81
StorageClass AWML EMNMATATFHRES. SRAGMERINIPEXHEH,.

* protection-gold StorageClass B8RSt E] “ontap-nas-flexgroup [l RYE— NI E Z NEIH, XLk
ER—IREESRFRIPEM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass I§8251%] “ontap-nas-flexgroup [FiHHYE = NI E AN EI M, X
Lt B —IRHE S LUIMNAIPERBI A,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqgldb StorageClass #BREIE| “ontap-nas’ [GiRHYSE H N BN, XEM—/ mysqldb B FRFE
it EiE thER E AT,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

protection silver-creditpoints-20k StorageClass ¥FBRETE! “ontap-nas-flexgroup’ FimHHIE =

PMREBI, XEM—IRHIELFEIPF 20000 creditpoints BYH,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClass FEMETE! ontap-nas' f5ixHHYEE =N EIGHA] “ontap-nas-economy' 5

IRy SE N ESE. XM —AA 5000 MEA KRBV~ o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident RRTEEZRMEIM, HIBFRHEFHEER.

VIR E S FH datalIF
1SR LUIEAIAER B GBIz T A T en S B X dataLIF, LURHEEBEEHM datallF M /GiE

tridentctl update backend <backend-name> -f <path-to-backend-json-file-

with-updated-dataLIF>

JSON X1
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&1 R PVC HZZ—1IHZ 1 pod, WATXFIFFEHENE pod, RERKEENGZEN, UEHBN
: dataLIF &34,

24 SMB Rl

W8 ontap-nas IXENTEFF I GIRHACE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£/ ontap-nas-economy G FHSIHECE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

EREELNEIRECE
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

#A ontap-nas JXahizFRITFEE TG

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

BRI annotations' LIB AL £/ SMB, MR&EXR, TitHiRD PVC FigEMEE

it fal, Secure SMB #T/ALER TIE,
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B A ontap-nas-economy IKNiEFERITEESE R

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

B4 AD R8I PVC Rffl

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

BB %A AD R PVC iffl
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

Amazon FSx for NetApp ONTAP

3§ Trident 5 Amazon FSx for NetApp ONTAP &4

"Amazon FSx for NetApp ONTAP" @—I5EE2 BRI AWS RS, i&1TH NetApp ONTAP
FHEIRERASITNXHEF RS, ©IiRH ONTAP IhgE. MHaEfE ﬁ, BA AWS BeYT Jﬁ
AR EEE |”§Eo X RS2 Amazon FSx IRV EERR, ;dLF_FZIKiHJ ONTAP £, &
MERFZAE— DRSS MZEEIAL (SVM), 1 SVM 85— 1 S MEEXEE
i Yﬂlﬁﬁiﬁf Amazon Elastic Kubernetes Service (EKS) ':F' ﬁE’J Kubernetes
SBREB NN HFTIEAHECE ONTAP IFHRIA S

=R
BT "Trident 23Rk", E¥F FSx for ONTAP 5 Trident 5%, BAFEE:

* BRE kubectl H9IE Amazon EKS &E&5 B EIEM Kubernetes &EE%,
s AT MBFEM T ET 2iAIaAIIA Amazon FSx for NetApp ONTAP X4 4:#0 Storage Virtual Machine
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../trident-get-started/requirements.html
../trident-get-started/requirements.html

(SVM)o
* B4 "NFS ¢ iSCSI" &N ITFET S,

P JEHIFEE Amazon Linux 1 Ubuntu "Amazon Machine Images" (AMI) FR BT SRS B
! , BREURTFER EKS AMI K8,

SEEEM
* SMB #%:
° (VM ontap-nas REHEFZHF SMB %,
° Trident EKS MEHIAZHF SMB %o

° Trident {N32#5§ SMB HHHEITE Windows TI= LiG1THY Pode BXIFAESE, BB "EELE
SMB %"

* 1 Trident 24.02 Z /i, 7EBAT BEIEHDE Amazon FSx X R4 L RIERETTEW Trident MiIBR. EF5LE
Trident 24.02 ¢ EShRASFPRIILLIA)EL, JE7E AWS FSx for ONTAP HY/GimEC & XA H1sE
fsxFilesystemID. AWS apiRegion. AWS apikey #l AWS secretKeyo

=5 WRE R Trident 38E IAM B, MATLAEEES Trident BBH1EE apiRegion. “apiKey'#
’ ‘secretKey' FE. BXIFAMER, 1ESIA "FSx for ONTAP FLEIEINAIRE"

[EIBYfEF Trident SAN/iSCSI #1 EBS-CSI IXchizF

INREHKIE ontap-san EEHAEFE (H140iSCSI) 5 AWS (EKS. ROSA. EC2 LA HLSCH]) —i2fEm,
M5 = L PRI Z BRREC BRI RBES S5 Amazon Elastic Block Store (EBS) CSI IRahiZF AR, 77T HHRZIRET)
BEERSTIE—T R LR EBS &, BHFEEEZHRFIZEFTHR EBS, IRHIERT— ‘multipath.conf SX {4
, HHPEEFERN Trident 1IRE, [FIIE EBS MEHBREZREZIM:

defaults {
find multipaths no
}
blacklist {
device {
vendor "NVME"
product "Amazon Elastic Block Store"

B L03IE
Trident et 7 M B P IRIEET.

s BETEE () . 7£ AWS Secrets Manager R MFEEIE. oI LUERXHRAD fsxadnin AP
N SVM BEE R vsadmin FAF,
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Trident FELL vsadmin SVM BF SN HUAEBHEEAENAREZMTNBF SE
&®a 1T Amazon FSx for NetApp ONTAP H— fsxadmin FIF, ©& ONTAP admin $&#H
FRBEREN@R. HITBZVEWRE vsadmin 5 Trident —{EEMA,

* EFEP: Trident A SVM EREMIEPRS FSx XHRF LR SVM H#H{TE@(E.
BEXBRASMRIENEAEE, BSRENIRIEF LR SHIIE:
* "ONTAP NAS B3 I803IE"
* "ONTAP SAN &4 53iE"
2li# Amazon Machine Images (AMIs)

EKS BT IFRTRERS, 1B AWS B WA E8HM EKS 1L T FHLE Amazon Machine Images (AMI)o LR
AMI BEi&3Z NetApp Trident 25.02 iz,

AMI NAS NAS-£2;% 8! iISCSI iISCSI-&25% %
AL2023 x86 64 ST £ 2 2 =
ANDARD

AL2_ x86_64 ! 2 =" ="
BOTTLEROCKET x £ 2 TEHA &M
86_64

AL2023 ARM 64 S 2 2 2 =
TANDARD

AL2_ARM_64 2 2 = =
BOTTLEROCKET A £ 2 RiEA RER
RM_64

T URAEFBEIT R, WEERER PV
o RiEATF Trident ks 25.02 B9 NFSv3,

s SNREFAFRRY AMI RIELEATI L, XAREREEARN;, ERERRKREEHAREITMH, It
! FIRAIENERN BT AMI BYFER,

AT fER -

* EKS hig#s: 1.32
* REF5E: Helm 25.06 FI{EH AWS $EfF 25.06
* 3F NAS, BMlif NFSv3 #1 NFSv4.1,
* 3FF SAN, MK T iSCSI, mRMix NVMe-oF,
BTN :
* BlJ&: Storage Class. pvc. pod
fB&: pod. pvc (E#. gtree/lun — economy. T AWS F{HHI NAS)
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EHEZER

* "Amazon FSx for NetApp ONTAP 314"
* "% F Amazon FSx for NetApp ONTAP HYi#ZE Sz E="

Bl 1AM FaF] AWS Secret

AT LB EN AWS IAM B EFITEDIRIUIE, MASIRHARAY AWS EiF, K&
Kubernetes Pod LLif[aE] AWS &iF,.

#&x EEH AWS IAM BE#HITEHINE, HIER EKS ZBE Kubernetes 5E%,

BlZ AWS Secrets Manager Z5$H
BT Trident BEEXT FSx vserver &7 API RAEEIEEME, FLILFEEZZIEA RITLIRE, FEXEERENR

2757528 AWS Secrets Manager Z0. Fltt, MNREEZHE AWS Secrets Manager 31, NEFEECIES
& vsadmin K EHER) AWS Secrets Manager 48,

Lt RN AWS Secrets Manager ZH5 LATZ#E Trident CSI &1E:
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string

"{\"username\":\"vsadmin\", \"password\" :\"<svmpassword>\"}"

BIEE 1AM 5EBR
Trident XFE AWS RABEIERIETT. Htt, BEECIE—KRES, 7 Trident 12T RINER,

LUITFR{BI{ER AWS CLI B2 IAM SRR :

aws liam create-policy —--policy-name AmazonFSxNCSIDriverPolicy --policy
—-document file://policy.json
—-—-description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

&A% JSON = fl:
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"Statement": [
{

"Action": [
"fsx:DescribeFileSystems",
"fsx:DescribeVolumes",
"fsx:CreateVolume",
"fsx:RestoreVolumeFromSnapshot",
"fsx:DescribeStorageVirtualMachines",
"fsx:UntagResource",
"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"

1,

"Effect": "Allow",
"Resource": "*"
b
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

id>:secret:<aws-secret-manager—-name>*"
}

1y
"Version": "2012-10-17"

7RSS MK KB (IRSA) Bl Pod Identity 5% IAM

&AL Kubernetes RSk BCE J9 BB EKS Pod Identity 8 IAM role for Service account association
(IRSA) B9 AWS Identity and Access Management (IAM) Ffa, 7Af5, ECENERARSMHA AIE[ Pod #RETLL
iR AEERGRRBIER AWS BRSS.
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Pod 514

Amazon EKS Pod Identity XEXIRH T EIEN AR EIETIEE, £IMTF Amazon EC2 LHIEEE XM
Amazon EC2 LR ERE S (.

£ EKS 8% LR Pod Identity:

AT LGB AWS =5 &SR LT AWS CLI s8I Pod #7IR:
aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

BXEMEE, 1B5B% &E Amazon EKS Pod Identity Agent"s

BI# trust-relationship.json:

B3 trust-relationship.json LB EKS Service Principal 738 Pod Identity Bttfat, SAEERLIEESR
BREEAE:

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json XX f¥:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
b
"Action": [

"sts:AssumeRole",
"sts:TagSession"

RAaRERHINE 1AM At
B E—ThevmaREMmEIECIEN IAM B!
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aws iam attach-role-policy \
--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy \

-—-role-name fsxn-csi-role

B pod FRiRXKEX:
7T IAM B &F] Trident ARS MK  (trident-controller) Z[&]8I%E pod &5 X<E%

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

BRSSP X B% (IRSA) Y IAM & &
{&F3 AWS CLI:

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json X5 :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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BH trust-relationship.json XHHHLTE:

* <account_id> - & AWS K ID
* <oidc_provider> - EKS £&£1) OIDC, &8 LUEIT Iz T T e 3KEX oidc_provider:

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
-—output text | sed -e "s/“https:\/\///"

B IAM &5 1AM RIRYPE |
tIEAtE, ERLMIRFRE (EFLRTEPLEN) MnEsea:

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

JIE OICD fRIHtEZE LD KEK:
FIEERY OIDC {RMHIEF B R SRR KK, ErRILUEAUTHLRIEE:

aws iam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

NRBwHE AT, BERU TR IAM OIDC KEXEIERYEFE

eksctl utils associate-iam-oidc-provider --cluster Scluster name

--approve

YNREER eksctl, BEEMALUTRAIE EKS FAMRSKFCIZ IAM B!

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

23 Trident

Trident {85147 Kubernetes H Amazon FSx for NetApp ONTAP (& &I18, FIEMF LA
AMNERREBE I TNRERSE, EnIERUTAEZ—%EE Trident:

e Helm

130



* EKS HAnI

NREEARERINEE, FRE CSIRBITHFIZBMBTL, HXFMES, BHEN " CSI EEAIRIEIIEE"

81T helm &% Trident
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Pod 519
1. 500 Trident Helm T2fEREE:

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. {BERLUTREIRE Trident:

helm install trident-operator netapp-trident/trident-operator

—--version 100.2502.1 --namespace trident --create-namespace

TR LAGER helm list A LBRREFMER, FINRR. dR=E. BR. RS NARSHIELT
RS

helm list -n trident

NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-
100.2502.0 25.02.0

BRS3 MK F XEX (IRSA)

1. "0 Trident Helm 7EfEE:

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. 1% & cloud provider 1 cloud identity F{&:

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:

arn:aws:iam: :<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
--namespace trident \

——Create—-namespace
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TRILMERA helm list BLERREFAMER, FINMBH. ssR=iE. BR. KRS NMAMRAEE

1-_I-Hﬁ"50

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

MR RIER iISCSI, BHREEENEFIHEITENLEZBAT iSCSl au%uﬁﬁﬁmm AL2023

Worker T3 ER S, MALUEITE helm REEFRNN node prep SR BEHR

&

I+ iSCSI i

helm install trident-operator netapp-trident/trident-operator

--version 100.2502.1 --namespace trident --create-namespace —-

set nodePrep={iscsi}

BT EKS MiNAHZREE Trident

Trident EKS NIEHIM B ERHNELZ LT BiRBE, HET AWS Lu‘t‘l‘ﬁ Amazon EKS BE2& . EKS il

HIE SRS IR I — A IR Amazon EKS B VR 2MIRE, HRDRE. EEMEMMBIFFRHNLIE

=1
ARSI
£ AWS EKS ECE Trident iIEINZ A, BHERAEUTHRMA:

* BEMNITIRAY Amazon EKS SE&K
* AWS %t AWS marketplace BIIXFE :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 2£8Y: Amazon Linux 2 (AL2_x86_64) 8% Amazon Linux 2 Arm(AL2_ARM_64)
* TEHEE: AMD 5t ARM
* B Amazon FSx for NetApp ONTAP X4 & %:

79 AWS [Z A Trident NEIN
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BEEHE
1. 7F https://console.aws.amazon.com/eks/homett/clusters ¥JFF Amazon EKS 1ZT#I&

- HEMSMERES, %4 Clusters,

. ERBENEEE NetApp Trident CSI AN INAIBEERIZ TR,

- t#¥ Add-ons, PA[51%#E Get more add-ons.

- R T S EOEEMINA G :
a. [ AENE AWS Marketplace add-ons 2843, SASTEIEZIEREN "Trident"s
b. %9 Trident by NetApp 1&4 _t AR EIEAE,
C. 1% Next,

6. £ Configure selected add-ons IRETUE L, HITUTIRIE:

2
3
4
5

= pud MREERARZ Pod Identity XEBf, EPT XS,

a. EFEEEF AN Version,
b. NEREMA IRSA BRIEIE, BEHARENIEEREIRETIKETANGEE:
EFRIEEEF AN Version,

* R INAHECERN, 3§ *EEEE*"‘B%E’J*conflguratlonVaIues*ﬁ*ﬂlleﬁf TIE E—FFEH
SIENAE an (BREAUTER)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

ﬁﬂ%ﬁxﬂlﬂ SRR T FEFES, WAILER Amazon EKS IS BB ZIE M —1NEZE MR
B, MIRKRBALED, HESOUAEKEFTFR WJ?%ET’E’I—:%'E)"'SZO 1A LAE R E ARV IR IRTH SR HR
MR, EEFRIEINZ AT, BHIR Amazon EKS bﬂﬁkIﬁT BEEENEERE,

7. %% Next,
8. 7£ Review and add T1E L, %#% Create,

M ZETAE, ERHEEIERERINHIT

AWS CLI
1.8# "add-on.json {4 :

31F Pod Identity, i5HERLTEI:
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& A

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

¥F IRSA BHIGIE, IEFEAUTE:

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role
"cloudProvider": "AWS"

&E B <role ArRN> BN E—FHEIEHIAER ARN,

2.2%E Trident EKS [MinZE {4,

aws eks create-addon --cli-input-json file://add-on.json

eksctl
T RFlen<$ &3 Trident EKS A& :

ARN>'",

eksctl create addon --name netapp trident-operator --cluster

<cluster name> --force

5 Trident EKS MifiNZA {4
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BIBTHIE

1. TH Amazon EKS 1Z#l& https://console.aws.amazon.com/eks/home#/clusterso
TEEMSMERET, %E4Z Clusters,
ERE N EBEH NetApp Trident CSI MNEIRAIEEEERI R FRo
%$% Add-ons EITF,
%% Trident by NetApp , ZAE1%ERE Edit o
£ Configure Trident by NetApp TUE L, HITUUTIRIE:

TR ETREEFRY Version,

BFF Optional configuration settings FiRIEEEHITIER,

o o & w N

o o

3]

i%#¢ Save changes,

AWS CLI
PUTFRBIEH EKS AN :

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role-arn: <role ARN>'\"}"

eksctl

* & FSxN Trident CSI M{MNAHRIZHATARAS . R my-cluster BRNIERIERE R o

eksctl get addon --name netapp trident-operator --cluster my-cluster
bR
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

s BmEImMEHE E—FimH R UPDATE AVAILABLE FiR[EIMIRRZS,

eksctl update addon --name netapp trident-operator --version
v25.6.0-eksbuild.l --cluster my-cluster --force
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WNERIEMIBRIZ —-force &I, HEMEM Amazon EKS INEIEE S AIREHZ, NEH Amazon EKS
MEIRNK; E2WE—RKEBIREE, UBBERIPR, TEELENZE], 15#R Amazon EKS /NE;
MAEELFEEENRE, RAXERESHILENMES, EXIRENEMENIIFHAEE, FEW"
{fF"s Bk Amazon EKS Kubernetes FEXBEIBRIFME R, 1520 "Kubernetes FEXEIE",

ENEMMIBE Trident EKS i
B IR Amazon EKS fNZ; A LR ;

* (REEEEEE FAIMIIOERG — LRI AT PR EAIZ BRI Amazon EKS 'fé‘fio TiRMIER T Amazon EKS i@REE
MHEL B ENEEEH Amazon EKS IIEIAIIHEE, BR, ERFEER FMEINARG, Jﬂ:ﬁ'ﬁ_lﬁ
EMNEIL N EREENLLE, A Amazon EKS HIE I, ﬁﬁﬁlﬂ:ﬁlﬁ MIINBAGER=EN. REHL
B --preserve I LR B MNEIN,

* MEBHSTLEIRMINNERG — NetApp BV A EHIERE LR B RBIZMINA SRR, 4 MEEFPZR
Amazon EKS MiNEH. M “--preserve en S H#5ER “delete &I LAFE BRIZ M INA

#F  WRMMAKRBEXEKRN IAM IKF, WARSBIBRIZ IAM KA,

EEEHa

1. 7E https://console.aws.amazon.com/eks/home#/clusters ¥TFF Amazon EKS 1Z#I&

2. TEMSAMEETR, E4Z Clusters,
3. EREMIFRE NetApp Trident CSI MNEIAIBEERIZ R,
4. 3%&$F Add-ons IETR, FA/Fi%EEF Trident by NetApp.
5. %&#¥ Remove,
6. 7t P& netapp_trident-operator H&i\ FHEED, HITIUATIRM?E:
a. INRALE Amazon EKS ELEEIRMNHINAYIZE, 151%E4F Preserve on cluster, WMREFMNEHIE
HREESE L, WEAUETEEMBIMNAEIRE, BEHRITIHEE.
b. %\ netapp_trident-operator,
C. %£#F Remove,
AWS CLI

¥ my-cluster BMABENRIE, ABEBITUTSRS.

aws eks delete-addon --cluster-name my-cluster —--addon-name
netapp trident-operator --preserve
eksctl

LU T e $EIE; Trident EKS ANZIA:

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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[B=geiiEN

https://kubernetes.io/docs/concepts/storage/storage-classes/ ["Kubernetes
StorageClass M&R""] MMREGREFHIETEGEFNAEES. AN ERAEZRTIFEER
Trident EENERIZEFMN Kubernetes StorageClass MK

8li# StorageClass X%

LH1&79 FSx for ONTAP 8132 StorageClass B, Trident ¥ Bt ZEiIHAE,

& MREBFEBEFMEGR, 1585 [create-a-kubernetes-storageclass-without-automatic-
’ backend-configuration] #8453 T fRU1{A S B EI3E Trident [FimAIF#ESS,

1STEFREE StorageClass £%5

Bll}# StorageClass BRIBEEEX AT =15

S AIETR i)
fsxFilesystemID = string
storageDriverName = string
credentialsName = string
1ERE AIES K

i ER
FSx for NetApp ONTAP X4 %% ID
Trident IZERENFER (fl90, ontap-nas 3¢

ontap—san)

18 FSx for ONTAP E#ERY Kubernetes
Secret F9Z R

&R LLBIY StorageClass f£# Pl %ERGimS%L, 7 StorageClass parameters S HERBERIEBEEX AT
B, BXEHESHRNTEIIR, EER: "FSx for NetApp ONTAP FimELE",

) StorageClass EZE X 14,

UTRBIZRT A B EIHACER StorageClass,
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YAML

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-fsx-demo
annotations:
description: "Demo StorageClass for FSx for NetApp ONTAP"

provisioner: csi.trident.netapp.io

parameters:
fsxFilesystemID: "fs-0abcl23"
storageDriverName: "ontap-nas"

credentialsName: trident-fsx-credentials
allowVolumeExpansion: true
reclaimPolicy: Delete
volumeBindingMode: Immediate

JSON
{

"apiVersion": "storage.k8s.io/v1",

"kind": "StorageClass",

"metadata": {
"name": "ontap-fsx-demo",
"annotations": {

"description": "Demo StorageClass for FSx for NetApp ONTAP"

}

by

"provisioner": "csi.trident.netapp.io",

"parameters": {
"fsxFilesystemID": "fs-0abcl23",
"storageDriverName": "ontap-nas",
"credentialsName": "trident-fsx-credentials"

by

"allowVolumeExpansion": true,

"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate"
}
Bl StorageClass

BIBEENXME, BIaTU T o< KEIBEES,
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kubectl create -f storage-class-ontapnas.yaml

IMIE, BRIZTE Kubernetes # Trident F&BE Z| basic-csi 77(&3E, FH Trident NiZE2&2 &I T EHAIM,

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

[ StorageClass f&, Trident 2BaheliEGiR. ARG, ERJLIEIES|AIt StorageClass BY

PersistentVolumeClaims,

QJIIE}:JHEEEE%IL;\
Trident 7 StorageClass ;FBRHIZRGiHtIERNER

FroE iR
trident.netapp.io/configuratorStatus FOELER (Success B Failure)
trident.netapp.io/configuratorMessage FAREHEIRER
trident.netapp.io/configuratorName AEPED B 28 R TRV R R
trident.netapp.io/managed R/ StorageClass H Trident B2

trident.netapp.io/additionalStoragePools NItEIHAIEATZEM

gg_llIE'ikn_.\ ) EE\_'?—I

kubectl get storageclass ontap-fsx-demo -o yaml

1A trident.netapp.io/configuratorStatus BI&EN “Successo. WIR{EN Failure, BIEE
‘trident.netapp.io/configuratorMessage' LA T #8510

FINEM FSxN XHZR%
WNREHSFAMERRY StorageClass MR REERINIEERE, 1ERMNEM FSXN XHRS ID,

¢m3E StorageClass F RN T ER:
metadata:
annotations:

trident.netapp.io/additionalFsxNFileSystemID: '["fs-

19:9:9:9:9:9:9:9:0.0.9.9:9:0:0:0-0- 4l Il
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NAENGE, Trident EFSIRAECE H E# StorageClass JF &,

BRIEE SRS

* MiprE B BohEimAcER StorageClass iBFE SMIBRXELH Trident [Gif. XTI SR EMEIEZFH PRTIET
BT IEN E,. 7EMIERITER StorageClass Z a1, BRIERM,

* IBERAT NetApp ONTAP (9 AWS FSx A ZiFBEIRACE.
&% E BofEinAc ERY Kubernetes StorageClass

YR EHIhBIFE Trident f[5imA0 StorageClass, BEIRBLL TS BIZ1E,

T iEBE D EIRECE R TIERIE

Trident M StorageClass EXHSHEIHRACE. HEMN A StorageClass BY, Trident IIEFAFRIISE, CIEGIH
, FHERKREFERE StorageClass.

Trident 2 8 —>X VolumeSnapshotClass, Trident 254289 StorageClasses EE EAR—1
VolumeSnapshotClass.

Bl7E Trident /5l
EQIEE Trident [5if, FE6/3E JSON T YAML XHEEEX 4. XU EFEEIEEFFNEMHEIEE (NAS 3¢ SAN

)« XHRGMIREVZAHHY SVM LUIRAER X HHITEMINERN TS UWTRAIETRIIMAE X ET NAS 8
TFiEHER AWS ZEIRFRIEFMEEIZ AR SVM!
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YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1l",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name",
"type": "awsarn"
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FSx for ONTAP IXshiEF ¥ 4= 2

AT LUER LT IRshAZRE 4 Trident 5 Amazon FSx for NetApp ONTAP 55k

IXshiZF RN tER

ontap-san FMEREM PV #2H B 2K Amazon FSx for NetApp ONTAP #HH9— LUN, #=
FFiR1FE,

ontap-nas EEBEME PV #2528 M Amazon FSx for NetApp ONTAP %, #7=AF NFS
SMB,

ontap-san- FMECERM PV #2—1 LUN, S Amazon FSx for NetApp ONTAP & E B nJAc &%

economy =/ LUN,

ontap-nas- REENE PV #2E— qtree, &> Amazon FSx for NetApp ONTAP £ E B TJELE#K

economy =M gtreeo

ontap-nas- F1CEEM PV #2—1N52EM Amazon FSx for NetApp ONTAP FlexGroup %,

flexgroup

BXREEFNIFMER, FEBE "NAS Eapi2E" F "SAN IKEiEE",

Bl EH
SREEX MG, BITUAT < UEIZEMILIE Trident FIHACE (TBC):
* M yaml X{EIE Trident RIRECE (TBC) HizfTUTa<

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* WIFEMINEIE Trident [RIREZE (TBC):

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-

b9ff-f96d916ac5e9 Bound Success

BEXEMEEBEEREINMIFAEE, 5B WL [Backend-advanced-configuration-and-examples] #8473
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FEFMEE T B EIREE
LAF25 Trident #1 FSx for ONTAP L& FAMTF KA E Tl

NFS 773

SR AER LRI ER NFS %L E StorageClass (BXEBMMNRESIR, BESR TEH Trident BHEZ 72
) -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

iEATF iSCSI 1Y Storage Class

AL REER iISCSI %K E StorageClass:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io

parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

{EF3 NFSv3 1 AWS Bottlerocket BUTFfiEZ

ZE7f AWS Bottlerocket EAZE NFSv3 %, HEFTER "mountOptions ARINEITFEESS
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apiVersion:
kind:
metadata:

StorageClass
name: ontap-gold
provisioner:
parameters:

backendType:
"ssd"

provisioningType:

media:

snapshots: "true"

mountOptions:
- nfsvers=3

- nolock

Trident StorageClass Bt
XEES LA TE N 2 FAMRLE Trident &

B%
R

KA
string

provisioningType string

backendType string
snapshots HIRE
refE miRE

storage.k8s.io/vl

csi.trident.netapp.io

"ontap-nas"

Tzl

BEEMNFMENRECEL EXRENE,

(= Rt

hdd. hybrid. ss MEZILERR

d nE; REEMK
ERERE

B M FFILERE

ontap-nas BT It

» ontap-nas- I=

economy

» ontap-nas-

flexgroup

» ontap-san

, solidfire-san

» azure-netapp-
files, ontap-san-

economy

true, false M IFEFRE
&

true, false MR RS

BN
EER

Bfs

BERA

BEA

LS

EECETE

REBHE

RS

<#Hh

ontap-nas

» ontap-nas-
economy

» ontap-nas-
flexgroup

» ontap-san

» solidfire-san

thick: FR
ONTAP; thin:
Fr 8 ONTAP #
solidfire-san

PR IRENIZR

ontap-nas
+ ontap-san
. solidfire-san

ontap-nas
« ontap-san
. solidfire-san
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B it (=|

mz= I/R1E true, false
IOPS int IEEEEK

. ONTAP Select 8% FSx for ONTAP RAEAHF

refit BN <¥#HH
MXIFMEE  ERSRAMERNE  ontap-nas

» ontap-nas-
economy

» ontap-nas-
flexgroups

» ontap-san

HMEESSRIELLE  HRIEXLE IOPS solidfire-san
EIRH IOPS

1525 "Kubernetes #l Trident W&", T##1FERUNMAS PersistentVolumeClaim 32 E, LAKAFIEH Trident

FEEEHNZHIFE,

ellfe 2 ES

BdE StorageClass f&, f&RILATE Kubernetes FEIETE,

TR

1. XZE— Kubernetes %R, FEILIEFERE kubectl £ Kubernetes FRIEE,

kubectl create -f storage-class-ontapnas.yaml

2. M1E, WNIZTE Kubernetes 1 Trident H#BE ! basic-csi 122, FH Trident NiZBELX LI T iR

Ao

kubectl get sc basic-csi

NAME PROVISIONER
basic-csi csi.trident.netapp.io
fiE SMB %

] LAER ontap-nas WIEFECE SMB &, B2

n
o

[EimEREC BRI
BXEIHECEED, ST

28 LA
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storageDriverName

backendName

managementLIF

dataLIF

autoExportPolicy

autoExportCIDRs

labels

WiER
FEREDAE B R AR

BE X B2 F e

&£8¥5) SVM EIE LIF 19 IP dthdit,
R fEE T REEZ (FQDN
) o WIRfEMA IPV6 IRERET
Trident, MATLUZEIER IPv6 it
ik, IPv6 HIMEATUAFIES E X,
B30
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555], SNR{FTE
fsxFilesystemID FHY ‘aws®
FEPRMT ‘managementLIF
, MTEEBIRM managementLIF
, B Trident &M AWS 1ZF& SVM
%:%\o Jﬂ:: ﬁ]-\"\\;fﬁ\ﬂg SVM —FEI‘JJEE
P (f5130: vsadmin) 1RMHERE, #H
BZRAR AR vsadmin A,

1Y LIF B9 IP i3k, ONTAP NAS
IXEHFERE: NetApp BIIEE
dataLIF, WNSRKiftt, Trident M
SVM $KEX dataLIF, AILUIEEEF
F NFS HEHIRENTLRETA
(FQDN), RiFELIE 1 DNS LU
%1 datallF #1THE T, A
UEVIRISEREN. ONTAP SAN
RohiER: A& iSCSI 5

Eo Trident 5 ONTAP Selective
LUN Map R&IMEIL ZRESIERR
TEHY iISCSILIF, INREBAHENX T
dataLIF, M=%MES. WNREH
IPV6 IREZREET Trident, MITTLAIE
BHER IPv6 i, IPv6 Hihib4Zm
LIAESEN,
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555],

BB eSS EREeIZENEN
[Boolean], f#f "autoExportPolicy’
#0 “autoExportCIDRs &I, Trident
A B EES R,

B “autoExportPolicy Bt BB Fid &
Kubernetes T35 IP B9 CIDR %13,
£/ “autoExportPolicy #1
“autoExportCIDRs i1, Trident 7]
MU BEES H R,

gmﬁﬁj—%a@&% JSON BIAFE

Nl

ontap-nas, ontap-nas-
economy, ontap—-nas-
flexgroup, ontap-san, ontap-
san—-economy

IXCHIERFRBFR + "_" + dataLIF
“10.0.0.1”, “[2001:1234:abcd::fefe]”

false

"["0.0.0.0/0", "::/0"]"
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28 LA Nl

clientCertificate E P ImEPH Base64 ‘mi%{E. F
FEFEBHOEMRIIIE

clientPrivateKey EFimfh(A8Y Base64 ‘mi3{E, A
FEFEBNSHIIE

trustedCACertificate Z{={E CA IEHH Baseb4 fmhd{E,
A%, BFEFIERHNEHIIE,

username HIREERfE SVM VAR &, AT
ETFEIENSHIIE, fli0

, vsadmin,

password EIZ RS Y SVM WERE, ATE
FEENSFHIDIE,

svm EfF R Storage Virtual Machine  #ASREE T SVM managementLIF
> MREE,

storagePrefix £ SVM HEEFENFRANEIZ, trident
SIZELEEBR. EEMLLSH,
ERENE—NIER.

limitAggregateUsage *157079 Amazon FSx for NetApp BMER,
ONTAP $EE. *#EHHY “fsxadmin’
M vsadmin' FEENRESERE
%#@ﬁTMaﬂWﬂEﬁ%%W

limitVolumeSize MRIBEKRWEX NS TFUE, Wig " EOAER T REEHIT)
BXW. ERHIES gtree F1 LUN
BIEMNEHNRAKXN)N, HEZ
‘gtreesPerFlexvol I 71 B E X
1 FlexVol EHIEK gtree

lunsPerFlexvol & FlexVol volume BY&A LUN %k “100”
WAZITE [50, 200] SEEIN. 1XPR
SAN,

debugTraceFlags HWEHERIE AN RIS, flin =

, {"api":false, "method":true} B&3E
ETE T PEHIRH R B AN E
TEfE, SNAREFR

debugTraceFlagse

nfsMountOptions NFS E#HEMBIES 73R!

o Kubernetes IFAEHIIEE LI
BREFMEPIETE, BUNREFHE
LrRIEEERIED, N Trident &
ELREMEREEEIRICE X FHis
EBVEHIED, REEXLAEE
MXHHRIEEFEFIET, Trident 3§
AEEXBIFEASE LIRETAE
LN,
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gtreesPerFlexvol

smbShare

useREST

aws

credentials

AT EREENEIRECE RN

TR LMERECER defaults B0 FRIXEETRIZFHZAIANRE. BXRE, BSH TENEERG,

(L)

#
spaceAllocation

spaceReserve

snapshotPolicy

WiER Nl

BdE NFS 3¢ SMB H6li2, %EINA  nfs
nfs. smb B null, *XF SMB

£, WINKEN “smbo “IREN

null 2XIAA9 NFS %,

B FlexVol £ K Qtree £, & "200"

JRTE [50, 300] SEEIR

TR LUEE LTz —: £ smb-share

Microsoft Management Console
ONTAP CLI 88y SMB =&
#R, SAIF Trident B SMB HZ
B2, Amazon FSx for ONTAP
EinEELSE,

f£F3 ONTAP REST APl B9%5/RE  false

o HiGEN ‘true'BY, Trident 3§
/3 ONTAP REST API 5/5igi#1T
B, IEINEEFEE ONTAP 9.11.1
NEShRAE, L5, PR{ERR
ONTAP B RABKIEETE 0]
‘ontap' TR, XiEILFE XY
‘vsadmin'# “cluster-admin' B &k
ﬁEO

f&BILUTE AWS FSx for ONTAP EY
FEEEXHHRIEEUTHE: -
fsxFilesystemID: 87 AWS mn
FSx X &A%Y IDs - apiRegion "
: AWS APl i #E R, - apikey ™"
: AWS API Z$H, - secretKey

: AWS E,

FEEETZHETE AWS Secrets
Manager 189 FSx SVM &1, -
name: MZB) Amazon FIREZ TR
(ARN), EhE& SVM BIEiR, -
type: ®RE N awsarn. BXIFH
58, BB "6 AWS Secrets
Manager 20",

AR A
LUN BY= 8] 93 Be true

FEIMEBIE; "none" (¥5f&) =  none

"volume" (&)

E{FEMAM Snapshot K& none
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gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

unixPermissions

securityStyle

BcE PVC

WiER EININ

ERNEIENEDER QoS K&,
NENEFENHEImIERE qosPolicy
8} adaptiveQosPolicy FIBI—1, 7£
Trident AfEA QoS HRIRATE
ONTAP 9.8 EEA A, ELi%fE
FHEHZ= QoS ZHKE&4AH, HARIZE
BRIV A TS MRS H
= QoS FKEARFIHITFAELIER
HEBEHEM IR,

EROIENEIECHEIEN QoS &R ™
B84, A/ EFEBEEIRER
qosPolicy ¥ adaptiveQosPolicy
#)—4 ontap-nas-economy A%

Rt Thag.

NIREBORENEN B DL R snapshotPolicy i@ none,

else™
BRI MERRIRD = E false
7I¥%& B NetApp Volume false

Encryption (NVE); ERIAK
false, WNTEEIE LIFAIHER
NVE 7 gefERILLET, NRERIR
BT NAE, NI{E Trident FECE
HEREEHFEEA NAE, BXE%
B8, B2 "Trident #0{A15
NVE #1 NAE E2&fER"

BF LUKS &, 8&L #H
Linux Unified Key Setup (LUKS)",

PR SAN.
EEAIDERE none
%)E%E’\J*Eiﬁo F SMB %, 159

mENZ2EE, NFS £iF "‘mixed” NFS ZRIAEN unix. SMB BRiAE
M unix £, SMB ¥ H ntfso
‘mixed #1 “ntfs' ZEF

KT EEEXNMAEIEFERAEEE Kubernetes StorageClass Ki53K PV BY
PersistentVolumeClaim (PVC) BYi%BR, S0RAEIH, EHEERIAEIZ PV HEEZ pods

gl PVC
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https://kubernetes.io/docs/concepts/storage/persistent-

volumes [" PersistentVolumeClaim "] (pvc) BihR&ERE L PersistentVolume
HiEK. pvc AJUECEABERIFE AN IHIRIRINRITEE, (£ KEXRY

StorageClass, EHEERAILITHIEY PersistentvVolume A/NMIARIRIAHNEZRE
— BNt REsKAR S FKlo

B3 Trident [5i%#0 StorageClass f5, ERILIEIE PVC, 8 PVC &, ErILUEEIESH R Pod A,

mEE
UTRAIERTEARH PVC BCERDL

# RWX ifia]Ry PVC
WRBIERT—1N5% 75 basic-csi'B StorageClass HHXBXIEHR RWX iFRIIRRIEZS PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

PVC & iscsl Rl
RAIETRT—1N58 7 protection-gold B StorageClass t8XEXHIE A RWO 148X ERY iSCSI &7 PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: protection-gold
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Bl PVC

$HIE
1. 83 PVC,

kubectl create -f pvc.yaml

2. I PVC Ko

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

1525 "Kubernetes #l Trident 35", T##1FELRUNMAS PersistentVolumeClaim 32 E, LAKFAFIEH Trident
feEEMNSEIEE,

HBENAERF

BIERTZMEZEH PVC [T, EaILUE PV £33 Pod £o ABFIE T PV KiNZEI Pod B9
Hles<SHAECE,

HBERFINAIER

P$IE
1. 71 Pod 8%,

kubectl create -f pv-pod.yaml

UTFREIETRTR PVC E#EE pod WEAEKE: EXRKE:
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kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container

image: nginx

ports:
- containerPort: 80
name: "http-server"
volumeMounts:

- mountPath: "/my/mount/path"

name: pv-storage

&F EO]LIEA kubectl get pod --watch WBIFHE,

2. WIFERREEN /my/mount /patho

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc ae45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G
320K 1.0G 1% /my/mount/path

HEERILAMIER Pod 7o Pod MARFRABET, BERREFRE.

kubectl delete pod pv-pod

7f EKS &2&f LA & Trident EKS Mifn4A4

NetApp Trident &£ T Kubernetes #? Amazon FSx for NetApp ONTAP &8, FEH
FAARMERREBE T TNAIEFEIE, NetApp Trident EKS MMFBIMESRHNEZSE
T, BiIREBE, HEZ AWS I8IEAIS Amazon EKS EEAT@EHO EKS MNEIEEFESIA

LYN—HHAR Amazon EKS SEVL2MRRE, HRD&RE. EENERMEDFRENT

1/EEO
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b=t

£79 AWS EKS ECE Trident MIEINZ AT, BHERAEUATFRA:

* EEFERMBTNREY Amazon EKS B, EE M "Amazon EKS MiNZEH",
* AWS X AWS marketplace FYRR :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 38 Amazon Linux 2 (AL2_x86_64) 3 Amazon Linux 2 Arm(AL2_ARM_64)
* TTREE: AMD 3 ARM
* IA Amazon FSx for NetApp ONTAP X4 2 %;

p

1. [EHRRCIE IAM B EF AWS 250, LUE EKS Pod BEISIAIE] AWS FiR. BXWE, 1BE2% "0lE IAM &
&% AWS Secret",

2. 7T EKS Kubernetes (85 £, Sfn%| Add-ons %I,

tri'e“\f"eks @( Delete cluster )( Upgrade version )

[ (@ End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now

information, see the pricing page [7.

¥ Cluster info i

Status Kubernetes version Info Support period Provider
© Active 130 @ Standard support until July 28, 2025 EKS
Cluster health issues Upgrade insights

@0 @0

Overview Resources Compute Networking Add-ons [§) Access Observability Update history Tags

[ (@ New versions are available for 1 add-on.

Add-ons (2) infe | View details Edit Remove {

[Q Find add-on ] [ Any categ... ¥ ] [ Any status ¥ ] 3 matches <1

3. 3% E| *AWS Marketplace INEIN*FHi%EF storage F5o
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AWS Marketplace add-ons (1) @

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q_ Find add-on ]

Filtering options

[ Any category ¥ ] [ NetApp, Inc. ¥ ] [Any pricing model ¥ J ( Clear filters )

M NetApp NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the
ideal choice for organizations seeking efficient containerized storage workflows. Product details [2

Standard Contract

Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27,1.26, 1.25, 1.24,
1.23
Cancel

4. %% NetApp Trident 3% Trident MINAMMEEAE, SAGE T Next,
5. ERFRERINNEIARAS

Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

Listed by Category Status
storage (&) Ready to install
M NetApp

You ean view the terms and pricing details for this product or choose another offer if one is available.

(D You're subscribed to this software x ‘

Version
Select the version for this add-on,

v25.6.0-eksbuild.1 v |

» Optional configuration settings

6. BEEBFTRAIMIINAFIZE,
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Review and add

Step 1: Select add-ons

Selected add-ons (1)
(Q Find add-on ) ¢ 1
Add-on name - Type v Status
netapp_trident-operator storage (@ Ready to install
Step 2: Configure selected add-ons settings

Selected add-ons version (1)

1
Add-on name a Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)

1
Add-on name a IAM role [3 v Service account v

No Pod Identity associations
None of the selected add-on(s) have Pod Identity associations.

7. 1NR(EF IRSA (FRSBIKFHY IAM Rf) , ESFEMEEE S E ik,
8. %#¥ Create,
9. WIFMEFINAPRESEE A Actives

Add-ons(ﬂ Info View details Edit ) Remove

[O. netapp XJ [Anycateg.,. v J [Anystatus v J 1 match I |

NNetapp:  NetApp Trident
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your pers and ators focus on licati FSx for
ONTAF flexibility, scalability, and integration capabilities make it the ideal chaice for organizations seeking efficient ized storage Product details [A
Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild. 1 - (IRSA)
Not set

Listed by
MetApp, Inc. [3

View subscription

10. BT T ap L RIGIEERF ERBIEMRRET Trident:
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kubectl get pods -n trident

1. BB EHREFEER. GXE8, BENEREEEER,

{53 CLI 3E/50%; Trident EKS HifN4B 4

£ CLI % NetApp Trident EKS HMifNZA {4 :

TRl < %EE Trident EKS INEIN:
eksctl create addon --cluster clusterName --name netapp trident-operator
-—version v25.6.0-eksbuild.l (FBEZAEIRZ)

LRI < %% Trident EKS $&fFhiR4s 25.6.1:
eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.1-eksbuild.1 (FHEEMRIRE)

T RAlen< 2% Trident EKS $EfFhRZS 25.6.2:
eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.2-eksbuild.l (FmHEETRERZA)

M CLI N NetApp Trident EKS HifNZA {4 :
LU T e $EIE; Trident EKS ANZIM:

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{5 kubectl 8ISk

[RIRE X Trident SEFEERFZEZBIHNX R, ©EHIRF Trident A1 SZFHEAZHITEE, U
X Trident MMM ECES. LI Trident f7, T—F 2EIEEiRK.
TridentBackendConfig BENXZRBEEX (CRD) EEEENS HIZIET Kubernetes SRHEE!
EMEIE Trident Fif. ERLUBEER kubectl AEH Kubernetes RITHRIEREFN
B CLI TEKSerkItb(F.

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfiqg) @— " EilR. @& TIEA CRD, {HEEES(H
F kubectl EIE Trident [k, Kubernetes MEMEEIERINTE R LU E BT Kubernetes CLI 82 EIRfGin
, MEREZANFLITERAER (tridentctl)o

fll## TridentBackendConfig W&, S&XELUTIER:

* Trident FE1RIBEIRENECE BohtIEEHK. XTEREPRZA TridentBackend (tbe, tridentbackend)
CRo

* TridentBackendConfig M—4#FEZIH Trident EIEM "TridentBackends

1 "TridentBackendConfig &85 "TridentBackend {R{F—3—MREY, FIEEIRMLS B BT T ESRN
#O,; FEER Trident RREFRGEHM RIS R
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e TridentBackend CR H Trident BEhglE, RN IZMEREN]. NREX/FHHITEN, &
B &R " TridentBackendConfig' 3R H 1T IR E,

BX TridentBackendConfig CR BIH&Z, 1B WLLTRAE:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

EIERILAEE "trident-installer” BRABTRAG], THEFAFEEFETS/ARSHITREIEE,

‘spec’ BERETRHNERESK. EHTRAF, FHRER ontap-san®
FhEIEhER, FERLLLTIENEESH. BXABEFEEREREFNEEENIR, BFEH
xref:{relative pathl}backends.html ["ENFEIRHIEFNGHREEREFES" 1o

‘spec’ EPOIEREIFE  credentials’ M “deletionPolicy’ FE, XEFEETE
"TridentBackendConfig™ CR FRETS IR

* credentials: WBHANMEFER, 83HTHEEAS/RSHITEHWIENEE, XEIKENAFLIE
B9 Kubernetes Secret, ERTEUAX AR L, BSEHEIR

* deletionPolicy. WFERENXMPER TridentBackendConfig BT HITAIIRIE, ©RI LR LT MmMHR]
BERVEZ—:
° delete: XFFH TridentBackendConfig CR MIBXGiHE#HMIFR. XEEIAE
° retain: MIF& TridentBackendConfig CR BY, GIRENXIIEEE, HJLUUER tridentctl HITE

I, BHFRHEEISEN retain AFAFPBRAIRERA (21.04 28 HRECIENGR. LFEHN
BRI LATERIEE TridentBackendConfig BEEH,

[Eim & EMA spec.backendName &, RKIEE, NWEKNZTFIZEN
&F TridentBackendConfig MRIIZF (metadata.name) o EBINMEMA spec.backendName &
R EEHRBT.
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f#H tridentctl RIEMNERZEXEXA TridentBackendConfig MR, {RAILIEL A

2 “TridentBackendConfig CR, #%#H kubectl REEXLLFiIR, HIFEIEEHERDN
BEESE (W spec.backendName. spec.storagePrefix.  spec.storageDriverName’

%) ., Trident £ EEIEEAIZER "TridentBackendConfig' 5 BB MEIH45E

TR
/A kubectl BIEMBGIR, NHITLUTEE:

1. BlI# "Kubernetes Secret", BB E Trident STEEEE/RS ESFAENEE,
2. Bl TridentBackendConfig MR, HPEEEXEFMHEEMRSIIFMAEE, H3IBT L—THEIEN

25,

SIEBERG, EaILUER kubectl get tbc <tbc-name> -n <trident-namespace> MEREIRSFHUINE EMiF4A(E

AnYe]

£ 1. B2 Kubernetes Secret

IE— P EESRRHIANEEN Secrete XN TFEHNFHEIRS/TEMEH—FL -8, TEE—RA:

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

TRELET BN EFHET AR Secret PUMBEEHFE:

ZHEFE S Secret FEEIE R %A

Azure NetApp Files clientlD

Element (NetApp HCl/SolidFire) s

ONTAP AR&

ONTAP password

FERIEA
FBENAEMNE i ID

BB EIEM SolidFire 8589
MVIP

EEIERH/SVMAR®. BTE
FEENSHIIE

R RY/SVM WEE, BTET
FHER S (D I0IE
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FEF & Secret FE&HIIA 24 FEREA

ONTAP clientPrivateKey EFisfAFAR Baseb4 {Ri%{E, A
FEFEBNE ML
ONTAP chapUsername NEFAF &, MR useCHAP=true

, MAKTE, WIF ontap-san

‘ontap-san-economy

ONTAP chaplnitiatorSecret CHAP Brh2s&iH, WR
useCHAP=true, MAHH, XF
ontap-san M ‘ontap-san-
economy

ONTAP chapTargetUsername BirAF &, 3R useCHAP=true
, MANE, XTF ontap-san H

‘ontap-san-economy

ONTAP chapTargetlnitiatorSecret CHAP Hirk&icEZ58, tNR
useCHAP=true, MAH%E, XFF
ontap—san\ﬁﬂ ‘ontap-san-
economy

FU T BRI Secret BTE T —F6IEM TridentBackendConfig MR spec.credentials FEEH
#5351 o

12 2. 8 TridentBackendConfig CR
EITER AL TridentBackendConfig CR T fEULRFIAR, {EF “ontap-san' WEhizF M /GEinma@id £
LU FFRREY “TridentBackendConfig ¥ & 812 H :

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

% 3% WWIF TridentBackendConfig CR BPIRZ

IMEBELIE TridentBackendConfig CR, &AILIGIEIRES. 1BE WA TR

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BN EEEIRHAHLEE] TridentBackendConfig CR,
Phase AILIRRA U THAP—ME:

* Bound: TridentBackendConfig CR 5FIHMEXEL, ZEHEE configRef IREN
‘TridentBackendConfig CR BY uids

* Unbound:. {#M "" &¥/"o TridentBackendConfig WRAMBER G, IMINBERT, FIEFCIEN
TridentBackendConfig CR #FILMNER. MERTEG, TEBXERRARPERS,

* Deleting. TridentBackendConfig CR deletionPolicy BI&ENMIFR. Mk
TridentBackendConfig CR &, ERFEEE"MBER"IKRZ.

° MNRFiH EFRFEFAESE (PVC) , MIMIFR TridentBackendConfig ¥EH Trident MIFRRE
i%#0 “TridentBackendConfig CRo

c MRBIHFEE—THZD PVC, MEHNBBRIKS, TridentBackendConfig CR BEEHEH NMIBRE
. RBEEMPBRFTE PVC &, A 2MFREiHH TridentBackendConfige

* Lost. 5 TridentBackendConfig CR KEXHIFimtE B IM M EMIBR, M TridentBackendConfig
CR 1h%A5 | B EMIBREYEiR. i€ TridentBackendConfig {BUIfE], ‘“deletionPolicy CR{BFARILL
A BRo

* Unknown: Trident T/ EMIEES TridentBackendConfig CR XBXMIGIHAVRESINTEE. 80, WNER API
ARs5288 BN EY tridentbackends. trident. netapp.io CRD EkR, XAJEFET.
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ELMER, EMIIEIERER! B MRIERI LIEIMEIE, 90 "backend E#i#l backend flfx"s

(FII) IR 4. RENEZFAER
ERILUETT AR an < SRIRENE KIS IRATIFAE S .

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

Iegh, EIRR]AFREY TridentBackendConfig Y YAML/JSON #%fi#,

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san

namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo 887 backendName # backendUUID, XLEZMIF TridentBackendConfig CR Sl
[GiffEBo lastOperationStatus FEZFKR/R TridentBackendConfig CR ERG—/RIEERVIRTE, ZIRfE
AL HAFft% (90, BAFTE spec F#{TTER) XA Trident fit& (6190, 7E Trident EZHEAIE) » ©HI
LAZ Success 3 Faileds phase R TridentBackendConfig CR 5/giR2Z B X ABVIRES. T LEAIRHGI
F, phase BYEN Bound, XEMKE TridentBackendConfig CR BES5/GHXEL,

BRI LIBTT kubectl -n trident describe tbc <tbc-cr-name> 8p<% LIFRENEHBHENIFAEE,

. 1BTSSEMER “tridentctl B BIFE 6 & HEX TndentBackendConﬂg HNRME. BT HRT
= “tridentct!’#1 "TridentBackendConfig' Z [BIYRFTH R BIF I8, "ES UL,

[

BB G
£ kubectl LITRIHEIE
T RANAIER “kubect BU1T/E IR S IE12(E,
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g

B MIBR TridentBackendConfig, &6 Trident MBRMREGiH (BT deletionPolicy) » EMIbREIH
, 1BRE deletionPolicy IRBN deleteo EXMIBR ‘TridentBackendConfig, 5HRRE
“deletionPolicy I & /9 retain, XA LAAREIHINATEE, HERLUESEA tridentct #ITE IR,

BT Fea<:

kubectl delete tbc <tbc-name> -n trident

Trident A& MIPRIEFE{EAY Kubernetes Secrets TridentBackendConfig. Kubernetes FiF fasiEIEH 2R,
BRI Z B AR TS, (NENEBRWEIRERN, A RAGEMBR.

EENERER

BT

kubectl get tbc -n trident

&R LUETT “tridentctl get backend -n trident’ 2%, “tridentctl get backend -o yaml -n trident’ LUREXFRE LA 5im
BFIR, WHIRERFEIEEER tridentct! BIER Fifo

B
EaimA] R SRR

c FHERGHNEIEEER. EFWMEE, WIEH TridentBackendConfig XIRHFERARY Kubernetes
Secret, Trident ¥ {FHIRHN RN EIBREENEIR. B1TUTH<LLUEH Kubernetes Secret:

kubectl apply -f <updated-secret-file.yaml> -n trident

* REERSH (BIINEEFERAN ONTAP SVM ER)
o BRI LUER U TS EiZ@T Kubernetes B3 “TridentBackendConfig X :

kubectl apply -f <updated-backend-file.yaml>

° BE, TBALUERUTHRLERINE TridentBackendConfig CR:

kubectl edit tbc <tbc-name> -n trident
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* MREHEMERY, NEHESHEFRSFEREENNEE. ErILUBFIETT kubect! get tbe
<tbc-name> -0 yaml -n trident 3} "kubectl describe tbc <tbc-name> -n trident’ KR&EE HE L

-pis HEER,
c MEHAHEEREXHWREGE, S UEMETENRGS,

{E tridentctl {TIEHEIE

TRRANEI{ERA tridentctl HUT BB IEIRE,

Elked=r
IR "EREEEXH" &, BT TS<:

tridentctl create backend -f <backend-file> -n trident
MREIHRCELW, WRREIHEEGR@, LB TETUThSEEAEURERRA:

tridentctl logs -n trident

AIRFIAHBIEREXHNEAE, RFHFRIETIL create a3<LRIF

e =
EM Trident BIBRGIH, BEHRITULTIRE:
1. WRERZER:

tridentctl get backend -n trident

2. MipRELR:

tridentctl delete backend <backend-name> -n trident
s INR Trident EMILEIHRECENAFENESTIRE, WHREHRELEEEERS. BnEFHrs
: fF"Deleting" k7o

EENAER
BEE Trident FERYFIR, IBHRITLUATRE:

* BREUEE, BEiTUTeS<!
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tridentctl get backend -n trident

* BRIFTAFAESR, BBITUTH<!

tridentctl get backend -o json -n trident

BHfanm
IEMHRREEX G, BITUTe<:

tridentctl update backend <backend-name> -f <backend-file> -n trident

ﬁﬂ%i‘iﬁﬁ@%?&)ﬂi, MR RIREER PGS X ER L. EAUBIETUTHRSEEASUHRAERR

tridentctl logs -n trident

FEIRAIHEIEREXHNNEGE, REBRIEITI update AR,

IRER EREITEESS
X— M, RBERLUER tridentct]l ARHMNRIEEAY JSON REIZX KRB, XFEAT jq KHEE
{ﬁaag;IA:t-—e
7 :|_,\ =< o
tridentctl get backend -o json | jg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]’

XWiERFEA TridentBackendConfig SN GR.

EEREEEI 2 855
T fR1E Trident R EIRGIRIARE %,

f8%& TridentBackendConfig B, EERMEERMIRSFHNEIREIEAN. XFiEH 7 A TRIA:

* {EF8 “tridentctl’ QI ZEAY S AT LUE TrldentBackendConﬂg TEIENG?
* f£F "TridentBackendConfig 8132V /iR LUEE “tridentct! H#{TEIEIG?
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£/ tridentctl ‘BIEFIF "TridentBackendConfig

ETNLTEEET tridentctl HiZiBIT Kubernetes REBIE TridentBackendConfig WMRMEIEMNG
ImPh E’J??%o

&R F LS
* BEENRIG, &8 TridentBackendConfig, HAE(ITEFER tridentctl SR,
* BfEA “tridentctl QIEHEi%, BEFEEEM TridentBackendConfig 3%,
EXFWMHERT, iRt ESEFTE, Trident HESHNHEHH#TIRE. EERTLLAERREE:

* PREEMFER tridentctl REBFATIENGIR.

* BER “tridentctl SR F RS E FIFH "TridentBackendConfig MR, XFMEKSE FISERA "kubect!
MARE tridentct #HITEIE,

EFER kubect BEIRTNFENGIR, BEELIE— TridentBackendConfig A EIIN B GiH. UTEHIE
[RIRREAR :

1. 8% Kubernetes Secret, BT S Trident S1ZEER /RS BEFAENER,

2. Bl TridentBackendConfig MR, HABESEXEMHEE/MRSNIFMES, H5IBT L—PHEIEN
28, MIVETRIEEHEREMNEESE (10 spec.backendName. spec.storagePrefix.
spec.storageDriverName %) , spec.backendName #i%E AINE FimAIEA TR

0% RalEH

B0EBERIBRIHM TridentBackendConfig, EFBRNEREE, ELRAF, RigFiHEZFEALU
T JSON TEXEIZRY:

tridentctl get backend ontap-nas-backend -n trident

Fmm Fomm e

e et R - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

o F————
et ettt L L e e o o +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

e e ——

e fomm - fomm - +

cat ontap-nas-backend.json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"datalLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {

"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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£ 1. B Kubernetes Secret

BIE— I EEEHERERN Secret, WLATRABIFTR:

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:

name: ontap-nas-backend-secret

type: Opaque
stringData:
username: cluster—-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

WIE 2. 6 TridentBackendConfig CR

T—F 26— TridentBackendConfig CR, 1% CR ¥ BoERIFNLEEM ontap-nas-backend (

MATBIFAR) o BRBEUTEX:

* 1£ “spec.backendName FE X T HEEIRY /5% 7o

* EEESH S RinEHRER.

* B (WREE) MREFSEBERERIRE.
* ZHE@IT Kubernetes Secret gfit, MAEUANXEF IR H,

FItIER T, TridentBackendConfig U0 FFAR:

cat backend-tbc-ontap-nas.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us_east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

% 3. WiF TridentBackendConfig CR BYIRES

8% TridentBackendConfig &, EMEMNIA Bound, BN RS INE FiHERE SRR UUID,
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kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

IW1E, ¥EMEMAH tbc-ontap-nas-backend TridentBackendConfig XWRFETEEEIRGiH,.

{#F TridentBackendConfiqg BIEfFIHF “tridentctl

‘tridentctl’ HAJFFHILEEER TridentBackendConfig®
BN G, Lttsh, BERRLUERFENY tridentctl” T2EBERIERIR, HEEMBR
‘TridentBackendConfig® HMRERF “spec.deletionPolicy’ ®EMN “retain’s

% 0L iR5lEkm

Flan, 1iEFENMBRIGL T EIRE#ERA TridentBackendConfig GIERY:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

MEHPAIIEY, TridentBackendConfig BRAINBIEHYEEIGiR [REREIHEY UUID],

T 1. 1A deletionPolicy BN retain

LR EE deletionPolicy B, XFEIKEN retain. XA LURAREMRPR
TridentBackendConfig CR BY, FIRENXINATEE, HEAILUER tridentctl HITEIE,

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

- pad PRIE deletionPolicy IREAN “retain, BMBENHLET—H,
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WHIE 2. MiIFf TridentBackendConfig CR

=ig— @MBR TridentBackendConfig CR. ik "deletionPolicy iIRE /I ‘retain 5, &7 LALXSHIRR:

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

Fom - Fom -

R ittt R - +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

e o

e ettt o t——— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-bo06-
0a5315ac5f82 | online | 33 |

e e ——
oo e e +

ffif% TridentBackendConfig }M&RfG, Trident REEGEMIER, MASEPriirEIRAS,

BIEMEERFMESE

BIRTFAEZE
ACE Kubernetes StorageClass SR HBIZEFEL, LUES Trident MNEIEEE S,

ECE Kubernetes StorageClass R

https://kubernetes.io/docs/concepts/storage/storage-classes/["Kubernetes

StorageClass W&~ ¥ Trident IRFIANAFIZEMNINEFERE, FHI5TR Trident
WEFikdE. Hia0:
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-gold
provisioner: csi.trident.netapp.io
mountOptions:

- nfsvers=3

- nolock
parameters:

backendType: "ontap-nas"

media: "ssd"
allowVolumeExpansion: true

volumeBindingMode: Immediate

BEE " Kubernetes # Trident %", T #EFEERUAS PersistentVolumeClaim 32 &, LAKFEFzH Trident
B ENESEIEE,

elfEReRirES
Bl%E StorageClass X& G, BJLUBIRIFMEE, [FHEETM] I8 T —Lrl LUEB SRR E ARG,

g
1. X2—1 Kubernetes X%, EtiBEFEH kubectl 7E Kubernetes FBIETE,

kubectl create -f sample-input/storage-class-basic-csi.yaml

2. TE, BRNZTE Kubernetes F Trident FERE 2! basic-csi 17652, HH Trident NiZE2 LM T Bk
o

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

./tridentctl -n trident get storageclass basic-csi -o json
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"items": [

{

"Config": {
"version": "1",
"name": "basic-csi",
"attributes": {
"backendType": "ontap-nas"

by
"storagePools": null,
"additionalStoragePools": null
by
"storage": {
"ontapnas 10.0.0.1": [
"aggrl",
"aggr2",
"aggr3",
"aggr4d"

BRI
Trident AJ£2f#t "ATIHE RRNEREFMHEEE X",

HE, EOURIELTERZFNHR sample-input/storage-class-csi.yaml
BACKEND_TYPE B AFHEIENIZF R Mo

.templ X, Hi&
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./tridentctl -n trident get backend

e o T bt
o F—————— +

| NAME | STORAGE DRIVER | UuID

STATE | VOLUMES |

o —— o T et it
- F—m————— +

| nas-backend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 0 |

o —— e it PP T ittt
- F—————— +

cp sample-input/storage-class-csi.yaml.templ sample-input/storage-class-
basic-csi.yaml

# Modify = BACKEND TYPE  with the storage driver field above (e.g.,
ontap-nas)
vi sample-input/storage-class-basic-csi.yaml

BIREFMER
BRI UEBENEFMEE. KEIAFESE. RRFEEERURMBREESE.

EEMEEFMEE
s EBEEFEWBM Kubernetes 171E3S, HETUTHS

kubectl get storageclass

* EEE Kubernetes IFEFIFMER, BETUTHS

kubectl get storageclass <storage-class> -o json

* BEE Trident WREIZ FESL, BBTUTHS

tridentctl get storageclass

* BEE Trident WRAIDEFHELIFAES, BzTUTHL

tridentctl get storageclass <storage-class> -0 json
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RERRINFAESE

Kubernetes 1.6 &0 &R B EINTFAEZLBIINEE, AR RTE Persistent Volume Claim (PVC) H$5EFES,
Mtk 7F &G B FECE Persistent Volumes

s BETEEERTE X FIE5ERR storageclass.kubernetes.io/is-default-class I8 B true KE X ZRIATFEES, 1B
BASE, FBRNEAEMERBRIIGHERERER false.

* BRI LER U T an I A FEEEE NAOAFES:

kubectl patch storageclass <storage-class-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"true"}}}"'

© Kth, ERILERU T <MBRAIAFMESSER:

kubectl patch storageclass <storage-class—-name> -p '{"metadata":
{"annotations":{"storageclass.kubernetes.io/is-default-class":"false"}}}"

Trident REIZFEHEE B S ERRRA,

BEP—RABE—TRIAEESE. MEAR LM, Kubernetes RFEIEIGIREZ M EMESE, (BE

BE o RneeiRAs R BRI,

MRIREFEERY SR

XE— P, WEREEILAER tridentctl A Trident [FimXTRALEAY JSON KEIZFRFERE, XEAT
jq KRR, EARFERATEE,

tridentctl get storageclass -o json | jgq '[.items[] | {storageClass:
.Config.name, backends: [.storage] |unique}]’
IBRTFAESE

EM Kubernetes Ffip&7F(EZE, BEITU TS

kubectl delete storageclass <storage-class>

<storage-class> NEIRNEHEHEL,

B I AEL IV ERRABRRIFAZE, Trident FHEEEE ],

Trident AEBIEHNERFIFERTH fsTypeo 3T iSCSI [Fif, HEIXTE StorageClass H5EHIH,
- pad 1T parameters. fsTypeo. fEMIZMIFRIIER StorageClasses HFEHIEERN
‘parameters.fsType BEFOIEEA T,
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EEENEES

FEcE

Bl — PersistentVolumeClaim (PVC) , 1% PVC {£RECE R Kubernetes
StorageClass KiEKxt PV HIARNIR. A/, ErILURE PV #3E! pod Lo

#hg

https://kubernetes.io/docs/concepts/storage/persistent-
volumes[" PersistentVolumeClaim ""] (pvc) RBifNERE L PersistentVolume

HIIE R

PVC m] BB MiERSER/NHIFRE T, EAXKELE StorageClass, SEEFEIER A LUTHIEH
PersistentVolume /Nl REBIE ZAE—HFIa04 e ARSZ K50

Sl PVC 7, ERILUSEHEHE pod H,

BIE PVC

PTIE
1. BI& PVC,

kubectl create -f pvc.yaml

2. I PVC Ko

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 1G1i RWO 5m

1. 7£ Pod H#EHE,

kubectl create -f pv-pod.yaml

=p=s AT LU kubectl get pod --watch MSIT#HE,

2. WIFERBTEEN /my/mount /patho
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kubectl exec -it task-pv-pod -- df -h /my/mount/path

3. MEERTLUMIFR Pod 7o Pod NARRFRABEE, BERFRIHTLE,

kubectl delete pod pv-pod

ThlER

179



PersistentVolumeClaim =558

XERHIRRT BAR PVC ELEET

# RWO ifir]gy PVC
REIETRT—1N5R ) basic-csi'BY StorageClass tHXExHIEHR RWO HEERIEZ PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: basic-csi

# NVMe/TCP HJ PVC

RFIERT—1N 58 protection-gold' B StorageClass t8XEXfIE A RWO A8 RAY NVMe/TCP &
K PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san-nvme
spec:
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: protection-gold
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Pod BE R

XEETRBIER T PVC &E#E pod WEXRERE.
EAECE

kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: storage
persistentVolumeClaim:
claimName: pvc-storage
containers:
- name: pv-container
image: nginx
ports:
- containerPort: 80
name: "http-server"
volumeMounts:
- mountPath: "/my/mount/path"
name: storage

E 7K NVMe/TCP ECE

apiVersion: vl
kind: Pod
metadata:

name: pod-nginx
spec:

volumes:

- name: basic-pvc
persistentVolumeClaim:

claimName: pvc-san-nvme
containers:

- name: task-pv-container
image: nginx
volumeMounts:

- mountPath: "/my/mount/path"

name: basic-pvc

1525 "Kubernetes #l Trident 3", TH#E1FERUMAS PersistentVolumeClaim 32 E, LAKAFIEH Trident

FEEEHNZHIFE,
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TRE

Trident 3 Kubernetes AP IR T ECIZEGRT BEENINEE. EIBE XY E iSCSI.
NFS. SMB. NVMe/TCP 1 FC &FrEEERESE.

i JR iSCSI &

EELUER CSI BEIEFEY R iSCSI kA% (PV),

& ontap-san. ontap-san-economy. solidfire-san RehfEFEX#FiSCSI &Y B, HES
’ E Kubernetes 1.16 X EShRZs,
$ 1% 1. BiE StorageClass LZiFET B

w48 StorageClass EX LR allowvolumeExpansion FERIRE N trueo

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True

FFBETEIER StorageClass, BMEBITHIBUE S allowvolumeExpansion B,

I 2. {EABIEER StorageClass i PVC
YR8 PVC EXFHEH “spec.resources.requests.storage’ U METEAEEMIR T, ZRITBAATFRIER T,

cat pvc-ontapsan.yaml
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident BIZ#FFAE (PV) HEES A EER (PVC) H8XEX.

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885dbo71 1G1 RWO

Delete Bound default/san-pvc ontap-san 10s

HI 3. FX—PEEE PVC 9 pod
¥ PV iE#ZE pod LUARE K/, JAEISCSI PV K/NEIEFHRMIER:

* $NR PV E#EE pod, Trident &Y BEM#EEIR NS, EFMAMIIRE, HFRABXHRFEBIA.

* ARRFRRERE PV BIX/NET, Trident I BFfERIR LS. 7 PVC HEE pod Z/5, Trident i
g EHIEBRXXERFZNKD. AT, Kubernetes 724 BIZIERLINTTREER PVC K/

FRAEIHR, eI T —1MEMA san-pve BY Pod,
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kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$E 4. IEPV

ERECIER PV M 1Gi AT A 2Gi, 1E4RIE PVC EXFHFF “spec.resources.requests.storage’ EHT A 2Gi,

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

SRS WIEY R
R LB E PVC. PV f Trident &R ARG BB ER LIE:
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi

RWO ontap-san 1lm

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1 RWO

Delete Bound default/san-pvc ontap-san 12m

tridentctl get volumes -n trident

fos=s=ss=s=ssscsessssssssosossssss=s=sssa=s fememe==== e

e L T s frommmem e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o o e e o o e o o e e o o 5 D ) e e i e e frommmom e e

fremmmm=a==s frememsesessss s s s m s s e o s = = e fremememm=s I
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |

fomssssess s s s s o s e o s sss s osss fremmmemm=s frememesmeeeeaaa=

fem======== e Bt fmm====== fememe==== 4

TRFC%E

KRILUER CSI EEERRFY & FC A% (PV).

#&x ontap-san REIIEFZHF FC &Y B, FE Kubernetes 1.16 XEShRZ,

S8 1. ERE StorageClass LU iFET R

w48 StorageClass EX LU allowvolumeExpansion FERIZEE N trueo

cat storageclass-ontapsan.yaml

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-san
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

allowVolumeExpansion: True
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¥ FBETEIER StorageClass, BMEBITHIBUE S allowvolumeExpansion B,

I 2. {EABIEER StorageClass 3 PVC
‘RiE PVC EXFHEH “spec.resources.requests.storage’ U METEAEEMIR T, ZRITBAATFRIER T,

cat pvc-ontapsan.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: san-pvc
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-san

Trident BIZIFAE (PV) HRESIFAEER (PVC) H8XEX.

kubectl get pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1Gi

RWO ontap-san 8s

kubectl get pv

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 1G1i RWO

Delete Bound default/san-pvc ontap-san 10s

S8 3. EX—NIERE PVC i pod
¥ PV E12E pod LUFEE K/, A FC PV K/NBIERMIER:

* WNR PV EHEE pod, Trident &Y BFfERIR LS, ERAMILE, HABEXHRFRNK).

* EEIFEREE PV BUANEY, Trident I BE#ERIF LS, £ PVC 4%E 2 pod Zf5, Trident EH
WIS EHARSUR AR SRS, Kubernetes T3 BIRIERINTRGEEH PVC K/

FURAITR, eI T —1MEA san-pve BY Pod,

187



kubectl get pod
NAME READY STATUS RESTARTS AGE
ubuntu-pod 1/1 Running 0 65s

kubectl describe pvc san-pvc

Name : san—-pvc

Namespace: default

StorageClass: ontap-san

Status: Bound

Volume: pvc-8a814d62-bd58-4253-b0d1-82£2885db671
Labels: <none>

Annotations: pv.kubernetes.io/bind-completed: yes

pv.kubernetes.io/bound-by-controller: yes
volume.beta.kubernetes.io/storage-provisioner:

csi.trident.netapp.io

Finalizers: [kubernetes.io/pvc—protection]
Capacity: 1G1i

Access Modes: RWO

VolumeMode: Filesystem

Mounted By: ubuntu-pod

$E 4. IEPV

ERECIER PV M 1Gi AT A 2Gi, 1E4RIE PVC EXFHFF “spec.resources.requests.storage’ EHT A 2Gi,

kubectl edit pvc san-pvc
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: "2019-10-10T17:32:292Z"
finalizers:
- kubernetes.io/pvc-protection
name: san-pvc
namespace: default
resourceVersion: "16609"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/san-pvc
uid: 8a814d62-bd58-4253-b0d1-82£2885db671

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 2Gi
#

SRS WIEY R
R LB E PVC. PV f Trident &R ARG BB ER LIE:
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kubectl get pvc san-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE
san-pvc Bound pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2Gi
RWO ontap-san 1lm
kubectl get pv
NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON AGE
pvc-8a814d62-bd58-4253-b0d1-82£2885db671 2G1i RWO
Delete Bound default/san-pvc ontap-san 12m
tridentctl get volumes -n trident
e f————————— f———————————————
e e R L L L L el Fommmmmm= S +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
oo e e oo o= R S e
et et o= S et +
| pvc-8a814d62-bd58-4253-b0d1-82£2885db671 | 2.0 GiB | ontap-san |
block | a%7bfff-0505-4e31-b6c5-59£492e02d33 | online | true |
ittt i S et o=
R o fom—— +———— +
"B NFS &

Trident Z¥F1E ontap-nas. ontap-nas-economy. ontap-nas-flexgroup # ‘azure-netapp-files’ f5im_LAC

BB NFS PV &Y R,

S8 1. BZE StorageClass LZiFET B

ZFENFS PV K/, BEGELSE
SR

1B R allowVolumeExpansion' FERIEE A “true RECEFELE AT

cat storageclass-ontapnas.yaml

apiVersion:
kind:
metadata:

storage.k8s.io0/vl

StorageClass

name: ontapnas

provisioner: csi.trident.netapp.io

parameters:
backendType: ontap-nas

allowVolumeExpansion: true

MREEZLET —IMEBULAEMESL, WA LUBEER kubectl edit storageclass RAFEY B
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» MM4RiBI B FEL,

I 2. {EABIEER StorageClass i PVC

cat pvc-ontapnas.yaml

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: ontapnas20mb
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 20Mi

storageClassName: ontapnas

Trident Z A1tk PVC 813 20 MiB NFS PV:

kubectl get pvc

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 20Mi

RWO ontapnas 9s

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£-5254004d£fdb7 20M1i RWO

Delete Bound default/ontapnas20mb ontapnas

2m4d2s

FTE3: FEPV
EREHFEER 20 MiB PV BZH 1 GiB, 15458 PVC HI&E "spec.resources.requests.storage’ i 1 GiB:

kubectl edit pvc ontapnas20mb
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# Please edit the object below. Lines beginning with a '"#' will be
ignored,
# and an empty file will abort the edit. If an error occurs while saving
this file will be
# reopened with the relevant failures.
#
apiVersion: vl
kind: PersistentVolumeClaim
metadata:
annotations:
pv.kubernetes.io/bind-completed: "yes"
pv.kubernetes.io/bound-by-controller: "yes"
volume.beta.kubernetes.io/storage-provisioner: csi.trident.netapp.io
creationTimestamp: 2018-08-21T18:26:447%
finalizers:
- kubernetes.io/pvc-protection
name: ontapnas20mb
namespace: default
resourceVersion: "1958015"
selflLink: /api/vl/namespaces/default/persistentvolumeclaims/ontapnas20mb
uid: clbd7fab5-a56f-11e8-b8d7-fal63e59%eaab

spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
#

TR 4. BT R
TR LUBIERE PVC. PV f Trident SR A/NRIGIEIAE K/ NEEIER:
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kubectl get pvc ontapnas20mb

NAME STATUS VOLUME

CAPACITY ACCESS MODES STORAGECLASS AGE

ontapnas20mb Bound pvc-08£f3d561-b199-11e9-8d9£f-5254004dfdb7 1G1i
RWO ontapnas 4médds

kubectl get pv pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7

NAME CAPACITY ACCESS MODES
RECLAIM POLICY STATUS CLAIM STORAGECLASS REASON
AGE

pvc-08£3d561-0199-11e9-8d9£f-5254004dfdb7 1Gi RWO

Delete Bound default/ontapnas20mb ontapnas

5m35s

tridentctl get volume pvc-08£3d561-b199-11e9-8d9f-5254004dfdb7 -n trident

o e Fomm -
fom - o fom - fom— +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

- fom o
fom - o fomm - fomm - +
| pvc-08£3d561-b199-11e9-8d9£-5254004dfdb7 | 1.0 GiB | ontapnas |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

et ittt L fommm - fom e
fom - oo fom - e +

T iR RWX NVMe FZ& %R

£ NVMe 11X A ReadWriteMany (RWX) EH R B4 RHEIANEE 64 T m. UTE
1ERRS, BERET PSR NVMe FRFBRLEN, HBIAR T IR TE,

T % 64 T3 2R

WREITHIE ReadWriteMany (RWX) &5 NVMe thi¥l—i2fER, TR RWX NVMe A 8EH Kubernetes B
B 64 T REH,

B RITE 64 DL ET S _EEEFHERE RWX NVMe PersistentVolumeClaim B T{Efa .

I PRENSGER FER NVMe 11X AY RWX .

TH## NVMe TFRFHREY

BETFRFAER (Trident fRAEAFETF 26.02)

£ 26.02 ZAIRY Trident ik~ , RWX NVMe HERESMENFRAREEITIHE. 81 RWX NVMe HERIR
5% ONTAP EHEB KT A NVMe FR %,
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IERRES, BAEERIEREY BIERE, 7EAE Kubernetes &8 H, HFE RWX HBEE— M ERF
24, AtFRAEEHRBRETRRIMZEE,

BRF RIS (1 Trident 26.02 15| \)

M Trident 26.02 7¥88, RWX NVMe EFERAEZBRFRAFAIEE, 21 RWX NVMe EHE[E— NVMe F&

4o

BMNBRFRARSXZHF 1024 PR =TE (B) » RREEZERST RWX TIEAHNATT BIE, HEETE
| ONTAP FZRSiIRHIRI AT BEME

1 RWX NVMe BHE%ZE1F 64 N5,
IABNEEIRAEIR

IR AR GNZ I RWX NVMe &, EAJgeZIEMTF LU THHIR:

Maximum number of controllers reached. No more controllers can be created.

IHEEIRRTEIXE] ONTAP NVMe FRSiE4I220RE!,

fRRTRRIRB IR
BBUSEFRANRFIHANBERFRAIEE, EFALKE Trident 26.02 BE S,

F+ek Trident LAN FABLRF R GHEEY
5 RWX NVMe &R FRBRF RS &R
1. 3% Trident A+4&ZF 26.02 T E S hr A,
2. ¥1ER RWX NVMe HMIFRE Pod 45/\2I =87,

3. WINRE TIERHIETEER RWX NVMe %o
4. % pod EFY &o

BB IR AR ERBR F RFREERE RWX NVMe &

* LERBIGER TR NVMe By RWX &,
* 64 TRRHEIERTET RWX NVMe &,
* BiAa R E IR Z R0,

EHISS AT RIE

Trident @I 280 Z PMEFHEREHIZF BIH & RS INERIZZ I Bt & A A E L
Trident WX B2 R 1L —AR AT RS STHHE RIS Ay %, DAL IXENF2F1E Trident 26.02
FERRATR AT A, XATH BRI Kubernetes IMEIR M TS MEERFHIEZHAIN

FREE,
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KESHE X

RIS ATY R

R BRI ZE Trident IZHIZRHITRIES M ZEIR(ERVEED, MARTERMHERNEHITFI I, XL
RFEESLIZE. MR, BB REBLIZMMEF. SRHMBUELGUKRERER,

BREHZEATYT BYE, TRSMER EMIZEERNFET, XENTERE, ALV TEEREHEL
PersistentVolumeClaim # VolumeSnapshot & {ERIIFLE AR 2 iR ERTIE],

RIS RIS

Trident XA EIMAERARVIEH AT RIE, BABURTEFERER,
EX%E

LU TFIRENIZRFTE Trident 26.02 IER_E B 2B S Al B

®* ontap-san
®* ontap-nas

®* google-cloud—-netapp-volumes

‘google-cloud-netapp-volumes” | "google-cloud-netapp-volumes-
. san’ RENEFAF. NI “google-cloud-netapp-
: volumes o WBNEGKEEEHRFIFER google-cloud-netapp-volumes-
san o
BT HIgs eI B

EHIZR AT BIEE enableConcurrency ECEEIIT R, #MTE Trident RxHfESEIEMNEHERINE
FA It 325,

Trident 12{EREE

Ei@id Trident operator SLIEHIZZAIY B4, IBTE TridentOrchestrator BEXREFE
enableConcurrency BN trueo

HZa

I IE TridentOrchestrator CR, ¥ enableConcurrency IKEMN true:
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apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

namespace: trident

enableConcurrency: true

[ CR:

kubectl apply -f tridentorchestrator cr.yaml

&

BRE

{E4MIAB TridentOrchestrator CR LB BIEHIZR i B

\

kubectl patch torc trident --type=merge -p
'"{"spec":{"enableConcurrency":true}}'

MR ERRBENA:

kubectl get torc trident -o
jsonpath="'{.status.currentInstallationParams.enableConcurrency}"'

Helm &

EFA Helm BRITHIZS AT B4, 8% enableConcurrency EIEEN “trueo

HZa

helm install trident netapp-trident/trident-operator --namespace trident

—-—-create—-namespace --set enableConcurrency=true

NERE

helm upgrade trident netapp-trident/trident-operator --namespace trident
-—-set enableConcurrency=true

&, EEENX values.yaml XHHUE enableConcurrency ISB M true:
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# values.yaml
enableConcurrency: true

PAIRER values X HITRERFAL:

helm install trident netapp-trident/trident-operator --namespace trident
-—create-namespace -f values.yaml

tridentctl 2pE

EFF tridentctl BRAEHIZEATY BMY, BEREIIEPREIE -—enable-concurrency ffdo

WRE

tridentctl install -n trident --enable-concurrency

MERE
BENBET tridentctl NEE LERIEHIZRAY BYE, BHEAERATSERRE

tridentctl uninstall -n trident
tridentctl install -n trident --enable-concurrency

WFREEREREHET RS
BREHREYT RBitE, B3NEIEH 2R Pod HEFRWIE Trident IH B EEBAH RIETT:

kubectl logs -n trident deploy/trident-controller | grep -i concurrency

,@ 12 E:Etu_ lu\?]‘a ?ETEF%#&O
RATR
T IRzhiE R S Hs=hl28 AJ 3 R IE 1) Trident 26.02 AYH AT -

®* nas-eco

®* san-—-eco
I F XL IRTHIZ

* FEHERH & A A T IHEAIR
* THAERRIREFAIEZREZ N
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* REWEEFFIRPER
HETH
B RIEHIZR AT RIERY

* Trident B8N 2FHBE BN SN HRIVANLEBIE

* EOBEREFRAVRIERFETIE, DRGSR —2E

* REEMFETRIRABVIR(ER LS5 2R £ B E IR AR (ERIRY #1T

* Trident 3% ONTAP API iEKIRFIAENEE LIF 20 4, LUBERREFHERFEEH
* MRZPRHHZAERNERE LIF, WENIHZLL 20 MEKRIIPRE

EXIRFIFEZE
UTERAZER TSR R%:

* FA&H Trident ITHI2SNEER
* tERRAHGH A P el EC B RV & PR
* REHEEBURT:
° IFTEERANFERIER
° [EimmEN AE ]
° Kubernetes API fR55 28146
* BHATRSIENNEREFEERANAE

AEREIAPRS
Trident 26.02 & LL PR :

* RIS AT RIEITAEFB R EhZF R H A AEE
* BRI EhiEF AT RE Rt
© BRETHER—
° RIZBIRTTRZEN
* BFHITHT, ARAHLRFAIRSEE R
* 15 S AT RE B R IR Fha
Bil
* FBAR A (GA) RepiZFBTHRESAY RIEREFIFIR
* FIFEFHIRP AR AT R IR TR
* RAURZITHY iz e tn Al = HI 28 14 58
* B RfE BRI AR RIIRIEIR
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Bl B

BahEY B Trident L ENIFAGEBEFERANT AT EXWEERN Boig«, IthIhgE
o EEEFHE, HEMTHIERSEXRMEMIN BIERF P, £/ Autogrow
Policies SEIL B&hEY E. Autogrow Policy FEX :

* R B BEREE

- BHKIE

* HRLUXEIERAKN

&iE HBIEXWFBAREHEN, ERXNZEMEN. EXEA=BEIER.

R
FECEBZEY BZAl, BRHERBEUTEX:

* Trident 26.02 X B AR
* FF8I# TridentAutogrowPolicy’ B E X X RIE T A AT HI R
* StorageClasses ECE /N allowVolumeExpansion: true
* Y ONTAP 1Y :
° PB4 RS (NFS)
° Internet /NEYIH BN RGO (iISCSI)
* EZBRMEAFIRERIEE (NVMe)
° JEEFRIE X (FCP)

PRI

* BEF ONTAP 9.16.1 B9 ONTAP Non-Volatile Memory Express [RIAIREAR LB R.

* WFFEXIENES, AR growthamount “NFHZFF 50 mebibytes, M Trident RTEREKNZ
BIEIREEIENME 51 mebibytes, BileERMANFTEBE ‘maxSizeo

© EARHIRIER, ATEAEIRITH, REMBEERERTEEHT &
© YEIXE ‘maxSize' B, FREZEH—TIT B,
* XEFEmET BRI

° MRS (NFS)

° Internet /NEYIHENI RSO (iISCSI)

° EEBRMANFIRFEE (NVMe)

° FEEHBEE Y (FCP)

ERABEMEKRBEES
BILIER MR A ECE B ahig KRS
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* FEERR . AFAEBREMIME (ERER)

* PVC %&37l: BEFMHEERIME (ERER)
B3 Autogrow RES
LERXIEXNBEHER, Autogrow Policies B BohET Bo
BRFREEA:

* BREE Trident 26.02 ESARAS
* EFAaihnishINRELUEIE TridentAutogrowPolicy RiR
* TRIEREIEKER
Autogrow Policy EX T &R EIE XA EFER N BT B
&R UE TERTZHPRERY 8 Autogrow Policies:

* 1£8l% StorageClasses f1&Z Bl
* 1f StorageClasses F#1tfa
* EBEER

XM REEEERESSINBEIYT B, MEFEHLZIERR,

Autogrow SREEHISE

Autogrow Policies  Kubernetes BENXZEIR, EXIT:

T WiEA B WAET Nl
name M —FE RN IR AT FEE =2 production-db-policy
usedThres fki BRNBAEEDILL BatkE = "80%"
hold e
growthAm AR FENZIE KNS Batkx & "10%" 8% "5Gi"
ount FN
maxSize BALEA/NEH Kubernete & "500Gi"
s HE
8l Autogrow RE&
ps

1. BIEE X Bt KRR YAML X4 :
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apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: standard-autogrow
spec:
usedThreshold: "80%"
growthAmount: "10%"
maxSize: "500Gi"

2. RN TSR0

kubectl apply -f autogrow-policy.yaml

3. WIEREETELIE:

kubectl get tridentautogrowpolicy standard-autogrow

FouHA%E
NAME USED THRESHOLD GROWTH AMOUNT STATE
standard-autogrow 80% 10% Success
RERIRES

BIRRERG, Trident WIEMSEHDEUATREZ—!

& WiEA BRETED

582 RESEIIEH A HEER, TCo

K KB F IR BEEHEBENE.
IETEMIER IETERITHNER. F1FTTho

J5§%RB85 StorageClass XBx

&R LUEF “trident.netapp.io/autogrowPolicy #7114 B ahiE K 5588 5 StorageClass < EAEER, M
1%StorageClassAt ERIFTE AP AL R,

ZF StorageClass WJMEH allowVolumeExpansion: trueo

Pz
1. f§ 8 Autogrow Policy ;3825 &K StorageClass:
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
annotations:

trident.netapp.io/autogrowPolicy: "production-db-policy"
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
fsType: "ext4d"
allowVolumeExpansion: true

2. W78 StorageClass:
kubectl apply -f storageclass.yaml
3. IOJIFARE:

kubectl get storageclass ontap-gold -o

jsonpath='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"

PR

production-db-policy

ERBE TR
L7 StorageClass #1 PVC Ei&E Autogrow Policy 3#BY, Trident LALLM :

1. *PVC AR M. *WNR PVC IEE trident.netapp.io/autogrowPolicy, NMIALRFERIZE,
2. StorageClass FF{UEMATF PVC &EIREHNIE R,
3. MIRMEELE IR, MAREMF Autogrow Policys

StorageClass 157+ PVC #5iE BRITH
trident.netapp.io/a FRIZE A% standard-agpo
utogrowPolicy:

standard-agp

trident.netapp.io/a trident.netapp.io/a {#H logs-policy (PVC Z&& StorageClass) o
utogrowPolicy: utogrowPolicy:

standard-agp logs-policy
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StorageClass 157+ PVC #riE

trident.netapp.io/a trident.netapp.io/a

utogrowPolicy: utogrowPolicy:

standard-agp "none"

KIKE trident.netapp.io/a
utogrowPolicy: dev-
policy

RigE RigE

=Nl

UTRBIERT AREBHFIEE I Autogrow Policy AtE.

PR R R ST RBS

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: production-db-policy
spec:

usedThreshold: "75%"

growthAmount: "20%"

maxSize: "S5Ti"

BEEEEKIEENATFME

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: log-storage-policy
spec:
usedThreshold: "90%"
growthAmount: "10Gi"
maxSize: "100Gi"

BERIMENR/)\REE

BYITA
TEMIE KRR (PVC Z2RABENEK)

A& dev-policye

T BB KRB,

LR 2B "growthAmount 1 “maxSize B, Trident FRZAME(10% K, TRAY)

203



apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: logs-policy
spec:

usedThreshold: "85%"

BB BEX maxSize fEXIA growthAmount BISRES

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: default-ga-policy

spec:
usedThreshold: "70%"
maxSize: "100G4i"
ToPR%| maxSize BYEOHIL K

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:

name: aggressive-growth-policy
spec:

usedThreshold: "80%"

growthAmount: "150%"

BEDHBE D LIRS

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: precise-policy
spec:
usedThreshold: "80.28%"
growthAmount: "10.65%"
maxSize: "100Gi"

g1  XFESWESLE. IREERNUBET =ML, Trdent I/ ESNENERE=1L,
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NAS StorageClass £/ Autogrow

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-nas-—-autogrow

annotations:

trident.netapp.io/autogrowPolicy:

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "ext4d"
allowVolumeExpansion: true

SAN StorageClass fF Autogrow

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: database-storage

annotations:

trident.netapp.io/autogrowPolicy:

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"
allowVolumeExpansion: true

E12 Autogrow RHE&

B Autogrow KB&G, FILIRIEZESE.
fEFRLE EHIRE,

& E Autogrow

HIHPRA HRE
£/ kubect1 FIHERFBIFRE Autogrow Policies:

kubectl get tridentautogrowpolicy

HE, WAILUER tridentetl:

"standard-autogrow"

"production-db-policy"

EFRAMEREN

R
10N

AR LA S fE PSS IETE
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tridentctl get autogrowpolicy

EERBIFAES
BEERBINTEMERES:

kubectl describe tridentautogrowpolicy production-db-policy

2L YAML RN EEREREXENE:

tridentctl get autogrowpolicy production-db-policy -o yaml

B Autogrow R
EeT BRI B R LB HEE. BRKEFHEAKNN. BG LA ERZEENFEEEN.

BERE EASEMARERLRBINFE S, RAAEIFEFHFRFNAEN.

il
1. YRIEEREK:

kubectl edit tridentautogrowpolicy production-db-policy

2. IRIEEEIEK spec FE&:

spec:
usedThreshold: "75%" # Changed from 80%
growthAmount: "20%" # Changed from 10%
maxSize: "1Ti" # Changed from 500Gi

3. RIFHIRH, BeRIIBNER.

EIEREM
* BIRYRIN: FREERIZERBIEE T RIE KGN ERAH SR,
CEREWRDE. ERERT T RIEKEE.
* ol RAETRETEIRE IR RISIEE L,
* HBER MBI ERESESER A

206



fiB& Autogrow RB&
Autogrow SRESERRLESRRIP, LB LETESIETEFERERIMIBR.

p
1. MPRERRS :

kubectl delete tridentautogrowpolicy production-db-policy
2. NREMEERRE, WHEREN Deleting K. MEZEMNS:

tridentctl get autogrowpolicy production-db-policy -o yaml

3. NEBMREMIEPRIFRER. M TFIEBHEE—IT:

C EIMA: BIRERIZEN "none™ REXZABHEK:

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

-—overwrite
° AN B: TEMIBRFRE:

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy-

ERIT A
R TH
REBERZER SRS IS ST ENIRSR
% IF 7518 FA It 2 HEBEHEN "Deleting RS, KRERMAILTR, HIIMBAES.
FrE 5B MRS RS RESEMIR, BRSNS,

154F Autogrow ZRER(FHIER

ERERBINES

tridentctl get autogrowpolicy production-db-policy -o json | jgq '.volumes'
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BB ERRE

kubectl get pvc database-pvc -o

jsonpath='{.metadata.annotations.trident\.netapp\.io/autogrowPolicy}"

mIERIREMS

kubectl get events --field-selector

involvedObject.kind=TridentAutogrowPolicy

SRR
Autogrow ZFLU TR FAETNN:

* NFS
» iSCSI
* FCP
* NVMe

& 3FF SAN &, MNREER growthAmount A 50 MiB TE/L, Trident ZBNFIREELR/N
: BRIEAEKEEMNE 51 MB, FIHRRERA/NAEE "maxSizeo
BRI

* ONTAP NVMe [REAR%E: FAET 9.16.1 B9 ONTAP hRAs8IEHIE AL 175 B i,

* *IHE%E (brownfield 2pE) : *BMENE T B Autogrow Policy, Autogrow AIREHARERFINESL. X
EHTFEATINFEIR, BERINTRERR, BIRE Trident 1428 HEFHY “"Migration completed™ ;8
o

w R

Trident (BT H(E?

Trident 4L M1 & FEHBEN. YEANSEET usedThreshold B, Trident £8IE—NAEZREEREANER,
HIRECER “growthAmount i B,

{510, LEERBERELL 80% WA EMAY &, HEXFEEK 10%, &ZFA 500 GiB:

208



apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: standard-autogrow
spec:
usedThreshold: "80%"
growthAmount: "10%"
maxSize: "500Gi"

EEAUUEERES RN ARK?

=T LARERY 81 Autogrow Policy, FiBidZNINE,E#T trident.netapp.io/autogrowPolicy R ELN B FINE
PVC, BLEEMEIE PVC =% StorageClass,

RERBEN A TILE PVC:

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="production-db-policy" \

-—-overwrite

ER RN A TINE StorageClass:

kubectl annotate storageclass ontap-gold \
trident.netapp.io/autogrowPolicy="production-db-policy" \

-—-overwrite

MR FK[FAY7E StorageClass A1 PVC LR B HME KR, A% HA4?

PVC ERIa& M. SR PVC BA trident.netapp.io/autogrowPolicy 3¥%%, MIFitStorageClassiEE 4
, Trident BRERZE. BXFMES, BFSH "KEMELR

40, {Ri%it StorageClass:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
annotations:
trident.netapp.io/autogrowPolicy: "standard-agp"
provisioner: csi.trident.netapp.io

allowVolumeExpansion: true

Itt PVC Z& & StorageClass HKEg:
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: database-pvc
annotations:
trident.netapp.io/autogrowPolicy: "logs-policy"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 50Gi
storageClassName: ontap-gold

Trident £/ logs-policy FF “database-pvc, MAE standard-agpe
WA R E S BENEK?

¥ PVC ARIZE N "none". XREBEZZBMEST StorageClass k5! 5 :

kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

—-—overwrite

TR IR S ERAENEK:

kubectl get pvc <pvc-name> -o Jjsonpath
='{.metadata.annotations.trident\.netapp\.io0/autogrowbPolicy}"

PR

none

LHEILE maxSize Nk EHA?
Trident (ZLEY BE. EMEFERASHALEIEINEET usedThreshold, MASNIZELEIHF—F AR A/IEK,

fBgn, @ UHESRER, Trident 755X 100 GiB [a{FLEIEK:
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apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: capped-policy
spec:
usedThreshold: "90%"
growthAmount: "10Gi"
maxSize: "100Gi"

ERAFLIRIZK, 1528 maxSize WFEHIGEN 0

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: unlimited-policy
spec:
usedThreshold: "85%"
growthAmount: "10%"

KA UERENBEHENIER T ELREG?
EEMRIRN, FRZERNMESHE T RIS KITGNRAHESH. FTHEEENRBS.
R B TERES

kubectl edit tridentautogrowpolicy production-db-policy

RIEF BT
spec:
usedThreshold: "75%" # Changed from 80%
growthAmount: "20%" # Changed from 10%
maxSize: "1Ti" # Changed from 500Gi

REFHRL. WIEEH/EHREE:

kubectl get tridentautogrowpolicy production-db-policy
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PR

NAME USED THRESHOLD GROWTH AMOUNT STATE
production-db-policy 75% 20% Success
At AFBIRBE F RBURES?

‘Failed' WERTREATESWIEEIR. BITUTHISREFHRIRZFAEE:

kubectl describe tridentautogrowpolicy <policy-name>

# NREASIETLTME usedThreshold (WA 1-99%) . growthAmount Bid maxSize, TTLHMHY
Kubernetes BHEM&T. 1HEIEAMEHEMNA:

kubectl apply -f autogrow-policy.yaml

At AT ERPRREE?
RERERALERRIF. MRESMECRIZERR, WHBRRKEHN Deleting R, HERFMEBPRFIFFAES,

tridentctl get autogrowpolicy production-db-policy -o yaml

SAREME PVC HfIBRERE

# Option A: Explicitly disable autogrow
kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy="none" \

-—-overwrite

# Option B: Remove the annotation entirely
kubectl annotate pvc <pvc-name> \
trident.netapp.io/autogrowPolicy-

BFRFAEEE, BRERAESFHBIFRRES,

BHhEKESEATFE ONTAP [Gi%?
Autogrow Z#F NFS. iSCSI. FCP # NVMe i}, 1B, NVMe RIGIREFE ONTAP 9.16.1 HEShRA,

FEFRBEPNINEEAIEFIRTEMERERZATREAT TR, BINE Trident £H28 HERILIET
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BRSS!

kubectl logs -1 app=trident-controller -n trident | grep "Migration
completed"

LLF StorageClass =5 E /9 NAS #1 SAN GiREi BRI B EhEK:

NAS j5ix

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: ontap-nas—-autogrow

annotations:

trident.netapp.io/autogrowPolicy: "standard-autogrow"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "ext4d"
allowVolumeExpansion: true

SAN i

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: database-storage

annotations:

trident.netapp.io/autogrowPolicy: "production-db-policy"

provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-san"

fsType: "ext4d"
allowVolumeExpansion: true

SAN EHREKERZL?

3tF SAN &, BMRMEEKEN 51 MB, IEIE "growthAmount EZE J3 50 MiB Z{E‘L, Trident 2 BnhiEA
AR/ MRERVIEIZINE] 51 MBo

Blan, thERERISE growthAmount "B ~"40Mi", 1B Trident XA ERIEE SAN HNF 51 MB 184 :
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apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: san-minimal-policy
spec:
usedThreshold: "85%"
growthAmount: "40Mi"
maxSize: "100Gi"

BB G XMETNERE, &1 growthAmount i€ E A ATF 50 MiB FI{E:

apiVersion: trident.netapp.io/vl
kind: TridentAutogrowPolicy
metadata:
name: san-policy
spec:
usedThreshold: "85%"
growthAmount: "100Mi"

maxSize: "500Gi"

ENE
BT LUEA “tridentctl import @ I H A Trident ENFREMNIFAEERR (PVC) ¥
BEZEES NN Kubernetes PV,
BEAFEEEIN
AT LUEES N Trident LA
s ARV NBEERHERENBHESE
* BHIEENRER TR N AR

* BEKINA Kubernetes &%
* ERMERE BRIELNT R N AR IR

AREM
ESANEZH, BFEEUTEESEI,

* Trident REES AN RW (G£E) Z£EIA) ONTAP &, DP (BUBRIF) LBIER SnapMirror Bing., TEES
A\ Trident Z 8, ERZPERGXR,

* BRSNS EDEENS, BESAEEERANS, BREZE, ARRITSEN

. XN FRELHEE, F Kubernetes FZIREILIRIRYERE, H H A LURAAMRS &S &M
- INZ pod, XFIRER FEEIEIIT,
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* BEJR "StorageClass' %77t PVC L38E, 1B Trident TS ANIREFREALL S, FELEATEELIERE
RIBEEMEF M AT R TR, ATEEEE, BRESAIEFRAFEEFN, Eit, BMEEEFEET
5 pPVC HiEENEMERLENEHRIBE, SABRIEEK,

* MEEKRNE PVC HHHEFMIRE. EHEERDIEFSNG, PV BER ClaimRef 8JZ%] PVC,

o EIERIRRAITE PV F&E N retain. Kubernetes BIH48E PVC M PV &, EIKERREEFH NS
Storage Class BI[E]Y SR EEITHD,

° NRFMELRMEERES delete, MTEMIFR PV BSEMIBREMES.

* FMABRT, Trident BI2 PVC HEfRAGIH LM FlexVol &# LUN, &R LUEE --no-manage 1A
NIEHEEE, HEE --no-rename IFELUREEZ TR,

° ——no-manage* - NRE(ERA --no-manage #7&, Trident FAREFREREHIFXS PVC 5 PV 17
MR IE. MIBR PV NA=MiREMES, LRZBREMENE, NEREMSKIEE,

° ——no-rename* - NREH --no-rename 7%, Trident ZREMEER, ANSFAEHEIRENEGE
HA, 3F ontap-nas. ontap-san (B3EASAr2 &4:) # ontap-san-economy JRoIiEFA 15
[l i il

L WERBE Kubernetes BT AR TER S, BESE Kuberetes = JMITZIEBER
T EER, NSXEEETEER S .

* £ PVC M PV EARMT —NER, ZEREBWNERN, ATHETESAREURZEEEEE PVC M
PVo RRAECLEMIFRILERE,

SANE
&R LAER “tridentctl import’ S@E I HH Trident RN FREH PVC KFEANB.

#&iE SNREEMA PVC AR, WEHE TEHEER tridentct REANE,
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£ tridentctl

B
1. gIE—1 PVC X (5180, pvc.yaml) , ZXHFERATFEIE PVC, PVC XHREHE name.
namespace. accessModes '# “storageClassName, &, ERILITE PVC EXHIERE

unixPermissionse

U i/ SR

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: my claim
namespace: my namespace

spec:
accessModes:
- ReadWriteOnce
storageClassName: my storage class

&E  XEERFENSH. PV BHERNNERINSHATESBSANG LSRR,

2. {#H “tridentct! import s S AIFEE B & E/ Trident [FimAI B RIA LM —ATIRTZME EHMNZIR (Bl
. ONTAP FlexVol. Element Volume) . $8%E PVC XHMBREEE -F S,

tridentctl import volume <backendName> <volumeName> -f <path-to-pvc-

file>

&M PVC 11
P$IE
1. EAER Trident SNERFRAIE PVC YAML X (5180, pvc.yaml) o PVC XM EIE:

° name M namespace ETCEIETR

accessModes. resources.requests.storage A0 storageClassName ERAE

° FRE:
" trident.netapp.io/importOriginalName: fgin_EBIERFR
* trident.netapp.io/importBackendUUID: &HFEMFIH UUID
* trident.netapp.io/notManaged (Optional): AIEFEEHBIREN "true"s RIAEN

"false"s

TEERSAREESHRAIME:
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <pvc-name>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "<volume-name>"
trident.netapp.io/importBackendUUID: "<backend-uuid>"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: <size>

storageClassName: <storage-class-name>

2. ¥ PVC YAML X R/ E] Kubernetes S£8%:

kubectl apply -f <pvc-file>.yaml

Trident 3 BsISANEHIEELHEE PVC,

Nl

BEEUTRZHENEFHNESNRHF.
ONTAP NAS #1 ONTAP NAS FlexGroup
Trident Z#F#FH ontap-nas M ontap-nas-flexgroup WEIIEFHITESF N

* Trident AZ#F#EF ontap-nas-economy BEEIFEFHITESF No

&F
* ontap-nas # ontap-nas-flexgroup WEIFEFRARIFFEREZEENER,

£ ontap-nas RaPiZFEIRIE N EEE ONTAP £8f LJ— FlexVol &, M ontap-nas KoiiEFS
A FlexVol HHTEIRIEMER, ONTAP & L ETF7ERY FlexVol BRI LA{EA ontap-nas PVC &\, [EfF
, FlexGroup &R LUEA ontap-nas-flexgroup PVC § o

{E 8 tridentctl A5 ONTAP NAS =l
UTFRAERMNEER tridentctl SAFEESNIEIEE S,
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REE
UTRHIFEANRB A managed volume HEEIF A ontap nas HGEHH:

tridentctl import volume ontap nas managed volume -f <path-to-pvc-file>

st ettt T T e e Fom -
fom - ittt ittt fom - e +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
- fomm - fomm -
fom - o fommm - fommm - +
| pvc-bf5ad463-afbb-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | cS5abf6ad-b052-423b-80d4-8fb491alda22 | online | true |

o fommm - fomm -
fom - o fom - Fom—m————— +

FREE

f£F "--no-manage BB, Trident F2EHRE.

LUFRBITE ontap_nas [GiHS A unmanaged volume:

tridentctl import volume nas blog unmanaged volume -f <path-to-pvc-
file> --no-manage

o fom— - Fomm -
fom - o e fomm - +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

o fomm - fomm e
Fommcmmomo= B e Fommcomo= oo +
| pvc-df07d542-afbc-11e9-8d9f-5254004dfdb7 | 1.0 GiB | standard |
file | c5a6f6ad-b052-423b-80d4-8fb491aldaz22 | online | false |
o Fomm - Fomm -
fom - o fom e +

{#F PVC ;35H) ONTAP NAS =l
UTFRAERINEER PVC ERENFEETIEREE S,
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RES

T RBIMELE 81abcb27-ea63-49bb-b606-0a5315ac5f21 BANFRA “ontap volumel HI
1GiB ‘ontap-nas &, fEF PVC ARIKE T RWO ihaiER:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <managed-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap volumel"
trident.netapp.io/importBackendUUID: "8labcb27-ea63-49bb-b606-
0a5315acb5f21"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>

FREE

LUITFRGIER PVC 3B MIGiH 34abcb27-ea63-49bb-b606-0a5315ac5£34 S ANRA “ontap-
volume2 'Y 1Gi ‘ontap-nas %, FI&E RWO ARIEL:

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: <umanaged-imported-volume>
namespace: <namespace>
annotations:
trident.netapp.io/importOriginalName: "ontap-volume2"
trident.netapp.io/importBackendUUID: "34abcb27-ea63-49bb-b606-
0ab5315ac5f34"
trident.netapp.io/notManaged: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: <storage-class-name>
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ONTAP SAN

Trident 235 ontap-san (iISCSI. NVMe/TCP #1 FC) #0 “ontap-san-economy IRohizF#1TES No
Trident ATLAS AN B E 8 LUN B9 ONTAP SAN FlexVol %, X5 “ontap-san IKEhi2F—2, ZRhiEFENE
™ PVC 83— FlexVol &, }7E FlexVol A EIE—1 LUN, Trident &\ FlexVol EHEEHS PVC E X418
XBE, Trident AJIAS ANEE % LUN BY “ontap-san-economy %,

UTFREERTHIRSANREENFRES:
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HES
WFHEESL, Trident 235 FlexVol HEEERZ A pve-<uuid> &R, FHI§ FlexVol HHH LUN EdE A

1unOo

UTRBISNFET ontap_san_default [GiHHY ontap-san-managed FlexVol volume:

tridentctl import volume ontapsan san default ontap-san-managed -f pvc-

basic-import.yaml -n trident -d

e F————— o
o o t——— o +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

e o -
e e - e +
| pvc-doeedf54-4e40-4454-92fd-d00fc228d74a | 20 MiB | basic |
block | ¢cd394786-ddd5-4470-adc3-10c5cedca’757 | online | true |
e e o
t——— o +——— o +

ZESL

BUFRBITE ontap san [EiHS N unmanaged example volume:

R

tridentctl import volume -n trident san blog unmanaged example volume

-f pvc-import.yaml --no-manage
Fommmmmmmmomeososorrenosmemereme oo me oo Frommmmomos Fomcmmemememonos
Fommemmomo= B e Focmcomo= oo +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommcmcosososososrsros oo esCe T Ce e S e S e Fososmsmss Fomosmsososssoss
Pommmmmmm== o memes e e s s s s Fommmmm== o= +
| pvc-1£c999¢c9-ce8c-459c-82e4-ed4380a4b228 | 1.0 GiB | san-blog |
block | €3275890-7d80-4af6-90cc-c7a0759£555a | online | false |
Fommmmmmemsmssesese s s s s s e o= e
Fommmomomme Fommememerossrsreemenessosoeseoomomoms Fomomomme Fommomomos +

1&B9 LUN BRE4EI5 Kubernetes 7552 IQN % IQN 89 igroup, MLATRAIFRT, SBWEIEIR: LuN

already mapped to initiator(s) in this group. EEEMIFREENEHECEMET LUN UE NS,
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Vserver  Igroup Protocol 0S Type Initiators

k8s-nodename.example. com-fe5d36f2-cded-41f38-9eb@-c7719fc2f9f3
iscsi linux ign.1994-05.com.redhat:4c2elcf35e0

unmanaged-example-igroup
mixed linux ign.1994-085.com.redhat:4c2elcf35e0

ONTAP SAN-economy 53!

T RAIERIMEN ontap-san-economy GRS NEEMIEFEE S,
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RES

HIEENKESER, Trident ¥3R1F FlexVol IFIENHEGRRE. HIEME—1 FlexVol EAZ LUN
B, SAMEEEDR,

BUTR B “lun1® MFlexVol “toimport & A% A “vol-managed-saneco R EE:

tridentctl import volume vol-managed-saneco toimport/lunl -f
importl.yaml

S lunl'fg, Trident ¥ Flexvol F&p& (W, FfFEA trident lun pool xyz) o BM
HEERY FlexVol S NEAME LUN, IEREAHH FlexVol Z#R:

tridentctl import volume vol-managed-saneco trident lun pool xyz/lun2
-f import2.yaml

ZF ontap-san-economy [GiF—XSFAN—1 LUN, Ea]LUFERMEBIHRITEZ TSN

FRES

LHIZENIEFEEEDBY, Trident R#HHE FlexVol, 1B2, FlexVol #1 LUN #AZETE Trident S5 R LI7E,

FlexVol a5 Z &1

trident lun pool STORAGEPREFIX RANDOMSTRING

* STORAGEPREFIX 2/GECE™ storagePrefix BB, BAIAMEN tridento

* RANDOMSTRING iR ERFERT S,

LUN s &K
WA LUN 8588 1unOo

ANl
WMREH storagePrefix & “xyz, M LUN BIEEEKZH:

trident lun pool xyz randomstring/lun0

Element

Trident 32#F NetApp Element 240 NetApp HCI 8N\, R “solidfire-san’ IXEHFERF,

Element XS FIFEENER, BR, MREFEEENER, Trident :REIFEIR, (FA—FiE

BE g, BaEns, BHE—N5E8, AESAEENE,
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LI RIEERL element_default § X\ “element-managed' %,

tridentctl import volume element default element-managed -f pvc-basic-
import.yaml -n trident -d

T Tttt P fommmmmmemememe=
Pommmmmmm== e me s s s s e s et o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |
R e o= oo mem=
Fommemmomo= oo rererrrrrrrrerrresersrer e Fommeomo= Fommmmomos +
| pvc-970celca-2096-4ecd-8545-ac7edc24a8fe | 10 GiB | basic-element |
block | d3bal47a-ealb-43£9-9c42-e38e58301c49 | online | true |
Fommmmmmemsmemrrrrrrrrre e e e e Frommmmom= Fommmmmcememeoes
Fommmmmmm== et Pommmmm== o= +

Azure NetApp Files

Trident 235 “azure-netapp-files IRENFEFHITE S N0

P EES N Azure NetApp Files &, 1HBTEERIFIRNGE, CHRESENFHERERE ./ 22BN
: ZB53. FlaN, WNREHEKFEN "10.0.0.2:/importvoll, MFHEKEFEN importvolls

MU EGlR azurenetappfiles 40517 ES|AN—1 ‘azure-netapp-files' &, BEEN
“importvolle

tridentctl import volume azurenetappfiles 40517 importvoll -f <path-to-
pvc-file> -n trident

Fommmmememsmsseseses s s e e o= o=
Fommmmmmm== et Fommmmm== o= +
| NAME | SIZE | STORAGE CLASS |
PROTOCOL | BACKEND UUID | STATE | MANAGED |

Fommmmmmmmsmoososorreromemememe oo me oo e Fomcmmemememonos
Fommmmmomo= B e e e e et Fommmomoe e e +
| pvc-0ee95d60-£d5¢c-448d-b505-b72901b3adab | 100 GiB | anf-storage |
file | 1c01274f-d94b-44a3-98a3-04c953c9%a5le | online | true |

it e e et ommmcemos e e
Fommmmmmm== e mes e s s s s s s ee s Fommmmm== o= +

Google Cloud NetApp Volumes
Trident X #{#F "google-cloud-netapp-volumes EEHZFHITESF No

T RAITEEIR backend-tbc-genvl E§ A% testvoleasiaeastlo
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tridentctl import volume backend-tbc-gcnvl "testvoleasiaeastl" -f < path-

to-pvc> -n trident

Fommmmmmomomoososorreroemememenemeoememmm o Fommomomos
o Fomm -
Pommmmm== o= +

| NAME | SIZE | STORAGE CLASS

| PROTOCOL | BACKEND UUID | STATE | MANAGED |
Fommmmmmemsmesesesese s s s s e ss s o=
Fommmmmmmmemenemeomomm= Frommomomom= Fommmmmmrmemsrrrrrrr e reme e e e e o
Fommmmm=e Fommmmmme= +

| pvc-a69cdal9-218c-4ca%9-a%41-aeal05ddl3dcO0 | 10 GiB | gcnv-nfs-sc-—
identity | file | 8cl8cdfl-0770-4bcO0-bcc5-c6295fe6d837 | online | true
|

Fommmmmmemsmesessse s s s s e e o=
Fommmmmmmmrmeoeosomoom= Fommmmomom= Fommmmmmrmescrrrrrrr e reme s e e m o
Pommmmm== o= +

UM EAUTRE—XIFEA, UTRGISAN google-cloud-netapp-volumes' & :

tridentctl import volume backend-tbc-gcnvl
"projects/123456789100/1locations/asia-eastl-a/volumes/testvoleasiaeastl"
-f <path-to-pvc> -n trident

o fomm -
e fromso=e==== e et
fem====== fememe==== 4
| NAME | SIZE | STORAGE CLASS
| PROTOCOL | BACKEND UUID | STATE | MANAGED |
fossssssss=ssscscssssssssosossssssss=sssa=s fememe====
N T fro e e e e e
e e I
| pvc-a69cdal9-218c-4caf%-a9%41-aeal05ddl3dcO | 10 GiB | gcnv-nfs-sc-
identity | file | 8c1l8cdfl-0770-4bc0-bcc5-c6295fe6d837 | online | true
|
fossssssssssssesessssssesososssassasssssa=s fememema==
frosssssseemes e from=mee==== et
fe=m====s e +

BREXEAMIFE

fEF Trident, EAILIARIRIEDEBESEXHNBITE, XEMTEIRRIEHEMIREY
FIHERNZB Kubernetes iR (PVC), &R LRk E XiER, BTFEIZ2EEXER
MBEXTE; EeIE. SAWENERSETETRER.
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ez Al
AIERIME R MIRE S FF

* BOE. SAMERE
* XF ontap-nas-economy REhiER, RE Qtree HEHI RSB IFIENR
* XF ontap-san-economy REhFER, RH LUN BRFTE A TRENR.

PR
* BEXEZNS ONTAP FKHIREHIZF R A,

* 358 ontap-san. ontap-nas # ontap-nas-flexgroup WENIEFA ZIFEE XITE,
* BEXERZM A ERTIES

AEHERBIXBTH

* IRATFRMERPIIEZTHMAESRE, WEke/BEEAW. B2, WRERNARK, KiRENER
RN EBEE.

* SEEARREETHNRZMIERG R, FHEINEZTER. ERAFMENIZREERR UEZRMNIEIERTP,

ERBMRIRAMARE R R iR EC B
FILATEIRM/E AR5 E X B RE X AR IR

HRER AT

{
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",
"username": "<admin>",
"password": "<password>",
"defaults": {

"nameTemplate":
"{{.volume.Name}} {{.labels.cluster}} {{.volume.Namespace}} {{.volume.Requ

estName} } "

by

"labels": {
"cluster": "ClusterA",
"PVC": "{{.volume.Namespace}} {{.volume.RequestName}}"
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Pool 51

"version": 1,

"storageDriverName": "ontap-nas",
"backendName": "ontap-nfs-backend",
"managementLIF": "<ip address>",
"svm": "svmQO",

"username": "<admin>",

"password": "<password>",

"useREST": true,

"storage": [
{
"labels": {
"labelname": "labell",
"name": "{{ .volume.Name }}"

}o
"defaults": {

"nameTemplate": "poolOl {{ .volume.Name }} {{ .labels.cluster
1Y _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
by
{
"labels": {
"cluster": "label2",
"name": "{{ .volume.Name }}"
by
"defaults": {
"nameTemplate": "pool02 {{ .volume.Name }} {{ .labels.cluster
}} _{{ .volume.Namespace }} {{ .volume.RequestName }}"
}
}
]
}
an R R
NI
"nameTemplate": "{{ .config.StoragePrefix }} {{ .volume.Name }} ({{

.config.BackendName }}"

5l 2:
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"nameTemplate": "pool {{ .config.StoragePrefix }} {{ .volume.Name }} {{
slice .volume.RequestName 1 5 }}""

FELZENER

1. WFESN, NEMEEEARERINTEN, 72EMTE. fI0:
{"provisioning":{"Cluster":"ClusterA", "PVC": "pvcname"}}o

2. WFREESN, BELEBEEIREXPIRESIE X HIEFFER.

3. Trident R3ZHrEAHATFIERISRAV)F1R1ER.

4. MNRBIRCEBEFEME—HEL, Trident FHANJLOFENFRFLUSIEE—ES,

5. Y1R NAS £ EMNBEX B KEBT 64 MFFRF, Trident FiRBMENGEANESG LS. WNTFABEHAM

ONTAP IK&pizfr, SIRERBIRIRE, NELIZIZRRK,

EimZTEHE NFS &
R Trident, ERILIIEEGRAZTEIFOESE, HE—INHZ N HEBIHRTEFHEZEE,

TridentVolumeReference CR AAIFEE— 1% Kubernetes 853 28] 2 @] £ = ReadWriteMany
(RWX) NFS %, It Kubernetes R&fRRAREEGLUTHE:

© ZAIRIEE, BREE
* IEATFFRE Trident NFS HBIREHIEFE
* K tridentctl SEMEMIEAM Kubernetes ThAE

ILEIRBE T 1 Kubernetes 852 Fial 2 (8]A9 NFS HHE,
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re

________________________

TVol €—p

=
3
2

.......................

O [
H

TridentVolumeReference
primary/pvci ;
B e e s T -7 Storage " Y i e e e P - 3
Volume
TRIENI]
RENANTEEAIEE NFS HHE,

BLER PVC LUIHES
BTEFMEERTIIEIR PVC FREvSEERIIR.

I>

/ED

a

BFEERmZ T EFEIE CR HIRR
B RIEF B AT EE B TridentVolumeReference CR HITX R,

i
0O
3

£ Birm & FiEH Al TridentVolumeReference
Biren & TeIMER A E RI7 TridentVolumeReference CR LA3| AR PVC,

o ERrSHRTEREEMNE PVC
Birtn 2 TEIFREERIEME PVC LIERAXBIR PVC BIEUETR,

B R B RS2 =8

ATHRZ2E, BEafTEAEZFRRGSIATEMEE. EHEERNBRaRTEFAENDENERE. &
SN EREERFP AT,
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p

1. BB FEFFEE: ERMGATEFEE PVC (pvel), @IFEH shareToNamespace i, EF58

IRERRZTIE] (" namespace2) HEERINR,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl
namespace: namespacel
annotations:

trident.netapp.io/shareToNamespace: namespace?

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

Trident g PV MEGim NFS FfiEE.

o BRI LUMERIES 2 RIYIRE PVC HEZRZ M apR=iEl, i,
trident.netapp.io/shareToNamespace:
namespace?2, namespace3, namespaced,

T gEem - HEEFERETE. fi,

trident.netapp.io/shareToNamespace: *

o fEO LABERY T PVC LIS “shareToNamespace /5%,

2 *EREIER. *HREBISELEHMN RBAC, LUIEFEHITGRTRIFAIEETE R TiEF6IE
TridentVolumeReference CR BIFX R,

3. BiraATEIFIESE: EBirmBTEPeIES | BIREd & TE TridentVolumeReference CR pvclo

apiVersion: trident.netapp.io/vl
kind: TridentVolumeReference
metadata:

name: my-first-tvr

namespace: namespace?2
spec:

pvcName: pvcl

pvcNamespace: namespacel

4. BYrmRTEFAEE . EBEFRHRTIE (namespace?2) FEIE— PVC (pvc2), FHfER shareFromPVC

ERERIERE TR PVCo
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:

annotations:

trident.netapp.io/shareFromPVC: namespacel/pvcl
name: pvc2
namespace: namespace?2

spec:
accessModes:

- ReadWriteMany
storageClassName: trident-csi
resources:

requests:

storage: 100Gi

&iE B#5 PVC BIANRBIVNTFEFTIR PVCo

#R

Trident 32BXB 45 PVC L£BY “shareFromPVC /A%, HEB1x PV I &G B CHNEEERNMESE, 1%EE

mE PV HHEFIE PV ZFERIFE. Bix PVC # PV B RAIERHE.

BEFHZES

ERILIMERE Z M ap R = RIHZRIE, Trident MR ReR R =B LERVIFRINIR, HRENEZZENHM

R EEINGIENIR. H5|IRZENFEGRTEEEBIERE, Trident ZMFFZE,

f#H tridentctl get BEHMNES

fEZ[tridentctl LBER, ZBELUBITIZ get PR IRBMES. BXEFHAEE, BEN
‘tridentctl BpAIEIN,

Usage:
tridentctl get [option]

frig:
* "=h, --help: AR,
* ——parentOfSubordinate string: FEMERHIAMEERES,
* ——subordinateOf string: FEERHIANENTE.

PR
* Trident AL IR R ERIEANHRES, BN ERAXAHESEMBHIZR LBEHZENIRE.
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https://docs.netapp.com/zh-cn/trident-2602/trident-reference/trident-cl.html

* ERBEBIIMIPR shareToNamespace '3 " shareFromNamespace  F RSP
‘TridentVolumeReference CR FHEEXR PVC BIiF IR, EHREEIARINIE, RN B
PVC,

* TAEEMNBE LHRITIRE. ZREMES,
THREZER
BETHEXEMATEEINNNESZER:

* W& "NetAppTV" EAYET
EmZTERES

{6 Trident, E0]LIERREE— Kubernetes E£EE¥ARE M TENINE Ex S IREBE
FEREER

k= ts

TEREEZAE, BREENBRERIEEERH BERABREREFES.

&iE 2% ontap-san #l ontap-nas FEERMIEF A ZFFERRATEIRE, FFRETE,

o

NI
QFNSHEREERE,

FREJR PVC LUsig®5
REp B EEPIAER TIHIEIR PVC RBVEIERINIR,

o BFEEIRmETEHEIE CR BINR
EERERIETERGRTRINFIEEBIE TridentVolumeReference CR FIFY R,

ki

mi

e £ Birf 2 a4 87 TridentVolumeReference
Biren & =IaIFRE 612 TridentVolumeReference CR LLB| A& PVC,

° EBtra R TR eI e PVC
Bires R TENFIEEEIE PVC UMNIRE &= a5 PVC,

ECERM B R 2 =8

NpRZeM, EndTERRERBRmIATEMEE. SEEERNBmSATEMEENDENRF. &
BTN T BEPEERF AR,
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https://media.netapp.com/page/9071d19d-1438-5ed3-a7aa-ea4d73c28b7f/solutions-products

TR

1. B RTEFFEE:. ERMBTE(namespacel HEIE pvc (“pvcel, BIFER cloneToNamespace i+
iR, BT 5B Zi8( namespace2’ = AR,

kind: Pers

istentVolumeClaim

apiVersion: vl

metadata:

name: pvcl

namespace: namespacel

annotations:

trident.netapp.io/cloneToNamespace: namespace?

spec:

accessModes:

- ReadWriteMany

storageClassName: trident-csi

resources:

requests:

storage: 100Gi

Trident Bl PV

o

&iE .

2. £EBHEIER. WMREREEHN RBAC, LURTFEirmRTEMAEEB MR TEFLIRE

TridentVolumeR

3. BirspR=TiEfEE: EEIRS

RERHREFES,

o UERES 2 RINTIRE PVC HEFZ M HE=iE,. Fli,
trident.netapp.io/cloneToNamespace:
namespace2,namespace3, namespacedo

TR LIER ~ HEEIFrEmR=iE. F,

trident.netapp.io/cloneToNamespace: *

&e] KBRS # PVC LLELE “cloneToNamespace /3 ¥

eference CR B[R (namespace2) o

apiVersion: trident.netapp.io/vl

kind: TridentVolumeReference

metadata:

name: my-first-tvr

namespace: namespace2

spec:
pvcName :

pvcl

pvcNamespace: namespacel

a2 S | IR FiElAY TridentVolumeReference CR pvclo

4. BYrmRATEFEE:. EBFHRTIE (namespace2) FIE— PVC (pvc2), #H cloneFromPVC 5
cloneFromSnapshot, UM cloneFromNamespace ;Ff#RIETEIR PVCo

233



kind: PersistentVolumeClaim
apiVersion: vl
metadata:
annotations:
trident.netapp.io/cloneFromPVC: pvcl
trident.netapp.io/cloneFromNamespace: namespacel
name: pvc2
namespace: namespace?2
spec:
accessModes:
- ReadWriteMany
storageClassName: trident-csi
resources:
requests:
storage: 100Gi

PR
* 3 F{EF ontap-nas-economy IREHIZFACER PVC, AXIFHRIETIE,

f£F8 SnapMirror E51%&

Trident SZR— MR LIRS SMEER LHNBEIMEZBNERERXR, BTFERIEELLH
TRMEME, Eo]LIERSRTEINBENXZRIRENX (CRD), #{A Trident Mirror
Relationship (TMR) E#1T LA T 121E:

- BIE% (PVC) ZiaMBEE R

* MiRss > EREE G E R

- hUfEEGRER

C ERMIER (WIERTS) HEEF RS

© BITRI T2 ME R BISE B TTIREEIR (TR RIR SR RS T A5 HRia))

EHIFRFM
EFaZR, BAHERER AT IRE S

ONTAP 58
* Trident: Trident &7 22.10 SEBARAUFIFIE T ONTAP {EX/SERATFAI B 4% Kubernetes £8f 1,
* WENE: APETFA BT ONTAP $28¢ /5 FME R EURRIPESS S ONTAP SnapMirror RHFAIIE, &S
% "ONTAP FIfY SnapMirror ¥ I #EA" LKENE 215 B.

M ONTAP 9.10.1 748, FRBEITAIIEARLL NetApp FFEIIEX 4 (NLF) RO EEAT, ZXHBRAZ 1M IEER
BAXH. BXRIFMER, BEZI "ONTAP One MiHHIIFAIIE"
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#x X2+ SnapMirror & 1R,

W&
* SEBFFN SVM: 47xE ONTAP ZiEFiR. 1581 "8/ SVM WHEBA" LIRENEZERE,

BERHA  WRERD ONTAP & ZEIREFIXRPERR SVM ZMZEMHE—,

* Trident ¥1 SVM: ¥ZnfE SVM el AT Bir&EEE LMY Tridents

S FFNIREHZR

NetApp Trident 23553 LA T IRSHIZE P 2 HFHVTEAEZERY NetApp SnapMirror i Ri#1TEEH]: ontap-nas:

NFS ontap-san: iSCS| ontap-san: FC ontap-san: NVMe/TCP (FEE&{X ONTAP ks 9.15.1)

s ASA 12 REAZFHER SnapMirror #HITEE R, BHX ASAr2 RFEMER, 1BSW "TH#E ASA
’ r2 FERS"

BIZHE PVC
BERUTEZBHER CRD REIEEEM _REZEICIEREXRo

P$IE
1. 7£% Kubernetes 8 FHITUTHE:

a. f#f trident.netapp.io/replication: true BB StorageClass I %o
ANl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas
provisioner: csi.trident.netapp.io
parameters:

backendType: "ontap-nas"

fsType: "nfs
trident.netapp.io/replication: "true"

b. {EF%AILIZER StorageClass BlIE PVC,
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Nl

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

C. {ERAZs#{5 B 87 MirrorRelationship CRo

Nl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
state: promoted
volumeMappings:

- localPVCName: csi-nas

'El'rident RENERNERE BEAENYHRIEUERIP (DP) IR, FASEZT MirrorRelationship BY status &
Lo

d. $XBY TridentMirrorRelationship CR LAFXEX PVC HIRIEZRE FRFT SVMo

kubectl get tmr csi-nas
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kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

generation: 1
spec:

state: promoted

volumeMappings:

- localPVCName: csi-nas
status:

conditions:

- state: promoted

localVolumeHandle:

"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”

localPVCName: csi-nas
observedGeneration: 1

2. J57E4HB) Kubernetes 28 FHITU TS E:

a. {#H trident.netapp.io/replication: true £ 8/## StorageClass.

Nl

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: csi-nas

provisioner: csi.trident.netapp.io

parameters:

trident.netapp.io/replication:

b. B3 E S BIRFIR{SE B M MirrorRelationship CR,

Nl

kind: TridentMirrorRelationship
apiVersion: trident.netapp.io/vl
metadata:

name: csi-nas

spec:
state: established
volumeMappings:

- localPVCName: csi-nas

remoteVolumeHandle:

"datavserver:trident pvc 3bedd23c 46a8 4384 bl2b 3c38b313clel"”
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Trident B eIEZ— M EEEBEEXRRIEZTR (2 ONTAP ZRAE) B SnapMirror % R FHXMEFHITHIIA

o

C. {ERAIRIZER StorageClass BlI7 PVC L7z 2H%#B) (SnapMirror BR) o
NG|

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: csi-nas
annotations:
trident.netapp.io/mirrorRelationship: csi-nas
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi

storageClassName: csi-nas

Trident ¥$#0%& TridentMirrorRelationship CRD, MR XARARTEE, NMTLEtIESE, MNREFELXEA
, Trident $Ha{RIS# FlexVol H#HE )5 MirrorRelationship FHE X FIIZIE SVM XZEH) SVM L,
EEFIRE

Trident $8f&%%& (TMR) 2% PVC ZEIEHIXAM—IHA CRD, Bix TMR B—MRE, ©&ikF Trident Fr
EHREZRM 4. BF TMR EELUTRE:

* Established: 7l PVC BRGXRZANERE, X2—MHHNXR,
* Promoted: Zsih PVC 2 ReadWrite BAIEHR, BaSEHRGXEZEN,
* BEMEIL: 45 PVC BIRGXZNBNE, et T ZBEGRXEP,
c NRBFESREZEEEFEXRR, WNAFERASEMEILNRES, BNEsBEBIENRA.
c NREUFIRSREILXR, WEMBILRSIEEK,
it RN RS F5 R B F 5B PVC
7E5#B) Kubernetes 585 FHITU T E:
* ¥ TridentMirrorRelationship B9 spec.state FEREHT A promotedo
EIHRIAVE PSR A HR a3 5@ Bh PVC
EiHRIAErERRTE EF8) HAiEl, BRITIU TS BREFALEE) PVC:
$IE
1. 7% Kubernetes 8% £, G PVC BIIRER, HEFFOIERE,

238



2. 7% Kubernetes &&% F, 6lZ Snapshotinfo CR LAFKEXASRIFAE R,
AN

kind: SnapshotInfo
apiVersion: trident.netapp.io/vl
metadata:
name: csi-nas
spec:
snapshot-name: csi-nas-snapshot

3. 7E4#Bh Kubernetes 8% F, J% TridentMirrorRelationship CR By spec.state FE&E# 5 promoted, 1%
spec.promotedSnapshotHandle B 71REERY internalName,

4. 7T54Bh Kubernetes ££8% I, i TridentMirrorRelationship BIRZS (status.state FE&) 9 promoteds

WERBEMERGRR
EMERERRZE, BEREFAHEEXRRN—N.

p

1. 7E34B) Kubernetes ££8% I, iBMAIREH T TridentMirrorRelationship £/ spec.remoteVolumeHandle FE&
HIE,

2. {£%#Bh Kubernetes 8% I, ¥ TridentMirrorRelationship B9 spec.mirror FEEE A reestablisheds

Hihig(E
Trident SZFEHEMN — K& LRI LITIRE:

HEE PVC EFIFIFAVRE PVC
BRHEREE—1MNEE PVC M1—NRE PVC,

TE
1. NEEIIREHE) (B15) SEEMIBR PersistentVolumeClaim #1 TridentMirrorRelationship CRDo
2. NE CR) &E#FMIER TridentMirrorRelationship CRD,
3. EERIMFHEEY (BR) PVC HE (F) &8 LAl TridentMirrorRelationship CRD.
A&, E PVC ZUHiEh PVC BYR/N

PVC AJLAEREIFEA/), WMRBIEEBILFIA/, ONTAP KBz RAEM BT flexvolss
M PVC FffiirE !
ZMFRES], BESRHEBE LRITUTRIEZ—!

* MiFR%#EBN PVC _ERY MirrorRelationship, X&IFE §lX Ro
* I, I spec.state FEEE N promoteds
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kR PVC (SERIEHRE)
Trident WEEHIRY PVC, HAEZHMIFEZRRRERIX R,

ffiB% TMR
fpRIRE X Z—ME TMR £ FIRE TMR 7£ Trident SeRk bR Z BiiZIE R promoted IRZS. W1 IEFFMIFRAY
TMR BZF promoted IR, MAREFEMENRGXR, TMR EHEMER, Trident 224t PVC {&FH A

ReadWrite, IEMIFRIERER ONTAP dhzsith#AY SnapMirror TTEE. MNRIGREFRGXRDEALLE, TR
BHMNEGRXRN, KAERBHR established EEFIIRSHH TMR,

ONTAP BN BB G xR

BRXREIGEI URERTER, B LUER state: promoted B, “state: reestablished FEEE#FH X R, FEHITE
FREIE M ReadWrite BB, ERILUER promotedSnapshotHandle 87E B X 71518 R ZIBVRFE RER,

ONTAP BAREMRERR

&R LUER CRD $11T SnapMirror 5, ME Trident EIZEIES] ONTAP &8, BSFEUT
TridentActionMirrorUpdate & =015 :

Nl

apiVersion: trident.netapp.io/vl

kind: TridentActionMirrorUpdate

metadata:
name: update-mirror-Db

spec:
snapshotHandle: "pvc-1234/snapshot-1234"
tridentMirrorRelationshipName: mirror-b

status.state RIRT TridentActionMirrorUpdate CRD HIIXZS. ©RILUEXE Succeeded. In Progress &
Failed B9{&o

£/ CSl ifh
Trident R LGB ER "CSI iR INEEIEF M2 EF G EMIIN R Kubernetes SE8EHHAY

:IF_J'-Iﬁ\O
5%

fEF CSI #a#M08E, AILUMREXEM AR ESNHRRFIANTRINFE. N5, cREEE
Kubernetes EIEZSIBEBEMETXENT R, TRAUMIF—IKERANFRATAK, BalUIFRERIX
o ATETESXBEMFATFRHEES, Trident EA T CSI b,

7N V#4077 fi# CSI Topology THEE "Itb4bh",

Kubernetes $Z (HRFIRAFHIEHERT:
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Y VolumeBindingMode‘iﬁ%?ﬂ ‘Immediate BY, Trident REXEEMHRIMNRFNER TEIES,
Bl pvc NSV EBEEHENNSEE, XEBHMIA VolumeBindingMode, EHATFAEGIMITIHINIER
&R, BIEIFASHREIITIER Pod NEAEZEK,

* ¥ volumeBindingMode BN WaitForFirstConsumer Bf, PVC BY Persistent Volume BYEIZEFL0E
SWIEIR, HENEMZ PVC B pod #RIAEMNGIE, @EXMAN, CIEMNEHLUKEHRINERFIEEIIE
B4R,

&F The WaitForFirstConsumer HPERXARZERFMIE, XA LUHIZF CSI #RIMNNEREMFER,

ERBE( 4
B CSI R, EREUTHS:

* IB1T "S2HERY Kubernetes HRZs" B9 Kubernetes 58%

kubectl version

Client Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1el1e4a2108024935ecfcb2912226cedeafd99df",
GitTreeState:"clean", BuildDate:"2020-10-14T12:50:192",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}
Server Version: version.Info{Major:"1", Minor:"19",
GitVersion:"v1.19.3",
GitCommit:"1elled4a2108024935ecfcb2912226cedeafd99dt",
GitTreeState:"clean", BuildDate:"2020-10-14T12:41:492",
GoVersion:"gol.15.2", Compiler:"gc", Platform:"linux/amd64"}

c RPN R NEBSIAEINEA (topology . kubernetes.io/region
‘topology.kubernetes.io/zone)MiR%, TR Trident ZHI, XL NIZFETEHPHNTR
¥, LUME Trident AEHRIMNEFEESo
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kubectl get nodes -o=jsonpath='{range .items[*]}[{.metadata.name},

{.metadata.labels}]{"\n"}{end}' | grep --color "topology.kubernetes.io"
[nodel,
{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube

rnetes.io/arch":"amd64", "kubernetes.io/hostname":"nodel", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/master":"", "topology. kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-a"}]

[node?2,

{"beta.kubernetes.io/arch":"amd64", "beta.kubernetes.io/o0os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node2", "kubernetes.io/
os":"linux", "node-

role.kubernetes.io/worker":"", "topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone" :"us-eastl-b"}]

[node3,

{"beta.kubernetes.io/arch":"amdo64", "beta.kubernetes.io/os":"1linux", "kube
rnetes.io/arch":"amd64", "kubernetes.io/hostname" :"node3", "kubernetes.io/
os":"linux", "node-
role.kubernetes.io/worker":"","topology.kubernetes.io/region":"us-
eastl", "topology.kubernetes.io/zone":"us-eastl-c"}]

$E 1. IETRARIN G

Trident FfEEiHA LUKt AR TR AMKIEEEFEMEES. S0 EiHaa IEH— 1 aE
“supportedTopologies R, ZIRFTRZ ZIFHXIFAMX TR, N FEAILLEFIRBY StorageClasses, RETE
SZRMX/XIFPEENNBERIERE, 728185

TR EimE X
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YAML

version: 1

storageDriverName: ontap-san

backendName: san-backend-us-eastl
managementLIF: 192.168.27.5

svm: iscsi svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes.
topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.

JSON

"version": 1,

"storageDriverName":

io/region: us-eastl
io/zone: us-eastl-a
io/region: us-eastl
io/zone: us-eastl-b

ontap-san",

"backendName": "san-backend-us-eastl",

"managementLIF": "192.

"svm": "iscsi svm",

"username": "admin",

168.27.5",

"password": "password",

"supportedTopologies":
{

[

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-a"

"topology.kubernetes.io/region": "us-eastl",

"topology.kubernetes.io/zone": "us-eastl-b"

supportedTopologies AFAE N EHRREKIFMAITAXNGR, XLEXIFHFM A BXERRA
=p=s LA7E StorageClass FiZEMI A IFESIFR. MTEERRREMNXIGMATAX FER
StorageClasses, Trident 21E/5i% L EIES,

BOAT AT NMEFEMEN supportedTopologies, IBEIATRA:
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version: 1
storageDriverName:
backendName:
managementLIF:
svm: nfs svm
username: admin
password: password
supportedTopologies:
- topology.kubernetes
topology.kubernetes.
- topology.kubernetes.
topology.kubernetes.
storage:
- labels:

ontap—-nas
nas-backend-us-centrall
172.16.238.5

.1o0/region: us-centrall

io/zone: us-centrall-a
io/region: us-centrall

io/zone: us-centrall-b

workload: production

supportedTopologies:

- topology.kubernetes.
topology.kubernetes.

- labels:
workload: dev
supportedTopologies:

- topology.kubernetes.
topology.kubernetes.

io/zone:

io/zone:

io/region: us-centrall
us-centrall-a

io/region: us-centrall
us—-centrall-b

EURBIF, region M zone IMERAREFEMMEIUE. topology.kubernetes.io/region
topology.kubernetes.io/zone &7 A] LAMBP R F A FE M,

$I8 2. EXIRINEFA StorageClasses

RIER ML RE P T REVIRIMESE,

BEIUUTRA:
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: netapp-san-us-eastl
provisioner: csi.trident.netapp.io

volumeBindingMode: WaitForFirstConsumer

allowedTopologies:
- matchLabelExpressions:
- key: topology.kubernetes.io/zone
values:
- us-eastl-a

- us-eastl-b

- key: topology.kubernetes.io/region

values:
- us-eastl
parameters:
fsType: extd

£ LR tAY StorageClass XA, volumeBindingMode IREN WaitForFirstConsumero, fEAIL

StorageClass 5KB PVC £ pod F5|BZRIA=WHIT. HEH, allowedTopologies fRHEFARIKIEM

HX, netapp-san-us-eastl StorageClass 7E_EEENH san-backend-us-eastl ik LEIE PVC,

TR 3. QIEMEERA PVC

Bl# StorageClass FFEME ZFimaE, EIMEALULIE PVC,

BELLTRA spec:

kind: PersistentVolumeClaim
apiVersion: vl
metadata: null
name: pvc-san
spec: null
accessModes:

- ReadWriteOnce
resources:

requests:

storage: 300Mi

storageClassName: netapp-san-us-eastl

ERLERBIE PVC SR TER:
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kubectl create -f pvc.yaml
persistentvolumeclaim/pvc-san created
kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS

AGE

pvc-san Pending netapp-san-us-eastl

2s

kubectl describe pvc

Name: pvc-san

Namespace: default

StorageClass: netapp-san-us-eastl

Status: Pending

Volume:

Labels: <none>

Annotations: <none>

Finalizers: [kubernetes.io/pvc-protection]

Capacity:

Access Modes:

VolumeMode: Filesystem

Mounted By: <none>

Events:
Type Reason Age From Message
Normal WaitForFirstConsumer ©6s persistentvolume-controller waiting

for first consumer to be created before binding

B{E Trident SIBEHFHELEEI PVC, 157 Pod FERA PVC, IS ML TRA!:

246



apiVersion: vl
kind: Pod
metadata:
name: app-pod-1
spec:
affinity:
nodeAffinity:
requiredDuringSchedulingIgnoredDuringExecution:
nodeSelectorTerms:
- matchExpressions:
- key: topology.kubernetes.io/region
operator: In
values:
- us-eastl
preferredDuringSchedulingIgnoredDuringExecution:
- weight: 1
preference:
matchExpressions:
- key: topology.kubernetes.io/zone
operator: In
values:
- us-eastl-a
- us-eastl-b
securityContext:
runAsUser: 1000
runAsGroup: 3000
fsGroup: 2000
volumes:
- name: voll
persistentVolumeClaim:
claimName: pvc-san
containers:
- name: sec-ctx-demo
image: busybox
command: [ "sh", "-c", "sleep 1h" ]
volumeMounts:
- name: voll
mountPath: /data/demo
securityContext:
allowPrivilegeEscalation: false

X4 podSpec 87~ Kubernetes 1£ us-east1 KIFHT R EEE pod, HM us-eastl-a T us-eastl-b
A A X AAEEA T AP TR,

BESHL TR
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kubectl get pods -o wide

NAME READY STATUS RESTARTS AGE IP NODE
NOMINATED NODE READINESS GATES

app-pod-1 1/1 Running 0 19s 192.168.25.131 node?2
<none> <none>

kubectl get pvc -o wide

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE VOLUMEMODE

pvc-san Bound pvc-ecblelal0-840c-463b-8b65-b3d033e2e62b 300Mi
RWO netapp-san-us-eastl 48s Filesystem

BHERIULEE supportedTopologies
B BT FEERNGLR, UEE supportedTopologies f# /8 “tridentctl backend update' B9%|R. XA EMH
BRENE, XBTREE PVC,
EHREZER
c "EHIERSBNER

* "nodeSelector"

* R R RAIE"

* BRI

HA % (PV) MY Kubernetes BRI 1FEMBT B S EIZS, Er] LRI Trident RIZER
ERVRIR, S NTE Trident IMERCIERVRIR, MIIBEREBEIERE, HMIREDHIREELH

i75%)
‘ontap-nas’. ~ontap-nas-flexgroup .« ~ontap-san’ . ~ontap-san-economy .
‘solidfire-san’. ‘azure-netapp-files' M ‘google-cloud-netapp-volumes’

2 ST IRER

Froaz a0
WA BIMEPREBITHIZZFM EE N ZRENX (CRD) A 8EFEARER, X2 Kubernetes w1iF2saVERSR (140
: Kubeadm. GKE. OpenShift) o

WNRIER Kubernetes KIThR A EIEIRIRITHIZZHM CRD, BEH B EEREIEFIZE).

& R GKE MRFEIBIRFERR, B7IRMREITHIE. GKE ERRERRRIRRIEH 2.
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BIEERE

g
1. BI— volumeSnapshotClass. BXIFMER, FEM "VolumeSnapshotClass's

° driver ¥8M@ Trident CSI IXoHIEF.

° deletionPolicy RAILAAI Delete '3 ‘Retaino. HIZE 'Retain’BY, BIEMIBR "VolumeSnapshot®
WR, BEREFEERE LNREYIEIRE,

Nl

cat snap-sc.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotClass
metadata:
name: csi-snapclass
driver: csi.trident.netapp.io

deletionPolicy: Delete

2. BIEME PVC HIIREE,
Al
° IRFIGIEIA PVC BIIREE,

cat snap.yaml

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: pvcl-snap
spec:
volumeSnapshotClassName: csi-snapclass
source:

persistentVolumeClaimName: pvcl

o HbRBIARA pvel B pvc RIEEBREBIR, REBIBFFKEN pvcl-snap. VolumeSnapshot
EF PVC, FH5FRTFEFRIREER VolumeSnapshotContent 3R AHXEL,
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https://docs.netapp.com/zh-cn/trident-2602/trident-reference/objects.html#kubernetes-volumesnapshotclass-objects

kubectl create -f snap.yaml

volumesnapshot.snapshot.storage.k8s.io/pvcl-snap created
kubectl get volumesnapshots
NAME

AGE
pvcl-snap

50s
o'faj_\'

ANy

AILUBE IR volumeSnapshotContent " MR KIRF] “pvcl-snap VolumeSnapshot,
*Snapshot Content Name #RiR 7 I IRFRIR AR S5 HY VolumeSnapshotContent 315, ‘Ready To Use'$
HRTIREBA BTN PVC,

kubectl describe volumesnapshots pvcl-snap
Name: pvcl-snap

Namespace: default

Spec:

Snapshot Class Name:

pvcl-snap
Snapshot Content Name:
525400£3£660

Source:

snapcontent-e8d8a0ca-9826-11e9-9807-
API Group:

Kind:

Name:

Status:

PersistentVolumeClaim
pvcl

Creation Time:

2019-06-26T15:27:29%2
Ready To Use: true
Restore Size: 3Gi
MEIRERRIZE PVC

1R

150

R

BI LA “dataSource 8lIZ PVC, A& "<pvc-name> #J VolumeSnapshot fEEkER. BIE PVC 5,
TR LUEZE pod HEEMEM PVC —HFH,
&5

=

PVC",

PVC BESREHERNERLE, BEN "KB: TEEERARBIHM Trident PVC [REEBIFE
U TREIER pvel-snap fEAEIRIREEIE PVC,

cat pvc-from-snap.yaml
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: golden
resources:

requests:

storage: 3Gi
dataSource:

name: pvcl-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

SANERE

Trident 25 "Kubernetes Fl1& Snapshot Jifz" BEFHEIEREEIEEIE volumeSnapshotContent WRHSFA

£ Trident SMEREIERAYIRER,

a2 Al
Trident A E RIZHFNIREBHIRE,

p

1. EBEIER: SESIBEmRIEMN volumeSnapshotContent MR, XIFRBEH Trident RAYIREE T 1EH.

° ¥ annotations FMEIHIRBIRZRFRIEEN trident .netapp.io/internalSnapshotName:
<"backend-snapshot—-name">,

° 7f <name-of-parent-volume-in-trident>/<volume-snapshot-content-name>"HIgE
‘snapshotHandle, XEIMNPIRIBIZEFTE ListSnapshots AR HELE Trident IHE—E Bo

= pd HTF CR &5 & PRHl, <volumeSnapshotContentName> Fo EIRAR LA fGiRIRIERA TR,

AN
UITFRBIEIE— VvolumeSnapshotContent "R, ZMNRSIBARBIHRIE “snap-01.
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apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshotContent
metadata:
name: import-snap-content
annotations:
trident.netapp.io/internalSnapshotName: "snap-01" # This is the
name of the snapshot on the backend
spec:
deletionPolicy: Retain
driver: csi.trident.netapp.io
source:
snapshotHandle: pvc-£f71223b5-23b9-4235-bbfe-e269ac7b84b0/import—-
snap-content # <import PV name or source PV name>/<volume-snapshot-
content-name>
volumeSnapshotRef:
name: import-snap

namespace: default

2. EBEIER: E5|H volumeSnapshot " XW&RM “VolumeSnapshotContent CR, XIFIERIEISE R
L =8| fEA “VolumeSnapshot YA 842 R,

Nl

LITFRFIRIET —1 VolumeSnapshot *&A “import-snap B crR, H5|ATHEN " import-snap-
content 'Y ‘VolumeSnapshotContento

apiVersion: snapshot.storage.k8s.io/vl
kind: VolumeSnapshot
metadata:
name: import-snap
spec:
# volumeSnapshotClassName: csi-snapclass (not required for pre-
provisioned or imported snapshots)
source:

volumeSnapshotContentName: import-snap-content

3. NEPAME (EFHITEMIRIE) © SMERIRERZHINFIFBIEERY VolumeSnapshotContent‘#igﬁ'
‘ListSnapshots @M. Trident BJ# TridentSnapshoto

° JMERIRERBZRE VolumeSnapshotContent KB N readyToUse, f VolumeSnapshot IZEN
trueo

° Trident 1R[8] readyToUse=trues

4 FEAEPF: i PersistentVolumeClaim’ BAS|AHT “VolumeSnapshot, HM spec.dataSource
(2 spec.dataSourceRef) BAFEE VolumeSnapshot &R,

Nl
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LITFRfIeiET—1 PVC, 5|F®& VvolumeSnapshot "B " import-snapo

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: pvc-from-snap
spec:
accessModes:

- ReadWriteOnce
storageClassName: simple-sc
resources:

requests:

storage: 1Gi
dataSource:

name: import-snap

kind: VolumeSnapshot

apiGroup: snapshot.storage.k8s.io

fERREIRE SLE

ZINBE R & snapshot BR, LUE#HEEMA ontap-nas'# “ontap-nas-economy IR FELENENRAFHES
. BH .snapshot B RUUBEZMREBIRE LR,

EFREIRERILR ONTAP CLI B ERRE S aTIRBAHIERIVIRE.

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snapshot
vol3 snap archive

&1 ERREREARN, RESIEEEE, SIRRREISENEEURFMIRNERRER.

MIRER AT R

Trident € TridentActionSnapshotRestore (TASR) CR {2HIRIRMFLMEMREINEE, Itk CR fEAHS
Kubernetes &1, TFIRIERMEFRSIFEEFT,

THdentEﬂ%{fontap—san\ ontap-san-economy. ontap-nas. ontap-nas-flexgroup. azure-
netapp-files. google-cloud-netapp-volumes # solidfire-san WEhiEF LIRERE,

Frazal
A BHER PVC MA] ARNSIRER,

* 1IN PVC REEHE,

kubectl get pvc
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* BWIEERIBES AT UER.

kubectl get vs

T
1. 8l TASR CR. Utt7R=f59 PVC pvel F#&IRER “pvci-snapshot & CRo

#&X  TASR CR ZJULTFFE PVC # VS My & =(E]H,

cat tasr-pvcl-snapshot.yaml

apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:

name: trident-snap

namespace: trident
spec:

pvcName: pvcl

volumeSnapshotName: pvcl-snapshot

2. W CR MIREBHRE, IR MIREBHFIESR pvelo

kubectl create -f tasr-pvcl-snapshot.yaml

tridentactionsnapshotrestore.trident.netapp.io/trident-snap created

“

Trident MIRBRFIRE EiE. LRI LAINIIERIREFIRE

kubectl get tasr -o yaml
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apiVersion: trident.netapp.io/vl
items:
- apiVersion: trident.netapp.io/vl
kind: TridentActionSnapshotRestore
metadata:
creationTimestamp: "2023-04-14T00:20:332Z"
generation: 3
name: trident-snap

namespace: trident

resourceVersion: "3453847"
uid: <uid>
spec:

pvcName: pvcl
volumeSnapshotName: pvcl-snapshot
status:

startTime: "2023-04-14T00:20:342"
completionTime: "2023-04-14T00:20:372"
state: Succeeded

kind: List

metadata:

resourceVersion: ""

* ERZHIERT, HIMHFER, Trident FEBEMERIENE. BREBINITILIRF.

-z - SBEEIERIBIEANN Kubernetes AP ATt R BB RIS FIRA SEE HN AR F S & Siash
21 TASR CR,

MR EA KEXIRIZEY PV
PR R A KEXIRIBAIKA SR, HHEAY Trident EREFA"MERIRT"> MBRERIRAMER Trident o

EEEIRRITH 23
SNRIERY Kubernetes KIThR A ELERIRIEHIZEH CRD, ERILURIATAXEEENT.

p
1. gIEHMRER CRD,

cat snapshot-setup.sh
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#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotclasses.yaml
kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshotcontents.yam
1

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
6.1/client/config/crd/snapshot.storage.k8s.io volumesnapshots.yaml

2. QIEZIRERITHIRR,

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-6.1/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

&1 MBENE, EFTF deploy/kubernetes/snapshot-controller/rbac-snapshot-controller.yaml' 3
’ B “namespace' ZIIE IR E = iEl,

ESSE
 BRER

* "VolumeSnapshotClass"

R IBELH IRER

BHAE (PV) B9 Kubernetes &4H1REE NetApp Trident 12T QIR ZNEIREE (—HABIR
B2) BYIhRE, WEAMRBRRIERE—TESBBENZNENEZ,

VolumeGroupSnapshot & Kubernetes 15 beta API BY beta IhgE. Kubernetes 1.32 2
VolumeGroupSnapshot Fir EHI R KkR Ao

BIREHRR
A TR A B A IRIR
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* ontap-san WENFEFR - fOEATF iSCSI M FC ¥, FERTF NVMe/TCP #M¥,
* ontap-san-economy - {G&AF iSCSI il

®* ontap—-nas
- pad NetApp ASA r2 5§ AFX FFiE RAARZ RIS A IRER,

FraZ
* JBRRER Kubernetes hrd< /9 K8s 1.32 S E S hr 4,

* WA IMNPRRITHIZSSM B EXERIBRE X (CRD) A REEARER, X& Kubernetes 4rH2sRVERST (530
: Kubeadm. GKE. OpenShift) o

YNRIEHY Kubernetes KIThRANELIEIMEPIRIRIZHIZEM CRD, 1521 [EIE G RIRIZHIZE

s il}%?f GKE MEHEIBIRFEAHRR, B7782RBITHIZE. GKE EARNENFRREIRRE
! 880

* IEIRERITHIZE YAML A, & cSIVolumeGroupSnapshot THEEI IR E A 'true', LUBRBHESHRE,
* FRIBEAREBEZ Gt EPIREHIREE,
* HfRFAE PVC/EERTER— SVM L, LUEBEEEIRE VolumeGroupSnapshot,

p

* 7£81% VolumeGroupSnapshot ZHi, 48l VolumeGroupSnapshotClass, BXF4EE, ESR
"VolumeGroupSnapshotClass”,

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshotClass
metadata:

name: csi-group-snap-class

annotations:

kubernetes.io/description: "Trident group snapshot class"

driver: csi.trident.netapp.io
deletionPolicy: Delete

* ERNEFELIZEBFRBITER PVC, SRXEFEZRNZIME PVC,

LURRBIER pvel-group-snap {EAEIBIRFAITE consistentGroupSnapshot: groupA Bl
PVC, RIBENERE XITEENE,
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kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvcl-group-snap
labels:
consistentGroupSnapshot: groupA
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Mi
storageClassName: scl-1

* QI BEBEHEIFE (consistentGroupSnapshot: groupA B VolumeGroupSnapshot, ZIR&ETE PVC

FRIEE.

LR BIBI R SARER

apiVersion: groupsnapshot.storage.k8s.io/vlbetal
kind: VolumeGroupSnapshot
metadata:

name: "vgsl"

namespace: trident
spec:

volumeGroupSnapshotClassName: csi-group-snap-class

source:

selector:
matchLabels:
consistentGroupSnapshot: groupA

fERARRIREEHRE

&B] AR 1E9 Volume Group Snapshot —& 73 I 72 HY 2 MREZ KIS B4 Persistent Volume, &
Volume Group Snapshot fEA—EALFITIRE.
ERASRIBIEIR ONTAP CLI BERREE SaiREBHIC R,

clusterl::*> volume snapshot restore -vserver vs0 -volume vol3 -snap
vol3 snap_ archive

g1 ERERREREN, RESNEEERE, SIRRRRIEENESHIEFMSAIESREER.
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MIRERMIERE

Trident 8 TridentActionSnapshotRestore (TASR) CR {2t RERAIFLME IR E IHEE, It CR EA&GH<SR
Kubernetes &1, EIRIERMEAFAIFEFT.

BEXFAGER, BB "MWREMHIERSE",

MIBREAE REXARERRY PV
PR B IRIRAT

* @A LIER{AMIER VolumeGroupSnapshots, A EMIBRZE FHIEE A MREE,

* WNRTE1EIEZ PersistentVolume HIIRFERSHIBR PersistentVolumes, Trident 2351 &5 50E ] deleting”IR7S
, HAGTEMBRRE, 7aeLetibRrizE.

. ZD%ETEFH%@TJ&E’%@UE%B%, REERFRZAE, WRFRRERDERE, FEETHIFD ZRTER PR
4,

ERE L RIBIT IS
WNERER Kubernetes RIThRABIEIRIBITHIZEAN CRD, ErJLURUTARIBEEN .

p
1. gIEHMRER CRD,

cat snapshot-setup.sh

#!/bin/bash

# Create volume snapshot CRDs

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotcl
asses.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshotco
ntents.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-
8.2/client/config/crd/groupsnapshot.storage.k8s.io volumegroupsnapshots.
yaml

2. gl RARIEHER,
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kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-
controller/rbac-snapshot-controller.yaml

kubectl apply -f https://raw.githubusercontent.com/kubernetes-
csi/external-snapshotter/release-8.2/deploy/kubernetes/snapshot-

controller/setup-snapshot-controller.yaml

s WEME, FITF deploy/kubernetes/snapshot-controller/rbac-snapshot-controller.yaml 3
/. ~ ~ N
E#7 ‘namespace’ Ef&H 8 & =8,

EE ST
* "VolumeGroupSnapshotClass"

* "EHRE"
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