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{58 Trident Protect RPN FBIEFE
T fi# Trident Protect

NetApp Trident Protect 12{tEK M AIEFF IR EIETNEE, PIIERE NetApp ONTAP 774
F4H NetApp Trident CSI AR ETZF SZIFH B IRE Kubernetes N B2 EITHEEFI A]
}Eﬁl‘ﬂio Trident Protect &t T B AR AMIMEN BRI C TIELENER. ®RiIFF%
&h. EiRETE API #1 CLI 12# E‘EbTJGIjJ'ﬁEo

TR LUEIE B B E &R (CR) X fEH Trident Protect CLI, 13 Trident Protect {®4F N T2

T—FEHA?
EREZH, ERILLT #2 Trident Protect B9EK:

* "Trident Protect K"

%3 Trident Protect

Trident Protect 3Kk

BARIHREIME. WARRFEE. VARRFRMFEESRBE . BERENFERKREX
LSk, UEPEFIZETT Trident Protect,

Trident Protect Kubernetes &5 A4
Trident Protect 5& £ EEFM B HITER Kubernetes F=mi e, G¥E:

* Amazon Elastic Kubernetes Service (EKS)
» Google Kubernetes Engine (GKE)

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift

* SUSE Harvester 1.7.0 (ONTAP iSCSI)

» SUSE Rancher

* VMware Tanzu Portfolio

5% Kubernetes

* {X Linux 1+E T 232 4F Trident Protect &1, &FD1EEARLZHF Windows BT =,

* HAR% L Trident Protect FVEEEFACE T IEEIE1THYIRERITHIZZFEX CRD, EREREBITH!
@ 25, 1BBH XA,

* HIRZE/VIZE— VolumeSnapshotClass, BXFHER, EFEIF
"VolumeSnapshotClass",

* 23 Trident Protect & Helm 4.x B = kRN


https://docs.netapp.com/us-en/trident/trident-use/vol-snapshots.html#deploy-a-volume-snapshot-controller
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Trident Protect Zf#/GimaRA 14
Trident Protect 32 # A T 17 fififaim
* Amazon FSx for NetApp ONTAP

e Cloud Volumes ONTAP

* ONTAP 77f#FE5
» Google Cloud NetApp Volumes
* Azure NetApp Files

BRREME R R L TER:

* IEMRRIEEDIEEN NetApp 7ZEE R Trident 24.02 SEShkds (GEiNER Trident 24.10) o

* HIRIEHE NetApp ONTAP 7EfE R TR,

* HREEER TEESHHXNREFMER.

* SR B TR AR SR AR IR E R EN AN BEFH R TiEl, Trident Protect R AEAIEX
o TiE; IRTEEEXZRPIEERFENGRATE, MWHRIERRK.

nas-economy HHIER

Trident Protect 32#5%%! nas-economy HRIFNFIIRIRIRIE. HEIAZIFE nas-economy EHIIRIR. FefER
SnapMirror £ll, EEERiHEIETF Trident Protect B9 nas-economy & B AREBE R,

REVARFSEARBERNEIRS. WTFXEVRAER, FEBIE ONTAP FHEAS L
BT T e KRRREBER:

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

R LLEE A nas-economy BIETTUA TR RBRAREBER, & <volume-UuUuID> BIRANEE NG
UulD:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ &R L& I Trident [SIRACE LI “snapshotDir I8 B “true REIANFHERHRREE R, IE
EARZFEM,

£/ KubeVirt VM {FiF%E

Trident Protect 7ZEEIERIFIRERRIEI N KubeVirt AR B G RFUREMAAFRINEE, URRBIE—Ht. =

fé{m}?ﬁéﬁifﬁﬂ’ﬂ@ﬂﬁfi EMBIAITAE Trident Protect lRZAST =, HATARIMRASET Helm EIRSEIR B (LAVEC

() wrmeEmE, FRERAEMHL (VM) BIRIIFER virtualvachinesnapshotss



Trident Protect 25.10 &&= Ak Zs

Trident Protect TE#3EIRIFIZ1EHAIE] BT ALK KubeVirt X RSE, UHR—HM. M Trident
Protect 25.10 744, &EILATE Helm chart REHAENER vm. freeze ZHBAMITH. FIANBERT, &S
BRFRARS.

helm install ... —--set vm.freeze=false

Trident Protect 24.10.1 = 25.06

M Trident Protect 24.10.1 F¥&, Trident Protect £ ¥R RIF12/ERR 8 B o REFE R KubeVirt X4 F
g, ;E, B LERUTHSZALBEETR:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

Trident Protect 24.10

Trident Protect 24.10 RETEEIRIRIFIZ(FHRE] IR KubeVirt VM XH RGN —BRE. WMREBREHA
Trident Protect 24.10 £R#7 KubeVirt VM #i4E, NEBRHIBFRIFZEZAIFIHNXGRGERAE/MER
g, XAJWERXHERFLTFT—BIRTE.

eI LiEE "ECE EPAME" BCE Trident Protect 24.10 SREIREUERIFIZEHAB E MW S RSBV RS FAF
R, ARERUTHS:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

SnapMirror EHIFIEK
NetApp SnapMirror EFIRTAF LT ONTAP f#R75 31 Trident Protect:

* 7K NetApp FAS. AFF %1 ASA %45, B#i ASAr2 RARLIHER Trident {F3P3##1T SnapMirror 24,
* NetApp ONTAP Select

* NetApp Cloud Volumes ONTAP

* Amazon FSx for NetApp ONTAP

ONTAP £E%%t SnapMirror EHIRIER
WNRIHXIER SnapMirror £, BHFRER ONTAP B # U TEXK:

* NetApp Trident: NetApp Trident 57772 £ ONTAP {E A /5imAYIREF B4R Kubernetes 52 8%
Lo Trident Protect 23R UL FIRSHIZF ST IFAVTEESEHY NetApp SnapMirror i AR#1TEH:
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° ontap-nas: NFS
° ontap-san. iSCSI

° ontap-san. FC
° ontap-san: NVMe/TCP (FE&1E ONTAP k7 9.15.1)

* WEDE: DR BT ONTAP 5£2¢ F B REAHIRRIFRSEEEI ONTAP SnapMiror RF¥FFIIE, 152
i%] "ONTAP #f9 SnapMirror iF B A" LUFRENE Z = 8,

M ONTAP 9.10.1 FF45, FRBETFAIIEARLL NetApp WRIIES M (NLF) BIEZHN3LAY, EXH—RBAZ 1 IhEE
B, BXRIFAER, BESI "ONTAP One MHERIFFRIIE"

@ {2+ SnapMirror & 1R,

SnapMirror EF|MMEXRTEEM
MRS RERFHERRNE, BHREEIIFEHEULTEK:

* BT SVM: WJIxfE ONTAP f2fiffain. 1550 "S85 SVM M E A LIRENE ZE R
(D) WERERD ONTAP EB 2 IS IR RNERI SUM BHER—H.

* NetApp Trident 1 SVM: 52 SVM 470 r] B F Eir&EE LAY NetApp Tridents
* HERIR: BEEE Trident Protect FARINFEIE ONTAP FfiEGiR, MUBIEEFHIXAR,

T SnapMirror £l Trident / ONTAP B2 &

Trident Protect XX EEE E /D — 1M RIF X HFREM BIREBREHNFERR. MRIFN B8R, BrNA
EFNERS RN AREFAENEFMEER, URERESELE,

Kubernetes %£2% SnapMirror £ IEK

Ha1R Kubernetes E£85HE LI T ER:

* AppVault AJj5iE)%: TRABIRERAE A NEIHRRA BEM AppVault REXF S NLUHITN AIZF W R
£,

* WMLIERE: ERAEMN. FEBACRA IP 21F51%, UBERNEE AppVault 2 WAN Z[8]AYE

5o

@ WZEWIFRTE WAN 82 E S RevpAEREg. TEEESEH A, BSEMIMER—iE
I LB B K,

LAEFAIE Trident Protect

WNRIEIFIERTE Trident Protect BIEK, Er]LUIZBRIU TS BESER FLRE Trident
Protect, f&BJLAM NetApp REX Trident Protect, tBA]AMEB AR IMRELEE,
WNRIBEVERETT A1) Internet, MFABEFMRELZESREERE.
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M NetApp &% Trident Protect
P
1. #¥h0 Trident Helm 72

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. {EF Helm &% Trident Protect, & <name-of-cluster> B NERZIR, ZBIREGDELAERH
BT RN E MR

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2602.0 --create
-namespace --namespace trident-protect

3. (Alik) ERAFRAREER (BINATFHEHR) , BER:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set logLevel=debug --version
100.2602.0 --create-namespace --namespace trident-protect

EIX AEIEREBT NetApp FFREMEMRER, MAFENRB TR HEMR R,

MIEFARLE Trident Protect

WNRIERY Kubernetes SEB¥ T AT IR BB, AT LAMFAR BRG A R L2 Trident Protect, 7EXLER A
, ERFIERREEBIRIESHHE:

p
1B LTS RIRIZA it B, BitRe, ARBEMEXEIZAEME:

docker.io/netapp/controller:26.02.0
docker.io/netapp/restic:26.02.0
docker.io/netapp/kopia:26.02.0
docker.io/netapp/kopiablockrestore:26.02.0
docker.io/netapp/trident-autosupport:26.02.0
docker.io/netapp/exechook:26.02.0
docker.io/netapp/resourcebackup:26.02.0
docker.io/netapp/resourcerestore:26.02.0
docker.io/netapp/resourcedelete:26.02.0
docker.io/netapp/trident-protect-utils:v1.0.0

fB4n:



docker pull docker.io/netapp/controller:26.02.0

docker tag docker.io/netapp/controller:26.02.0 <private-registry-
url>/controller:26.02.0

docker push <private-registry-url>/controller:26.02.0

EFREY Helm B3R, EELERSR Internet iFIRARAYITEN L EA “helm pull trident-
protect --version 100.2602.0 --repo https://netapp.github.io/trident-protect-helm-chart’

() T2 Helm B, B trident-protect-100.2602.0.gz X EHISIBLIFE,
HERESEDRMEA helm install trident-protect ./trident-protect-100.2602.0.tgz T A&
FHEES | AEITRE.

. BIZ Trident Protect &24tep 3 =ial:
kubectl create ns trident-protect
- BREVEMR:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

- QIR T T REMRS M IIERAENER:

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

. 00 Trident Helm 724

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

- BIE—18B A protectvalues.yaml B9, FEREFAEELLT Trident Protect &K :


https://netapp.github.io/trident-protect-helm-chart`​下​载
https://netapp.github.io/trident-protect-helm-chart`​下​载
https://netapp.github.io/trident-protect-helm-chart`​下​载
https://netapp.github.io/trident-protect-helm-chart`​下​载

imageRegistry: <private-registry-url>
imagePullSecrets:

- name: regcred

imageRegistry #l imagePullSecrets EIEATFTAEAHE R, B1F

@ resourcebackup # resourcerestore, MRFEGHIXZ FMRTIVFEFMEE
B&1E (U0 example.com:443/my-repo) , BEAIMRFETEETEREEIT. XK
HfRM <private-registry-url>/<image-name>:<tag> FIZENFIE B,

7. £/ Helm &% Trident Protect, & <name of cluster> BIRANEEER, ZBMEHEIAERH
BT ARRSEBE R MIRR:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2602.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

8. (%) ERAFEHASTIER (BWATHEHR) , AER:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version
100.2602.0 --create-namespace --namespace trident-protect -f
protectValues.yaml

X AEIERBE BT NetApp FEFREERER, MEAFENRB TR HEIRRH,

@ EEEHM Helm BIREEIED, B AutoSupport IZBM R TETHiE, HEHE "HENX
Trident Protect %",

24 Trident Protect CLI 314

BT LUE A Trident Protect a8 {THi4 (Trident tridentctl SEAATEREMY RE) FAIE
Trident Protect BENX#EIR (CR) 52X EH,
Z%E Trident Protect CLI &4

TEEAGLITERERZA, FERHEREERTHRNBEENHEN L, RIEENITENERNZE x64 £2
ARM CPU, BHITIUTH R,

7



77 Linux AMD64 CPU T &+
g
1. & Trident Protect CLI $H{4:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/26.02.0/tridentctl-protect-linux-amd64

77 Linux ARM64 CPU T &+
TB
1. & Trident Protect CLI $H{4:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/26.02.0/tridentctl-protect-linux-armé64

THIEATF Mac AMD64 CPU HidE
i
1. R Trident Protect CLI ¥ :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/26.02.0/tridentctl-protect-macos-amd64

TEIEAT Mac ARM64 CPU i {4+
B
1. F# Trident Protect CLI ¥4 :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/26.02.0/tridentctl-protect-macos-armé64

1. JodfE G 4B FRATAUR |

chmod +x tridentctl-protect

2. BB EBIXEERIR PATH ZEHREXMMUE. B9, /usr/bin & /usr/local/bin (EAJREFRE
RANR) -

cp ./tridentctl-protect /usr/local/bin/



3. E, EBALRKEH - #HEIXHFEHFEFERPHEMIE, EXMERT, BIHRZUER PATHZE
B—Eh5:

cp ./tridentctl-protect ~/bin/

@ BiRFEFIE PATH ZEFRWENMIE, TLUBE RN tridentctl-protect’ 3 "tridentctl protect” M
ERMEFE AR,

Z&E Trident CLI {H{EEEE)
&) LUER M B i 5 BhTheEIRENE X IR ThaEAY ¥ 4R#5Bh

p
1. EREBIIREE R ERER:

tridentctl-protect help

B A< BEh5TR

L% Trident Protect CLI {5, AJLABAELSHIBEITEMIIEE.

10



J&F8 Bash shell BB &I5ER
B
1. BIESTRRZS
tridentctl-protect completion bash > tridentctl-completion.bash
2. X ERPEECEMENIHER:
mkdir -p ~/.bash/completions

3. BTHMMARZENE ~/ .bash/completions BR:

mv tridentctl-completion.bash ~/.bash/completions/

4 BUTTAMBIEBRPH ~/ .bashrc XfF:

source ~/.bash/completions/tridentctl-completion.bash

[BF Z shell B EHTER
p
1. BB STRMIAS
tridentctl-protect completion zsh > tridentctl-completion.zsh
2. ZXERPEECEMENHER:
mkdir -p ~/.zsh/completions

3. B THMMAIZENE ~/ . zsh/completions BR:

mv tridentctl-completion.zsh ~/.zsh/completions/

4 BUTTAMBEBRPH ~/ . zprofile X!

source ~/.zsh/completions/tridentctl-completion.zsh

11



=

TREF shell BY, &R tridentctl-protect HifE BEhSER A S

B EN Trident Protect 23t

BRI LAEE X Trident Protect WEAIAECE, LUKEEIFIENEEER,

}ETE Trident Protect B 22 ERE!

L% Trident Protect 5, &R LUERECE XA Trident Protect B2SEE R

#l Trident Protect 121F 5 AEEEF R RHEE,

p

1. 8JE—1E A resourcelimits .yaml BIN {4,
2. IRIEERIFIEEK, 5/ Trident Protect BesHIE RIRHIIETUETE S 4o

UTEREXHRFERTAIRKRE, HE

12

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage:
requests:
cpu: 100m

memory: 100Mi

ephemeralStorage:

resticVolumeBackup:
limits:
CpU. : mwn

nmn

memory:

ephemeralStorage:

requests:

mn

cpu:

nmn

memory:

ephemeralStorage:

resticVolumeRestore:
limits:
Cpu : mwn

nmn

memory:

ephemeralStorage:

requests:

mn

cpu:

mwn

memory:

nmn

mww

nmn

mww

mwn

A ANSR
= RS M oA

TRIREIBIERINME :

RRE, REH

TRPRHIE

&he

222



ephemeralStorage: ""

kopiaVolumeBackup:

limits:
cpu: ""
memory: ""

ephemeralStorage: ""
requests:

cpu: ""

memory: ""

ephemeralStorage: ""

kopiaVolumeRestore:
limits:

cpu: ""

memory: ""
ephemeralStorage: ""

requests:

mwn

cpu:

nmn

memory:

mn

ephemeralStorage:

3. N resourcelimits.yaml X{EFME:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f resourcelimits.yaml --reuse-values

BEXRE ETFXAR

L4 Trident Protect /5, &0 LUEAEE XHE Trident Protect Z28H9 OpenShift 4 T4 (SCC)o
XL E W T Red Hat OpenShift ££&¢H Pod FIZ 2R,

R
1. glg—18Ah sccconfig.yaml BIX 4,

2. ¥ SCC ETUAMEINX 4R, HIREINMEZTERHNSH.
UTFRBIERT SCC MBS EBIEIAE:
scc:
create: true

name: trident-protect-job
priority: 1

TREART SCC RIS



28

create

1HR

RERS A LLEIE SCC HF, 1R
Y scc.create BN true A
Helm &#£13#2iR%! OpenShift IF
B, 26l SCC B, R

A7E OpenShift LigfF, EWMR

scc.create 88BN false, M
R Bl SCC HiF,

18E SCC K& TR,
EX SCC MffLittho RARIER

name

R

=AY SCC TEMLITRERUERT SCC

Z AT,

. N sccconfig.yaml XHEHFHE:

EININ

true

trident-protect-job

1

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f sccconfig.yaml --reuse-values

X¥H scccon fig.yaml NP IEERNERIEIIAE,

ERE HAth Trident Protect helm BRI E

S8 -3t
autoSupport.proxy string
autoSupport.insecure IR{E
autoSupport.enabled /R{E
restoreSkipNamespaceAnnotations string
restoreSkipNamespacelLabels string

TR LB E X AutoSupport I8 B R FEMELUR R LI EER, TRERTIRANEESH:

WiER

79 NetApp AutoSupport EZEE R
12 URL. fBR L& al@E:d XIEAR
SRBEEHE L, Rl

http://my.proxy.urle

KB N true BYBkT

AutoSupport RIEEZEM TLs

ik, XAFALZ2NREERE,
(BMAE: ~false)

BAmEZASA Trident Protect
AutoSupport 48 L&, KB N
false B, IHRINEHELEBKRE
B, BEMATUFEhERSZ IR
@e, (BRAME: true)

BEME DM RIEIERHERAY D
TEEENES DIRTIR. AWFE
IRIEERE Tt an & == Malo

BEME TR FIRERHFRBY s

SEIFERIES IR, AIFE
IR B & 2,


http://my.proxy.url

ERILAER YAML FRE X Ean <1 THR S B B X LT .

/8 YAML X1
il
1. BIEREXHHEESE AN values. yamlo

2. ERUEAIMR, TINE B E X AIBCE I

autoSupport:
enabled: false
proxy: http://my.proxy.url

insecure: true

restoreSkipNamespaceAnnotations: "annotationl,annotation2"

restoreSkipNamespacelLabels: "labell, label2"

3. EFIEMMIEIET values. vaml XHE, NARENXE:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f values.yaml --reuse-values

£ CLI &
BB
1. FERUTHEE --set IEHNHTIEERENSE

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect \
--set autoSupport.enabled=false \
--set autoSupport.proxy=http://my.proxy.url \
--set-string

restoreSkipNamespaceAnnotations="{annotationl,annotation2}"

—--set-string restoreSkipNamespacelLabels="{labell, label2}"

-—-reuse-values

3% Trident Protect Pod RIS ET =

@8] LIE A Kubernetes nodeSelector T 535 ?XQ’JEEEEI‘E?E%,HJI‘T\_\JI%Uﬂﬂ[“kb%,.ﬁ“ﬁl’fﬁl_ﬁ Trident Protect
Pod. ERIAERT, Trident Protect {XPRFHE1T Linux T S, BRI LURIEEE#H—F BE XX LERS,

R
1. gIE—IEH nodeSelectorConfig.yaml B,

2. %& nodeSelector EBURMNEIX R, HIRIEIFRIF BB LURINE BT /AR L

BITRE, B30

15



» I EEIRIMBERSIRSG], BHHREXKIAMNBEF AR

nodeSelector:
kubernetes.io/os: linux
region: us-west
app.kubernetes.io/name: mysqgl

3. WA nodeSelectorConfig.yaml XEHAIE:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

X EARBIEIR BT nodeSelectorConfig.yaml XA ERIBR S,

=12 Trident Protect

E12 Trident Protect I A04 AliE |

Trident Protect fEFAE F A EBIFIRIES] (RBAC) BY Kubernetes 2!, ZIABERT
, Trident Protect IR N RFA R TR MR EXENRIARSKS . NRENAR[FRES
ﬁHF'_EﬁLEE’Bz@% , e]L{#EMA Trident Protect BY RBAC IHREN R IR =8 avih

HITERARIIEH.

EHEIERIRATLIARIELIA trident-protect 85 B TEIRRZEIR, WRILUARFFEEMGRTERNER, E
EHI RN RIEFRIAR, EEQREMGRTIE, HRXEdR T EFRNE RN BER,

HAR, REAFYLUERIA trident-protect 8% ] P EIR N AR FHIEEIE CR, BREBENARFGHRT

B RIZNVARFHRIEEE CR (FARESLE, E5EXKNNARFERNG ST ETEIRNAEFIEE
I CR) o

REBEERNERIARHFY Trident Protect BE X RFENR, HPEE:

* AppVault: FEFHEXETIELHE
@ * AutoSupportBundle: YEgtr. HEMEMEUK Trident Protect #4iE
* AutoSupportBundleSchedule: BIERHEUE T

ENEREMCE, 1BEA RBAC KRG EIE I RAVITR

AX RBAC fAIFLSEX RIRM e & TERVIFRBFAES, 155 M "Kubernetes RBAC 314"

BXRSKANIFAER, 1HE0 "Kubernetes AR5 1K 301"
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https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/reference/access-authn-authz/rbac/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/
https://kubernetes.io/docs/tasks/configure-pod-container/configure-service-account/

. EEMAR P RYIGEANR

flan, — M RAE—ITEEEER.
15, HpTi2AMEHAREREnRDikch& e

SR AR HRTEUCEEMENER
elbErRe

p7
1. RIRAREmE =

kubectl create ns engineering-ns

2. NEHMASEHRTIE).

kubectl create ns marketing-ns

D& 2: SIBIBOARSSIKF LIS B e

RNEFES NS e
BRI LATE4R 2 (Bt — R AR
pg

1. R ITI2ARERSIKF,

apiVersion: vl
kind:
metadata:

ServiceAccount

name: eng-user

namespace: engineering-ns

2. JEHACI ARSI

apiVersion: vl
kind:
metadata:

ServiceAccount
name: mkt-user

namespace: marketing-ns

T 3. A MHRSIKF SIREN

ARSSIK P Z AR T ARSI #ITHMHIIE, NMREE

—ATiERAFRM—AEHERR. SBEESR

TR T E PR RHITRE

FER A T ESS
=R HERo

SEFILAEZEE L BERIR, HEFIERNER SRR EE R,

HEE, AILURIAMIBRHERECIE,

, UBIBE—1IF

EEHEE—NEIARSIKE, EENZASTAFPAEIBE—TIRSKE, UERRELE

17



p
1. A TIEARSS IR eI A :

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: eng-user
name: eng-user-secret
namespace: engineering-ns

type: kubernetes.io/service-account-token

2. NEHRSIKF EIEEA:

apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service—-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

$IE 4. RJE— RoleBinding &R LU L ClusterRole 3R 45 E EIE MRS K-

L{RZE Trident Protect BY, S8IZ—1EAIAR ClusterRole 3R, /RE] LUEE 8E FH N FA— RoleBinding 3t
2, ¥ ClusterRole 45 EZIARS MK o

P$IE
1. ¥% ClusterRole #3E 2 TIEARSS KA :

18



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ¥& ClusterRole 4FEEIEHHARSZ M

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

55 MR
WA R Z S .

SR

1. BPATAZA P A LUAR TR AR

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2. WIATIZRF AR EHER:

19



kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get applications.protect.trident.netapp.io -n marketing-ns

% 6 % 2% AppVault X RIFTNE
BRITEMNRBREMIEEIEDTS, SEHEERTENR AppVault FFREVIARNERFENEF,

p

1. QIEH A AppVault FIZBEE YAML X, ZXHRF AP AppVault BIIARIFBR. 0, AT CR #%
F R 3 AppVault B9i5E)AR eng-user:

20



apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. QIiEHNA Role CR, {EEEFEERAEBIR T X6 R TEPRERIRIIIHIRINIR, FI90:

21



apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. BiEH M RoleBinding CR LUEARLSEZIAF eng-usero. ffl¥0:

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. I PRE B IEH.

22

a. ZIOEMAE R TER AppVault HREE:

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

lig: RS RTINS T WA S PN i



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. Mt AP B S A LEREME IIRE B UHIREY AppVault E8.:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

lig: RS RTINS WA S PNkl i

yes

=]

1&4%F AppVault 1 PREY A F RZEERS (55 FRIRAEY AppVault 3 ST BIZF HUBEIRR(E, HERREER AR
Foryan & =B Z SNV RIS TR B B 2 A ) A3 IR] RO 22 R

215 Trident Protect &

& AT LAfEEA kube-state-metrics. Prometheus 1 Alertmanager 7R T AR ST Trident
Protect fRIFRVERIRRVIZT TR

kube-state-metrics k55 M Kubernetes API IS4 RTE1T. FES Trident Protect —fC{F B RIiR A XIF1E
PR BERSHERER.

Prometheus 2— 1T EE, BILUZEY kube-state-metrics £RRIEEE, HEHEMAEXXLEN RN ZIEE
B, kube-state-metrics #1 Prometheus R ANERM T —FM 7574, AILUSEEEEA Trident Protect BIEAYAIR
E’JL{T'{*’R*D%ID\O

Alertmanager @—UIRSS, AI#ZEU Prometheus T ELXMER, HIEHBRAZIEEREN BN,

XESRHREASHNEENESRERF; EFEAEXENULEENIFR, BXAEKRANX
£, B TER X!

@ * "kube-state-metrics 4"
* "Prometheus 314"
* "Alertmanager 14"

TE1: RxnirTA

E7E Trident Protect PR AR R IEE, TELEMALE kube-state-metrics. Prometheus #1 Alertmanager,
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https://github.com/kubernetes/kube-state-metrics/tree/main
https://github.com/kubernetes/kube-state-metrics/tree/main
https://github.com/kubernetes/kube-state-metrics/tree/main
https://github.com/kubernetes/kube-state-metrics/tree/main
https://github.com/kubernetes/kube-state-metrics/tree/main
https://prometheus.io/docs/introduction/overview/
https://prometheus.io/docs/introduction/overview/
https://prometheus.io/docs/introduction/overview/
https://prometheus.io/docs/introduction/overview/
https://prometheus.io/docs/introduction/overview/
https://github.com/prometheus/alertmanager
https://github.com/prometheus/alertmanager
https://github.com/prometheus/alertmanager
https://github.com/prometheus/alertmanager
https://github.com/prometheus/alertmanager

2% kube-state-metrics
B LAER Helm &% kube-state-metrics,

HIE
1. 70 kube-state-metrics Helm chart, 5I40:

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts

helm repo update

2. 3% Prometheus ServiceMonitor CRD [ F5E#:

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus—-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. 7 Helm BEIRGIEBEEXHE (0, metrics-config.yaml) o ERILBENX MU TRGIECE UTEER
2751
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metrics-config.yaml: kube-state-metrics Helm chart it &

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces: ""
# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. ;@3 EBZE Helm chart % kube-state-metrics. HI40:

25



helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. PR "kube-state-metrics BHE X AR "HBYIHBAACE kube-state-metrics, 79 Trident Protect fEFAIBEE
Y& R BT

L% Prometheus

O] LURER "Prometheus 3214 "HEYIEBIREE Prometheus.
L% Alertmanager

R LURER "Alertmanager 324" HRAYIRBAZR $E Alertmanagers

TR 2. BEERIETAUMEBEIME
EniETHRRE, FEREEENDRIE.

T

Pals

\F

®

1. ¥ kube-state-metrics 5 Prometheus ££f%. #R4E Prometheus BCE (" prometheus.yaml #7510 kube-
state-metrics fRSZ1E 8. fla0:

prometheus.yaml: kube-state-metrics fR535 Prometheus BY5E7K

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- job name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. Fig & Prometheus LURFEIRESERE] Alertmanager. 4w3E Prometheus BB X (prometheus.yaml) HiR
MATERS
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https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://github.com/kubernetes/kube-state-metrics/blob/main/docs/metrics/extend/customresourcestate-metrics.md#custom-resource-state-metrics
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://prometheus.io/docs/prometheus/latest/installation/
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install
https://github.com/prometheus/alertmanager?tab=readme-ov-file#install

prometheus.yaml: [ Alertmanager &XiXZ#R

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093

ZR

Prometheus ILTERTI LAM kube-state-metrics UNEE$EHR, F[E Alertmanager ZiXE4R, EMER UEE L ER
B LA R R Z AR AX EfaT b

TR 3. ERELIRMERET
RIREENNRAIFE, FTEREEMLERINERSREURNFERLEE L,

ERRG FRRK

UTFRAEX T ESHEEXEKRIRSIZEN Error 5 B KB #AL X BLER, EEIUBEXITR
BILACER SRR, FH7E “prometheus.yaml BEEE X HHEE 1L YAML HXADES :

rules.yaml: AKKHIEHNE X Prometheus Zif

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}
for: 5s
labels:
severity: critical
annotations:
summary: "Backup failed"
description: "A backup has failed."

A& Alertmanager M EEMRE LEER

SR LUBIEE alertmanager. yaml XHHIEEMENEE, & Alertmanager EcENREMEE (WEFHB
. PagerDuty. Microsoft Teams S{EMIEFIARSS) KiZ@,

LU TR GI4E Alertmanager EBE A[E Slack @& & 1XEH . EREEHNIFEEENXIRE], B/ api url #89
EEHAIFERERM Slack webhook URL:

27
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alertmanager.yaml: [ Slack & %X ZR
data:

alertmanager.yaml: |
global:

resolve timeout:

5m
route:

receiver: 'slack-notifications'
receivers:

- name:

'slack-notifications'
slack configs:

- api url: '<your-slack-webhook-url>'
channel:

'#failed-backups—-channel'
send resolved: false

4 ¥, Trident Protect 233 6)

[— A
D1Be

Trident Protect & 18

LAY

54 pR40 e, EAREREXT NetApp Support EAMEE, EiF
BXFAERERTNAERMNAE. BIrAIMEE. NMREEEZEDIEEM, NRTLAfE

1R
FRBEEX &R (CR) X R E L ZE] NetApp 2Fuhm= (NSS).



£/ CR 8IEFE
B
1. SIEBEENZKR (CR) XHHEEMmEZ (fl30, trident-protect-support-bundle.yaml) o

2. RELUTREM:

° metadata.name: (Required) IttBENXZFRNBIR, AEHNIFREEEFE—E—HSENETR,
° spec.triggerType: (Required) HE ZIFERBIBNEMERITRIEM. TRIBEMREZLETE UTC BFE]
ZERE 12 = AJBER(E:
* Bt
* Fof
° spec.uploadEnabled: (Optional) I=H| & M IEE N I F R EERFH _EZE NetApp =,
WMRFKIEE, MEIAN false. AIRERVIE:
= true

* false (EAIA)

° spec.dataWindowStart: (Optional) RFC 3339 XMW HEAFTE, IEEZIFEHhESHENED
R FFH400 B ERFN B E], SNSRKIETE, MERIAA 24 N\EtFT, ERILIEENRREEO RN 7 K.

w5 YAML

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. EAEMAIEIEFE trident-protect-support-bundle.yaml' X /5, M CR:

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

fE/A CLI iR IFE
I

1. QIEERFE, AETNEEBRIESHME, trigger-type HWERTIUANCIEREIE, HEQE
El RS HRITKIRE, HBERMUE "Manual '3 “Scheduled. EAIANIEE N Manualo

a0
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tridentctl-protect create autosupportbundle <my-bundle-name>
--trigger-type <trigger-type> -n trident-protect

BIEMRERFE
ERE—HEEXEERE, EUBEMEEREEHRERREIAMAS,
p

1. %4F status.generationState FiX completed K&, ERILUER U TS MITERMFE

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BXIFEKRREIETHARS, MBS AutoSupport BHFKEX copy fi<>:

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

Mg HE "kubectl cp L HIBITE, 1§ destination SHEBR N EHIEN A E R,

F+4% Trident Protect
&0 LU Trident Protect AR EISRATAREAS, LUFIBHINEEEIRBE,

* MARZS 24.10 FHRES, AHRERELEITHIRERAIRER R, HEEERSELEBIZARRKRIIRER,
TR FEIERITRIRVRER, NRRBEARIERRY, EAJUAFEHRIZHVRR, LI
RIEHN ARFZEIRP.

@ NTRRBENKE, ERIUEARZMFZRFIAERREITY, AREAREERERCE
BR, X=SBEARIREEREMITIIBIRIE,

* WFREEMRTE, ERRENAEIMRPIRHET BARRAEFRFELN Helm BEIRMER, H
WIS EE X Helm ES5HBERRERS. BXIFHAER, 155H "MIAEIERETE
Trident Protect"s
T EFE—RE

Trident Protect iR ZEEE T HHARY YYMM ss 249, HP"YY" BFEMHIREMUHNT, "MM'ZR . =k
EE YY.MMXAE, HR"X" B4 TR, ERREEARNRIEREAREIRIRZA,

* A U EEAREIRERASHIY M E ORBE R Birhkds. Fi0, EeILEEM 24.10 (FE[ 24.10
dot ki) F£kZEI 25.10,

* IREEMERAE O ZINIREEITHE, BRITSTRAR. EREEN"F MR TR R
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../earlier-versions.html
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../earlier-versions.html
../earlier-versions.html
../earlier-versions.html
../earlier-versions.html
../earlier-versions.html
../earlier-versions.html
../earlier-versions.html

REEEMAHEONRARD. Fi0, MRESETHE 24.10 HEEAHLKE 26.02:
a. HRM 24.10 F&F 25.02,
b. SAIEM 25.02 FL&ZF 26.02,

HI8 2. F4& Trident Protect
EF4R Trident Protect, iHH{TUTEHE,

SIE
1. EB#7 Trident Helm 7ZfiEE

helm repo update

2. 4% Trident Protect CRD:

@ WREEM 25.06 ZFIHIREFAL, WEEHRITIFZ T, EX CRD IMEEESTE Trident
Protect Helm B&H,

a. BT a2 CRD BWEIEM trident-protect-crds tJ#E] “trident-protect:

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":

{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}'

b. =ITESMIFR trident-protect-crds BEIRA Helm Z$A:

@ 15711E B Helm EE “trident-protect-crds B XR, EAXAIRESMIPRIER CRD FEMIEX
F&*Eo

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. F+4& Trident Protect:

helm upgrade trident-protect netapp-trident-protect/trident-protect

--version 100.2602.0 --namespace trident-protect

BT LUEIT7E upgrade s HIARIN —--set logLevel=debug FEEHRKIZEFHBER
O BUBSIRRASN vorn. RUGBARS LM HONHE, DHEEDT
NetApp ZRERZEfRI FENHERSHEM R,
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BEMERIFNARER

M8 Trident Protect AppVault X R B IR1Z &

Trident Protect FY776i#E 1@ B € X &R (CR) #179 AppVault, AppVault 3R EFEREEIEH
M Kubernetes TAERZTRTo AppVault CR B & ERIFPIR(ERNFERFMEIBFIENEE, 0
#1n. A, XFRIEVEA SnapMirror E4ll, FEEIEGE R LIEIZEE AppVaults,

EX N BREFRITEIRRIFZIEN, BEEFHHFMHLITEIE AppVault CR, AppVault CR 45E FIEIFIE,
&R LATE I AppVault CR B A Itk BimE _ERIRGIENIER,

@ ffafR AppVault CR {ii F% %% Trident Protect FY5E8% L. 1R AppVault CR R EERELEIFAE
, MELSITRERSEIR.

ficE AppVault S{5I0IEFNZES

7E8U32 AppVault CR Z &1, iBMIREERR AppVault AR TH2s o] LUBIT IR M ME AR A RH#TE I

k.

Data Mover 7F{i&ZEZS

L{&{FER CR ¢ Trident Protect CLI }&E{4 632 AppVault XF5RAY, EBILA Restic 1 Kopia IIEIEETH BENX
ZRIH Kubernetes secret, HISRIEKIETE secret, Trident Protect 3SR ZAIAZZL,

* Fn1tl#E AppVault CR BY, 151EF spec.dataMoverPasswordSecretRef FEZ18E 21,
* f£ Trident Protect CLI €32 AppVault S REf, FEA —--data-mover-password-secret-ref S35
E &,

SR EIERR ohESF M EZ BN
FEARLLTRAIRIEZIEEH, I AppVault IRES, AILFER Trident Protect {8 Lk A EIEIS oh2s 17 1EE
HITRHIIIE,
* IRIBEERVEIER IS, BREBRQIERZIUESHZENAENEE, Fl, NREEEFEH
@ Restic HERITEEGRER Kopia, MFECIEZREEIATLUNE S Restic 2,

C FRERRFEREIMTS. ERFEEKRMER—TEEHHS— 58 LR, WIRE
E¥5{ “trident-protect sp R EIEWMIER, MRLBEEN, BRI EEREREHIIRR,
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f#H CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

A CLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 FAEME IAM R

UIEMEF Trident Protect if18) S3 3#&7#f# (40 Amazon S3. Generic S3 "StorageGrid S3"8f, "ONTAP S3") B
, BEERRIEENBFSEARIFIFEERFARNAIR. UTERFER Trident Protect 17 18]FIFR BIREAR
HIZREE G, &R LUSILLESRESN F T EIE S3 A MR AF,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeleteObject"
1y

"Resource": "x"

B X Amazon S3 REEHIFAER, 1FEI "Amazon S3 X" IR,
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https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html

EKS Pod Identity for Amazon S3 (AWS) S{3183F

Trident Protect 35T Kopia $3ET55h2512EAY EKS Pod Identity, ItIHEERISEIIXY S3 ZfiE@AZ 2510,
TE AWS EIRFMETE Kubernetes Z A,

EKS Pod Identity 5 Trident Protect FYZE 3Kk
7£4% EKS Pod Identity 5 Trident Protect —&2fEA Z A, BEHFRUTRS:

* 188V EKS &8 E /B Pod Identity,
* RECIZABHNE S3 FHEFEITER IAM s, ETHRESZEER, 1B5BIR "S3 RAFME IAM R,
* IAM B 5 LT Trident Protect ARSS 1M X Bx :

° <trident-protect>-controller-manager
° <trident-protect>-resource-backup
° <trident-protect>-resource-restore

° <trident-protect>-resource-delete
BXBH Pod Identity AKX IAM A B 5ARSS I REXRVIFAIHER, 7550 "AWS EKS Pod Identity 344"

AppVault B2 E A EKS Pod Identity BY, {#F useIaM: true FrEMARERXEIEEE AppVault CR:

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

X =IRHER AppVault Z A£G

TEX AppVault CR BY, FEGFELARHIZEFHENZENZE, FRIFEEETMER IAM BHRIE, BAREE
AN AR IRIBRMHIEFMAFIRE. UTERSMEMEFHSmITERENT. ErRILERUTRAEIA
B o REBNEREIRESR.
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https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html

Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
-—-from-literal=accountKey=<secret-name> \
-n trident-protect

1B S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
—-—from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect
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AppVault BI7ERH)

TEREMRERZFRIRG AppVault X

AppVault CR 71!
SR LUER LT CR R AE N =iREEEIEZE AppVault XK,
* IEEILUEIRIETE Kubernetes #125, EHAEE Restic #1 Kopia FEEMZNBEENXZEE, &
XFMER, FBM Data Mover [#iEEZR,

* ¥tF Amazon S3 (AWS) AppVault IR, EE]LLREFIERE sessionToken, XEFHELRER
©) (SSO) TS HIIER IR, HIEHE $Hx mHR R AppVault BSEMRHE iRt
BEREEN, BORESME.

* XF S3 AppVault R, EA]LLEEFER spec.providerConfig.S3.proxyURL A
Hiih S3 MEIEE H AR URL,
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Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)



38

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect

spec:

dataMoverPasswordSecretRef: my-optional-data-mover-secret

providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ X F1EF Pod Identity 1 Kopia data mover B9 EKS 1%, {RE]LIiEE&
‘providerCredentials’ #8453, ¥ ‘uselAM: true 7 RNNE] "s3 ECE o

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

1BHA S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3
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apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGrid S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

{8 Trident Protect CLI £ AppVault ;<!
SO LIER LT CLI s 2 RS MRHEIZFCIE AppVault CR,
* IBEILUEIRIEE Kubernetes #1125, EHAEE Restic 1 Kopia FEEMZENBEENXZFHE, &
(D XiFMER, FEM Data Mover 1ZiEEZR,

* XF S3 AppVault IR, EEILUEE(ER --proxy-url <ip_address:port> ¥ AH
If S3 mEETE H AR URL,

41



42

Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

1B S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3



tridentctl-protect create vault OntapS3 <vault-name> \

--bucket <bucket-name> \

——secret

<secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \

--bucket <bucket-name> \

—-—-secret

<secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

59 “providerConfig.s3 EZ & %I

BX S3 RHIEFEERD, BN &

%

providerCo
nfig.s3.sk
ipCertvali
dation

providerCo
nfig.s3.se
cure

providerCo
nfig.s3.pr
oxyURL

providerCo
nfig.s3.ro
otCA

providerCo
nfig.s3.us
eIAM

WiPA
R SSL/TLS EHLIIE,

BRS5 S3 iHmMRSE HTTPS &1

IEE BT iEED S3 IEIRS 28/ URL,

79 SSL/TLS Wik B E NXIR CAIEH,

BR 1AM B3 I8IE LR S3 fFiEiE. &
EKS Pod Identity,

#E& AppVault 8

ERILAGEA Trident Protect CLI i+ &EE B XTEEEF L EIEHY AppVault WRHER.

p

1. & AppVault WHRHWRZA:

AAIA

false

true

x

p

AF false

Nl

"true". "false"

"true". "false"

http://proxy.ex
ample.com:80
80

"CN=MyCusto
mCA"

true, false
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http://proxy.example.com:8080
http://proxy.example.com:8080
http://proxy.example.com:8080

%

IR

180

44

tridentctl-protect get appvaultcontent gcp-vault \

—--show-resources all \

-n trident-protect

fflka
o +
| CLUSTER | APP | TYPE
TIMESTAMP |
o +

| | mysgl | snapshot
08-09 21:02:11 (UTC) |

| productionl | mysgl | snapshot
08-15 18:03:06 (UTC) |

| productionl | mysgl | snapshot
08-15 19:03:06 (UTC) |

| productionl | mysgl | snapshot
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup
08-15 18:04:25 (UTC) |

| productionl | mysqgl | backup
08-15 19:03:30 (UTC) |

| productionl | mysgl | backup
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup
08-09 22:25:13 (UTC) |

| | mysgl | backup
08-09 21:02:52 (UTC) |

R B7E Trident Protect helm REFRISE TR ZWEY, REE—FIFRIEEINA TR, Flw:

clusterName—productlonlo

& AppVault

B] AR HIBR AppVault 3F5R,

mysnap |

hourly-e7db6-20240815180300 |

hourly-e7db6-20240815190300 |

hourly-e7db6-20240815200300 |

hourly-e7db6-20240815180300 |

hourly-e7db6-20240815190300 |

hourly-e7db6-20240815200300 |

mybackup5 |

mybackup |

(AIiR) BEEFENZREN AppVaultPath, IEFEAMRE —--show-pathso

2024-

2024-

2024-

2024-

2024-

2024-

2024-

2024-

2024-

-—-set

@ 7EMIBR AppVault IR Z A, E70758& AppVault CR H#Y “finalizers 22$0, WRXHFM, ATRES
S AppVault FEX R AYRISEEEF SR PRI NI E TR,



FIaZ Al
R EMIERZEMIFREY AppVault (EFERVFRBEIREEM&ED CR.

£/ Kubernetes CLI fflif& AppVault
1. #IER AppVault IR, & appvault-name EiANEMRIFRAET AppVault XFREIZFR:

kubectl delete appvault <appvault-name> \

-n trident-protect

&3 Trident Protect CLI fiflf AppVault
1. #IER AppVault IR, & appvault-name EiANEMIERAT AppVault X RAIZFR:

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{# A Trident Protect X EIEN HIEF

&a] LUEIE 62N ATEF CR FHE% AppVault CR EE X Z{#EH Trident Protect EIEHIRN
FfER

BlZ AppVault CR

EEEQ BB EX N AREFRITEIERIPIZEN RN AppVault CR, 7B AppVault CR EEHRBERE
Trident Protect B8 £, AppVault CR %5 E FERVIFIR; BX AppVault CR BIRfl, 1EEIR "AppVault HENX
B "

E X R FHER

BREEE X EMFHA Trident Protect EIEME I NEER. Er]LUBIEFoit)ZNBTERF CR I fEMA Trident
Protect CLI 3REX B FEEMNAIZR,
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fEF CR AN AR

p

1. gIZB4R AR CR X!

a. SIEEENZARE (CR) XMHHIGHEHRE (B0, maria-app.yaml) o
b. FBBE U TEE:
* metadata.name: (%F) WEEFBEXZBENE. BEIREEENETR, BRARPIEE

FRERRYEM CR X =35I AItE,

* spec.includedNamespaces: (Required) Em & T EIMTZIRZESEEN BIZFEHANG S

TEIMZFR. MARFBRTEUITEUITIRN—E7, FEEFRIANEN, IRTHES
MEE R TERE R,

* spec.includedClusterScopedResources: (Optional) EFRILBIEISE B SEN AR E X

PSRN Z R, BT ERIBEA. AR, MEMREEEXLEERR,
* groupVersionKind: (%) 1EESRECEINZEIRN API 4B, RRASFIFZE,
* labelSelector: (F]i%) RIBEEHSTCE R IRAIIFE X HFHTTIHIE,

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (Optional) IFRR{E

BT MEMHE X IR 2R, FIANTE KubeVirt INER, EIREBZAISAKEXHRGFRE. 15
N AREF A RT UEIRIBHAE EAX &5, MRIKEN true, WAREFRZBRE2BIRE

HRENEE X RS, NRIEE, BENAEFENREFEXFEEEM, N2 IR, R
KRIETE, NNPBIEFERE "2/ Trident Protect /A4S E"

MRFEACCENAREFENALHE, FJUERU TSRS

46

kubectl annotate application -n <application CR namespace> <application CR

name> protect.trident.netapp.io/skip-vm-freeze="true"



+
~fF YAML :

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (Optional) WNRFE, AJLUBRRMERNEFE— CR UBSESHRERR:
JGNZEPON st TS

* resourceFilter.resourceSelectionCriteria: (THIERYEZE) fFMA "Include T "Exclude K&
BT HEBRTE resourceMatchers FHE X YA IR, ML resourceMatchers 23UAEX BE1E
SHHBRBVER

* resourceFilter.resourceMatchers: resourceMatcher X% #4H, WRTULEAFEN Z
MER, WEelTEER OR BIEH#HITINAL, HEE N TR (. #k. id) ANFEE
{E79 AND 12{Ei#1TILEL,

* resourceMatchers[].group: (Optional) EimikrIEIRIIA,
* resourceMatchers[].kind: (Optional) EiFiENFIRIIZEE,
* resourceMatchers[].version: (Optional) EIHiERZIRAIARZS,

47



48

* resourceMatchers[].names: (F]i%) EiFERVZEIRRY Kubernetes metadata.name FE&

Ry o

* resourceMatchers[].namespaces: (Optional) B33 EHI A JRHY Kubernetes
metadata.name F R EE R TIEl,

* resourceMatchers[].labelSelectors: (Optional) 3= J8HY Kubernetes metadata.name FE&
BT IEIR B FRTER, W "Kubernetes SXH4" IFREN . f140:

"trident.netapp.io/os=1inux",

@ L EBTER “resourceFilter ¥ “labelSelector B, “resourceFilter B 46iafT
, FRIE¥ “labelSelector M BB FERHIE R,

filan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]
° ¥ PVC Zig28/m
EENXNE PVC W BRER, BN MERRFIESEPE S PersistentVolume Hl

*VolumeSnapshotClass. TREBFMEMHIRIEAKIHIT Persistentvolume (4FEEFIE PVC HY
B{ESEE®E) M volumeSnapshotClass (RERIRGIFERE) , MIREZETEN], WKW, Hu0:


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: my-pvc-app
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: my-app-namespace
resourceFilter:
resourceMatchers:
- kind: PersistentVolumeClaim
version: vl
- kind: PersistentVolume
version: vl
- kind: VolumeSnapshotClass
version: vl

resourceSelectionCriteria: Include

2. IR SIIRILECIN ATERF CR &, WA CR. flN:

kubectl apply -f maria-app.yaml

p

1 ERAUTRAIZ —IEANBRARFENX, ERFEHRNESERIESTHE. JUERESHR
FRMRGIPETRHSHRENBEFEXPESHATEME R

TMESNEXBINABIZRF, FIa07E KubeVirt IIEH, FRBZASAEXHRGRS, MRFIRE
REN true, NAREFRZBRE2/IGE, HEUTUERBREEAXGZS, MRBEHIGEN false
, NARFRZRERIKE, FERBIMEFEXFRYS. IRERTRE, BNABFENRRERFENX
FIBEN, MZERER2ER, MRAERER, NARFRKERE 2/ Trident Protect R451%

"
[e]

E7E(EA CLI N ARFEREE#E, AILER --annotation' #1&.
* SIENAREFHEAX G RAAETINE/EIRE:
tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

° QIENAREFHEE X G RIUREITANAMN AEFIRE:
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tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

o IRAILU(FER --resource-filter-include 'l --resource-filter-exclude Ir&ERE
F ‘resourceSelectionCriteria (J04H. KB, kA, &, BIMFMGRTE) 2T HbR
RIR, WLATFREIFRR:

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --resource-filter-include

'"[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my
—-deployment"], "Namespaces": ["my
—namespace"], "LabelSelectors": ["app=my-app"]}]"'

c BEXINPR PVC N AIER, BRI HEEFES Persistentvolume
‘VolumeSnapshotClass o REBFMEDIRIEKIT Persistentvolume (HFEZFIE PVC WY
B#55EE®E) M volumeSnapshotClass (REBIRGHFZER) , MIRKET], MELK, Fla:

tridentctl-protect create app my-pvc-app -—--namespaces <my-app-

namespace> —--resource-filter-include

'"[{"Kind" :"PersistentVolumeClaim", "Version":"v1"}, {"Kind" :"Persis

tentVolume", "Version":"v1l"}, {"Kind":"VolumeSnapshotClass", "Versio
n":"vl"}]' -n <my-app-namespace>

{# A Trident Protect RIFN BIEF

EeILiE

Fo

BIZIRFIRE

IR

ANY
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W B RiIF RIS IR R IR IR IR F (0K RIF Trident Protect EIEZRVFRE N

&0 ABRE Trident Protect TEHURRIFIZERRB) AEMBRAN G RS, "H4H 7 fRa{r
Trident Protect A& X4 ARGRLE".

val
[=
[

BT LARERT S B HE TR IR IR

®

MREECENFRENAREFEXFENSIA, HFCNEIRTERANARFaRZTE, W
BEEEN. RIEIEF.
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{5/ CR IR

B

1. BIEEBENZER (CR) XMHHEHES RN trident-protect-snapshot-cr.yamlo

2. ERIEMIX M, EEEUTREM:
° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—E—HSENETR,
° spec.applicationRef: EREHIMN BRI Kubernetes & #1.
° spec.appVaultRef: (&5F) NFFEIREBRZE (T#iE) B AppVault BIZ R,

> spec.reclaimPolicy: (FIi%) EXMIFRIRE CR BYREBAY AppArchive 2R EHAIB R, XEK
EBEIRE N Retain, REBUEHEMBIER, BHER:
* Retain (BAIA)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name
reclaimPolicy: Delete

3. {FAIEMMEIES trident-protect-snapshot-cr.yaml' X4 /5, A CR:

kubectl apply -f trident-protect-snapshot-cr.yaml

fEFS CLI QI RER
T
1. BUEEIRER, AFERNEEERESHIE, Hlu:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>

tIERFEN
TR LABERY & 0 N FRAE T
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@ MREECCRENFRENAREFEXFENSIA, HEC(5IBTEANAREFmRZE, W
BEEED. R ER,

FaZ Al
R AWS SIELhETHARY BB AT FHERIHKETEIETTHY 3 &1D11F. MRSHEEFMIRIFHAELIHR, B1FF

RERRI

* BXROELAIESHEIHRIFARES, BS0 "AWS API 301"
* BX AWS ZFEFEIIFAES, FEN "AWS IAM 314"
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{£F3 CR BIE&ED
TE
1. SIEBENXZKIR (CR) XHEHIEEMB N trident-protect-backup-cr.yamlo

2. ERIREIX M, EREUTEMS:

° metadata.name: (Required) IttBENZFENBIR, AEHNIFREEEFE—E—HSENETR,
° spec.applicationRef: (W/F) EHMDHINAREFH Kubernetes &R,
° spec.appVaultRef: (%) MEFMHEFHRER AppVault 92 FR,

° spec.dataMover: (Optional) —MNF#i 8, IERNERTHMIRENEMH IR, TENE (KoK
B) :

* Restic
* Kopia (EAIN)
° spec.reclaimPolicy: (AIif) EXMEBFRREGRRSLEMH 4. FTEEHE:
" Delete
* Retain (ZRIN)
° spec.snapshotRef: (Optional): ER{EEHDRRVIRBIR IR, RKIZH, BEIBEHFHIRETR

|77
i<

5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name

dataMover: Kopia

3. {EFEHM(EIE S trident-protect-backup-cr.yaml' X4 /&, MF CR:

kubectl apply -f trident-protect-backup-cr.yaml

£/ CLI RlIEE%
HIE
1. SIEEHD, BFERHEEBIRESHHE, FIa0:
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tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

TR LUEEER --full-backup ISKIEEEMEE N NIFHEEE M. AIABRT, FAEEMHERE
IBE&ED. ERAIMRER, SMRENIFHEESN. KREMEIREMNITRESER, ARERRTEE
ZEPITIRES D, UKRKIREMEFES REHERXBIX,

SPFEDER
TRNAT GIEED CR BRI LUEARYHLE:

roE it iER FINE
protect.trident.netapp.io/full-  string EEEMERENNIEEESD. 18BN truew "false”
backup HeIZIEE& M. REMEZEMNITTE

&, ARERRTBENHZEPITEESEN
» MERAIREMEES E X XL,

protect trident.netapp.io/snaps string MR IRVESZ AR A VR RO R K Bl “60 5
hot-completion-timeout

protect trident.netapp.io/volum string AFBRBAEESRERSHRKIE,  "30 D
e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum string IFCIEEREBIN&RIEETE), "5 43"
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string TEIRFRINZ AT, FEHEMIFEIERY "1200" (20 7
bind-timeout-sec PersistentVolumeClaims (PVC) EiX "Bound” )

BB B KA A (AFRD AL -

ellfe 25 ¢S i

RIFERBSIBITIZE XIS EIRGIZRIRER . FINFER QR IRIEM S0 RRIPNAE, ERILLEFRE/NN, R &
BEMEACRIRBNEN, EEILIEERRERNRISE. ERILER full-backup-rule ERLZHEIE 87 EE
o AIANBERT, FMEEMDESIEERD. ERITREEDURZEINEEEN B TRESMEERXIX

Bﬂo

* A Ee@IT R "backupRetention IR E A ZEHIF “snapshotRetention IR B A K FEHEREIE
RERITE. 4§ “snapshotRetention 1& B AEBKE T AT RIZDTIGCIRRE, BXLLRE
@ =Ry, HEFDTHREILEMHFR.

* MREECENZRENAREFEXFENSIA, HECIEIRTEANBREFHRRTE,
NzESESN. RBGET,
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£/ CR B&Zit%!
TE
1. SIEBEENZKR (CR) XMHEHEEMB N trident-protect-schedule-cr.yamlo

2. ERIREIX M, EREUTEM:

° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—E—HSENETR,

° spec.dataMover: (Optional) —MNFf1 8, IERERTHMIRENEMH IR, TENE (KoK
B) :

* Restic
* Kopia (BRIA)
° spec.applicationRef: E&FHHIN BRI Kubernetes & #1.
° spec.appVaultRef: (%) MEFMHEFHRER AppVault 92 FR,
° spec.backupRetention: (Required) BERENEMHE. SRTAFMNEIEED ((RIRE) .

° spec.backupReclaimPolicy: (F]i%) AEWNRED CR TEFRZHE®MIR, FHkEMFA
. REBHAREE, BEMFER. JeeNE (KoANE)

* Retain (BRIA)
" Delete
° spec.snapshotRetention: (Required) EREBHVIRIBE, ZSRIRAR ORI,

° spec.snapshotReclaimPolicy: (7Ii%) HAEIMNRIRE CR EHRBHAEIMIPR, RESLEH
AlER. REHAEE, REBIEAERR. ATENE (RKaKNE)

" Retain
* Delete (BAIA)
° spec.granularity: ITXINIZTTRSNE, AIEERVEUNRNFHIEXFER:
* Hourly (BEXREIEE spec.minute)
* Daily (EXREIEFE spec.minute F spec.hour)
" Weekly (BRIEIEE spec.minute, spec.hour # spec. dayOfWeek)
" Monthly (BXIEEE spec.minute, spec.hour # spec. dayOfMonth)
" Custom

° spec.dayOfMonth: (Optional) NIEfTIHRIFVBAHBBER (1-31) o MWRAEIREN Monthly,
M FEEAMEFER, ZENXTUAFFTBER IR

° spec.dayOfWeek: (Optional) FIE{TItRIFNEHRI/L (0-7) . E 0 7 "RREHR. NRKNE
KB N weekly, MILFEAMEFE, ZESAUAFRFERERIRME,

° spec.hour: (Optional) FIETTITRIFI—RAEY/NES (0-23) o WRKEIZEN Daily.
Weekly B “Monthly, MINFEXAMBEFEL, ZEXMUAFRTER IR,

° spec.minute: (Optional) ITXIRIETTEY/NBYHEIE0EK (0-59) o WRKEIREN Hourly.
Daily. Weekly '3 “Monthly, MILFEAMEFE, ZEXMUFFTEFE R,

° spec.runimmediately: (A3%) &EHN true UIERIETRIB LA — R IEMEINEZZTT (IRIE



FRBIEHATEDM/RIRIR) o AN falseo XARENEREERH.

FOFIRERIT AT YAML 715 -

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-nhamespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "0O"

minute: "O"

{RIRERITXIBY YAML 7651

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

I BMETTRYIT ARG YAML:



apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-daily-schedule-run-immediately
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "7"

snapshotRetention: "7"
granularity: Daily
hour: "3"

minute: "0O"

runImmediately: true

3. EAEMEAIEIEFS "trident-protect-schedule-cr.yaml' X /&, A CR:

kubectl apply -f trident-protect-schedule-cr.yaml

£/ CLI tIEE X!
p
1. gIERIFIH R, ARRFRERBIRESHRE, Fli:

@ f&B] LAEA “tridentctl-protect create schedule --help & It en S HIIFAZEEBNE R,
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tridentctl-protect create schedule <my schedule name> \
--appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
—--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
--full-backup-rule <string> \
--run-immediately <true|false> \
-n <application namespace>

MRS N ER B R R AR M T 8

o SELEMITXI: A --full-backup-rule FEFRITRIEEEFT L&D, WIREERT
--granularity Daily. PJBERV(E:

* Always: BRBIETESD,

" BEIER: BE— TS IMUES KRB (30, "Monday, Thursday") . BXIE
: Monday. Tuesday. Wednesday. Thursday. Friday. Saturday. Sunday,

() it ful-backup-rule tREFERTE/NN. SRS AKE,

o I BNELRIF. FH --run-immediately true ERIETRIIZENCIZBVIIBR D TIRE, A
BEFE—MTRIETIE, FIAMEN falseo

o {NIREEITE: I®E --backup-retention 0 F#A --snapshot-retention IBE—TMATFEH
=

SEFBIITRERE
TRMAT BIEITYI CR BRI LU ARYHEE:
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Rt it
protect.trident.netapp.io/full-  string
backup-rule

protect.trident.netapp.io/snaps string
hot-completion-timeout

protect.trident.netapp.io/volum string
e-snapshots-ready-to-use-
timeout

protect.trident.netapp.io/volum string
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string
bind-timeout-sec

il ENPSA
BIFFTBRER IR RB IR TR,

p
1. MRS IRERKEXAIIRER CR:

iR AAIAE

BEITZESHIAN, EeIGHEHIEEN KRE (B
Always BUB{TIFRTERD, HALURER SHEEEE
WERBFTEHEN. a0, MREFSHNE &%)

, WA LHEERE#ITRESMNIEE (Bl

,  “"Monday, Thursday") . BXBII{EH

{8/ Monday. Tuesday. Wednesday

. Thursday. Friday. Saturday. Sunday. &

AR, HCERBERTR granularity IRE N

*Daily 835l

BN RRIZESTR P AT R KET (8, “60 3

AT ERBAEEENERSHRKEE, "30 "

RITFEIRE R R KATEL "5 "

TERIERM AT, FRHMEMFECIERN "1200" (20 5
PersistentVolumeClaims (PVC) EiX "Bound” )
PR BB E] (ARD R ERAL) o

kubectl delete snapshot <snapshot name> -n my-app-namespace

illES=< v
BT BREN RSN TIRFED,

R EIWERESIZRE N Delete UMM REFMEPMBRFIE &M EIE, RESHIFAINKER Retain
(D OB BIMIIBERR, WIRFBIRKFENN Delete, NEMHHIBERBENZRERED, HEEF

s ERo

p
1. MRS & KB & CR:

kubectl delete backup <backup name> -n my-app-namespace
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OEENMRIERVIATS
ERILMERSSITHRELEEHIT. ETMEERMBIEHRIEIRES.

p
1. ERUTHLITRREMEEIRTS, BFERNEEBRESFIIE:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

79 azure-netapp-files (ANF) 12{E/2 A& D FEIR

WNRIEELZE Trident Protect, MB]LLAER azure-netapp-files ZiEZEF1E Trident 24.06 2 Hi I FHE /SR
BRETETENEHHMEINEE. LINEEERTF NFSv4 &, FERAEMHINEINTIEL,

ez Al
HBERUTRS:

* BB R Trident Protect,
* 8B 7E Trident Protect FENX T — N BEF. EEAIEZEZE, LN AREREEEERNKRIPIIEE,
s IBBIER azure-netapp-rfiles {ENFERIRBEKIAFEESL,
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BRAUEERES R

1. 9N ANF HEZ2EFHKE Trident 24.10 ZATEIZER, B7E Trident HHITLLTIR1E:
a. N/ NET azure-netapp-files 5N AIEFXER PV BRRBEF:

tridentctl update volume <pv name> --snapshot-dir=true -n trident
b. #INB RSN XKEM PV BAREBER:

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

Mie) &7 :

snapshotDirectory: "true"

+
RERIRIBE RS, Trident Protect RIEFEMENINEE, RINEEENIEFIEN SATEHHH
=(El, AXMERT, FRRBSENPEEBNTE AT EZESHNEN IR E,

#R
%N T2 I LUER Trident Protect #1T&MNHIER, &1 PVC A EMNAREF AT EHNER,

RIRN BIZRF
& Trident Protect X &R T2

& E] LAfEA Trident Protect NIREREE M E LN AIEF. KNAREFEREIE—5£EH
BT, MILABRIGEFRGER,

* RIRNAREFN, ANAREFEENFIERITERHBRENAREF—EER, MREFELER
[ERITER, R FAEREFN—aED Bhia T,

@ * gtree EXXRFMENTEREIEtes R T HRBBRTE. B, gtree ERIFMRIRIER
B Hfthar R la s /Riaan & el

* BAUERSRREBEXERRE. ETHREZER, 1B581H FHS% Trident Protect iF
FRigE",

MEEREIHfthan & =8

f$£F BackupRestore CR F&H AR ENE M2 =iEBY, Trident Protect RIE#ian & TEIPEREN BERF, HA
RENN BREFRIENAERF CR. BERIPFERNNAER, FCIRERSEMHIRE, HEILFPITL,
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* EFRNARREENERIEMGZTEFAZERSENTHNIMAENERARR. BER
@ BEMNFRMERIR, BRFEHEHRCIZBIRGRTE, IFEOHEREIFHRR=E,

* £ CR RREFHHRTIEN, BRMENA CR ZaiFat|EZBiremRA=iEl, Trident
Protect {X7E{# /A CLI BSEEheI@Zsn B8l
Feaz gl
MR AWS 2iES LT EARY (8] B LUHITEAKEIZTTHY s3 iR RIZ1E, MR ShEEARISERRETER, NIRIER]
B KM,
* BXREHIRIESHETEIFEAER, 155 "AWS API 314",
* X AWS ZREEEMNIFMER, 1BER "AWS IAM X1,

£/ Kopia {EN#IETIZERE AT, ATLUEETE CR FIEEFBEHER CLI 1= Kopia /4
IR TEERNIT . BXAUERENENFREE, FS N "Kopia 3i4"s BXEH Trident
Protect CLI 18 BBVIFAE S, 1AfER “tridentctl-protect create --help &5 %
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fMA CR
B
1. SIEBEENXZKIR (CR) XHHIEEMA N trident-protect-backup-restore-cr.yamlo

2. ERIBRIR, EEBUTEM:
° metadata.name: (Required) IttBENZFENBIR, AEHNIFREEEFE—E—HSENETR,
° spec.appArchivePath: AppVault PFEFHABHIRKR. Eo]LUERA UL T ir<EXLLEKRE:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (%F) FEFHAZR AppVault BIZFR.

° spec.destinationApplicationName: (°[i%t) BEXERENAREFINAT. NREHE, FENNAERE
FRERLETR. MRKEE, FRERNNREFRERRNARERZ M.

° spec.namespaceMapping: XFRIZ(ERRH R TEE Bird 2 TEINME . FERFERNEEE

# my-source-namespace Ml ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. ( %) MIRFBRVERBRRNNAEFNELERR, BRI ESHRIE R ERER A RV HE

Trident Protect & EIEEE—LAE, ENENSEEENRRS AFELR, I,
(D)  meesEmT XASEBAR, HETEEXEN pod, I Trident Protect i FEX
BB pod.

° resourceFilter.resourceSelectionCriteria: (/FiERTEE) A "Include' T "Exclude KB &
HEBRTE resourceMatchers FITE X HIZ R, ML resourceMatchers SELUE X B EIIE T HBRRY
RiR:

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥ H, MRELIAFENX ZMIT
%, WEelTE1ER OR ZBIE#ITILES, HES MR (H. M3 hrds) ANFENS1ESN AND
1BREFHITIUAD,
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* resourceMatchers[].group: (Optional) EffiErIERAIH,
* resourceMatchers[].kind: (Optional) BifEAIRIRAILEE!
* resourceMatchers[].version: (Optional) EHiEMEIRAIARZA,

* resourceMatchers[].names: (7]i%) EidERVZEIRERY Kubernetes metadata.name FE&

SNk it

* resourceMatchers[].namespaces: (Optional) Eid fERIEJRAY Kubernetes
metadata.name F YA R =i,

* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&
AR EIIEIRRF TSR, 90 "Kubernetes 324" HFRE N, HI40:

"trident.netapp.io/os=linux"o

f54n:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FAIEHREIE trident-protect-backup-restore-cr.yaml' X4/, N CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI
HIE

1. BEMEREEMmETE, AMETHNEESRIESHME, namespace-mapping BHERAES
DR e R T e R 2 T eI EIR VA sourcel :destl, source2:dest2 MIEHBIRGHFRAT
18l f5%0:
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tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>

MEDEREIRIqE & =8

Ra] L RS &R BB EAth B =iE], YR TRMIRER, Trident Protect £ B & IBRIPITRIFIEEHIT
BUIRIE, Lﬂ%t?ﬁxﬁlﬁ’ﬂ =W

* EFRERZE, BERANAREFIFEERBIFRIFIT. XSBIEERRNARERFZRINEITENE?
B RER,

* BIhEREIRE, (NEFRBRAERZABANIT. ERRNITIBRESERRS.

* EMEFIEZAT, EFIEEHITHEONIRBIZETRIUE, WRIRERTE 5 DERNEUH, ERFL4E,
#T_J\_E CR &/p\?iﬂi%%o

FrIaZ Al
MR AWS Z1ELhETHARY BB LU I TR KHERIZITHY 3 i/RIB(F. MRS HEEE/FIR(ERREIT R, NIR(ER]
CF= S

* BXRNELHMRIESTHIISFAES, BSW "AWS API 31"

* BX AWS HFEFEIFAES, FEI "AWS IAM 314"

£/ Kopia {EREIEISchER R REEY, BILUERETE CR B FREEER CLI 2% Kopia £/
IR TZERITT . BXAUEENETIFAEE, ESN "Kopia Sd‘él" ﬁ?&@ﬁﬁ Trident
Protect CLI 1§ RENFAE S, 1BER “tridentctl-protect create --help #5 <,
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fMA CR

B

1. BIEEBENZER (CR) XMHHEHEM RN trident-protect-backup-ipr-cr.yamle
2. ERIBRIR, EEBUTEM:

° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—E—HSENETR,
° spec.appArchivePath: AppVault PFEFHDABIIRKR, Eo]LUER UL T ir<EXLLEKRE:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (%F) FEFHAZR AppVault BIZFR.

fB4n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (FIE) MRFECEFBERINABRFIORERR, BRIE S RER SR L

Trident Protect &XEEEE—LAE, ENENSEEENRRS AFELR, I,
(D)  meeEmT XASEBLR, HETEEXEN pod, I Trident Protect 3 FEX
BB pod.

° resourceFilter.resourceSelectionCriteria: (7FiERTEE) FA "Include’ T "Exclude KB &
HEFRTE resourceMatchers FIE X BIZE R, AINLLT resourceMatchers SEUUE X B EIESHFREY
HiR:

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥ H, MRELEAFENX ZMTT
%, WElTE1ER OR ZBIE#ITILES, HES N TR (H. M3 hrds) ANFENS1ERN AND
1BRIEHITIUAD,

* resourceMatchers[].group: (Optional) EiFiENHEIENE,
* resourceMatchers[].kind: (Optional) EifiERIERIRAYSE
* resourceMatchers[].version: (Optional) Eifi%rIHIRAVARZS,

* resourceMatchers[].names: (7]i%) EiFIERIEIRRY Kubernetes metadata.name FE&



FREYR R,

* resourceMatchers[].namespaces: (Optional) Ei3 8V %ERAY Kubernetes
metadata.name FEXH VAR E T80

* resourceMatchers[].labelSelectors: (Optional) 3= JRHY Kubernetes metadata.name FE&
FRIREIEIRBRFRTHR, W "Kubernetes 4" RFRE N, #40:

"trident.netapp.io/os=1linux",

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRAIEMAEIET trident-protect-backup-ipr-cr.yaml' X5, N CR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI
HIE

1. BEMZERIRAGETIE, BIFEPRNEEBIRESHNE, backup SHEAKRIA
<namespace>/<name>E’J nB RN B, Flan:

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
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MEDERE H R
NREFIEBELIAE, AJUREMEREH B,

* £/ Kopia 1EREIEZ IR R EHEY, AILLERTE CR FISEERIER CLI = Kopia
FERANIRREENTTR. BXAUUEBMNERNFMEE, B8 0 "Kopia X14's BXER
@ Trident Protect CLI 3§ EERBRHNIFME S, JEFEA tridentctl-protect create --help &%

* {FH CR AREIFE BT, EHNTMENE CR ZaiFoheliZBirds & =Ial, Trident
Protect {X7X{& /A CLI BXEEhtlZsm B8l

a2 Al
HRER AT ARE M.

* BtrEEELE Trident Protects
« BAREEA LRI S RERMERA AppVault TZERIREZR, SHEMEEZKRET,

* JB1T tridentctl-protect get appvaultcontent ¥ HY, HRENAMIFERLIEEE] AppVault
CR FEX M REFMERF. WMRMERBIPELEFIR, BEEBEREE#H pod WIETT Trident Protect CLI,

* HR AWS ZIELHT ERRY B LU TEAKEREITRVERIB(F. MR EETRIR(ERREERE, WigfEa
RERRIK,

- BXRIGEHFISIETHEIHAIIFAEE, BSW "AWS AP| 15"
E?& AWS Z /ﬁ‘EE?EE,JﬁéQE'Tn S 1&1’4'5)” "AWS ",

TE
1. {# 3 Trident Protect CLI 4 I0IE BAREERF LR T F1E AppVault CR:

tridentctl-protect get appvault --context <destination cluster name>

@ MR BREE EA7F7E AppVault CR, IE#RER "{£ 1 Trident Protect AppVault X R E IR 17
" PR FT BT,

2. ZEBEMREE LT/ AppVault WEDAZR, Fi8H “appArchivePath BiREHYE 4

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

EBITItE =2 AppVault FRRI &S, BREHRRESE. BRHNAREFZR. HEEMEERE.

et
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e b +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e fomm - tomm - o
o tom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |
| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault ZFFFIFRERER N AEFERE BnER:

()  ®mCcRE, BHREMEN LEARTUREFERNHE S,
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fEFA CR
1. SIEBEENXZKIR (CR) XHHIEEMB N trident-protect-backup-restore-cr.yamlo

2. ERIERIXM, EEBEUTEM:

° metadata.name: (Required) IttBENXZFRNBIR, AEHNIFREEFE—E—HSENETR.
° spec.appVaultRef: (#5F) EHEFHRER AppVault BIZFF,

° spec.appArchivePath: (Required) AppVault REFEERNPABRTHKRR. FRTE 2 PG LEESR
PARBFHLE| “appArchivePath BiXRHIE 15

° spec.destinationApplicationName: (A[i%) EXRNBAEFNAT. NREHE, FRNATRE
iSRRI R, NRKRME, FRENNBEREERRNBERE M.

° spec.namespaceMapping: FFRIZERYIRF R TE) | Bindn B TEINME, FRIFEFNERSE

i my-source-namespace M ‘my-destination-namespaces

f5gn:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. fEFAIEMMIEIET  trident-protect-backup-restore-cr.yaml' X4 /5, WF CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. EREUTHSRRNBER, BFEFHNEEEIRIESHHIE, namespace-mapping 23ERAE S5
FERYER 2 18]35 R en 2 == 8] ISt BIFR T 0 source1:dest1,source2:dest2 BIIEM BARen & =ial, HI40:



tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--destination-app-name <custom app name> \

--context <destination cluster name> \

-n <application namespace>

MRERE R E E Athep 2 == 8]

BRI UIEEBENXZR (CR) XHEHIEMNRBIRR R Hittds B Tl /R iR Rm A =8, A SnapshotRestore
CR FRERIF R R Efthdn 2 =8]BY, Trident Protect SREMBRTRPRRENBER, HAKXRENNBEFCE
AR CR, ERIFERNNAER, HEIERESMIIRE, EILRIFITI,

* SnapshotRestore 2#F spec.storageClassMapping B4, BNXRMBIRFEERER
HENEERRN, MREXEFEIERREFEEH storageClass, HRIEIERX

@ Mo

* £ CR RREFESRBTIEN, ERMENA CR ZaiFaitlZBira&=iEl, Trident
Protect {X7E{#/ CLI BYEEheIEH B = 8.

ez el

itk AWS ST HARY BB U TERIHKERIZITH s3 IEFRIR(F. IR hEEE/RIZRIFHAELIHA, NHRIER]
CE= SIS

* BXROBELFIESHEIHRIFARES, BS0 "AWS API 314"
* BXAWS HEEFERIFAES, BHSM "AWS IAM X"
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fMA CR
B
1. SIEBEENXZKIR (CR) XMHHEEMB AN trident-protect-snapshot-restore-cr.yamlo

2. ERIRMIX M, BEEUTREY:
° metadata.name: (Required) ILtBENZRNBIR, AEHNIFEEEFE—E—HSENRETR,
° spec.appVaultRef: (%) EMERBASH AppVault B9 FF,
° spec.appArchivePath: AppVault PEERBABHIKR. Bl LUERA UL TRSEXLLERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.destinationApplicationName: (°[i%t) BEXERENAREFIAT. NREHE, FENNAERE
FRERLETR. MRKEE, FRENNREFRERRNARERZ .

° spec.namespaceMapping: XRIZ(ERRHE TEE Bird R TENME . FERFERNEEE

# my-source-namespace Ml ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my—-cr—name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. (_Jl_) IRFENEFERRNNARFIREERR, BN SHRTE I ER SRR R hik

Trident Protect 2 BEIEE_LAE, MACSISEERABLAFERE, 00,
()  mmemmTXASEBRRR, FETEEXEN pod, N Trident Protect 1333
BB pod.

° resourceFilter.resourceSelectionCriteria: (FfHZTEZE) fFEH "Include’ I "Exclude KRB &15%
ﬂH‘??" resourceMatchers FIEXBIE R, HINLLT resourceMatchers 2 UUE X B aIEsHIFRHY

BR:

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥ H, MRELIHATENX ZMTT
£, WElTEERN OR 2IE#TILE, #FES N TR (H. M3 hrd) ANFESE{EN AND
B TICAD,

* resourceMatchers[].group: (Optional) EiHiENFRIRRLE,
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* resourceMatchers[].kind: (Optional) EffiErIZRRAIEE,
* resourceMatchers[].version: (Optional) Eifi%RI AR IRAVARZS,

* resourceMatchers[].names: (7]i%) EiFIERVEIRRY Kubernetes metadata.name FE&

FRBEYR o

* resourceMatchers[].namespaces: (Optional) B33 JEHI % JRHY Kubernetes
metadata.name F AR EE R =IEl,

* resourceMatchers[].labelSelectors: (Optional) &R Kubernetes metadata.name FE&
AR IR FRTER, 90 "Kubernetes SXHY" HHFRE N, HI40:

"trident.netapp.io/os=1inux",

fBan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRIEMAEIES trident-protect-snapshot-restore-cr.yaml X4 /5, [WF CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fiEF CLI
FTE
1. BRBAREEMSETE, BIFERNEESERES PHE,
° snapshot BEFARIN <namespace>/<name> W R TEIFIRBR R,
° namespace-mapping B¥EHE S 2 IRGR TENGRM A TERITEIE A
sourcel:destl, source?:dest?2 HIEBEReEE =8,

a0
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name <custom app name> \

-n <application namespace>

MIRBRIEREIRIq & = (8]

& 0] LA BERHIS R BRI R E Irtzuppz Sial, YEHITRMIRER, Trident Protect & BB IEFRIPITRIFIEIEHIT
BUIR1E, LUBALETTHMAIRE

* EFRERZE, BERANAREFIFEERBIFRIFIT. XSBIEERRNARERFZRINEITENE?
B RER,

* BIhEREIRE, (NEFRBRAERZABANIT. ERRNITIBRESERRS.

* EMEFIEZE, EAEEHTHE O RIRBIZFEHIFREUE. WNFRIRIERTE 5 DHREUH, ERRGALR,
HAEZXR CR RS FIERES.

FaZ Al

MR AWS Z1ELhETHARY BB LU I TR KHERIZITHY 3 i/RIB(F. MRS HEEE/FIR(ERREIT R, NIR(ER]
RERRIK

* BXRNELHMRIESTHIISFAES, BSW "AWS API 31"
* BX AWS HFEFEIFAES, FEI "AWS IAM 314"
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHEMB RN trident-protect-snapshot-ipr-cr.yamlo

2. ERIRMIX G, BEEUTREY:
° metadata.name: (Required) IttBENZFENBIR, AEHNIFREEEFE—E—HSENETR,
° spec.appVaultRef: (%) EMERBASH AppVault B9 FF,
° spec.appArchivePath: AppVault PEERBABHIKR. Bl LUERA UL TRSEXLLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (_JL_) MRFBEMNERBERNNARFIFELEZR, HRIEEHRTE R R RV HE

Trident Protect 2 BehiZFE—L %R, AANENSEEENZRZEFEEXR. 50,
() wmRmEETARERBELE, *ETASREEN pod, 1 Trident Protect TR
BXAY podo

° resourceFilter.resourceSelectionCriteria: (FfHZITEZE) fFEH “Include’ 3 "Exclude KRB &15%
HEFRTE resourceMatchers FIEX BIZ R, AINLLT resourceMatchers S LUE X B IR HIEREY

J\/}l_\o
* resourceFilter.resourceMatchers: resourceMatcher W& #H, WRELIHAFTEX ZTT
£, WEelTEER OR 2EH#ITIRE, HES N TER (H. M3 hd) WWFEREEN AND
1R EFITICAS,
* resourceMatchers[].group: (Optional) EffiERIZRIRAIH,
* resourceMatchers[].kind: (Optional) EiFiENRIRIIZEE,
* resourceMatchers[].version: (Optional) EiHiERZIRAIARZS,

* resourceMatchers[].names: (F]i%) EiFERVZEIRRY Kubernetes metadata.name FE&

S=NE=T vt

* resourceMatchers[].namespaces: (Optional) B3 fEHI A JRRY Kubernetes
metadata.name FEEHIEEE (8],
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* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&
PERE AR FRTER, W "Kubernetes SXH4" HFRTEN . fI40:

"trident.netapp.io/os=1inux",

40

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRIFMAIEIET trident-protect-snapshot-ipr-cryaml' X4/, MF CR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
HIE
1. BREBIRREIRAGZ T8, BFEFRHNEEEIRIESHHE, F/a0:

tridentctl-protect create snapshotinplacerestore <my restore name> \
--snapshot <namespace/snapshot_to_restore> \

-n <application namespace>

HERFIRIEEIRTS
ERILMERSSITHRELEDHIT. ETMEHERMANERRIEIRES.

p
1. ERAUTHLITRRERRENRT, BIFRRHESEHRIES FrE!
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kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

ER S Trident Protect iXRiSE

TEILMEASRIZE (IER. eRTEIRENEMEIED) BENXEFERE, UWkhelEn
REEK,

T RMEFER SR (EHRIB e & =R EREAIRE

EmE MR IR(ERE, Bines R T EPRARENERE SRR T RIS ERILE, FRMBires
BT EPAEFERRG R TEFRTE IR, ABSEFENTAMEIERE, ULERHETEPHE, X
FETBirRTIE LR IOERERIFFAE.

WR{ERA Red Hat OpenShift, FSZ R R TIEEREIE OpenShift IMEFHRIXRIER, 8

@ Fa) R HFRERD Pod B5F OpenShift £2 E TR (SCC) EXMIELINRMLZLEE
, FEALUFREMASHIMRAI,. BXIFMER, 1BEEM "Openshift & L FXHEX
=

ERITE R B EEZIREZR], ATLUEITIRE Kubernetes IFIE T 2
‘RESTORE_SKIP_NAMESPACE_ANNOTATIONS 3k 1F BT & 2{a s s R =, il

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

—-—-reuse-values

WITIR RS PREIHRIEERY, TE “restoreSkipNamespaceAnnotations #1

@ ‘restoreSkipNamespaceLabels’ FRIETE AV (E el ap B I HE AR S &G MR TR S AR PE IR R (R
HiBRo FARIENIS Helm RREIIEFRE TXEIRE, ETHRESER, SR "EHM
Trident Protect helm BIXRIZE&",

WMREATH --create-namespace FEH Helm REFENAIZF, WS name IRSRIFITIIGRGIE, 7
REREEEFELIZD, Trident Protect 2 ILIREEHIEIBiran RST8], BINRFKERINES R =E i
, M EEHAHERGETEE. NREESEHGETEARALE, WEESHTBirdazE, FHTEAE

o

Nl

UTFRBIERTFEMBEmRTiE, ST aRTREEARERNTE. ErUEEREZANZENERS
ATEEPRE, URNAE B R & =ia A S B E EREMIRE,
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TR RS IREZ R
TRETR T RRNHREILZAREZ AR GIEN Bines & T E RS

E =i trE s
2 EE ns-1 GF) * annotation.one/key: "updatedvalue” * environment=production
« annotation.two/key: "true" * 2#M=hipaa
* name=ns-1
g =B ns-2 (B4x * annotation.one/key: "true" * AE=HEE
)  annotation.three/key: "false"
RFZEE

TRER T EREFIHEEZZIZEETM BB TEINKES. ERMN—LE, —LREHES, HEEBEM
name & ULEBira & =8

CEEZESE iR TREE

i =iE ns-2 (Bfr ° annotation.one/key: "updatedvalue" * name=ns-2

) + annotation.two/key: "true" * &4 =hipaa
 annotation.three/key: "false" « environment=production

© AB=IiEE

ZHNFER
TR A A TR R R ENE R

B AREY

% spec.storageClassMapping BHEXMIEN BEFPEENFERE BIFER LR EEIENIRET, &
A UEEERREERNER 2 BT %N A2+ 3 X BackupRestore 1&ERITZAE G imBTE A ILLIHEE,

il
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"
source: "sourceStorageClass2"
SRR

ATHHT AFERAPERESM TN IR, IRAFRBIHISETIR, RAKERRINME
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RE it BiEA 2INE
protect.trident.ne string AVFEIES ohEREE LR KETE (W AEA) , "300
tapp.io/data-

mover-timeout-
sec

protect.trident.ne string Kopia NEEEMRAA/NRE (UJKFHHEa) . "1000"
tapp.io/kopia-

content-cache-

size-limit-mb

protect.trident.ne string TEIRERN Z A, FHTAHFHEIERN "1200" (20 73
tapp.io/pvc-bind- PersistentVolumeClaims (PVC) ZliX “Bound FHERHISR )
timeout-sec KEE (UFAREAD) . EATFHREXRE CR £

(BackupRestore. BackuplnplaceRestore. Snapsho
tRestore. SnapshotinplaceRestore) o HNRIEHITFE
EnXEEHEEFTEELE, BEEAEENE.

&£/ NetApp SnapMirror ] Trident Protect £ RiEF

&£/ Trident Protect, &ATLAER NetApp SnapMirror RIS E & HIThEE S EIEFI N
BEFEIMN— I EFEEREF S — N EEER, ER—BEE LHERBEEZIEL

TR R IR(FRRIE Y6 B =R ERAARE

TEME KSR (ERRE, Biran R TEIPRAREAERERE SR A =B PR ENERLE, RKARmEines
BZEPAFERNRG R TEFRNEIER, HESEFENTAMSIER, URRRHETEPNE, X
FHET B R =E LR SOERRIF A E.

MR FA Red Hat OpenShift, 5 F R R TiEERFETE OpenShift BRI XEEEA, &

@ T e ERF A HRIERR Pod E5F OpenShift £ ETFX4EK (SCC) EXMIELUNEMELZLEE
, FEREELUARIEMASEMMRR#, EXIFEMEE, BB "OpensShift Z2 F FXHEX
"

ERITIRR S S PEFE 12 12EZ AT, TJLUBITIRE Kubernetes MIET &
‘RESTORE_SKIP_NAMESPACE_ANNOTATIONS 3kBA1E BiRd & Fial RS S iR E =, flu:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

PATIR RS PE TR ERT, 7E restoreSkipNamespaceAnnotations #(]

@ ‘restoreSkipNamespaceLabels’ FIEE HE [l 6p & = B E IR ZEB G MIE R S PR iR 1R /ER
HibR. FARTEVIMA Helm REIEPEE TXEIRE, ETHRESEE, B8R "ILEH M
Trident Protect helm BI&RIZE"S
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NRERTH --create-namespace FR&EHRY Helm RERNARER, NEX name IR EEITIHARLIE,
IR [R5 12H, Trident Protect IR E EHZIBTa R =iE, BMRRBFENES RS TET

fc,

NFEEHNBEmBATEE. MRILMESRRTEARLE, WEHEHZIBmSBRATE, FHTERNE

o

Nl

U RBIER T IRM B iR & =iE),
BTEEPRE, UANAE B R & =i PA S B EERMIRE,

TR RS IREZ B
TRETR TR EIZAREZ AR RN Bines & T E RS

A =E] =3 ez
& =8 ns-1 (GF) + annotation.one/key: "updatedvalue" * environment=production

+ annotation.two/key: "true" * 5Fi%=hipaa

* name=ns-1

&z ns-2 (BFF  * annotation.onel/key: "true"

g * BE=RUEE
)  annotation.three/key: "false"
RIREIFE

TRERT AR EERBIREERFEFGIATENRS. BRN—LLHE, —LREKES, HEBEH
name & ALEC BAran R =(8):

CEEZRes{El TRk RE
B =E ns-2 (Bfs  ° annotation.one/key: "updatedvalue" * name=ns-2
)

* annotation.two/key: "true" * &#lE=hipaa
* environment=production

© AE=IERE

« annotation.three/key: "false"

&R ABRE Trident Protect TEEUERIFIZERRB) ARG MBRAN B RS, "F40 7 f2ul{r 5
Trident Protect AR & X1 RGTHREE".

®

SRR R ARERERITED

SR ERIEEFRERENIGE. ERIUEEREZMZERE TR

TEER AppMirror XK ZRRIPIEHIN RIZFEY, EHERBNREEERE, ENIZEESHITHEEEXINE
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* FHERBIRETR, UITERSEIMNEERERZIBIRER. EXEFDHERCIREN]. BEREGE, H

TEHEIENARER L, FEEEAEXEERERIT.

* EkmmkAEHRETHE, VAR ERERAIMERITEBNERRMR RN BRI BIRNBRER

BY, XEEHITE TR R LA LEE AT
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BTHRAXHNITHFNEZEER, 1581H "S1F Trident Protect H11T4EH",

REEFIXR
REEFIXABEUTRE:

* IEREFEE Trident Protect IR FAREBHIMZE (B1ENAERFH Kubernetes ZRUNE NN AEFEHN
HIRE)
* EEREHITH (8 Kubernetes FIRFMIFASEIE)
R EIRRIREBAYETE]
g

1. mRER L, NRNAERFEIZE AppVault, RIBEAITFAERERE, B2 "AppVault BENZEIR" FRIREIL
EIVEEH:NZSE
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£/ CR & AppVault
a. BIEEENZR (CR) XMHHEHEME (B30, trident-protect-appvault-primary-

source.yaml)o
b. BB TEM:

* metadata.name: (Required) AppVault BEXZREZR, i FEEFENZIR, RAEFRIXR
FREEREM CR X435 | BItb{E,

* spec.providerConfig: (#W5) EMEERIEEIRMEIZFA0] AppVault FTFRRELE. NEE
HIZFIERE bucketName AR HMAERFMES, I FEIRENE, BAERXEMEN
Hith CR X5 BAXEE, BXxEMEHIZEFA AppVault CR R, EZH "AppVault BE
XJ\/ 0

* spec.providerCredentials: (Required) TZfi&{FERIETEIRMIZFA10] AppVault FRERMEME
EHIS| A,

* spec.providerCredentials.valueFromSecret: (Required) & EIREN KB HZ
* key: (Required) BMHIEIER secret BIFRK keyo
* name: (Required) B&ILFERENZHNEN. AU TR—mETEF,

* spec.providerCredentials.secretAccessKey: (W) ATFIHRERRFRILZE
$A. name /5 spec.providerCredentials.valueFromSecret.name [ICEz,

* spec.providerType: (%) WERMEEMHHAZ; 5190, NetApp ONTAP S3. BF S3
. Google Cloud ¢ Microsoft Azure, RJRERIE:

= aws
= azure

" gcp

= generic-s3

= ontap-s3

= storagegrid-s3

C. fEAIEMAIEIEZE trident-protect-appvault-primary-source.yaml' X4 /5, MF CR:

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI 83 AppVault
a. Bl AppVault, RIFEHIESSIRESHIE:

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect

2. TREE L, SIERNAER CR
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3.

fEF CR 8RN ARER

a. SIEBEENRKE (CR) XHHIEHESGE (B0, trident-protect-app-source.yaml) o

b. EEELTEM:

* metadata.name: (NFHE) WAEFBENRENRZR, 18 MEEEFENBIR, RAEHIXARR

THYEAML CR X45| ALLE.

* spec.includedNamespaces: (I4E) HEE Iﬂ*ﬂ*ﬁ?@h%ﬁ’]*ﬂﬂo FHEMmBTERTR, H
AERERRE ) s R TEESEE, LISE LA H NGRS EPEFEENRR. NBAEFSD

BT BRI M AR —ER Do

YAML =51

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. {FFIEMREIET trident-protect-app-source.yaml X5, W CR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEM CLI QIBIRN A2
a. SR AR, flg0:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

(An%k) 7ER&ERs L, RRNARERSN

RER. HLRIBAIEEIRER L AREFRIEL. RIS R,
MFEFRF T —MTIRRIZTT, WERSRORER, ZeIRIRERR, BSH "CIEEFTRE",

4. fERBIEL, SIBRERIITRI CR:
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BT TEHRMERNRERIN, BIR— I RBNERRIENEER, REIANT7 X, D4R
% ONTAP B &EZ BIRVHFEIRIR, XAHRIRBERZAIA 7 X, ErILRERAFERBENX
REHA.

NREEHERTE, REAUERAXERRERES 7 R#TRAERE XMGEERRAIEE
R B, BARFEE DRRBUSKAIMEIENR, MASERIEHE.

MR AEFNREH R ERERFNREER, WAFEEMITR.



fiEF CR RIZEHit%!
a. RN AREFLIREH TR

I QIEBENXFER (CR) XHHIEHEGHR (flt0, trident-protect-schedule.yaml) o
i. Ao LI TFEM:
* metadata.name: (Required) 1tXIBENXEIRHIZFR,

* spec.appVaultRef: (&) IEXNSIRNAIZERFH AppVault B metadata.name FE&
LA,

* spec.applicationRef: (&) IEXNNSIENAIERF CR B metadata.name FE&ILHC,
* spec.backupRetention: (Required) ItFERANEFEL, HIEEIKERN 0o

* spec.enabled: WIIREN trueo

* spec.granularity: #AUZE N Customs

* spec.recurrenceRule: L\ UTC BY|8)E X FFi8 HEBFI E & 5]FR.

* spec.snapshotRetention: HIIEE N 2,

5 YAML:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i. {EFAERAYEIET trident-protect-schedule.yaml'X{£f5, A CR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-
namespace

fEF CLI SIS H X!
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a. ISR, AEHRNESBERESHRE:

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

i

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app_namespace>

5. EBiTEEE L, SIBSEREE N AR AppVault CR tBFEIRYER FBFER AppVault CR, FHISE&GR (50

» trident-protect-appvault-primary- destlnatlon.yaml) o

6. W F CR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. T B BN AERF A BAT AppVault CR. RIBERITZHEIR MR, 18eK "AppVault BE X &R

86

FRERBILOE R S RVIRIR |
a. BIEEENZR (CR) XHHEEME (fl30, trident-protect-appvault-secondary-

destination.yaml) o

b. FEEUTEM:
* metadata.name: (Required) AppVault BEX X FEHE IR, 18 FEEZFENRT, ERAEFIXARS

RIE M CR Xf+5| AIt{E,

* spec.providerConfig: (W5F) EEERIEEIRMIZFH0] AppVault FRFENEE. NEIREE
FFi%#E bucketName FMEREMMBERNFAES, B TE %TXEI’JE, RANEFIXFRFATE E’Jﬁﬂiﬂ CR
XS5 BXEE, BXEMRHIZFER AppVault CR R, EE "AppVault HENXEIR"

* spec.providerCredentials: (Required) TZEf&ERIEEIRMIZRF 1510 AppVault PR HERIEIRR

E1):: R
* spec.providerCredentials.valueFromSecret: (Required) &~ B EMN K BN
* key: (Required) EMHIEEH secret BIB R keyo
* name: (Required) B&ItFEENZERHNER. DR FE—HE=TEF,

* spec.providerCredentials.secretAccessKey: (WFE) ATFiHERHIEFHARZEH. name
[75 spec.providerCredentials.valueFromSecret.name ILf¢,



* spec.providerType: (WFE) HWERMERMHHIAS; 5180, NetApp ONTAP S3. &M S3
. Google Cloud f Microsoft Azure, BJRERI{E:

aws
azure

gcp
generic-s3
ontap-s3

storagegrid-s3

C. {FFIEHREIET trident-protect-appvault-secondary-destination.yaml X5, WF CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n trident-protect

8. EEfFEEE L, ©IZ AppMirrorRelationship CR X4

®

fEF CR BY, B1ERMF CR ZEIF oIt ZBirtn & =iEl, Trident Protect {R1EEA CLI BYEEH
IR =iE).
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88

£/ CR £l AppMirrorRelationship
a. BIEEENZR (CR) XMHEHEHME (90, trident-protect-relationship.yaml) o
b. FEEUTEM:

metadata.name: (#4) AppMirrorRelationship B E X &R Z FFo

spec.destinationAppVaultRef: (Required) tt{EXINS B tr&df £ BirN FHFZ2FH AppVault
A FRITEL,

spec.namespaceMapping: (W) BRFIEGETEMASHENNATER CR EXHIR
FiZFiarR =B ILAD,

spec.sourceAppVaultRef: (Required) tLEXNSIRRN BIERHI AppVault & FRILAD,

spec.sourceApplicationName: (%) IWEMNSEEENBIERF CR FEXBELN B2
898 FRICAL,

spec.sourceApplicationUID: (%) WEXNSEEENBIEF CR HENXENBREZRF
B9 UID PTEL,

spec.storageClassName: (F]i%) R FEREFERNBIR, FHEELNEHEE SRR
ﬁﬂﬂ‘%ﬁ’\] ONTAP ZEREIMWL. WMRKIBMEFMESE, NBNER T ERER EMEIAFE

Ko

spec.recurrenceRule: Ll UTC BYE]E X FF4 HEBFIE S [E]fR.

w5 YAML :

apiVersion: protect.trident.netapp.io/vl

kind: AppMirrorRelationship

metadata:

name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8

namespace: my-app-namespace

spec:

8

b

desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
fe0b902-£369-4317-93d1-ad7£f2edc02b5
namespaceMapping:

- destination: my-app-namespace

source: my-app-namespace

recurrenceRule: |-

DTSTART:20220101T000200%Z

RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2



9.

C. fEAIEMRIEIESE trident-protect-relationship.yaml' XX f&, MF CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI 83 AppMirrorRelationship
a. BIFEH A AppMirrorRelationship W&, FAIFEFRERBRIESHE:

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

w5

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
-—source-app my-app —--namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373f24cl-5769-
404c-93c3-5538af6bccec36 —--storage-class my-storage-class -n my-

dest-nsl

(FNt) EEMRSER L, NESRIXANRSHRS:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

SIS 2 B AR ERRE

f£F3 Trident Protect, ERILUGERINN AZFHIEHREE BinEs. KIRRFLEERXER, HENAREFER
FREeEF LB #lo Trident Protect A RFILRER LN AREF (MREEBITER) o

p

Z3

1. EB1rEf5E L, 4RiE AppMirrorRelationship CR X4 (140, trident-protect-relationship.yaml
) #¥ spec.desiredState FI{EE XN Promotedo

2. {17 CR X%
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3. fFH CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (Fik) QISR N BREFFIREAERP T,
S (FAIiE) MEBEERIXARIPRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

ENRTHERBERXR

ENASIREIEMBRUENXR. WITENRTIRERE, RIGRNARFRRNERETHNNARRF, XER
8 L IEEETHIN AR PR EV E R E R E T

M AR AR BT T 2 AL EATSERE L OR
() aamwBHESEABRLRRFNETREREER,

p
1. 8Nk FERERL, CIBRNAREFIIRE, XOHERBRREFNRTIEN.

2. (£BtrEfE L, YR58 AppMirrorRelationship CR XX (f1#0, trident-protect-relationship.yaml
) HF& spec.desiredState FI{EE L Establisheds

3. {£7% CR X4,
4. IZA CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o. WNRTEBFRERF LR T ERRIPFH IR FRIFRIER BN AER, BRERR. EARRNITUHESEE
TRERRK

RAEHMRZHERBHER KR

HEROEFMRASRERBERXAN, BMNAREFRRNRNARER, MRNAREFFRNBET. ERER
B HREIY BTN A2 PR BV B R & o

p

1. ERBBIRERE L, MR AppMirrorRelationship CR. X&SH BT AR, MR BIER X EE AR
iR, B ERRR.

2. BINARVIATFIEBEXEAMN CR XHIIERMNERKIGEEHIX A,
3. R BN (RIGTREEE) BE T AppVault CR,
4 FHERNEESBEEFXER, REARAEANE,
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AN ARRFEHGE

HERAERGEES, Trident Protect RN ABI2FS R BM MG, FRARERIOIRIGFFMES
Iiio Trident Protect RFIERN ARRFHBHRIEEHZI BT, ASBHETIREIBITNARER.

EXMIERT, SRR BT,

p
1. ERER L, SIEXARRE:
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f#F3 CR g XHIREE
a. Z2REN BAERFRRIPEREEIT R
b. 8 ShutdownSnapshot CR X4 :
i QIEEBENXER (CR) XHHiEHESGR (0, trident-protect-

shutdownsnapshot.yaml) o
i. EEEUTREM:
* metadata.name: (Required) BEXZRIRHIZR,
* spec.AppVaultRef: (Required) tL{EX NS IERN FFZFHY AppVault BY metadata.name

ERULHL,

* spec.ApplicationRef: (W45F) ILEXNSIENEZRF CR X4 metadata.name FE&
Ui
5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. {EFIEMREIET trident-protect-shutdownsnapshot.yaml X {45, A CR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-
namespace

M CLI B X HRER
a. SRR, BAMRPESBRIESHIE, Hl:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>



2. 7ERERE L, XAIRIBTEME, REKARBEVRES

kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. ER&ER L, FRALTAHSEH shutdownsnapshot.status.appArchivePath F{E, HiIZRXHRIZNR
E—E85 (LIRAEER, XRERE—RIIZENFRERNS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o

jsonpath="'{.status.appArchivePath}"'

4. ITMIT BIREEF RIFTREE B VMR LIIR, H# 1T AT B

@ EHEEZIENSE 2 T, & spec.promotedSnapshot FEREEE
AppMirrorRelationship CR Xf4H, HREMBEIKENEE LRE 3 FPHIZRIEES,

o JIT [REEMED HELZHNEFXR] FHRAEZHMRAT TR,
6. IEFTRER LR ARIPITL.

#R
MTFREESR, REUTEE:

* NVATER AR Kubernetes &R JRIRIE—MREE,

* @I MIBRN FAFERFEAY Kubernetes FIR (3 PVC #1 PV REBEII) , "ML HEMEIERIGRN BIEFE
Pod,

* X7 Pod &, EIREBHESINAERRE,
* SnapMirror X A& BT, FETEESTIEE,
s FRERERENBEFXAGEFNEHIE, MXFARBHIERENBEFL Kubernetes i,
* REEMEIESH,
BN RRERHERYERIRREE

R Trident Protect, #&RILAER LA MRIEFFIESRIRILBAR(ERLI ). FERTIERESD, A TERRIA
EH75Mm, Trident Protect RERIXERILRAZAFEANAEFERES (BFEY) ORRNABER.

IR M E FeEE B2 BATRIR R FTIE, WRIATHRE:

* MEFER SRS,
* RAEHETERIXR.

@ BIRTIEENEMRTIRE, RAXRKEFERERBEIREFENBIRERNSIE.

* REERIGR.
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p

1. 17 [RAEMRASHEEBHNERXR] TR,

2. 17 [RANAEFES ] B,
BRIk &
EEILIFER IR ERIX R HERFBREFEFXARN, SFERTMRINNARER, eflZEgEX%R.

S
1. e BinEE L, MR AppMirrorRelationship CR:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{3 Trident Protect T4 B2
Ea] LUBIE M E & EUETEER Z E T N AR IO R A RINEES,

@ IBNAREFE, ANAREFEENFIERITENTSENARF—ETE. NREEERGEH
1THEH, SRENEREEN—EDBNETT.

EHMIEIRIRME

BAUTHFEHRITEDNEFRIZE, FTUBRITHRENEHNERES.

wfERIF—5E
BERNAEFREIR &R, ReIRRBHENH B HERERIE -5,
p
1 BITUU TR EZ—:
a. "glERER"
b. "gIE&ER".
2. ZE—&EH L, RIBCUENERBEREN, PITUTREZ—!:
a. "MIREERESE".
b. "MEIEREIE".
eERIRFEIRVEEEY

EERNBEFRREINEMEE (RITEMERE) , BERHELCERD, REEEMERIEMEIE, A
RETEBInER L& % Trident Protect,

() EAILUER "SnapMirror E" ERFIBE 2 B I PR

p
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1. "glEE G,
2. HIREEBREH LEEE T 88 MINRFMEBEH AppVault CR.
3. B L, "MEMERHIE"

RN AR M—MEESSTEB R S —MEEE
TR FENEREIBMFESR, BNAREFM—IFHEETEEEEFESS.
Fan (MZER CR HRHBRHE) -

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"

namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:

resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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£/ CR X R IR
B
1. SIEBEENXZKIR (CR) XMHHEEMB AN trident-protect-snapshot-restore-cr.yamlo
2. ERIEMIXMEH, EEEUTREM:
° metadata.name: (Required) ILtBENZRNBIR, AEHNIFEEEFE—E—HSENRETR,
° spec.appArchivePath: AppVault FEERBRBIIERR. o] LUERU T inSERLEE:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (%) FEREBAZR AppVault BIZ R,
° spec.namespaceMapping: FRIZ(ERRHE TEE Bird ZTEINME . FERFERNEEE

i my-source-namespace ' #M ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. i, MIRAFEAREXRRNUAEFNELRR, BRI ESHRMMIE R ERER R IRIYHE:

° resourceFilter.resourceSelectionCriteria: (/fHEM®E) £ include or exclude FXEIE
S HEFRTE resourceMatchers FREX BIE R, FHINLLT resourceMatchers 23UAE X B EIESHIR
Z IR

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥ 4H, MRELEAFENX ZMTT
£, WEelTE1ER OR ZBIE#ITILES, HES N TR (H. M3 hrds) ANFENS1ESN AND
1BIEFITIUAD,

* resourceMatchers[].group: (Optional) EiFiERNZRIRAE,
* resourceMatchers[].kind: (Optional) EifxAYEIRRILE
* resourceMatchers[].version: (Optional) BEiFiENEIRIVARZAS,

* resourceMatchers[].names: (&) EFERIZEIRRY Kubernetes metadata.name FEE
L DE= i

* resourceMatchers[].namespaces: (Optional) Ei3 E8I%ERAY Kubernetes
metadata.name FEZH YA R T80



* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&
RIS IEIRBRFRTHR, W "Kubernetes 4" REAEN . H40:

"trident.netapp.io/os=1inux",

40

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRAIFMAEIES  trident-protect-snapshot-restore-cr.yaml X5, N CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

{EF CLI iR R IREE
HIE
1. BREBARREEMMaRETE, AFETNEEERESHHNE

° snapshot BEEAIEN <namespace>/<name> BJdn % T EIFIIRBEZ R,

° namespace-mapping S EHE S 2RIV R TEIRFRGR 2 =8 BRET EIMR T
sourcel:destl, source2:dest?2 B IEH B irdn & =iE).

f5an:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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E1® Trident Protect H1171E54

RITEBE—MBENXERE, ERILKHEEENSHENBISRERIPERIE—EIETT.
g, MREEHLEENARER, WalERRITERERRZAEEFRERIEESS, H
FRIETEAEREES. XAIHRNAER —EIERR,

HATHERE

Trident Protect 2 LA FRBRIITIES, BABURTENTRILUETTHIRYE:
* [RIERD

* REER

* &PE

* &inla

* mER

* ERBRE

MITIRR

BITHIRRIFRIER, RITHASHRUTINFRZE:

—_

- AHMERN B E X RERHITH FEEE SRR LE1T. BRUREZZEENETESRENBEXER
TERIEAF, (EIREZRIXEFRIRITINFEEAMRIEE A AT EC B

- NREA, XHRFZERE, "FA T HRINEEER Trident Protect BEE X RGURLE".
- ITEIRIRIPIRE.
BEAENXHRAERE (WER) -

- EERNBE XIREERITHBEHEELNARLIET. BrUREFELIRMEBITRAEESHAENIE
ElEHEss, BRI ERXEEHNIITIRFEAMRIEEAREE,

g A W N

NROIBEREENZMAITIES (I, pre-snapshot) , MTEARIEXLEEBIRITING. B2, FRHER
M FRRITIRFEERIEN. fli, UTEREEMEFREEHFIERENHIITINF:

1. BRITIRIRATES

2. BERITIRIRIGHE

3. BERITE MRS

4. BRITEMDEED

() siEHIREROUUERTETMERIE snapshot & HET,

EEFERERARITERNAZA], NI EHAITNIL. ErTLIER kubect! exec' 8L 3K75
C) BN A, EEFFREFERRITERRE, MXERBREMEHUBRENZ—H. A
e, AILRNARERRR SR =E, ERIREHE D, AENHNAE.
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@ WNRIREBHTHITEARM. BLASMIPR Kubernetes &R, XLEBXRRFEESEIREBREZMD URE
RIREEFEIRIER,

KTEEXPITHBHNEZRRHA
FNAMEIRITIES, BEERUATRS.

* ATEHSIERBZASRIAITI®E. FEHRITHESR LS| BERBMZA,

* Trident Protect R ITEAFERAIIBIZA LU AT HIT shell AR RXES .

* BIAK/NRSI ST 96KB,

* Trident Protect 5 A1 TIE1& EME R LA ERBE ML S A TIRE. &N FEFERF.
BTFHRITEBRERR LV I T2ZACIIFETNR AEFNINEE, EtBERaARE

@ R BE I TEHRIGTTIIE, MNRFEAXBEIRITEBRRB SN RIRBIEE, BREIUEZ

1B1F, WINREMHNIRBREELAE, WNAFETHENH. XRKREENBRITEEPERN
BT EREEN BT,
MITH ImIEER
TEAN AR ANSARERITESN, PTURRITERRINmES, UEEEWSLENSS. Jhikasx TEr
BARLERERARMRENAEFIFEER, EURSKEEMRMEATAERNER (14 Elasticsearch
) o TRk AVFEEIBRITHAEREER—EMEHERNES LETHTR. MRNBMITEHEEIBRSZ G
ks, S5 AND BRFAG. STMITHEARZSAILE 10 NERTHiEes.
ANEIBATHES RSN mER A ENRE TR FHA S, SENSAELER, B Taast
BITHXERIMAS, TmERmENRANERENTER 2 (RE2) 18X, ZIEEFSIFEEMLETIRFHIEZS

23HTHIEES. B X Trident Protect TEMITHHITMIZRI P IFIENREXEZENER, BB "ENFRET 2
(RE2) iBEZHF"

@ R Fran R =Rt ER AN B R IR RIE TR TS, HEERERMER
AR R=EF, M6nR=iEjhikad XM AT BiranR =6,
HITHE RO

i8] "NetApp Verda GitHub I B "LA FEURITRZ ATZER (W Apache Cassandra # Elasticsearch) RYSEFRHIT
EHH, BEUEERFIFHREGHESCHNEEXRITERNRE,

BIEHRITHE

A LAGER Trident Protect AN AEFEIZBEXHITHEN. EFERWEMEE. EERVAMGIIRT BELIEH
1THE,

99


https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/google/re2/wiki/Syntax
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda
https://github.com/NetApp/Verda

f#H CR

B
1. BIEEBENXZER (CR) XMHHEHESH RN trident-protect-hook. yamlo
2. EEB L B LILEER Trident Protect IFIE M SEEEALE :

100

° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—E—HSENETR,
° spec.applicationRef: (Required) EAHEIZITHITIEIHIRN FTZFH Kubernetes &5,
° spec.stage: (Required) 1&TRHMITIEHNEIRIERBEITHAMENFRTH. FIaERE:

* ZHl
i

° spec.action: (Required) ERHITHEIIEREMLRENFATE, RIEENETARITESD

ISR ERILAC, PIRERVIE:
= Snapshot
- &
* RS

° spec.enabled: (Optional) (ETmEERAEERRALILNITE. WRKIEE, MBINMEA true,
> spec.hookSource: (Required) 815 base64 YLV FHIZASHIF RTS8,
° spec.timeout: (Optional) — 1M F, EXAFHRITERSEITHE, USR], &IMER

1938, WMRKERE, BIAMERN 25 D

° spec.arguments: (Optional) BILLAMITIEHIEENS I YAML 513K,
° spec.matchingCriteria: (Ai%&) FHRBEXHELESIR, SRAK— I MHRITESDIESE. 810

PITEBRZ BRI 10 PiHiEes.

° spec.matchingCriteria.type: (Optional) tMRHAITIEH 2SR BN F IR, TIRERIE:

= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName

° spec.matchingCriteria.value: (Optional) R ITIEEH T SR EMNF R B IENRIXN.

w5 YAML :



apiVersion: protect.trident.netapp.io/vl

kind: ExecHook

metadata:

name:

namespace:

annotations:

astra.netapp.io/astra-control-hook-source-id:

example-hook-cr
my-app-namespace

/account/test/hookSource/id

spec:

applicationRef: my-app-name

stage: Pr

action: S
enabled: true

hookSource:

timeout:

e
napshot

10

arguments:

IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==

- FirstExampleArg

— SecondExampleArg

matchingCriteria:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

type:

value:

containerName

mysqgl

containerImage

bitnam
podName

mysqgl
namespa

mysqgl-
podLabe

podLabe

podLabe

i/mysqgl

ceName
a
1

app.kubernetes.io/component=primary

1

helm.sh/chart=mysql-10.1.0

1

deployment-type=production

3. {EFEMARIEIAT CR X% fE, KA CR:

kubectl apply -f trident-protect-hook.yaml

fEF CLI
T

1. gIBHITHES, BIFMRERHE

BERESHE, Fli:

101



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEIBITHITIEN

TR TN B Fehiz TiITHE S, BrIUELISEEFOENETER. CEEREFEE. EERN
BY IR BEF BB T THE

FEBTHITERSER MRS E:

1. gIBFRED, WERXRACBRRRNED, BEEERBERLET
2. S EBITRITED

102



TR QIRFREND
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHEGM RN trident-protect-resource-backup. yamlo

2. LB LT LUALEZER Trident Protect MBI EEFACE :

° ?Tetadata.name: (Required) IttBEXZFNRIR, NEHNIMREZFE—E—HEENZ

° spec.applicationRef: (/) BENHLIBREFEHHINAIERFH Kubernetes & #F.
° spec.appVaultRef: (%) FHEFHRER AppVault B9ZFF,
° spec.appArchivePath: AppVault PFEFHABIRKR. Tl LUERA U T irSEIXILKRE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o0
jsonpath="'{.status.appArchivePath}"'

w5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. EFIEMAIEIET CR X5, M CR:

kubectl apply -f trident-protect-resource-backup.yaml

M CLI
BB
1. pliEEH, BFERNEEERESHIE, flu:

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>

2. BEEDIRS. BRIUESERLRGIRS, BEHRIFTHK:



tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. W& EEL:

kubectl describe resourcebackup <my backup name>
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TR 2: BITHITHED
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f£M CR
FTE
1. SIEBEENZKR (CR) XMHEHEEMB A trident-protect-hook-run. yamlo
2. BB LI TREMUCEER Trident Protect IMBEMNERALE |
° metadata.name: (Required) ItEENXZREFNEZIR, NENFREEZE— I H—BSENS
o

° spec.applicationRef: (Required) HRILESEES R 1 BEIER ResourceBackup CR H1HY
R 2R & FRAE AL,

° spec.appVaultRef: (%) ARILESEES 1 P EIEMN ResourceBackup CR HHY
appVaultRef tHILAD,

° spec.appArchivePath: H{RIZESEESE 1 L& ResourceBackup CR H#Y
appArchivePath fHITAL,

kubectl get backups <BACKUP NAME> -n my-app-hamespace -o
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (Required) 1ERHITHIRREVPLIRERFAT R, RigIEENEARITE
TSR ERILEC, PIAERYIE:

= Snapshot
- &
- WPERETS

° spec.stage: (Required) 15T NIERIEREEITTH MMENFRE, HEHIET
FREAREMMENEITENH, TRERE:

* ZHl
i

5 YAML :
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apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. EAIEMREIET CR X4fE, KA CR:

kubectl apply -f trident-protect-hook-run.yaml

A CLI
HIE
1. BIEFoITHESIEITIEK:

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. WEPITEBSITIRS. BAIUESETIGS, BINRIETM:

tridentctl protect get exechooksrun -n <my app namespace>
<my exec hook run name>

3. iR exechooksrun MR UEERZIFMEEFRE:

kubectl -n <my app namespace> describe exechooksrun

<my exec_hook run name>
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ENZ Trident Protect
NREMABIRHARKE) TR, NeTaEEEEE Trident Protect £A1{%,

EHZ; Trident Protect, FHITUT S,

P$IE
1. #IB& Trident Protect CR 314 :

(D 2506 REEBRATRELS B,
helm uninstall -n trident-protect trident-protect-crds

2. fB& Trident Protect:

helm uninstall -n trident-protect trident-protect

3. MF& Trident Protect sp 42 =51a]

kubectl delete ns trident-protect
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