et

Trident

NetApp
July 01, 2026

This PDF was generated from https://docs.netapp.com/zh-cn/trident-2602/trident-reco/security-reco.html
on July 01, 2026. Always check docs.netapp.com for the latest.



H=x

et

et
FECSHEHRATEFIETT Trident
% ONTAP SAN f5isfEF CHAP B33
¥ CHAP B335 NetApp HCI # SolidFire [Sim—iCfE A
¥ Trident 5 NVE #1 NAE B2 &

Linux Zi—Z$AIE (LUKS)
B8 LUKS M=
BTSN LUKS EMEIREE
BTSN LUKS £89 PVC ELE
B LUKS BH045i5
BREYT R

Kerberos & 5iHNZR
fEFAZsH ONTAP EELEIETTHAY Kerberos 1%
&£/ Azure NetApp Files HECEIEZITHHY Kerberos I1Z

0o NN o~ DA DNMNDN-_2 2

RN
N



T2t
et
IBERILA AT, MR Trident NRERS.

B MR TEHIZTT Trident

PN ARRR. NAREFEES. ARPMNEENARRRFIFIR Trident WRENXE Pod, UHIRAIFERITFMEH
PR ARG R E D,

EREMNBRERNBRS Trident 0E, 1BIRZTERB S Kubernetes 5 T[] %3 Trident(trident) o
¥ Trident ITE B OISR Z = RITaIREH Kubernetes BIE A R 7 8E1/18) Trident Pod F{ZfETE#RE =]
CRD MRAMIH (W/EIHF CHAP #ZF (WIREA) ) . BRZBERIAFEERIAR Trident d5& =8,
MTmiAIE] tridentctl’ B2 FAFER

% ONTAP SAN FimfER CHAP B35S

Trident SZ3FEF CHAP BY ONTAP SAN T{EfAa#H S I0IE (A “ontap-san'#1 “ontap-san-economy IR shiE
F) o NetApp BiERMNE CHAP 5 Trident #1TEHNE(EG K2 B8 B 55830,

FHFfEA SAN FEIREHFZFHY ONTAP i, Trident BJLAIIEE XA CHAP FH3&@iY “tridentctl 12 CHAP AR
BN, ESR"ESEER ONTAP SAN IXShiEFEC & 5w " LU T #2 Trident ¥0{A17E ONTAP j5if _LECE
CHAP,

¥ CHAP 5 1538iE5 NetApp HCI 1 SolidFire [5is—itfE o

NetApp ZINEFENE CHAP, LUIHIREMNS NetApp HCI 1 SolidFire [5i% 2 [8]MY & {5303, Trident EHE—
WENR, HPESMIFEEM CHAP i3, R Trident f[5, EREIE CHAP HIBFIGEFMEEAR PV
B tridentvolume CR &R H, I PV B, Trident (£ CHAP #lZ R E5) iSCSI &i&, HiEd CHAP 5
NetApp HCI # SolidFire RF5#ITIE S,

() e Trident BEEHBT SHEFBHIAM XL

¥ Trident 5 NVE 1 NAE Ec &R

NetApp ONTAP 12HESEIEMND, UEEHERE. RO EHFEHANRIPEREIGE. BX1FAER, 155
i%] "ECE NetApp EMNZHR"S
s MNREGHBAT NAE, NTE Trident PECEMEAEERIS B NAE,
{,RE_I-L/DI'I NVE 7][]52‘*]‘/&_.\ Ejj T LJ\@IJLFﬁH NAE E,J%o

* NRKERIHBHE NAE, NTE Trident PEEENEAEERKEBE NVE, RIEERIFECEFIE NVE INEIRS
iﬁ%?ﬂ false (Ekl}\fﬁ) °


../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
../trident-use/ontap-san-prep.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html
https://docs.netapp.com/us-en/ontap/encryption-at-rest/configure-netapp-volume-encryption-concept.html

E/2 A NAE BIfEiR L7E Trident REIBHIELILHEIT NVE 3¢ NAE 1%,

HYELA 1 A4 RE RN E Z Ao

* 2 NAE Bjgis 3% NVE hufhuuﬁt ‘false' AJ BB A NAE B9%, TTH@ETE
NVE MZFREIREH false' SKZF NAE &

@ * &R LUTE Trident [FIRECE 8 NVE INFAREIRE AN true, MUEE NAE 1%, HESNE

s BRI LB 20 E NVE INFAREA “true 1 Trident FF 612 NVE %,
BEXEmEEXRITNESZER, ESH:

* "ONTAP SAN FEZ & Em"
* "ONTAP NAS g & Em"

Linux % &8 (LUKS)

& LUB A Linux Unified Key Setup (LUKS) 3RAN%: Trident =89 ONTAP SAN #1 ONTAP
SAN ECONOMY #, Trident 3% LUKS NIZHEMNZRBEBRRANEY B

7 Trident #, LUKS INZERIEER aes-xts-plain64 ZFIER,, a0 "NIST" Friiz,
() ASArR R#FsHE LUKS MIE. BXASAR RAMIER, HBIN T HASA 2 FHIERL

Fazal

* TETRBMEE cryptsetup 2.1 KESRE (BETF 3.0) - BEXEZER, 1FARA "Gitlab:
cryptsetup”s

* BFMEERE, NetApp BN TIET S ZFaRINBRERIES (AES-NI), EIVIF AES-NI 2%, Fiz1TUU
T

grep "aes" /proc/cpuinfo

MRS REUERING, NMRTENDIEERARELIFAES-NI, BX AES-NIWEZELE, EAR: "Intel: 5
RN AR (AES-NI)"

BB LUKS &

&R LUER Linux Unified Key Setup (LUKS) 5 ONTAP SAN #1 ONTAP SAN ECONOMY & AEMNENEM
AN
g

1. EIEEHEEBEREN LUKS IIZEM, B* ONTAP SAN G BTN ELZEE, E2E "ONTAP SAN ff
BRI,


https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-nas-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-nas-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-nas-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-nas-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-nas-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-nas-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-nas-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-nas-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-nas-examples.html
https://csrc.nist.gov/publications/detail/sp/800-38e/final
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://gitlab.com/cryptsetup/cryptsetup
https://gitlab.com/cryptsetup/cryptsetup
https://gitlab.com/cryptsetup/cryptsetup
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://www.intel.com/content/www/us/en/developer/articles/technical/advanced-encryption-standard-instructions-aes-ni.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/ontap-san-examples.html

"storage": [

{

"labels": {
"luks": "true"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "true"
}
by
{
"labels": {
"luks": "false"
by
"zone": "us east la",
"defaults": {
"luksEncryption": "false"

2. f£f8 parameters.selector RENXMEA LUKS MEZENTEME M, Fla0:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: luks
provisioner: csi.trident.netapp.io
parameters:

selector: "luks=true"

csi.storage.k8s.io/node-stage-secret—-name:

luks-${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

3. lE—1ME& LUKS ZBiRIENZEH, fia:



kubectl -n trident create -f luks-pvcl.yaml
apiVersion: vl
kind: Secret
metadata:
name: luks-pvcl
stringData:
luks-passphrase—-name: A
luks-passphrase: secretA

PR
LUKS INZEmETEFIE ONTAP EEH#UEMPRFIESE.

TSN\ LUKS SHEIHRECE

EENLUKS &, BERIREE luksEncryption 8B N (true, luksEncryption I
Trident EREME LUKS E (“true) HARTE LUKS #nk(false) , SALLTFRABIFTR.

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: trident svm

username: admin

password: password

defaults:
luksEncryption: 'true'
spaceAllocation: 'false'

snapshotPolicy: default
snapshotReserve: '10'

BTSN LUKS &8 PVC BcE&

EESN LUKS &, 158 ER trident .netapp.io/luksEncryption BN true #7E PVC HEER
F3 LUKS R9TE6EZE, d0ARRBIFTR.



kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: luks-pvc
namespace: trident
annotations:
trident.netapp.io/luksEncryption: "true"
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: luks-sc

3 LUKS 235815
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* NRELEMZILS secret HRYENERIBAILES, Nk Ehek.
* WNRE LWERIES secret FRYESHZRIBILAS, Ntk previous-luks-passphrase SEEH A,

P$IE
1. 7 node-publish-secret-name #] node-publish-secret-namespace StorageClass &%, 40

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: csi-san

provisioner: csi.trident.netapp.io

parameters:
trident.netapp.io/backendType: "ontap-san"
csi.storage.k8s.io/node-stage-secret-name: luks
csi.storage.k8s.io/node-stage-secret—-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-publish-secret-name: luks

csi.storage.k8s.io/node-publish-secret-namespace: ${pvc.namespace}
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tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["A"]

Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumeID>/<snapshotID>

...luksPassphraseNames: ["A"]

3. FHER LUKS ZHHLISE BT LEIN R, 15H{R previous-luke-passphrase-name
previous-luks-passphrase ILECZ IR RDEGIE,

apiVersion: vl

kind: Secret

metadata:
name: luks-pvcl

stringData:
luks-passphrase-name: B
luks-passphrase: secretB
previous-luks-passphrase-name: A

previous-luks-passphrase: secretA
4. BIEHEHERIH pod. XEBEHICIRFTLFER.

S. IIFEIDTIE B R,
&

tridentctl -d get volume luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>

...luksPassphraseNames: ["B"]



Snapshot

tridentctl -d get snapshot luks-pvcl
GET http://127.0.0.1:8000/trident/v1/volume/<volumelID>/<snapshotID>

.luksPassphraseNames: ["B"]
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2. eyl node-expand-secret-name pill node-expand-secret-namespace StorageCIass S8, Hla:

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: luks

provisioner: csi.trident.netapp.io

parameters:
selector: "luks=true"
csi.storage.k8s.io/node-stage-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}
csi.storage.k8s.io/node-expand-secret-name: luks-${pvc.name}
csi.storage.k8s.io/node-expand-secret-namespace: ${pvc.namespace}

allowVolumeExpansion: true
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BELUMRSE L% Kubernetes EEBEHZAYE(R] ONTAP &, ZRIMM S H RSN B S HRBEE S F
Ui R) iR 15 iR] AR PR -

RN

£/ NFS. NFSv3 #1 NFSv4 ANl & S H 55K,

WiEFAER

RIBEXNENER, & UEE=MAREhAH Kerberos INEZ—:

* Kerberos 5 - (B{3IQIEFINZE)
* Kerberos 5i - (B& B {HMRIFIISHIIEAMNZR)
* Kerberos 5p - (BB B A RIPH BB IIEMINZE)

ERIEHAYIHRNRECE ONTAP SHEREEHIN, Ba0, sNREFEIG(ER Kerberos 5i # Kerberos 5p MNZRYE
BHEREH NFS &, BEFERAUTIHKE:

RE RixiAin) BT IRAR B AR
UNIX 2B 2B 2B
Kerberos 5i [=Y=):] 2EH 2EH
Kerberos 5p =)=z =)=z =)=z
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BXRUNMEIEIE ONTAP S HIRERFN T H SRBEHN, ISR LT
* "B F H SRR
o "ERNAINE S H SRR

elEgeRir =y

eI LIEIEE S Kerberos TNZIHEERY Trident F i /GIRECE -

KXTUES

EEIEEACE Kerberos NEZEMNFMERIRICE X 4R, LU spec.nfsMountOptions SEIEE=MFEAR
ZsHY Kerberos M&Z 2z —:

* spec.nfsMountOptions: sec=krb5 (BHILIEFINNE)
* spec.nfsMountOptions: sec=krb5i (BEEHPFRIFHNEHRIEFMINE)
* spec.nfsMountOptions: sec=krb5p (BEESHMIEFARIPFHSHIGIEMNMNE)

{XFEE— Kerberos K3ll. SNRFESFIRFIEESZ N Kerberos MELRF, MIXERE—ME,

p
1. EREHEE L, ERUTRAIREHEEREEXF. FRAFREFNESEIRES < PiE:
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apiVersion: vl

kind: Secret

metadata:
name: backend-ontap-nas-secret

type: Opaque

stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-ontap-nas

spec:
version: 1
storageDriverName: "ontap-nas"
managementLIF: <STORAGE VM MGMT LIF IP ADDRESS>
dataLIF: <PROTOCOL LIF FQDN OR IP ADDRESS>
svm: <STORAGE VM NAME>
username: <STORAGE VM USERNAME CREDENTIAL>
password: <STORAGE VM PASSWORD CREDENTIAL>
nasType: nfs
nfsMountOptions: ["sec=krb5i"] #can be krb5, krb5i,
gtreesPerFlexvol:
credentials:

name: backend-ontap-nas-secret

2. EA P HEIENEEX A RER

or krbbp

tridentctl create backend -f <backend-configuration-file>

NREHLIERY, NEREEGRE. BT ETUTHSEEAEURERR:

tridentctl logs

FIRAHEEEEXFHREE, &R LUIBRIETT create a5 <,

edbEZER FES
BRI LABIETEESS, LUFER Kerberos B ES.
XFIES

I BEMEE W RES, ATLUERA mountoptions BEIEE Kerberos MMZEM =N AEIMRAZ—:

10



* mountOptions: sec=krb5 (HREIEMINNZE)
* mountOptions: sec=krb5i (BB SHFRIFHEHICIEFINE)
* mountOptions: sec=krb5p (BEESHMIEARIFNSHIIEFNMNE)

{FEE—1> Kerberos R3ll. SIRTESHFIRFPIEEZ 1 Kerberos MERF, MUREEMAE— ML, MREF
fERIRECEPEENMER SEFEENRPEENRIRE, WEHERNRL .

TE
1. ERALLTRBI6IEE StorageClass Kubernetes 3R :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-nas-sc
provisioner: csi.trident.netapp.io
mountOptions:
- sec=krbb5i #can be krb5, krb5i, or krbbp
parameters:
backendType: ontap-nas
storagePools: ontapnas pool
trident.netapp.io/nasType: nfs

allowVolumeExpansion: true
2. BIETFAES:
kubectl create -f sample-input/storage-class-ontap-nas-sc.yaml

3. HIRECIEEFMEE:

kubectl get sc ontap—-nas-sc

lig:NESETRNSTY WA S DNl i

NAME PROVISIONER AGE
ontap-nas-sc csi.trident.netapp.io 15h
fCES

SIREER WM EFEERS, MEAURES, XA, B2 "TkEE"

11
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£ Azure NetApp Files EECEIZ{THH Kerberos fiN%E

BRI LITEHE ESEEE S5 81 Azure NetApp Files 7f#/Simal Azure NetApp Files fFi&SimE I 2 BIMVFERE
LB H Kerberos 1N%,

Fiaz i
* IBFRRBEIEELNE OpenShift B£5 /2 A Tridento
s BEHREHBIZ tridentctl ARG R,

* BEFERERHIZR "Azure NetApp Files SXHE"FFEVEER, HARE N Kerberos %S Azure NetApp Files
EhE R,

* EHREER Kerberos NIZBRIER NFSv4 HECEFH, 1520% NetApp NFSv4 1HEIE S (5 13 ])
"NetApp NFSv4 5B INAEF RIESLBRIER"

SR FMEE
&R LI B S Kerberos MZRTHAERY Azure NetApp Files IFERIRECE

RFUIES
HIEEIEECE Kerberos IIENEFMERIRICE XY, ERILUSHEE X JINFE L TR eI aerI%Rs 2 —RN A3 :

* M spec.kerberos FERM FEEIRLS*

* {#FH spec.storage.kerberos FEEH EHHET
TEREIGHRFIE XECER, RERFMEEPRIRE R,
TEE—RF, EHALUIETE Kerberos BN =M FRRERRAZ—:

* kerberos: sec=krb5 (SHIIEMME)

* kerberos: sec=krb5i (BEHMHMRIFHSHIERMNZE)

* kerberos: sec=krb5p (EBEHHRMRIFHISHIIEMNZE)

p

1. EREREL, CAUTTRAIZSIBREREREEXY, BARRATREEXNFHERNUE (FiEEH
LR EM MRS o ERFERHNESBIRES <> PrE:
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TR w5

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
kerberos: sec=krb5i #can be krbb5,
credentials:

name: backend-tbc-secret

btV et ]

krb5i,

or krbbp

13



2.

14

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-secret
type: Opaque
stringData:
clientID: <CLIENT ID>
clientSecret: <CLIENT SECRET>

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc
spec:

version: 1

storageDriverName: azure-netapp-files

subscriptionID: <SUBSCRIPTION ID>
tenantID: <TENANT ID>
location: <AZURE REGION LOCATION>
servicelevel: Standard
networkFeatures: Standard
capacityPools: <CAPACITY POOL>
resourceGroups: <RESOURCE GROUP>
netappAccounts: <NETAPP ACCOUNT>
virtualNetwork: <VIRTUAL NETWORK>
subnet: <SUBNET>
nasType: nfs
storage:
- labels:
type: encryption

kerberos: sec=krb5i #can be krbb,

credentials:

name: backend-tbc-secret

ER LT heIENEEXHEIRER

krb5i, or krbbp

tridentctl create backend -f <backend-configuration-file>

NREHREIERY, WERECERRE, Ea]LiEdia]

T e

TEEHEUMERR:



tridentctl logs

EIRFHBEREXHNR@G, EeJLIB/RIBTT create 85,

lfELediEEs
SR A ERTEESE, LA Kerberos IIZECE B

TE
1. EA LU REIEIZ StorageClass Kubernetes 315 :

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: sc-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: azure-netapp-files
trident.netapp.io/nasType: nfs
selector: type=encryption

2. BIERTFfiEE:

kubectl create -f sample-input/storage-class-sc-nfs.yaml

3. HIRECIETFME:

kubectl get sc -sc-nfs

lid:N RS RINSTY W NS PR SE T

NAME PROVISIONER AGE
sc-nfs csi.trident.netapp.io 15h
iCES

IREFMEERNEFELE, MEJURES. XA, BEE "TikEE"
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