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%3t Trident Protect

Trident Protect &3k

BRIHEEIFR. NEEREE. NAERMFEINESE . BEREENFEREX
LK, LAEFEMIZIT Trident Protect,

Trident Protect Kubernetes S2E¥ s A4
Trident Protect 5 X fE 2 EMBHITED Kubernetes F=mi%S, 81

* Amazon Elastic Kubernetes Service (EKS)
* Google Kubernetes Engine (GKE)

* Microsoft Azure Kubernetes Service (AKS)
* Red Hat OpenShift

* SUSE Harvester 1.7.0 (ONTAP iSCSI)
 SUSE Rancher

* VMware Tanzu Portfolio

* 5% Kubernetes

* {¥ Linux 1+E T 232 45F Trident Protect &17. &F01EEARZHF Windows 1HETI =,

* FfR&R 3 Trident Protect FVEEBFACE 7 IETEIE1THYIRERIZHIZSFNHEX CRD, BRI IRERITH|
@ 25, 1BBH XA,

* HIRZE/VIFE— VolumeSnapshotClass, BXFHER, BFSIA
"VolumeSnapshotClass",

* L% Trident Protect B2 Helm 4.x T E S kR4~

Trident Protect IZf&/5imR A4
Trident Protect 32 # A ™17l faim
» Amazon FSx for NetApp ONTAP

e Cloud Volumes ONTAP

* ONTAP 77f#FE5
» Google Cloud NetApp Volumes
* Azure NetApp Files

BRRTEMERRAE A FER:

* EHIRIEEDIERM NetApp 7ZiE(EA Trident 24.02 SREShRA (BIVEA Trident 24.10) o
* H1RIZIHE NetApp ONTAP 72 /5iH.
* MRS E B TEESDHNRIFER.
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* SIRHRIB TN AR N AEF SR ERIR R ERNAEF R =E. Trident Protect R NIEEIEX
LaR=iE); MREEEXFRPIEEFAEFENGRZTE, WREFEK.

nas-economy EHHIER

Trident Protect 32#%%l nas-economy BRIFDTIIRRIRIE. HEIARZIFE nas-economy EHIIRIR. FefEH
SnapMirror £, EFEERIHKIETF Trident Protect BYE nas-economy & B AIREBR R

REVARFSEARBERNEIRS. WTXENAER, FEBIE ONTAP FHEAZ L
BITU T L KERREER:

®

nfs modify -vserver <svm> -v3-hide-snapshot enabled

ERILUEE N8 nas-economy BEITUU TS RBARKER, ¥ <volume-uuIlD> B NEELHIER
UUID:

tridentctl update volume <volume-UUID> --snapshot-dir=true --pool-level
=true -n trident

@ &R LU IS Trident [RIRACE 1EIN “snapshotDir & & 1 “true REIANFERHIRBER. A
ERZEM,

{EH KubeVirt VM {£iF£E

Trident Protect TE#iEIRIFIRIEHRIEI /9 KubeVirt EEMAIR X (4 RGUALEMRAINGE, LIAEREIE—EIL. &
%M)?E%E“H’EEI’\JEEEE EMBIATAE Trident Protect iR, HFTRIMRASET Helm EIRSEIRHE (KRVEC

@ ERERERRE], A=EREAER (VM) EIEE[ virtualMachineSnapshotse
Trident Protect 25.10 & =7

Trident Protect TE2IERIFI2{EERBI B SRS AR KubeVirt X RS, LIRAFR—1E. M Trident
Protect 25.10 7148, f&RILITE Helm chart Z&EHEIER v, freeze SHEBALLITHN. BMANBRT, %5
BUTFEBERS,

helm install ... —--set vm.freeze=false ...



Trident Protect 24.10.1 = 25.06

M Trident Protect 24.10.1 FF4&, Trident Protect TE¥ERIF121/ERR B B oh ALK KubeVirt X4 FR
%, &, EAUERUTHSZALBMITH:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=false -n trident-protect

Trident Protect 24.10

Trident Protect 24.10 A =TEEIERIFIE(ERRIE] B ohA{R KubeVirt VM XHRFAEN—EBURE. MNREFH
Trident Protect 24.10 fRP KubeVirt VM #4E, NEEEHIBERIPIREZBIF AN RSB RGE /R
IhEE, AR RFLTF—BURES.

fEeI i@ "ECE EPAME" BCE Trident Protect 24.10 SREIREUERIFIZEHAIB B S RIS BV RS FAF
R, ARERUTHS:

kubectl set env deployment/trident-protect-controller-manager
NEPTUNE VM FREEZE=true -n trident-protect

SnapMirror 2 HI#9ER

NetApp SnapMirror EFIETFATFLAT ONTAP 2R ZEH Trident Protect:
* 73 NetApp FAS. AFF f1 ASA R45. Bl ASA r2 RARZIFEMA Trident RIFI#H1T SnapMirror E.
* NetApp ONTAP Select

* NetApp Cloud Volumes ONTAP
* Amazon FSx for NetApp ONTAP

ONTAP &£t SnapMirror EHIINER
WRITRIER SnapMirror £, BHARER ONTAP BEEHEUTEXK:

* NetApp Trident: NetApp Trident WA7EIE T A ONTAP {EAEiRAVREF B iR Kubernetes &£8f
L. Trident Protect 373 F H LA T IRSHFE e SZ 159 7Z B89 NetApp SnapMirror AR FH1TEHI:

° ontap-nas. NFS

° ontap-san. iSCSI

° ontap-san. FC

° ontap-san: NVMe/TCP (FEZ&IK ONTAP hRZx 9.15.1)

* YFANE: ABTEEFIE TR ONTAP £8f /3 BERHIERIFESE0 ONTAP SnapMirror 18]I, 1BS
1% "ONTAP H#J SnapMirror A 1R IAFRENE Z 15 B,
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M ONTAP 9.10.1 FF4&, FREIFRIIEABLL NetApp FRIEXHF (NLF) BIFE3 (S, X BEE 1 I8
BN HF, BXIFMER, BB "ONTAP One MiTHEIIFRIIE"S

() fxz:% snapMirror BH R

SnapMirror EHFINEFEXFZEEED
MREH R EREFEERNS, BREREHNIFEREUTEX:

* SREEN SVM: ATNE ONTAP f2fiffgin. BE "SE571 SVM WEHA" LRI E Z(E B
() ®RMEm ONTAP B2 MMYESIX A RIER SVM EFRE—,

* NetApp Trident #1 SVM: I5xiE SVM 2470 r] B F B ir&EEE LAY NetApp Tridents
* RERH: BHETE Trident Protect FRIMAEIE ONTAP ZfE/Gih, LUBIEEHIXAR,

FAF SnapMirror EF8Y Trident / ONTAP ECE
Trident Protect EREGELE E /L — MR ZHRM BrRBEFINFEER. NRRENBIREEER, BARNA
ERNERSRNAREFRARNGFESN, MRSHE#RY.

Kubernetes 5% SnapMirror £ #I5EKk
Haf® Kubernetes S£8¥ /AU TEK:

* AppVault BJiiatE: RA BRER LR E WA RARZA BEM AppVault SREXFI S NLUHITV AR IR
£l
Mg REFHAEN. FEBNRM 1P 25K, LSRARNEREN AppVault B WAN 2 [B]H)iE

=o

@ WS EWIFRTE WAN i E S BB AIEREg. TEEESH A, B5EMIEMER—E
FOIEX LI EE K,

ZIEMEICE Trident Protect
NRERIIFERTE Trident Protect WEX, Er]LURIRU TS BESEE: ER % Trident

Protect, &ATLAM NetApp FXBX Trident Protect, BRI LAMNEE SHFAEEMRLZETE,
IRV ERETTIEIAIE] Internet, MFAEFMRLZESBREEEH,

%3 Trident Protect
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M NetApp &% Trident Protect
P
1. #¥h0 Trident Helm 72

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

2. {EF Helm &% Trident Protect, & <name-of-cluster> B NERZIR, ZBIREGDELAERH
BT RN E MR

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --version 100.2602.0 --create
-namespace --namespace trident-protect

3. (Alik) ERAFRAREER (BINATFHEHR) , BER:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set logLevel=debug --version
100.2602.0 --create-namespace --namespace trident-protect

EIX AEIEREBT NetApp FFREMEMRER, MAFENRB TR HEMR R,

MIEFARLE Trident Protect

YRR Kubernetes £ T ATA IR BB, ER] LAMFAR BRGIEM R L2 Trident Protect, 7EXLER A
, ERFIERREEBIRIESHHE:

p
1B LTS RIRIZA it B, BitRe, ARBEMEXEIZAEME:

docker.io/netapp/controller:26.02.0
docker.io/netapp/restic:26.02.0
docker.io/netapp/kopia:26.02.0
docker.io/netapp/kopiablockrestore:26.02.0
docker.io/netapp/trident-autosupport:26.02.0
docker.io/netapp/exechook:26.02.0
docker.io/netapp/resourcebackup:26.02.0
docker.io/netapp/resourcerestore:26.02.0
docker.io/netapp/resourcedelete:26.02.0
docker.io/netapp/trident-protect-utils:v1.0.0

fB4n:



docker pull docker.io/netapp/controller:26.02.0

docker tag docker.io/netapp/controller:26.02.0 <private-registry-
url>/controller:26.02.0

docker push <private-registry-url>/controller:26.02.0

EFREY Helm B3R, EELERSR Internet iFIRARAYITEN L EA “helm pull trident-
protect --version 100.2602.0 --repo https://netapp.github.io/trident-protect-helm-chart’

() T2 Helm B, B trident-protect-100.2602.0.gz X EHISIBLIFE,
HERESEDRMEA helm install trident-protect ./trident-protect-100.2602.0.tgz T A&
FHEES | AEITRE.

. BIZ Trident Protect 24t en 2 =ial:
kubectl create ns trident-protect
- BREVEMR:

helm registry login <private-registry-url> -u <account-id> -p <api-
token>

- QIR T T REMRS M IIERAENER:

kubectl create secret docker-registry regcred --docker
-username=<registry-username> --docker-password=<api-token> -n
trident-protect --docker-server=<private-registry-url>

. 00 Trident Helm 724

helm repo add netapp-trident-protect
https://netapp.github.io/trident-protect-helm-chart

- BIE—18B A protectvalues.yaml B9, FEREFAEELLT Trident Protect &K :


https://netapp.github.io/trident-protect-helm-chart`​下​载
https://netapp.github.io/trident-protect-helm-chart`​下​载
https://netapp.github.io/trident-protect-helm-chart`​下​载
https://netapp.github.io/trident-protect-helm-chart`​下​载

imageRegistry: <private-registry-url>
imagePullSecrets:

- name: regcred

imageRegistry #l imagePullSecrets EIEATFTAEAHE R, B1F

@ resourcebackup # resourcerestore, MRFEGHIXZ FMRTIVFEFMEE
B&1E (U0 example.com:443/my-repo) , BEAIMRFETEETEREEIT. XK
HfRM <private-registry-url>/<image-name>:<tag> FIZENFIE B,

7. £/ Helm &% Trident Protect, & <name of cluster> BIRANEEER, ZBMEHEIAERH
BT ARRSEBE R MIRR:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name of cluster> --version 100.2602.0 --create
-namespace --namespace trident-protect -f protectValues.yaml

8. (%) ERAFEHASTIER (BWATHEHR) , AER:

helm install trident-protect netapp-trident-protect/trident-protect
--set clusterName=<name-of-cluster> --set loglLevel=debug --version
100.2602.0 --create-namespace --namespace trident-protect -f
protectValues.yaml

X AEIERBE BT NetApp FEFREERER, MEAFENRB TR HEIRRH,

@ EEEHM Helm BIREEIED, B AutoSupport IZBM R TETHiE, HEHE "HENX
Trident Protect Z23£",

Z3E Trident Protect CLI iff4

RET LI{EFR Trident Protect i8S 1THEE (Trident tridentctl SEREFHY E) XoliE
Trident Protect BEX XK (CR) 523 H,

%3 Trident Protect CLI 3G {4

EEAGLSITLAERZE, EESHTEEATHREENTEN L, RIBENITENERNZE x64 12
ARM CPU, BHITUTTE,



77 Linux AMD64 CPU T &+
g
1. & Trident Protect CLI $H{4:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/26.02.0/tridentctl-protect-linux-amd64

77 Linux ARM64 CPU T &+
TB
1. & Trident Protect CLI $H{4:

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/26.02.0/tridentctl-protect-linux-armé64

THIEATF Mac AMD64 CPU HiE
i
1. 7 Trident Protect CLI &4 :

curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/26.02.0/tridentctl-protect-macos-amd64

TEIEAT Mac ARM64 CPU Y3 {4+
B
1. F# Trident Protect CLI ¥4 :
curl -L -o tridentctl-protect https://github.com/NetApp/tridentctl-
protect/releases/download/26.02.0/tridentctl-protect-macos-armé64

1. JodfE G 4B FRATAUR |

chmod +x tridentctl-protect

2. BB EBIXEERIR PATH ZEHREXMMUE. B9, /usr/bin & /usr/local/bin (EAJREFRE
RANR) -

cp ./tridentctl-protect /usr/local/bin/



3. E, EBALRKEH - #HEIXHFEHFEFERPHEMIE, EXMERT, BIHRZUER PATHZE
B—Eh5:

cp ./tridentctl-protect ~/bin/

@ BiRFEFIE PATH ZEFRWENMIE, TLUBE RN tridentctl-protect’ 3 "tridentctl protect” M
ERMEFE AR,

#&FE Trident CLI }EH{EESEN

& B] LAE R N B i ES Bh T RE IR NG X HaF ThaREAYIE 4R 5B «
I

1. (FREEREEEERIEM:

tridentctl-protect help

ERAm< BTk

L% Trident Protect CLI ¥ S, ®JLABAFELHR<SHBohSRINEE,



10

J&F8 Bash shell BB &I5ER
B
1. BIESTRRZS
tridentctl-protect completion bash > tridentctl-completion.bash
2. X ERPEECEMENIHER:
mkdir -p ~/.bash/completions

3. BTHMMARZENE ~/ .bash/completions BR:

mv tridentctl-completion.bash ~/.bash/completions/

4 BUTTAMBIEBRPH ~/ .bashrc XfF:

source ~/.bash/completions/tridentctl-completion.bash

[BF Z shell B EHTER
p
1. BB STRMIAS
tridentctl-protect completion zsh > tridentctl-completion.zsh
2. ZXERPEECEMENHER:
mkdir -p ~/.zsh/completions

3. B THMMAIZENE ~/ . zsh/completions BR:

mv tridentctl-completion.zsh ~/.zsh/completions/

4 BUTTAMBEBRPH ~/ . zprofile X!

source ~/.zsh/completions/tridentctl-completion.zsh



=

TREF shell BY, &R tridentctl-protect HifE BEhSER A S

EHENX Trident Protect &3
BRI LB ENX Trident Protect WEMAECE, LUBELZIFIENEEEXK,

}EE Trident Protect B2 X EPEH

Z%E Trident Protect &, &R LUERBIE XEFH Trident Protect ResiEE R IRIES, 188 RIRIEFIEEEENSIE
%l Trident Protect 121F b AR R RHEE,

3
1. BIEE—1E AN resourcelimits .yaml B,
2. IRIBIEHIIFIETK, 1FH Trident Protect B8 RIRFIETUA 7T

UTEEXH TSR TARKE, AES8 TR RRFINRIAME:

JjobResources:

defaults:
limits:
cpu: 8000m
memory: 10000Mi
ephemeralStorage: ""
requests:
cpu: 100m

memory: 100Mi

nmn

ephemeralStorage:
resticVolumeBackup:
limits:
cpu: ""

memory: ""

ephemeralStorage: ""

requests:

mwn

cpu:
mw

memory:

mn

ephemeralStorage:
resticVolumeRestore:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

mwn

cpu:



nmn

memory:
ephemeralStorage: ""
kopiaVolumeBackup:
limits:
cpu: ""
memory: ""
ephemeralStorage: ""
requests:

mwn

cpu:
memory: ""
ephemeralStorage: ""
kopiaVolumeRestore:
limits:
cpu: ""

nmn

memory:
ephemeralStorage: ""
requests:

mn

cpu:

mn

memory:
ephemeralStorage: ""

3. WA resourceLimits.yaml X&HRIE:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f resourcelimits.yaml --reuse-values

BEXEZ2 ETFTXAR

L4 Trident Protect /&, &R LUEREE XHERK Trident Protect 889 OpenShift £4 £ TFX£J% (SCC)o
XEELYREN T Red Hat OpenShift E£8£H Pod FYL £ PR,

B
1. QIE—1N2Ah sccconfig.yaml BIS .
2. & SCC EBURMEIXHH, HIREFEFEBHNSE.

UTFRFIETRT SCCIAIAISERMIEINME:

scc:
create: true
name: trident-protect-job
priority: 1

TRERT SCC RIS

12



28

create

1HR

RERS A LLEIE SCC HF, 1R
Y scc.create BN true A
Helm &#£13#2iR%! OpenShift IF
B, 26l SCC B, R

A7E OpenShift LigfF, EWMR

scc.create 88BN false, M
R Bl SCC HiF,

18E SCC K& TR,
EX SCC MffLittho RARIER

name

R

=AY SCC TEMLITRERUERT SCC

Z AT,

. N sccconfig.yaml XHEHFHE:

EININ

true

trident-protect-job

1

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f sccconfig.yaml --reuse-values

X¥H scccon fig.yaml NP IEERNERIEIIAE,

Ao & H1th Trident Protect helm BIRISE
&R LB E X AutoSupport 1§ B 62 FEITHELUH BEBAFEER, TRIERTTRAMNEESE:

% it
autoSupport.proxy string
autoSupport.insecure IR{E
autoSupport.enabled mIR{E
restoreSkipNamespaceAnnotations string
restoreSkipNamespacelLabels string

BiPA

79 NetApp AutoSupport EZEE R
12 URL. fR LA a)@E:d XIEAR
SERMEASEHE L, Rl

http://my.proxy.urle

KEN true BYBkT
AutoSupport RIEEZM TLs
i, XATFALZENREEE,
(BIAME: false)

BR=ZASA Trident Protect
AutoSupport 48 L&, KB N
false By, IRINEHLERFHEER
B, BIEATTUFohE SR
@, (BRHAME: true)

BEME DR FIRERHPRBY D
TELERIES HRETIR. AITFE
R ERE Tt an & == Malo
BEME DRI ERHRB s
TENFERIES DRETIR. AIFE
RIEIR D IR & =i,

13


http://my.proxy.url

ERILAER YAML FRE X Ean <1 THR S B B X LT .

/8 YAML X1
il
1. BIEREXHHEESE AN values. yamlo

2. ERUEAIMR, TINE B E X AIBCE I

autoSupport:

enabled: false

proxy: http://my.proxy.url

insecure: true
restoreSkipNamespaceAnnotations: "annotationl,annotation2"
restoreSkipNamespacelLabels: "labell, label2"

3. EFIEMMIEIET values. vaml XHE, NARENXE:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect -f values.yaml --reuse-values

£ CLI &
BB
1. FERUTHEE --set IEHNHTIEERENSE

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \
--set autoSupport.enabled=false \
--set autoSupport.proxy=http://my.proxy.url \
--set-string
restoreSkipNamespaceAnnotations="{annotationl, annotation2}" \
--set-string restoreSkipNamespaceLabels="{labell, label2}" \
-—-reuse-values

3% Trident Protect Pod FREIZEFET =

IR

18N

ATLU#EA Kubernetes nodeSelector T s R LY R FARIET 2 An I HlIHPLE T35 25 H4&IE1T Trident Protect
Pod, BRINERT, Trident Protect {XPEFI&E1T Linux BT 5. ERILIRIESE

TR

1.

2.

14

Bl#—18 N nodeSelectorConfig. yaml B,

¥ nodeSelector IEIUARMNEIX 5, HIRIEFIZHIFEBRE S LURINEE LT RARE LUHITIRS, 40

H—F B RE SOXEERF,



» I EEIRIMBERSIRSG], BHHREXKIAMNBEF AR

nodeSelector:
kubernetes.io/os: linux
region: us-west

app.kubernetes.io/name: mysqgl

3. WA nodeSelectorConfig.yaml XEHAIE:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect -f nodeSelectorConfig.yaml --reuse-values

X EARBIEIR BT nodeSelectorConfig.yaml XA ERIBR S,
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