=12 Trident Protect
Trident

NetApp
July 01, 2026

This PDF was generated from https://docs.netapp.com/zh-cn/trident-2602/trident-protect/manage-
authorization-access-control.html on July 01, 2026. Always check docs.netapp.com for the latest.



H=x

12 Trident Protect
EI2 Trident Protect A ARl
. EIERARFIARER
Y5#%F Trident Protect 3R
TE1. REBETA
$E2: ERETAUDRIE
$E 3: EERMEIRERT
4/ Trident Protect k%61
BIEMORSZFHE
F+4k Trident Protect
S EEFE— R
S8 2. F+4& Trident Protect

N N A2 A A

10
11
12
14
14
14
15



=12 Trident Protect

E1E Trident Protect A5 R)IT 4]

Trident Protect SR E T A EHIHIRIES] (RBAC) BY Kubernetes 122!, FRINER T

, Trident Protect IRt BN ARG dr B TiB) M E KB EARSZ KA . INREHWAREGRES
BPRSIEENTEER, EalLUEA Trident Protect B9 RBAC LhAEN X IEMdn 2 =ial8vik
A T E RS,

SR EERILKRAILILEIRAIA trident-protect 8 R EIE]FHVEIR, BEILUBRIFAEHtheS 2= ERHNHER. B
EHN RN AEFIRR, FE2CEZEMmRTIE, HrXLsn: =R FRNARNNBIERF.

HAR, REABAPYLUEERIA trident-protect 5 B TiE)FEIEN AIZEFHIEEIE CR, EBHEEENAERF

ERE)EN AREFMIEERE CR ((FAREKEE, 7_%E?&E*E’Jr_ﬁﬁfl‘irjﬁnﬂ’]nn%ﬁiIEﬂ':F'ﬁULF_FH*EF_y&?EE
I CR) »

OEBEERNENIAIEEN Trident Protect HE X ZRWNR, HEAEIE:

* AppVault: EEFHEXEIELHE
@ * AutoSupportBundle: YEgtr. BHEMEMEUK Trident Protect $4iE
* AutoSupportBundleSchedule: BIERAEUE T

ERRIEMIE, 156EA RBAC KRG EE R I RATIAIE,
B X RBAC AIALSE X R 6 2 = EIBVIHEBIFAER, 15230 "Kubernetes RBAC 31",
BXRIRSKFBIFAER, BZH "Kubernetes AR5 MK X"

. BIERARFRILIRAE

N, —MERE—NEREER. —HIEAPN—HEHAR. SHEERETRUTES, LB
7, HRTRAMEHAREREHENRARBHRTENER,

TEA1: QBT aRTEUEESMENEIR
tlEapRTRIA UEZE L BRI, H B tiEsREaSuhRX LR,

p
1. AIT2AREmE =

kubectl create ns engineering-ns

2. NEHACIEHmETIE:
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kubectl create ns marketing-ns

TR 2: QIBMBARSIKA USSR ERH#ATRE
ERIZNE MR T REHE — T AIARSIKS, 8

BRI LATEAR 2 (8]t — 2 Rl D AR

p
1. RTIZ4AVERSK

apiVersion: vl
kind: ServiceAccount
metadata:

name: eng-user

namespace: engineering-ns

2. NEHACIEMRSIKF,

apiVersion: vl
kind: ServiceAccount
metadata:

name: mkt-user

namespace: marketing-ns

TR 3. A NHIRS K, QIZER

1R
ZANY

NiZAS T APAELIBR—TIRSIKE, UEFRELE

ARtk A 2R T XARSIKAHITE M, MREEMEE, A LURARERHEREE,

p
1. RITIZRRSIKF QIR

apiVersion: vl
kind: Secret
metadata:

annotations:

kubernetes.io/service-account.name: eng-user

name: eng-user—-secret

namespace: engineering-ns

type: kubernetes.io/service-account-token

2. NEHRSKF SRR



apiVersion: vl
kind: Secret
metadata:
annotations:
kubernetes.io/service-account.name: mkt-user
name: mkt-user-secret
namespace: marketing-ns

type: kubernetes.io/service-account-token

$2 4. 83— RoleBinding 3R LIt ClusterRole 3 R4FEZEIEF M HARS M

LIRLEE Trident Protect Y, S6I—PNERIAR ClusterRole 3R, {RATLUEE 81 H N A— RoleBinding *t
2, ¥k ClusterRole 48 EZIARS MK o

P$IE
1. ¥% ClusterRole #3E 2 TIEARSS KA :

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: engineering-ns-tenant-rolebinding
namespace: engineering-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

2. ¥& ClusterRole 43 EEI SRS



apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: marketing-ns-tenant-rolebinding
namespace: marketing-ns
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: ClusterRole
name: trident-protect-tenant-cluster-role
subjects:
- kind: ServiceAccount
name: mkt-user

namespace: marketing-ns

B 55 MR
MR RZE EHo

p
1. BIATEAF A LAR) TERR:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n engineering-ns

2. WINTEAP AR EHERIR:

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user

get applications.protect.trident.netapp.io -n marketing-ns

% 6 . £F AppVault X RiH IR
ERITEDNRBEFIEEIETS, SEEERTER AppVault WREVIF NIRRT ENEF,

p

1. 8UEFH LA AppVault FIZRIA S YAML X4, ZXHEHETEF 3T AppVault BYi5RIAER, B30, LT CR %
FHE P AppVault BYI5R)A R eng-user:



apiVersion: vl
data:
accessKeyID: <ID value>
secretAccessKey: <key value>
kind: Secret
metadata:
name: appvault-for-eng-user-only-secret
namespace: trident-protect
type: Opaque
apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: appvault-for-eng-user-only
namespace: trident-protect # Trident Protect system namespace
spec:
providerConfig:
azure:
accountName: ""
bucketName: ""
endpoint: ""
gcp:
bucketName: ""
projectID: ""
s3:
bucketName: testbucket
endpoint: 192.168.0.1:30000
secure: "false"
skipCertValidation: "true"
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: appvault-for-eng-user-only-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: appvault-for-eng-user-only-secret
providerType: GenericS3

2. QIiEHNA Role CR, {EEEFEERAEBIR T X6 R TEPRERIRIIIHIRINIR, FI90:



apiVersion: rbac.authorization.k8s.io/vl
kind: Role
metadata:
name: eng-user-appvault-reader
namespace: trident-protect
rules:
- apiGroups:
- protect.trident.netapp.io
resourceNames:
- appvault-for-enguser-only
resources:
- appvaults
verbs:

- get

3. BiEH M RoleBinding CR LUEARLSEZIAF eng-usero. ffl¥0:

apiVersion: rbac.authorization.k8s.io/vl
kind: RoleBinding
metadata:
name: eng-user-read-appvault-binding
namespace: trident-protect
roleRef:
apiGroup: rbac.authorization.k8s.io
kind: Role
name: eng-user-appvault-reader
subjects:
- kind: ServiceAccount
name: eng-user

namespace: engineering-ns

4. I PRE B IEH.

a. ZIOEMAERTER AppVault HREE:

kubectl get appvaults -n trident-protect

-—as=system:serviceaccount:engineering-ns:eng-user

lig: RS RTINS T WA S PN i



Error from server (Forbidden): appvaults.protect.trident.netapp.io is
forbidden: User "system:serviceaccount:engineering-ns:eng-user"
cannot list resource "appvaults" in API group
"protect.trident.netapp.io" in the namespace "trident-protect"

b. i 27 T LURER Mt TEE B A8 A AppVault (52 :

kubectl auth can-i --as=system:serviceaccount:engineering-ns:eng-user
get appvaults.protect.trident.netapp.io/appvault-for-eng-user-only -n
trident-protect

lig: RS RTINS WA S PNkl i

yes

7

1&4%F AppVault 1 PREY A F RZEERS (55 FRIRAEY AppVault 3 ST BIZF HUBEIRR(E, HERREER AR
Foryan & =B Z SNV RIS TR B B 2 A ) A3 IR] RO 22 R

£4% Trident Protect & &

&R LIERE kube-state-metrics. Prometheus #1 Alertmanager FFR T AR IS1ES Trident
Protect fRIFEVZIRANEITIR 5o

kube-state-metrics fRS3 M Kubernetes AP| @4 RENR. EHES Trident Protect —#C{# A Rl X I 1R
PR BERSHERER.

Prometheus E— 1T HEE, AJLUIREN kube-state-metrics £ERBVEIE, HIEHEMNE X XLEW RN ZiE(E
B, kube-state-metrics #1 Prometheus R NERME T —FM757%, AILUSEEEREA Trident Protect EIEAVAR
IS TIRR AR,

Alertmanager @—UIARSS, AI#EU Prometheus T ELXMNER, HIEHBRAZIEEREN B .

XESRAASHNEENESRERM; EFEAEXENULREENIFER, BXAEERANX
£, B TER X!

@ * "kube-state-metrics 14"
* "Prometheus 314"
* "Alertmanager 14"

B RERIETH

E7E Trident Protect PR AR R LR, BELTEMNAIE kube-state-metrics. Prometheus #1 Alertmanager,
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%% kube-state-metrics
AT LUERS Helm &3t kube-state-metricso

5
1. 510 kube-state-metrics Helm chart, 5140:

helm repo add prometheus-community https://prometheus-
community.github.io/helm-charts
helm repo update

2. ¥ Prometheus ServiceMonitor CRD [ A& :

kubectl apply -f https://raw.githubusercontent.com/prometheus-
operator/prometheus-operator/main/example/prometheus-operator-

crd/monitoring.coreos.com servicemonitors.yaml

3. /7 Helm EIREIBEREXH (90, metrics-config.yaml) o EAILLBE XU T RHIEE ULTEREZH
HiE:



metrics-config.yaml: kube-state-metrics Helm chart it &

extraArgs:
# Collect only custom metrics

- —-custom-resource-state-only=true

customResourceState:
enabled: true
config:
kind: CustomResourceStateMetrics
spec:
resources:
- groupVersionKind:
group: protect.trident.netapp.io
kind: "Backup"
version: "v1"
labelsFromPath:
backup uid: [metadata, uid]
backup name: [metadata, name]
creation time: [metadata, creationTimestamp]
metrics:
- name: backup info
help: "Exposes details about the Backup state"
each:
type: Info
info:
labelsFromPath:
appVaultReference: ["spec", "appVaultRef"]
appReference: ["spec", "applicationRef"]
rbac:
extraRules:
- apiGroups: ["protect.trident.netapp.io"]
resources: ["backups"]
verbs: ["1list", "watch"]

# Collect metrics from all namespaces

namespaces: ""
# Ensure that the metrics are collected by Prometheus
prometheus:
monitor:
enabled: true

4. ;@3 EBZE Helm chart % kube-state-metrics. HI40:



helm install custom-resource -f metrics-config.yaml prometheus-

community/kube-state-metrics --version 5.21.0

5. PR "kube-state-metrics BHE X AR "HBYIHBAACE kube-state-metrics, 79 Trident Protect fEFAIBEE
Y& R BT

Z%E Prometheus

AT LUIIRER "Prometheus 14" AYIHBEZEE Prometheus,

L4 Alertmanager

O] LU¥RER "Alertmanager X4 "HBYiH BZR ZE Alertmanagers

TR 2: EEERETARUNRTIE
REERTAR, BERHEENNRINE

p

1. 3% kube-state-metrics 5 Prometheus 5. 4%3E Prometheus BZE XX {4 (' prometheus.yaml' #7810 kube-
state-metrics RSB 15 8. I40:

prometheus.yaml: kube-state-metrics fR535 Prometheus BI5ERK

apiVersion: vl
kind: ConfigMap
metadata:
name: prometheus-config
namespace: trident-protect
data:
prometheus.yaml: |
global:
scrape interval: 15s
scrape configs:
- Jjob name: 'kube-state-metrics'
static configs:
- targets: ['kube-state-metrics.trident-protect.svc:8080"]

2. FgE Prometheus LUGZIRERHE| Alertmanager. 448 Prometheus B &M (prometheus.yaml) FRi
ANLATRERS

10
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prometheus.yaml: [ Alertmanager &XiXZ#R

alerting:
alertmanagers:
- static configs:
- targets:
- alertmanager.trident-protect.svc:9093

ZR

Prometheus ILTERTI LAM kube-state-metrics UNEE$EHR, F[E Alertmanager ZiXE4R, EMER UEE L ER
B LA R R Z AR AX EfaT b

TR 3: EETRNERBT
BIARBNMRAIEE, FERBEMALTRNESLEEURMEERREIITL,

iR EHRK

UTFRAEX T EEPEEXEFRIRESIZEN Error 5 e E K EREL N XBER, EaIUBENXIT
B LACEC SRR, FH7E “prometheus.yaml EEE X HEE 1L YAML HXABES :

rules.yaml: 7RMHIEEX Prometheus £

rules.yaml: |
groups:
- name: fail-backup
rules:
- alert: BackupFailed
expr: kube customresource backup info{status="Error"}

for: 5s
labels:

severity: critical
annotations:

summary: "Backup failed"

description: "A backup has failed."

Bt & Alertmanager LR EMRIE & IXZER

SR LUE@IE7E alertmanager. yaml XHHISEHANMNEE, & Alertmanager EEB NMEMEE (S0 FHP
4. PagerDuty. Microsoft Teams S{EMIERIARSS) &KiZ@H,

LR IR Alertmanager B2E /9 Slack @& A XEH. ERBEENIFEBENISRE, B api url #H
B AIFIE{FE A Slack webhook URL :

11
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alertmanager.yaml: [ Slack & %X ZR
data:

alertmanager.yaml: |
global:

resolve timeout: 5m
route:
receiver:

'slack-notifications'
receivers:

- name: 'slack-notifications'
slack configs:

- api url: '<your-slack-webhook-url>'
channel:

'#failed-backups—-channel'
send resolved: false

4 B¢ Trident Protect X356

Trident Protect {&&IE

= Al
D1Be

AR IRIEl, HAEHEX NetApp Support ERRNER, €
BREFEEEBHNNAREFNEE. BIRAEIMEE. NREESERZIEERN, MeILifE
FRBEEX &R (CR) X248l L ZE NetApp b= (NSS).



£/ CR 8IEFE
B
1. SIEBEENZKR (CR) XHHEEMmEZ (fl30, trident-protect-support-bundle.yaml) o

2. RELUTREM:

° metadata.name: (Required) IttBENXZFRNBIR, AEHNIFREEEFE—E—HSENETR,
° spec.triggerType: (Required) HE ZIFERBIBNEMERITRIEM. TRIBEMREZLETE UTC BFE]
ZERE 12 = AJBER(E:
* Bt
* Fof
° spec.uploadEnabled: (Optional) I=H| & M IEE N I F R EERFH _EZE NetApp =,
WMRFKIEE, MEIAN false. AIRERVIE:
= true

* false (EAIA)

° spec.dataWindowStart: (Optional) RFC 3339 XMW HEAFTE, IEEZIFEHhESHENED
R FFH400 B ERFN B E], SNSRKIETE, MERIAA 24 N\EtFT, ERILIEENRREEO RN 7 K.

w5 YAML

apiVersion: protect.trident.netapp.io/vl
kind: AutoSupportBundle
metadata:

name: trident-protect-support-bundle
spec:

triggerType: Manual

uploadEnabled: true

dataWindowStart: 2024-05-05T12:30:00%

3. EAEMAIEIEFE trident-protect-support-bundle.yaml' X /5, M CR:

kubectl apply -f trident-protect-support-bundle.yaml -n trident-
protect

fEMA CLI iR IFE
I

1. QIEERFE, AETNEEBRIESHME, trigger-type HWERTIUANCIEREIE, HEQE
El RS HRITKIRE, HBERMUE "Manual '3 “Scheduled. EAIANIEE N Manualo

a0

13



tridentctl-protect create autosupportbundle <my-bundle-name>

--trigger-type <trigger-type> -n trident-protect

mIEMNERS T
ERE—RERHOE, RLURHERSEFISHRRIIABR,

B
1. %F status.generationState FiX completed K&, ERILUIER U TS MITERFE

kubectl get autosupportbundle trident-protect-support-bundle -n trident-
protect

2. BEIHEKRRIAMAL., MESTR AutoSupport & H3KEX copy @< :

kubectl describe autosupportbundle trident-protect-support-bundle -n
trident-protect

MEIEFER kubectl cp SR HIZITE, & destination S EHIR N B IENAHE R,

H2% Trident Protect
BT LU Trident Protect AR EI&HThR4As, LUFIBFIHEES EIRBE.

* MARZS 24.10 FHRET, FHERERELEITRVRERAIRER R, IHLEERZFELEBIZARRRIRER,
TR F TR ITRAVRIR, MRREBEALIREPRY, S0 UAFEIEMBIRR, LU
RIENNAREFZ IR,

C) AT ERBENEE, ERIUEALRZMZAFAREITY, AREAREREMEAC
BR, X=SBEARREEREMITIIBIRIE,

* WFREEIMRTE, FRRENMEIMRPIRME T BAFHRASFAIED Helm BIRFEG, H
BIEEHNEE X Helm ES5HEBERREFRS. BXIFHAER, 155 "MNIAEITRETE
Trident Protect"s

T EFE—DRE

Trident Protect ik A& EET HHARY YYMM ssR249%E, HP"YY'BEMIIREMIUHET, "MM'EZR . <Rk
EfE YY.MMXAE, HP"X"Z4T A, EHREEARNRAERZAREIRIRA,

s BRI L EEAHRELZERAHE N hRASE ORER BARMRA, Fla0, EelEEM 24.10 (FH{EM[ 24.10
dot hias) F+4RZE 25.10
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* IREEMERAE O ZIMIREEITAE, BHRITSTRAR. EREEN FHRAFARIIA R

KREEESEAGEOMNERRDE, Fli0, MREEITHE 24.10 HEEHLKE 26.02:
a. BAM 24.10 A4&ZF 25.02,
b. SAEM 25.02 FKZEI 26.02

$ 18 2. F+4k Trident Protect
EF4R Trident Protect, EHITU TS E,

pZ
1. ¥ Trident Helm T2 :

helm repo update

2. #4K Trident Protect CRD:

@ NREEM 25.06 ZBIAREFAL, WEEHRITILZE, FEJ CRD IMEE B ETE Trident
Protect Helm B&H,

a. BT a2 CRD FUEIEM trident-protect-crds HJ#E] “trident-protect:

kubectl get crd | grep protect.trident.netapp.io | awk '{print $1}' |
xargs —-I {} kubectl patch crd {} --type merge -p '{"metadata":
{"annotations":{"meta.helm.sh/release-name": "trident-protect"}}}"

b. BZITUESMIFR trident-protect-crds BRI Helm Z5A:

@ 15701EB Helm EE; “trident-protect-crds B &, ENXAJRESMIBRER) CRD FEMIEX
IR,

kubectl delete secret -n trident-protect -1 name=trident-protect-

crds, owner=helm

3. #4E& Trident Protect:

helm upgrade trident-protect netapp-trident-protect/trident-protect
--version 100.2602.0 --namespace trident-protect

BRI LB 7E upgrade AR --set logLevel=debug" REEAHKIZPHIBEER
(D 8l BABZEREIIN warn, BNGEREECSATHEHE, FRTEHT
NetApp SZIFIZ UM, ML Ee HEHIIREIAM,
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