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BEMNRIFNAER

{§£F9 Trident Protect AppVault M R EIB1Z(EF

Trident Protect FY7Z6E1E B € X &R (CR) #/9 AppVault, AppVault ¥R EFEREIEER
¥ Kubernetes T{ER#FR o AppVault CR B & ERIFIREDNEBEMEBAAENEE, Hu
&0, RER. BRI IEN SnapMirror E4ll, REEIEG T LLEIE AppVaults.

NN AR HRITEIRRIPR(EN, BREFHNME<LTTEIEZ AppVault CR, AppVault CR HfE FERIIFIR,
1&RILATE R AppVault CR BHER L TIE LR BIEAIER.

@ ffafR AppVault CR {ii %% Trident Protect I&EEf L. 1R AppVault CR REFERETLELIRIE
, MERLITREREIR.

A& AppVault {2 I0IEFZRT

7E8U% AppVault CR Z &I, 1BHFRIEIERERD AppVault FIEIER 2] LUBT IR B FEAAX R REHITEHE

IE,

Data Mover 7Zf&EZ

L&fEA CR ¢ Trident Protect CLI {46 AppVault X RES, 0] Restic 1 Kopia INZEIEETHHE BENX
ZZH9RY Kubernetes secret, NREFKRISTE secret, Trident Protect &R EAIAERT,

* Fn1tlE AppVault CR BY, i51EFH spec.dataMoverPasswordSecretRef FEZ5E 221,
* {#F3 Trident Protect CLI €l AppVault 358}, A --data-mover-password-secret-ref S35
EZ,

IR IR s MR E RIS

FERLUTRAIRIEZRBEEZEH, LI AppVault IHRES, BLUIER Trident Protect AL Z AR EIETS ohes 718 E
BT BRI,

* IRIBEERNEIERSIEE, BREZCIEZHUERNZINVAENERE, fln, WREEEFER
@ Restic HFERITEEFRER Kopia, NELIEZREAATILUNE S Restic 2,

* FEREBRREFER2NMA, ERFZCRMER—IEENI— MR LR, RS
Bf3§ “trident-protect an R TiEIHEMIBR, MR EEEE, BRI ELRFEFDHIRE,



f#H CR

apiVersion: vl
data:
KOPIA PASSWORD: <base64-encoded-password>
RESTIC PASSWORD: <baseb64-encoded-password>
kind: Secret
metadata:
name: my-optional-data-mover-secret
namespace: trident-protect
type: Opaque

A CLI

kubectl create secret generic my-optional-data-mover-secret \
--from-literal=KOPIA PASSWORD=<plain-text-password> \
--from-literal=RESTIC PASSWORD=<plain-text-password> \

-n trident-protect

S3 FBFAE IAM AR

LIT{EF Trident Protect 1418) S3 A 77f# (41 Amazon S3. Generic S3 "StorageGrid S3"8{ "ONTAP S3") B
, BEERRRENEP SREAEGIHNEERIENNE. UTERFER Trident Protect 18P RIEAR
BB, R LUS LSRN T EIE S3 AR AF,

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [

"s3:PutObject",

"s3:GetObject",

"s3:ListBucket",

"s3:DeleteObject"
I

"Resource": "x"

A% Amazon S3 RBEEANFEAEE, 1BEM "Amazon S3 34" RYRHGY.


https://docs.netapp.com/us-en/storagegrid/s3/index.html
https://docs.netapp.com/us-en/ontap/s3-config/
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html
https://docs.aws.amazon.com/AmazonS3/latest/userguide/example-policies-s3.html

EKS Pod Identity for Amazon S3 (AWS) 5{4343iF

Trident Protect 23 F Kopia #EF chastR{ERY EKS Pod Identity, IttINEERISEIRFT S3 fFE@AILZ £ih10],
MERE AWS EIE7EETE Kubernetes Z A,

EKS Pod Identity 5 Trident Protect FYE:K
7£4% EKS Pod Identity 5 Trident Protect —&2fEFR Z A, BHFRUTRS:

* &8 EKS &8+ 22 Pod Identity,
* BESIEZABLE S3 FEMIRY IAM B, ETHRESRESE, BSH "S3 AT IAM AR
* 1AM &5 LUF Trident Protect BRSS MK K BX

° <trident-protect>-controller-manager

° <trident-protect>-resource-backup

° <trident-protect>-resource-restore

° <trident-protect>-resource-delete
BXBH Pod Identity LAKIE IAM f B 5ARSS K P REXBVIF4IRER, 1ES I "AWS EKS Pod Identity 214",

AppVault E2E /A EKS Pod Identity BY, {#F useIaM: true FFEMARE X EIEECE AppVault CR:

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: eks-protect-vault
namespace: trident-protect
spec:
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-aws
endpoint: s3.example.com
useIAM: true

HI IR MBI AppVault ZEA4 AL

EX AppVault CR B, EEEEIIHRHEEFIEENFTRIEE, RIFEERER IAM BHIIIE. EAREE
ERH A R IRIERERFMEAAE. UTRZSMEHEFNGTREAERTG. ERLUERMUTREN
BT oREBNEREIZESR.


https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.netapp.com/us-en/trident/trident-protect/trident-protect-appvault-custom-resources.html#s3-compatible-storage-iam-permissions
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html
https://docs.aws.amazon.com/eks/latest/userguide/pod-identities.html

Google Cloud

kubectl create secret generic <secret-name> \
-—from-file=credentials=<mycreds-file.json> \
-n trident-protect

Amazon S3 (AWS)

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—-from-literal=secretAccessKey=<amazon-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

Microsoft Azure

kubectl create secret generic <secret-name> \
-—-from-literal=accountKey=<secret-name> \
-n trident-protect

1B S3

kubectl create secret generic <secret-name> \
-—-from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<generic-s3-trident-protect-src-bucket
-secret> \

-n trident-protect

ONTAP S3

kubectl create secret generic <secret-name> \
--from-literal=accessKeyID=<objectstorage-accesskey> \
-—from-literal=secretAccessKey=<ontap-s3-trident-protect-src-bucket
—-secret> \

-n trident-protect

StorageGrid S3

kubectl create secret generic <secret-name> \
—-—from-literal=accessKeyID=<objectstorage—-accesskey> \
—-—from-literal=secretAccessKey=<storagegrid-s3-trident-protect-src
-bucket-secret> \

-n trident-protect



AppVault 82!

TEREMRERZFRIRE AppVault X

AppVault CR 7=fjl

TR AR LT CR REIAE N mIRMERE € AppVault TR,

* BRI LLEIRIERE Kubernetes #1125, HAEE Restic fll Kopia FEEMZENBEXEB, &
XFMEE, 1BEE N Data Mover IFEEZ,

* 3F Amazon S3 (AWS) AppVault 38R, EEILUEFIERE sessionToken, XEFHERER
©) (SSO) HHTEMIIERI BB, YEHE $ 7RI AppVault BHERTH HHIRM
RN, ORISR,

* XFF S3 AppVault WR, EE]LUEEFER spec.providerConfig.S3.proxyURL A
4 S3 EREE HONE URL,



Google Cloud

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: gcp-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GCP
providerConfig:
gcp:
bucketName: trident-protect-src-bucket
projectID: project-id
providerCredentials:
credentials:
valueFromSecret:
key: credentials
name: gcp-trident-protect-src-bucket-secret

Amazon S3 (AWS)



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: amazon-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: AWS
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret
sessionToken:
valueFromSecret:
key: sessionToken

name: s3-secret

@ X F1EF Pod Identity 1 Kopia data mover B9 EKS 1%, {RE]LIiEE&
‘providerCredentials’ #8453, ¥ ‘uselAM: true 7 RNNE] "s3 ECE o

Microsoft Azure



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: azure-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: Azure
providerConfig:
azure:
accountName: account-name
bucketName: trident-protect-src-bucket
providerCredentials:
accountKey:
valueFromSecret:
key: accountKey
name: azure-trident-protect-src-bucket-secret

1BHA S3

apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: generic-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: GenericS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

ONTAP S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: ontap-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: OntapS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey
name: s3-secret

StorageGrid S3



apiVersion: protect.trident.netapp.io/vl
kind: AppVault
metadata:
name: storagegrid-s3-trident-protect-src-bucket
namespace: trident-protect
spec:
dataMoverPasswordSecretRef: my-optional-data-mover-secret
providerType: StorageGridS3
providerConfig:
s3:
bucketName: trident-protect-src-bucket
endpoint: s3.example.com
proxyURL: http://10.1.1.1:3128
providerCredentials:
accessKeyID:
valueFromSecret:
key: accessKeyID
name: s3-secret
secretAccessKey:
valueFromSecret:
key: secretAccessKey

name: s3-secret

&/ Trident Protect CLI 83 AppVault ;=15

TR LUER LT CLI sa 2 RIS MEERZREIZ AppVault CR.

* BRI LLEIRIERE Kubernetes #12%, HAREE Restic fl Kopia FEEMZENBEXEB, &
(D XIEMER, BB Data Mover Z&EZ,

* 3F S3 AppVault WR, ERILUKEFEER —-proxy-url <ip address:port> S A
ih S3 MEREHOMIE URL,

10



Google Cloud

tridentctl-protect create vault GCP <vault-name> \

--bucket <mybucket> \

--project <my-gcp-project> \

--secret <secret-name>/credentials \
--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Amazon S3 (AWS)

tridentctl-protect create vault AWS <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

Microsoft Azure

tridentctl-protect create vault Azure <vault-name> \

-—account <account-name> \

--bucket <bucket-name> \

--secret <secret-name> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

1B S3

tridentctl-protect create vault GenericS3 <vault-name> \

--bucket <bucket-name> \

--secret <secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \
-n trident-protect

ONTAP S3

11



tridentctl-protect create vault OntapS3 <vault-name> \

--bucket <bucket-name> \

——secret

<secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

StorageGrid S3

tridentctl-protect create vault StorageGridS3 <vault-name> \

--bucket <bucket-name> \

—-—-secret

<secret-name> \

-—endpoint <s3-endpoint> \

--data-mover-password-secret-ref <my-optional-data-mover-secret> \

-n trident-protect

#5089 “providerConfig.s3 it &%

BXX S3 iRIEFECERET, BES N TR

28

providerCo
nfig.s3.sk
ipCertvali
dation

providerCo
nfig.s3.se
cure

providerCo
nfig.s3.pr
oxyURL

providerCo
nfig.s3.ro
otCA

providerCo
nfig.s3.us
elAM

WiER
2 F SSL/TLS IEHLIE,

BRE S3 immE S HTTPS &5,

e AT iERER S3 BIARIEARSS28HY URL,

79 SSL/TLS WIHR M BE XR CAIEH,

ARIA

false

true

p

p

BA IAM B{HIIELIKIR] S3 12i5i@. ERAF false

EKS Pod Identity.

& AppVault 52

SERIAEA Trident Protect CLI $E#F & EH X LR L OI A AppVault IR A

p

12

ANl

"true". "false"

"true". "false"

http://proxy.ex
ample.com:80
80

"CN=MyCusto
mCA"

true, false


http://proxy.example.com:8080
http://proxy.example.com:8080
http://proxy.example.com:8080

1. & AppVault WHRHAZA:

tridentctl-protect get appvaultcontent gcp-vault \

—-—-show-resources all \

-n trident-protect

T fFlka
o +
| CLUSTER | APP | TYPE
TIMESTAMP |
o +

| | mysgl | snapshot
08-09 21:02:11 (UTC) |

| productionl | mysgl | snapshot
08-15 18:03:06 (UTC) |

| productionl | mysgl | snapshot
08-15 19:03:06 (UTC) |

| productionl | mysgl | snapshot
08-15 20:03:06 (UTC) |

| productionl | mysgl | backup
08-15 18:04:25 (UTC) |

| productionl | mysgl | backup
08-15 19:03:30 (UTC) |

| productionl | mysqgl | backup
08-15 20:04:21 (UTC) |

| productionl | mysgl | backup
08-09 22:25:13 (UTC) |

| | mysgl | backup
08-09 21:02:52 (UTC) |

mysnap

hourly-e7db6-20240815180300

hourly-e7db6-20240815190300

hourly-e7db6-20240815200300

hourly-e7db6-20240815180300

hourly-e7db6-20240815190300

hourly-e7db6-20240815200300

mybackupb

mybackup

2. (Eh%k) BEBEES AR AppVaultPath, EEHETE --show-pathse

S B 7E Trident Protect helm REFISTE TEBERMEY, RIEE—FIFNERHFLZNA A, F40:

clusterName=productionlo

%% AppVault
& o] LURERHBR AppVault X%,

2024-

2024-

2024-

2024-

2024-

2024-

2024-

2024-

2024-

--set

13



@ 7EMIBR AppVault IR Z A, 1E70758& AppVault CR H#Y “finalizers %0, IR, ATRES
S AppVault FHEX HFBIRIF IR E RPN B TR

a2z Al
iR EMIBREMIPREY AppVault EFRRFAEIREBFIED CRo

£ Kubernetes CLI fflif& AppVault
1. IB& AppVault IR, ¥ appvault-name BN EMRIPREY AppVault FHRAIZFR:

kubectl delete appvault <appvault-name> \

-n trident-protect

£/ Trident Protect CLI ffif& AppVault
1. HiB AppVault %R, ¥ appvault-name EiRAEMIBRET AppVault 3T RBIZFF:

tridentctl-protect delete appvault <appvault-name> \
-n trident-protect

{8 Trident Protect & X BIEN BIEF

f&u] LUE Bl 32 N FAFER CR 48X AppVault CR EE X EfEF Trident Protect EIEAIL
FiER

£ll## AppVault CR
EEB QR EN N BEFRITHIERIPIEEIERR AppVault CR, #FH AppVault CR EEIRFRAFELRE
Trident Protect B958% £, AppVault CR & FERIIFIE;, BX AppVault CR BIRAI, EZEIR "AppVault HE X

EX N 2R

MREE X EEMA Trident Protect BEIEME M ARER. ErILUEZ FohelZNAERF CR S(fEMA Trident
Protect CLI 3REX B FEENNBIEF,

14



£ CR M AER
B
1. Bt A2 CR Xff:
a. BIEBENER (CR) XMHHBESE (HI8, maria-app.yaml) o
b. BB TEM:

* metadata.name: (%F) WEEFBEXZBENE. BEIREEENETR, BRARPIEE
FRrEERYEM CR XH25|BILE,

* spec.includedNamespaces: (Required) Em & T EIMTZIRZESEEN BIZFEHANG S
FEMER. NAREFGRETENARILFIRN—E9. HEZEFSREAEN, ATRTRHES
MEEMmRTERE R,

* spec.includedClusterScopedResources: (Optional) EFRILBIEISE B SEN AR E X
FREBEETENRR. LWEMEAFERBELA. R, HEMGZIRFXLEERIR,

* groupVersionKind: (%) 1EESRECEINZEIRN API 4B, RRASFIFZE,
* labelSelector: (F]i%) RIBEEHSTCE R IRAIIFE X HFHTTIHIE,

* metadata.annotations.protect.trident.netapp.io/skip-vm-freeze: (Optional) IFRR{E
BT MEIME XHIN BIZRFE, BIGN7E KubeVirt IFEH, THREBZHISAEXHRAFRE, 15
EUN AR BT o UEIREBIAEE A GRS, NRIREN true, NAREFEREEEILE

HREEE X RS, NRIEE, BENEEFENREFEXTEEEM, N2 IR, R
KRIETE, NNPBIEFEERE "2/ Trident Protect /FEIEE"

MRFEACCENAREFENALHE, FJUERU TSRS

kubectl annotate application -n <application CR namespace> <application CR
name> protect.trident.netapp.io/skip-vm-freeze="true"


https://docs.netapp.com/zh-cn/trident-2602/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2602/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2602/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2602/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2602/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2602/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2602/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2602/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2602/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2602/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2602/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2602/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
https://docs.netapp.com/zh-cn/trident-2602/trident-protect/trident-protect-requirements.html#protecting-data-with-kubevirt-vms
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+
~fF YAML :

+

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
annotations:
protect.trident.netapp.io/skip-vm-freeze: "false"
name: my-app-name
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: namespace-1
labelSelector:
matchLabels:
app: example-app
- namespace: namespace-2
labelSelector:
matchLabels:
app: another-example-app
includedClusterScopedResources:
- groupVersionKind:
group: rbac.authorization.k8s.io
kind: ClusterRole
version: vl
labelSelector:
matchLabels:
mylabel: test

1. (Optional) WNRFE, AJLUBRRMERNEFE— CR UBSESHRERR:
JGNZEPON st TS

* resourceFilter.resourceSelectionCriteria: (THIERYEZE) fFMA "Include T "Exclude K&
BT HEBRTE resourceMatchers FHE X YA IR, ML resourceMatchers 23UAEX BE1E
SHHBRBVER

* resourceFilter.resourceMatchers: resourceMatcher X% #4H, WRTULEAFEN Z
MER, WEelTEER OR BIEH#HITINAL, HFEE MR (. #k. id) ANFEE
{E79 AND 12{Ei#1TILEL,

* resourceMatchers[].group: (Optional) EimikrIEIRIIA,
* resourceMatchers[].kind: (Optional) EiFiENFIRIIZEE,
* resourceMatchers[].version: (Optional) EIHiERZIRAIARZS,



* resourceMatchers[].names: (F]i%) EiFERVZEIRRY Kubernetes metadata.name FE&

Ry o

* resourceMatchers[].namespaces: (Optional) B33 EHI A JRHY Kubernetes
metadata.name F R EE R TIEl,

* resourceMatchers[].labelSelectors: (Optional) 3= J8HY Kubernetes metadata.name FE&
BT IEIR B FRTER, W "Kubernetes SXH4" IFREN . f140:

"trident.netapp.io/os=1inux",

@ L EBTER “resourceFilter ¥ “labelSelector B, “resourceFilter B 46iafT
, FRIE¥ “labelSelector N BB FERHIE R,

filan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]
° ¥ PVC Zig28/m
EENXNE PVC W BRER, BN MERRFIESEPE S PersistentVolume Hl

*VolumeSnapshotClass. TREBFMEMHIRIEAKIHIT Persistentvolume (4FEEFIE PVC HY
B{ESEE®E) M volumeSnapshotClass (RERIRGIFERE) , MIREZETEN], WKW, Hu0:
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apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:
name: my-pvc-app
namespace: my-app-namespace
spec:
includedNamespaces:
- namespace: my-app-namespace
resourceFilter:
resourceMatchers:
- kind: PersistentVolumeClaim
version: vl
- kind: PersistentVolume
version: vl
- kind: VolumeSnapshotClass
version: vl

resourceSelectionCriteria: Include

2. IR SIIRILECIN ATERF CR &, WA CR. flN:

kubectl apply -f maria-app.yaml

p

1 ERAUTRAIZ —IEANBRARFENX, ERFEHRNESERIESTHE. JUERESHR
FRMRGIPETRHSHRENBEFEXPESHATEME R

TMESNEXBINABIZR, FIa07E KubeVirt IfIEH, FRBZASAEXHRGRS, MRFIRE
REN true, NAREFRZBRE2/IGE, HEUTUERBREEAXGZS, MRBEHIGEN false
, NARFRZRERIKE, FERBIMEFEXFRYS. IRERTRE, BNABFENRRERFENX
FIBEN, MZERER2ER, MRAERER, NARFRKERE 2/ Trident Protect R451%

"
[e]

BEER CLI QRN BERIIEEHE, BJLIEA --annotation &,
° QBN ARRFEHEAXERAFETHNEERE:

tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace>

° QIENAREFHEE X G RIUREITANAMN AEFIRE:
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tridentctl-protect create application <my new app cr name>
-—-namespaces <namespaces_ to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --annotation protect.trident.netapp.io/skip-vm-freeze
=<"true"|"false">

o IRAILU(FER --resource-filter-include 'l --resource-filter-exclude Ir&ERE

F ‘resourceSelectionCriteria (J04H. KB, kA, &, BIFMGRTE) 2T HbR
HR, LT RBIFR:

tridentctl-protect create application <my new app cr name>
--namespaces <namespaces to include> --csr

<cluster scoped resources to include> --namespace <my-app-
namespace> --resource-filter-include

'"[{"Group":"apps", "Kind" :"Deployment", "Version":"v1l", "Names": ["my
—-deployment"], "Namespaces": ["my
—namespace"], "LabelSelectors": ["app=my-app"]}]"'

c BEXINPR PVC N AIER, BRI HEEFES Persistentvolume
‘VolumeSnapshotClass o REBFMEDIRIEKIT Persistentvolume (HFEZFIE PVC WY
B#55EE®E) M volumeSnapshotClass (REBIRGHFZER) , MIRKET], MELK, Fla:

tridentctl-protect create app my-pvc-app -—--namespaces <my-app-

namespace> —--resource-filter-include

'"[{"Kind" :"PersistentVolumeClaim", "Version":"v1"}, {"Kind" :"Persis

tentVolume", "Version":"v1l"}, {"Kind":"VolumeSnapshotClass", "Versio
n":"vl"}]' -n <my-app-namespace>

&5 Trident Protect {®iFLN B2

1IN ET] HIREBINF D FKIRIF Trident Protect EIERIFFE N
o

@ &R LABCE Trident Protect TE 2B RIFIRIERRIE RSB E XXM RS, "F4 T iR
Trident Protect B0 & X4 R RLE".

B TR IRIE
ERT LURERY I IR R R,
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@ MREECENFRENAREFEXFENSIA, HFENEIRTEANARFmRZTE, W
BEEEN. RIEIEF.

f#F3 CR BRI

gl

1. SIEBENEIR (CR) XMEHBEMBN trident-protect-snapshot-cr. yamlo

2. ERIEMXHH, REUTREM:
° metadata.name: (Required) tBENXEFNER, NENIFREEFE— M E—HSENET.
° spec.applicationRef: ERIBHILNAEFHY Kubernetes &R,
° spec.appVaultRef: (%) NEFFHIREBERE (GT#iE) 89 AppVault B9& R,

° spec.reclaimPolicy: (Ali%) ENXMIFRIRER CR BYREEAY AppArchive 224 AlB . XELK
EBFIREN Retain, REUBEWHIER, BROEMR:

* Retain (RAIA)

" Delete

apiVersion: protect.trident.netapp.io/vl
kind: Snapshot
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name

reclaimPolicy: Delete

3. EAEMEAY(EIEFE "trident-protect-snapshot-cr.yaml' X5, W CR:

kubectl apply -f trident-protect-snapshot-cr.yaml

M CLI RlIZEIREE
HIE
1. SIERER, BFERHEEBRIESHHE, FIa0:

tridentctl-protect create snapshot <my snapshot name> --appvault
<my appvault name> --app <name of app to snapshot> -n
<application namespace>



BlERFEEH
1 RT LARERY & 1 R AR AR o

@ MRS CENZRENAREFEXTEXS A, REC(SIBTERANARFGETE, Na
BEEED. RESEER,

Fazal

MR AWS =& hE T HARY BB A S FH A KA [EinTTHY s3 & ilE. MR HEEFMIFIERIELIE, #BFA
RERRI

c AXNBEHRIESHETEIFHAER, 1530 "AWS API 34",
* BX AWS BREERIFMES, BEW "AWS IAM X4,
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{£F3 CR BIE&ED
TE
1. SIEBENXZKIR (CR) XHEHIEEMB N trident-protect-backup-cr.yamlo

2. ERIREIX M, EREUTEMS:

° metadata.name: (Required) IttBENZFENBIR, AEHNIFREEEFE—E—HSENETR,
° spec.applicationRef: (W/F) EHMDHINAREFH Kubernetes &R,
° spec.appVaultRef: (%) MEFMHEFHRER AppVault 92 FR,

° spec.dataMover: (Optional) —MNF#i 8, IERNERTHMIRENEMH IR, TENE (KoK
B) :

* Restic
* Kopia (EAIN)
° spec.reclaimPolicy: (AIif) EXMEBFRREGRRSLEMH 4. FTEEHE:
" Delete
* Retain (ZRIN)
° spec.snapshotRef: (Optional): ER{EEHDRRVIRBIR IR, RKIZH, BEIBEHFHIRETR

|77
i<

5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: Backup
metadata:
namespace: my-app-namespace
name: my-cr-name
spec:
applicationRef: my-application
appVaultRef: appvault-name

dataMover: Kopia

3. {EFEHM(EIE S trident-protect-backup-cr.yaml' X4 /&, MF CR:

kubectl apply -f trident-protect-backup-cr.yaml

£/ CLI RlIEE%
HIE
1. SIEEHD, BFERHEEBIRESHHE, FIa0:



tridentctl-protect create backup <my backup name> --appvault <my-
vault-name> --app <name of app to back up> --data-mover
<Kopia or Restic> -n <application namespace>

TR LUEEER --full-backup ISKIEEEMEE N NIFHEEE M. AIABRT, FAEEMHERE
IBE&ED. ERAIMRER, SMRENIFHEESN. KREMEIREMNITRESER, ARERRTEE
ZEPITIRES D, UKRKIREMEFES REHERXBIX,

SR
TRNET CIEE CR BRI LUEAHEE:

vES it iR ERINE
protect.trident.netapp.io/full-  string EERMHERENNIEEESRD. 18BN truew "false”
backup HeIZIRE 8 &Y. REMEZTEINITTE

&, ARERRTBENZEPITIEESND
, UERKREMEES IREEXBIXE,

protect.trident.netapp.io/snaps  string BANREBIRESTRFR AR ERKET (B, “60 "
hot-completion-timeout

protect.trident.netapp.io/volum string AUBRBAIESHERSHRKNE,  "30 D"
e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum string AR EREBH R E], "5 SER"
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string TEIRERINZ AT, FHEHEIFHEIERY "1200" (20 73
bind-timeout-sec PersistentVolumeClaims (PVC) EJ3& 'Bound”  $4)

M EREVERKESTE] (ARD MR o

BIZIHRIRIF IR

RIFERBOBTIZE X BB EIRGIRRIR. FHNFE IR IRBM S RERIPNA, ERILUEFEE/NN, B8R &
BEEALRIRBMNEN, EAILUSERREBRIRIEE. ERILUER full-backup-rule SFRLZHHEIE ETEE
fﬁio AIANBERT, FME&EMHERIEERM. ERITREEDURZEIEEENH B TRESMEHERXIIX

|3‘_‘Lo

* &R EE@IT I “backupRetention IR EAZFH I “snapshotRetention I8 B A AT ZHERBIE
TRERItXl. & “snapshotRetention' & B AZTEHKEEAITRIFRIRFCIZEIRE, BXLRE

@ ISy, HESD TR IZEMER.
* IREESCENRFENARFEXRENSIA, BN IRTRANAREFmRTE,
NzBSESM. REGES,
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£/ CR B&Zit%!
T
1. SIEBEENZKIR (CR) XMHEHIEEMB AN trident-protect-schedule-cr.yamlo

2. ERIREIX M, EREUTEM:

° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—E—HSENETR,

° spec.dataMover: (Optional) —MNFf1 8, IERERTHMIRENEMH IR, TENE (KoK
B) :

* Restic
* Kopia (BRIA)
° spec.applicationRef: E&FHHIN BRI Kubernetes & #1.
° spec.appVaultRef: (%) MEFMHEFHRER AppVault 92 FR,
° spec.backupRetention: (Required) BERENEMHE. SRTAFMNEIEED ((RIRE) .

° spec.backupReclaimPolicy: (F]i%) AEWNRED CR TEFRZHE®MIR, FHkEMFA
. REBHAREE, BEMFER. JeeNE (KoANE)

* Retain (BRIA)
" Delete
° spec.snapshotRetention: (Required) EREBHVIRIBE, ZSRIRAR ORI,

° spec.snapshotReclaimPolicy: (7Ii%) HAEIMNRIRE CR EHRBHAEIMIPR, RESLEH
AlER. REHAEE, REBIEAERR. ATENE (RKaKNE)

" Retain
* Delete (BAIA)
° spec.granularity: ITXINIZTTRSNE, AIEERVEUNRNFHIEXFER:
* Hourly (BEXREIEE spec.minute)
* Daily (EXREIEFE spec.minute F spec.hour)
" Weekly (BRIEIEE spec.minute, spec.hour # spec. dayOfWeek)
" Monthly (BXIEEE spec.minute, spec.hour # spec. dayOfMonth)
" Custom

° spec.dayOfMonth: (Optional) NIEfTIHRIFVBAHBBER (1-31) o MWRAEIREN Monthly,
M FEEAMEFER, ZENXTUAFFTBER IR

° spec.dayOfWeek: (Optional) FIE{TItRIFNEHRI/L (0-7) . E 0 7 "RREHR. NRKNE
KB N weekly, MILFEAMEFE, ZESAUAFRFERERIRME,

° spec.hour: (Optional) FIETTITRIFI—RAEY/NES (0-23) o WRKEIZEN Daily.
Weekly B “Monthly, MINFEXAMBEFEL, ZEXMUAFRTER IR,

° spec.minute: (Optional) ITXIRIETTEY/NBYHEIE0EK (0-59) o WRKEIREN Hourly.
Daily. Weekly '3 “Monthly, MILFEAMEFE, ZEXMUFFTEFE R,

° spec.runimmediately: (A3%) &EHN true UIERIETRIB LA — R IEMEINEZZTT (IRIE



FRBIEHATEDM/RIRIR) o AN falseo XARENEREERH.

FOFIRERIT AT YAML 715 -

apiVersion: protect.trident.netapp.io/vl

kind: Schedule

metadata:
namespace: my-app-nhamespace
name: my-cr-name

spec:
dataMover: Kopia
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "15"
snapshotRetention: "15"
granularity: Daily
hour: "0O"

minute: "O"

{RIRERITXIBY YAML 7651

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-snapshot-schedule
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "0O"
snapshotRetention: "15"
granularity: Daily
hour: "2"

minute: "O"

I BMETTRYIT ARG YAML:



apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
namespace: my-app-namespace
name: my-daily-schedule-run-immediately
spec:
applicationRef: my-application
appVaultRef: appvault-name
backupRetention: "7"

snapshotRetention: "7"
granularity: Daily
hour: "3"

minute: "0O"

runImmediately: true

3. EAEMEAIEIEFS "trident-protect-schedule-cr.yaml' X /&, A CR:

kubectl apply -f trident-protect-schedule-cr.yaml

58 CLI B!
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p
1. gIERIFIH R, ARRFRERBIRESHRE, Fli:

@ f&B] LAEA “tridentctl-protect create schedule --help & It en S HIIFAZEEBNE R,



tridentctl-protect create schedule <my schedule name> \
--appvault <my appvault name> \
-—app <name of app to snapshot> \
--backup-retention <how many backups to retain> \
—--backup-reclaim-policy <Retain|Delete (default Retain)> \
--data-mover <Kopia or Restic> \
--day-of-month <day of month to run schedule> \
--day-of-week <day of week to run schedule> \
--granularity <frequency to run> \
--hour <hour of day to run> \
--minute <minute of hour to run> \
--recurrence-rule <recurrence> \
--snapshot-retention <how many snapshots to retain> \
--snapshot-reclaim-policy <Retain|Delete (default Delete)> \
--full-backup-rule <string> \
--run-immediately <true|false> \
-n <application namespace>

MRS N ER B R R AR M T 8

o SELEMITXI: A --full-backup-rule FEFRITRIEEEFT L&D, WIREERT
--granularity Daily. PJBERV(E:

* Always: BROIBTEED
" BEIER: EBE—ITHZNLUESHMRAVEE (i, "Monday,Thursday") o BXE
: Monday. Tuesday. Wednesday. Thursday. Friday. Saturday. Sunday,
(D e —fullbackuprule tRAFERTF S/, SARSHHEE,
o I BNELRIF. FH --run-immediately true ERIETRIIZENCIZBVIIBR D TIRE, A
EFEE—MITHIRIEITEIEL, BUAMEAR falseo

o {NIREEITE: I®E --backup-retention 0 F#A --snapshot-retention IBE—TMATFEH
=

SHFRYITHRERE
TRNEB T CIEITX CR BRI LSBT :
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VES it iR AAIAE

protect.trident.netapp.io/full-  string EEHITEEDIAN. EAUREHREN RRE (FIFE
backup-rule Always MBHTIFEREER, WALRESG SHHMIKEE

WERBFTEHEN. a0, MREFSHNE &%)
, WA LHEERE#ITRESMNIEE (Bl

,  “"Monday, Thursday") . BXBII{EH

{8/ Monday. Tuesday. Wednesday

. Thursday. Friday. Saturday. Sunday. &

AR, HCERBERTR granularity IRE N

*Daily 835l

protect.trident.netapp.io/snaps  string BAREBIRESTRFR A TR ERKET (B, “60 "
hot-completion-timeout

protect.trident.netapp.io/volum string RUBRBAIESHBERSHRKIE,  "30 HF"
e-snapshots-ready-to-use-

timeout

protect.trident.netapp.io/volum string AR HIREBH R, "5 SER"
e-snapshots-created-timeout

protect.trident.netapp.io/pvc-  string TERERN 2 AT, FREMHEIEN "1200" (20 7
bind-timeout-sec PersistentVolumeClaims (PVC) EiX "Bound” )

BB ER KA A (AFRDNEAD) -

i R R R

BT B BB I RBIIRBRE,
SB

1. BIER S RIBREXEIRER CR:

kubectl delete snapshot <snapshot name> -n my-app-namespace

IS =yw)
BB REN S HIRBER.

BRI EIWERERIRE N Delete UMM REMEFMIERFAA EHEIE, RENIRINKER Retain
(D LU R BIMNIIEER. NRRIEARELNN Delete, NENHIERRBENREFHES, HREF
S ERo

p
1. MRS & KB & CR:

kubectl delete backup <backup name> -n my-app-namespace
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WERNRIEFIRES

ERILMERS ST EEEHIT. ETMEERMBIEHRIEIRTS.

p

1. ERUTHLITRREMEEIRTS, BHERNEEBRESFIE:

kubectl get backup -n <namespace name> <my backup cr name> -o jsonpath
='{.status}'

79 azure-netapp-files (ANF) 12/EEAZ M IER

WNRIEE L% Trident Protect, NMATLAER azure-netapp-files & FHTE Trident 24.06 Z HitIEMNTZ(E R IR
BETATENEMDMIREINEE. WIHEEERT NFSv4 %, FAERAEMPEIINTIEL,

ez Al
HBRUTRA:

* IEB R Trident Protect,
* fRBE1E Trident Protect FENX T — 1" N B1ERF. EMILEEZA], WNBREFEEEERIRIFINEE,
* IBBiER azure-netapp-rfiles {ENFMERIHRBEIAFEESL,
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BRAUEERES R

1. 9N ANF HEZ2EFHKE Trident 24.10 ZATEIZER, B7E Trident HHITLLTIR1E:
a. N/ NET azure-netapp-files 5N AIEFXER PV BRRBEF:

tridentctl update volume <pv name> --snapshot-dir=true -n trident

b. HIAEAENXEXN PV BREREER:

tridentctl get volume <pv name> -n trident -o yaml | grep
snapshotDir

Mie) &7 :

snapshotDirectory: "true"

+
RERIRIBE RS, Trident Protect RIEFEMENINEE, RINEEENIEFIEN SATEHHH
=(El, AXMERT, FRRBSENPEEBNTE AT EZESHNEN IR E,

#R
%N T2 I LUER Trident Protect #1T&MNHIER, &1 PVC A EMNAREF AT EHNER,

TR FRRER

{# A Trident Protect iR BIEFE

&R LAfEA Trident Protect NIREES &M E LN AIEF. KNAREFEREIE 58
BT, MILBRIGERREER,

* RENARERN, ANARFEENFIERITESHNIBNAREF—EER, IREFEER
EHITHER, R ENERREN—ED BhiaiT.

@ * gtree EXFMENIEREIEfhas 2 T RIBRGEH R TE, B, gtree ERZIFMRIBER
B HEfhar R TR R R T E,

* BRILEASRREBEXERREE. BTHEZER, BSH ERAE% Trident Protect 1£
FRig&"

MEDEREIEthan & =(a]

£/ BackupRestore CR & HIEREIEMaRE =iEBY, Trident Protect REH @& TP EEN BER, HA
TR BAREFRIENABER CR. BERIFERNNARER, #EIEERSEMHIRE, HEILFRPITL,
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* EFRNARREENERIEMGZTEFAZERSENTHNIMAENERARR. BER
@ BEMNFRMERIR, BRFEHEHRCIZBIRGRTE, IFEOHEREIFHRR=E,

* £ CR RREFHHRTE, BRMENA CR ZaiFat|EZBiremRA=iEl, Trident
Protect {X7E{# /A CLI BSEEheI@Zsn B8l
Feaz gl
MR AWS 2iES LT EARY (8] B LUHITEAKEIZTTHY s3 iR RIZ1E, MR ShEEARISERRETER, NIRIER]
B KM,
* BXREHIRIESHETEIFEAER, 155 "AWS API 314",
* X AWS ZREEEMNIFMER, 1BER "AWS IAM X1,

£/ Kopia {EN#IETIZERE AT, ATLUEETE CR FIEEFBEHER CLI 1= Kopia /4
IR TEERNIT . BXAUERENENFREE, FS N "Kopia 3i4"s BXEH Trident
Protect CLI 18 BBVIFAE S, 1AfER “tridentctl-protect create --help &5 %
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fMA CR
B
1. SIEBEENXZKIR (CR) XHHIEEMA N trident-protect-backup-restore-cr.yamlo

2. ERIBRIR, EEBUTEM:
° metadata.name: (Required) IttBENZFENBIR, AEHNIFREEEFE—E—HSENETR,
° spec.appArchivePath: AppVault PFEFHABHIRKR. Eo]LUERA UL T ir<EXLLEKRE:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (%F) FEFHAZR AppVault BIZFR.

° spec.destinationApplicationName: (°[i%t) BEXERENAREFINAT. NREHE, FENNAERE
FRERLETR. MRKEE, FRERNNREFRERRNARERZ M.

° spec.namespaceMapping: XRIZ(ERRH R TEE Bird 2 TEINME . FERFERNEEE

# my-source-namespace Ml ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl

kind: BackupRestore

metadata:
name: my-cr-name
namespace: my-destination-namespace

spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. ( %) MIRFBRVERBRRNNAEFNELERR, BRI ESHRIE R ERER A RV HE

Trident Protect & EIEEE—LAE, ENENSEEENRRS AFELR, I,
(D)  meesEmT XASEBAR, HETEEXEN pod, I Trident Protect i FEX
BB pod.

° resourceFilter.resourceSelectionCriteria: (/FiERTEE) A "Include' T "Exclude KB &
HEBRTE resourceMatchers FITE X HIZ R, ML resourceMatchers SELUE X B EIIE T HBRAY
RiR:

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥ H, MRELIAFENX ZMIT
%, WEelTE1ER OR ZBIE#ITILES, HES MR (H. M3 hrds) ANFENS1ESN AND
1BREFHITIUAD,
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* resourceMatchers[].group: (Optional) EffiErIERAIH,
* resourceMatchers[].kind: (Optional) BifEAIRIRAILEE!
* resourceMatchers[].version: (Optional) EHiEMEIRAIARZA,

* resourceMatchers[].names: (7]i%) EidERVZEIRERY Kubernetes metadata.name FE&

SNk it

* resourceMatchers[].namespaces: (Optional) Eid fERIEJRAY Kubernetes
metadata.name F YA R =i,

* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&
AR EIIEIRRF TSR, 90 "Kubernetes 324" HFRE N, HI40:

"trident.netapp.io/os=linux"o

f54n:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FAIEHREIE trident-protect-backup-restore-cr.yaml' X4/, N CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI
HIE

1. BEMEREEMmETE, AMETHNEESRIESHME, namespace-mapping BHERAES
DR e R T e R 2 T eI EIR VA sourcel :destl, source2:dest2 MIEHBIRGHFRAT
18l f5%0:
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tridentctl-protect create backuprestore <my restore name> \
—--backup <backup namespace>/<backup to restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name<custom app name>\

-n <application namespace>

MEMDEREIRIAE & =(E]

BRI PERNS R REIFRIATh B iE]l, YR Tritt i E R, Trident Protect & BB IBRIPIHRIFIEEHIT
BYiRfE, LARSLETEREIRE =

* EFHEERZE, BERANARERFEERBIFRIFITY. XSMBEIEEERRNARERFZRINEITENED
PSS

* ERIERE, NEMBRERZAERIITY. EXANHTHIRFREZERRTS.

* EMEFIEZAT, EFIEEHITHEHNIRBIZEERWEUH, WRIRIERTT 5 DHRNEUH, ERR[FHE,
#TL% CR )Ij(n_.\-Flai.:. Ho

FriaZ
iR AWS iES R HARY 8] 8 LU T KERIEITH s3 RRIE(E. MNRLSHEIEXRRIRERRELTHEE, Nig(En]
BESRIY,
s BXNBEHIRIESHETIIFHAER, 1550 "AWS API 34",
* BX AWS RREERIVIFMES, FER "AWS IAM 214",

5/ Kopia fENEIEIS TR E MBS, AILUAIRTE CR FIEE/EEIER CLI =H Kopia £
GBI FAERYIIT N, BXAIUEERETIAFAES, ES N "Kopia X14"s BXEM Trident
Protect CLI 1§ FBRIIFAE S, 1B1ERA tridentctl-protect create --help &%
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fMA CR

B

1. BIEEBENZER (CR) XMHHEHEM RN trident-protect-backup-ipr-cr.yamle
2. ERIBRIR, EEBUTEM:

° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—E—HSENETR,
° spec.appArchivePath: AppVault PFEFHDABIIRKR, Eo]LUER UL T ir<EXLLEKRE:

kubectl get backups <BACKUP NAME> -n my-app-namespace =-o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (%F) FEFHAZR AppVault BIZFR.

fB4n:

apiVersion: protect.trident.netapp.io/vl
kind: BackupInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appArchivePath: my-backup-path
appVaultRef: appvault-name

3. (FIE) MRFECEFBERINABRFIORERR, BRIE S RER SR L

Trident Protect &XEEEE—LAE, ENENSEEENRRS AFELR, I,
(D)  meeEmT XASEBLR, HETEEXEN pod, I Trident Protect 3 FEX
BB pod.

° resourceFilter.resourceSelectionCriteria: (7FiERTEE) FA "Include’ T "Exclude KB &
HEFRTE resourceMatchers FIEE X BIZE R, AINLLT resourceMatchers SEUUE X B EIESHIREY
HiR:

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥ H, MRELEAFENX ZMTT
%, WElTE1ER OR ZBIE#ITILES, HES N TR (H. M3 hrds) ANFENS1ERN AND
1BRIEHITIUAD,

* resourceMatchers[].group: (Optional) EiFiENHEIENE,
* resourceMatchers[].kind: (Optional) EifiERIERIRAYSE
* resourceMatchers[].version: (Optional) Eifi%rIHIRAVARZS,

* resourceMatchers[].names: (7]i%) EiFIERIEIRRY Kubernetes metadata.name FE&
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FREYR R,

* resourceMatchers[].namespaces: (Optional) Ei3 8V %ERAY Kubernetes
metadata.name FEXH VAR E T80

* resourceMatchers[].labelSelectors: (Optional) 3= JRHY Kubernetes metadata.name FE&
FRIREIEIRBRFRTHR, W "Kubernetes 4" RFRE N, #40:

"trident.netapp.io/os=1linux",

f5lan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRAIEMAEIET trident-protect-backup-ipr-cr.yaml' X5, N CR:

kubectl apply -f trident-protect-backup-ipr-cr.yaml

fEF CLI
HIE

1. BEMZERIRAGETIE, BIFEPRNEEBIRESHNE, backup SHEAKRIA
<namespace>/<name>E’J nB RN B, Flan:

tridentctl-protect create backupinplacerestore <my restore name> \
--backup <namespace/backup to restore> \
-n <application namespace>
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MEIDIEREIH 5%
NRFRBFELIEE, LR SENEREIE MRS,

* £/ Kopia fEREIEB IR REMET, AJLLERE CR EF'? ESEREER CLI 54! Kopia
FEANIGNE#ENTT . BXIUERENRIFHAES, 155N "Kopia Xi%"s BXER
@ Trident Protect CLI 35 & RRENF4Z 2, 1A “tridentctl-protect create --help #3%

* {F CR AREIFep BT, EHNTMEN CR ZaiFohtliZBirds B =El, Trident
Protect {X7X{& /A CLI BN E&htlZsB (8,

FriaZ i
MR B AT AR
* BIFREERFE L EE Trident Protect,
* BATEEA LRI S RERERIA AppVault TZERIRIZR, SHEMEEZKREF,

* JB1T tridentctl-protect get appvaultcontent ¥ hY, HRENAMIFER LIEEE] AppVault
CR HEX MM RIFMER. INRMLLIREFIPELEIAR), IBTEBEIREEEH pod RIZ1T Trident Protect CLI,

* HR AWS ZIELHLTHAR B LU T KEZTRIEIRIE(E. R SHETEERIZ(EHRIETEE, NHR(ERT
RERRI

° BXROBELFIRIETHEIHRIFARESR, BSN "AWS AP| 314"
° BX AWS HFEEREIIFMES, HSM "AWS 318"

TE
1. {EH8 Trident Protect CLI &4 I0E HAREEE R TF1E AppVault CR:

tridentctl-protect get appvault --context <destination cluster name>

@ WNRBRER EARTEE AppVault CR, E#&HR "(FF Trident Protect AppVault 3R EIETZ(E
" FRSREEIEE,

2. ZEBEIREEE LR/ AppVault NEMDAZR, FHi2FE appArchivePath BiXRIE %

tridentctl-protect get appvaultcontent <appvault name> \
--show-resources backup \

--show-paths \

-—context <destination cluster name>

EBITItE L= 2R AppVault FRIRIBED, BIEHRRESE. BNV AREFZR. HEEMEERE.
St
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e b +

| CLUSTER | APP | TYPE | NAME TIMESTAMP
| PATH |

e fomm - tomm - o
o tom e +

| productionl | wordpress | backup | wordpress-bkup-1| 2024-10-30
08:37:40 (UTC) | backuppathl |
| productionl | wordpress | backup | wordpress-bkup-2| 2024-10-30
08:37:40 (UTC) | backuppath2 |

3. f&F3 AppVault ZFFFIFRERER N AEFERE BnER:

()  ®mCcRE, BHREMEN LEARTUREFERNHE S,
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fEFA CR
1. SIEBEENXZKIR (CR) XHHIEEMB N trident-protect-backup-restore-cr.yamlo

2. ERIERIXM, EEBEUTEM:

° metadata.name: (Required) IttBENXZFRNBIR, AEHNIFREEFE—E—HSENETR.
° spec.appVaultRef: (#5F) EHEFHRER AppVault BIZFF,

° spec.appArchivePath: (Required) AppVault REFEERNPABRTHKRR. FRTE 2 PG LEESR
PARBFHLE| “appArchivePath BiXRHIE 15

° spec.destinationApplicationName: (A[i%) EXRNBAEFNAT. NREHE, FRNATRE
iSRRI R, NRKRME, FRENNBEREERRNBERE M.

° spec.namespaceMapping: FFRIZERYIR R TE)F Bindn & RN, FRIFEFNESE

i my-source-namespace M ‘my-destination-namespaces

f5gn:

apiVersion: protect.trident.netapp.io/vl
kind: BackupRestore
metadata:
name: my-cr-name
namespace: my-destination-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-backup-path
destinationApplicationName: my-new-app-name
namespaceMapping: [{"source": "my-source-namespace", "
destination": "my-destination-namespace"}]

3. fEFAIEMMIEIET  trident-protect-backup-restore-cr.yaml' X4 /5, WF CR:

kubectl apply -f trident-protect-backup-restore-cr.yaml

fEF CLI

1. EREUTHSRRNBER, BFEFHNEEEIRIESHHIE, namespace-mapping 23ERAE S5
FERYER 2 18]35 R en 2 == 8] ISt BIFR T 0 source1:dest1,source2:dest2 BIIEM BARen & =ial, HI40:
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tridentctl-protect create backuprestore <restore name> \
--namespace-mapping <source to destination namespace mapping> \
--—appvault <appvault name> \

--path <backup path> \

--destination-app-name <custom app name> \

--context <destination cluster name> \

-n <application namespace>

MIRERIEREI H Athap 2 =18

ERI LB B E SRR (CR) IR M IRIBE RS KLt & i) st R4 B s B =5i8le A9 SnapshotRestore
CR ARG BEI ELfth#h 2 2516189, Trident Protect Emﬁppgs@qﬂﬁrrmfr F R BERORL FRASR 0132
MR CR. BEPARMAIER, BORREENRIRE, RRITEPIH.

* SnapshotRestore 32#F spec.storageClassMapping B4, BXYFEMBEIrEHELRER
ﬁgﬁﬂ'ﬂﬁﬁ%}ﬁﬁﬁ"ﬁﬂifo MREZ2RNERFERFAEFERIFD StorageClass, REREIEERFE
o

* £ CR RRFIFHFS R TIEN, ENAENE CR ZaiFotlEBirma=a. Trident
Protect {N7E{F /A CLI RS EEhtIEHB R =8,
FFoaZ Al
1R AWS SiE<ShET HARY 8] @ LU TR KEREITHY s3 X RIR1E, MNRSHEITIARIZIERRETHE, NRIER]
BES KL,
* BXRNEHIIESEIHEAER, 155 "AWS API 34"
* BX AWS BEERIFMESR, BSR "AWS IAM X4,
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fMA CR
B
1. SIEBEENXZKIR (CR) XMHHEEMB AN trident-protect-snapshot-restore-cr.yamlo

2. ERIRMIX M, BEEUTREY:
° metadata.name: (Required) ILtBENZRNBIR, AEHNIFEEEFE—E—HSENRETR,
° spec.appVaultRef: (%) EMERBASH AppVault B9 FF,
° spec.appArchivePath: AppVault PEERBABHIKR. Bl LUERA UL TRSEXLLERE:

kubectl get snapshots <SNAPHOT NAME> -n my-app-namespace -0
Jjsonpath="'{.status.appArchivePath}'

° spec.destinationApplicationName: (°[i%t) BEXERENAREFIAT. NREHE, FENNAERE
FRERLETR. MRKEE, FRENNREFRERRNARERZ .

° spec.namespaceMapping: XRIZ(ERRH B TEE Bird 2 TEINME . FERFERNEEE

# my-source-namespace Ml ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my—-cr—name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path
namespaceMapping: [{"source": "my-source-namespace",

"destination": "my-destination-namespace"}]

3. (_Jl_) IRFENEFERRNNARFIREERR, BN SHRTE I ER SRR R hik

Trident Protect 2 BEIEE_LAE, MACSISEERABLAFERE, 00,
()  mmemmTXASEBRRR, FETEEXEN pod, N Trident Protect 1333
BB pod.

° resourceFilter.resourceSelectionCriteria: (FfHZTEZE) fFEH "Include’ I "Exclude KRB &15%
ﬂH‘??" resourceMatchers FIEXBIE R, HINLLT resourceMatchers 2 UUE X B IR HIFRHY

BR:

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥ H, MRELIHATENX ZMTT
£, WElTEERN OR 2IE#TILE, #FES N TR (H. M3 hrd) ANFESE{EN AND
B TICAD,

* resourceMatchers[].group: (Optional) EiHiENFRIRRLE,
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* resourceMatchers[].kind: (Optional) EffiErIZRRAIEE,
* resourceMatchers[].version: (Optional) Eifi%RI AR IRAVARZS,

* resourceMatchers[].names: (7]i%) EiFIERVEIRRY Kubernetes metadata.name FE&

FRBEYR o

* resourceMatchers[].namespaces: (Optional) B33 JEHI % JRHY Kubernetes
metadata.name F AR EE R =IEl,

* resourceMatchers[].labelSelectors: (Optional) &R Kubernetes metadata.name FE&
AR IR FRTER, 90 "Kubernetes SXHY" HHFRE N, HI40:

"trident.netapp.io/os=1inux",

fBan:

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRIEMAEIES trident-protect-snapshot-restore-cr.yaml X4 /5, [WF CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

fiEF CLI
FTE
1. BRBAREEMSETE, BIFERNEESERES PHE,
° snapshot BEFARIN <namespace>/<name> W R TEIFIRBR R,
° namespace-mapping B¥EHE S 2 IRGR TENGRM A TERITEIE A
sourcel:destl, source?:dest?2 HIEBEReEE =8,

a0
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tridentctl-protect create snapshotrestore <my restore name> \
—--snapshot <namespace/snapshot_to_restore> \
--namespace-mapping <source to destination namespace mapping> \
--destination-app-name <custom app name> \

-n <application namespace>

MIRIEE R E Ry dn & =iE]

& LAREE G IR ERR R 2 ﬁunn%’blEﬂo LB ITRAMRE RS, Trident Protect & BB IRFRIPITXIFIEIDHIT
EI’JEET’F, LARA LE T3 e

* EFHEERZE, BERANARERFEERBIFRIFITY. XSMBEIEEERRNARERFZRINEITENED
PSS

* ERIERE, NEMBRERZAERIITY. EXANHTHIRFREZERRTS.

* EMEFIEZAT, EFIEEHITHEHNIRBIZEERWEUH, WRIRIERTT 5 DHRNEUH, ERR[FHE,
#TL% CR )Ij(n_.\-Flai.:. Ho

Fiaz gl
1R AWS £iF< T HRRY a8 LU TIEAKEREITH s3 IRRIE1E, RS TRISELRaTEl, NigEa]
BES KM,

s BXNBEHIRIESHETIIFHAER, 1550 "AWS API 34",
* BX AWS RREERIVIFMES, FER "AWS IAM 214",
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHEMB RN trident-protect-snapshot-ipr-cr.yamlo

2. ERIRMIX G, BEEUTREY:
° metadata.name: (Required) IttBENZFENBIR, AEHNIFREEEFE—E—HSENETR,
° spec.appVaultRef: (%) EMERBASH AppVault B9 FF,
° spec.appArchivePath: AppVault PEERBABHIKR. Bl LUERA UL TRSEXLLERE:

kubectl get snapshots <SNAPSHOT NAME> -n my-app-nhamespace -o
Jjsonpath="'{.status.appArchivePath}'

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotInplaceRestore
metadata:
name: my-cr-name
namespace: my-app-namespace
spec:
appVaultRef: appvault-name
appArchivePath: my-snapshot-path

3. (_JL_) MRFBEMNERBERNNARFIFELEZR, HRIEEHRTE R R RV HE

Trident Protect 2 BehiZFE—L %R, AANENSEEENZRZEFEEXR. 50,
() wmRmEETARERBELE, *ETASREEN pod, 1 Trident Protect TR
BXAY podo

° resourceFilter.resourceSelectionCriteria: (FfHZITEZE) fFEH “Include’ 3 "Exclude KRB &15%
HEFRTE resourceMatchers FIEX BIZ R, AINLLT resourceMatchers S LUE X B IR HIEREY

J\/}l_\o
* resourceFilter.resourceMatchers: resourceMatcher W& #H, WRELIHAFTEX ZTT
£, WEelTEER OR 2EH#ITIRE, HES N TER (H. M3 hd) WWFEREEN AND
1R EFITICAS,
* resourceMatchers[].group: (Optional) EffiERIZRIRAIH,
* resourceMatchers[].kind: (Optional) EiFiENRIRIIZEE,
* resourceMatchers[].version: (Optional) EiHiERZIRAIARZS,

* resourceMatchers[].names: (F]i%) EiFERVZEIRRY Kubernetes metadata.name FE&

S=NE=T vt

* resourceMatchers[].namespaces: (Optional) B3 fEHI A JRRY Kubernetes
metadata.name FEEHIEEE (8],
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* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&
PERE AR FRTER, W "Kubernetes SXH4" HFRTEN . fI40:

"trident.netapp.io/os=1inux",

40

spec:
resourceFilter:
resourceSelectionCriteria: "Include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRIFMAIEIET trident-protect-snapshot-ipr-cryaml' X4/, MF CR:

kubectl apply -f trident-protect-snapshot-ipr-cr.yaml

A CLI
HIE
1. BIRBIEREIFRESETE, AMETNEESRIESHhIE, Fl:

tridentctl-protect create snapshotinplacerestore <my restore name> \
--snapshot <namespace/snapshot_to_restore> \

-n <application namespace>

WERRIREIRES
nl_JR_.I-L/(ﬁFHDF‘ 717*‘.‘[ IEE 'fj-\ EIJTEEE:EEJQE)”QEIJ }_ElgVIEE’J'ikILAo

p
1. ERUTHLITRRERIREIRE, BFERNESBIRESFIIE:

45


https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors
https://kubernetes.io/docs/concepts/overview/working-with-objects/labels/#label-selectors

kubectl get backuprestore -n <namespace name> <my restore cr name> -0
jsonpath="'{.status}'

{EFAEZ% Trident Protect (X FRiZE

e LEARRISE (R, AT IENEENEFEMEEDN) BENXTRRRE, LUHRERN
FEER,

TR ER IR (ERRIE Y6 B =R ERAMARE

TEIME KSR (ERRE, BiranR TEPRARENERRE SR A =B PR EFERLE, KRB
AT EPAFERR R TEFRIRRE R, ABSEEFENTAMEZIER, ULERGEZEPHE, X
FHET B R =6 LR SOERRIF A E.

YR EF Red Hat OpenShift, BE B R TR OpenShift MBI KBIER, 3

@ = aF R A HRIZIR R Pod 5 OpenShift &€ E XK (SCC) EXAIELUN RN Z 2 E
, HEALIAREMASHIRRZ, EXFMES, BB "Openshift Z2 FFXLIEX
=1

ERITIRR S S PEFE 12 12EZ AT, TJLUBITIRE Kubernetes MIE T &
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS 3kBA 1E BiRd & Fia RS E iR E S, flu:

helm upgrade trident-protect -n trident-protect netapp-trident-
protect/trident-protect \

--set-string
restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation k
ey to skip 2>}" \

-—-reuse-values

PATIR RS PE TR ERT, 7E restoreSkipNamespaceAnnotations #(]

@ ‘restoreSkipNamespaceLabels’ FRIETE AU (E el ap B B E AR S E G MR R S PE IR R (R
HEBR. HAIRTENIIE Helm ZESEPREETXEIRE, ETHELER, BESH "IEEHM
Trident Protect helm BI&RIZE"S

MNRFEHATHHE --create-namespace & Helm BN BIERF, WS name RS EHFHITIFHRLGIE, 7
RN FERRTEIF2R, Trident Protect Rt EHIZIBirds R =ia], BIRFRBFENES R TiE i
, WEEEHRNEIrGmATIEE, NRILESEHRBATEALE, WEESHEBirsR=TE, FETEMAE

ANl

UTFRAERTRMBR SR TE, SR TREERERERNTE, S UEEREZINZEHNBERS
BTERT, URIFEBTS R TR RAGHE R TR,
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TR RS IR EZ Bl

TRETR T RRIE LB REZ AR AR B iR 2 =R

CEE=RESE) RoE

2 EE ns-1 GF) * annotation.one/key: "updatedvalue”

 annotation.two/key: "true"

mE=E ns-2 (Bfs  ° annotation.one/key: "true"

\-/'I:I

 annotation.three/key: "false"

ERIEIEfE

TRERTRRNHEEBREETROIBFGRZTEIRS. BERN—EE, —ERERES, HABEMR

name & ALEC BAren B8]

GEE=Rea ) vES

i =iE ns-2 (Bfr ° annotation.one/key: "updatedvalue"

\/

* annotation.two/key: "true"

 annotation.three/key: "false"

SIFHFER
TR B TR RIFFRE T,

TSRS

5

* environment=production
* §#4*=hipaa

* name=ns-1

© At=IiERE

iy
57

* name=ns-2
* &% =hipaa
* environment=production

© AB=IiEE

1% spec.storageClassMapping BMHE X MNEN BEEFPEFEENEFHEEE BirER LRMFEMEEMRET, &

IR B R EF RIS RF 2 BT 5 N FAT2 51 58 £X BackupRestore & {FRITFE G IRETE A L TNAE,

il
storageClassMapping:
- destination: "destinationStorageClassl"
source: "sourceStorageClassl"
- destination: "destinationStorageClass2"
source: "sourceStorageClass2"
SEFHYERE

ATHHT BTFERAPERESMTHINZER. IRAFRBWHISETIR, RABERRIME
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FrE RE
protect.trident.ne string
tapp.io/data-

mover-timeout-
sec

protect.trident.ne string
tapp.io/kopia-
content-cache-
size-limit-mb

protect.trident.ne string
tapp.io/pvc-bind-
timeout-sec

WiER AINE
RITEIEIS ThERIREE LR KEYE (RN M) . "300°

Kopia ABREFIRAXNRE (UIKFTTHREM) ., "1000"

ERERW Z B, FFEFFEIERN "1200" (20 73
PersistentVolumeClaims (PVC) ZliX “Bound FHERHISR )

KBYjE (U REA) . EAFAERRE CR EE

(BackupRestore. BackuplnplaceRestore. Snapsho

tRestore. SnapshotinplaceRestore) o HNRIEHITFE
EinEHERREEEZHE, BERAESNE

£F3 NetApp SnapMirror #1 Trident Protect EIN FHIEF

&/ Trident Protect, &ATLAER NetApp SnapMirror ¥ RBHH & HIThEE S EIEFI N F
EFEIMN— I EFEEIRESF DS —NEEER, ER—BE LHERREEZIEL

B RNSPERL SR ERAIB] AV an & == B E R MRS

EIME K51 (ERE, BiranR =EPRAREANERR SR & =8 PR EAERILES, KRB ines
BT EPRAFERRS 2 TR FRRESCER, ABSEFERNEETRESCER, URERes S =EFRIE, X
FHETBIreR =6 LR EERRIF A E.

YNRfEA Red Hat OpenShift, 1H3#ER AR XEEREE OpenShift IMZHRBYXBIER, 858
@ TEIER A HRIERL Pod 5T OpenShift & £ FXLIR (SCC) EXEHNRML A E
, HERLIGEEMASHIRREE,. BXIFMAER, FEI "Openshift Z2 EFXLIEREX

(=N

ERITRR N PEESIRIEZ AT, ATLUBIEIZE Kubernetes MR T2
"RESTORE_SKIP_NAMESPACE_ANNOTATIONS 35 1E Bird & Fia S BB E =, 5lu:

helm upgrade trident-protect -n trident-protect netapp-trident-

protect/trident-protect \

--set-string

restoreSkipNamespaceAnnotations="{<annotation key to skip 1>,<annotation_ k

ey to skip 2>}" \

-—-reuse-values

PITIRR S PELDIRIZIERY, 1 “restoreSkipNamespaceAnnotations'#1

@ ‘restoreSkipNamespaceLabels' 15 E FVE Al & T EIHL T AR S &G MR R S PR LR IR ER
HEBR. HARTENNIE Helm ZESEPREETXLIRE, ETHELER, BSH "ILEHM
Trident Protect helm BEIRIZE",
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WNRERTAE --create-namespace REM Helm RERNBAER, ME name RS FEHITIFHRLIE, £
RN ERRTEIIFZR, Trident Protect 2R IbinE EHIEIBiras 2 =], BIRFKBRENES Ra& = ELi
éﬂz'ﬂﬂﬁlg’rfﬁﬁ?ﬁﬁﬁ Biron R TiElE, MRIES REHRZTEARLE, NEEEFZEirmETE, F#TEAE

]l

UTRBIERTEMBEmRTE, ST aRTREEARERNTE. BrUEEREZANZENERS
BTEEPRE, URNAE B e & iEPASHBE EREMIRE,

R ERIBIR(EZ R
TRETR T RRNHR BRI EZ R RGN BiRes & T E R

GREZRESE trE o
i =iE ns-1 (GE) * annotation.one/key: "updatedvalue” * environment=production
* annotation.two/key: "true" * &#E=hipaa
* name=ns-1
&= | ns-2 (Bfs  ° annotation.one/key: "true" s E=IEE
)  annotation.three/key: "false"
IR ERE

TRER T ERFBEEZIZEE R BirmaTERES. BRn—LLtE, —LREwNES, FEEEM
name & ALEC BARan R =(8):

HE I iRt e
& %E ns-2 (BFs * annotation.one/key: "updatedvalue” * name=ns-2
) * annotation.two/key: "true" * B#ME=hipaa
« annotation.three/key: "false" « environment=production

© AB=IEE

@ &R ABRE Trident Protect TEEUERIFIZ1ERRB) ARG MR GRS, "F4H 7 #2u{r 5
Trident Protect BR & X4 RGTHRLEE".

TR B R R (FRREI 1T

TEFER AppMirror XARRIPIEBIN BIZFE, EHERBNREEERE, ENIZEESHITEEEXENE
1T

* FEERBIRETR, UITERZEINEERERZIBIRER. EXEFHEMRCIREl]. BEEERE, H#
TEHEBEMENARER L, FRBEEAEXRERERT

* EkAESRAERBDHIE, NAEF ENERAIEHRITENEREBER. RN BRERRAN BTN BER
BY, XEEHITE TR R AR LEEL AT
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BTHRAXHNITHFNEZEER, 1581H "S1F Trident Protect H11T4EH",

IREEHIXRAR
RESHIXACEUTAE:

* IEAFEFEE Trident Protect IHRN FARBHIMZE (B1ENAEFH Kubernetes ZRUNE NN AEFEN
HIRE)
* EREFITR (84F Kubernetes FRFIFA HEIE)
R EIRRREAETE
B

1. mRER L, NRMAEFEIZE AppVault, RIZMAITEAERER, B2 "AppVault BENZEIR" FRIRHIL
EIVREHNZE
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£/ CR & AppVault
a. BIEEENZR (CR) XMHHEHEME (B30, trident-protect-appvault-primary-

source.yaml)o
b. BB TEM:

* metadata.name: (Required) AppVault BEXZREZR, i FEEFENZIR, RAEFRIXR
FREEREM CR X435 | BItb{E,

* spec.providerConfig: (#W5) EMEERIEEIRMEIZFA0] AppVault FTFRRELE. NEE
HIZFIERE bucketName AR HMAERFMES, I FEIRENE, BAERXEMEN
Hith CR X5 BAXEE, BXxEMEHIZEFA AppVault CR R, EZH "AppVault BE
XJ\/ 0

* spec.providerCredentials: (Required) TZfi&{FERIETEIRMIZFA10] AppVault FRERMEME
A9 A,

* spec.providerCredentials.valueFromSecret: (Required) & EIREN K BEHZ
* key: (Required) BMHIEIER secret BIFRK keyo
* name: (Required) B&ILFERENZHNEN. AU TR—mETEF,

* spec.providerCredentials.secretAccessKey: (W) ATFIHRERRFRILZE
$A. name /5 spec.providerCredentials.valueFromSecret.name [ICEz,

* spec.providerType: (%) WERMEEMHHAZ; 5190, NetApp ONTAP S3. BF S3
. Google Cloud ¢ Microsoft Azure, RJRERIE:

= aws
= azure

" gcp

= generic-s3

= ontap-s3

= storagegrid-s3

C. fEAIEMAIEIEZE trident-protect-appvault-primary-source.yaml' X4 /5, MF CR:

kubectl apply -f trident-protect-appvault-primary-source.yaml -n
trident-protect

£/ CLI 83 AppVault
a. Bl AppVault, RIFEHIESSIRESHIE:

tridentctl-protect create vault Azure <vault-name> --account
<account-name> --bucket <bucket-name> --secret <secret-name> -n
trident-protect

2. TREE L, SIERNAER CR



3.

£ CR S RN BIEF
a. SIEBEENRKE (CR) XHHIEHESGE (B0, trident-protect-app-source.yaml) o
b. EEELLTE4:

* metadata.name: (NFHE) WAEFBENRENRZR, 18 MEEEFENBIR, RAEHIXARR
EHEM CR X435 ALLE,

* spec.includedNamespaces: (I4E) HEE Iﬂ*ﬂ*ﬁ?@h%ﬁ’]*ﬂﬂo FHEMmBTERTR, H
AERERRE ) s R TEESEE, LISE LA H NGRS EPEFEENRR. NBAEFSD
BT BRI SRR —EB 5

YAML =51

apiVersion: protect.trident.netapp.io/vl
kind: Application
metadata:

name: my-app-name

namespace: my-app-namespace
spec:

includedNamespaces:

- namespace: my-app-namespace
labelSelector: {}

C. {FFIEMREIET trident-protect-app-source.yaml X5, W CR:

kubectl apply -f trident-protect-app-source.yaml -n my-app-

namespace

fEM CLI QIBIRN A2
a. SR AR, flg0:

tridentctl-protect create app <my-app-name> --namespaces
<namespaces-to-be-included> -n <my-app-namespace>

(An%k) 7ER&ER L, ERNAREFIRIR, HRBAEERER LN ARREFIEN, RIS E,
MFESFTF T —MTRIRIET, UERSRIORE, BZORIRFIRIE, BSH "QIEKRFIRE"

4. fERBIEL, SIBRERIITRI CR:
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BT TEHRMERNRERIN, BIR— I RBNERRIENEER, REIANT7 X, D4R
% ONTAP B &EZ BIRVHFEIRIR, XAHRIRBERZAIA 7 X, ErILRERAFERBENX
REHA.

NREEHERTE, REAUERAXERRERES 7 R#TRAERE XMGEERRAIEE
R B, BARFEE DRRBUSKAIMEIENR, MASERIEHE.

MR AEFNREH R ERERFNREER, WAFEEMITR.
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54

fiEF CR RIZEHit%!
a. RN AREFIREH TR

I QIEBENXZER (CR) XHHIEHESHR (fl¥0, trident-protect-schedule.yaml) o
i. Ao LI TFEM:
* metadata.name: (Required) 1tXIBENXEIRHIZFR,

* spec.appVaultRef: (&) IEXNSIRNAIZERFH AppVault B metadata.name FE&
LA,

* spec.applicationRef: (&) IEXNNSIENAIERF CR B metadata.name FE&ILHC,
* spec.backupRetention: (Required) ItFERANEFEL, HIEEIKERN 0o

* spec.enabled: WIIREN trueo

* spec.granularity: #AUZE N Customs

* spec.recurrenceRule: L\ UTC BY|8)E X FFi8 HEBFI E & 5]FR.

* spec.snapshotRetention: HIIEE N 2,

5 YAML:

apiVersion: protect.trident.netapp.io/vl
kind: Schedule
metadata:
name: appmirror-schedule
namespace: my-app-namespace
spec:
appVaultRef: my-appvault-name
applicationRef: my-app-name
backupRetention: "0O"
enabled: true
granularity: Custom
recurrenceRule: |-
DTSTART:20220101T000200%
RRULE : FREQ=MINUTELY; INTERVAL=5
snapshotRetention: "2"

i. {EFAERAYEIET trident-protect-schedule.yaml'X{£f5, A CR:

kubectl apply -f trident-protect-schedule.yaml -n my-app-
namespace

fEF CLI SIS H X!



a. ISR, AEHRNESBERESHRE:

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule <rule> --snapshot-retention
<snapshot retention count> -n <my app namespace>

i

tridentctl-protect create schedule --name appmirror-schedule
-—app <my app name> --appvault <my app vault> --granularity
Custom --recurrence-rule "DTSTART:20220101T000200Z

\nRRULE : FREQ=MINUTELY; INTERVAL=5" --snapshot-retention 2 -n
<my app_namespace>

5. EBiTEEE L, SIBSEREE N AR AppVault CR tBFEIRYER FBFER AppVault CR, FHISE&GR (50

» trident-protect-appvault-primary- destlnatlon.yaml) o

6. W F CR:

kubectl apply -f trident-protect-appvault-primary-destination.yaml -n
trident-protect

7. T B BN AERF A BAT AppVault CR. RIBERITZHEIR MR, 18eK "AppVault BE X &R
FRBYRGI LSRN SRR IR -

a. BIEEENZR (CR) XHHEEME (fl30, trident-protect-appvault-secondary-

destination.yaml) o

b. EEBELUTEM:

* metadata.name: (Required) AppVault BEX X FEHE IR, 18 FEEZFENRT, ERAEFIXARS
HIELM CR X 45| A LA,

* spec.providerConfig: (W5F) EEERIEEIRMIZFH0] AppVault FRFENEE. NEIREE
FFi%#E bucketName FMEREMMBERNFAES, B TE %TXEI’JE, RANEFIXFRFATE E’Jﬁﬂiﬂ CR
XS5 BXEE, BXEMRHIZFER AppVault CR R, EE "AppVault HENXEIR"

* spec.providerCredentials: (Required) TZEf&ERIEEIRMIZRF 1510 AppVault PR HERIEIRR
E1):: R

* spec.providerCredentials.valueFromSecret: (Required) &~ B EMN K BN
* key: (Required) EMHIEEH secret BIB R keyo
* name: (Required) B1&ItFERENZERNEZI. BRUTFRE—GmE=TEF,

* spec.providerCredentials.secretAccessKey: (WFE) ATFiHERHIEFHARZEH. name
[75 spec.providerCredentials.valueFromSecret.name ILf¢,
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* spec.providerType: (WFE) HWERMERMHHIAS; 5180, NetApp ONTAP S3. &M S3
. Google Cloud f Microsoft Azure, BJRERI{E:

aws
azure

gcp
generic-s3
ontap-s3

storagegrid-s3

C. {FFIEHREIET trident-protect-appvault-secondary-destination.yaml X5, WF CR:

kubectl apply -f trident-protect-appvault-secondary-destination.yaml

-n trident-protect

8. EEfFEEE L, ©IZ AppMirrorRelationship CR X4

56
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fEF CR BY, B1ERMF CR ZEIF oIt ZBirtn & =iEl, Trident Protect {R1EEA CLI BYEEH
IR =iE).



£/ CR £l AppMirrorRelationship
a. BIEEENZR (CR) XMHEHEHME (90, trident-protect-relationship.yaml) o
b. FEEUTEM:

* metadata.name: (:4ZE) AppMirrorRelationship B E X & RHIE FF.

* spec.destinationAppVaultRef: (Required) tL{EXINS BirsEf £ BirNFHFZFHY AppVault
A FRITEL,

* spec.namespaceMapping: (&) BFRHRTEMNNSHENNBERF CR HE XKL
RiEFmE =B,

* spec.sourceAppVaultRef: (Required) tb{EX IS REN BIERFEY AppVault B FRILAD,
* spec.sourceApplicationName: (#F) IEXNSEEFENEEZRF CR FEXIFENAE

Fr Ry & ¥RILAL,
* spec.sourceApplicationUID: (X5F) LWEMKNSEEERNBIERF CR FENXENBEZRF
B9 UID PTEL,

* spec.storageClassName: (B]i%) EFRER FARFHEENB, FHEELNFEZDS5IRIF
ﬁﬂﬂ‘%ﬁ’\] ONTAP BRI NRKIBMEEMESE, NBANER T EFEREE LNEIAFE

Ko

* spec.recurrenceRule: LA UTC BEE X FF4 BERFIE S [EFR.

w5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: AppMirrorRelationship
metadata:
name: amr-16061e80-1b05-4e80-9d26-d326dc1953d8
namespace: my-app-namespace
spec:
desiredState: Established
destinationAppVaultRef: generic-s3-trident-protect-dst-bucket-
8fe0b902-£369-4317-93d1-ad7f2edc02b5
namespaceMapping:
- destination: my-app-namespace
source: my-app-namespace
recurrenceRule: |-
DTSTART:20220101T000200%Z
RRULE : FREQ=MINUTELY; INTERVAL=5
sourceAppVaultRef: generic-s3-trident-protect-src-bucket-
b643cc50-0429-4ad5-971f-ac4a83621922
sourceApplicationName: my-app-name
sourceApplicationUID: 7498d32c-328e-4ddd-9029-122540866aeb
storageClassName: sc-vsim-2
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C. fEAIEMRIEIESE trident-protect-relationship.yaml' XX f&, MF CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-

namespace

£/ CLI 83 AppMirrorRelationship
a. BIFEH A AppMirrorRelationship W&, FAIFEFRERBRIESHE:

tridentctl-protect create appmirrorrelationship

<name_ of appmirorrelationship> --destination-app-vault

<my vault name> --source-app-vault <my vault name> --recurrence
-rule <rule> --namespace-mapping <ns mapping> --source-app-id
<source app UID> --source-app <my source app name> --storage
-class <storage class name> -n <application namespace>

w5

tridentctl-protect create appmirrorrelationship my-amr
—-—-destination-app-vault appvault2 --source-app-vault appvaultl
-—recurrence-rule
"DTSTART:20220101T000200Z\nRRULE : FREQ=MINUTELY; INTERVAL=5"
-—source-app my-app —--namespace-mapping "my-source-nsl:my-dest-
nsl,my-source-ns2:my-dest-ns2" --source-app-id 373f24cl-5769-
404c-93c3-5538af6bccec36 —--storage-class my-storage-class -n my-
dest-nsl

9. (Fnf) EEMEHL, RESHXRIPKSHIRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

Lt eSS

fi£F3 Trident Protect, ERILUGERIBN BRZFHIERZEEnES. KIRRFLEERXER, HENAREFER
FREEEE EBX#o Trident Protect A= {FILIRER RN ARRRF (MREIBTER) o

p

1. EBirEfE L, 4wiE AppMirrorRelationship CR X (f5l301, trident-protect-relationship.yaml
) H¥& spec.desiredState BYEE X Promoteds

2. {R7% CR Xf4,
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3. fFH CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

4. (Fik) QISR N BREFFIREAERP T,
S (FAIiE) MEBEERIXARIPRE:

kubectl get amr -n my-app-namespace <relationship name> -o=jsonpath
='{.status}' | Jjg

EMRPHERBERIXR

EMRTRESEMBIUEFXR, ITEMRTIEFRE, RIGRNBREFERNEESITHNARER, MBI
S8 L IETEIETTHIN B2 PR BV E A E R ER ISR EFo

39 AR B RR Y 5 2 A8 L EATSEBY ERORAR,
()  memasBmas BN RRFNT RS E L.

p
18Nk FERER L, CIERNAREFIIRE, XOHERBRREFIRTEN.

2. ¥BirE % L, YRiE AppMirrorRelationship CR X4 (%, trident-protect-relationship.yaml
) 3% spec.desiredState FIEE NN Establishedo

3. {R7F CR X4,
4. [ZA CR:

kubectl apply -f trident-protect-relationship.yaml -n my-app-namespace

o WNREBIRER L T EARIPHIIRFRIFKERBNAER, BEERR. EARREITUHSSEE
TREZK Mo

RAEFHED HERBHERXR

SERMEMRZBERBERXAN, BMNARFRRNRNEER, MRNAREFEMRNBET. ERfER
B HAIE) X B AR A2 P By B SO 4 R & o

TR

1. 7RI BinERE L, MIBR AppMirrorRelationship CR, X&SH BT NER. MR BIFER EIXE TR
PR, BB ERIER.

2. BINASVATIREXRAN CR XHEIERNEFRIGESFHIXAR,
3. IR (RIGRER) EETM AppVault CR.
4. EHERNER LIRESFIXER, REHRRSRNE.
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AR 2R EH 75

HERAERGEES, Trident Protect RN ABi2FBEEI Br MG, FRARERIOIRIGFFMES
Iifo Trident Protect RFIERN ARFHREHRIEERZEI B, AGBHETIREIBIRNARER.

EXMIERT, SRR BT,

g
1. ERER L, SIBRXARRE:
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f#F3 CR g XHIREE
a. Z2REN BAERFRRIPEREEIT R
b. 8 ShutdownSnapshot CR X4 :
i QIEEBENXER (CR) XHHiEHESGR (0, trident-protect-

shutdownsnapshot.yaml) o
i. EEEUTREM:
* metadata.name: (Required) BEXZRIRHIZR,
* spec.AppVaultRef: (Required) tL{EX NS IERN FFZFHY AppVault BY metadata.name

ERULHL,

* spec.ApplicationRef: (W45F) ILEXNSIENEZRF CR X4 metadata.name FE&
Ui
5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: ShutdownSnapshot
metadata:

name: replication-shutdown-snapshot-afc4c564-e700-4b72-86c3-
c08ab5dbe844e

namespace: my-app-namespace
spec:

appVaultRef: generic-s3-trident-protect-src-bucket-04b6bdec-
46a3-420a-b351-45795e1bbe34

applicationRef: my-app-name

C. {EFIEMREIET trident-protect-shutdownsnapshot.yaml X {45, A CR:

kubectl apply -f trident-protect-shutdownsnapshot.yaml -n my-app-
namespace

M CLI B X HRER
a. SRR, BAMRPESBRIESHIE, Hl:

tridentctl-protect create shutdownsnapshot <my shutdown snapshot>
-—appvault <my vault> --app <app to snapshot> -n
<application namespace>



2. 7ERERE L, XAIRIBTEME, REKARBEVRES

kubectl get shutdownsnapshot -n my-app-namespace

<shutdown snapshot name> -o yaml

3. ER&ER L, FRALTAHSEH shutdownsnapshot.status.appArchivePath F{E, HiIZRXHRIZNR
E—E85 (LIRAEER, XRERE—RIIZENFRERNS)

k get shutdownsnapshot -n my-app-namespace <shutdown snapshot name> -o

jsonpath="'{.status.appArchivePath}"'

4. ITMIT BIREEF RIFTREE B VMR LIIR, H# 1T AT B

@ EHEEZIENSE 2 T, & spec.promotedSnapshot FEREEE
AppMirrorRelationship CR Xf4H, HREMBEIKENEE LRE 3 FPHIZRIEES,

o JIT [REEMED HELZHNEFXR] FHRAEZHMRAT TR,
6. IEFTRER LR ARIPITL.

©ZR

MATFREER, REUTEE:

* NVATER AR Kubernetes &R JRIRIE—MREE,

* @I BRI FATEF R Kubernetes R (O PVC #1 PV R BEIGI) , alLUAHM{E L RIETREN AIEFHN
Pod,.

* X Pod &, BRIBHESINBENRE,
* SnapMirror X R B, FETEESFTIE,
* FRREFENBREFXAGEFINEHE, MXFARBHIRRENBIEFD Kubernetes iR,
* REAEFHEIESH,
BN BREFRHERIYERIGTRE S

fiEF3 Trident Protect, RILUER U MEFFFIERERBIRESELI T, FRHTIERIET, N TERRSA
EH7M, Trident Protect RTERZERI AEZAPFEANAREFENRES (EEFREY) ORIGRENERER.

ESTEM B EIELRE B BARRI X RFTE, SRIATIER:

* MEPERZINSTH IR,
* RAEHESEFIX R,

(D EnEESNERRSRE, FOSsEF RS IRNE N ETER IR,

* REERIGR.
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p

1. 1T [RAEMRAS R EEBHNERXR] TR,

2. 17 [RANAEFES ] B,
MIFRE HlX &
TR BB MIBR ERIX R HERFNAEFEFXARN, SFERMIZNNARER, ENZEREXR.

P
1. EHeTEREE L, MR AppMirrorRelationship CR:

kubectl delete -f trident-protect-relationship.yaml -n my-app-namespace

{# /A Trident Protect ‘T2 FRIERE
eI OB I E KR HUBRTEEE 2 BB N AR F TR R R RN EFEES,

@ IBNAERE, ANARFEENRENITENS BN AREF—EE%. NREFEERER
1TEH, SRENEREEN—EDBETT.

HNFERIR(E

BAUTHRERHRITEDNEFREE, AIUBSRITHRENEHNERES.

wfERIE—5&E
BERNAERREIIR—EE, ReIZRRHE 0 HRHRERERIRE—5E,
p
1. BITUTREZ—:
a. "gIEERER".
b. "Bl &R".
2. ZE—E&HL, RIBGCUENZRBEZEN, PITUTEREZ—:
a. "MIRERERESE".
b. " MEEREIE".

ePREIR AR S

EERBNBEFRREIEMEE (RITEMERE) , BERHELNERD, REEEMERIEMEIE, A
RETEBIRER L& % Trident Protect,

() EAILUER "SnapMirror E" ERFIBE 2 A I PR
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TR

1. "Bl G

2. WIREEBER LB T 880NN REFMERD AppVault CRo
3. EEMRER L, "MEMIEREIE"S

BNAREFM—TEHEEREIBEIS— T EHER
ERILUET B EDEREIBERFESR, BNAREFM—IFHEETIB R EEFESS.

F1an (MZER CR HRHEBRHE)

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: "${snapshotRestoreCRName}"
spec:
appArchivePath: "${snapshotArchivePath}"
appVaultRef: "$S{appVaultCRName}"
namespaceMapping:
- destination: "${destinationNamespace}"
source: "S${sourceNamespace}"
storageClassMapping:
- destination: "S${destinationStorageClass}"
source: "S${sourceStorageClass}"
resourceFilter:
resourceMatchers:
kind: Secret
version: vl

resourceSelectionCriteria: exclude
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£/ CR X R IR
B
1. SIEBEENXZKIR (CR) XMHHEEMB AN trident-protect-snapshot-restore-cr.yamlo
2. ERIEMIXMEH, EEEUTREM:
° metadata.name: (Required) ILtBENZRNBIR, AEHNIFEEEFE—E—HSENRETR,
° spec.appArchivePath: AppVault FEERBRBIIERR. o] LUERU T inSERLEE:

kubectl get snapshots <my-snapshot-name> -n trident-protect -o
jsonpath="'{.status.appArchivePath}"'

° spec.appVaultRef: (%) FEREBAZR AppVault BIZ R,
° spec.namespaceMapping: FRIZ(ERRHE TEE Bird ZTEINME . FERFERNEEE

i my-source-namespace ' #M ‘my-destination-namespaceo

apiVersion: protect.trident.netapp.io/vl
kind: SnapshotRestore
metadata:
name: my-cr-name
namespace: trident-protect
spec:
appArchivePath: my-snapshot-path
appVaultRef: appvault-name
namespaceMapping: [{"source": "my-source-namespace",
"destination": "my-destination-namespace"}]

3. i, MIRAFEAREXRRNUAEFNELRR, BRI ESHRMMIE R ERER R IRIYHE:

° resourceFilter.resourceSelectionCriteria: (/fHEM®E) £ include or exclude FXEIE
S HEFRTE resourceMatchers FREX BIE R, FHINLLT resourceMatchers 23UAE X B EIESHIR
Z IR

* resourceFilter.resourceMatchers: resourceMatcher X &R ¥ 4H, MRELEAFENX ZMTT
£, WEelTE1ER OR ZBIE#ITILES, HES N TR (H. M3 hrds) ANFENS1ESN AND
1BIEFITIUAD,

* resourceMatchers[].group: (Optional) EiFiERNZRIRAE,
* resourceMatchers[].kind: (Optional) EifxAYEIRRILE
* resourceMatchers[].version: (Optional) BEiFiENEIRIVARZAS,

* resourceMatchers[].names: (&) EFERIZEIRRY Kubernetes metadata.name FEE
L DE= i

* resourceMatchers[].namespaces: (Optional) Ei3 E8I%ERAY Kubernetes
metadata.name FEZH YA R T80
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* resourceMatchers[].labelSelectors: (Optional) =587 Kubernetes metadata.name FE&

FRRVIR IR F RIS, W "Kubernetes SXA4" RFRE X, 140:

"trident.netapp.io/os=1inux",

40

spec:
resourceFilter:
resourceSelectionCriteria: "include"
resourceMatchers:
- group: my-resource-group-1
kind: my-resource-kind-1
version: my-resource-version-1
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]
labelSelectors: ["trident.netapp.io/os=1linux"]
- group: my-resource-group-2
kind: my-resource-kind-2
version: my-resource-version-2
names: ["my-resource-names"]
namespaces: ["my-resource-namespaces"]

labelSelectors: ["trident.netapp.io/os=linux"]

4. {FRAIFMAEIES  trident-protect-snapshot-restore-cr.yaml X5, N CR:

kubectl apply -f trident-protect-snapshot-restore-cr.yaml

M CLIERIRER
gl
1. BRBRERIH MG Z=E, BFEPHNESBIRIESPHE,
° snapshot BEEAIEN <namespace>/<name> BJdn % T EIFIIRBEZ R,

° namespace-mapping S EHE S 2RIV R TEIRFRGR 2 =8 BRET EIMR T
sourcel:destl, source2:dest?2 B IEH B irdn & =iE).

f5an:

tridentctl-protect create snapshotrestore <my restore name>
--snapshot <namespace/snapshot to restore> --namespace-mapping
<source to destination namespace mapping>
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&1¥ Trident Protect 1 1T1EH

WITEEE—MBEENXEE, ERLUGHEENSHENARSIERIFE(E—IEIETT. f
o, MREELEENARER, WalERPITESTERBZEFEMEHRIEESS, H
FRIETEAEREESS. XrIHRNARER—EIERE,

HATHEETIRYRE
Trident Protect &3 FREMIMITIE, BEBUAT BRI G TARE:

* [REERD
* RERE
* &IDE
* &inla
* mER
* WEREE

WATIRR

BITERFIMRIER, RITHEASHRUTIRFLZE:

1. EEMERN BT RERRITHFEREELNAR LIET,. EUURBEEEIBRMETEEHENBENIZ
ERIEF, (BIREZRIXLEHFIRTIRFER R R E.,

2. NRER, XHRFARFL, "F4 7 EANAER Trident Protect BLE X RGRE".

3. ITHURRIPIRIE,

4. BRENXHRAERER WER) .

5. HAERM B EXIREERITERHEEYMAESR LiE1T. ErMRIEEEEMETRATGEESHNEE XIE
TEEHEH, BIREEXEEHNRITIRNGENMRIEE RIS,

MRBNBHEFELERNZMITIES (190, pre-snapshot) , MTEHRIEXLEEHMRITIIFE, B, FRERER
M FRIRITIRFE R B RIEN. Bld0, UTEAEBMEREXEH FHEENRITINE:

1. BERITIRERRTES

2. BHITIRIRS 1S

3. BIITENRIES

4. ERITERNEEN

()  sENIREFERALEATETRERIE snapshot BB,

LR ERPITENEAZ ], MEANEHATTIIR, ERILIER kubectl exec' B8R
@ ENILEA, EEFHRRERRTENRRE, MXEMNREBMED UBERENZ2—BN. ~
Ite, AILUSN AR a2 =E, RRREHEDR, ARNKNA,
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@ WNRIREBATHITIEARM. BLASMIPR Kubernetes &R, XLEBXREESEIREBREZMD URE
RIREEFERIER,

X TBEEXPITEHRNEENA
AR AT, BEERUTHS,

* PUTHERSIUE A ASRINITIRME. TS HMITERI LS| BRI,

* Trident Protect Z2RKN1THEFAE ARV LART AT shell AR RS

* B A/NRHEIS 96KB.

* Trident Protect EFEHITIEIEEFEA LA ERHEMLEBERATREB. FHHEFIRIE,
BHTFRITEERER RO TEEAENPMEI TN ARERNIIEE, FNiaL =it A RE

@ BB EXITEBRNEITIE, MRERXBKNHITIER SIS M EIRBIRNE, BREIUEZ

21E, NMINRFHPIRBIRIEEBEFS, WNAFEITER. XEKRESMERITIESSERN
BIEREERERDETH.
WITIE TRk Es
AN AR RN ERI TSN, afUERITERRNTG LSS, USBEWELRENESS, HiEssxF7ER
ERRLERERRSMENNBREFIFEER, Brgals  MERTARMNERN (B3 Elasticsearch
) o TSR A EERITHEREREEER—EMBEHERNASR LETHTR. NRABRMITIEHCIESZ NG
2%, Bi1E5:21E AND ZEFAES. 8 ITIEERZAUE 10 MNMERDTHiES.
AINFRITESNES N ImESESER ENRAN KR ERFHNES. HEHS5RRNLEN, EW8TEZzasLE
BITHXERMZ, FHizssIENRIANFEHRIENREAR 2 (RE2) &%, ZIBEARAZIFCEMITE T RDHGRE

#3RVTHIERS. B X Trident Protect TEHITH#THIAI P ZIFIENFRARNINIBZNGE S, 1SR "ENFREAL 2
(RE2) iBEZHF"S

@ NR K en 2 == iB) Tadeas AN EUFE IR IR B e P IR (R RIETTRIITIE A, H BIRRE R BT
AR R=EF, M6nR=iEjhikad XM AT Birin R =6,

WITHE SR

1518] "NetApp Verda GitHub I E "X FERITR A 2R (W Apache Cassandra #ll Elasticsearch) BYSEPRHTT
HH, X UEEROHIRESHERCHEE X TIEBNEL,

BIEAITHE

@A) LAEA Trident Protect AN AREFEIZBEXMITHEY. EFEWEMEE. SERNMGANIRA sELIEH
1THE.
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fEFA CR
B
1. BIEEBENXZER (CR) XMHHEHESH RN trident-protect-hook. yamlo

2. EEBE L T REMLUCEER Trident Protect IFIBMERECE :

° metadata.name: (Required) IttBENZRNBIR, AEHNIFEEEFE—E—HSENETR,
° spec.applicationRef: (Required) EAHEIZITHITIEIHIRN FTZFH Kubernetes &5,
° spec.stage: (Required) 1&TRHMITIEHNEIRIERBEITHAMENFRTH. FIaERE:

" ZH

ozl
° spec.action: (Required) ETRHITIEEERENPLARENFR SR, RIEENERRITERS

TSEREBILAC, AIRERY(E:

= Snapshot

)

- PR
° spec.enabled: (Optional) (ETmEERAEERRALILNITE. WRKIEE, MBINMEA true,
> spec.hookSource: (Required) 815 base64 YLV FHIZASHIF RTS8,

° spec.timeout: (Optional) —MNEF, EXARIFRITERZITHNE, UDthNE(. &IMEN
1938, WMRKERE, BIAMERN 25 D

° spec.arguments: (Optional) B AMITIEHIEENSHE YAML 51K,
° spec.matchingCriteria: (Ai%&) FHRBEXHELESIR, SRAK— I MHRITESDIESE. 810
WATHESRRZ AR 10 MHikss.
° spec.matchingCriteria.type: (Optional) MR TIEH 2SR BN F IR, TIRERIE:
= Containerlmage
= ContainerName
= PodName
= PodLabel

= NamespaceName

° spec.matchingCriteria.value: (Optional) R ITIEE T SR EMNF R B IENRIXN.

w5 YAML



apiVersion: protect.trident.netapp.io/vl
kind: ExecHook
metadata:
name: example-hook-cr
namespace: my-app-namespace
annotations:
astra.netapp.io/astra-control-hook-source-id:
/account/test/hookSource/id
spec:
applicationRef: my-app-name
stage: Pre
action: Snapshot
enabled: true
hookSource: IyEvYmluL2Jhc2gKZWNobyAiZXhhbXBsZSBzY3JpcHQiCg==
timeout: 10
arguments:
- FirstExampleArg
— SecondExampleArg
matchingCriteria:
- type: containerName
value: mysqgl
- type: containerImage
value: bitnami/mysqgl
- type: podName
value: mysqgl
- type: namespaceName
value: mysqgl-a
- type: podLabel
value: app.kubernetes.io/component=primary
- type: podLabel
value: helm.sh/chart=mysqgl-10.1.0
- type: podLabel
value: deployment-type=production

3. {EFEMARIEIAT CR X% fE, KA CR:

kubectl apply -f trident-protect-hook.yaml

M CLI
I
1. SEHITIEY, AVERNEESIRESHIE, Fla:



tridentctl-protect create exechook <my exec hook name> --action
<action type> --app <app to use hook> --stage <pre or post stage>
--source-file <script-file> -n <application namespace>

FEOBTTHITHES

TR TN B F ez TiITHES, BrIUELISERFHENETER. CEEREFEE. EERN
BY IR BEF BN THITHE

FHBTHITERSERMERTE:

1. gIBFR&ED, WEXRACBRRRNED, BEEERBERRET
2. S EBITRITED
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TR QIRFREN
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fMA CR
B
1. BIEEBENZER (CR) XMHHEHEGM RN trident-protect-resource-backup. yamlo

2. LB LT LUALEZER Trident Protect MBI EEFACE :

° ?Tetadata.name: (Required) IttBEXZFNRIR, NEHNIMREZFE—E—HEENZ

° spec.applicationRef: (/) BENHLIBREFEHHINAIERFH Kubernetes & #F.
° spec.appVaultRef: (%) FHEFHRER AppVault B9ZFF,
° spec.appArchivePath: AppVault PFEFHABIRKR. Tl LUERA U T irSEIXILKRE

kubectl get backups <BACKUP NAME> -n my-app-namespace -o0
jsonpath="'{.status.appArchivePath}"'

w5 YAML :

apiVersion: protect.trident.netapp.io/vl
kind: ResourceBackup
metadata:
name: example-resource-backup
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup

3. EFIEMAIEIET CR X5, M CR:

kubectl apply -f trident-protect-resource-backup.yaml

M CLI
BB
1. pliEEH, BFERNEEERESHIE, flu:

tridentctl protect create resourcebackup <my backup name> --app
<my app name> --appvault <my appvault name> -n
<my app namespace> --app-archive-path <app archive path>

2. BEEDIRS. BRIUESERLRGIRS, BEHRIFTHK:
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74

tridentctl protect get resourcebackup -n <my app namespace>

<my backup name>

3. W& EEL:

kubectl describe resourcebackup <my backup name>



TR 2: BITHITHED
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f£M CR
FTE
1. SIEBEENZKR (CR) XMHEHEEMB A trident-protect-hook-run. yamlo
2. BB LI TREMUCEER Trident Protect IMBEMNERALE |
° metadata.name: (Required) ItEENXZREFNEZIR, NENFREEZE— I H—BSENS
o

° spec.applicationRef: (Required) HRILESEES R 1 BEIER ResourceBackup CR H1HY
R 2R & FRAE AL,

° spec.appVaultRef: (%) ARILESEES 1 P EIEMN ResourceBackup CR HHY
appVaultRef tHILAD,

° spec.appArchivePath: H{RIZESEESE 1 L& ResourceBackup CR H#Y
appArchivePath fHITAL,

kubectl get backups <BACKUP NAME> -n my-app-hamespace -o
Jjsonpath="'{.status.appArchivePath}'

° spec.action: (Required) 1ERHITHIRREVPLIRERFAT R, RigIEENEARITE
TSR ERILEC, PIAERYIE:

= Snapshot
- &
- WPERETS

° spec.stage: (Required) 15T NIERIEREEITTH MMENFRE, HEHIET
FREAREMMENEITENH, TRERE:

* ZHl
i

5 YAML :



apiVersion: protect.trident.netapp.io/vl
kind: ExecHooksRun
metadata:
name: example-hook-run
spec:
applicationRef: my-app-name
appVaultRef: my-appvault-name
appArchivePath: example-resource-backup
stage: Post
action: Failover

3. EAIEMREIET CR X4fE, KA CR:

kubectl apply -f trident-protect-hook-run.yaml

A CLI
HIE
1. BIEFoITHESIEITIEK:

tridentctl protect create exechooksrun <my exec hook run name>
-n <my app_ namespace> --action snapshot --stage <pre or post>
-—app <my app name> --appvault <my appvault name> --path

<my backup name>

2. WEPITEBSITIRS. BAIUESETIGS, BINRIETM:

tridentctl protect get exechooksrun -n <my app namespace>
<my exec hook run name>

3. iR exechooksrun MR UEERZIFMEEFRE:

kubectl -n <my app namespace> describe exechooksrun

<my exec_hook run name>
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