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Trident BEIM /SRR S EFMERE X WERBILENFiE L. TRNFAAEHNEERRRE SR,

* "E2& Azure NetApp Files [Fim"

* "B2& Google Cloud NetApp Volumes [5if"

* "B2E NetApp HCI 5 SolidFire [5i#"

* "{§F ONTAP g} Cloud Volumes ONTAP NAS IRshiZFAc &[5 iR"
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* "¥& Trident 5 Amazon FSx for NetApp ONTAP Z5&f5/"

Azure NetApp Files

Ao & Azure NetApp Files [Fim

fEEF3 Azure NetApp Files £/ Trident B9/gi%. LbfEiHsZ3F NFS #1 SMB %, Trident 2§35
Azure Kubernetes Service (AKS) 8T E S MM TIERAH S %,

S50 Azure =IFE
Trident 23521 Azure =IFIZEHHY Azure NetApp Files [Sifio
I Azure =EIE:

* Azure AR

* Azure Government (Azure Government/ MAG)

EZBZE Trident SAZE Azure NetApp Files [5imBY, i5#fR Azure Resource Manager #1513 0IFALE RS Azure
=IFEILED,

#E& Azure NetApp Files IRTHIZF X%
Trident 327 LLF Azure NetApp Files ZEIXEHTERF-

SEHIGRIER E3E ReadWriteOnce (RWO). ReadOnlyMany (ROX). ReadWriteMany (RWX) 1
ReadWriteOncePod (RWOP),



Kzhiz X volumeMod 37#5:a9if5 AR SERIX RS

e

azure-netapp-files NFS SMB Filesystem RWO. ROX. RWX. RW nfs, smb
OoP

BEELEEM

* Azure NetApp Files AZH#\F 50 GiB 9%, HiEKRB/WEE, Trident 28 50-GiB &o
* Trident X248 SMB H#EHEITE Windows T35 EIE1THY Pod,

* 3EFF Ik Azure =HHI Azure NetApp Files E3B HEE4FE T =H Azure Resource Manager 1 &4 10 IEiR =0
ffafR Trident FEfIGIHECE FHESEM Azure ZIFIERIH A

3t AKS fEFRHEEIRIR

Trident 3243 "FLETRIR" AKS S8,

WRFEA tridentctl KA EIE Azure NetApp Files 5, BEHIFNERM Azure ZIFBEEEE.,
BEARESD, ¥IAEF:

* M AKS ZBE R Kubernetes 58
* £ AKS Kubernetes &85 FEIEHIEE S )

* Trident L%, cloudProvider BN "Azure"
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Trident i21ER

W18 tridentorchestrator cr.yaml #I®E cloudProvider & "Azure",

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:

name: trident
spec:

debug: true

namespace: trident

imagePullPolicy: IfNotPresent

cloudProvider: "Azure"
Helm
PITFRGIZRE Trident FEBIIFIEL E cloudProvider "#{TIRE
helm install trident trident-operator-100.2602.0.tgz --create-namespace

-—-namespace <trident-namespace> --set cloudProvider=S$CP

<code>tridentcti</code>

MU T RGIZE Trident 73 cloud-provider IR&EIREN Azure:

tridentctl install --cloud-provider="Azure" -n trident

£/ AKS B T{EfAZATIR

TEAEATIRSE Kubernetes Pod BEIS @I 1F N TR HARIREHITH ISR IR Azure FHiRo
WMREEA tridentctl KA EIE Azure NetApp Files f5if, BHIRAEMRI Azure ZFBEEE.
SEATERENR, 4HER:

* {5/ AKS ZBERM Kubernetes 8%
* 7£ AKS Kubernetes S8 FEC B/ T {EHA EHARIRH oidc-issuer
* BRE Trident, HEA cloudProvider I®EBRN “"Azure",  cloudldentity i@EBEATIEHEHERE



Trident i21ER

YW1 tridentorchestrator cr.yaml HiI&E cloudProvider / "Azure", &E cloudIdentity
%Jazure.workload.identity/client—id: :$:0:9:0:0:0:0.-EP 5.0 9:CD 9:0:0: 5D 0:9:9.559:0:9:9:0:9:9.0:0:9-

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXXXxxx' # Edit

Helm
EAUTIFIBETEIEE cloud-provider (CP) 1 cloud-identity (Cl) FFE&HIE:

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX~XXXX—
XXXXRXXXXXXX"'"

BURRIZREE Trident, H{ER cloudProvider  #ITIRE, £ ~scp, HfEMA cloudidentity ##1T
®E, A scr:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$CI"

<code>tridentctl</code>
EARAUTIFIETEIEE cloud provider 1 cloud identity f7SRIE
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXKX—
XXXXXXXXKXXX"

AT RB%%E Trident 73§ cloud-provider " I8BHN “scP HF “cloud-identity i&EHN “scI:

tridentctl install --cloud-provider=S$CP --cloud-identity="$CI" -n
trident
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* Azure Government (Azure Government / MAG)

TEERIFIRRY, BHAREMRNE Azure ZIFEFEIEE Azure 1TiH. FRIRECEH Azure NetApp Files iR,

NFS #1 SMB HRYFTRS

WREE/XRER Azure NetApp Files EFMIEFR, WEE—LEYIGACE A BEIRE Azure NetApp Files H &l
# NFS %, 15517 "Azure: & & Azure NetApp Files H 83 NFS &"

EREEMERA "Azure NetApp Files'[Fif, BEEUTRS:

* £ AKS &8 FERIEENRRA, subscriptionID. tenantID. clientID.
location f clientSecret &RIEMN,

@ * tenantID. clientID# clientSecret 1 AKS EEf _ EH SRR ERHERN,

* EfS Lk Azure =HBY Azure NetApp Files BBEZZ45E T =B Azure Resource Manager #ll
SRR, R Trident MERIGIREREFERESEN Azure RIS,
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* AEM, EE M "Microsoft: 9 Azure NetApp Files SR =th"
* Z&E44 Azure NetApp Files BYFM, 3ES 0L "Microsoft: EFMZEHE4E Azure NetApp Files"s
* subscriptionID MEREF Azure NetApp Files B Azure 1115

* tenantID. clientID# clientSecret 3B Azure Active Directory 3t Azure NetApp Files fRZE
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"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {

"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1y
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/

write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/
delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTarge
ts/read",
"Microsoft.Network/virtualNetworks/read",

"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat
ions/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat

ions/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistrat



ions/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",

"Microsoft.Features/providers/features/register/action",
"Microsoft.Features/providers/features/unregister/action",

"Microsoft.Features/subscriptionFeatureRegistrations/read"

1,

"notActions": [],
"dataActions": [],

"notDataActions": []

* BEED— location I Azure "ZEkFM", M Trident 22.01 FF44, ‘location B EEiHEEE X ETNER
WWEFER, TEEIHIEENAIE BEBH 2,

* EfFf cloud Identity, EM "FHF DECEVFEENRIR"IREY client ID, FH7E

“azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX-XXXX-XXXXXXXXXXX & E % 1Do

SMB ERVEMtER
202 SMB &, WIAH:!

* Active Directory BEZE H1%#% %! Azure NetApp Files, 15E 0L "Microsoft: /7 Azure NetApp Files BIEFIE

mva]]

12 Active Directory EiZ",

* B Linux 155280 S ZE/D—51T Windows Server 2022 #J Windows worker T1 &2 Kubernetes £
B%, Trident {¥#F¥% SMB H#E# 27 Windows 95 EizfTHY Pod,

* 2/VEE—1E3 Active Directory EIEH Trident Z15, L& Azure NetApp Files FJLA[E Active Directory
HITEPIIE, BEEMZA smbereds:

kubectl create secret generic smbcreds --from-literal username=user

-—-from-literal password='password'

* BEZ& N Windows ARSZHY CSI KB, EEZE csi-proxy, 1BZSH"GitHub: CSI Proxy"8{"GitHub: i&EHF
Windows B CSI XI2" T #i#7E Windows _Ei&fTHY Kubernetes 15 &=,

Azure NetApp Files [FiREC & AR
T f# Azure NetApp Files B9 NFS #1 SMB [Ginft & 1RIMHEE R E =G,
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[EUmEC BT

Trident FRGIHEE (FM. EIME. RSBEFNFNMUE) EBERUETANEIEM EEI3E Azure NetApp
Files &, HFH51EKMIARSKBIFFMITA,

Azure NetApp Files f5ime XA &L,

version

storageDriverName

backendName

subscriptionID

tenantID

clientID

clientSecret

servicelLevel

location

resourceGroups

netappAccounts

capacityPools
virtualNetwork

subnet

networkFeatures

L] L8N
[EiRECE RS B9 1
FEIREhIZF YRR "azure-netapp-files”

FiEfEIREY B E XA TR

KBEEH Azure 1TEB9ITR ID, 7
AKS S8 FEARERNR AT

o

IEhiZF R AR + " + A F AT

HE AKS B EEFRERRRE
ITIREY, RENIAEMRS ID A

o

47E AKS &8 LERAEIRNREA
RIREY, RENAEMEF R ID
A,

47E AKS &8 LERAEIRNREA
RIREY, RENAEMINEFIRE
]I,

Standard. ‘Premium's§ Ultra'z "™ (F&#1)

R EFIEHERN Azure (IERY
RIRTE AKS BH& LB AR EIRR
AJi,

BFmEEAMFRNARATIR )" (TIiIER)
RFmiELIMBIZIRN NetApp HKFA "[]" (FBidigss)

LIES

BT mERMARNETEMTIR "I (Bdigss, BEl)
BEZIRFMBYEIALE AR R

ZHE44 "Microsoft.Netapp/volumes™ ™"
B F M9 FR

&0 VNet Thaese, AJLARE Basic™ ™
of ‘Standard. FHIEFFEMIXER
121 Network Features, BIBEAM
EITRPERE. EXRERILtIhEER
$E7E “networkFeatures' & S MG
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28 WiER BRIA

nfsMountOptions NFS EFHETMEAIES], SMB & "nfsvers=3"
B REE, BEA NFS hads 4.1 #
HE, BEESDRIEREmY
RABEE nfsvers=4"LU%EERE NFS
V41, TEERTEXHIEERERIED
REERIRIEETIRENEHIL

I,

limitVolumeSize MRIFBRPERNSFIE, WEE " ERABRTREBINT)
=N

debugTraceFlags HIEHRNEANERHGS. =™ =T

> \{"api": false,
"method": true,
"discovery": truel}o PRIEIETE
HITHEHBRH R R IF AN B T5
fif, BUREERLIED,

nasType ACE NFS 3¢ SMB 82, #EMA nfs
nfs. ‘smb'Z null, IREA null 2
IAH NFS %,

supportedTopologies Rt FN XIS A AX
&, BXIFMER, BB EH
CSI ¥k

gosType =~ QoS £ BrpgFol,. Ef)]

maxThroughput GERFHNREAETEE (LU MB/FP 4 MiB/sec
?Uiﬁl) o IXZHFFoh QoS BE

o
() BxREmENESES, B28 7 Azre NetApp Files SEERANEL',

E[& Azure =IFIE (26.02)
M 26.02 hRZASFF4A, Trident STIFTEZ D Azure = EFBIEFIEIE Azure NetApp Files [Fifo
SR Azure =EIE:

* Azure ELAR

* Azure Government (Azure Government / MAG)

EBZE Trident 3% 8172 Azure NetApp Files [5ifEY, 1EHfR Azure Resource Manager 1B {RIIFAE RS Azure
SIMBEILED, WMRMEAARIE, tridentctl TEFITHHIIE, HEFHEIEKIK,

FRE R ZE R

NRTELIRE PVC BB RILFIFEM IR, WENNAEMATEERE XEFIRINIRIZIR (FM. EPW
&, BEM) . MRBAFIR, Trident RIEREIBFIHETLINAT Azure HiF, WIERTBIEEFEREINAE,
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‘resourceGroups '+ netappAccounts's ‘capacityPools'. ‘virtualNetwork' I
“subnet”

MERUERERITHTERERIMEE. EAZSHERT, BNERATERERZM, RNERIRA
U5 %1 R1% EIRILEC,

(D 1R vNet i F 5 Azure NetApp Files (ANF) =itk P REINZRRAS, BENGIHRIE
resourceGroups 52T A BN IS E R IR,

‘resourceGroups '~ netappAccounts’ M ‘“capacityPools’
BEERRINARRE RGN FiEEIRE AR IR HESE, PTUERASIEE. T2RENBIT
BB T

ki izt

RiR4A <resource group>

NetApp K~ <resource group>/<netapp account>

A=t <resource group>/<netapp account>/<capacity pool>
FEARI£E <resource group>/<virtual network>

F <resource group>/<virtual network>/<subnet>

SiE

TR LB S fEEC B XX ARV RS 2 FHEE LU FIETRIZHBOAE R E. BXEFEAER, BEN [RHRE

28 iER BRIA

exportRule RS I, "0.0.0.0/0"
exportRule HIELL CIDR &R
SERTH IPv4 HilEER IPv4 FR{E
BASHIESHIRYIR. SMB £

BB,

snapshotDir 07 . snapshot B true, false (EIKE).

size WEHRGAKRN "100G"

unixPermissions WER unix IR (4 i/ \#HIEF " (FiThae, REEITHAFIIANG
) o SMB &4 28., Z58)

AN =
UTRAIERTRBASHEHRBEABRNENESELE, XBEXEHRHNRERTT .
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/&

X ainicE, BEItEiRE, Trident XIECE(IEHZEHELE Azure NetApp Files BIFTE NetApp
P, SEMHMFN, HEEF—NHUHNFNEENHRERHE. BT nasType W&, 'nfs’RRINMEEHA
, [EE A NFS &7 S,

HERINIFFIAHER Azure NetApp Files RIS MINGER, WECEIFHEIER, BEXKF, EFENFRE
BENESRETIINTEE,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus

11
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12

WEIREEEEIE T subscriptionID. tenantID. clientID'# “clientSecret, XLEEFERFE
E BRI ZE %,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource—-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet



BT AKS I =1RIR

LtEEIRECE A BR tenantID. clientID M “clientSecret, XEEFEFERASIRIRNERHEN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

BERENmERIERSAIEE

HEIREL B ERETE Azure Y “eastus I EHHY "Ultra B=tH, Trident Boh R MIZN B EFELA
Azure NetApp Files IFRAEFW, HEEVEEPR— N FNELHEHE

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2



BEF5) QoS BEMBFIHRHG

EIRECEFE AT QoS REMIEERETE Azure eastus &,

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
cloud: anft
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3
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SRECE

tERECEH# - BERETESENFIBENFN, FHERT —EESEENIANE

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi
defaults:

exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100

snapshotDir: "true"

size: 200Gi

unixPermissions: "0777"
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EREEERE NP EX Z N EEN, HEEENIRHTRARSAIINEEH, HEFEE
%Jbernetes AR AXLLFINFMEER, XIFEEH, BB ERTIRIE performance kX 53

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865ee56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1e5713aa
clientSecret: SECRET
location: eastus
resourceGroups:
- application-group-1
networkFeatures: Basic
nfsMountOptions: vers=3,proto=tcp,timeo=600
labels:
cloud: azure
storage:
- labels:
performance: gold
servicelLevel: Ultra
capacityPools:
- application-group-1/netapp-account-1/ultra-1
- application-group-1/netapp-account-1/ultra-2
networkFeatures: Standard
- labels:
performance: silver
servicelLevel: Premium
capacityPools:
- application-group-1/netapp-account-1/premium-1
- labels:
performance: bronze
servicelevel: Standard
capacityPools:
- application-group-1/netapp-account-1/standard-1
- application—-group-1/netapp-account-1/standard-2



XFRINCE

Trident EFRIEXIGMATAX A TEAH AR S, ttEHRECESR supportedTopologies SREBF RENGE
IR I X IR, S E I KIEF XIS EN ST Kubernetes 5855 55 _E AR A X I A0 X 13
B, XEXIFMXIFRR D] UEFFEEDIRENAFETIR. NTESEIHRENXIENXIEFERN
7828, Trident 27 EARKIFMX G FEIiEE, BXIFEMEE, 1ESR EH CSI RN,

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

FEEENX
LR "StorageClass' EX &% 7 _LiRTF i,
{EF parameter.selector FERHITE X R

M parameter.selector, EAILIAE "StorageClass 18 A THEEMN BT, HBFEBMETENX
H975 HEo

17
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver

allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB EHIE Xl

f#F nasType. node-stage-secret-name'# ‘node-stage-secret-namespace, AJLIIETE SMB &
FIRMHFAEER Active Directory &3E,
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apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"

SR TEIERARENIE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

BN ERAFENER

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}
csi.storage.k8s.io/node-stage-secret-namespace: S${pvc.namespace}



@ nasType: smb ¥#F SMB BRIV LSS,
nasType: nfs 3 nasType: null NFS HBIHiESS,

eI EIR
IERREEX G, BITUTE<:

tridentctl create backend -f <backend-file>

WNRFERIEF I Azure =, BEHR tridentctl EACE N{ER Azure FHIREIEEEH Azure TIFEN B I0IEARLE
B MREWANERM, BN EGREEHEEASUBERR:

tridentctl logs

EIRSIH BERBEXHNREE, EaMERIET create B,
Google Cloud NetApp Volumes

AicZE Google Cloud NetApp Volumes

&0 LA Google Cloud NetApp Volumes EE& 79 Trident BY/5im, LA€7 Kubernetes T
ERHELEF .

BER
Trident ¥ F NAS (NFS #1 SMB) I3k (iISCSI) TEf1 Eif Google Cloud NetApp Volumes,

* NAS T{Ef#EH#EH google-cloud-netapp-volumes [Gifk

* 3R (iISCSI) TEHMHER google-cloud-netapp-volumes-san Gl
NAS BIREETXHNEE, HEA NFS 3 SMB thilH1TiRRl, XEERIFE L pod T RHEZIHR,

RERMIRIGIRTEZE, HIFNEZE Kubernetes TIRRY iISCSI K& #HITIHR, HNAREFZFERKIAAN, 1§
ERAXLEE,

XIEA T LU TIFE:

* Trident 26.02 KBS k4
* Google Kubernetes Engine (GKE) 3 Red Hat OpenShift
* Google Cloud NetApp Volumes 7#fi#ith

BECEIR (ISCSI) 77f#, HSMW "IERFAE (ISCSI)
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HERECE
LE{E Kubernetes TERAHBEBEIFA TIEAHE HHITRMIIEM A EAFHSEIERIIR Google

Cloud & &,
7% Google Cloud NetApp Volumes HRfEA=IRR, HAEH:
* M Google Kubernetes Engine (GKE) Z8Z#8Y Kubernetes 2%

* B7% GKE & LEAIFRHEINR, BAT R LBATHRERSS

* A Google Cloud NetApp Volumes Admin ff&(roles/netapp.admin) BJ Google Cloud AR5k F 8i[F]
ZEENAE

* &% Trident BY, mIBERSIREN GCP HEE T =R 1R
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Trident #2{F 5
E(EH Trident #1ER L Trident, 7E4R4E tridentorchestrator cr.yaml:

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
namespace: trident
cloudProvider: "GCP"
cloudIdentity: "iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com"

Helm
fEF Helm &% Trident FRHE B =R EEM SRR

helm install trident trident-operator-100.6.0.tgz \
--set cloudProvider=GCP \
--set cloudIdentity="iam.gke.io/gcp-service-account: cloudvolumes-

admin-sa@mygcpproject.iam.gserviceaccount.com"

tridentctl
BHIEE irtEM = B 0K %L Trident:

tridentctl install \
--cloud-provider=GCP \
--cloud-identity="iam.gke.io/gcp-service-account: cloudvolumes-admin-
sal@mygcpproject.iam.gserviceaccount.com" \
-n trident

fCE NAS 7=fi#

@ 3FF Google Cloud NetApp Volumes UNIFIED 7Zfi#itt, Trident 7TEE1R1ERAIBINZ A UNIFIED %7€
By FNLLIERLN,

r?iiﬁ%ﬂﬂ‘, Trident AILUHESZ M HRENERZ LM (FlW0, EFFHTHERER) , BUIREBSAMAIAASE

BEpiEFFAER

Trident $2f# google-cloud-netapp-volumes WafFERF, FBF M Google Cloud NetApp Volumes BZE NAS
=&,
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Kepizr LA TR RIR T .

* ReadWriteOnce (RWO)

* ReadOnlyMany (ROX)

* ReadWriteMany (RWX)

* ReadWriteOncePod (RWOP)

KEhiERr Y volumeMod 7358917 EET SR H RS
e

google-cloud- NFS SMB Filesystem RWO. ROX. RWX. RW nfs, smb

netapp-volumes OoP

BE2E Trident NAS Sk

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: gcnv-nas

namespace: trident
spec:

version: 1

storageDriverName: google-cloud-netapp-volumes

projectNumber: "<project-number>"

location: "<region>"

sdkTimeout: "600"

storage:

- labels:

cloud: gcp

network: "<vpc-network>"

& NAS &

NAS &{FH "google-cloud-netapp-volumes' [Gim# 1 TIEAD, H23F NFS #1 SMB /1%

StorageClass iEFF NFS &

ERCE NFS &, 1B nasType IREN ‘nfso
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "nfs"

allowVolumeExpansion: true

StorageClass & T SMB &

EffE SMB %, 1B1§ nasType iRE A "smb HigHtEiE,

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

allowVolumeExpansion: true

PersistentVolumeClaim /~{j] (RWX)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-—-rwx
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

PersistentVolumeClaim 7=fjl (RWO)
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-nas-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs

@ NAS Ef#EF volumeMode: Filesystemo

73 SAN T{Ef#EEZE Google Cloud NetApp Volumes

f&E] LU Trident BCE AEA iSCSI MY M Google Cloud NetApp Volumes AR & R 17 1iE
#, SAN % "google-cloud-netapp-volumes-san fZEIRENFEF M Flex Unified 72fi&th
HITECE,

() HEHREERTRIMRE, T2 NAS P

@ google-cloud-netapp-volumes-san Jgimm 2hc s iISCSI &, google-cloud-
netapp-volumes [GiR{NZ#F NAS MY, FREEFATF SAN T{EfR#H,

1R

Trident 3235 Google Cloud NetApp Volumes SAN (iISCSI) T{Ef1%L, f#F "google-cloud-netapp-volumes-san’
IKEHERF-

SAN B M Flex Unified EMIFHITIEES, H1EH iISCSI BRigFE 2L Kubernetes T1 5o
XIEFRTFUTIFER:

* Trident 26.02 KBS k4

* Google Kubernetes Engine (GKE) 3 Red Hat OpenShift

* Google Cloud NetApp Volumes Flex Zi—7Zfi#t

* BEF iSCSI I{Ef%E
Flex Unified 77fi#&h

Flex Unified i3 iSCSI iR (HIR7ZfE, = SAN ECEFRLFERY:

* %1% Flex Unified REGIONAL i,
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* M Trident 26.02.1 F#A3Z#F Flex Unified ZONAL 7,
* SAN TEfAHNZHF Flex ARE %5,

Bi2E Trident SAN Gl

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: gcnv-san
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes-san
projectNumber: "<project-number>"
location: "<region>"
sdkTimeout: "600"
storage:
- labels:
cloud: gcp
performance: flex
network: "<vpc-network>"

servicelLevel: Flex

82 StorageClass
BCE SAN j3iffa, ®IE—15|A google-cloud-netapp-volumes-san IXEhF2FHY StorageClass.

X RFGZEAITE StorageClass FAENX, MAEEGEH,

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-san

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes—-san"
fsType: "ext4d"

allowVolumeExpansion: true

SRS

* ext4 (FRIN)
* ext3

* xfs
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@ SAN IRsHIZRF (N2 $5F Flex IR K5, AERRIET NAS BNEImEEL, I8 exportRules

unixPermissions. nasType.

EERE

ReadWriteOnce (RWO)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwo
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 100Gi

storageClassName: gcnv-san

ReadWriteOncePod (RWOP)

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rwop
spec:
accessModes:
- ReadWriteOncePod
resources:
requests:
storage: 100Gi

storageClassName: gcnv-san

ReadOnlyMany (ROX)

snapshotDir. 'nfsMountOptions 3¢5 EMHEXMIEE,

ROX WEWER ERZIA ReadWriteOnce HH R refEHEEH N R ik,
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: gcnv-san-rox
spec:
accessModes:
- ReadOnlyMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-san
dataSource:
kind: PersistentVolumeClaim
name: gcnv-san-rwo

ReadWriteMany (RWX) — {XJR{41R

2B "volumeMode: Block BY7 373 ReadWriteMany,

apiVersion: vl
kind: PersistentVolumeClaim
metadata:

name: gcnv-san-raw-rwx
spec:

accessModes:

- ReadWriteMany
volumeMode: Block
resources:

requests:

storage: 100Gi
storageClassName: gcnv-san

RETH
REWIAECH iISCSI LUN, HIEARIZE 2L Kubernetes T,
R

* M iSCSI X

¢ IRIXGRAENRIBIREMN

* B Trident JEZMEE
* 5% Kubernetes JHAIHET
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IHIERTL
Trident ECERIRE S FF AT IARIRT:

* ReadiWiriteOnce (RWO)
* ReadOnlyMany (ROX)
* ReadWriteOncePod (RWOP)

* ReadWriteMany (RWX), {X7E ‘volumeMode: Block By 37 #5

volumeMode 175

‘volumeMode' FEITHIREMNRESL:

* Filesystem Trident #& X ILFIEEHE,
* Block Trident MiIN&EHE{EE AT HIRIGHRIZHE
S HREAVIRME
{8 google-cloud-netapp-volumes-san R ERIIRE S 15!
Bl
* HER
© efE
* Snapshot
* EEKRN
*EA
MY GiB I ERCETITH

Google Cloud NetApp Volumes R&EEIERERTTEHIEH. SHEHNFEMEL, XMAFHRLD T RZAI IR
BARo

WX 2R

* ¥IABIEERYEY 300 KiB AYFFH
 JARKNEFHEEIXLY 107 MiB

HTF Google Cloud NetApp Volumes X% 2 GiB £8E, Trident HafRa] IR & K/ALHEHEIE PVC 15K

* BiERHWAKNENET—IE GB
* ANINENYMY 1 GiB X

i
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* PVC i&R: 100 GiB
* Google Cloud NetApp Volumes FEYFRAZ A/)V: 101 GiB
* NAREFERI IR A=iE: E4 100 GiB

Pod =17l

X RGHEHBIRE (RWO)

apiVersion: vl
kind: Pod
metadata:
name: app-rwo
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeMounts:
- name: data
mountPath: /mnt/data
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-rwo

FRIERIEE (RWX)

apiVersion: vl
kind: Pod
metadata:
name: app-raw-rwx
spec:
containers:
- name: app
image: ubuntu:22.04
command: ["sleep", "infinity"]
volumeDevices:
- name: data
devicePath: /dev/xda
volumes:
- name: data
persistentVolumeClaim:

claimName: gcnv-san-raw—rwx
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EEMEHTH
3FF M Google Cloud NetApp Volumes BZEHRJ SAN %

* Trident 7£ Flex Unified 7R EIEIZEE TS (LUN),
* 7EAFHAIE], Trident ¥ LUN BREFEIENT R B9 EHNA,
* ETSEEFEHIE, Trident:
° &5%iscslI Btr
° &I LUN
° fLEZHE
* Y08 volumeMode: Filesystem, Trident SIRIEEBERRAMIGEHEHT.
* Y08 volumeMode: Block, Trident RIEHIGEHIGEEZRREL pod, TREEAWTIES,

@ SAN RERRHESHEXBIEHE ANDA, H—MREWZ T AiHRE (ReadWriteMany 5
volumeMode: Block) , WARFHXHFRANNEEHK,

/EFACE Google Cloud NetApp Volumes [5ik
7£ACE Google Cloud NetApp Volumes BixZ B, EEMHEFHEUTER,

NFS 5{ SMB HHYFTRFH

MR B EXfEA Google Cloud NetApp Volumes SHEFU B[R, NEE—LEYIRECET BEIRE Google Cloud
NetApp Volumes F#83& NFS 3 SMB %, E& L "FiaZ /"

7EB2E Google Cloud NetApp Volumes Gk /i, IEHEFREEEUTREA:

* {#F Google Cloud NetApp Volumes AR ACERY Google Cloud kP, &M "Google Cloud NetApp
Volumes",

* {&H9 Google Cloud tKPBIINBE RS, ESW "IRFIIE"

* BB NetApp Volumes Admin (roles/netapp.admin) BRI Google Cloud fRSZMKF . BES W "S19HiA
I EIEAEFNPR"

* &R GCNV 1K By API ZEAX . 1SR "CIZARSS 1K 2R
* FhEM. BE EFEEA

BXRUMENIZE Google Cloud NetApp Volumes A RAREVIFRE RS, 15BIR "I E X Google Cloud NetApp
Volumes BYIHRIFPR",

Google Cloud NetApp Volumes [5iffC & &A=
T fi# Google Cloud NetApp Volumes BI[GimECEIE, HEERERG
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BT Google Cloud XiHEEES, BEHMXIEPEIRE, TR LUENXEMGEH.

B

\>de§‘_|-

version

storageDriverName

backendName

storagePools

projectNumber

location

apiKey

nfsMountOptions

limitVolumeSize

servicelLevel

labels
network

debugTraceFlags

nasType
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WiER EININ
RN 1
FER IR Z FR storageDriverName HY

{BERTIERE /3"google-
cloud-netapp-volumes",

KEhiERE 2R + " + API
ZHN—2

(AJik) ZEfEImEY B E X B TR

AT EEELIRMNFMENR AIES R,

Google Cloud tKkFIBE %S . %{EfiIF Google Cloud
P ER L,

Trident €172 GCNV %R Google Cloud i &, 7EElIE
FEX 15 Kubernetes ££8£8Y, 7% "location” FEI A& A]
FAFES Google Cloud XIgH T = FHH XM TER
Ho BXIFRERTETINER,

BB netapp.admin M Google Cloud RS
WP arPI F$H, EB8IE Google Cloud BRSSMK
FHREAXHR gson RARE (BFEHEEHEE
X)) o CapikKey WMEFELATRAVEER:
‘types project id. client email.

client id. auth uri. token uri.

auth provider x509 cert url #l
‘client x509 cert urle

NFS HEHETBRAEH.
MRBRIERNETIUE, WIKREXK.

"nfsvers=3"

)' (FRIABER T RREIHRIT

FEMNREENIRS S, B flex. standard.

premium 3 ‘extremeo

EWRATEMNER JSON BIITEE
HTF GCNV £EH Google Cloud M4,

WPEHBRNE RIS, =Fl,
{"api":false, "method":true}. PFRIEIEFEHIT

%Bﬁﬂwﬁ#%ﬁgﬁéﬂiﬁg AEEME, SNAREERALE
I,

B2E NFS 3¢ SMB &8, EA nfs. “smb'3f nfs
null, I&E 7 null BRiIA NFS %,
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supportedTopologies Rnlt/EHZFHKFMAIBXT KR, BXIFAER,
BEEBR "EH CSI #hfh. filgn:
supportedTopologies:
- topology.kubernetes.io/region: asia-
eastl
topology.kubernetes.io/zone: asia-eastl-
a

SEE IR
BRI EECE XHRY defaults S0 PITHIZNAEE S

B8 WiBA EININ
exportRule MENSHAN, BIBEMR IPv4  "0.0.0.0/0"

A SRIES SRR,
snapshotDir IAiE . snapshot BX true, false (%ﬁiﬁﬁﬁﬂﬁ%%ﬁﬁﬁ

AE. EIZE) NFSv3 HY "false”

snapshotReserve HNREBEFTZENEB DL " (= HINME 0)
unixPermissions &R unix AR (4 i) #EIEE

) o
THIRCE

UTRBETRTRAZSHSHRRBNRAENESELE, XBREXEHRNRE R E.
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XN iR B, BEIEE, Trident KIECE(IE P ZEIEL Google Cloud NetApp Volumes BIFR
BEMEN, FEFHERBIREEESR—MNEF, BT nasType WAL, nfsBRIMEIER, BHEIEHR NFS
EHRITECE,

HERINIFFIAFER Google Cloud NetApp Volumes H =X fEMRARY, ILECEIFREIEE, BEKKS, Erlse
FENERENEREETINIEE,

() 8 <id_value> Ml <key_value> EHUNEHIRSIKA IR,
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apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelevel: premium
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my—
gcnv-project.iam.gserviceaccount.com
credentials:

name: backend-tbc-gcnv-secret
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnvl
namespace: trident
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "1234567839"
location: asia-eastl
servicelevel: flex
nasType: smb
apiKey:
type: service account
project id: cloud-native-data
client email: trident-sample@cloud-native-
data.iam.gserviceaccount.com
client id: "123456789737813416734"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/trident-
sample%40cloud-native-data.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret



£ F3 StoragePools i3 iE2RMAE

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb
servicelLevel: premium
storagePools:
- premium-pooll-europe-west6
- premium-pool2-europe-west6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prodlmy-gcnv-
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/ocauth2/auth
token uri: https://oauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/v1l/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod$40my-
gcnv-project.iam.gserviceaccount.com
credentials:
name: backend-tbc-gcnv-secret
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LEIREEE RN XHPEX SN EMM, BIHTE storage BRHFENX . HEEZ N EZIFAERS SRS
H7EfEM, HEHRETE Kubernetes FEIERTXLERFNZFMEEN, ENEEER. BMMFERTXS
A Flen, ETEBREIF, performance t7&EH serviceLevel REHATFX 5 EIAM,

xR LU B — & A TR EINERRGAE, HESR MNESHNEIAE EUTRFEIH,
snapshotReserve # exportRule FBEFRE BRI EIAES

BXEFMER, BEH "EI

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-gcnv-secret
type: Opaque
stringData:
private key id: "<id value>"
private key: |

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: "123455380079"
location: europe-westb6
apiKey:
type: service account
project id: my-gcnv-project
client email: myproject-prod@my-gcnv-—
project.iam.gserviceaccount.com
client id: "103346282737811234567"
auth uri: https://accounts.google.com/o/oauth2/auth
token uri: https://ocauth2.googleapis.com/token
auth provider x509 cert url:
https://www.googleapis.com/ocauth2/vl/certs
client x509 cert url:
https://www.googleapis.com/robot/vl/metadata/x509/myproject-prod%40my-

gcnv-project.iam.gserviceaccount.com


https://docs.netapp.com/zh-cn/trident-2602/trident-concepts/virtual-storage-pool.html
https://docs.netapp.com/zh-cn/trident-2602/trident-concepts/virtual-storage-pool.html
https://docs.netapp.com/zh-cn/trident-2602/trident-concepts/virtual-storage-pool.html
https://docs.netapp.com/zh-cn/trident-2602/trident-concepts/virtual-storage-pool.html
https://docs.netapp.com/zh-cn/trident-2602/trident-concepts/virtual-storage-pool.html
https://docs.netapp.com/zh-cn/trident-2602/trident-concepts/virtual-storage-pool.html
https://docs.netapp.com/zh-cn/trident-2602/trident-concepts/virtual-storage-pool.html

credentials:
name: backend-tbc-gcnv-secret

defaults:
snapshotReserve: "10"
exportRule: 10.0.0.0/24
storage:
- labels:

performance: extreme

servicelevel: extreme

defaults:
snapshotReserve: "5"
exportRule: 0.0.0.0/0
- labels:

performance: premium
servicelevel: premium
- labels:
performance: standard
servicelevel: standard

ERATF GKE HI=4RiR

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-gcp-gcnv
spec:
version: 1
storageDriverName: google-cloud-netapp-volumes
projectNumber: '012345678901"
network: gcnv-network
location: us-west2
servicelevel: Premium
storagePool: pool-premiuml
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XFRINCE

Trident EFRIEXIGMATAX A TEAH AR S, ttEHRECESR supportedTopologies SREBF RENGE
IR I X IR, S E I KIEF XIS EN ST Kubernetes 5855 55 _E AR A X I A0 X 13
B, XEXIFMXIFRR D] UEFFEEDIRENAFETIR. NTESEIHRENXIENXIEFERN
7828, Trident 27 EARKIFMX G FEIiEE, BXIFEMEE, 1ESR EH CSI RN,

version: 1
storageDriverName: google-cloud-netapp-volumes
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9%91e5713aa
clientSecret: SECRET
location: asia-eastl
servicelLevel: flex
supportedTopologies:
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-a
- topology.kubernetes.io/region: asia-eastl
topology.kubernetes.io/zone: asia-eastl-Db

T—HRHA

el

23

BiRRECEXHE, BTUTe<:

kubectl create -f <backend-file>

WIFREERYAIRER, BETUTHS:

kubectl get tridentbackendconfig

NAME BACKEND NAME BACKEND UUID

PHASE STATUS

backend-tbc-gcnv backend-tbc-gcnv b2£fd1£f£f9-0234-477e-88£d-713913294£65
Bound Success

MREIHCIEELEW, NEREEEGR@, ERJLUFER kubectl get tridentbackendconfig <backend-
name> LA FIHFBELIZTUTHSEEASEURERR:

40

tridentctl logs
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IR HEEREX GRS, &R LR EHFFBRIEIT create 5<%

B E X

UTEE8E LRFIHMEZ StorageClass ENo

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-nfs-sc
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"

/8 “parameter.selector FE&HYTE MRl

fEF parameter.selector, EAILLAE StorageClass I8 B FHEEN EiI" s BEEBFMIEMPE

XHIF5Ho

41


../trident-concepts/virtual-storage-pool.html
../trident-concepts/virtual-storage-pool.html
../trident-concepts/virtual-storage-pool.html
../trident-concepts/virtual-storage-pool.html
../trident-concepts/virtual-storage-pool.html
../trident-concepts/virtual-storage-pool.html
../trident-concepts/virtual-storage-pool.html

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: extreme-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=extreme
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: premium-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=premium
backendType: google-cloud-netapp-volumes

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: standard-sc
provisioner: csi.trident.netapp.io
parameters:
selector: performance=standard
backendType: google-cloud-netapp-volumes

BEXFEENEZIFMESR, BSH "CIEFMEE

SMB EHIE Xl

{#H nasType. node-stage-secret-name ] node-stage-secret-namespace, FJLISTE SMB &FH
RHFAEERY Active Directory E3E, Tl BB EAIMNPR/TTABRAY Active Directory Fi /28548 0] LA F 11 R M ER
AR

42


https://docs.netapp.com/zh-cn/trident-2602/trident-use/create-stor-class.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/create-stor-class.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/create-stor-class.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/create-stor-class.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/create-stor-class.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/create-stor-class.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/create-stor-class.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/create-stor-class.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/create-stor-class.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/create-stor-class.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/create-stor-class.html

ks R EENEARLE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"
csi.storage.k8s.io/node-stage-secret-namespace: "default"
SR T EIEARERNNE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: gcnv-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace:

BN ERAFENER

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: gcnv-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "google-cloud-netapp-volumes"
trident.netapp.io/nasType: "smb"

S{pvc.namespace}

csi.storage.k8s.io/node-stage-secret-name: ${pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace:

S{pvc.namespace}
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@ nasType: smb #F SMB HRIMEYITHIESES. nasType: nfs B nasType: null NFS MEYTH
%23,

PVC E X1

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: gcnv-nfs-pvc
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 100Gi
storageClassName: gcnv-nfs-sc

I PVC BREHE, BBITUTEHL:

kubectl get pvc gcnv-nfs-pvc

NAME STATUS VOLUME CAPACITY
ACCESS MODES STORAGECLASS AGE

genv-nfs-pvec Bound pvc-b00f2414-e229-40e6-9b16-ee03eb79a213 100Gi
RWX gcnv-nfs-sc 1m

79 Google Cloud NetApp Volumes B2& HEh57 2

Bz Bi@id Trident FisE3F0 PersistentVolumeClaim ;IR EHEC B R EHTH R, &
B] LU{ER Trident 9 Google Cloud NetApp Volumes EZ& B &9 =

LR

B0 ERVF Trident BBEE, BopFIEECIEIENEEEEHIIBTER. XERTFMEMD, FRREFRETME
IHIREER R,

Trident (XTE B L ER N BB EIRE. Trident 26.02 Az IFFELEE K.
B

BEnE

EE’JEBﬁ%ﬁ?&iﬁl‘ﬂ*ﬁfﬂ%?\%ﬁiﬁl‘ﬂE@%&?EM’IEE‘EE%E}JEUQE = BIERRRIREN, AF2UAE
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DEREE
DERBHBERSNERABNIE.
LT * auto: RIBIAREINEABIE * none: BABMDE

RENREL

RARBIEEBIERET AR ER M ZAGIRFIFERSHRER S XEDEREEIKEN "auto' B, Fi&E

AR AR ER,
FeEEA
[iy=ElE]
AIUESZ N EERNRERD A E:
* FEWEE ERTMPEENPIES.
* &3EE BT PersistentVolumeClaim BN AT 215,

Trident RIFEMZENEX N EBEENEE.,

BRE MR
LEZMEBIEFENX THRBIMIZER, Trident RN RIRF:
1. PersistentVolumeClaim ;¥

2. Trident FiGRECE
3. FEMERIAE

EREMARE X WIRERESBRRRIE.

Trident 26.02 7 FHIThEE
Trident 26.02 33F Google Cloud NetApp Volumes BT B5h5 EIhEE:
s FEREHENEERZERENE
* 7£ Trident FIRECEFENX B RES
* £ PVC IBREE D BREMENENLENKE
* NEREMDBNERE L HIKE
Trident 26.02 AR ZIFHIINAEE
REHFLUTIR(E:
* QIEERERENBIRE

* {#FH Kubernetes B E NI EEN S BHREE
* 1£ Trident EEMNEE TERZINV B BN EIRE
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[EinEcE S
AN BT Trident [GIRECE FE XHZHI BB D ETA:

S WAIETR 15 EH

tieringPolicy 5 TP EER ((auto T “none)

tieringMinimumCoolingDays = BIES ERIRVIEEhREL CeRE: 2-183,
ZAE: 31)

£ PersistentVolumeClaim BN &R B =

THRER

PersistentVolumeClaim #t’¥ R iFiZE B E BN BIRE.

FroE 5 BH

trident.netapp.io/tieringPolicy BEEEHNDEERE

trident.netapp.io/tieringMinimumCoolingD BHEIZEMNLEKEE
ays

f5: PersistentVolumeClaim EBBHIH EEE

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: auto-tiering-pvc
annotations:
trident.netapp.io/tieringPolicy: auto
trident.netapp.io/tieringMinimumCoolingDays: "45"
spec:
accessModes:
- ReadWriteOnce
storageClassName: google-cloud-netapp-volumes-auto-tiering
resources:
requests:
storage: 500Gi

1T RANPRE
BRETH
* BEn BRIRE N BEHTIHEMX A,

* Trident EEREEGEANESD BEE.
s U BRFERIGEN none i, BT EISHZER,
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T & PR

* RBENAS % (NFS Ml SMB) A %#BEz7R.

* % (iISCSI) A FFBBIH R

* Google Cloud NetApp Volumes 7Efi& 4 N7E Google Cloud FEB BN E.
XEFHE

* tieringMinimumCoolingDays HIEXGEE: 2 & 183

* BUAE: 31

A& NetApp HCI ¢ SolidFire [5if
T HRYNMEITE Trident ZEARGIZFIER Element [5iR,.

Element JXshiEFIE4ME 2

Trident 1214 “solidfire-san’ ZEIRCHIEF RS EEHBE. ZIFMIAINIERE: ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

‘solidfire-san’ TFEREIIERFZHIF file #M block HBIREWX. WF “Filesystem’
volumeMode, Trident GIEB—1NEHEIBR—IXHRS, XHRFALEH StorageClass
EE.

IXchiZRF i VolumeMode ZHEBVIERET SN H RS
solidfire-san iSCSI R RWO. ROX. RWX ITXH&&R%, RiaiR

. RWOP ¥
solidfire-san iSCSI Filesystem RWO. RWOP xfs, ext3, ext4
Friaz i

82 Element [FinZ A, EHRERIT IR/

* J&1T Element M2 ZIFEH RS,
* B[ EIEEM NetApp HCI/SolidFire B¥ &£ E 12 R T FHF P FYEHE,
* FiE Kubernetes worker T3 m &8N 2248 AY iISCSI THE, &M "worker T EFEE"

[EUm L B ET
BXEREELR, FENTR:
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%
S
version

storageDriverName

backendName

Endpoint

SVIP

labels

TenantName

InitiatorIFace

UseCHAP

AccessGroups
Types

limitVolumeSize

debugTraceFlags

WiER

TFEIREAE P YR TR
BE X B F it e i

BEHHBFEER SolidFire 28189
MVIP

2% (ISCSI) IP AR
BV HAFENERE JSON HEIn

o

%ﬁﬁﬁ RUTEF R (RIREIRS U

¥ isCsI REBRFIZMFE EHEO

fE CHAP 3t iSCSI #1TB {710
JE, Trident f£H CHAP,

EFEAIARAE ID 5%
QoS 3B

MRBFBRPERNETUE, WE
BRI

HEHEEREY S B R EIAARS. 40

, {"api":false, "method":true}

ZIA
B 1
B2 "solidfire-san"

"solidfire_" + #Zfi# (iISCSI) IP it

"default”

true

EE 7 "trident"BYiAR1ZERY 1D

© (BOAER TAEERIT)

H}

L PRAEEEE#HITHERIFH ERIF AN B TRME, SNAZEMERA debugTraceFlagse

Tl 1 BEE=MELEIMN solidfire-san BofiEFNEIRECE

RAIERT —MER CHAP BHIGIEHFERE QoS RIEM = MERE#HITERNERX 4. AR, ERA
BE={EF 10PS storage class SHEX BFEHAEFPEIFMES,
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version: 1
storageDriverName: solidfire-san
Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260
TenantName: <tenant>
labels:
k8scluster: devl
backend: devl-element-cluster
UseCHAP: true
Types:
- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000

= 2: BEEEMMM solidfire-san BohiEFEMNEIRMEERES
IR T R EICHERE B EIHE X X4 UK 5| B E{TH StorageClasses,

Trident 7EAC B AT ZiEH_ERUTE SHIZIEiR7EME LUN, RNAEER, FHEEERAUAENEIMNE XIRE
, IR EHITOH,

FETEERHNRAEREXXHS, NFFEEFEBILE THERRIAE, 1§ type IREN Silver, EHBTE
‘storage BB HEN . FEUTRAIF, —EFEBIRETBCRRE, —EHEBEET FmKERNIIAME,

version: 1

storageDriverName: solidfire-san

Endpoint: https://<user>:<password>@<mvip>/json-rpc/8.0
SVIP: <svip>:3260

TenantName: <tenant>

UseCHAP: true

Types:

49



- Type: Bronze
Qos:
minIOPS: 1000
maxIOPS: 2000
burstIOPS: 4000
- Type: Silver
Qos:
minIOPS: 4000
maxIOPS: 6000
burstIOPS: 8000
- Type: Gold
Qos:
minIOPS: 6000
maxIOPS: 8000
burstIOPS: 10000
type: Silver
labels:
store: solidfire
k8scluster: dev-1l-cluster
region: us-east-1
storage:
- labels:
performance: gold
cost: "4"
zone: us-east-1la
type: Gold
- labels:
performance: silver
cost: "3"
zone: us-east-1b
type: Silver
- labels:
performance: bronze
cost: "2"
zone: us-east-1c
type: Bronze
- labels:
performance: silver
cost: "1"

zone: us—-east-1d

LR StorageClass X 5|ALRE# M, /A parameters.selector FE&, & StorageClass JAABIATF
RESHEIMT. ERARMERMHAENXSHE.

%—> StorageClass (solidfire-gold-four FHMETRE—PEIM, XEH—IREESMENN, BF
Volume Type QoS H Gold, Bfg— StorageClass (solidfire-silver JAREMREREMERENTEE
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o Trident FREEZM N EMA, FHHRRREFHEER,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-gold-four
provisioner: csi.trident.netapp.io
parameters:
selector: performance=gold; cost=4
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-three
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=3
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-bronze-two
provisioner: csi.trident.netapp.io
parameters:
selector: performance=bronze; cost=2
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: solidfire-silver-one
provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver; cost=1
fsType: ext4d

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: solidfire-silver
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provisioner: csi.trident.netapp.io
parameters:
selector: performance=silver
fsType: ext4
BERESER
B

ONTAP SAN IXGHiE=

ONTAP SAN IXGhiEFHHA

T FRYNMEIEEA ONTAP #0 Cloud Volumes ONTAP SAN IXzhi2RFECE ONTAP [Sif.

ONTAP SAN KohiZFiIFE 8

Trident 32 LAT SAN 7FEIREIIER LS ONTAP £85E(S. XIFRVIAIRIRIE . ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

KopizrF i
e
ontap-san iISCSI SCSI 32
over FC
ontap-san iSCSI SCSI Filesystem
over FC

Ontap—san NVMe/TCP i;&
BEN
NVMe/TCP
REMER

E S0

ontap-san NVMe/TCP Filesystem
BEN

NVMe/TCP

REMER

I,

iSCSI th

ontap-san-economy
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volumeMod 3735a9if5[E)1E 0

SRR

RWO. ROX. RWX. RW EXH#ZRL%; RIGRIgHE
OoP

RWO. RWOP

xfs, ext3, ext4

ROX 1 RWX EXX &S
BRI T AT A,

RWO. ROX. RWX. RW EXHZRS; FRIGRIEE
OP

RWO. RWOP xfs, ext3, ext4d

ROX #1 RWX TEXH &4
BRI T AR A,

RWO. ROX. RWX. RW EXH#RL%; RIGRIGHE
OoP
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Kzhiz X volumeMod 37#5:a9if5 AR SERIX RS

e

ontap-san-economy iSCSI Filesystem RwO. RWOP xfs, ext3, ext4d

ROX 1 RWX EXX &%
RN TATH

s (NLHTHERIFA BFERAHS T 275 ONTAP &[RH|"BY, A {EMA ontap-san-economyo

* NETEFASFER RS T 2150 ONTAP EREF|" B A A ontap-san-economy " IX
ohf2FBY, AfEA ontap-nas-economys

2%
* MNREFITFEHIRRIP. KEMEHZ6hE, E7EA ontap-nas-economyo
* NetApp FEINTEFTE ONTAP RahiZFAHH Flexvol B, BRT ontap-san. EA—
MERRTE, Trident ZRHMERIRBEREHIELNIMY B Flexvol &
PR

Trident /AL, ONTAP 3% SVM EERE RS HIE1T, BEMEA admin' £BAF % 'vsadmin'SVM BF, AS
HEAENAEIZIIAF, 3F Amazon FSx for NetApp ONTAP ZFE, Trident &L ONTAP B SVM &8
RANBYHETT, [EHREEE fsxadmin' A "vsadmin'SVM BF, SXEEGHERAEBNFAREZIEF,
‘fsxadmin' AP 2B EE AR NAERE R M.

WRFE 1imitAggregateUsage B, NHEEEHEEIERNPRE, & Amazon FSx for NetApp
&3 ONTAP 5 Trident £& AN, limitAggregateUsage BEAFIERTF vsadmin
fsxadmin PP, MRIETE IS, ILERERKK.

BIARILATE ONTAP 18l Trident IXEhiZF R LAERNE ARG AR, ERITFENZF R, KSR
B Trident RFAXNE EEIRIEM API, XESARTEEEESZ HTE,

NVMe/TCP FYE M F EEIN
Trident X#FIEZ K ME1F1E2R Express (NVMe) X, £ “ontap-san IXchiERs, €13E:

* |IPv6

* NVMe BHYREBHI 72

* A% NVMe BHIA/

* B \TE Trident Z9MIER NVMe %, LUE Trident ] LIEIRE 4 an/E 1A
* NVMe [REZREF

* K8s T mAIAE s A LA XA (24.06)

Trident A3 $F:

* NVMe Zs#132#F89 DH-HMAC-CHAP
IR FRMETEE (DM) ZERIZ
* LUKS 1Nz
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#iE

{ ONTAP REST API 33 NVMe, ONTAPI (ZAPI) A3%Z#F NVMe.
EE{EH ONTAP SAN SR FECE Gk

T #E{EFR ONTAP SAN IREHIEFECE ONTAP [FimBYE R & 1510 IE1EIN
ER

JFFrE ONTAP [Gif, Trident EXRE/DE—NEREHHEL SVM,
p=s

=

"ASA 2 24" REIFEM ONTAP &%t (ASA. AFF 1 FAS) H7FfEELI. 1F ASAr2 R4H
, FREEIBXMARRS. B2 "It MiREXE, THRIMETE ASA2 REH AN SVM 5

BiclE, BEAIETEINEDER, HEIBEm—TRS—TEMES. fId, ERILEE—1 san-dev'#

s
, ZZERA ontap-san IREHIERE, UKR— “san-default' 2, Z3FEMA “ontap-san-economy IREHIERF.
% ONTAP [Gimi# 1T &1 301E

FiE Kubernetes T{ETI S ER A LEEANAY iISCSI TR, AXiFMAER, F8N "EETIEDE"

Trident IR HFFH &5 50IE ONTAP [FRimAIIET.

ETEE BEFRFENRR ONTAP FAABMEE, BIUERTEXNEZ2ERAE, I8 admin’
5 "vsadmin' LA#ifR5 ONTAP i AR AFRE 14,
* BEFUEF: Trident B e] UMERERTENIETS ONTAP EE#ITERES, A, BimEXNNEEE FimiE
B, ZBAMAIME CAIEBH Baseb4 RiZE (WMREA) HF) o
TR UEHRINA R U EETERENETEBNGEZEBE. B2, — R —ME RIS %, 2HRE
HMBMINIES %, BAMGRIHRECEFRIERINET E.
e ?jg%@%iﬁ?%#*ﬁ?&%ﬂiﬁ%*, NEmEIEBRRK,
BRETEENSHIIE

RNEEXAFRET SR HRIES

Trident EE [\ SVM SEE/EESTENSERIBHEIE, LUMES ONTAP ERHITERES. BIERRE. ENX
B, W adnin ' “vsadmine XMART S5KEK ONTAP hRASHIEFIRAM, XLehradsA]
Trident RRZ<fEFAEYINEE APl, BILIBIERBENXZEERABHS Trident —#CfER, EREIGIEFM,

TIEHEX I TR

E=E VAN

BEEAFRE


https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://docs.netapp.com/us-en/asa-r2/get-started/learn-about.html
https://kb.netapp.com/on-prem/ASAr2/ASAr2_KBs/su_create_by_SVM_admin_using_CLI_fails_with_error_No_candidate_aggregates_are_available_for_storage_services
https://kb.netapp.com/on-prem/ASAr2/ASAr2_KBs/su_create_by_SVM_admin_using_CLI_fails_with_error_No_candidate_aggregates_are_available_for_storage_services
https://kb.netapp.com/on-prem/ASAr2/ASAr2_KBs/su_create_by_SVM_admin_using_CLI_fails_with_error_No_candidate_aggregates_are_available_for_storage_services
https://docs.netapp.com/zh-cn/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/worker-node-prep.html
https://docs.netapp.com/zh-cn/trident-2602/trident-use/worker-node-prep.html

YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm nfs

username: vsadmin

password: password

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-san",
"managementLIF": "10.0.0.1",
"svm": "svm nfs",

"username": "vsadmin",

"password": "password"

BiclE, BREXEEREUAX AT A FENE—E. FiReIEE, AP R/EBER Base6d #iT4HG, H
7fi#79 Kubernetes %13, SIEZEEMEHREH—FE TBEENT R, Alt, ER—MUREESBRE, B

Kubernetes/{ZiEEIE R HNITo

BRETIEENSHIIE
MMM ENEH LUERIEHHS ONTAP BifiEE. BEEXNPTEE=1SH,
* clientCertificate: & ixiE B8 Base64 fRi3{E,

* clientPrivateKey: XBx%& FiZ$AH) Base64 mhi3{E,

* trustedCACertificate: ={=1FHJ CA IE BB Baseb4 RiZ{E, MNRERZEEH CA, MARIREHIEEE,
MNRKEAZSE(ER CA, N UZRIIZE,

HANTIERIZEEUTI R,
p
1. £EREFIRIEBMNER. £RE, BABEE (CN)REANEHITTEHIIEN ONTAP AR,

openssl req -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=admin"
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2. Eﬁ%ﬁﬂ’\] CAIEFARINZEI ONTAP &8, XuJatERFMHEERNIE, NRKREAZEMEN CA, WA

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca

<cert-authority>

3. 7£ ONTAP &8 L RER FIHIERMEHR CRESE1) .

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver—-name>
security ssl modify -vserver <vserver-name> -client-enabled true

e BITIHHSE, ONTAP IRRENIER, FMETE 1 hAERAY k8senv.pem XHRAR, RAiE
: I\ END LIZERR &R,

4. Haik ONTAP 2B RABZR “cert BHWIES %o

security login create -user-or-group-name admin -application ontapi
-authentication-method cert
security login create -user-or-group-name admin -application http

—authentication-method cert

S. FEREMMIERNIRF MU, & <ONTAP Management LIF> # <vserver name> &t N EIE LIF IP 0
SVM & #F.

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver—-get></netapp>"'

6. {EF Base64 WEFH. ZFFAMEIE CA IEBHITHB,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca baset4

7. ERM E—FRENELIEE .
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cat cert-backend.json

{

"version": 1,

"storageDriverName": "ontap-san",

"backendName": "SanBackend",

"managementLIF": "1.2.3.4",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"trustedCACertificate": "QNFinfO...SigOyN",
"storagePrefix": "myPrefix "

}

tridentctl create backend -f cert-backend.json -n trident

femsmmmmmm== R fes==s=ssssscscscssossssssssssssss=sa==
from e fr e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

I S e e e e e
e fremmmeme== iF

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 0 |

fessmmmmeme== frememesessess==== fessssssssssssesessaososssssssssss o=
f=mm==== fememema== +

B S MRS AR TR

TR UEHRIME BimERRRN S M IIE A EZH e RE TR, XTUNEIE: AL ERRR /280G
Im B AT ; AL ERIE RN ERERAETAR &AL, Alt, ES4RRINENSHIIEREFH
ANFTNBRIIERE. AEFEREMB backend.json X, HFRBEEHIT tridentctl backend update
FRENSE.

57



cat cert-backend-updated.json

{

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "SanBackend",
"managementLIF": "1.2.3.4",
"svm": "vserver test",
"username": "vsadmin",
"password": "password",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend SanBackend -f cert-backend-updated.json -n
trident

e fom e o
e fremmmeme== W+

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

R femsmemessess==== fesssssmes s e s ss s osessssss s ess
fmmm==== femememm== 4

| SanBackend | ontap-san | 586blcd5-8cf8-428d-a76c-2872713612cl |
online | 9 |

femmmmmmmma== R fessssssssssssesessosssssasssssssasaaaa
e e 1

WIRESE, FHESERNMELEHN ONTAP LAFNERE, RAEHITEHREM. BEIEH
& %EILXFEU}%F%HD%/MIE%O AREMEWUERINES, Z/FTAM ONTAP & IFRIRIE

BHRREASFNECIEENIAR, UAFMZERINEEE, RNINEREHRE, Trident BJLS
ONTAP FimBEH A B R R EIR(E,

73 Trident 83 ZEE X ONTAP &€&

Eo] UFE A R{EINREIE ONTAP £ AR, XFEMANFER ONTAP BEIEAAEBE Trident FHITIRIE, &
Trident [FIRECEFESHEFP K6, Trident EREAIFER ONTAP & A BRI ITIRIE,

BXREIR Trident BEXABNFAER, BESI "Trident HEXABELERME"
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{§£F3 ONTAP CLI
1. FERUTHSEIENAE:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Jg Trident BFRIZBAFZ:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BABMHNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager FHITIL T :

1. SIEEEXAE:
a. BEEEHLIICIEEEXATE, 1Fi%EF Cluster > Settings,
() BE SVM ERHICIEBENBE, 1HEF1ZME > Storage VM > required svM> i8E > A
FRIfE
b. 3%#%¥ Users and Roles FZiAIETLERR (—)o
C. 7£ Roles Ti%#F +Add,
d EXABHNMNHESE Save,
2. BAEMEE Trident BF: + B AFPMAG TIELHITUTSE:
a. 3%&#F Users THURINERT +,
b. ERFIBIAF B, AGTE Role FHEREHIEZE—IMAE,
C. B Save,

BXEAER, BERUT@E:
*"HATEEONTAP NEEXAR" H "EXBEXAE"
* “ERAeMAR"
fEFNE CHAP J0iEEE
Trident AJ LA “ontap-san'#1 "ontap-san-economy IXEhFZFHIW A CHAP X iSCSI KiFH#HITE NI, XFE

BEEERENXFEA useCHAP &I, HigE N “true'BY, Trident 3§ SVM WEIAB SIS L2 E AW E
CHAP, #MERXHIEERF ZMEE, NetApp BiIVERNE CHAP RIEiFiEE, iES WU TERERG:
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version: 1

storageDriverName: ontap-san
backendName: ontap san chap
managementLIF: 192.168.0.135

svm: ontap iscsi svm

useCHAP: true

username: vsadmin

password: password
chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkeslpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

R

o useCHAR BEER—MEREN, RERE—R. BNGER false. HRZER true 5, L5
S5 HREA
=X alseo

FRT useCHAP=true Z9, BIHEXHFEKMEE “chapInitiatorSecret.

chapTargetInitiatorSecret. chapTargetUsername'#l chapUsername FE%, BlIEEIRGE, BILU&ES
iZ{T “tridentctl update” SEE LR,

TrRE

BIFIZE "'useCHAP A true, TFIEEIEGRIET Trident EFMEEiR LACE CHAP, HPEHEUTARSA:

* £ SVM Lig&E& CHAP:

° Y15R SVM BBABEIBRREXE N none (FRAINIRE) *FI*EHLBTLFERN LUN, Trident 2REIA
LZRXBIGE N CHAP HULFE CHAP Brigs IR BATA R 2 Z W,

° g0 SVM 82 LUN, Trident AZ7E SVM LIS CHAP, XEJH{RY SVM _EEFTERY LUN BYifIR]
PR,

* BCE CHAP Bafsf IR BIFAFA B/MEN; XERMAIERIREETREE (WLFAR) -

B EiHfE, Trident SN tridentbackend CRD, )% CHAP secrets F1FEFP & 129 Kubernetes
secrets, H Trident TELL/Sin_ESIAIFRE PV #EHETd CHAP #1THEHMIEE,

RRTIREHENER

&R LB B HT backend. json XHHH CHAP SHREH CHAP &1, XRFEFH CHAP ZiE3HEH
tridentctl update AF<R/RMIXLEER,

ase  BWUEILAY CHAP ZHEEY, MAEEM tridentctl REF S, 757115 ONTAP CLI 5 ONTAP
== System Manager EffEiE&EEE LRVEIR, FE7 Trident I EARBUXLEE L,
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cat backend-san.json

"version": 1,
"storageDriverName": "ontap-san",
"backendName": "ontap san chap",
"managementLIF": "192.168.0.135",
"svm": "ontap iscsi svm",
"useCHAP": true,
"username": "vsadmin",
"password": "password",
"chapInitiatorSecret": "cl9gxUpDaTeD",
"chapTargetInitiatorSecret": "rgxigXgkeUpDaTeD",
"chapTargetUsername": "iJF4heBRTOTCwxyz",
"chapUsername": "uh2aNCLSd6cNwxyz",

}

./tridentctl update backend ontap san chap -f backend-san.json -n trident

- e +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o Fom e
- o +

| ontap san chap | ontap-san | aad458f3b-ad2d-4378-8a33-1a472ffbebbc |
online | T

e —— e — e e ettt
t——— R +

IAEERSARRM; R Trident 7£ SVM EE# 7 &R, ETRBSERIFENRS. MERERERNEE
, MIAERBRSREERS. MANEMEZIB PV RSRE(MEREMNETE.

ONTAP SAN B & EINFI =5

T FRUNMEITE Trident R EEA ONTAP SAN IREhiERF, ATIRME T IS /EimRIRsT R
StorageClasses BYGIRECERFIFIIFME S, "ASA 2 24" REITFHM ONTAP &4

(ASA. AFF #l FAS) HEMEEREI, XETHWEMELINIFSHER, 54 7
ASAr2 245 EAM ONTAP 247 [BIFER"7E Trident FiRECE R, TEIRELEHNARLR
ASA 2, Hf&EFE ontap-san {EJfY “storageDriverName B, Trident =B nhiN ASA r2
BE M ONTAP R4, REFREESHTERT ASA2 &4, I FRFAT.

#F ASAr2 R4 XZHF ontap-san WehiER (BB iISCSI. NVMe/TCP #l FC 1Y) »
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version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: trident svm
username: admin
password: <password>
labels:
k8scluster: dev?2
backend: dev2-sanbackend
storagePrefix: alternate-trident
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: standard
spaceAllocation: 'false'
snapshotPolicy: default

snapshotReserve: '10'

MFEMA ontap-san WREHIEFBIERFIES, Trident &7 FlexVol 110 10% HEIINEREUR
s 24 LUN Jo#8#8. LUN RERBFE PVC FRIERVFATIAR/NHITECE, Trident 79 FlexVol 3&10
= 10% (£ ONTAP RERAAAXN) » ARFIERRBMINERNTARE, WESUERIRLE
LUN ZRRi%, BRIFTAZEREZSFIA. XAERT ontap-san-economy,

I FENX snapshotReserve MIFiH, Trident iTEERIA/NINT:

Total volume size = [(PVC requested size) / (1 - (snapshotReserve
percentage) / 100)] * 1.1

1.1 & Trident ZI0%! FlexVol LAR48 LUN JTHHERVENIM 10%, FFTF snapshotReserve =5%, H PVC &K
=5GiB, S{F&FAA/NA 5.79 GiB, AIAAA/NA 5.5 GiB, “volume show' 5% MW B REMMTF L TGS

Aggregate State Size Available Used%

_pvc_89f1cl56_3801_4ded_979d_034d54c39514
online RW 18GB 5.08GB
_pvc_ed2ec6fe_3baa_4af6_996d_134adbbbBetd
online RW 5.79GB 5.50GB
_pvc_eB372153_9ad9_474a_951la_@Bael5elc@ba
online RW 1GB 511.8MB
3 entries were displayed.

881, NIEESEAMITENE—GEREEXR ]
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&/ NEEE R
UTRBERTRAZSHSHRRBNMAENESELE, XBEXEHNRE R E.

. WRIETE Trident HEEA Amazon FSx for NetApp ONTAP, NetApp i LIF 5 DNS &R
%7I =
ﬁ'ﬁjﬁﬂi IP iﬁ",iﬂ:o

ONTAP SAN =7l

XZfEH ontap-san RoIiEFHNE KRS,

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
username: vsadmin

password: <password>

MetroCluster 715l

ERILIEE R, LOBRTE "SVM EFIFIIME" BE## THRAIR G F B EmE Xo

FFTEENIEFYIE], B managementLIF 8 SVM HEE svm B, 90

version: 1
storageDriverName: ontap-san
managementLIF: 192.168.1.66
username: vsadmin

password: password
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ONTAP SAN &5

version: 1

storageDriverName:

ontap-san-economy

managementLIF: 10.0.0.1

svm: svm_iscsi eco

username: vsadmin

password: <password>

E TR E D IIIERA

EUEAREE RGP, clientCertificate. clientPrivateKey #l trustedCACertificate (

I, MNRFEAZESER CA) IEFETE backend. json F, HFXBEF

FH base64 fRIG(E,

version: 1

storageDriverName:

ontap-san

backendName: DefaultSANBackend
managementLIF: 10.0.0.1

svm: svm_iscsi
useCHAP: true

chapInitiatorSecret:
chapTargetInitiatorSecret:
chapTargetUsername:

1JF4heBRTOTCwxyz

chapUsername: uh2aNCLSd6cNwxyz

clientCertificate:
clientPrivateKey:

ZXROZXJIWYXB. . .ICMgJ3BhcGVyc?2
vCciwKIYAgZG...0cnksIGR1c2NyaX

cl9gxIm36DKyawxy
rgxigXgkesIpwxyz

trustedCACertificate: zcyBbaG...b3Igb3dulIGNsYXNz

RTINS

U ilE

B, TIAMZIEE CAIL
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XA CHAP =15l

XLERGIBIE— NG, HEF useCHAP IREN trueo
ONTAP SAN CHAP =

version: 1
storageDriverName: ontap-san
managementLIF: 10.0.0.1
svm: svm_iscsi
labels:
k8scluster: test-cluster-1
backend: testclusterl-sanbackend
useCHAP: true
chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>

ONTAP SAN economy CHAP =

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm_iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy

chapTargetInitiatorSecret: rgxigXgkesIpwxyz

chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz
username: vsadmin

password: <password>
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NVMe/TCP =5l

AZTE ONTAP [giR LECE BB NVMe B9 SVM, XE NVMe/TCP NEKRFIHEE,

version: 1

backendName: NVMeBackend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

Svm: Svm_nvme

username: vsadmin

password: password

sanType: nvme

useREST: true

E£F FC 1 SCSI (FCP) R/l

R TTE ONTAP G EEREHH FC B SVM, XZ FC NEXRGIHEE.,

version: 1

backendName: fcp-backend
storageDriverName: ontap-san
managementLIF: 10.0.0.1

svm: svm_fc

username: vsadmin

password: password

sanType: fcp

useREST: true
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# 48 nameTemplate H/GiREZE I

version: 1
storageDriverName: ontap-san
backendName: ontap-san-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

formatOptions 5], IE&ATF ontap-san-economy IRXEHiZF

version: 1
storageDriverName: ontap-san—-economy
managementLIF: ""
svm: svml
username: ""
password: "!"
storagePrefix: whelk
debugTraceFlags:

method: true

api: true
defaults:

formatOptions: -E nodiscard

BAEIEREmRRG

EXERAIFHE X XHFR, NFBEEFHEMILE TIFENEIAE, F190 spaceReserve A none.
spaceAllocation /A false fl encryption /U false, FEINTETEEERDHE N,

Trident 7E"Comments"FEE IS B BT, T FlexVol # LS8, Trident EECE MG EMREENRIE
IS EHIEFEES, IAEREN, FEEEBERAUASENENEE MITE, HIRITEE#HTIE,

EXLERGIAR, —EEEMZE T BCOH spaceReserve. spaceAllocation #M encryption {H, M—L
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wEE T FINME.
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ONTAP SAN Rl
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version: 1
storageDriverName: ont
managementLIF: 10.0.0.
svm: svm _iscsi
useCHAP: true
chapInitiatorSecret: c
chapTargetInitiatorSec
chapTargetUsername: iJ
chapUsername: uh2aNCLS
username: vsadmin
password: <password>
defaults:
spaceAllocation: "fa
encryption: "false"
gosPolicy: standard
labels:
store: san store
kubernetes-cluster:
region: us east 1

storage:

- labels:
protection: gold
creditpoints: "4

zone: us_east la

defaults:
spaceAllocation:
encryption: "tru
adaptiveQosPolic

- labels:
protection: silv
creditpoints: "2

zone: us_east 1b

defaults:
spaceAllocation:
encryption: "tru

gosPolicy: premi
- labels:

protection: bron

creditpoints: "5

zone: us_east Ic

defaults:
spaceAllocation:
encryption: "fal

ap-san
1

19gxIm36DKyawxy

ret: rgxigXgkesIpwxyz
F4heBRTOTCwxyz
décNwxyz

1se"

prod-cluster-1

oooo"

"true"
e"

y: adaptive-extreme

er
0oooo"

"false"
e"

um
ze

ooo"

"true"

Se"
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ONTAP SAN &5

version: 1

storageDriverName: ontap-san-economy
managementLIF: 10.0.0.1

svm: svm iscsi eco

useCHAP: true

chapInitiatorSecret: cl9gxIm36DKyawxy
chapTargetInitiatorSecret: rgxigXgkesIpwxyz
chapTargetUsername: iJF4heBRTOTCwxyz
chapUsername: uh2aNCLSd6cNwxyz

username: vsadmin

password: <password>

defaults:
spaceAllocation: "false"
encryption: "false"
labels:

store: san_economy store
region: us_east 1
storage:
- labels:
app: oracledb
cost: "30"
zone: us_east la
defaults:
spaceAllocation: "true"
encryption: "true"
- labels:
app: postgresdb
cost: "20"
zone: us_east 1b
defaults:
spaceAllocation: "false"
encryption: "true"
- labels:
app: mysqgldb
cost: "10"
zone: us_east lc
defaults:
spaceAllocation: "true"
encryption: "false"
- labels:
department: legal
creditpoints: "5000"
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zone: us_east lc

defaults:
spaceAllocation:
encryption: "false"
NVMe/TCP 7=l

version: 1

storageDriverName: ontap-san

sanType: nvme
managementLIF: 10.0.0.1
Svm: nvme svm

username: vsadmin
password: <password>
useREST: true

defaults:

spaceAllocation: "false"

encryption: "true"
storage:
- labels:
app: testApp
cost: "20"
defaults:

spaceAllocation:

encryption: "false"

B EIRRET 2] StorageClasses

LLF StorageClass EX155H [EH ENMIEHRTGl. #H parameters.selector FEK,
StorageClass HRAWLENMTBATFHESLE. SREEGMERINIHRE XA HE,

* protection-gold StorageClass 1% ontap-san fGimFRIE— N EI. XEH—IREESRHRP

Ny
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass 5T E] “ontap-san’ [RiRAYE —MFIE =B, XLEZHE—IR
HEE UIMRIPR SRV,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass }M&1 2] “ontap-san-economy fSifHIE = N, XE2ME—H mysqldb 2
B RREFREEENEEE M,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass &MEIE| ontap-san FIHAYE N REIMA,
X2M—IR MR EIPA] 20000 creditpoints B,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"
fsType: "ext4d"

* creditpoints-5k StorageClass JMEt2] “ontap-san G E =M “ontap-san-economy’ j5if
B MR, XLEZME—HE 5000 ME AR~ 5.

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

* Z my-test-app-sc StorageClass EMRETE] testarp RapiZFHH ontap-san BN, HHE
sanType: nvme, XaM—iEH testapp AIM,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: my-test-app-sc
provisioner: csi.trident.netapp.io
parameters:

selector: "app=testApp"

fsType: "ext4d"

Trident RRTEEZRMEIM, HBFRHEFHEER.

ONTAP NAS IXoHiE=

ONTAP NAS IRopfEF#EiA
T FRYNMEIEEA ONTAP #0 Cloud Volumes ONTAP NAS IXzhi2RFECE ONTAP [Sif.
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ONTAP NAS IKohiZFiIFAE 8

Trident 12 LA T NAS ZEIRTHTZRF LIS ONTAP 8BS, IFMIRIRIERE . ReadWriteOnce (RWO)
« ReadOnlyMany (ROX). ReadWriteMany (RWX). ReadWriteOncePod (RWOP),

IRohiZF Y volumeMod 73#FHYifAIIET TROXH RS
e
ontap-nas NFS SMB Filesystem RwWO. ROX. RWX. RW ", nfs, smb
OP

ontap-nas-economy NFS SMB Filesystem RWO. ROX. RWX. RW ", nfs, smb
OP

ontap-nas-flexgroup NFSSMB  Filesystem RWO. ROX. RWX. RW ", nfs, smb
OoP

* (REFERFAEERRBE T 215 ONTAP E[EFI'BY, A {#H ontap-san-economye

* (NHETHIFASFER RS T 2150 ONTAP S[EF|" BT A A ontap-san-economy " IK
ohi2FBY, A A ontap-nas-economys

=5
* NREFTHEELHIRRIP. KEMEXZohE, 1B571#A ontap-nas-economyo
* NetApp REINTEFIA ONTAP XEpi2FR{EA Flexvol BEhgK, FRT ontap-san. E/—
MhRRT5 %, Trident ZHRHERRBIREBHAELNIMI B Flexvol &o
FA PR

Trident 2L ONTAP % SVM BRGNS 5E1T, BEMER admin £8HEF 5 'vsadmin'SVM BBF, AH
HRABHNARRBINAF,

3+F Amazon FSx for NetApp ONTAP Z8E, Trident FF2ELL ONTAP =% SVM BB RN B 51T, FHE%EE
“fsxadmin' P 5 'vsadmin'SVM B, SEGHEREREHNARZIRNARF, fsxadmin' AR 2EEEIERAR
HNERER R

WRFE 1imitAggregateUsage B, WHEEEHEETIERMNIRE, & Amazon FSx for NetApp
&3 ONTAP 5 Trident £& AN, limitAggregateUsage BEAFIERTF vsadmin
fsxadmin PP, MRIETE IS, IERERKIK.

SBIARILATE ONTAP 18l Trident IREhiZF AT LAERNEARGIMENA G, ERITFENZF R, KSR
B Trident RFAXNE EEIRVEM API, XESARTSEERSZ HTE,

HEZ{ER ONTAP NAS X oI FEC B /Gin

T fR{EF ONTAP NAS IXEhiERFECE ONTAP FIRMIER. BHIIEEMASHER. M
25.10 KRAFF44, NetApp Trident 235 "NetApp AFX &2 %", NetApp AFX ZERSS
H1th ONTAP &4t (ASA. AFF Hl FAS) 7EFEENKIM A EBEFIARE, £ Trident [Fin
FLER, TRIEELENARLE AFX. HEZ%RE ontap-nas'{E/7 “storageDriverName' B

, Trident = BN AFX R4,
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#iE AFX RGN Hs “ontap-nas' IREpERF (A NFS thil) ; A3 SMB thile

X

* 3 FFFE ONTAP [Fif, Trident EXRE/WE—NEBEHHEL SVM,

* BRILUBETZ N RoERE, HelEER— I S — T WEFHES. F1a, ErIUECE—MER “ontap-nas'IK
EHIZFHY Gold Z£F1—MEMA “ontap-nas-economy IXEHFEFHY Bronze 2,

* FiE Kubernetes worker 15 S &84 NZEMENAI NFS TH, BXEZIFEMEE, S0 "a,
* Trident (X245 SMB &#EH E7E Windows T s EIE1THY Pode BXIFAEE, 158N HFEOCE SMB

o

3t ONTAP [Sim# 1T S 501
Trident 1I2HFRFN S 9 I0IE ONTAP FIHRIE,

s EFEE: MEXFEXN ONTAP FinEBAIR, BIVERSMEX ZE2ERABXBHIKS, Fli0
admin 8 ‘vsadmin, RS ONTAP MRAESHIRAFRA M,

* BT IMEXFERERRTEIES, Trident 78S ONTAP SEEHITES, 1A, BREXBAEER
FimiEH. ZEAMBIE CAIEHRY Base64 RiDE (NRFERA) (EF)

ERIUEMNE iR UEETERENETIEBNGEZEER. B2, —RIEZF—MEMNEIESE BUHRE
Bt S MRS %, YOANEHREEFRFIET %o

g OREZVREZRADES", NEmeIRERK, BRAEEXFPRET S TEHRIES

7Eo

i
O

BRETEENSHIIE

Trident TFEM SVM SEE/EESCENEERRMEE, UES ONTAP Gin#HTEE. BINERTE. FiEX
WAE, fadmin 8 "vsadmin. XHAIRT 5KE ONTAP RARMAIFREMY, XERARIGESAFRE
Trident hNRZASfEFRRYZHAE APl, AJLURIZBEEXZ2ERABHS Trident —EEfER, BARERINXEF M.

Tl mRE X 30 TR
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YAML

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2

svm: svm nfs

credentials:

name: secret-backend-creds

JSON

"version": 1,

"backendName": "ExampleBackend",
"storageDriverName": "ontap-nas",
"managementLIF": "10.0.0.1",
"dataLIF": "10.0.0.2",

Al Al

svm": "svm nfs",

"credentials": {

"name": "secret-backend-creds"

B, BmREXEEUAX AT FEENE—IE, EintlEE, AP 2/ EA Base64 HITHD,
Z#7 Kubernetes 15, RIE/EHEREE—FETHRERENTSE, Eit, eR—MUREERNIZE, H
Kubernetes/{Zi&EIE R H1To

BRETFIEBHNSHRIIE
MMM AN ERE UERIERHS ONTAP FiHES. FHEXPEE=1SH.

* clientCertificate: & P ImIE Y Base64 4w (&,
* clientPrivateKey: XBx%& Fi#Z$A1) Base64 whi3{E,

* trustedCACertificate: ={={FRY CA IFPH Baseb4 HiSE, MNBEAZEEN CA, MHTURHILESE,
MRKFEASEEN CA, NFTUZRILISZE,

HANTERIZEEUTI R,

TR
1 EREFPREBMNER. £, FRBA (CN) RENEHITEHEIER ONTAP B,
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openssl reqg -x509 -nodes -days 1095 -newkey rsa:2048 -keyout k8senv.key
-out k8senv.pem -subj "/C=US/ST=NC/L=RTP/O=NetApp/CN=vsadmin"

2. EE?E%EE’\J CAIEFAINZEI ONTAP &£2%, XFIREEREFMHEERLIE, MRKRERAREMERN CA, WA

security certificate install -type server -cert-name <trusted-ca-cert-
name> -vserver <vserver-name>

ssl modify -vserver <vserver-name> -server-enabled true -client-enabled
true -common-name <common-name> -serial <SN-from-trusted-CA-cert> -ca
<cert-authority>

3. £ ONTAP B FREZFIHIEHER CRELE 1) o

security certificate install -type client-ca -cert-name <certificate-
name> -vserver <vserver-name>
security ssl modify -vserver <vserver-name> -client-enabled true

4. Haik ONTAP 2B RABZR “cert BHKIES %o

security login create -user-or-group-name vsadmin -application ontapi
—authentication-method cert -vserver <vserver-name>

security login create -user-or-group-name vsadmin -application http
—authentication-method cert -vserver <vserver-name>

5. EAERMAERNE S HIIE, & <ONTAP Management LIF> F <vserver name> 2 &R LIF IP 0
SVM Z#R, fEAffafR LIF BIARSBEREZIKE S default-data-managemento

curl -X POST -Lk https://<ONTAP-Management-
LIF>/servlets/netapp.servlets.admin.XMLrequest filer --key k8senv.key
--cert ~/k8senv.pem -d '<?xml version="1.0" encoding="UTF-8"?><netapp
xmlns="http://www.netapp.com/filer/admin" version="1.21"
vfiler="<vserver-name>"><vserver-get></vserver-get></netapp>"'

6. f£F3 Base64 XHIEH. ZIAMAE CA IEBHITHRID,

base64 -w 0 k8senv.pem >> cert base64
base64 -w 0 k8senv.key >> key base64
base64 -w 0 trustedca.pem >> trustedca base6t4



7. ERM E—FRIENELIEE IR,

cat cert-backend-updated.json

{

"version": 1,

"storageDriverName": "ontap-nas",

"backendName": "NasBackend",

"managementLIF": "1.2.3.4",

"dataLIF": "1.2.3.8",

"svm": "vserver test",

"clientCertificate": "Faaaakkkkeeee...Vaaalllluuuueeee",
"clientPrivateKey": "LSOtFaKE...0VaLuESOtLSOK",
"storagePrefix": "myPrefix "

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n

trident

o —— et et it
- F—— +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

o - Rt et bt
o F—————— +

| NasBackend | ontap-nas | 98el9b74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

o —— o et bt et P
- e +

BB IS A R
TR AEFHIMA R U ERRRN S M IIE S ASC A ETE, XA UNEIE: s ERRR 2/ZBfE
ImEHAERIESR; JURERIEBNERERNETRFRAEE, Ak, EXTRERIRNENSMEIESEH

ANFNBRIIESE. AEFEREMB backend.json X, HARBEEIT tridentctl update backend
FRrEES#,

cat cert-backend-updated.json
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{

"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "NasBackend",
"managementLIF": "1.2.3.4",
"dataLIF": "1.2.3.8",

"svm": "vserver test",
"username": "vsadmin",
"password": "password",

"

"storagePrefix": "myPrefix

}

#Update backend with tridentctl
tridentctl update backend NasBackend -f cert-backend-updated.json -n
trident

fems=m=m=m== fememmesessess==== fes======s=scscsessssossssssss==ss=sa==
fomm - fomm - +

| NAME | STORAGE DRIVER | UUID

STATE | VOLUMES |

e ittt e ittt b o
T e i+

| NasBackend | ontap-nas | 98el9%74-aec7-4a3d-8dcf-128e5033b214 |
online | 9 |

R fremememessess==== fessmssee s se s o s s s e e
f======== fmmmmeme=s “F

RIRFEEN, FREERMANESEHN ONTAP LEFPNERE, AEHITEHBEN. KBEIEHE
#&iE %_JL,{I"]@F”J“HD%/NIE%O AREMERUERIES, Z/FRTLAM ONTAP SE5FRlERIRIE

EEmEAIPENELIBENRE, BAEHMZERINEER. RIINERENRA, Trident AILLS
ONTAP [Gim@ S H IR KB ERIE,

73 Trident 832 EHE X ONTAP &€

S U EARIENPREIZE ONTAP £ AE, XHFEMANER ONTAP BEIE SR A GBI Trident PHITIRME, &
Trident EiRECEFESHAF Z6Y, Trident EHERIZER ONTAP E£E8 A EBFHITIRIE,

BXOEE Trident BEXABIFMEE, 1BES N "Trdent BEEX AR
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{§£F3 ONTAP CLI
1. FERUTHSEIENAE:

security login role create <role name\> -cmddirname "command" -access all
-vserver <svm_name\>

2. Jg Trident BFRIZBAFZ:

security login create -username <user name\> -application ontapi
—authmethod <password\> -role <name of role in step 1\> -vserver
<svm_ name\> -comment "user description"

3. BABMHNIIAR,:

security login modify username <user name\> -vserver <svm name\> -role
<role name\> -application ontapi -application console -authmethod
<password\>

f£F8 System Manager
7£ ONTAP System Manager FHITIL T :

1. QB EXAE:
a. BEREEELFICIEBEXAE, 5% Cluster > Settings.

() EE SVM LRISIEBEX AR, 1HEFE7E# > Storage VM > required svM>i&E > B
PRt

b. 3%#%¥ Users and Roles FZiAIETLERR (—)o
C. 7£ Roles Ti%#F +Add,
d EXABHNMNHESE Save,
2. BAEMEE Trident BF: + B AFPMAG TIELHITUTSE:
a. 3%&#F Users THURINERT +,
b. ERFIBIAF B, AGTE Role FHEREHIEZE—IMAE,
C. B Save,

BXEFAES, BERLUTRE:

* "ATEE ONTAP NEEX AR H "EXBHEX A"
* ERABNAR"

B2 NFS SHHRE

Trident {#F NFS S H SREERITHI3 iz Ha9E/A 18]
{ERAHOSFERET, Trident I2{EFEIERE:
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* Trident AILIBISEEFHREAS ; EXMRFENT, FREERIEERTARIT IP IR CIDR 17
Ko Trident ITEAI BEPEEEXLEEERNERAT R IP ANEISHRER, FE, HARHEE CIDR B
, FERHBHNENT R LREINE 2R EERERE P 8 ARINEI S HREE,

* FIEEERAGESHREEH FEARMAN. FRIFEEETEENENFHREZM, SN Trident £
FRAIAS HERER

HSEESHERRK

Trident BETBSEEIE ONTAP [FiREIS LR, XEFHEEEREBN TR IP IEEAIFRMULTE, A
RFHEXEXMN, EAKEENT FHRBEE,; WIRURBHNEIFBEENFMEEETFT. b5
,Eizﬁﬂb:.l:i%ﬁﬁﬁ%%ﬁﬁ’ﬂiﬁ EFRBIAREHER IP UTHEEEENNIET R, MMEEACHIBMLE

#,

& FERAISSH RN EFEAMSHLFER (NAT), 3T NAT, FEEFIZZESIRNZER1E NAT
’ ik, MAESLFREY IP AL, FIESHARN PRI R LA BEHFEL AR,

Nl

HAERRNECEIRD, U TREMHmENRHA):

version: 1
storageDriverName: ontap-nas-—-economy
backendName: ontap nas auto export
managementLIF: 192.168.0.135
svm: svml
username: vsadmin
password: password
autoExportCIDRs:
- 192.168.0.0/24
autoExportPolicy: true

fERILLINEERY, WitAIR SVM FREVIRIES R BB LRIt 2 FH RS UKL 1T TR CIDR REY
&  SHAN (BFIINFRINSHRE) o 1RLRETE NetApp HEFERRESSE, 79 Trident TA—1
SVM,

TR A LR A% BRItk T eE T ERIERIMRRE

* autoExportPolicy IRE M true, X/ Trident AEAIEIRA svml SVM ELEMNES N EEIEFHER
B, H{EA “autoexportCIDRs #ARAMERN AR RIPR. EHEZIITHRZAE, ZBERZEMUAY
T FHEER LN ZENABES, HEAMITRE, Trident REIE—N5IKE qtree RIBHNFHER
B&, % qtree B E18E CIDR RAMT R 1P, XLE IP HFARMEIR FlexVol HERANS L HREEH

° f530:
* [Gi% UUID 403b5326-8482-40db-96d0-d83fb3f4daec
* autoExportPolicy BN true

* IFEBI4R trident
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= PVC UUID a79bcf5f-7b6d-4a40-9876-e2551f159c1c

* B4 trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c¢1c BY gtree A& /9 "trident-403b5326-
8482-40db96d0-d83fb3f4daec’#Y FlexVol BT HEREE, NBEA
‘trident_pvc_a79bcf5f 7b6d_4a40 9876 e2551f159c1c’ By qtree RIS H KRR, H1E SVM LoliE
£ “trident_empty =S HZEEE, FlexVol SHEEEAIFINIE R gtree S H RSP E S HVERIFLN
i, =SHEREZBERMMNEREER,

* autoExportCIDRs BIEMUIIRTIR, LbFEEZRER, FAIAZ [0.0.0.0/0", "::/0"], SARFKEN, Trident
SAMETED S LRIV E 2R EEEI R E A .

T‘Jtl:a_‘ﬁ'JEP, RMT 192.168.0.0/24 HUL={E], ?(%%Tltti’éilt,alp\]@ Z7H Kubernetes 155 IP 54
ANZE Trident QRS HEREER, 2 Trident FMEZITHT R, ESRRTIREY IP ik, HiRIE
autoExportCIDRs FIEHAVMIIREITIOE, &ZMET, T8 IP /5, Trident ARAHEINTIREIZE iR IP €
BT HsRBE AN,

BRI TR fEim A E “autoExportPolicy # “autoExportCIDRs #1178 #1, &r] LN B shE BN EmEMH
8 CIDR MIFRIIERY CIDR, Milfk CIDR BYE/ Ly, DUIBERIIAEEZEFREK. EEA]LUEEN FiREE
“autoExportPolicy’ HENREIFaIIZN S LR, XEEETRIRIECEPIZE exportPolicy' %4,

1£ Trident 8IS EHGIRGE, ERJLUER tridentctl TAEMNM tridentbackend CRD KMZEFiR

./tridentctl get backends ontap nas auto export -n trident -o yaml

items:
- backendUUID: 403b5326-8482-40db-96d0-d83fb3f4daec
config:
aggregate: ""
autoExportCIDRs:

- 192.168.0.0/24
autoExportPolicy: true
backendName: ontap nas auto export
chapInitiatorSecret: ""
chapTargetInitiatorSecret: ""
chapTargetUsername: ""
chapUsername: ""
dataLIF: 192.168.0.135
debug: false
debugTraceFlags: null
defaults:
encryption: "false"
exportPolicy: <automatic>
fileSystemType: ext4

MIBRT =BT, Trident 10EFTE SHER, DRSS ZT S REIIARFMN, BEMEE FIHNS H R PR
e IP, Trident RTLARSLIERIR RS, BRIAELL IP HEE P T RER,
S FURIEERNGLR, 8 tridentctl update backend B fEiH oI HfR Trident EEHEESHEKRE, XTEFE

B 8 LAUGIR UUID # gtree RIRSR ARV LR, Bk LFENSEHE ﬁﬂﬁk#ﬁb’t%ﬁkl"l—rﬁ%%ﬁﬁﬂLE’]
SR,
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& HErEA B EES R EIRERFMS LB LR, NREHMEIERR, SREAN
! WEV R, FRSEEIZEHIR LIRS,

NIRSERSTIRRY IP #EEEH, WHET R EEHEE) Trident pode #Af5, Trident FEMHEEER/FURAY
SHERRS, LURBRIL IP X

HEEECE SMB &

B —LLEEMINYER, EAILUER ontap-nas RaiEFECE SMB %o

. WFTE SVM EECE NFS #1 SMB/CIFS thiX, 7 #E ONTAP ZsithB¥E 612 ontap-nas-
= economy SMB %, To/AACE XM PREM—PEESFE SMB EEIEL K,

[

#&x autoExportPolicy A%#F SMB %,

a2 Al
FIKE SMB £Z#1, UHEETIIAR,.

* BA Linux 54287 Sf1ZE/D—E1T Windows Server 2022 BY Windows worker 15 5289 Kubernetes £
£, Trident {XZ#F% SMB HEE E7E Windows T9 s EIE1THY Podo

* EVE—NMEEEH Active Directory EHERY Trident 28, EEMZEEH smbcreds:

kubectl create secret generic smbcreds --from-literal username=user
-—-from-literal password='password'

* BEEE /9 Windows fRSZSHY CSI I8, EEZE csi-proxy, ESEH"GitHub: CSI Proxy"s{"GitHub: EHF
Windows B CSI {{IE" 7 fi#7f Windows _Eim{THI Kubernetes T &5,

S
1. 3 FZth ONTAP, EAILUEIRAIE SMB 1=, 3 F Trident Al AR EEIE—PMHE

7~N—=Fo

#x Amazon FSx for ONTAP &% SMB H%,

"TEJLMEﬁH "Microsoft EIIZHI 6" HEXHRER B TTIHER ONTAP CLI FFH AN Z—8liE SMB E1F
H=, EfEF ONTAP CLI g SMB H=;

a. MAKE, FHHZCEBERRRIEEM,

It vserver cifs share create (R EHRZECIEEREINE -path ETHIEERIRR, WNRISTEHIEE
BRAEE, WL,

b. gl 53iEE SVM XELRY SMB HE:
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vserver cifs share create -vserver vserver name -share-name
share name -path path [-share-properties share properties,...]
[other attributes] [-comment text]

c BIIRRELIBIHAE:

vserver cifs share show -share-name share name

#&iE BXREAER, BEN "I SMB H="

2. S| EmE, HAEEEULTRBUIETE SMB &, WFFE FSx for ONTAP [GiRECE LN, 1§57 "FSx for
ONTAP Be& &A=~ A"

2 A Nl

smbShare ALIEE LTIz —: £/ Microsoft smb-share
Management Console 3 ONTAP CLI gl## SMB
HEWEIR; A Trident 8 SMB HEMZHR;
HE A UESHET UEIEREN AT HEZ A, It
ST A ONTAP 2a%ER, ltt%%lnz Amazon
FSx for ONTAP [FIRFRAER, FEEND,

nasType *ATIZE S smbo *WIR A null, MERIAS nfso smb
securityStyle HENZEER. WTF SMB &, NIISE N ntfs® ntfs B mixed AF
5{ ‘mixed, SMB &
unixPermissions HENER, T SMB &, NMET, "
BRE%%£ SMB

M 25.06 hiRZA<FF4, NetApp Trident Z35{FH “ontap-nas # “ontap-nas-economy [5ixBI#£H) SMB %E’J;z%ﬁﬂ
B, BA%2 SMB g, AJLUERIARIEHFIZER (ACL) 7 Active Directory (AD) AP A1 P 4RI SMB £=
HIZ 1518,
FERENER

* REZFF N “ontap-nas-economy' .

* {XZ#¥ ontap-nas-economy HH RIRTEE,

* NRBAT X2 SMB, Trident F2BEIHPIREIA SMB H=,

* B# PVC AR, HHEXIBNEHFETFRERMH SMB = ACL.

* I3 PVC BUERHIEER SMB #= ACL BT IR PVC 89 ACL,

* WRTERE AL 2 SMB NERZEEMI AD BF. TRAFRBARAMNE] ACL.

) ﬂﬂ%?’_ aif. FEEA PVC FERER AD AP RERERNIR, MARRMLEEI: PVC. FhEE, AE
2l

* £% SMB % ‘ontap-nas HEESAXE, FEATIEHEEESN.
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p
1. A FEMIRBIFRTR, 1 TridentBackendConfig F3#E%E adAdminUser:

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.193.176.x
svm: svm0
useREST: true
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

2. TETFRESEHRIANANALE,

¥ trident.netapp.io/smbShareAdUser ERERIMEIFHESE, UWBLXBEHAREM SMB, JFE
trident.netapp.io/smbShareAdUser {EEMAFPENS *smbcreds ZiAPIEENAFR ZHER,
BRI UM AR HEE—I * smbShareAdUserPermission: full control. change 3§
‘reado PAIMXIRH full controls

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

1. 8 PVC,
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UTFRAIRIET PVC:

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/snapshotDirectory: "true"
trident.netapp.io/smbShareAccessControl: |
read:
- tridentADtest
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

ONTAP NAS B2 & iEImA0 551

T #RUN{AI7E Trident R3EFPGIZEF{ER ONTAP NAS IR5iiEF. ATIRME T IEEHMETE
StorageClasses BRI ERFIFIIEAEE. M 25.10 IRZETFFI8, NetApp Trident 213
"NetApp AFX TZEZR 4" NetApp AFX EERASHMET ONTAP BWES (ASA. AFF
# FAS) EFMEEMNSEM B EBEMAR,.

p=s N2+ “ontap-nas’ IKEhiER (R NFS 1)) BT NetApp AFX £&4t; A3Z#F SMB il

[E A B T

7E Trident FIRECE S, LTHEIEEEMRSE NetApp AFX FER S, XL ontap-nas {EN
“storageDriverName 'BY, Trident 2 B&iiaill AFX FERSF. FLBRILESHAERT AFX FERS.

TRETRT EiRECE DL

S WiBA ZRIA

version BRI 1

storageDrive {FEIRGIFIZRFEVRAFR ontap-nas, ontap-nas-

rName economy, Eiontap—nas—
g T NetApp APX R4, (V375 flexgroup

ontap-naso

backendName  BREXZIRHFE/EIR IXEHIZFR AR + "_" + dataLIF
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managementLI
F

datalLlIF

svm

autoExportPo
licy

autoExportCI
DRs

labels

clientCertif
icate

clientPrivat
eKey

trustedCACer
tificate

username

password

storagePrefi
X

WiER

&85 SVM B LIF 89 IP #htik, thaJLUEERLR
EiFE (FQDN) . WNRMFERA IPv6 iRERET Trident
, MIBTLUEE SR IPve Hutlk, IPv6 Hilt T A FE
SHEN, Fu0
[28e8:d9fb:a825:b7bf:69%9a8:d02f:9%9e7b:3555
lo BXT4E MetroCluster ¥J#E, iFE M MetroCluster
AN

Y LIF B9 IP ik, NetApp ZiIERE datalIF. Hll
RoRiZMH, Trident FM SVM FREX dataLIF, RILUETE
EATF NFS EHIZ(ENT2RE®Z (FQDN), 21F
Z 62118 DNS UEZ A datalIF # 1T H F i, of
UEVIRISEREN. 5W . WERFEA IPv6 ItER
&7 Trident, MBILUSEAFER IPv6 ik, 1Pv6 it
WA RERIESPHEX, fFlan
[28e8:d9fb:a825:b7bf:69a8:d02f:9e7b:3555
lo *# & MetroCluster, *iE&HMetroCluster 717l

Z{FFRY Storage Virtual Machine *¥F MetroCluster
HEE, *1EBRMetroCluster =fflo

BRBEMNSHEREEIEFEFH [Boolean], EA
“autoExportPolicy’ #1 “autoExportCIDRs %I, Trident
L B EIES H R,

B “autoExportPolicy Bt i3} Kubernetes 552
IP B9 CIDR %1%, {#H "autoExportPolicy
“autoExportCIDRs %I, Trident AL EIERSHEK

o

ENATENES JSON RRIrEE

FFIRIERRY Base64 fidH. AFETIERNEHE
IE

P inthiAR Base64 fwiZ{E. ATFETIEBNEHE
IE

Z{S1E CAIEFHY Baseb4 4bE{E, Bk, ATFETIE
B I0IE

EZFER/SVM ARG, BTETERNS MK
iE. B Active Directory S{3I0IE, BESIR "FH
Active Directory E#EMA/5Em SVM FEiE Trident"s

EERIER/ISVM RS, ATETEENS DI,
B X Active Directory S17503IE, 1EZ " Active
Directory EiEMR/fGim SVM IGiE Trident"s

£ SVM FECEHENERNIR. RERTEAEN

U {&EF ontap-nas-economy # 24 NEY

s B LZFRTH storagePrefix B, qtree ¥

! REMNEFHERIR, REERUTER
R,

EININ

“10.0.0.1”7, “[2001:1234:abcd::fefe]”

EEHAULTRE SVM, WRKIEE

(FHE=)

MRIEFET SVM managementLIF

» MPRE

false

['0.0.0.0/0", "::/0"T

“trident”
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aggregate

limitAggrega
teUsage

flexgroupAggreg
ateList

limitVolumeS
ize
debugTraceFl

ags

nasType

94

WiER EININ

RTFEENRE (AhE, NRILE, WHmsis

SVM) . XF ontap-nas-flexgroup RHiEF,
IHEIETUG # 2 B8, SRR ES, Ml LAERER R
HIBR&RECE FlexGroup %o

YERES7E SVM EHE, EaE IR
16 SVM £ Trident P ETIEH, MLH
B2 Trident Controller, HETE
Trident FEE THER G RICEEH,

i MRRBEWEMZEZL SVM, NTE
i1 SVM BE8Y, FIRRFTE Trident A7
BEXRBRES. BOIRBREERNE
TF SVM LHERE, HEEHET2M
bR, UMEEIHMRERN.

REJ AFF FERGTHETE.

MRFERAERBIILESE, MEEELXK,. FERATF " (BMANER T AEGIHT)
Amazon FSx for ONTAP, R~EJ}y AFF Zf&&R4i1s
Eo

RFEENREYIR (Ahk; NFRLE, WHHoE
25 SVM) ., PEdts SVM MFrERAHBATERE
FlexGroup %, 1% ontap-nas-flexgroup 7Zfi&IR5H
2.

£ SVM FREFHREYIRE, @idiif
SVM HEhTE Trident FEFHFIER, ML
EEHE T Trident Controller, HIRTE
Trident FEE THFENREVIRRKELE
&Y, MIRBRSYRREGRZEZL
SVM, MTEii8 SVM BEK, EiRE
% ZE Trident FRAYRURS. BT
BREYIREHHN SVM EEFEMNTIR,
?}?L%i?rﬁ%éﬂﬂﬂf‘%, LUfER iR S Bk

MRBFBRPERNETIE, MKEXRK. " (BRAER R AREIHIT)

HPEHERRETE AR S, B30, {"api"false, 7
"method":true} BRIFIEFEFH I THIEHBRH R EIFANH
%, SNAEMER debugTraceFlagso

BdE NFS ¢ SMB &6, EINA nfs. smb 3§ nfs
nullo REAMN null BIAA Nrs &, WRIEE, X
F AFF GFHRAABRZIKEN “nfs.



28

=

nfsMountOpti
ons

gtreesPerfle
xvol

smbShare

useREST

limitVolumeP
oolSize

denyNewVolum
ePools

adAdminUser

WiER

NFS EHIXIMANE S 53 FRYIFR. Kubernetes A ER
THIETUE B EFERPIEE, BUNREMERDRIEE
EEEHED, N Trident ¥ EIREEREMEGIRECE XA
hISERVIEHAT, MNREMEENEREXHFPRIEERE
I, Trident BASEXRBKNIFAE LIREE[AE

R,

&1 FlexVol UK Qtrees, WAZTE [50, 300] SEEIA

EININ

ll200||

BILUEE A TRz —: £ Microsoft Management
Console 3 ONTAP CLI 88 SMB £ZMEFR; &
¥ Trident Bl SMB HEHEZFR; HEATLIGSHE
TLHIEREN AR HEZIHE, ST
ONTAP ZrER, tEEZE Amazon FSx for ONTAP
[EIRFRAER, FEENZ,

£/ ONTAP RESTAPI B975/RE%#, useREST I&E
A true BY, Trident f#F ONTAP REST API
E5Eim@E; 1888 false B}, Trident fEH
ONTAPI (zAPI) HRSEREImEE. ILINEEE
ONTAP 9.11.1 NMEShRAS, I+, FRERH
ONTAP B RABNIMEEIIAR ontapi NAER.
XBEEFENXHE “vsadmin M “cluster-admin’
AEFRHE. M Trident 24.06 RRAF] onNTAP
9.15.1 WESREHIE, useREST FIANKEN
“true; & useREST BN “false LIfEMH
ONTAPI (zAPT) JEH. WMIRIEE, XF AFF =i
RRIRZIRE N true

7£ ontap-nas-economy [GimRfERA Qtrees BIMIERARIE " (BRIANBER FARESHIHIT)
K FlexVol A7)\,

PRl “ontap-nas-economy [GiREIEHT FlexVol & L8
ZH Qtree, NFATEIEMN FlexVol BFEEHY
PV,

BB SMB H=5E214iRIANPRAY Active Directory EIE
RAFFARH. ERLSHANEER2EFINIRRY
SMB H =R EIR SR,

smb-share

true IEAF ONTAP 9.15.1 HES
Hﬁzk, ’.:.“)UIJ falseo

AT EEENERECE RN
TR LAERECER defaults B RRXEETREFIFNINERE. BXTM, BRI TENEERG.

o

#
spaceAllocat
ion

spaceReserve

snapshotPoli
cy

sl ik
Qtree = [8] D EC "true"
TEIFREEEL; "none" (¥5i&) B¢ "volume" (&) e
EFAB Snapshot HKE& nen
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28

=

gosPolicy

adaptiveQosP
olicy

snapshotRese
rve

splitOnClone

encryption

tieringPolic
y

unixPermissi
ons

snapshotDir
exportPolicy

securityStyl
e

nameTemplate

Lz 2RIA
EHRIEINE DB QoS HKI&H, ~ME I EEMERE ™
%% qosPolicy B adaptiveQosPolicy HHH—1

ZHRENED BN EIERN QoS K&A. IENEE ™
A/ EmIERR qosPolicy 3 adaptiveQosPolicy F1A—
o ontap-nas-economy Fz#FItINAE,

HNREBEFENEB DL "0" 40 snapshotPolicy A
"none"; E:muyg "
BRI MERRIF D "false"

7I¥r# L B NetApp Volume Encryption (NVE); 2t "false”
IANA falseo WATERESE EIFRIFHEA NVE A REER
ik, NRERFIHBAT NAE, NIE Trident PACE
HEREEEEA NAE, BXEZER, EEH

. "Trident #{a]5 NVE #1 NAE B2 &fEA"

E(FEA"none"l 9 B H&

BMER NFS 7 "777"; SMB HEAZE (R
iEF)

ZEHI3 . snapshot BRB9iHIA true, false (ERIKE).

EfFANS H R "default”

MENEE2H . NFS 215 ‘mixed #l "unix Z2#  NFS BAIAMEH unix. SMB FRIAE

o SMB Z#F ‘mixed # ntfs’ Z21¥ o A ntfso

AT eIEBEXERMRIER,

£ Trident H{EF QoS HRIELHEE ONTAP 9.8 EShiAS. BN IZFERIEEE QoS HRRAE, FH
&iF MIRIZRRA RN A TSNS Y. £F QoS FRKRARFIMITAIELENEEETEMN L

Ro

EEETH

UTRENXTBRIMERRG:
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version: 1
storageDriverName: ontap-nas
backendName: customBackendName
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
labels:
k8scluster: devl
backend: devl-nasbackend
svim: trident svm
username: cluster-admin
password: <password>
limitAggregateUsage: 80%
limitVolumeSize: 50Gi
nfsMountOptions: nfsvers=4
debugTraceFlags:
api: false
method: true
defaults:
spaceReserve: volume
gosPolicy: premium
exportPolicy: myk8scluster
snapshotPolicy: default
snapshotReserve: "10"

3FF ontap-nas M ‘ontap-nas-flexgroups, Trident BLTEERFEYITE IR FlexVol 5
snapshotReserve B3 tEFN PVC IEMIAE K/, HAFIEK PVC B, Trident EHEMITEEIEZEEEZTIE
BIIEYE FlexVol, LbitEaI#fRA P WEI{17E PVC RIERMWAIE=E, mAe b FMiliERkpN=E, %
v21.07 Z&i1, HAFIEXR PVC (5305 GiB) BY, 315 snapshotReserve /3 50%, MI{YIKTF 2.5 GiB NA] 5=
8l XREANAFIEKNEENE, M snapshotReserve BZEHADe WF Trident 21.07, BF
EBRZAIEZT(E], Trident ¥ “snapshotReserve HMFENANENENE DL, WERFTERTF
‘ontap-nas-economyo. BB TRAILT BETIERIE:

HRERMTFR:

Total volume size = <PVC requested size> / (1 - (<snapshotReserve
percentage> / 100))

3tF snapshotReserve = 50% #1 PVC 353K = 5 GiB, 2&F KA 5/.5=10 GiB, BJAHKX/NAN 5GiB, XZ2H
F7E PVC 5 RHIERMIAS. “volume show SN BRFEMTF U T RBIMILESR:
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Vserver Voelume

Aggregate tat ype 5ize Available Used%
_pvc_89f1lcl56 3801 4ded4 9f9d _034d54c395f74

online AW 18GB
pvc_eB8372153_9ad9_474a_951a_@8ael5Selcdba

online RW 1GB

2 entries were displayed.

Fk Trident B, FcaiREMIME RiRER ERGARRES, HTFHEEICIENS, MIABREENK/), LUEM
WEN, Fla0, WEM 2 GiB PVC 5 “snapshotReserve=50"§&iZit 1 GiB I EFal&, #li0, EHMAN
AN 3 GiB, AJ7E 6 GiB & L AN BERFRME 3 GiB A E=El,

&=/ NEEE A
UTRAIERTRHAZSHEHREABRANENESEE, XBEXEHRNRESETTE

&1 AR EFE Trident 1R Amazon FSx for NetApp ONTAP, %A LIF $5E DNS ZFFmAE IP
’ Hhik,

ONTAP NAS &% {5l

version: 1

storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password

ONTAP NAS FlexGroup 71§l

version: 1

storageDriverName: ontap-nas-flexgroup
managementLIF: 10.0.0.1

dataLIF: 10.0.0.2

svm: svm nfs

username: vsadmin

password: password
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MetroCluster 15l

ERILECE RlR, LUBSRTE "SVM EFIFNIE" B TR E Feh EFHEIHE Xo

FFFTLETRMLIE], A8 nanagementLIF 38E SVM HEBE dataLIF Ml svm ¥, fla0:

version: 1
storageDriverName: ontap-nas
managementLIF: 192.168.1.66
username: vsadmin

password: password

SMB &R

version: 1

backendName: ExampleBackend
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
nasType: smb

securityStyle: ntfs
unixPermissions: ""
datalLIF: 10.0.0.2
svm: svm nfs
username: vsadmin

password: password
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E TR SIS

XE—M/NEHEEERGl, clientCertificate. clientPrivateKey
trustedCACertificate (AJi&E, WIRFEAZEMER CA) 9FVEFTE backend. json BHIRENEFim
. FAFAFNAIE CAIEHHY base64 {wiZ(E,

version: 1

backendName: DefaultNASBackend
storageDriverName: ontap-nas

managementLIF: 10.0.0.1

dataLIF: 10.0.0.15

svm: nfs svm

clientCertificate: ZXR0ZXJwYXB...ICMgJd3BhcGVyc?2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3duIGNsYXNz
storagePrefix: myPrefix

BE)S SRR

R BERIAIES Trident FAISS H R BICIEZMEES HEREE, X3 ontap-nas-economy
ontap-nas-flexgroup RaFZEFWEIFEA,

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
svm: svm nfs
labels:
k8scluster: test-cluster-east-1la
backend: testl-nasbackend
autoExportPolicy: true
autoExportCIDRs:
- 10.0.0.0/24
username: admin
password: password

nfsMountOptions: nfsvers=4
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IPv6 =15l

I RBIERT "managementLIF £/ IPv6 ik,

version: 1
storageDriverName: ontap-nas
backendName: nas ipv6 backend
managementLIF: "[5c5d:5edf:8f:7657:bef8:109b:1b41:d491]"
labels:
k8scluster: test-cluster-east-1la
backend: testl-ontap-ipv6
svm: nas_1ipv6 svm
username: vsadmin

password: password

{EF SMB %/ Amazon FSx for ONTAP Rl

3+ F1EF SMB EH FSx for ONTAP, smbShare B EMNTER.

version: 1

backendName: SMBBackend

storageDriverName: ontap-nas

managementLIF: example.mgmt.fgdn.aws.com
nasType: smb

dataLIF: 10.0.0.15

svm: nfs svm

smbShare: smb-share

clientCertificate: ZXROZXJIJwYXB...ICMgJd3BhcGVyc2
clientPrivateKey: vciwKIyAgZG...0cnksIGR1c2NyaX
trustedCACertificate: zcyBbaG...b3Igb3dulGNsYXNz
storagePrefix: myPrefix
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# 48 nameTemplate H/GiREZE I

version: 1
storageDriverName: ontap-nas
backendName: ontap-nas-backend
managementLIF: <ip address>
svm: svmO
username: <admin>
password: <password>
defaults:

nameTemplate:
"{{.volume.Name}}_{{.labels.cluster}}_{{.volume.Namespace}}_{{.vo\

lume.RequestName} } "

labels:

cluster: ClusterA

PVC: "{{.volume.Namespace}} {{.volume.RequestName}}"

BAEIERERRG

FETEERNRAIGIHEXXHF, AMEFEREMSE TIENRIAE, 5190 spaceReserve’ /7 none.
“spaceAllocation’}J false 1 “encryption /3 false. EEHtTETEEERD HE Yo

Trident ZE"Comments"FEEHIG B BT, Comments I ETE FlexVol LT ontap-nas B FlexGroup
FF ‘ontap-nas-flexgroup. Trident ZZRCENEEMN EEENFMEGEEHEIEES. AAEEL, &
EEER AT EMMENXIRE, FHiRinEXEH#HTOH,

EXLEERGIR, —LEEMSE TBCM spaceReserve. spaceAllocation #l encryption {8, mM—L
MEE T HIAME
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ONTAP NAS Rl

version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm nfs
username: admin
password: <password>
nfsMountOptions: nfsvers=4
defaults:
spaceReserve: none
encryption: "false"
gosPolicy: standard
labels:
store: nas store
k8scluster: prod-cluster-1
region: us east 1
storage:
- labels:
app: msoffice
cost: "100"
zone: us_east la
defaults:
spaceReserve: volume
encryption: "true"
unixPermissions: "0755"
adaptiveQosPolicy: adaptive-premium
- labels:
app: slack
cost: "75"
zone: us_east 1b
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0755"
- labels:
department: legal
creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:
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app: wordpress
cost: "50"
zone: us_east lc
defaults:
spaceReserve: none
encryption: "true"
unixPermissions: "0775"
labels:
app: mysqgldb
cost: "25"
zone: us_ east 1d
defaults:
spaceReserve: volume
encryption: "false"
unixPermissions: "0775"



ONTAP NAS FlexGroup 7!

version: 1

storageDriverName: ontap-nas-flexgroup

managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:

spaceReserve: none

encryption: "false"
labels:

store: flexgroup store

k8scluster: prod-cluster-1

region: us east 1
storage:
- labels:
protection: gold

creditpoints: "50000"

zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: gold

creditpoints: "30000"

zone: us_east 1b
defaults:

spaceReserve . none

encryption: "true"
unixPermissions: "0755"
- labels:

protection: silver

creditpoints: "20000"

zone: us_east Ic
defaults:
spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

protection: bronze

creditpoints: "10000"

zone: us_east 1d
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defaults:
spaceReserve: volume
encryption: "false"

unixPermissions: "0775"
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ONTAP NAS &5

version: 1
storageDriverName: ontap-nas-economy
managementLIF: 10.0.0.1
svm: svm nfs
username: vsadmin
password: <password>
defaults:
spaceReserve: none
encryption: "false"
labels:
store: nas_ economy store
region: us east 1
storage:
- labels:
department: finance
creditpoints: "6000"
zone: us_east la
defaults:
spaceReserve: volume

encryption: "true"
unixPermissions: "0755"
- labels:

protection: bronze

creditpoints: "5000"
zone: us_east 1b
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0755"
- labels:

department: engineering

creditpoints: "3000"
zone: us_east lc
defaults:

spaceReserve: none

encryption: "true"
unixPermissions: "0775"
- labels:

department: humanresource
creditpoints: "2000"
zone: us_east 1d
defaults:
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spaceReserve: volume
encryption: "false"

unixPermissions: "0775"

5 iHBRETE] StorageClasses

LAF StorageClass EX&E 7 [EHEININERTG. A parameters.selector FE&, 81
StorageClass AR ENMI A FHES. SREGMMARNIPE XA H,.

* protection-gold StorageClass JM512] “ontap-nas-flexgroup G R E—NFIE Z MR, XL
ER—IREES KR,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=gold"
fsType: "ext4d"

* protection-not-gold StorageClass 5% “ontap-nas-flexgroup fGimBYEE = N1 OB, X
Lt B —IRHE E UIMNAIPFRAI A,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-not-gold
provisioner: csi.trident.netapp.io
parameters:
selector: "protection!=gold"
fsType: "ext4d"

* app-mysqldb StorageClass ¥&#R5TZE] “ontap-nas’ [FiREYE LN EIA, XEME— mysqldb KB W AFE
FAREEE AL B RV,
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: app-mysqgldb
provisioner: csi.trident.netapp.io
parameters:

selector: "app=mysgldb"

fsType: "ext4d"

* protection-silver-creditpoints-20k StorageClass &85 E! “ontap-nas-flexgroup’ FimHHIE =
PMREBI, XEM—IRHIELFEIPF 20000 creditpoints BYH,

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: protection-silver-creditpoints-20k
provisioner: csi.trident.netapp.io
parameters:
selector: "protection=silver; creditpoints=20000"

fsType: "ext4d"

* creditpoints-5k StorageClass FEMETE! ontap-nas' f5ixHHYEE =N EIGHA] “ontap-nas-economy' 5
IR EYSE Z N EI, XEZM—H 5000 ME A S e

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: creditpoints-5k
provisioner: csi.trident.netapp.io
parameters:
selector: "creditpoints=5000"
fsType: "ext4d"

Trident RRTEEZRMEIM, HIBFRHEFHEER.

VAR ERE#T datallF
e UV EC B @iz T A Fap < B dataLIF, LURMHEBEEHAY dataLIF BYFT/FiE JSON X5,

tridentctl update backend <backend-name> -f <path-to-backend-json-file-
with-updated-dataLIF>
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&1 R PVC HZZ—1IHZ 1 pod, WATXFIFFEHENE pod, RERKEENGZEN, UEHBN
: dataLIF &34,

%% SMB Rl

48 ontap-nas RSIEFIGIHACE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:

name: backend-tbc-ontap-invest-secret

£ ontap-nas-economy REZF R FIHACE

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas—economy
managementLIF: 10.0.0.1
svm: svm2
nasType: smb
defaults:
adAdminUser: tridentADtest
credentials:
name: backend-tbc-ontap-invest-secret

EREFMELNERECE
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.0.0.1
svm: svm0
useREST: false
storage:
- labels:
app: msoffice
defaults:
adAdminUser: tridentADuser
nasType: smb
credentials:
name: backend-tbc-ontap-invest-secret

8 ontap-nas IXGNTEFFIVTFAESSRA

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADtest
parameters:
backendType: ontap-nas
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete

volumeBindingMode: Immediate

& JEHRAIN "annotations’ LIB BRZ£H SMB, MIR&EFR, TitiFmsk PVC HiKENEE
: {a], Secure SMB #3TEEE Tk,

E7F ontap-nas-economy IREHIEFHITEEZERAI



apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-smb-sc
annotations:
trident.netapp.io/smbShareAdUserPermission: change
trident.netapp.io/smbShareAdUser: tridentADuser3
parameters:
backendType: ontap-nas—-economy
csi.storage.k8s.io/node-stage-secret-name: smbcreds
csi.storage.k8s.io/node-stage-secret—-namespace: trident
trident.netapp.io/nasType: smb
provisioner: csi.trident.netapp.io
reclaimPolicy: Delete
volumeBindingMode: Immediate

B4 AD B PVC Rffl

apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-pvcéd
namespace: trident
annotations:
trident.netapp.io/smbShareAccessControl: |
change:
- tridentADtest
read:
- tridentADuser
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi
storageClassName: ontap-smb-sc

BEE% AD BF R PVC R=fjl
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apiVersion: vl
kind: PersistentVolumeClaim
metadata:
name: my-test-pvc
annotations:
trident.netapp.io/smbShareAccessControl: |
full control:
- tridentTestuser
- tridentuser
- tridentTestuserl
- tridentuserl
change:
- tridentADuser
- tridentADuserl
- tridentADuser4
- tridentTestuser?
read:
- tridentTestuser?
- tridentTestuser3
- tridentADuser?
- tridentADuser3
spec:
accessModes:
- ReadWriteOnce
resources:
requests:

storage: 1Gi

Amazon FSx for NetApp ONTAP

3% Trident 5 Amazon FSx for NetApp ONTAP 45 &1

"Amazon FSx for NetApp ONTAP" @— I EER AWS ARSS, iE1T7H NetApp ONTAP
FURERATIFNXH RS, TIRH ONTAP ThaE. HAEMIEIE, BE AWS HWEY E
MAIREEEE. XHRSHAR Amazon FSx FRFEEZR, RF AR ONTAP £8, &
MNERZBE—NHSNEEEDML (SVM), &1 SVM 88— 1R Z M FEEXXHFME
FME, XFERFETE Amazon Elastic Kubernetes Service (EKS) H3i&1THY Kubernetes
SRR NN HFTEAHACE ONTAP IFMRIAE

=R
BT "Trident Z3K", EJF FSx for ONTAP 5 Trident ££5%, EFEE:

* B&E “kubect! F9ILE Amazon EKS &} B EIEM Kubernetes &2,
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../trident-get-started/requirements.html
../trident-get-started/requirements.html
../trident-get-started/requirements.html
../trident-get-started/requirements.html

s ATMBEEM TET 2iAAIRAE Amazon FSx for NetApp ONTAP X4 % 4:F0 Storage Virtual Machine
(SVM).

* B "NFS 2 iSCSI" E&IF TET =o

e 1B H4{F:&1E Amazon Linux 1 Ubuntu "Amazon Machine Images" (AMI) FREEM T UER T B
’ , BEEURTER EKS AMI 28,

AEEm
* SMB &:
° {XfEF ontap-nas RapFEFZHF SMB %o
° Trident EKS II&EINAZ$F SMB %o

° Trident {XZ#FE SMB E#EH Z|7E Windows T FIE1THY Pode BXIFHMER, 152N "ERLE
SMB &",

* 7F Trident 24.02 Z &, 7EREAT BEIE MM Amazon FSx X4 RS EOIZME T A Trident flfg. EBHLE
Trident 24.02 S EShRASPAILLEZ, JETE AWS FSx for ONTAP HSIRECE X IEE
fsxFilesystemID. AWS apiRegion. AWS apikey #]1 AWS secretKeyo

& WMREH Trident F57E 1AM FAE, NIBILAEBEH Trident BAIERE apiRegion. “apiKey #ll
’ ‘secretKey' FE. BXIFMER, FZEIR "FSx for ONTAP EL&E &Il ="

[FIBY{EA Trident SAN/ISCSI #l EBS-CSI Raht2=

WMRIZITEIIE ontap-san IREHFEF (FIE0iSCSI) 5 AWS (EKS. ROSA. EC2 Si{EfEIEMSf) —iEERA,
N 5 FFrEM S RIZELE rJAES 5 Amazon Elastic Block Store (EBS) CSI IREhiZF 4%, AT HRZRIZIN
BEASTIE—T R L8 EBS i, EBEEEZRFZIZEDHR EBS, RFIERT—1 multipath.conf X1
, EHREEFAERN Trident 1IRE, [FIE EBS HAEHBREZ R ZIM:

defaults {

find multipaths no

}
blacklist {

device {
vendor "NVME"
product "Amazon Elastic Block Store"

BRI
Trident 32T M S HIIEET,

« EFEE () | 7£ AWS Secrets Manager FLEMFMEEIE. Bl LUERXH RS fsxadnin BF
A SVM BCERY vsadmin BB,
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Trident /2L vsadmin SVM AR S UEBERAENAFRZ AR &4%iz

& 1To Amazon FSx for NetApp ONTAP E— fsxadmin B, B ONTAP admin &M

PRERERR. HEZIBIE vsadnin 5 Trident —fCfEA,
* EFEH: Trident HEA SVM L LZEMNIEPE FSx XHARS% LR SVM #H1TE(S.
BEXBHEMRIIMEMAEER, 158 RENIRNIEFIEEN B4 I0IIE:

* "ONTAP NAS S1{L85E"
* "ONTAP SAN B{3I&iE"

218 Amazon Machine Images (AMis)

EKS BT IFEMIZIERS, B AWS B XA EKS L1L T FELE Amazon Machine Images (AMl)o LR

AMI Ei@iZ NetApp Trident 25.02 iz

AMI NAS NAS-£2% 8 iISCSI
AL2023 x86 64 ST 2 2 =z
ANDARD

AL2 x86_64 2 2 z=*
BOTTLEROCKET x &+ 2 RER
86_64

AL2023 ARM 64 S 2 = B
TANDARD

AL2 ARM_ 64 2 2 ="
BOTTLEROCKET A £+ 2 FiEH
RM_64

*CMRAEMBEMTR, WEERER PV
* ¥ FERTF Trident kit 25.02 B9 NFSV3,

iISCSI-&% 4%

=
=

& SNREFAFRRT AMI RIELELT L, XAREREEARHR;, ERERKREERHARZI M. It

FIRBMERNEHBRHI AMI BYFER,
AT ER
* EKS hr#&: 1.32
s REFE: Helm 25.06 F11ES AWS 5 25.06

* XF NAS, Billix NFSv3 #1 NFSv4.1,
* XF SAN, Uit 7T iSCSI, MMzt NVMe-oF,

BHRITRIN:

* glJ&: Storage Class. pvc. pod

115



fB&: pod. pvc (E#. gtree/lun — economy. T AWS F{HHI NAS)

EHEZERE
* "Amazon FSx for NetApp ONTAP 344"
* "XF Amazon FSx for NetApp ONTAP HJiE & X &="

Bl7E 1AM S &F0 AWS Secret

AT LB E N AWS IAM B 8FITEDIRIE, MASeHrRRAY AWS EiF, KEE
Kubernetes Pod L[] AWS &iFo.

#F EFEH AWS IAM BE#HITEHIONE, HIER EKS ZBE Kubernetes 5£E%,

£/ AWS Secrets Manager %A
FTF Trident 3£t 3+ FSx vserver %76 API RAEEIREME, FEILFEZEAERITIIRE, FEXLEERNE

2T 7ERIET AWS Secrets Manager 20, FEtt, WREEEH AWS Secrets Manager %0, NFECIEE
& vsadmin kP EHERY AWS Secrets Manager %8,

It RfIBIZE AWS Secrets Manager ZH5 LUTE(E Trident CSI £4E:
aws secretsmanager create-secret --name trident-secret --description
"Trident CSI credentials"\

-—-secret-string
"{\"username\":\"vsadmin\", \"password\" :\"<svmpassword>\"}"

BIEE IAM FEBE
Trident XHEE AWS N RABEERIETIT. HEit, EBEBELIE—PEKRE, A Trident IREFFEHINIR,

LURRIER AWS CLI 8 IAM 5RBE

aws lam create-policy —--policy-name AmazonFSxNCSIDriverPolicy —--policy
—-document file://policy.json
—-—description "This policy grants access to Trident CSI to FSxN and

Secrets manager"

2B& JSON 7 fll:
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"Statement": |

{

"Action": [

"fsx:
"fsx:
"fsx:
"fsx:

"fsx:

"fsx

"fsx:UpdateVolume",
"fsx:TagResource",
"fsx:DeleteVolume"
]I
"Effect": "Allow",
"Resource": "*"
}I
{
"Action": "secretsmanager:GetSecretValue",
"Effect": "Allow",
"Resource": "arn:aws:secretsmanager:<aws-region>:<aws-account-

DescribeFileSystems",
DescribeVolumes",
CreateVolume",
RestoreVolumeFromSnapshot",

DescribeStorageVirtualMachines",

:UntagResource",

id>:secret:<aws-secret-manager—-name>*"

}
1,

"Version":

"2012-10-17"

FERSE K XEBX (IRSA) €I Pod Identity 5% IAM &

&/ LUK Kubernetes RSP ECE . EHE EKS Pod Identity 3% IAM role for Service account association

(IRSA) B9 AWS Identity and Access Management (IAM) Bfa, g, ECERNEAIRSMHF BEM Pod &AL
IhiRl A EAERGARIAER AWS BRSS.
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Pod 514

Amazon EKS Pod Identity XEXIRH T EIEN AR EIETIEE, £IMTF Amazon EC2 LHIEEE XM
Amazon EC2 LR ERE S (.

£ EKS 8% LR Pod Identity:

AT LGB AWS =5 &SR LT AWS CLI s8I Pod #7IR:
aws eks create-addon --cluster-name <EKS CLUSTER NAME> --addon-name
eks-pod-identity-agent

BXEMEE, 1B5B% &E Amazon EKS Pod Identity Agent"s

BI# trust-relationship.json:

B3 trust-relationship.json LB EKS Service Principal 738 Pod Identity Bttfat, SAEERLIEESR
BREEAE:

aws lam create-role \

--role-name fsxn-csi-role --assume-role-policy-document file://trust-
relationship.json \

-—-description "fsxn csi pod identity role"

trust-relationship.json XX f¥:

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "pods.eks.amazonaws.com"
b
"Action": [

"sts:AssumeRole",
"sts:TagSession"

RAaRERHINE 1AM At
B L= hevmaREMmEIECIEN IAM B!
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aws iam attach-role-policy \
--policy-arn arn:aws:iam::aws:111122223333:policy/fsxn-csi-policy \

-—-role-name fsxn-csi-role

B pod FRiRXKEX:
7T IAM B &F] Trident ARS MK  (trident-controller) Z[&]8I%E pod &5 X<E%

aws eks create-pod-identity-association \
--cluster-name <EKS CLUSTER NAME> \
--role-arn arn:aws:iam::111122223333:role/fsxn-csi-role \

--namespace trident --service-account trident-controller

BRSSP X B% (IRSA) BY IAM & &
{&F3 AWS CLI:

aws lam create-role --role-name AmazonEKS FSxN CSI DriverRole \
-—assume-role-policy-document file://trust-relationship.json

trust-relationship.json X5 :

"Version": "2012-10-17",
"Statement": |
{
"Effect": "Allow",
"Principal": {
"Federated": "arn:aws:iam::<account id>:oidc-
provider/<oidc provider>"
by
"Action": "sts:AssumeRoleWithWebIdentity",
"Condition": {
"StringEquals": {
"<oidc_ provider>:aud": "sts.amazonaws.com",
"<oidc provider>:sub":
"system:serviceaccount:trident:trident-controller"

}
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BH trust-relationship.json XHHHLTE:
* <account_id> - &89 AWS K ID

* <oidc_provider> - EKS £ OIDC, &r] LB IETTIA T ar<3REX oidc_provider:

aws eks describe-cluster --name my-cluster --query
"cluster.identity.oidc.issuer"\
-—output text | sed -e "s/“https:\/\///"

1AM &5 1AM SRERSERE :

tIEAtE, ERLMIRFRE (EFLRTEPLEN) MnEsea:

aws iam attach-role-policy --role-name my-role —--policy-arn <IAM policy
ARN>

JIE OICD fRIHtEZE LD KEK:

FIEERY OIDC {RMHIEF B R SRR KK, ErRILUEAUTHLRIEE:

aws iam list-open-id-connect-providers | grep $Soidc id | cut -d "/" -f4

NRBwHE AT, BERU TR IAM OIDC KEXEIERYEFE

eksctl utils associate-iam-oidc-provider --cluster Scluster name

--approve

YNREER eksctl, BEEMALUTRAIE EKS FAMRSKFCIZ IAM B!

eksctl create iamserviceaccount --name trident-controller --namespace
trident \

-—cluster <my-cluster> --role-name AmazonEKS FSxN CSI DriverRole
--role-only \

--attach-policy-arn <IAM-Policy ARN> --approve

235 Trident

Trident {81t T Kubernetes 7 Amazon FSx for NetApp ONTAP 7Zf(&1E, EIMAFAA
RMEEREBE T TNAREFSE. EALUERUTAEZEZ—RE Trident:
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* Helm

* EKS M$hnm

NRBFERARERINGE, FRE CSIIRIBITHIZBMBTL, AXFMES, BN " CSI EEAIRIEIIEE"

B helm &% Trident
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Pod 519
1. 500 Trident Helm T2fEREE:

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. {BERLUTREIRE Trident:

helm install trident-operator netapp-trident/trident-operator

—--version 100.2502.1 --namespace trident --create-namespace

TR LAGER helm list A LBRREFMER, FINRR. dR=E. BR. RS NARSHIELT
RS

helm list -n trident

NAME NAMESPACE REVISION UPDATED
STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-
100.2502.0 25.02.0

BRS3 MK F XEX (IRSA)

1. "0 Trident Helm 7EfEE:

helm repo add netapp-trident https://netapp.github.io/trident-helm-
chart

2. 1% & cloud provider 1 cloud identity F{&:

helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 \

--set cloudProvider="AWS" \

--set cloudIdentity=""'eks.amazonaws.com/role-arn:

arn:aws:iam: :<accountID>:role/<AmazonEKS FSxN CSI DriverRole>'" \
--namespace trident \

——Create—-namespace
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ERILAMEMA helm list LBEELTRIFMESR, HIMNRIF. dRTE. BR. KRS, MAREME
1-_I-Hﬁ"50

helm list -n trident

NAME NAMESPACE REVISION UPDATED

STATUS CHART APP VERSION
trident-operator trident 1 2024-10-14
14:31:22.463122 +0300 IDT deployed trident-operator-

100.2510.0 25.10.0

NREIRIEER iSCSI, EWARTEENEFiRITEN EBRT iSCSl au%uﬁﬁﬁmm AL2023
Worker TIRIEER S, MALUEITE helm REFRNN node prep SERBETIRE iSCSI B in

i pEs
helm install trident-operator netapp-trident/trident-operator
--version 100.2502.1 --namespace trident --create-namespace —-
set nodePrep={iscsi}

1E1d EKS MNAHLREE Trident

Trident EKS MM E S RMNETEHHT. BiREE, H&Ed AWS LlE_J'ﬁ Amazon EKS B2 &1#F. EKS 1l
iﬁlﬁ@@ﬁéﬂztzn,\tu—imm% Amazon EKS EEMZ2MIAE, HELRE. IEBEMNEHMMEIMFAENIE
==Y

AR
79 AWS EKS ECE Trident IHI 2 /0, BHRAE LU THRAE:

* BEMNITIRIAY Amazon EKS SE&K
* AWS %t AWS marketplace BIFXFE :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 2£8Y: Amazon Linux 2 (AL2_x86_64) 8% Amazon Linux 2 Arm(AL2_ARM_64)
* TEHEE: AMD 5t ARM
* B Amazon FSx for NetApp ONTAP X4 & %:

9 AWS EH Trident ANZEIN
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BEEHE
1. 7F https://console.aws.amazon.com/eks/homett/clusters ¥JFF Amazon EKS 1ZTHI&

- HEMSMERES, %4 Clusters,

. EERBENEEIE NetApp Trident CSI AN INAIBFERIZ TR,

- t#¥ Add-ons, PA[51%#E Get more add-ons.

- R T S EOEEMINA G :
a. [ AENE AWS Marketplace add-ons 2843, SASTEIEZIEREN "Trident"
b. %9 Trident by NetApp 1&4 _t AR E XA,
C. 1% Next,

6. 7£ Configure selected add-ons IR ETUE L, HITUTIRIE:

2
3
4
5

= pud MREERARZ Pod Identity XEBf, EPT XS,

a. EFEEEF AN Version,
b. NEREMA IRSA BRIEIE, BEHARENIEEREIRETIKETANGEE:
EFRIEEEF AN Version,

* RERINAHFECERNY, 3§ *EEEE*"‘B%E’J*conflguratlonVaIues*ﬁ*ﬂlleﬁ‘ TIE LE—FFEH
SIENAE an (BRZEAUTER)

"cloudIdentity": "'eks.amazonaws.com/role-arn: <role ARN>'",
"cloudProvider": "AWS"

ﬁﬂ%ﬁxﬂlﬂ SRR T FEFES, WAILER Amazon EKS IS BB ZIE M —1NEZE MR
B, MIRKRBALED, HESOUAEKEFTFR WJ?%ET’E’I—:%'E)"'SZO 1A LAE R E ARV IR IRTH SR HR
MR, EEFRIEINZ AT, BHIR Amazon EKS bﬂﬁkIﬁT BEEENEERE,

7. %% Next,
8. 7£ Review and add T1E L, %#% Create,

M ZETAE, ERHEEIERERINHIT

AWS CLI
1.8# "add-on.json {4 :

31F Pod Identity, i&HERLTEI:
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& A

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",

¥F IRSA BHIGIE, IEFEAUTE:

"clusterName": "<eks-cluster>",
"addonName": "netapp trident-operator",
"addonVersion": "v25.6.0-eksbuild.l1",
"serviceAccountRoleArn": "<role ARN>",
"configurationValues": {
"cloudIdentity": "'eks.amazonaws.com/role-arn: <role
"cloudProvider": "AWS"

&E B <role ArRN> BN E—FHEIEHIAER ARN,

2.2%E Trident EKS [MinZE {4,

aws eks create-addon --cli-input-json file://add-on.json

eksctl
T RFlen<$ &3 Trident EKS A& :

ARN>'",

eksctl create addon --name netapp trident-operator --cluster

<cluster name> --force

FH7 Trident EKS KIN4E {4
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BIBTHIE

1. TH Amazon EKS 1Z#l& https://console.aws.amazon.com/eks/home#/clusterso
TEEMSMERET, %E4Z Clusters,
ERE N EBEH NetApp Trident CSI MNEIRAIEEEERI R FRo
%$% Add-ons EITF,
%% Trident by NetApp , ZAE1%ERE Edit o
£ Configure Trident by NetApp TUE L, HITUUTIRIE:

TR ETREEFRY Version,

BFF Optional configuration settings FiRIEEEHITIER,

o o & w N

o o

3]

i%#¢ Save changes,

AWS CLI
PUTFRBIEH EKS AN :

aws eks update-addon --cluster-name <eks cluster name> --addon-name

netapp trident-operator --addon-version v25.6.0-eksbuild.l \
--service-account-role-arn <role-ARN> --resolve-conflict preserve \
--configuration-values “{\"cloudIdentity\":

\"'eks.amazonaws.com/role-arn: <role ARN>'\"}"

eksctl

* & FSxN Trident CSI M{MNAHRIZHATARAS . R my-cluster BRNIERIERE R o

eksctl get addon --name netapp trident-operator --cluster my-cluster
bR
NAME VERSION STATUS ISSUES
IAMROLE UPDATE AVAILABLE CONFIGURATION VALUES
netapp trident-operator v25.6.0-eksbuild.1l ACTIVE 0
{"cloudIdentity":"'eks.amazonaws.com/role-arn:

arn:aws:iam::139763910815:role/AmazonEKS FSXN CSI DriverRole'"}

s BmEImMEHE E—FimH R UPDATE AVAILABLE FiR[EIMIRRZS,

eksctl update addon --name netapp trident-operator --version
v25.6.0-eksbuild.l --cluster my-cluster --force
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NREMPRIZ --force kI, HE MM Amazon EKS IIHTUSESIBIRE AR, NEH Amazon EKS
MIEIARRL, ESWBE—5 ﬁli,gél, ES BN S ARRISE, TEHEE LA Z A, 1BHR Amazon EKS /N
BAEEECEREENRE, AAXERESRILATBS., AXILKENHEMATRIFAESE, BSR"
"> BX Amazon EKS Kubernetes FEREIERIFMAER, 1ES N "Kubernetes FEZEIE",

ENE/MIFE Trident EKS &4
R IR Amazon EKS NNEIAYIETN ;

* (REEEE FAIMIINERE — LRI R MPREAIZ BRI Amazon EKS & EEO EiARIFE T Amazon EKS i@REE
FHEEBRENSBIEFH Amazon EKS IIEHINAIINEE. BR, ESFREER ERIMBIRG, &R
EMEIL N ERERNLLEE, MAKE Amazon EKS HIE I, ﬁﬁﬁlttifilﬁ, MIINEGER=EN. REGL
Y --preserve TR EINEIN,

© MEEBEPSELTEPRMIMNARMG — NetApp BN S EAVERF & BRBUZMIMAHNZIREN, 7 MEBEPZR
Amazon EKS MifNéEF. M “--preserve s 2 HFEER "delete I AR BRZ M INLA 5o

&E  NRWINAGEEXEKN IAMIKF, WARSHIERZ IAM #kF,

BIEIEH S
1. 7F https://console.aws.amazon.com/eks/homett/clusters ¥JFF Amazon EKS 1ZT#I&
TEEMSMERT, &4 Clusters,
TR EMIFRE NetApp Trident CSI NNELTAIBEEE MY R0
%% Add-ons &R, #A[Fi%#E Trident by NetAppo
%$% Remove,
7T B netapp_trident-operator fi\ XHEEAR, HITLUTIRIE:

a. NRAEE Amazon EKS FIEEIENMFINANIZE, 151%EHF Preserve on cluster. (1R EIGINE LR
HREEEE L, UWEAUBTEEMEINMNFEIRE, BRITIIRE

b. %8\ netapp_trident-operator,

o o & w N

C. %1% Remove,

AWS CLI
et my-cluster B ABENRIR, AEBTUTHS,

aws eks delete-addon --cluster-name my-cluster —--addon-name

netapp trident-operator --preserve

eksctl
MU T e S EIE] Trident EKS MNZIA

eksctl delete addon --cluster K8s-arm --name netapp trident-operator
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https://console.aws.amazon.com/eks/home#/clusters

FCE AR

https://kubernetes.io/docs/concepts/storage/storage-classes/ ["Kubernetes
StorageClass MR""] IMRESEEFHERESEFNAESES. ATEREERROMAERER
Trident IEENEHFZEFE Kubernetes StorageClass IR

B2 StorageClass &

L& H FSx for ONTAP 813 StorageClass BY, Trident & Bt EIHECE.

&1 MREFHEBFMEGE, 1585 [create-a-kubernetes-storageclass-without-automatic-
’ backend-configuration] #8437 f&a0{aI 73 5632 Trident FimM7FEZE,

}ETEFREE StorageClass £k

Bl StorageClass BRIBEEEX AT =15

S8 AR it iR
fsxFilesystemID = string FSx for NetApp ONTAP X4 Z%t ID
storageDriverName 2 string Trident ZZERENFEFE (190, ontap-nas 3§
ontap—san)
credentialsName = string B & FSx for ONTAP Z1ERY Kubernetes
Secret FJZ ¥R
IBEESH

1B L@ StorageClass &# AEM G IH Sk, £ StorageClass parameters SO FEFREIEEEX AF
fig, BXREHRSHMTEYIR, BB "FSx for NetApp ONTAP [FIRECE"

) StorageClass EZE X1,

UTTRHIERT A BoEimEcER StorageClass.
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trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples
trident-fsx-storage-backend.html#backend-advanced-configuration-and-examples

YAML

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-fsx-demo
annotations:
description: "Demo StorageClass for FSx for NetApp ONTAP"

provisioner: csi.trident.netapp.io

parameters:
fsxFilesystemID: "fs-0abcl23"
storageDriverName: "ontap-nas"

credentialsName: trident-fsx-credentials
allowVolumeExpansion: true
reclaimPolicy: Delete
volumeBindingMode: Immediate

JSON
{

"apiVersion": "storage.k8s.io/v1",

"kind": "StorageClass",

"metadata": {
"name": "ontap-fsx-demo",
"annotations": {

"description": "Demo StorageClass for FSx for NetApp ONTAP"

}

by

"provisioner": "csi.trident.netapp.io",

"parameters": {
"fsxFilesystemID": "fs-0abcl23",
"storageDriverName": "ontap-nas",
"credentialsName": "trident-fsx-credentials"

by

"allowVolumeExpansion": true,

"reclaimPolicy": "Delete",
"volumeBindingMode": "Immediate"
}
Bl StorageClass

BIBEENXME, BIaTU T o< KEIBEES,
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kubectl create -f storage-class-ontapnas.yaml

IMIE, BRIZTE Kubernetes # Trident F&BE Z| basic-csi 77(&3E, FH Trident NiZE2&2 &I T EHAIM,

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h

[ StorageClass f&, Trident 2BaheliEGiR. ARG, ERJLIEIES|AIt StorageClass BY

PersistentVolumeClaims,

QJIIE}:JHEEEE%IL;\
Trident 7 StorageClass ;FBRHIZRGiHtIERNER

FroE iR
trident.netapp.io/configuratorStatus FOELER (Success B Failure)
trident.netapp.io/configuratorMessage FAREHEIRER
trident.netapp.io/configuratorName AEPED B 28 R TRV R R
trident.netapp.io/managed R/ StorageClass H Trident B2

trident.netapp.io/additionalStoragePools NItEIHAIEATZEM

gg_llIE'ikn_.\ ) EE\_'?—I

kubectl get storageclass ontap-fsx-demo -o yaml

1A trident.netapp.io/configuratorStatus BI&EN “Successo. WIR{EN Failure, BIEE
‘trident.netapp.io/configuratorMessage' LA T #8510

FINEM FSxN XHZR%
WNREHSFAMERIRY StorageClass MR REERINIEERE, 1ERMNEM FSXN XHRS ID,

¢m3E StorageClass F RN T ER:
metadata:
annotations:

trident.netapp.io/additionalFsxNFileSystemID: '["fs-

19:9:9:9:9:9:9:9:0.0.9.9:9:0:0:0-0- 4l Il
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NAENGE, Trident EFSIRAECE H E# StorageClass JF &,

BRIEE SRS

* IFREE Boh/EiRECER StorageClass BE RMIFRKEXH Trident [5if. XA REXPUTTFEEEH PRI IET
BT IERE,. TEMBRITER StorageClass Z 1, BEIRIERM,

* IEIEAT NetApp ONTAP 9 AWS FSx A 2B oGIREC B
SIS E BEIfRIRECERY Kubernetes StorageClass

MREHEIROEE Trident [FiH StorageClass, HRIBIUT S EIRE,

TREmRREEN TFRE

Trident M StorageClass EXHSHEIHALE. HEM A StorageClass BY, Trident IWIFFIFENSE, BIEGIH
, FHERKREERE StorageClass.

Trident 8l —X VolumeSnapshotClass, Trident 2f54:HY StorageClasses EEFHRE—1
VolumeSnapshotClass.

BlIZE Trident 5l
EQJZ Trident [Fim, FEBIEE JSON F YAML BXHEEEXH. XHFEIEEFMFNEMIEE (NAS 5 SAN

)« XHRFHIREZX AR SVM URERIZX H#HITEHIIERNG . UTRAETINMAEXET NAS /Y
TFhEHER AWS ZIRK RIRFMHEZIZERN SVM!
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YAML

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-ontap-nas
namespace: trident
spec:
version: 1
storageDriverName: ontap-nas
backendName: tbc-ontap-nas
svm: svm-name
aws:
fsxFilesystemID: fS—-XXXXXXXXXX
credentials:
name: "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name"

type: awsarn

JSON
{
"apiVersion": "trident.netapp.io/v1l",
"kind": "TridentBackendConfig",
"metadata": {
"name": "backend-tbc-ontap-nas"
"namespace": "trident"
by
"spec": {
"version": 1,
"storageDriverName": "ontap-nas",
"backendName": "tbc-ontap-nas",
"svm": "svm-name",
"aws": {
"fsxFilesystemID": "fs—-XXXXXXXXXX"
b
"managementLIF": null,
"credentials": {
"name": "arn:aws:secretsmanager:us-west-2:XXXXXXXX:secret:secret-
name",
"type": "awsarn"
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FSx for ONTAP IXshiEF ¥ 4= 2

AT LUER LT IR shAZRE 4 Trident 5 Amazon FSx for NetApp ONTAP 55k

IXshiZF RN tER

ontap-san FMEREM PV #2H B 2K Amazon FSx for NetApp ONTAP #HH9— LUN, #=
FFiR1FE,

ontap-nas EEBEME PV #2528 M Amazon FSx for NetApp ONTAP %, #7=AF NFS
SMB,

ontap-san- FMECERM PV #2—1 LUN, S Amazon FSx for NetApp ONTAP & E B nJAc &%

economy =/ LUN,

ontap-nas- REENE PV #2E— qtree, &> Amazon FSx for NetApp ONTAP £ E B TJELE#K

economy =M gtreeo

ontap-nas- F1CEEM PV #2—1N52EM Amazon FSx for NetApp ONTAP FlexGroup %,

flexgroup

BXREEFNIFMER, FEBE "NAS Eapi2E" F "SAN IKEiEE",

Bl EH
SREEX MG, BITUAT < UEIZEMILIE Trident FIHACE (TBC):
* M yaml X{EIE Trident RIRECE (TBC) HizfTUTa<

kubectl create -f backendconfig.yaml -n trident

tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-nas created

* WIFEMINEIE Trident [RIREZE (TBC):

Kubectl get tbc -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS

backend-tbc-ontap-nas tbc-ontap-nas 933e0071-66ce-4324-

b9ff-f96d916ac5e9 Bound Success

BEXEMEEBEEREINMIFAEE, 5B WL [Backend-advanced-configuration-and-examples] #8473
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EEFMEX T EthERECE

IR 25 Trident #1 FSx for ONTAP B & FARVTFMERECE R,

NFS Z=fig

el UEA LR B ER NFS FY5I&8 & StorageClass (BXBEMMTESIR, BESIRTEH Trident BHEZFSD
) -

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-nas"
provisioningType: "thin"
snapshots: "true"

iEFATF iSCSI B9 Storage Class

fERA LA FEER iISCSI B%IEE StorageClass:

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: ontap-gold
provisioner: csi.trident.netapp.io
parameters:
backendType: "ontap-san"
provisioningType: "thin"
snapshots: "true"

{5F3 NFSv3 #1 AWS Bottlerocket FITZfi&Z

E7£ AWS Bottlerocket EAZE NFSv3 %, 1HEFTERY "mountOptions AN EITFEAESE
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apiVersion:
kind:
metadata:

StorageClass
name: ontap-gold
provisioner:
parameters:

backendType:
"ssd"

provisioningType:

media:

snapshots: "true"

mountOptions:
- nfsvers=3

- nolock

Trident StorageClass Bt
XEES LA TE N 2 FAMRLE Trident &

B%
R

KA
string

provisioningType string

backendType string
snapshots HIRE
refE miRE

storage.k8s.io/vl

csi.trident.netapp.io

"ontap-nas"

Tzl

BEEMNFMENRECEL EXRENE,

(= Rt

hdd. hybrid. ss MEZILERR

d nE; REEMK
ERERE

B M FFILERE

ontap-nas BT It

» ontap-nas- I=

economy

» ontap-nas-

flexgroup

» ontap-san

, solidfire-san

» azure-netapp-
files, ontap-san-

economy

true, false M IFEFRE
&

true, false MR RS

BN
EER

Bfs

BERA

BEA

LS

EECETE

REBHE

RS

<#Hh

ontap-nas

» ontap-nas-
economy

» ontap-nas-
flexgroup

» ontap-san

» solidfire-san

thick: FR
ONTAP; thin:
Fr 8 ONTAP #
solidfire-san

PR IRENIZR

ontap-nas
+ ontap-san
. solidfire-san

ontap-nas
« ontap-san
. solidfire-san
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B4 i) El R IEXK R
mz= /RE true, false MEZIFNESE EERAMERNE ontap-nas

» ontap-nas-
economy

» ontap-nas-
flexgroups

» ontap-san

IOPS int IEEEEK HMEESSRIELLE  HRIEXLE IOPS solidfire-san
EIRH IOPS

. ONTAP Select 8% FSx for ONTAP RAEAHF

1525 "Kubernetes #l Trident W&", T##1FERUNMAS PersistentVolumeClaim 32 E, LAKAFIEH Trident
fE &S EIEE.

BIRTFAES
BidE StorageClass &, &R LTE Kubernetes F8IEE,

SIg
1. XZ2—1 Kubernetes X%, HtiEEH kubectl 7E Kubernetes FIBIEE,

kubectl create -f storage-class-ontapnas.yaml

2. %)"'DT_, &N 1%7E Kubernetes 1 Trident &8 E I basic-csi 172, FH Trident NiZBELX LKW T FiHAY
Ao

kubectl get sc basic-csi

NAME PROVISIONER AGE
basic-csi csi.trident.netapp.io 15h
fcE SMB &

O] LAER ontap-nas WohIZFECE SMB &, BE, EHITIRE, EBHNEHRUTESE: "HEHEE SVMB

o

[EinmA&ECEM R
BXEREEER, BFSIT&!

28 WiER Al

version AR 1
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storageDriverName

backendName

managementLIF

dataLIF

autoExportPolicy

autoExportCIDRs

labels

WiER
FEREDAE B R AR

BE X B2 F e

&£8¥5) SVM EIE LIF 19 IP dthdit,
R fEE T REEZ (FQDN
) o WIRfEMA IPV6 IRERET
Trident, MATLUZEIER IPv6 it
ik, IPv6 HIMEATUAFIES E X,
B30
[28e8:d9fb:a825:b7bf:69a8:d02f:.9e
7b:3555], SNR{FTE
fsxFilesystemID FHY ‘aws®
FEPRMT ‘managementLIF
, MTEEBIRM managementLIF
, B Trident &M AWS 1ZF& SVM
%:%\o Jﬂ:: ﬁ]-\"\\;fﬁ\ﬂg SVM —FEI‘JJEE
P (f5130: vsadmin) 1RMHERE, #H
BZRAR AR vsadmin A,

1Y LIF B9 IP i3k, ONTAP NAS
IXEHFERE: NetApp BIIEE
dataLIF, WNSRKiftt, Trident M
SVM $KEX dataLIF, AILUIEEEF
F NFS HEHIRENTLRETA
(FQDN), RiFELIE 1 DNS LU
%1 datallF #1THE T, A
UEVIRISEREN. ONTAP SAN
RohiER: A& iSCSI 5

Eo Trident 5 ONTAP Selective
LUN Map R&IMEIL ZRESIERR
TEH9 iISCSILIF, INRBAHENX T
dataLIF, M=%MES. WRER
IPV6 IREZREET Trident, MITTLAIE
BHER IPv6 #itk, IPv6 Hihit4Zm
LIAESEN,
[28e8:d9fb:a825:b7bf:69a8:d02f:9e
7b:3555],

BB eSS EREeIZENEN
[Boolean], f#f "autoExportPolicy’
#0 “autoExportCIDRs &I, Trident
A B EES R,

B “autoExportPolicy Bt BB Fid &
Kubernetes T35 IP B9 CIDR %13,
£/ “autoExportPolicy #1
“autoExportCIDRs i1, Trident 7]
MU BEES H R,

gmﬁﬁj—%a@&% JSON BIAFE

Nl

ontap-nas, ontap-nas-
economy, ontap—-nas-
flexgroup, ontap-san, ontap-
san—-economy

IXCHIERFRBFR + "_" + dataLIF
“10.0.0.1”, “[2001:1234:abcd::fefe]”

false

"["0.0.0.0/0", "::/0"]"
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28 LA Nl

clientCertificate E P ImEPH Base64 ‘mi%{E. F
FEFEBHOEMRIIIE

clientPrivateKey EFimfh(A8Y Base64 ‘mi3{E, A
FEFEBNSHIIE

trustedCACertificate Z{={E CA IEHH Baseb4 fmhd{E,
A%, BFEFIERHNEHIIE,

username HIREERfE SVM VAR &, AT
ETFEIENSHIIE, fli0

, vsadmin,

password EIZ RS Y SVM WERE, ATE
FEENSFHIDIE,

svm EfF R Storage Virtual Machine  #ASREE T SVM managementLIF
> MREE,

storagePrefix £ SVM HEEFENFRANEIZ, trident
SIZELEEBR. EEMLLSH,
ERENE—NIER.

limitAggregateUsage *157079 Amazon FSx for NetApp BMER,
ONTAP $EE. *#EHHY “fsxadmin’
M vsadmin' FEENRESERE
%#@ﬁTMaﬂWﬂEﬁ%%W

limitVolumeSize MRIBEKRWEX NS TFUE, Wig " EOAER T REEHIT)
BXW. ERHIES gtree F1 LUN
BIEMNEHNRAKXN)N, HEZ
‘gtreesPerFlexvol I 71 B E X
1 FlexVol EHIEK gtree

lunsPerFlexvol & FlexVol volume BY&A LUN %k “100”
WAZITE [50, 200] SEEIN. 1XPR
SAN,

debugTraceFlags HWEHERIE AN RIS, flin =

, {"api":false, "method":true} B&3E
ETE T PEHIRH R B AN E
TEfE, SNAREFR

debugTraceFlagse

nfsMountOptions NFS E#HEMBIES 73R!

o Kubernetes IFAEHIIEE LI
BREFMEPIETE, BUNREFHE
LrRIEEERIED, N Trident &
ELREMEREEEIRICE X FHis
EBVEHIED, REEXLAEE
MXHHRIEEFEFIET, Trident 3§
AEEXBIFEASE LIRETAE
LN,
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gtreesPerFlexvol

smbShare

useREST

aws

credentials

BT EEEREREE RN
TR AERECER defaults B PHXLEETREFIFINEE. BXF, HSRATENEERG,

spaceAllocation

spaceReserve

snapshotPolicy

WiER Nl

BdE NFS 3¢ SMB H6li2, %EINA  nfs
nfs. smb B null, *XF SMB

£, WINKEN “smbo “IREN

null 2XIAA9 NFS %,

B FlexVol £ K Qtree £, & "200"
JMTE [50, 300] SEEIA

SRl LEEU T EImMZ —: smb-share
Microsoft Management Console

ONTAP CLI €87 SMB £ZHH&

¥R, BAIF Trident 872 SMB H=

BE . Amazon FSx for ONTAP
EiRBEISEH,

5/ ONTAP REST APl B9%5/RE  false
Mo HiIgEN “true'BY, Trident &

£/ ONTAP REST API 5/5i#i#1T
BS, IHINEEEZE ONTAP 9.11.1
KNESHRA, b5, FrERRY

ONTAP ERABHINEETE AR

‘ontap’ TR, XiBEFIE XY
*vsadmin'# “cluster-admin A3k
ﬁﬂo

&8 LATE AWS FSx for ONTAP K
ELEXHFPIEEUATHE: -
fsxFilesystemID: 87 AWS mn
FSx X &A%Y IDs - apiRegion "
: AWS APl i #E R, - apikey ™"
: AWS API Z$H, - secretKey

: AWS %A,

FEEETZHETE AWS Secrets
Manager 189 FSx SVM &1, -
name: MZB) Amazon FIREZ TR
(ARN), EhE& SVM BIEIR, -
type: ®RE N awsarn. BXIFH
58, BB "6 AWS Secrets
Manager 20",

152 R ZRIA
LUN B9== (8] 92 Be true

F[EIFAEE; "none" (¥5f&) B none
"volume" (&)

E{FMAM Snapshot REE none
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gosPolicy

adaptiveQosPolicy

snapshotReserve

splitOnClone

encryption

luksEncryption

tieringPolicy

unixPermissions

securityStyle

AcE PVC

WiER EININ

ERNEIENEDER QoS K&,
NENEFENHEImIERE qosPolicy
8} adaptiveQosPolicy FIBI—1, 7£
Trident AfEA QoS HRIRATE
ONTAP 9.8 EEA A, ELi%fE
FHEHZ= QoS ZHKE&4AH, HARIZE
BRIV A TS MRS H
= QoS FKEARFIHITFAELIER
HEBEHEM IR,

EROIENEIECHEIEN QoS &R ™
B84, A/ EFEBEEIRER
qosPolicy ¥ adaptiveQosPolicy
#)—4 ontap-nas-economy A%

Rt Thag.

NIREBORENEN B DL R snapshotPolicy i@ none,

else™
BRI MERRIRD = E false
7I¥%& B NetApp Volume false

Encryption (NVE); ERIAK
false, WNTEEIE LIFAIHER
NVE 7 gefERILLET, NRERIR
BT NAE, NI{E Trident FECE
HEREEHFEEA NAE, BXE%
B8, B2 "Trident #0{A15
NVE #1 NAE E2&fER"

BF LUKS &, 8&L #H
Linux Unified Key Setup (LUKS)",

PR SAN.
EEAIDERE none
%)E%E’\J*Eiﬁo F SMB %, 159

mENZ2EE, NFS £iF "‘mixed” NFS ZRIAEN unix. SMB BRiAE
M unix £, SMB ¥ H ntfso
‘mixed #1 “ntfs' ZEF

AT EEFXNMAEIEFERAEEE Kubernetes StorageClass Ki53K PV BY
PersistentVolumeClaim (PVC) BYi#EE, $0SRAIH, EREERILUEZ PV #E£HE pod,

£l PVC
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https://kubernetes.io/docs/concepts/storage/persistent-

volumes [" PersistentVolumeClaim "] (pvc) BihR&ERE L PersistentVolume
HiEK. pvc AJUECEABERIFE AN IHIRIRINRITEE, (£ KEXRY

StorageClass, EHEERAILITHIEY PersistentvVolume A/NMIARIRIAHNEZRE
— BNt REsKAR S FKlo

B3 Trident [5i%#0 StorageClass f5, ERILIEIE PVC, 8 PVC &, ErILUEEIESH R Pod A,

s
UTRAIERTEAR PVC ECEIEDL,

# RWX 1518]#9 PVC
REIETRT—1N5R 7 “basic-csi'BY StorageClass X EXFIEA RWX HIEEREZ PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-storage
spec:
accessModes:
- ReadWriteMany
resources:
requests:
storage: 1Gi
storageClassName: ontap-gold

PVC f&H isCSI Rl
RBIERT —1 5% protection-gold By StorageClass #HXEXFIEH RWO 5[aMPRAY iSCSI B PVC,

kind: PersistentVolumeClaim
apiVersion: vl
metadata:
name: pvc-san
spec:
accessModes:
- ReadWriteOnce
resources:
requests:
storage: 1Gi

storageClassName: protection-gold
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2l PVC

$HIE
1. 8& PVC,

kubectl create -f pvc.yaml

2. I PVC K7

kubectl get pvc

NAME STATUS VOLUME CAPACITY ACCESS MODES STORAGECLASS AGE
pvc-storage Bound pv-name 2Gi RWO 5m

52 %" "Kubernetes #l Trident 35", T#E1FERUMAS PersistentVolumeClaim 32 E, LAKATFIEH Trident
foEENSEIEE,

HEN AR

BIEEEMERM PVC [T, ERILUR PV 2% Pod Lo ATHIH T PV HiIZE] Pod YR
Blan<HECE,

BERGINAER

PIE
1. 71 Pod 8%,

kubectl create -f pv-pod.yaml

UTFREIETRTR PVC E#EE pod WEAREKE: EXEKE:
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kind: Pod
apiVersion: vl
metadata:
name: pv-pod
spec:
volumes:
- name: pv-storage
persistentVolumeClaim:
claimName: basic
containers:
- name: pv-container

image: nginx

ports:
- containerPort: 80
name: "http-server"
volumeMounts:

- mountPath: "/my/mount/path"

name: pv-storage

=p=s RA] LIER kubectl get pod --watch MSIT#HE,

2. WIFERREEN /my/mount /patho

kubectl exec -it pv-pod -- df -h /my/mount/path

Filesystem Size
Used Avail Use% Mounted on
192.168.188.78:/trident pvc ae45ed05 3ace 4e7c 9080 d2a83ae03d06 1.1G

320K 1.0G 1% /my/mount/path

HEERILAMIER Pod 7o Pod MARFRABET, BERREFRE.

kubectl delete pod pv-pod

7T EKS &2 A& Trident EKS MifN4A &

NetApp Trldent &1L T Kubernetes 1 Amazon FSx for NetApp ONTAP & EIE, FEE/
HAEARHMEEREBE T TNAERIPE, NetApp Trident EKS INEFIME S HZITNEZE

#T. BHIREE, HEE AWS WiIER] S Amazon EKS EEATEFHO EKS MNEIEERETE 1A
LY0—bffR Amazon EKS SEBLEMIZE, HRDRE. EEMERMBBFIERT
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&,

AIFR 51

£79 AWS EKS ECE Trident MIEINZ AT, BHEREELATIFRMA:

* BEBFERMETNER Amazon EKS B&EMHF, 1520 "Amazon EKS MIINZE 4"
* AWS %t AWS marketplace BIFXIE :

"aws-marketplace:ViewSubscriptions",
"aws-marketplace:Subscribe",
"aws-marketplace:Unsubscribe

* AMI 2£8Y: Amazon Linux 2 (AL2_x86_64) 2% Amazon Linux 2 Arm(AL2_ARM_64)
* TTRIER: AMD 3¢ ARM
* IA Amazon FSx for NetApp ONTAP X4 £ %;

TE

1. EHRGIZE IAM BEf] AWS 258, LUE EKS Pod BEASIHIE] AWS &R, BXWBE, BE2H "0lE IAM &
& F] AWS Secret"s

2. 7T EKS Kubernetes &85, S$fnZ| Add-ons &I,

tri-en\f-eks @( Delete cluster )( Upgrade version ) 1

[ (O End of standard support for Kubernetes version 1.30 is July 28, 2025. On that date, your cluster will enter the extended support period with additional fees. For more Upgrade now

information, see the pricing page [,

¥ Cluster info it

Status Kubernetes version Info Support period Provider
© Active 130 @ Standard support until July 28, 2025 EKS
Cluster health issues Upgrade insights

@0 @0

Overview Resources Compute Networking Add-ons Access Observability Update history Tags

[ (@ New versions are available for 1 add-on. X J
Add-ons (3] Info .. View details Edit J Remove
[CL Find add-on ] [ Any categ... ¥ ] [ Any status ¥ ] 3 matches <1

3. #% % *AWS Marketplace HNEIN*HiE#E storage 25,
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AWS Marketplace add-ons (1) @

Discover, subscribe to and configure EKS add-ons to enhance your EKS clusters.

[ Q_ Find add-on ]

Filtering options

[ Any category ¥ ] [ NetApp, Inc. ¥ ] [Any pricing model ¥ J ( Clear filters )

M NetApp NetApp Trident O
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your developers and
administrators focus on application deployment. FSx for ONTAP flexibility, scalability, and integration capabilities make it the
ideal choice for organizations seeking efficient containerized storage workflows. Product details [2

Standard Contract

Category Listed by Supported versions Pricing starting at
storage NetApp, Inc. [2 1.31, 1.30, 1.29, 1.28, View pricing details [
1.27,1.26, 1.25, 1.24,
1.23
Cancel

4. %% NetApp Trident 3% Trident MINAMMEEAE, SAGE T Next,
5. ERFRERINNEIARAS

Configure selected add-ons settings

Configure the add-ons for your cluster by selecting settings.

Listed by Category Status
storage (&) Ready to install
M NetApp

You ean view the terms and pricing details for this product or choose another offer if one is available.

(D You're subscribed to this software x ‘

Version
Select the version for this add-on,

v25.6.0-eksbuild.1 v |

» Optional configuration settings

6. BEEBFTRAIMIINAFIZE,
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Review and add

Step 1: Select add-ons

Selected add-ons (1)
(Q Find add-on ) ¢ 1
Add-on name - Type v Status
netapp_trident-operator storage (@ Ready to install
Step 2: Configure selected add-ons settings

Selected add-ons version (1)

1
Add-on name a Version v IAM role for service account (IRSA)
netapp_trident-operator v24.10.0-eksbuild.1 Mot set
EKS Pod Identity (0)

1
Add-on name a IAM role [3 v Service account v

No Pod Identity associations
None of the selected add-on(s) have Pod Identity associations.

7. 1NR(EF IRSA (FRSBIKFHY IAM Rf) , ESFEMEEE S E ik,
8. %#¥ Create,
9. WIFMEFINAPRESEE A Actives

Add-ons(ﬂ Info View details Edit ) Remove

[O. netapp XJ [Anycateg.,. v J [Anystatus v J 1 match I |

NNetapp:  NetApp Trident
NetApp Trident streamlines Amazon FSx for NetApp ONTAP storage management in Kubernetes to let your pers and ators focus on licati FSx for
ONTAF flexibility, scalability, and integration capabilities make it the ideal chaice for organizations seeking efficient ized storage Product details [A
Category Status Version EKS Pod Identity 1AM role for service account
storage @ Active v24,10.0-eksbuild. 1 - (IRSA)
Not set

Listed by
MetApp, Inc. [3

View subscription

10. BT T ap L RIGIEERF ERBIEMRRET Trident:
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kubectl get pods -n trident

1. BB EHREFEER. GXE8, BENEREEEER,

fEF CLI RE/EN# Trident EKS HinNZA 4

£ CLI 2% NetApp Trident EKS Mihn4E 4 :

U8 < &2 Trident EKS HNZIN:
eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.0-eksbuild.1l (HEEBRZE)

U8 < &4E Trident EKS RS 25.6.1:

eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.1-eksbuild.l (FmHBTRERZA)

U TR &% Trident EKS $fFhRas 25.6.2:
eksctl create addon --cluster clusterName --name netapp trident-operator
--version v25.6.2-eksbuild.1l (FHEHBEIRZE)

£ CLI E1E; NetApp Trident EKS MifNZE {4 :
LU e S EIE Trident EKS ANZIN:

eksctl delete addon --cluster K8s-arm --name netapp trident-operator

{58 kubectl SIS

BmENX Trident STEERFAZBIFX R, BEIF Trident A S ZFEERAFHITERE, U
X Trident AN ELES. T Trident f5, FT—FEEIEEiH.
TridentBackendConfig BRENXZRIEENX (CRD) EEEEBEIZET Kubernetes REE!
EEIE Trident [Fif. ERILUEIEEA kubectl SNER Kubernetes Z1ThRERZE
By CLI TEXSERtigfE,

TridentBackendConfig

TridentBackendConfig (tbc, tbconfig, tbackendconfiqg) @— " EilR. #&TIEA CRD, {HEEES(E
F kubectl EIE Trident ik, Kubernetes MEEEIERINTE R LU EEET Kubernetes CLI B2 EIRfGin
, MERETANGELITERARER (tridentctl)s

Bll## TridentBackendConfig W&, S&XELUTIER:

* Trident FRIBEEGIRENECE Bt BERK. XEAREPRTN TridentBackend (tbe, tridentbackend)
CR.

* TridentBackendConfig ME—4EFIH Trident BI#EM TridentBackends

1 "TridentBackendConfig &85 "TridentBackend {R{F—3—MREY, FIEEIRMLS B B P EGRN
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EO; FER Trident RAEFREHT RGN0

I

[==4
=

TridentBackend CR H Trident BaptliE, E*AMIZMEHNEN]. MREBXGIHHITEMN, 1B
B3 &K " TridentBackendConfig” 3 R 1T AR 1E,

BX TridentBackendConfig CR Bt&Z, 1S WL TR

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name:

backend-tbc-ontap-san
spec:

version:

1

backendName: ontap-san-backend
storageDriverName:

ontap-san
managementLIF: 10.0.0.1
dataLIF: 10.0.0.2
trident svm
credentials:

svm:

name: backend-tbc-ontap-san-secret

17Rq

N
150

WA LAEE "trident-installer” B RHPBIRA, THEFIFEEFHETS/MRSHRAERE.
‘spec’ BERETRRNEESH. EltRFId, FiRfER

‘ontap-san’
" {ﬁ(

EFEIRoiER, HEALATIHNEESEH. BXMEEFEEREFNEERTTIR, 155
xref:{relative path}backends.html[ N EEIRIEFNEIREEEE 1o
spec” EBBEEIE credentials” #l

‘deletionPolicy’ FE, XEFEETE
TridentBackendConfig® CR F#T5|A\BY:

credentials: WEHANMETFE, G8RATHEMEAF/RSHITEMNIIENER. XESENAFCIE
B Kubernetes Secret, EIRTEUAN AR EZE, FSHEIR.
deletionPolicy: WFEEEXMBER TridentBackendConfig BYNHITHVIR(E, ©R LKA TR
BEREZ—:
° delete: XBEEFEEH TridentBackendConfig CR FMEXEFimESHMIFR. XEEIAE.
° retain: MIBR TridentBackendConfig CR BY, FIRENXEFIE, SJLUEA tridentctl HITE
I, BHFRHREEIGE N retain RIFAFPBRAEIRERA (21.04 27 HEBEIZENGIR, LWFEN
BRI LATERI# TridentBackendConfig 8
- pad

[EiRBAMREER spec.backendName IREB., WRFKIEE, WEHENATEEEN
TridentBackendConfig JRHIEZI (metadata.name) . EINER spec.backendName &
RIREFIHR .
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f#H tridentctl RIEMNERZEXEXA TridentBackendConfig MR, {RAILIEL A

2 “TridentBackendConfig CR, #%#H kubectl REEXLLFiR, HIFEIEEHERDN
BEESE (W spec.backendName. spec.storagePrefix.  spec.storageDriverName’

%) ., Trident £ EEIEEAIZER "TridentBackendConfig' 5 BB MEIH45E

LR
EEA kubect] RIRMEIEN, AT TRIE:

1. 8# "Kubernetes Secret's, Z$AEE Trident STEMEERE/IRSEESFIENEIE,
2. gl TridentBackendConfig WR, HPEEBEXEFMHEEE/RSIFMAESR, HIIBT L—FHeIEN

25,

tIEEiwE, ErILUER kubectl get tbc <tbc-name> -n <trident-namespace> MR EIRSHWEH iA1=

1CN 0

1% 1: 6132 Kubernetes Secret

IE— MR ERRIAIPIEIERN Secrete XN TFENMFHERS/ T REEME—T ., TEE—TRHI:

kubectl -n trident create -f backend-tbc-ontap-san-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: backend-tbc-ontap-san-secret
type: Opaque
stringData:
username: cluster-admin

password: password

TREETENEETEM Secret PR EEHFER:

FET & Secret FE&HE AR %A

Azure NetApp Files clientlD

Element (NetApp HCI/SolidFire)  IHm

ONTAP HRFR&

FERIRAA
RENAEMNE i ID

BHHBPEER SolidFire 28189
MVIP

EEIEH/SVMNARE, BTE
FEENSHIIE
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FHET & Secret FELHHIR =R

ONTAP password

ONTAP clientPrivateKey

ONTAP chapUsername

ONTAP chaplnitiatorSecret
ONTAP chapTargetUsername
ONTAP chapTargetinitiatorSecret

FERIEA

EERIER/SVM WEE, ATETF
FEHER S I0IE

& P infAfARY Baseb4 4mid{E, A
FEFIEBNEHIEIE

NP &, W3R useCHAP=true
, MARE, 3HTF ontap-san

‘ontap-san-economy

CHAP Bnpgs&th. IR
useCHAP=true, MANFE, JIFF
ontap—san‘*ﬂ ‘ontap-san-
economy

BirEFP &, N2 useCHAP=true
, MANE, WF ontap-san H

‘ontap-san-economy

CHAP BfrkieE®RH, R
useCHAP=true, MIAXE, FF
ontap-san M ‘ontap-san-
economy

TEUEP BB Secret BET—F UM TridentBackendConfig X&RM spec.credentials FEEH

51 Ao

$E 2. €2 TridentBackendConfig CR

EMERT LB TridentBackendConfig CR 7o TEURAIF, FMA “ontap-san' RKhiZFHYfGine@id A

LUFERRAY “TridentBackendConfig X & 83209

kubectl -n trident create -f backend-tbc-ontap-san.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:

name: backend-tbc-ontap-san
spec:

version: 1

backendName: ontap-san-backend

storageDriverName: ontap-san

managementLIF: 10.0.0.1

datalLIF: 10.0.0.2

svin: trident svm

credentials:

name: backend-tbc-ontap-san-secret

% 3&:. WIF TridentBackendConfig CR BPIRES

IMEBE LR TridentBackendConfig CR, &AILIGIEIRES. 1BE WA TR

kubectl -n trident get tbc backend-tbc-ontap-san

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6£60-4d4a-8ef6-

bab2699%e6ab8 Bound Success

BN EIEEIRHLEE] TridentBackendConfig CR,
Phase B]LURAL FEA—ME:

* Bound: TridentBackendConfig CR 5/GimtEXEL, ZGIHES configRef "IKEN
*TridentBackendConfig CR BY uids

* Unbound:. f#M "" &¥/~"o TridentBackendConfig WRAMBERG. FINBERT, FIEFEIEN
TridentBackendConfig CR #HWUFUMNER. METEE, TEBRXERARPERS,

* Deleting. TridentBackendConfig CR deletionPolicy BI&ENMIFR. Mk
TridentBackendConfig CR &, ERFEE"MER"IKZ.

°c MNRBFiwH EARFERFASEER (PVC) , MMER TridentBackendConfig 8 Trident MIBRE
i%#] “TridentBackendConfig CRo

° NRBFHFEE—IHZD PVC, NSHNBIFFRIRS. TridentBackendConfig CR K AMBRM
. RBEMPBRTE PVC &, 72MIFREiHH TridentBackendConfige

* Lost. 5 TridentBackendConfig CR KEXHIFimEEINMEMIBR, M TridentBackendConfig
CR 725 | B EMIER iR, T TridentBackendConfig {EHI{Al, “deletionPolicy CR {AZARILL
A PRo

* Unknown: Trident T/ EMIEES TridentBackendConfig CR XBXMGEIHAVRESINTEE. 90, R API
AR55282 BN EY tridentbackends. trident .netapp.io CRD E£%K, XAREEEF,
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ELMER, EMIIEIERER! B MRIERI LIEIMEIE, 90 "backend E#i#l backend flfx"s

(i) TR 4. FENEZFAER
R BUEIT I T i & SRREVE R EREIF RS 8.

kubectl -n trident get tbc backend-tbc-ontap-san -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8d24fce7-6f60-4d4a-8ef6-
bab2699e6ab8 Bound Success ontap-san delete

Iegh, IR AFREY TridentBackendConfig Y YAML/JSON #%fi#,

kubectl -n trident get tbc backend-tbc-ontap-san -o yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
creationTimestamp: 2021-04-21T20:45:11%
finalizers:
- trident.netapp.io
generation: 1
name: backend-tbc-ontap-san
namespace: trident

resourceVersion: "947143"
uid: 35b9d777-109f-43d5-8077-c74a4559d09c
spec:

backendName: ontap-san-backend
credentials:
name: backend-tbc-ontap-san-secret
managementLIF: 10.0.0.1
datalLIF: 10.0.0.2
storageDriverName: ontap-san
svm: trident svm
version: 1
status:
backendInfo:
backendName: ontap-san-backend
backendUUID: 8d24fce7-6f60-4d4a-8ef6-bab2699e6ab8
deletionPolicy: delete
lastOperationStatus: Success
message: Backend 'ontap-san-backend' created
phase: Bound

backendInfo 887 backendName # backendUUID, XLEZMIF TridentBackendConfig CR Sl
[GiffEBo lastOperationStatus FEZFKR/R TridentBackendConfig CR ERG—/RIEERVIRTE, ZIRfE
AL HAFft% (90, BAFTE spec F#{TTER) XA Trident fit& (6190, 7E Trident EZHEAIE) » ©HI
LAZ Success 3 Faileds phase R TridentBackendConfig CR 5/giR2Z B X ABVIRES. T LEAIRHGI
F, phase BYEN Bound, XEMKE TridentBackendConfig CR BES5/GHXEL,

BRI LIBTT kubectl -n trident describe tbc <tbc-cr-name> 8p<% LIFRENEHBHENIFAEE,

. 1BTSSEMER “tridentctl B BIFE 6 & HEX TndentBackendConﬂg HNRME. BT HRT
= “tridentct!’#1 "TridentBackendConfig' Z [BIYRFTH R BIF I8, "ES UL,

EIEFiE
£ kubectl ITEHEIE
T HRAN(EER “kubect! HU{TE IR EIRIRE,

[
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pllESEY

B3 MBR TridentBackendConfig, &38R Trident MIBRREBEIH (BTF deletionPolicy) . EMIBREIR
, 1BMRIE deletionPolicy 18BN deleteo, HIXMIER TrldentBackendConflg, iﬁﬁﬁ{%;l%"
“deletionPolicy’ i B A retain, XA UREHTIATFE, HETLUBSER tridentctl #1TEIE,

kubectl delete tbc <tbc-name> -n trident

Trident A EMIFRIETEEAR Kubernetes Secrets TridentBackendConfig, Kubernetes FiF f1 5 5IEHZ,
PHBRMIZ BT AU I TR, (XNHNBREEHRERR, A MEERBR.

EEMERIR

BT TS

kubectl get tbc -n trident

&R LUETT “tridentctl get backend -n trident 3%, “tridentctl get backend -o yaml -n trident’ LA3REXFRE ILE f5in
TR, LHIRERKFEIEEER tridentct! 81 R fFiR.

Y
EHRRAIER ZMRE:

s FHRERZNEIEEER. EFHMEIE, WIEH TridentBackendConfig XIRHERAR Kubernetes
Secret, Trident ¥ {FBIREN RN EIBEEMNENER. E1TUTH<SLUEH Kubernetes Secret:

kubectl apply -f <updated-secret-file.yaml> -n trident

FEFMSH (GIYIETEERAB ONTAP SVM BIRFR)
o BRI LUER LT e S Bi@iY Kubernetes B “TridentBackendConfig 3 & :

kubectl apply -f <updated-backend-file.yaml>

o BE, BHUFERAUTHRSEXRINE TridentBackendConfig CR:

kubectl edit tbc <tbc-name> -n trident
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* MREHEMERY, NEHESHEFRSFEREENNEE. ErILUBFIETT kubect! get tbe
<tbc-name> -0 yaml -n trident 3} "kubectl describe tbc <tbc-name> -n trident’ KR&EE HE L

-pEs HEER,
c MEHAEEREXHWNEGE, S UEMETENRGS,

{EH tridentctl TR EIE
TERUEER tridentct BUITE G EIEIR1E,

ke
B "Bl EXH" 5, BITUTH<

tridentctl create backend -f <backend-file> -n trident

NREHIBRY, NWERTEREERNZE. EaIBIETUTHRLEERASUHRERR:

tridentctl logs -n trident

FEIRAIHEIEREXHNNEE, REBBRIBEITIE create AR,

AP =
E M Trident BIER/GHR, HHRITLATEIE:
1. REHAR:

tridentctl get backend -n trident

2. FRER:

tridentctl delete backend <backend-name> -n trident

g0%R Trident EMIL/RIRECEMAFERSMIRE, NHFFERRSEEREERS. R4

%5I L:_F"Deletlng")lkuo

EENA G
BEE Trident KIEM R, BERITUTIRE:
s BREUEE, BiaTUTHS:
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tridentctl get backend -n trident
* ZRNFABIFAER, BIETUTH !

tridentctl get backend -o json -n trident

B
BN EREEX MG, BITU TS

tridentctl update backend <backend-name> -f <backend-file> -n trident

NREHEHKRY, WiRPAEHREERNAXEZHNERLN. ETUBIETUTHSEEETURERR

tridentctl logs -n trident

FIRFHBEEEXHNR@GE, REBRXIBITI update S EIA],

PR E R S IRBYTEAESE

XE— A, WA LR tridentetl ARHMTREIHAY JSON KEIZX KR, XEMRT jq LA
> ,‘d\'%ﬁgtc%“&"o

tridentctl get backend -o json | Jjg '[.items[] | {backend: .name,
storageClasses: [.storage[].storageClasses] |unique}]"’

XWiERAFEA TridentBackendConfig BIEMEiR.

ERmEIEEIN Z [B)f55h

T fR7E Trident R EREIHRIVRRE TS 7%

BIEFIRAYIED

& TridentBackendConfig B, EERIEERMIRSNEREES . XMEH T U FE)R:

* A “tridentctl SR fGiIR I LUE TrldentBackendConﬂg 1TEEE?
* {£A "TridentBackendConfig 828 fGim A LUEE "tridentct! ##1TEIENS?
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{#H tridentctl BIEfGlK "TridentBackendConfig

EBNABTEREBET tridentcetl HIF@ET Kubernetes REEJEZE TridentBackendConfig X RMEIENG
IigiEs E’Jﬁ%o

XiEBAF U TSR :
BEFENGL, %8 TridentBackendConfig, HAENIEMEA tridentctl BIER,
* BfEMA “tridentctl 8l H /iR, BFEHEIM TridentBackendConfig 3R,

EXPHERT, RREFHREEFE, Trident HEESHNHH#TIRE, BEERTEILERMERE!

* PEEMER tridentctl REBFERAELEMNGIR,

* BERA tridentct! QIR R IREEE ZIFHY “TridentBackendConfig W &R, X MEIKE FIHIEEERA kubectl'
MAE tridentctl HITEIE,

EEA kubect BIEFLEFENGE, TEESE— TridentBackendConfig BFEEIMETiH. UTEEI %
[RIEREA :

1. 83 Kubernetes Secret, ZEAE S Trident STEEER/RZ BEAENEIR,

2. 8l TridentBackendConfig MR, HPBEEXRFHEEE/MSHIFAER, H5IBT L—FHEIEMN
ZiB, HIAVERIEEMEENEESH (10 spec.backendName. spec.storagePrefix.
spec.storageDriverName &) o spec.backendName HIKE NIMEFIHHIEFR.

% 0% iR5IEH

BORHEENEAEHA TridentBackendConfig, BRBRINEHREE, FITRAIF, RigEREEMAU
T JSON EXEIEH:

tridentctl get backend ontap-nas-backend -n trident

P msmeseseme= P m===
Fommmmmmrmesrrrrrrrre e meme s e emm o Frommmmom= Fommmomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmrmemeoeosoes Fommmmmmocmoomooo=

o esseseses s s s e P Pommmmmm== +

| ontap-nas-backend | ontap-nas | 52f2ebl0-e4c6-4160-99fc-
96b3bebab5d7 | online | 25 |

Fommmmmmecemsseseseme= Fommmmmmmmemem===

oo sesesesse s s s s e s et o= +

cat ontap-nas-backend. json
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"version": 1,

"storageDriverName": "ontap-nas",
"managementLIF": "10.10.10.1",
"datalLIF": "10.10.10.2",
"backendName": "ontap-nas-backend",

"svm": "trident svm",

"username": "cluster-admin",
"password": "admin-password",
"defaults": {
"spaceReserve": "none",
"encryption": "false"
by
"labels": {

"store": "nas store"
by
"region": "us east 1",
"storage": [
{
"labels": {
"app": "msoffice",
"cost": "100"
}I
"zone": "us east la",
"defaults": {
"spaceReserve": "volume",
"encryption": "true",

"unixPermissions": "0755"

"labels": {
"app": "mysgldb",
"cost": "25"
by
"zone": "us east 14",
"defaults": {
"spaceReserve": "volume",
"encryption": "false",

"unixPermissions": "0775"
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S8 1. 6l Kubernetes Secret

tE— B ERIREERN Secret, WA TRBIFFR:

cat tbc-ontap-nas-backend-secret.yaml

apiVersion: vl
kind: Secret
metadata:
name: ontap-nas-backend-secret
type: Opaque
stringData:
username: cluster-admin

password: admin-password

kubectl create -f tbc-ontap-nas-backend-secret.yaml -n trident
secret/backend-tbc-ontap-san-secret created

$IE 2: 8 TridentBackendConfig CR

T—3ZEE —1 TridentBackendConfig CR, 1% CR ¥ Bmh48E EIFisLF/ER ontap-nas-backend (
MARBIFAR) o BWRAHEEUTENR:

* 1£ “spec.backendName I E X T HEEIRI 5% 7o

* BES¥SRBERER.

* il (NRER) RS ReERERNIRE.

* EIE@IT Kubernetes Secret 1&ff, AR UAN AR R H,

EUEBR T, TridentBackendConfig ¥ FFAR:

cat backend-tbc-ontap-nas.yaml
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apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: tbc-ontap-nas-backend
spec:
version: 1
storageDriverName: ontap-nas
managementLIF: 10.10.10.1
datalLIF: 10.10.10.2
backendName: ontap-nas-backend
svm: trident svm
credentials:
name: mysecret
defaults:
spaceReserve: none
encryption: 'false'
labels:
store: nas store
region: us_east 1
storage:
- labels:
app: msoffice
cost: '100'
zone: us_east la
defaults:
spaceReserve: volume
encryption: 'true'
unixPermissions: '0755"
- labels:
app: mysqgldb
cost: '25"
zone: us_east 1d
defaults:
spaceReserve: volume
encryption: 'false'

unixPermissions: '0775"

kubectl create -f backend-tbc-ontap-nas.yaml -n trident
tridentbackendconfig.trident.netapp.io/tbc-ontap-nas-backend created

% 34 WIE TridentBackendConfig CR BYIRES

8l# TridentBackendConfig f&, EMEWINA Bound. BN RMESINE RiHHEREGiRRA T UUID,

160



kubectl get tbc tbc-ontap-nas-backend -n trident

NAME BACKEND NAME BACKEND UUID
PHASE STATUS
tbc-ontap-nas-backend ontap-nas-backend 52f2ebl10-e4c6-4160-99fc-

96b3beb5ab5d7 Bound Success

#confirm that no new backends were created (i.e., TridentBackendConfig did
not end up creating a new backend)
tridentctl get backend -n trident

fmm e fom e

Rt ettt F—————— o — +

| NAME | STORAGE DRIVER | UulbD

| STATE | VOLUMES |

et e T o

e - e b +

| ontap-nas-backend | ontap-nas | 52f2ebl0-ed4c6-4160-99fc—-
96b3bebab5d7 | online | 25 |

e o
e - +————— +

IW1E, ¥EMEMAH tbc-ontap-nas-backend TridentBackendConfig XWRFETEEEIRGiH,.

{#H TridentBackendConfig BIERUH “tridentctl

‘tridentctl’ AJFTFHILEEER " TridentBackendConfig®
BIENGIR, s, BEARALUEFEE tridentctl TEEBIEER, HEAEHER
‘TridentBackendConfig' FHHRIE " spec.deletionPolicy’ ®EHN “retain’o

B 0L RHEW

Fgn, M MRIZA T EineEER TridentBackendConfig SJERRY:
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kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ach5£f82 Bound Success ontap-san delete

tridentctl get backend ontap-san-backend -n trident

P memssesem== P m===
R Fommomome Fomomomom= +

| NAME | STORAGE DRIVER | UUID

| STATE | VOLUMES |

Fommmmmmmmemeoeoeoos Fommmmmmomeomomm=
et Fom—————— fom——————— +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49%bb-b606-
0a5315ac5f82 | online | 33 |

Fommmmcmemcmsosmsmss Fommmmmmsmemsmse=
B e o= Pommmmmm== +

MEHPAIIEY, TridentBackendConfig BRAINBIEHYEEIGiR [REREIHEY UUID],

F$IE1. A deletionPolicy BN retain

LA TEEE deletionPolicy BB, XEEIZE N retain. XA LUMRIEMIBR
TridentBackendConfig CRBY, FIRENMINAEE, HERILUER tridentctl HITEIE,

kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0ab5315ach5f82 Bound Success ontap-san delete

# Patch value of deletionPolicy to retain

kubectl patch tbc backend-tbc-ontap-san --type=merge -p
'{"spec":{"deletionPolicy":"retain"}}' -n trident
tridentbackendconfig.trident.netapp.io/backend-tbc-ontap-san patched

#Confirm the value of deletionPolicy
kubectl get tbc backend-tbc-ontap-san -n trident -o wide

NAME BACKEND NAME BACKEND UUID

PHASE STATUS STORAGE DRIVER DELETION POLICY
backend-tbc-ontap-san ontap-san-backend 8labcb27-ea63-49bb-b606-
0a5315ac5£82 Bound Success ontap-san retain

#x F#3E deletionPolicy 18BN ‘retain, BNNEMULET—F,
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FI 2. IR TridentBackendConfig CR

&ie—FEMPBR TridentBackendConfig CR. #iIA "deletionPolicy 1 & /I ‘retain’fg, f&RTLALKEEMIBR:

kubectl delete tbc backend-tbc-ontap-san -n trident
tridentbackendconfig.trident.netapp.io "backend-tbc-ontap-san" deleted

tridentctl get backend ontap-san-backend -n trident

T fom e
e et e fomm - +

| NAME | STORAGE DRIVER | UuID

| STATE | VOLUMES |

Fom Fom e
o fom—————— fom +

| ontap-san-backend | ontap-san | 8labcb27-ea63-49bb-b606-
0a5315ac5f82 | online | 33 |

o fom e

e fomm - fommm +

fIB% TridentBackendConfig M&RfG, Trident REGEMER, MAEIrMiREIRAS
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