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Trident 121ER

W48 tridentorchestrator cr.yaml FiI&&E cloudProvider /J "Azure",

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"

Helm

MU T RGIZEE Trident FH @I FIEL = cloudProvider " #H1TIRE " sCP:

helm install trident trident-operator-100.2606.0.tgz —--create-namespace
--namespace <trident-namespace> --set cloudProvider=$CP

<code>tridentcti</code>

MU TFRBIZ%E Trident #¥& cloud-provider tR&EIRE N Azure:

tridentctl install --cloud-provider="Azure" -n trident
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TEAHARIRMEE Kubernetes Pod BEASE@EIS 1E A TIEGHARIRIHITH 5 IIERIAR) Azure FHiRo
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Trident i21ER

YW1 tridentorchestrator cr.yaml HiI&E cloudProvider / "Azure", &E cloudIdentity
%Jazure.workload.identity/client—id: :$:0:9:0:0:0:0.-EP 5.0 9:CD 9:0:0: 5D 0:9:9.559:0:9:9:0:9:9.0:0:9-

apiVersion: trident.netapp.io/vl
kind: TridentOrchestrator
metadata:
name: trident
spec:
debug: true
namespace: trident
imagePullPolicy: IfNotPresent
cloudProvider: "Azure"
cloudIdentity: 'azure.workload.identity/client-id: XXXXXXXX—XXXX-

XXXX—XXXX-XXXXXXXXxxx' # Edit

Helm
EAUTIFIBETEIEE cloud-provider (CP) 1 cloud-identity (Cl) FFE&HIE:

export CP="Azure"
export CI="'azure.workload.identity/client-id: XXXXXXXX-XXXX—XXXX~XXXX—
XXXXRXXXXXX"'"

BURRIZREE Trident, H{ER cloudProvider  #ITIRE, £ ~scp, HfEMA cloudidentity ##1T
®E, A scr:

helm install trident trident-operator-100.6.0.tgz --set
cloudProvider=$CP --set cloudIdentity="S$CI"

<code>tridentctl</code>
EARAUTIFIETEIEE cloud provider 1 cloud identity f7SRIE
export CP="Azure"

export CI="azure.workload.identity/client-id: XXXXXXXX-XXXX-XXXX—XXKX—
XXXXXXXXKXXX"

AT BI%%E Trident 73§ cloud-provider " I8BHN “scP HF “cloud-identity i&EHN “scI:

tridentctl install --cloud-provider=S$CP --cloud-identity="$CI" -n
trident
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{

"id": "/subscriptions/<subscription-
id>/providers/Microsoft.Authorization/roleDefinitions/<role-
definition-id>",

"properties": {
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"roleName": "custom-role-with-limited-perms",
"description": "custom role providing limited permissions",
"assignableScopes": [
"/subscriptions/<subscription-id>"
1,
"permissions": [
{
"actions": |
"Microsoft.NetApp/netAppAccounts/capacityPools/read",
"Microsoft.NetApp/netAppAccounts/capacityPools/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/read",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/write",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/delete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/re
ad",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/wr
ite",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/snapshots/de
lete",

"Microsoft.NetApp/netAppAccounts/capacityPools/volumes/MountTargets
/read",
"Microsoft.Network/virtualNetworks/read",
"Microsoft.Network/virtualNetworks/subnets/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio
ns/read",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio
ns/write",

"Microsoft.Features/featureProviders/subscriptionFeatureRegistratio
ns/delete",
"Microsoft.Features/features/read",
"Microsoft.Features/operations/read",
"Microsoft.Features/providers/features/read",
"Microsoft.Features/providers/features/register/action",

"Microsoft.Features/providers/features/unregister/action",



"Microsoft.Features/subscriptionFeatureRegistrations/read"
1,
"notActions": [],
"dataActions": [],

"notDataActions": []
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version
storageDriverName
backendName

subscriptionID

tenantID

clientID

clientSecret

serviceLevel

location

cloudConfiguration.cloudNa
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WiER

[EiRECE RS,

FER NI R AR
FiERIRIYEE X BR

K BEEH Azure 1TEBIITR ID, 7
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prir

U7E AKS 3 LERTEITRNS
1TIREY, SRERAEREOREF 1D 7
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47E AKS &8 LERAEINREA
RIREY, RENAEFMIEF D
A,

47E AKS &8 LERAEIRNREA
RIREY, RENAEMIEF RS
]I,

Standard.

R EAeIEHERN Azure (IERY
RIRTE AKS B¥& LB AR ERR
G5

WREIRA Azure =IFIR, E8
Azure Government FHGE 7

AzureGovernmento

"azure-netapp-files"

WEhiZR R AR + " + FEAF AT

‘Premium'5¢ "Ultra’z "™ (B&E#1)

resourceGroups BFREEAMARNRRATIR " (EiLiER)
netappAccounts BFimik & IMeYZ RS NetApp kP "[" (FEidiEEs)
IES
capacityPools BF AR MABENBS =TT " (%ﬂ/ﬁg%%: BE#)
virtualNetwork BEEEIRF WA EINERYZFR
subnet Z&HE44 "Microsoft.Netapp/volumes™ ™
BYF IRy 2 FR
networkFeatures 0 VNet IheeEE, oJLIE Basic™ ™
By ‘Standard. FIEFREMIXER
121 Network Features, BIBEAM
EITIRPER. ERBHAItIEER
}E7E “networkFeatures' 2 S &AD
BRI,
nfsMountOptions NFS EHEMAEAIES, SMB % "nfsvers=3"

RS, EEA NFS fRZs 4.1 3=
HE, BEESIMREESEmS
RABEIE nfsvers=4LU%EIE NFS
Va1, TFEETE X IR BERIEHEIN
%ﬁ%%}ﬁﬁﬁ”ﬁﬁﬂﬁﬂpiﬁﬁﬂ’ﬂﬁﬁﬁ
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limitVolumeSize MRIBFRWEXNSTULE, WEE " FGOAER T REEHRT)
BRM
debugTraceFlags HEEHBREHMEBRIRIRATS. =™ =

, \{"api": false,
"method": true,
"discovery": truel}. PRIEIETE
HITHEHRH R E AN B T
fi#, BUAREEAILIED,

nasType ACE NFS 3¢ SMB B8, &M nfs
nfs. ‘smb'Z null, IRE null 2
IAAI NFS %,

supportedTopologies FonltfainZ R A X

& BXEFMER, BSH £
CSI #a#b"

gosType R QoS FEA: HhakF ol Bzh

maxThroughput EEATFNREAEHE (LI MB/F) 4 MiB/sec
?Uﬁfﬁ) o INZFFFSH QoS BE

/5o

()  BxmMEpEnESER, BB " Azure NetApp Files SREMATIEE,

EFE Azure =If1E (26.06)
M 26.06 hRZSFF34, Trident STIFTEZ D Azure ZFIEFBIEFIEIE Azure NetApp Files [Fifo
S Azure ~EE:

* Azure B LAR

* Azure Government (Azure Government/ MAG)

* Azure H[FH

EBZE Trident S LI Azure NetApp Files [5imBY, i5HafR Azure Resource Manager F1 B {3I0IFALE RS Azure
E%ﬁﬂ@ﬂo yﬂiﬁﬁ"ﬁ).ﬁ“Z{E@E, ‘trldentCtl‘965%%??%1%5@1IE’ #Elﬁﬁﬁuﬁﬁ']@%)”&o

F+F Azure Government [5if, IBTERIKACEFIRE cloudConfiguration.cloudName:

cloudConfiguration:

cloudName: AzureGovernment

PREBIRAZIR

INRTELIR PVC BB RILEIFEM IR, WERNNAEMAIEERE XEXFIRINIRIZIR (FM. P
&, REM) . MREAER, Trident ZIEREIZEIRITLILAT Azure FHiR. WIERTIEREERELIHIAR,
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‘resourceGroups '+ netappAccounts's ‘capacityPools'. ‘virtualNetwork' I
“subnet”

ERILMERER TN TERERTIEE. EAZHERT, BWERATERERMN, HAERIRE
LX—IE I_J% lﬁ@gao

(D 1R vNet i F 5 Azure NetApp Files (ANF) =itk P REINZRRAS, BENGIHRIE
resourceGroups FIRES A BN LEIEE R RAE,

‘resourceGroups .« netappAccounts’ 0 ‘capacityPools’
ERRFAMNARERS NI FERREANRIRHESSE, ATUMERASIEE, T2RENBIT
BRI

ki izt

RiR4A <resource group>

NetApp K~ <resource group>/<netapp account>

A=t <resource group>/<netapp account>/<capacity pool>
FEARI£E <resource group>/<virtual network>

F <resource group>/<virtual network>/<subnet>
HicE

EA] LB fEEC B XX ARV AER 0 RIS TE LU FIETRIZHIZUA B E. BXIFMER, BEH [HHIRE

2 WiER EINN

exportRule HENSFHAN, "0.0.0.0/0"
exportRule %Ll CIDR &R
VETRREY IPv4 #3IEER IPv4 FRIE
BAEHNES HRYIR. SMB &R

WBEEo

snapshotDir i8] . snapshot B& true, false (EIKE).

size MERERIAR/N "100G"

unixPermissions HER unix IR (4 i/ \#EFIEF " (Fkhee, FEEITEFIIANG
) o SMB HRR AL, 2E8)

TP E
UTRAIERTRAZSHEHRBENBRANENESELE, XBEXEHRNREETT .

v &/ NERE

XREM R/ NEIHIcE. BEIAE, Trident KMACE(IEPZEFEL Azure NetApp Files BIFTE NetApp ff
P. BEtMFMN, HEER—NUHNFN EENBRE RS, BT nasType WEE, 'nfs EUAEEA, &
%7 NFS E#1TEEE,



HIEMIRIFFEHER Azure NetApp Files H=IAEMINGER, ILECEIFFEIEN, BEXMKT, ERENFEKE
SR HESNTERE,

apiVersion: trident.netapp.io/vl

kind: TridentBackendConfig

metadata:
name: backend-tbc-anf-1
namespace: trident

spec:
version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%1le5713aa
clientSecret: SECRET

location: eastus

Vv AKS N2 EEH

IR EEEE T subscriptionID. tenantID. clientID'#l ‘clientSecret, XLEEFERIEES
7389 = AI %R,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- resource-group-1/netapp-account-1/ultra-pool
resourceGroups:
- resource—-group-1
netappAccounts:
- resource-group-1/netapp-account-1
virtualNetwork: resource—-group-1/eastus-prod-vnet
subnet: resource-group-1/eastus-prod-vnet/eastus-anf-subnet

V EAT AKS BI=HRIR
eI E BBR tenantID. clientID M “clientSecret, XEEEFERSIRIRNERNHZEN,

apiVersion: trident.netapp.io/vl
kind: TridentBackendConfig
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metadata:
name: backend-tbc-anf-1
namespace: trident
spec:
version: 1
storageDriverName: azure-netapp-files
capacityPools:
- ultra-pool
resourceGroups:
- aks-ami-eastus-rg
netappAccounts:
- smb-na
virtualNetwork: eastus-prod-vnet
subnet: eastus-anf-subnet
location: eastus
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451

v AR EMHESRNEERS R EE

LRI E S ERETE Azure BY “eastus LB ‘Ultra BEHH, Trident Boh &I B P EFELS Azure
NetApp Files FIFFEFM, HEENEEHR—NFR EHEHE.

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de%91e5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application—-group-1/account-1/ultra-1

- application-group-1/account-1/ultra-2

v E5F5h QoS BEMAIFIRTH
tEIRECERERFE QoS BEMEEMETE Azure eastus UEs

version: 1
storageDriverName: azure-netapp-files
backendName: anfl
location: eastus
labels:
clusterName: test-cluster-1
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cloud: anf
nasType: nfs
defaults:
gosType: Manual
storage:
- servicelevel: Ultra
labels:
performance: gold
defaults:
maxThroughput: 10
- servicelLevel: Premium
labels:
performance: silver
defaults:
maxThroughput: 5
- servicelevel: Standard
labels:
performance: bronze
defaults:
maxThroughput: 3

vV 24kE
ttEIREEH# - HERETESENFIENFH, FHERT —EEEERINME.

version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb56ct
clientID: dd043f63-bf8e-fake-8076-8de9%1le5713aa
clientSecret: SECRET
location: eastus
servicelLevel: Ultra
capacityPools:

- application-group-1/account-1/ultra-1

- application—-group-1/account-1/ultra-2
virtualNetwork: application-group-1/eastus-prod-vnet
subnet: application-group-1/eastus-prod-vnet/my-subnet
networkFeatures: Standard
nfsMountOptions: vers=3,proto=tcp,timeo=600
limitVolumeSize: 500Gi

defaults:
exportRule: 10.0.0.0/24,10.0.1.0/24,10.0.2.100
snapshotDir: "true"

size: 200G1i
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unixPermissions: "0777"

v ESGHECE

EHREEER M HPEX S FEL. HEESPIIFRERSAINE

=

==l

A, HEHEE Kubernetes

PRERTXERANNFHELN, XIFEEM. ENHIRERTIRYEE performance KX 737t

version: 1

storageDriverName: azure-netapp-files

subscriptionID:

9f87c765-4774-fake-ae98-a721add45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeb6ct
clientID: dd043f63-bf8e-fake-8076-8de9le5713aa

clientSecret: SECRET

location: eastus

resourceGroups:

- application-group-1

networkFeatures:
nfsMountOptions:
labels:

cloud: azure
storage:

- labels:

Basic
vers=3,proto=tcp, timeo=600

performance: gold

servicelevel

Ultra

capacityPools:

- application-group-1/netapp-account-1/ultra-1
- application—-group-1/netapp-account-1/ultra-2

networkFeatures: Standard

- labels:

performance: silver

servicelevel

Premium

capacityPools:

- application—-group-1/netapp-account-1/premium-1

- labels:

performance: bronze

servicelevel

Standard

capacityPools:

- application-group-1/netapp-account-1/standard-1

- application-group-1/netapp-account-1/standard-2

v ZSEIRINCE

Trident B FRIEXFEMATBAX N TEAEFIALRE. tEIRACERR supportedTopologies SR F B EiH
REKIFXIFEATIR, AEENRKIFMKIGENNS S Kubernetes 8T LRSS A XIS X (& IT
fito XLEKIFMXIFRT A UEEFERPIRHENATFETIR, XMTEEEiRREHMNXKIEN X FENFESR
, Trident RTE_ERKIFMXIFHEIESLE,. EXIFMER, BHSHA A CSI RN,
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version: 1
storageDriverName: azure-netapp-files
subscriptionID: 9f87c765-4774-fake-ae98-a721ladd45451
tenantID: 68e4f836-edcl-fake-bff9-b2d865eeboct
clientID: dd043f63-bf8e-fake-8076-8de%91e5713aa
clientSecret: SECRET
location: eastus
servicelevel: Ultra
capacityPools:
- application—-group-1/account-1/ultra-1
- application—-group-1/account-1/ultra-2
supportedTopologies:
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-1
- topology.kubernetes.io/region: eastus
topology.kubernetes.io/zone: eastus-2

FHEEXEX
LR “StorageClass’ X BE T Lk TEfE A,

{8 parameter.selector FEXHITE X Rl

fEM parameter.selector, RIS StorageClass {8 BT HREEMNEINE, BEEBMEMHRENX
8975 .o

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: gold
provisioner: csi.trident.netapp.io
parameters:

selector: performance=gold
allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: silver
provisioner: csi.trident.netapp.io
parameters:

selector: performance=silver
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allowVolumeExpansion: true

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:

name: bronze
provisioner: csi.trident.netapp.io
parameters:

selector: performance=bronze

allowVolumeExpansion: true

SMB ERIE X Rl

f#H nasTypes node—stage—secret—name\ﬂl ‘node-stage-secret-namespace, AILIEE SMB &

FRMFTEER Active Directory £1E,

v AR ERIMEARECE

apiVersion: storage.k8s.io/vl

kind: StorageClass

metadata:
name: anf-sc-smb

provisioner: csi.trident.netapp.io

parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"
csi.storage.k8s.io/node-stage-secret—-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: "default"

vV SR TEERTRNE

apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name: "smbcreds"

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

v SN ERERRERNER
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apiVersion: storage.k8s.io/vl
kind: StorageClass
metadata:
name: anf-sc-smb
provisioner: csi.trident.netapp.io
parameters:
backendType: "azure-netapp-files"
trident.netapp.io/nasType: "smb"

csi.storage.k8s.io/node-stage-secret-name:

S{pvc.name}

csi.storage.k8s.io/node-stage-secret-namespace: ${pvc.namespace}

@ nasType: smb #F SMB HRIMEYTHIERS,

nasType: nfs Z{ nasType: null NFS HBYTHiESS.

elf=I=t
REREEXHE, SITUTHS:

tridentctl create backend -f <backend-file>

QD%EFHQFF%JL Azure ==, 15H1R “tridentctl BECE NEA Azure B
Mo MREmEIBEN, BRERHEEHEEEETURTEERER:

tridentctl logs

TI/\HU#EE@EEY#FE"JIEE (=) 1|;_RAE_]-L/(E @ i- create ﬁ/%o

16

B3 Azure TIFRER B RI0UE

Ryt

=Zn



RS B

HRINFRE © 2026 NetApp, Inc.o (REFFENRF, REEIR, REMRFABESLBEITFA, ANAEPZIMRIR
PRERSOARUEATRSEIERFER (B BFIMAN, SERH. 5. REAFHEERFL
RAGH) HITEH,

MEZRRARIFEY NetApp FHELKERI AR U TP MR R AERRRILIR

AR NetApp 12 RIF 1R, FEEMPAREIETER, SFERNRTERSE UL ERZBIERMEN
FRREER, BIEARREBERSIE. EEABERT, NTRERSRAMUERSIVERNEAERE. BiZ
M BAM. 1B, ETMSERERL (BEEFRTHIEABMERS; £H. HEFES EHRL
; EWSHE) , BEREMNAUREFEHFRERL, BEHTEE. mRIEIENTH (BEHRZHE
fth179) , NetApp HARFAIETE, BIEERSNEFE LRRRAIATEEM,.

NetApp (REEARFITEMBIE S FHERS M A S PR R E A~ it 1T ECRBIAF) o FRIE NetApp LAFBEATVER
HER, SN NetApp AABREAASHEFR i~ EERRESRX S, ERNMER~mARTIREG
NetApp BYERIZFIMN. BIRNEEREMAIRFRIFA,

AFMRPRANTMAIEER I ZHEE T, SNEZTFHIEFERIBRIZ BRI,

BRNFIHEE: BFER. E5IsiATFANESS DFARS 252.227-7013 (2014 4£ 2 B) #1 FAR 52.227-19
(2007 £ 12 B) P FEARIENF] — IEFWA"EFE (b)(3) FMEBRBIFZHIILIR,

AXAEFFES RSB =R/ B RS (EXI FAR 2.101) #8%, BT NetApp, Inc. HEEEE. RIE
ISR HBIFRE NetApp FARBIBMITEVRGEEELER, HE2HMAREFL, EEBREX XL
ENERNAEI RS, 23Kk, SRERAEENGTE, ZFIBERaELE, WAREHEFLE, BMRESR
FHIRFARIBIN EE BT ERAE X EZEaRZFRNER TER. BRASHEMENBRIN, FE NetApp, Inc. B
PEALE, FEER. HE. Efl. B BEHETXLELRIE, EEBRXEIFIENYIET DFARS H%E
252.227-7015(b) (2014 £ 2 B) &R EAHAIIF].

BIHER

NetApp. NetApp #RiRF1 hitp:/www.netapp.com/TM _EFRFIBIETRE NetApp, Inc. BIETR. EMATM~HRA
il ge = HE BB & BIET.

17


http://www.netapp.com/TM

	Azure NetApp Files : Trident
	目录
	Azure NetApp Files
	配置 Azure NetApp Files 后端
	支持的 Azure 云环境
	查看 Azure NetApp Files 驱动程序支持
	查看考虑事项
	对 AKS 使用托管标识
	使用 AKS 的工作负载标识

	准备配置 Azure NetApp Files 后端
	支持的 Azure 云环境
	NFS 和 SMB 卷的先决条件
	SMB 卷的其他要求

	Azure NetApp Files 后端配置选项和示例
	后端配置选项
	考虑 Azure 云环境（26.06）
	示例配置
	存储类定义
	创建后端



